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CHAPTER 1

Overview

* Know your Web UI, on page 1
* Cohosting of NDFC Managed mode with Nexus Dashboard Insights, on page 2

Know your Web Ul

When you launch the Cisco Nexus Dashboard Fabric Controller Web UI for the first time, the Feature
Management window opens. After you choose a deployment type, the left pane displays menu relevant to
the personality.

The top pane displays the following Ul elements:
* Home icon — Click to view One view on the Nexus Dashboard setup.
* Nexus Dashboard — Click to view One view on the Nexus Dashboard setup.
* Help — Click on Help to see a drop-down list with the following options:

» About Nexus Dashboard — Displays the version of the Cisco Nexus Dashboard on which Cisco
Nexus Dashboard Fabric Controller is deployed.

 Welcome Screen — Displays What's New information. You can choose to see this page every time
you launch the Web UL

* Help Center — Click to view the Help Center page. You can access various product documents
from this page.

Scroll to the end of the page to view the services installed on Nexus Dashboard. Click on the Service
to view Help Center.
* User Role — Displays the role of the user who is currently logged in, for example, admin. Click on the
username to see a drop-down list with the following options:
* User Preferences — Allows you to view the Welcome screen on every login.
» Change Password — Allows you to change the password for the current logged-in user.

If you are a network administrator user, you can modify the passwords of other users.

 Logout — Allows you to terminate the Web Ul and return to the login screen.
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» Cisco Nexus Dashboard Fabric Controller Persona — Specifies the deployment persona — Fabric
Controller or SAN Controller or Fabric discovery.

* View Alarms — Click the bell icon to view the Alarms. You can also view this page from Operations
> Event Analytics > Alarms from the left pane.

* Help icon — Click to view help pages or information about Cisco NDFC.
* Select Help to view the context-sensitive help for the Ul page.

* Select About NDFC to view the version number and copyright information.

General icons on Ul:

« Hamburger icon — Click on Hamburger icon adjacent to product name on home screen to minimize
the menu items on home screen or to view menu items in details.

 Refresh icon — Click refresh icon to refresh and load screen.

Cohosting of NDFC Managed mode with Nexus Dashboard
Insights

From Release 12.1.1e, you can host NDFC Fabric Controller persona and Nexus Dashboard Insights on the
same Nexus Dashboard Cluster in Managed mode to manage fabrics and Nexus Dashboard Insights to monitor
the same fabrics. Note that NDFC in Fabric discovery mode, that is, monitored mode with NDI on the same
Nexus Dashboard cluster is supported with NDFC Release 12.0.2f. Cohosting requires 4 physical Nexus
Dashboard nodes for a maximum scale of up to 50 switches. This functionality is also supported on NDFC
Release 12.1.1e with the corresponding paired Nexus Dashboard Insights release.

)

Note Nexus Dashboard deployed on KVM doesn’t support cohosting NDFC and Insights service on the same Nexus
Dashboard cluster.

\}

Note For cohosting NDFC and Insights on the same Nexus Dashboard cluster, the Nexus Dashboard nodes must
be Layer 2 adjacent. Support for Layer 3 adjacency for cohosting deployments will be introduced in future
releases.

The following table shows the compatible versions for Nexus Dashboard and services.

Services Compatible Version

Nexus Dashboard

Nexus Dashboard Insights

Nexus Dashboard Fabric Controller 12.1.1p

The following table shows the system requirements for Nexus Dashboard.
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Cohosting of NDFC Managed mode with Nexus Dashboard Insights .

Specification Supported Scale
Number of physical Nexus Dashboard nodes 5
Number of switches supported 50

Number of flows supported in Nexus Dashboard 10000
Insights

Installation of NDFC and NDI on the same Nexus Dashboard
Cisco NDFC can be cohosted with Nexus Dashboard Insights on the same Nexus Dashboard.
Before you begin

* Ensure that you’ve installed the required form factor of Cisco Nexus Dashboard. For instructions, refer
to .

« Ensure that you meet the requirements and guidelines described in Prerequisites section in Cisco NDFC
Installation Guide.

* The Cisco DC App Center must be reachable from the Nexus Dashboard via the Management Network
directly or using a proxy configuration. Nexus Dashboard proxy configuration is described in .

* If you are unable to establish the connection to the DC App Center, skip this section and follow the steps
described in Installing Services Manually section in Cisco NDFC Installation Guide.

* Ensure that the services are allocated with IP pool addresses on the Cisco Nexus Dashboard. For more
information, refer to Cluster Configuration section in .

Installing Nexus Dashboard

Install the required form factor of Cisco Nexus Dashboard. For instructions, refer to Cisco Nexus Dashboard
Deployment Guide.

Installing NDFC
Refer to Cisco NDFC Installation Guide.
Configure NDFC sites on Nexus Dashboard. Refer to the Adding Sites section in the .

Installing NDI

On the same Nexus Dashboard set up, install the Nexus Dashboard Insights service. Refer to Cisco Nexus
Dashboard Insights Deployment Guide, for more information.

Post Installation

After installing compatible versions of NDFC and NDI on the 5-node physical Nexus Dashboard, launch
NDFC as Fabric (LAN) Controller. Create Fabric, discover and import switches on NDFC fabric. Nexus
Dashboard automatically identifies the NDFC fabric and lists on the Sites page as entities.

)

Note  You must provide the password for each of the sites in the Nexus Dashboard site manager.

Cisco NDFC Fabric Controller Configuration Guide, Release 12.1.1p [JJj


https://www.cisco.com/c/en/us/td/docs/dcn/nd/2x/deployment/cisco-nexus-dashboard-deployment-guide-221.html
https://www.cisco.com/c/en/us/td/docs/dcn/nd/2x/deployment/cisco-nexus-dashboard-deployment-guide-221.html
https://www.cisco.com/c/dam/en/us/td/docs/dcn/ndi/6x/deployment-guide/cisco-ndi-deployment-guide-release-611.pdf
https://www.cisco.com/c/dam/en/us/td/docs/dcn/ndi/6x/deployment-guide/cisco-ndi-deployment-guide-release-611.pdf

Overview |
. Cohosting of NDFC Managed mode with Nexus Dashboard Insights

[l Cisco NDFC Fabric Controller Configuration Guide, Release 12.1.1p



CHAPTER 2

New and Changed Information

* New and Changed Information, on page 5

New and Changed Information

The following table provides an overview of the significant changes to this guide for this current release. The
table does not provide an exhaustive list of all changes made to the guide or of the new features in this release.

The following tables provide information about the new and changed features in Cisco NDFC Release 12.1.1p.

Feature Description Where Documented

Cisco NDFC Hybrid Multi-Cloud | This feature explains about hybrid | Cisco NDFC Hybrid Multi-Cloud
Support cloud functionality which allows | Support, on page 525
connectivity between on-prem and
public cloud networks. Using Cisco
Nexus Dashboard Orchestrator
(NDO), connectivity is orchestrated
between NDFC managed Vxlan
fabric and Cloud Application
Policy Infrastructure Controller
(cAPIC) deployed in public cloud.
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CHAPTER 3

Dashboard

The intent of the Dashboard is to enable network and storage administrators to focus on particular areas of
concern around the health and performance of data center switching. This information is provided as 24-hour
snapshots.

The functional view of LAN switching consists of seven dynamic dashlets that display information in the
context of the selected scope by default.

The various scopes that are available on the Cisco Nexus Dashboard Fabric Controller Web UI are:
* Overview, on page 7
* Viewing vCenter VMs, on page 8

* Viewing Kubernetes Pods, on page 9
* Endpoint Locator Dashboard, on page 11

Overview

From the left menu bar, choose Dashboard > Overview. The Overview window displays the default dashlets.
The dashlets display donuts summary.

The following are the default dashlets that appear in the Overview dashboard window:

Dashlet Description

Fabric Health Displays the fabric health status, and a number in the donut depicting total number
of fabrics. The Fabric Health status is based on the severity of the highest
outstanding alarm for the fabric or its member switches.

Events Analytics Displays events with Critical, Error, and Warning severity.

Switches Configuration | Displays the switches inventory summary information such as the switch models
and the corresponding count.

Switches

Switch Health Displays the switches health summary with the corresponding count. The Switch
Health status is based on the severity of the highest outstanding alarm for the
switch or its interfaces.
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Dashlet Description

Switch Roles Displays the switches roles summary and the corresponding count. Displays the
number of access, spine and leaf devices.

Switch Hardware Displays the switches models and the corresponding count.
Version

Switch Software Version | Displays the switches software version and the corresponding count.

Performance Collector | Displays the performance collection information.

* Click Stop collector to stop performance collection information.

* Click Start collector to restart the performance collection information.

Reports Displays switch reports.

Viewing vCenter VMs

UI Path: Dashboard > vCenter VMs

\)

Note  You can view the Virtual Machine details for the added vCenter cluster on dashboard and topology window.
Navigate Dashboard > vCenter VMs.

The vCenter VMs tab displays the following details of VMs:
* VM Name, its IP address and MAC address

» Name of the compute where the VM is hosted

» Switch name that is connected to a VM, switch’s IP address, MAC address, and interface
* Port channel ID and vPC ID (if connected to a VPC)

* VLAN VM configured on

» Power state of the VM

* Physical NIC of the Compute host
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You can search and filter VMs by using filter by attributes search

Dashboards ®

Overview vCenter VMs Kubernetes Pods

Filter by attributes

MAC Physical . . . Switch rt
VM Name IPAddress  pqirecs VLAN NIC Host Fabric vSwitch Switch Interface VPC ID Channel State
venl= vmnics Yae corefab DVS2 L6-FXP Ethemnet1/47 0
VM2 ues117.cisco. CONNECTED
plan1= vmnica vineL corefab pus2 L5-FXP Ethemnet1/47 0
VM2 ucs117.cisco. CONNECTED
11.5-2 192.168.89.1 - ~
s29 1080250567 00:50:56:b5:¢ 99 vmnic2 172.28.8.134 bgfab vSwitch2 L3-FX2 Ethernet1/52 0 Coalle T
11.5-1- 192.168.89.1 :
$29 080::250:567 00:50:56:b5:C 99 vmnic2 172.28.8.134 bgfab vSwitch2 L3-FX2 Ethernet1/52 0 CORREES
192.168.126.
centos7_K8s_ LA 00:50:56:b5: 126 vmnic7 172.28.8.231 corefab vSwitch3 L6-FXP Ethernet1/1 0
fe80::d0f:a61! CONNECTED
192.168.126. .
centos7_K8s_ . 00:50:56:b5: 126 vmnicB 172.28.8.231 corefab vSwitch3 L5-FXP Ethernet1/1 0
fe80::d0f:a61! CONNECTED
192.168.126.
ubuntu20_K8: 00:50:56:b5:¢ 126 vmnic7 172.28.8.231 corefab vSwitch3 L6-FXP Ethernet1/1 0
fe80::250:56f CONNECTED

To view VMs on Fabric window, navigate to LAN > Fabrics, double-click on required fabric. On Fabric
Overview window, choose Virtual Infrastructure > Virtual Machine VMs.

To view VMs on Switch window, navigate to LAN > Switches, double click on required switch. On Switch
Overview window, choose Virtual Infrastructure > Virtual Machine VMs.

Viewing Kubernetes Pods

Ul Path: Dashboard > Kubernetes Pods

You can view Kubernetes pods on Fabrics window, navigate LAN > Fabrics, double-click on required fabric,
it navigates to Fabric Overview window, click Virtual Infrastructure > Kubernetes Pods.

You can view Kubernetes pods on Switch window, navigate LAN > Switches, double-click on required
switch, it navigates to Switch Overview window, click Virtual Infrastructure > Kubernetes Pods.

You can search and filter kubernetes pods by using filter by attributes search field.
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Dashboards

Overview vCenter VMs Kubemetes Pods

Filter by attributes

PodName  PodIP Phase

weave-
192.168.126.1
net-gtfml

etcd-vm-
k8s- 192.168.126.1
master

kube-
proxy- 192.168.126.1
8dnes

kube-
proxy- 192.168.126.1
slstv

coredns-
66bf467f8-  10.32.0.3
8xm6

kube-
apiserver-

192.168.126.1
vm-k8s-
master

kube-
proxy- 192.168.126.1
pgmé8

Running

Running

Running

Running

Running

Running

Running

Reason

Application

kube-
proxy

kube-
proxy

kube-dns

kube-
proxy

Cluster Physical Physical Switch Cluster Port
Namespa...; | NodeName | NodsIP TYp NIC Switch Interface Name Channel VEAN)
kube~ centos7-
i 182.168.126.1 Kubernetes  vmnic7 L6-FxP Ethemet1/l  192.168.126.1 126
system kBs-w
- ViR 192.168.126.1 Kubemetes  vmnic? L6-FXP Ethemet/1  192.168.126.1 126
system master
fuee centesT 192.168.126.1 Kubernetes  vmnic? L6-FxP Ethemet1/1  192.168.126.1 126
system kBs-w2
o tos7-
e come 192.168.126.1 Kubernetes  vmnic? L6-FXP Ethemet1/1  192.168.126.1 126
system K8s-w
o VKBS 192.168.126.1 Kubernetes  vmnic7 L6-FXP Ethemet1/1  192.168.126.1 126
system master
kube- vm-kes- R _ i o i
192.168.126.1 Kubernetes  vmnic7 L6-FxP Ethemet1/1  192.168.126.1 26
system master
fube vmekBe 192.168.126.1 Kubemetes  vmnic? L6-FXP Ethemet1/1  192.168.126.1 126
system master

The following table describes the fields and description on the window.

Dashboard |

Fabric

corefab

corefab
corefab
corefab
corefab

carefab

corefab

Field

Description

Pod Name

Specifies the name of the Kubernetes pod.

Pod IP

Displays the IP address of the Kubernetes pod.

Phase

Specifies the phase (state) of the pod.

Reason

Specifies the reason.

Applications

Specifies the applications of the pod.

Namespace

Specifies the namespace of the pod.

Node Name

Specifies the node name of the pod.

Node IP

Specifies the node IP address.

Cluster Type

Displays the type of cluster.

Physical NIC

Displays the physical NIC of the node.

Physical Switch

Specifies the physical switch connected to cluster node.

Switch Interface

Specifies the switch interface connected to cluster node.

Cluster Name

Specifies the name of the cluster.

Port Channel

Specifies the port channel (if cluster node is connected to a VPC).

VLAN

Specifies the VLAN.

Fabric

Specifies the fabric name.
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Endpoint Locator Dashboard

To explore endpoint locator details from the Cisco Nexus Dashboard Fabric Controller Web UI, choose
Dashboard > Endpoint Locator. The Endpoint Locator dashboard is displayed.

Dashboards ®
Overview Endpoint Locator
Endpoint Locator for aufabris - 1l Pause A Notifcations (0
Filt Actions
Active Encpoits Actve VRFs Dusl Attached Endpoints Dual Stacked Endpoints
4 7 499
Ve
/
(16325 :
/ . tive Network: single At Endpy N Stacked Ei s
N
61 16318 5536

P 10 Networ Top 10 Switches by Endpoints 0 Switches by Networ
V I I I I I I I . . =

®rs ®Pv: ®wMAC ®rs ®Pvi ®wMAC

List of Active Endpoints
VRF Switch MAC Port VLAN Time

00:48:11:11:00:15 Eth1/27 1500 02/0201:00 AM

00:48:11:11:09:12 Eth1/27 1509 02/0201:00 AM

00:48:11:11:08:16 Eth1/27 1508 02/0201:00 AM

00:48:11:13:35:12 Eth1/27

Note Due to an increase in scale, the system may take some time to collect endpoint data and display it on the
dashboard. On bulk addition or removal of endpoints, the endpoint information displayed on the EPL dashboard
takes a few minutes to refresh and display the latest endpoint data.

* You can initiate a search by using the available options in the filter by attributres search bar field.

You can also filter and view the endpoint locator details for a specific Switch, VRF, Network, and Type
by using the respective drop-down lists. You can select MAC type of endpoints as a filter attribute. The
name of the network is also displayed in the Network drop-down list. By default, the selected option is
All for these fields. You can display endpoint data for a specific device by entering the host IP address,
MAC address, or the name of the virtual machine in the Search Host IP/MAC/VM Name field.

* You can click All fabrics drop-down list to view endpoint locator details for all fabrics or required fabric.

An alarm is generated if there are any endpoint related anomalies. Click the Pause 1 icon to temporarily
stop the near real-time collection and display of data. By default Run is chosen. Click Notification icon
to view the notification details.
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* Click Actions > Endpoint Search. For more information, refer to Endpoint Search, on page 15.
* Click Actions > Endpoint Life. For more information, refer to Endpoint Life, on page 16.

* Click Actions > Resync to syncing to the data currently in the Route Reflector (RR). However, historical
data is preserved. We recommend not clicking Resync multiple times as this is a compute-intense activity.

In certain scenarios, the datapoint database may go out-of-sync and information, such as the number of
endpoints, is not displayed correctly due to network issues such as:

* Endpoint moves under the same switch between ports and the port information needs some time to
be updated.

* An orphan endpoint is attached to the second VPC switch and is no longer an orphan endpoint.
* NX-API not enabled initially and then enabled at a later point in time.

* NX-API failing initially due to misconfiguration.

* Change in Route Reflector (RR).

* Management IPs of the switches are updated.

* Click Notifications icon to display a list of the most recent notifications.
The Endpoint Locator Notifications window appears.

Information such as the time at which the notification was generated, the description of the notification,
severity level is displayed.

Notifications are generated for events such as duplicate IP addresses, duplicate MAC-Only addresses,
VRF disappears from a fabric, all endpoints disappear from a switch, endpoint moves, endpoints on a
fabric going to zero, when endpoints are attached to a switch, when a new VRF is detected, and when
the RR BGP connectivity status changes. The RR connected status indicates that the Nexus Dashboard
Fabric Controller can connect to the RR through BGP (Nexus Dashboard Fabric Controller and RR are
BGP neighbors). The RR disconnected status indicates that the RR is disconnected and the underlying
BGP is not functioning.

You can initiate a search by using the available options in the filter by attributres search bar field.

The top pane of the window displays the following information:

The top pane of the window displays the number of active endpoints, active VRFs, active networks, dual
attached endpoints, single attached endpoints and dual stacked endpoints, for the selected scope. Support for
displaying the number of dual attached endpoints, single attached endpoints and dual stacked endpoints has
been added. A dual attached endpoint is an endpoint that is behind at least two switches. A dual stacked
endpoint is an endpoint that has at least one IPv4 address and one IPv6 address.

* Historical analysis of data is performed and a statement mentioning if any deviation has occurred or not
over the previous day is displayed at the bottom of each tile.

Click any tile in the top pane of the EPL dashboard to go to the Endpoint History window.

The 'middle pane' of the window displays the following information:

» Top 10 Networks by Endpoints - A pie chart is displayed depicting the top ten networks that have the
most number of endpoints. Hover over the pie chart to display more information. Click on the required
section to view the number of IPv4, IPv6, and MAC addresses.
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Endpoint History .

« Top 10 Switches by Endpoints - A pie chart is displayed depicting the top ten switches that are connected
to the most number of endpoints. Hover over the pie chart to display more information. Click on the
required section to view the number of IPv4, IPv6, and MAC addresses.

« Top Switches by Networks - Bar graphs are displayed depicting the number of switches that are associated
with a particular network. For example, if a vPC pair of switches is associated with a network, the number
of switches associated with the network is 2.

The 'bottom pane' of the window displays the list of active endpoints.

If a virtual machine has been configured, the name of the VM is displayed in the Node Name field. Note that
it can take up to 15 minutes for the name of the VM to be reflected in the EPL dashboard. Until then, the EPL
dashboard displays No DATA in the Node Name field.

Click Export to download the list of active endpoints in .csv format.

Click on required endpoint identifier, a slide-in pane appears and the related details are displayed. Click
Endpoint Life. The Endpoint Life window appears for selected endpoint identifier. For more information,
refer to Endpoint Life, on page 16.

Endpoint Life ?2 — X
=)
I

Click the search icon in the Endpoint Identifier column to search for specific IP addresses.

Consider a scenario in which EPL is first enabled and the Process MAC-Only Advertisements checkbox is
selected. Then, EPL is disabled and enabled again without selecting the Process MAC-Only Advertisements
checkbox. As the cache data in elasticsearch is not deleted on disabling of EPL, the MAC endpoint information
is still displayed in the EPL dashboard. The same behavior is observed when a Route-Reflector is disconnected.
Depending on the scale, the endpoints are deleted from the EPL dashboard after some time. In certain cases,
it may take up to 30 minutes to remove the older MAC-only endpoints. However, to display the latest endpoint
data, you can click Resync.

Endpoint History

Click any tile in the top pane of the EPL dashboard to go to the Endpoint History window. A graph depicting
the number of active endpoints, VRFs and networks, dual attached endpoints and dual stacked MAC endpoints
at various points in time is displayed. The graphs that are displayed here depict all the endpoints and not only
the endpoints that are present in the selected fabric. Endpoint history information is available for the last 30
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days amounting to a maximum of 100 GB storage
Endpoint History ?2 — X

-

Hover over the graph at specific points to display more information. The points in the graph are plotted at
30-minute intervals. You can also display the graph for a specific requirement by clicking the color-coded
points at the bottom of each graph. For example, click on all color-coded points other than active (IPv4) in
the Active Endpoints window displayed above such that only active (IPv4) is highlighted and the other points
are not highlighted. In such a scenario, only the active IPv4 endpoints are displayed on the graph. You can
also click on the required color-coded points at the bottom of the graph to display the graph for a specific
requirement. For example, hover over active (IPv4) to display only the active IPv4 endpoints on the graph.

Click on any point in the graph to display a window that has detailed information about that point of time.
For example, click on a specific point in the Active Endpoints graph to display the Endpoints window. This
window has information about the endpoints along with the name of the switch and the VRF associated with
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the endpoint. Click Download to download the data as a CSV
Endpoints X

Jan 1, 2022 12:00 AM to Jan 30, 2022 12:28 AM

Filter by attributes [/- Download -.\:]
N b

Endpoints Switch Name VRF

MAC:00:48:11:15:06:18:3016 terry-leaf2

MAC:00:48:11:10:37:14:30137 terry-leafl

MAC:00:48:11:15:42:13:30142 termry-leaf2

MAC:00:48:11:12:09:15:3019 terry-leaf2

MAC:00:48:11:15:43:12:30143 terry-leafl

MAC:00:48:11:13:49:17:30149 terry-leafl

MAC:00:48:11:13:47:13:30147 terry-leafl

MAC:00:48:11:12:49:12:30149 termy-leaf2

MAC:00:48:11:10:27:17:30127 termy-leaf2

MAC:00:48:11:11:23:10:30123 terry-leafl

:{c-.\.'s Page 1 of 1207 & < 1-100f12066 » P

Endpoint Search

UI Path: Dashboard > Endpoint Locator.

On Endpoint Locator window, click Actions > Endpoint Search to view a real-time plot displaying endpoint
events for the period specified in a date range.

)

Note You cannot change time on the clock icon. Ignore the tooltip to change the time.
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B Endpoint Life

Endpoint Life

The results displayed here are dependent on the fields listed under Selected fields located in the menu on the
left. You can add any field listed under Available fields to Selected fields to initiate a search using the required

Endpoint Search ?2 — X

Add afiker 4

epl_history * February 2nd 2017, 14:30:45.376 - February 2nd 2022, 143045376 —  Auto v

Selected fields

Available fields s ° R —— R = 3 n w T = = 3 H

© Endpghtidentifier

Time _source

b February 2nd 2022, 16:30:41.925  fabric_id: :12

af1 Switch_Type: 1K Switch_T i 10.2.0.5, 0.0.0.0, 0.0.0.0,

February 2nd 2022, 16130141, e _pomsin: 1520

Tversion: 1pv6 _id: _type: endpoint.

_index: ep]_history_terry-fx2_2022 02 82 _score: -

b February 2ng 2022, 14130:34.888 pabric 1d: (12vpn Ip: 2001:136:115:17:145 WACH 00:46i1113117018 L2 VNI: 36,107 L3NI: 58,817 Sultch Name: terry-lesfl Sltch Type: 'K Sultch Ip: 192.165.125.152 Origin Ip: 10.2.0.5, 8.9.0.0, 0.8.8.0,

oeL

EndpolntType: timestamp: February 2nd 2022, 14130134068 Seqm: © VRF: eplyrf Br_Domain: 1517

.2.0.2:24280 1PvE: 2001 IPversion: TPV _id: UryquKesyulsIIGREg

e b February 2nd 2022, 18:30138.088  Fabric_ 50,017 Switch_tane: terry-lesfl Switch_Type: NSK SWitch_IP: 152.165.126.152 Origin_IP: 18.2.8.5, 0.8.8.8, 0.0.0.0,
i timestamp: February nd 2022, 14:30:34.088 Seqimi @ VA r_oonsin: 1517
t Operator Cluster: 10.3.0.1:0 Valid: 1 Op + Ipve:20: 146 Ieversion: Ipve _id: Uryouxeayulslu
o _type: endpoint _index: epl_history_terry-fx2_2022_02_62 _score
© Swich P
b February and 2022, 14:30:34.088  rabric_1g: ilavpn Ip: 26e1::46:18:43:132 " 3 + 30,203 L3 terry-lesf1 Suitch_Type: NOK Sitch TP 152.165.126.152 Origin Ip
© Swien Neme ©.0.0.0 Sultch Nextaop_IP: 10.3.2.1 Port: Et : s 1,56 & : tiestamp: February nd 2022, 15:30:34.058 Seqmi @ VAF: eplvrf Br_bomain: 1563
B Do 30150 Valid: 1 1PvE: 2001 Irversion: 1pve _id: ViyouKeByWlsINGHQEOS
- _type: endpoint _index: eplh
© Custer
© EndpoincType > February 20 2022, 14:30:34.885  rabric_1d: tlavpn IP: 2001::46:15:5:188 WACH 00:48:11:13:45:15 LZVNI: 30,165 L3VNI: 50,017 SwitchName: terry-leaf2 Swltch_Type: WoK Switch_IP: 152.16.125.153 OPgIn_IP: 10.2.0.5, 0.9.0.9, 0.8.0.0,
S ©.0.0.0 Switch NextHop_TP: 10.3.0.1 Port: veC peer-Link VLAN: 1,565 L3INT: 1,55 Operation: A00 Endpointrype: timestamp: February 2nd 2022, 14130134088 SeqNum: 0 VAF: ep! _oosatn: 1535
( - 243 - Irversion: Ipve _idi VbyauseyulslNGpEOE _type: endpoint

Cluster: 10.2.2.1:0 Valid: 1 Operationstatus:

Click Actions > Endpoint Life to display a time line of a particular endpoint in its entire existence within
the fabric.

Specify the IP or MAC address of an endpoint and the VXLAN Network Identifier (VNI) to display the list
of switches that an endpoint was present under, including the associated start and end dates. Click Submit.

Initiate a search by using an IPv4 or IPv6 address to display the Endpoint Life graph for [Pv4/IPv6 endpoints.
Initiate a search by using a MAC address to display the Endpoint Life graph for MAC-Only endpoints.

The window that is displayed is essentially the endpoint life of a specific endpoint. The bar that is orange in
color represents the active endpoint on that switch. If the endpoint is viewed as active by the network, it will
have a band here. If an endpoint is dual-homed, then there will be two horizontal bands reporting the endpoint
existence, one band for each switch (typically the vPC pair of switches). In case the endpoints are deleted or
moved, you can also see the historical endpoint deletions and moves on this

X bl Daa Center Network Manager SCOPE: | DataCenter v | & @ admn %

Endpoint Life X

( Resettodefault )  192500.100 30001
N A

IP: 182.50.0.100

terry-leafl

o |._

Nov06,04:00  Nov06,08:00  Nov06,12:00  NovO06,16:00  Nov06,20:00  Nov07,00:00  Nov07,04:00  Nov07,08:00  Nov07,12:00  Nov07,16:00  Nov07,20:00  Nov08,00:00  Nov08,04:00  Nov D08, 08:00

M Active Switch
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CHAPTER 4

Topology

Ul Navigation - Click Topology.

The Topology window displays color-encoded nodes and links that correspond to various network elements,
including switches, links, fabric extenders, port-channel configurations, virtual port-channels, and more. Use
this window to perform the following tasks:

* To view more information about each of these elements, hover your cursor over the corresponding
element.

+ To view your navigation in the topology, view the breadcrumb at the top.

» When you click the device or the element, a slide-in pane appears from the right that displays more
information about the device or the element. To view more information in the topology, double-click a
node to open the node topology. For example, to view the fabric topology and its components in the
Topology window, double-click the fabric node and then double-click an element that you want to view
such as a host, a multicast group or a multicast flow, as applicable to the fabric type, and view the
respective topology.

* If you want to view the fabric summary for the fabrics, click the fabric node. From the Fabric Summary
slide-in pane, open the Fabric Overview window. Alternatively, you can right-click a fabric and choose
Detailed View to open the Fabric Overview window. For more information about fabric overview
window, see Fabric Overview, on page 190.

* Similarly, you can click on a switch to display the configured switch name, IP address, switch model,
and other summary information such as status, serial number, health, last-polled CPU utilization, and
last-polled memory utilization in the Switch slide-in pane. To view more information, click the Launch
icon to open the Switch Overview window. For more information about switch overview window, see
Switches, on page 287.

* Choose an action from the Actions drop-down list to perform various actions based on the element you
select in the topology.

For example, when you open the data center topology view, the only action available in the actions
drop-down list is Add Fabric. However, when you open the fabric topology view, many more options
are available in the drop-down list. For example, for LAN fabrics, the available actions are Detailed
View, Edit Fabric, Add Switches, Recalculate Config, Preview Config, Deploy Config, Add Link,
Deployment Disable, Backup Fabric, Restore Fabric, VXLAN OAM, and Delete Fabric.. Note that for
IPFM fabrics, the available actions are Detailed View, Edit Fabric, Add Switches, Recalculate Config,
Preview Config, Deploy Config, and Delete Fabric.
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Topology |

* To perform actions on the elements in the topology, other than the ones listed in the actions drop-down
list, right-click the element. This opens the appropriate windows and allows you to perform tasks based
on the elements. For example, if you right-click a fabric, you can perform tasks such as various
configurations, delete the fabric, backup and restore, and many more.

» The VXLAN OAM option appears in the Actions drop-down list only for VXLAN Fabric, eBGP VXLAN
Fabric, External, and Lan Classic fabric technologies, which support VXLAN OAM. For more instructions,
see VXLAN OAM, on page 172.

The IPFM fabric topology is specific to the operations performed by Nexus Dashboard Fabric Controller IP
for Media Fabric (IPFM) and applicable for both the IPFM and Generic Multicast modes .

)

Note Ina flow topology that involves the Ingress and Egress nodes, the arrows in the node icon indicate the direction
of the flow from the Ingress node or sender (indicated by (S)) to the Egress node or receiver (indicated by

(R)).

This section contains the following:

* Searching Topology, on page 18
* Viewing Topology, on page 19

Searching Topology

Use a combination of search attributes and search criteria in the search bar for an effective search. As you
enter a combination of search attribute and search criteria in the search bar, the corresponding devices are
highlighted in the topology.

You can apply the search criteria such as equals (=), does not equal (!=), contains (contains), and does not
contain (!contains).

The search attributes that you can use for LAN fabrics are ASN, Fabric Type, Fabric Name, and Fabric
technology. The fabric type attributes that you can use for search include switch fabric, multi-fabric domain,
external, and LAN monitor. The fabric technology attributes that you can use for search include fabricpath
fabric, VXLAN fabric, VLAN fabric, external, LAN classic, IPFM classic, IPFM fabric, switch group,
multi-fabric domain, e BGP VXLAN fabric, eBGP routed fabric, MSO site group, meta fabric, LAN monitor
fabric, and IOS-XE VXLAN fabric.

For IPFM fabrics, the following fields are available to search on: switch or hostname, switch or host IP address,
switch MAC, and switch serial number. In the Generic Multicast mode, also, you can search the
receiver-interface name or IP addresses in this window.

When a device is displayed on the topology, double-click it to navigate further into the topology. For example,
when the fabric that you searched is displayed on the topology, double-click on the fabric (cloud icon) to
navigate inside its topology. Furthermore, after the fabric is displayed on the topology, you can continue to
search based on a combination of a criteria and various search attributes such as VPC peer, IP address, model,
mode, switch, switch role, discovery status, software version, up time, and serial.
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\)

Note Certain levels of the topology allow filters only, that is, filters take the place of Search. The topology listing
for these levels display a limited number of entities. For example, Easy Fabric Networks are limited to 50
networks shown. Filters must be used to see additional elements or entities.

Viewing Topology
To pan, click and hold anywhere in the whitespace and drag the cursor up, down, left, or right. To drag
switches, click, hold, and move the cursor around the whitespace region of the topology.

In case of multiple selection of switch, you must release the modifier keys (cmd/ctrl) before releasing mouse
drag to end the switch selection.

You can view the following information of the devices and links in the View pane:

« Layout options - You can zoom in, zoom out, or adjust the layout to fit the screen. You can also refresh
the topology or save any changes to the topology. For more information, see Zooming, Panning, and
Dragging, on page 34.

* Logical Links - For LAN topologies, you can view the logical links using the Show Logical Links toggle
switch.

* Operation/Configuration - For LAN topologies, you can also select operation or configuration.

* Select Layout drop-down list - Choose the layout for your topology from this drop-down list, and click
Save Topology Layout in the layout options. For more information, see Layouts, on page 34.

» Status - The status of every device or link is represented by different colors. You can view the
configurational status and operational status as well for LAN topologies. For more information, see
Status, on page 34.

Data Center

View A [earch by Attributes Actions v )
' — ~ a ) Connection State
C+I=T-Tow)
Configuration Y Number of CPUs
| e

Power State

Hierarchical
VM Compute Name

Healthy VM Name

Warning

Minor

- bgfab. corefab
@ Critical

e NA

77228181233 172.28.10.184

Topology for a node is displayed at multiple scope. Each scope is shown in the hierarchical order. The scope
hierarchy is shown as breadcrumbs and can be navigated to required scope. Scopes are as follows:
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* Data Center
* Cluster (vCenter)
* Resource List (DVS, Compute, and VM)

* Resource

\}

Note * In the Topology window, FEX appears in gray (Unknown or NA) because Operation and Configuration
status is not calculated for FEX.

* After moving a cable from one port to another port, the old fabric link is retained in the Topology window,
and it is shown in the red color indicating that the link is down. Right-click on the link and delete it if
the removal was intentional. A manual Rediscover of the switch will also delete and re-learn all links to
that switch.

When a Multi-Site Domain (MSD) fabric is deployed with the child fabrics, to view multi-site topology,
double-click on a fabric node, and then choose MSD scope or double click on the gray MSD node to view
the MSD topology.

Data Center

P
. . N
View ~ Search by Attributes L/ Actions ~ 4
.
(+[=]-To]
- - Add Fabric
| St

Add Virtual Instance

Resync vCenters

Healthy » 7
bgfab Sotefab Resync Kubernetes Clusters

Warning

Minor

Major
@ Critical

® NA ' /

172.28.10.184 172.28.8.48 192.168.126.160

Viewing vCenter Visualization

In a virtualized environment, troubleshooting is intiated with identifying network attachment point for Virtual
Machines (VMs). This process discovers critical details such as server, virtual switch, port group, VLAN,
associated network switch, and physical port. These requires multiple touch points and communication between
server, network administrator and other applications like compute orchestrator, compute manager, network
manager, network controller.
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Click on the vCenter visualization node, a slide-in panel appears, click on Launch icon to view vCenter
Overview

Al VConter
L) cisco Nexus Dashboard 172.28.10.184 o X

= Fabric Controller

General Information

IP Address Version
¢ Dashboard
ashboar Data Center 172.28.10.184 6.7.0
Topolo Stat:
) View N Search by Attributes Status
17 — ® Managed
2 GI=[Z[e[®
Virtual Management Configuration )
Settings
Hierarchical
© Operations
@ Healthy
Warning bgfa
Minor
Major
@ Critical
® NA

172.28.8.233 172.28.10.184

This window has summarized data such as vCenter IP address, status of vCenter, fabric associated with the
cluster, Switch name, Switch IP, Switch Port, VPC ID, Compute Node and Physical

vCenter Overview - 172.28.10.184 ? — X

vCenter Information

IP Address Version Status
172.28.10.184 6.7.0 Managed
Neighbors

Filter by attributes

Switch

Fabric Name Switch Name Switch Serial Management IP Switch Port Port Channel ID VPCID Compute Node Physical NIC
bgfab L4-FX2 FDO23340Y76 24.93.0.20 Ethernet1/52 ] 172.28.8.133 vmnic2
corefab L5-FXP FDO23150HJP 24.93.0.25 Ethernet1/1 0 172.28.8.231 vmnic6
corefab L6-FXP FDO23150HJG 24.93.0.26 Ethernet1/1 o 172.28.8.231 vmnic7
corefab L1-FX2 FDO23340Y67 24.93.0.23 Ethernet1/16 0 172.28.8.237 vmnic2
corefab L2-FX2 FDO23340YZB 24.93.0.24 Ethernet1/16 0 172.28.8.237 vmnic3

Double-click on the vCenter cluster node to view the associated vCenter cluster resources such as Compute,
DVS, VMs. Each node has a number displayed in brackets, which indicates the number of specific nodes in
the vCenter instance.

Double-click on Compute, or DVS, or VMs to view required list of resource type and its topology.

)

Note When you double-click on DVS, it displays the associated compute hosts under the DVS.
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. Viewing vCenter Visualization

Data Center / 172.28.10.184

View ~ Search disabled for this ( Actions v
(+[=[r]e]

Hierarchical v

Healthy
® Warning
Minor
Major
Critical

NA

Compute (9) DVS (3) VM (17)

Click on a node, a slide-in panel appears, click on Launch icon to view Compute Overview window.

A el Nexus Dashboard comuts
fA cisco ® 172288231 7 x
Fabric Controller General Information
Dastboec Connection State Power State
Data Center / | 172.28.10.184 Compute (7) connected poweredOn
Topolo
i View & Filter by Attributes vCenter Model
172.28.10.184 UCSC-C220-M5SX
LAN
Version
6.7.0

Virtual Management

s 0 0

Operations
172.28.8.231 172.28.8.24 172.28.8.25
172.28.8.237 172.28.8.146 vinci-ucs...cisco.con|

vinci-ucs...cisco.com
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Viewing vCenter Visualization .

You can view the Compute information and Network details tabs which displays information such as power
state, memory size, [P address, MAC address associated with the node.

Compute Overview - 172.28.

Compute Information

Connectivity Status

connected

Network Details

Physical NICs

Filter by attributes

Name

vmnico

vmnic1

vmnic2

vmnic3

vmnic4

vmnics

vmnicé

vmnic7

Rows

Virtual Switches

Power State
poweredOn

MAC Address

70:f0:96:7d:€9:a2

70:f0:96:7d:€9:a3

be:4a:56:f4:d4:6¢

bc:4a:56:f4:d4:6d

40:a6:b7:36:f0:a0

40:a6:b7:36:/0:a1

40:a6:b7:36:0:a2

40:26:b7:36:f0:a3

Virtual Switch Port Groups

Fabric Name

corefab

corefab

Distributed Virtual Switches

vCenter
172.28.10.184

Switch Management
Address

10.193.88.10

0.0.0.0

192.168.126.152

192.168.126.152

24.93.0.25

24.93.0.26

Model

UCSC-C220-M5S8X

Distributed Virtual Switch Port Groups

GigabitEthemet0/43

GigabitEthernet0/11

Ethernet1/22

Ethernet1/23

Ethernet1/1

Ethernet1/1

Switch Serial

FDO23150HJP

FDO23150HJG

Page

Version

6.7.0

B

Source

of 1 & < 1-80f8 > D
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. Resync vCenter

You can search using Search by Attributes to search required node. Double-click on the specific node to
view the complete topology of vCenter

Data Center / 172.28.10.184 / Compute (9) / 172.28.8.231

View v Search by Attributes

centos7_K8s_CP centos7_K8s_w1 centos7_K8s_w2 ubuntu20_K8s_M1  dcnm-nd158-node1  dcnm-nd159-node1

Resync vCenter

Resync synchronizes the state of all on board vCenter clusters. To resynchronize vCenter clusters, right-click
on topology window, choose Resync vCenters and click Confirm. To synchronize individual vCenter cluster,
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choose the Rediscover

Data Center

View A Search by Attributes

y -\.
L O | ] )
" ™

Hierarchical

/.‘,,
®

Healthy

Warning
Minor

bgfab ¢corefab
Major

Critical

NA

("l
&_."
=mm Resync vCenters

172.28.8.233 172.28.10.184

C
The following are the guidelines for resync functionality on vCenter clusters to perform accurately:

» Make sure that the appropriate fabric switches are discovered and fabric topology is displayed, before
onboarding the vCenter cluster. If vCenter clusters are onboarded while fabric discovery is in progress,
you must resync all the vCenter clusters. Else, vCenter topology navigation fails.

* Ensure that you resync vCenter clusters after you use backup/restore, or upgrade function on NDFC.
You must resync vCenter after successful fabric discovery.

* If you add or delete a compute node to a VM-based Kubernetes cluster, you must resync Kubernetes
cluster and then resycn vCenter clusters.

* You can set periodic resynchronization for vCenter. On NDFC Ul, navigate Settings > Server
Properties > VMM tab, enter time value in Background Resync Timer in minutes field. By default,
the value is set to 60 minutes, you can increase the time value. If you set value less than the default timer,
periodic resyn feature will be disabled.

Viewing Kubernetes Cluster

You can view topology in multiple scope, each scope is displayed in the hierarchical order and navigation
breadcrumb. These scopes are:

* Data Center, Cluster (Kubernetes)

* Resource List (Compute, and Pod)
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. Viewing Kubernetes Cluster

* Resource (Compute and Pod)

Data Center

View ~ Search by Attributes \ i
(+1=]-]o]
Add Fabric

v

Add Virtual Instance

Resync vCenters

@ Healthy bhfab B Resync Kubernetes Clusters

® Waming
Minor
Major
Critical

® NA
%)

172.28.10.184 172.28.8.48 192.168.126.160

Kubernetes Clusters are of two types:

* VM based Kubernetes clusters are hosted on the VMs managed by the vCenter.

» Kubernetes installed on Bare metal, which is directly connected to a Switch.

Click on the Kubernetes cluster node, a slide-in panel appears, click on Launch icon to view Kubernetes
Overview

A bl Kss
A dice’ Nexus Dashboard 192.168.126.160 o X

Fabric Controller General Information

IP Address Version
Dashboard
asthoa Data Center 192.168.126.160 v1.18.1
Topology - Status
View ~ Search by Attributes Cluster Type
N ® Managed VM Based
LAN e —1 = =N ase
+ SO m)
i -
Virtual Management (" operation [
-
Settings
Custom Saved
Operations
@® In-Sync
@® Pending
In Progress
Out-of-Sync
e NA

172.28.10.184 192.168.126.160
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Viewing Kubernetes Cluster .

This window has summarized data such as vCenter IP address, status of vCenter, fabric associated with the
cluster, Switch name, Switch IP, Switch Port, VPC ID, Compute Node and Physical

Kubernetes Overview - 192.168.126.160

Kubernetes Information

IP Address Version Status
192.168.126.160 v1.18.1 Managed

Neighbors

Filter by attributes

Switch

Fabric Name Switch Name Switch Serial
Management IP

corefab L6-FXP FDO23150HJG

5 v Rows

Port Channel ID VPC ID Compute Node Physical NIC

o vmnic7

Page 1 of 1 K < 1-10f1 > D

Double-click on the Kubernetes cluster node to view the associated Kubernetes cluster resources such as
Computes and Pods. Each node as a number displayed in brackets, which indicates the number of specific

nodes in the Kubernetes

Data Center / @ 192.168.126.160
View ~
s
=T~ To]
( Operation Configuration

Hierarc

® In-Sync
Pending
In Progress
Out-of-Sync

NA

Compute (3)

Actions

Pod (12)
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Topology |

Double-click on appropriate resource (computes or pods) group to display the list of computes and the pods
in the Kubernetes cluster. You can search the specific node using Filter by

# vl Nexus Dashboard

cisco

= Fabric Controller

@ Dashboard
Data Center / © 192.168.126.160 Compute (3)

Topology . -
View A~ Filter by Attributes

LAN T =T-1
G+I=[-Te]
2

REES Mo ment (O configuration

Settings
Hierarc
© Operations

@ In-Sync
Pending
In Progress
Out-of-Sync

® NA

vm-k8s-master

centos7-k8s-w2

Node
vm-k8s-master

General Information

Compute
vm-k8s-master

Master IP
192.168.126.160

Cluster Name
192.168.126.160

Created Time
2021-06-02 18:10:46
+0000 UTC

IP Address
192.168.126.160

OsName
CentOS Linux 7 (Core)

Container Runtime Version
docker://19.3.13

uuID
2b83b025-56a2-4fb9-
a596-edb673de2555

Click on the Nodes to view details about the node. A side panel appears, showing the Node Summary. Click
Launch icon to view Meta Data, Specifications, and Status information for the selected

Compute Overview - -k8s-controller

Compute Information

IP Address Compute Name Master IP
172.28.8.233 bm-k8s-controller 172.28.8.233
Container Version Created Time

docker://20.10.11 2021-12-06 06:40:48 +0000 UTC

Additional Details

Meta Data  Specification ~ Status

uuid: 2194f099-c202-42fd-9e48-e3b785f248d8
name: kube-scheduler-vi-k8s-master
namespace: kube-system
resourceversion: 23678792
createtime: 2021-06-02 18:10:55 +0000 UTC
labels:

component: kube-scheduler

tier: control-plane

annotations:
kubernetes.io/config.hash: 3390495950deda2cbd771afefb734e16
kubernetes.io/config.mirror: 3390495950deda2cbd771afefb734e16
kubernetes.io/config.seen: 2021-06-02711:10:49.17773803-07:00
kubernetes. io/config.source: file

OS Name
CentOS Linux 8

Cluster Name
172.28.8.233

Meta data tab consists of Kubernetes node or Pod name. Specification tabs include the desired design or
configuration of the node or the Pod. Status tab indicates the running state information of the node or the pod.
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Click on Compute or Pod to view specific compute or pod node details. You can search using Filter by
Attributes to search required node.

Double-click on the specific node to view the complete topology of vCenter

Data Center / © 192.168.126.160 Compute (3) vm-k8s-master
View ~ Search by Attributes
R
Crl=lsfolm)
\ J =
[/ Operation Configuration L5-FXP LE/FXP
N

Hierarchical

In-Sync

172288231
Pending
In Progress

@ Out-of-Sync

NA vSwitch3

&

vm-k&s...aster

Rgbie/syster:

) ) () s ’) 1 2]

Ins-6._18-4n42c eled-vm-kBs-master coredns-6. f8-8jxmb kube-apis. s-master kube-cont s-master kube-proxy-pgmd8 kube-sch_s-master  weave-net-sbscl

Click on a cluster node, a slide-in panel appears, click on Launch icon to view Kubernetes Cluster Node
Overview window. To view the Compute information and Network details tabs.
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Click on the pod node, a slide-in panel appears. Click on Launch icon to view the Kubernetes Pod Overview

Data Center

View

© © 6 0O © o

coredns-6...f3-4nd2c

@ 192.168.126.160

Compute (3) vm-k8s-master

v Search by Attributes

172.28.8.231

o

vSwitch3

vm-k8s...aster

~Fise/sygtern

etcd-vm-k8s-master coredns-6._f8-8jxm6 kube-apis._s-master kube-cont_s-master kube-proxy-pgm48  kube-sch._s-master

weave-net-shscl

Compute

172.28.8.231

General Information

Connection State
@ Connected

vCenter
172.28.10.184

MAC Address(es)
70:f0:96:7d:e9:a2,
70:f0:96:7d:e9:a3,

40:a6:b7:36:f0:a0,..

Version
6.7.0

I x
Power State
@ Powered On

IP Address(es)
172.28.8.231

Model
UCSC-C220-M5SX

Compute Information — Displays connectivity status, Power state, vCenter IP, Model and Version.

Network Details — Displays tabular information such as Physical NICs, Virtual Switches, Virtual Switch Port

Groups, Distributed Virtual Switches, Distributed Virtual Switch Port
Compute Overview - 172.28.8.231

Compute Information

Connectivity Status
connected

Network Details

Physical NICs  Virtual Switches Virtual Switch Port Groups

Filter by attributes

Name

vmnicO
vmnic1
vmnic2
vmnic3

vmnic4

2z

Power State
poweredOn

MAC Address

70:f0:96:7d:€9:a2

70:f0:96:7d:€9:a3

bc:4a:56:4:d4:6¢

bc:4a:56:4:d4:6d

40:26:b7:36:f0:a0

vCenter
172.28.10.184

Distributed Virtual Switches

Switch Management

Fabric Name Address

10.193.88.10

0.0.0.0

= 192.168.126.152
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Model
UCSC-C220-M5SX

Distributed Virtual Switch Port Groups

Port

GigabitEthernet0/43

GigabitEthernet0/11

Ethernet1/22

? — X
Version
6.7.0
Switch Serial Source
cdp
Y cdp
cdp
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Resync Kubernetes Clusters

To resynchronize kubernetes clusters, right-click on topology window, click Resync Kubernetes Clusters
and click Confirm.

Resync synchronizes the state of all onboarded Kubernetes clusters.

Data Center

View ~ Search by Attributes

4 ‘
[ —

R

)

L o | W ¥
5 [ . %
Configuration )
Y

Hierarchical

»
'S

Healthy

Warning
Minor

bgfab, corefab
Major

Critical

® NA

| (K \
- Resync Kubemetes Clusters

172.28.8.233 172.28.10.184

Viewing OpenStack Cluster

Topology for a node is displayed at multiple scope. Each scope is shown in the hierarchical order. The scope
hierarchy is shown as breadcrumbs and can be navigated to required scope. Scopes are as follows:

* Data Center
* Cluster (Openstack)
* Resource List (Compute, and VM)

¢ Cluster
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. Viewing OpenStack Cluster

Data Center

View

GI=I7Te]

(ol M Configuration /\

Hierarchical

@ Healthy
Warning
Minor
Major
Critical

NA

v

Search by Attributes

172.28.10.184

bgfab

172.28.8.48

(/ Actions A )

Add Fabric
Add Virtual Instance
Resync vCenters

Resync Kubernetes Clusters

%)

192.168.126.160

Click on the Openstack cluster node, a slide-in panel appears, click on Launch icon to view Openstack cluster

window.

This window has summarized data such as Openstack cluster IP address, status of vCenter, fabric associated
with the cluster, Switch name, Switch IP, Switch Port, VPC ID, Compute Node and Physical

openstack Overview - 172.28.8.48

openstack Information

IP Address
172.28.8.48

Neighbors

Filter by attributes

Fabric Name Switch Name
corefab L1-FX2
corefab L2-FX2
corefab L5-FXP
corefab L6-FXP

Version
1.1.0

Switch Serial

FDO23340Y67

FDO23340YZB

FDO23150HJP

FDO23150HJG

Status
Managed

Switch Management
P

24.93.0.23
24.93.0.24
24.93.0.25

24.93.0.26

Switch Port Port Channel ID

2c:f8:9b:79:bb:38

2¢:f8:9b:79:bb:39

©4:f7:d5:08:3:14

©4:f7:d5:08:3f:0d

? — X
VPCID Compute Node Physical NIC
49
49
53
53
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Double-click Openstack cluster node, to view associated VMs and compute nodes. Each node has a number
displayed in brackets, which indicates the number of specific nodes in the vCenter

Data Center 172.28.8.48

View A
7
Cr[=[-To]
Operation  Configuration

Healthy
Warning
Minor
Major

@ Critical

m W Compute (3) VM (9)

L
Double-click on Compute or VM group icon to view list of specific compute or VMs in the cluster.
You can search using Filter by Attributes to search required node.

Double-click on the specific node to view the complete topology of Openstack cluster node.

IPFM - Multicast Flow

Generic Multicast is not limited to the two-tier spine or leaf topology. The flow classification and path tracing
are not limited to any specific topology if all the involved switches are Cisco Nexus 9000 Series switches
with the Cisco NX-OS Release 9.3(5). Generic Multicast is supported for the default VRF.

\)

Note * If you remove a device from the Inventory, the Policy deployment status for that switch is removed.
However, clear the policy configuration on the switch also.

To enable prefix for multicast, perform the following steps:

1. From Nexus Dashboard Fabric Controller Web UI, choose Settings > Server Settings.
2. Click IPFM tab, and check the check box Enable mask/prefix for the multicast range in Host Policy.
3. Click Save.

To view the multicast flows topology, perform the following steps:

1. Double-click the IPFM fabric in the Topology window.
2. Double-click the Multicast Flows node.

3. Double-click the required Multicast Flow.

The multicast flow topology is displayed.
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A multicast flow topology involves spine, leaf, and sender and receiver hosts. The dotted moving lines
depict the flow of traffic in the IPFM fabric topology. The arrows in the icon indicate the direction of the
flow, and the IP address suffixed with (S) and (R) indicate the sender and receiver host respectively.

Zooming, Panning, and Dragging

You can zoom in and zoom out using the controls that are provided at the bottom left of the windows or by
using your mouse's wheel.

To pan, click and hold anywhere in the whitespace and drag the cursor up, down, left, or right.

To drag switches, click, hold, and move the cursor around the whitespace region of the topology.

Layouts

The topology supports different layouts along with a Save Layout option that remembers how you positioned
your topology.

« Hierarchical and Hierarchical Left-Right - Provide an architectural view of your topology. Various
switch roles can be defined that will draw the nodes on how you configure your CLOS topology.
)

Note When running a large-scale setup, being able to easily view all your switches on
a leaf-tier can become difficult. To mitigate this, Nexus Dashboard Fabric
Controller splits your leaf-tier every 16 switches.

« Circular and Tiered-Circular - Draw nodes in a circular or concentric circular pattern.

» Random - Nodes are placed randomly on the window. Nexus Dashboard Fabric Controller tries to make
a guess and intelligently place nodes that belong together in close proximity.

« Custom saved layout - Nodes can be dragged around according to your preference. After you position
as required, click Save to retain the positions. The next time you come to the topology, Nexus Dashboard
Fabric Controller will draw the nodes based on your last saved layout positions.

Before a layout is chosen, Nexus Dashboard Fabric Controller checks if a custom layout is applied. If a custom
layout is applied, Nexus Dashboard Fabric Controller uses it. If a custom layout is not applied, Nexus Dashboard
Fabric Controller checks if switches exist at different tiers, and chooses the Hierarchical layout or the
Hierarchical Left-Right layout. Force-directed layout is chosen if all the other layouts fail.

Status

The color coding of each node and link corresponds to its state. The operational colors and what they indicate
are described in the following list:

* Green - Indicates that the element is in good health and functioning as intended.

* Blue - Indicates that the element is in a warning state and requires attention to prevent any further
problems.

* Yellow - Indicates that the element has minor issues.
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Status .

* Orange - Indicates that the element has major issues and requires attention to prevent any further problems.
* Red - Indicates that the element is in critical state and requires immediate attention.

* Gray: Indicates lack of information to identify the element or the element has been discovered.

The configurational colors and what they indicate are described in the following list:
* Green - Indicates that the element is element is In-Sync with the intended configuration.
* Blue - Indicates that the element has pending deployments.
* Yellow - Indicates that active deployments are in-progress.
* Red - Indicates that the element is Out-of-Sync with the intended configuration.

* Gray: Indicates lack of information or no support for Configuration Sync calculation.
S

Note * In the Topology window, FEX appears in gray (Unknown or n/a) because
Operation and Configuration status is not calculated for FEX.

+ After moving a cable from one port to another port, the old fabric link is
retained in the Topology window, and it is shown in the red color indicating
that the link is down. Right-click on the link and delete it if the removal was
intentional. A manual Rediscover of the switch will also delete and re-learn
all links to that switch.
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PART I

LAN

« Fabrics, on page 39

» Switches, on page 287
* Policies, on page 321

* Interfaces, on page 325






CHAPTER 5

Fabrics

* LAN Fabrics, on page 39

* Enhanced Role-based Access Control, on page 163
» Enhanced RBAC Use-Cases, on page 167

» Nexus Dashboard Security Domains, on page 169
* Backup Fabric, on page 171

* Restoring Fabric, on page 171

* VXLAN OAM, on page 172

* Endpoint Locator , on page 174

* Fabric Overview, on page 190

LAN Fabrics

The following terms are referred to in this document:

* Greenfield Deployments: Applicable for provisioning new VXLAN EVPN fabrics and eBGP-based
routed fabrics.

* Brownfield Deployments: Applicable for existing VXLAN EVPN fabrics:

* Migrate CLI-configured VXLAN EVPN fabrics to Nexus Dashboard Fabric Controller using the
Easy Fabric fabric template.

* NFM migration to Cisco Nexus Dashboard Fabric Controller using the Easy Fabric fabric template.

Note that in this document the terms switch and device are used interchangeably.

For information about upgrades, refer to the Cisco Nexus Dashboard Fabric Controller Installation and
Upgrade Guide for LAN Controller Deployment.

The following table describes the fields that appear on LAN > Fabrics.

Field Description
Fabric Name Displays the name of the fabric.
Fabric Technology Displays the fabric technology based on the fabric template.
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. Fabric Summary

Field Description
Fabric Type Displays the type of the fabric—Switch Fabric, LAN Monitor, or
External
ASN Displays the ASN for the fabric.
Fabric Health Displays the health of the fabric.
The following table describes the action items in the Actions menu drop-down list, that appear on LAN >
Fabrics.
Action Item Description
Create Fabric From the Actions drop-down list, select Create Fabric. For more
instructions, see Create a Fabric, on page 42.
Edit Fabric Select a fabric to edit. From the Actions drop-down list, select
Edit Fabric. Make the necessary changes and click Save. Click
Close to discard the changes.
Delete Fabric Select a fabric to delete. From the drop-down list, select Delete
Fabric. Click Confirm to delete the fabric.

Fabric Summary

Click on a fabric to open the side kick panel. The following sections display the summary of the fabric:

» Health - Shows the health of the Fabric.
« Alarms - Displays the alarms based on the categories.
« Fabric Info - Provides basic about the Fabric.

* Inventory - Provides information about Switch Configuration and Switch Health.

Click the Launch icon to the right top corner to view the Fabric Overview.

Understanding Fabric Templates

Fabric Templates

The following table provides information about the available fabric templates:

\)

Note Enhanced Classic LAN is a preview feature in Nexus Dashboard Fabric Controller, Release 12.1.2e. We
recommend that you use this feature marked as BETA in your lab setup only. Do not use this features in your
production deployment.

To view Enhanced Classic LAN fabrics, you must enable this feature. On Web Ul, navigate to Settings >
Server Settings > LAN-Fabric, then check the Enable Preview Features check box.
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Prerequisites to Creating a Fabric

* Update the ESXi host settings in the vSphere Client to accept overriding changes in promiscuous mode.
For more information, see the Overriding the Changes in Promiscuous Mode section.

* Configure the persistent IP addresses in Cisco Nexus Dashboard. For more information, see Cluster
Configuration section in Cisco Nexus Dashboard User Guide.

Override ESXi Networking for Promiscuous Mode

For NDFC to run on top of the virtual Nexus Dashboard (vND) instance, you must enable promiscuous mode
on port groups that are associated with Nexus Dashboard interfaces where External Service IP addresses are
specified. vVND comprises of Nexus Dashboard management interface and data interface. By default, for LAN
deployments, 2 external service IP addresses are required for the Nexus Dashboard management interface
subnet. Therefore, you must enable promiscuous mode for the associated port-group. If inband management
or Endpoint Locator (EPL) is enabled, you must specify External Service IP addresses in the Nexus Dashboard
data interface subnet. You must also enable the promiscuous mode for the Nexus Dashboard data/fabric
interface port-group. For NDFC SAN Controller, promiscuous mode must be enabled only on the Nexus
Dashboard data interface associated port-group. For NDFC SAN Controller, promiscuous mode only needs
to be enabled on the Nexus Dashboard data interface associated port-group. For more information, refer to .

From Cisco NDFC Release , you can run NDFC on top of virtual Nexus Dashboard (vND) instance with
promiscuous mode that is disabled on port groups that are associated with Nexus Dashboard interfaces where
External Service IP addresses are specified. vND comprises Nexus Dashboard management interface and data
interface. By default, for fabric controller persona, two external service IP addresses are required for the Nexus
Dashboard management interface subnet.

Before the NDFC Release , if Inband management or Endpoint Locator or POAP feature was enabled on
NDFC, you must also enable promiscuous mode for the Nexus Dashboard data or fabric interface port-group.
This setting was mandatory for traffic flow that is associated for these features.

Enabling promiscuous mode raise risk of security issues in NDFC, it is recommended to set default setting
for promiscuous mode.

\}

Note * Disabling promiscuous mode is supported from Cisco Nexus Dashboard Release .

* You can disable promiscuous mode when Nexus Dashboard nodes are layer-3 adjacent on the Data
network, BGP is configured, and fabric switches are reachable through the data interface.

* You can disable promiscuous mode when Nexus Dashboard interfaces are layer-2 adjacent to switch
mgmt0 interface.

If Inband management or EPL is enabled, you must specify External Service IP addresses in the Nexus
Dashboard data interface subnet. You can disable promiscuous mode for the Nexus Dashboard data or fabric
interface port-group. For more information, refer to

\}

Note Default option for promiscuous mode is Reject.
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. Create a Fabric

Procedure

Step 1
Step 2
Step 3

Step 4

Step 5
Step 6
Step 7

Step 8

LAN |

Log into your vSphere Client.
Navigate to the ESXi host.
Right-click the host and choose Settings.

A sub-menu appears.

Choose Networking > Virtual Switches.

All the virtual switches appear as blocks.

Click Edit Settings of the VM Network.
Navigate to the Security tab.
Update the Promiscuous mode settings as follows:

* Check the Override check box.

* Choose Accept from the drop-down list.

Click OK.

Create a Fabric

Procedure

Step 1
Step 2
Step 3
Step 4

To create a Fabric using Cisco Nexus Dashboard Fabric Controller Web UI, perform the following steps:

Choose LAN > Fabrics.

From the Actions drop-down list, select Create Fabric.
Enter the fabric name and click Choose Template.
Specify the values for the fabric settings and click Save.

VXLAN EVPN Fabrics Provisioning

Cisco Nexus Dashboard Fabric Controller provides an enhanced “Easy” fabric workflow for unified underlay
and overlay provisioning of the VXLAN BGP EVPN configuration on Nexus 9000 and 3000 series of switches.
The configuration of the fabric is achieved via a powerful, flexible, and customizable template-based framework.
Using minimal user inputs, an entire fabric can be brought up with Cisco-recommended best practice
configurations in a short period of time. The set of parameters exposed in the Fabric Settings allow you to
tailor the fabric to your preferred underlay provisioning options.

Border devices in a fabric typically provide external connectivity via peering with appropriate edge/core/ WAN
routers. These edge/core routers may either be managed or monitored by Nexus Dashboard Fabric Controller.
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These devices are placed in a special fabric called the External Fabric. The same Nexus Dashboard Fabric
Controller can manage multiple VXLAN BGP EVPN fabrics while also offering easy provisioning and
management of Layer-2 and Layer-3 DCI underlay and overlay configuration among these fabrics using a
special construct called a Multi-Site Domain (MSD) fabric.

The Nexus Dashboard Fabric Controller GUI functions for creating and deploying VXLAN BGP EVPN
fabrics are as follows:

LAN > Fabrics > LAN Fabrics Create Fabric under Actions drop-down list.
Create, edit, and delete a fabric:
* Create new VXLAN, MSD, and external VXLAN fabrics.
* View the VXLAN and MSD fabric topologies, including connections between fabrics.
* Update fabric settings.
* Save and deploy updated changes.

* Delete a fabric (if devices are removed).

Device discovery and provisioning start-up configurations on new switches:

» Add switch instances to the fabric.
* Provision start-up configurations and an IP address to a new switch through POAP configuration.
+ Update switch policies, save, and deploy updated changes.

* Create intra-fabric and inter-fabric links (also called Inter-Fabric Connections [IFCs]).

LAN > Interfaces > LAN Fabrics Create New Interface under Actions drop-down list.
Underlay provisioning:

* Create, deploy, view, edit, and delete a port-channel, vPC switch pair, Straight Through FEX (ST-FEX),
Active-Active FEX (AA-FEX), loopback, subinterface, etc.

* Create breakout and unbreakout ports.
* Shut down and bring up interfaces.

* Rediscover ports and view interface configuration history.

LAN > Switches > LAN Fabrics Add under Actions drop-down list.

Overlay network provisioning.
* Create new overlay networks and VRFs (from the range specified in fabric creation).
* Provision the overlay networks and VRFs on the switches of the fabric.
* Undeploy the networks and VRFs from the switches.

* Remove the provisioning from the fabric in Nexus Dashboard Fabric Controller.

LAN > Services menu option.

Provisioning of configuration on service leafs to which L4-7 service appliances may be attached. For more
information, see L4-L7 Service Basic Workflow.
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This chapter mostly covers configuration provisioning for a single VXLAN BGP EVPN fabric. EVPN
Multi-Site provisioning for Layer-2/Layer-3 DCI across multiple fabrics using the MSD fabric, is documented
in a separate chapter. The deployment details of how overlay Networks and VRFs can be easily provisioned
from the Fabric Controller, is covered in the Creating Networks and Creating VRFs in the Networks and VRFs
sections.

Guidelines for VXLAN BGP EVPN Fabrics Provisioning

* For any switch to be successfully imported into Nexus Dashboard Fabric Controller, the user specified
for discovery/import, should have the following permissions:

* SSH access to the switch
* Ability to perform SNMPv3 queries
* Ability to run the show commands including show run, show interfaces, etc.

« Ability to execute the guestshell commands, which are prefixed by run guestshell for the Nexus
Dashboard Fabric Controller tracker.

* The switch discovery user need not have the ability to make any configuration changes on the switches.
It is primarily used for read access.

* When an invalid command is deployed by Nexus Dashboard Fabric Controller to a device, for example,
a command with an invalid key chain due to an invalid entry in the fabric settings, an error is generated
displaying this issue. This error is not cleared after correcting the invalid fabric entry. You need to
manually clean up or delete the invalid commands to clear the error.

Note that the fabric errors related to the command execution are automatically cleared only when the
same failed command succeeds in the subsequent deployment.

* LAN credentials are required to be set of any user that needs to be perform any write access to the device.
LAN credentials need to be set on the Nexus Dashboard Fabric Controller, on a per user per device basis.
When a user imports a device into the Easy Fabric, and LAN credentials are not set for that device, Nexus
Dashboard Fabric Controller moves this device to a migration mode. Once the user sets the appropriate
LAN credentials for that device, a subsequent Save & Deploy retriggers the device import process.

* The Save & Deploy button triggers the intent regeneration for the entire fabric as well as a configuration
compliance check for all the switches within the fabric. This button is required but not limited to the
following cases:

* A switch or a link is added, or any change in the topology

* A change in the fabric settings that must be shared across the fabric
* A switch is removed or deleted

* A new vPC pairing or unpairing is done

* A change in the role for a device
When you click Recalculate Config, the changes in the fabric are evaluated, and the configuration for
the entire fabric is generated. Click Preview Config to preview the generated configuration, and then

deploy it at a fabric level. Therefore, Deploy Config can take more time depending on the size of the
fabric.
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When you right-click on a switch icon, you can use the Deploy config to switches option to deploy per
switch configurations. This option is a local operation for a switch, that is, the expected configuration
or intent for a switch is evaluated against it’s current running configuration, and a config compliance
check is performed for the switch to get the In-Sync or Out-of-Sync status. If the switch is out of sync,
the user is provided with a preview of all the configurations running in that particular switch that vary
from the intent defined by the user for that respective switch.

Persistent configuration diff is seen for the command line: system nve infra-vlan int force. The persistent
diff occurs if you have deployed this command via the freeform configuration to the switch. Although
the switch requires the force keyword during deployment, the running configuration that is obtained
from the switch in Nexus Dashboard Fabric Controller doesn’t display the force keyword. Therefore,
the system nve infra-vlan int force command always shows up as a diff.

The intent in Nexus Dashboard Fabric Controller contains the line:

system nve infra-vlan int force

The running config contains the line:
system nve infra-vlan int

As a workaround to fix the persistent diff, edit the freeform config to remove the force keyword after
the first deployment such that it is system nve infra-vlan int.

The force keyword is required for the initial deploy and must be removed after a successful deploy. You
can confirm the diff by using the Side-by-side Comparison tab in the Config Preview window.

The persistent diff is also seen after a write erase and reload of a switch. Update the intent on Nexus
Dashboard Fabric Controller to include the force keyword, and then you need to remove the force
keyword after the first deployment.

When the switch contains the hardware access-list tcam region arp-ether 256 command, which is
deprecated without the double-wide keyword, the below warning is displayed:

WARNING: Configuring the arp-ether region without "double-wide" is deprecated and can result in
silent non-vxlan packet drops. Use the "double-wide" keyword when carving TCAM space for the
arp-ether region.

Since the original hardware access-list tcam region arp-ether 256 command doesn’t match the policies
in Nexus Dashboard Fabric Controller, this config is captured in the switch_freeform policy. After the
hardware access-list tcam region arp-ether 256 double-wide command is pushed to the switch, the
original tcam command that does not contain the double-wide keyword is removed.

You must manually remove the hardware access-list tcam region arp-ether 256 command from the
switch_freeform policy. Otherwise, config compliance shows a persistent diff.

Here is an example of the hardware access-list command on the switch:

switch(config)# show run | inc arp-ether

switch (config) # hardware access-list tcam region arp-ether 256

Warning: Please save config and reload the system for the configuration to take effect
switch(config)# show run | inc arp-ether

hardware access-list tcam region arp-ether 256

switch (config) #

switch (config)# hardware access-list tcam region arp-ether 256 double-wide

Warning: Please save config and reload the system for the configuration to take effect
switch(config)# show run | inc arp-ether

hardware access-list tcam region arp-ether 256 double-wide

You can see that the original tcam command is overwritten.
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Creating a VXLAN EVPN Fabric Using the Easy_Fabric Template

This topic describes how to create a new VXLAN EVPN fabric using the Easy_Fabric template and contains
descriptions for the IPv4 underlay. For information about the IPv6 underlay, see [Pv6 Underlay Support for
Easy Fabric, on page 65.

1. Navigate to the LAN Fabrics page:
LAN > Fabrics
2. Click Actions > Create Fabric.
The Create Fabric window appears.
3. Enter a unique name for the fabric in the Fabric Name field, then click Choose Fabric.
A list of all available fabric templates are listed.
4. From the available list of fabric templates, choose the Easy_Fabric template, then click Select.
5. Enter the necessary field values to create a fabric.

The tabs and their fields in the screen are explained in the following sections. The overlay and underlay
network parameters are included in these tabs.

A

Note If you’re creating a standalone fabric as a potential member fabric of an MSD fabric (used for provisioning
overlay networks for fabrics that are connected through EVPN Multi-Site technology), see Multi-Site Domain
for VXLAN BGP EVPN Fabrics , on page 615 before creating the member fabric.

* General Parameters, on page 47

* Replication, on page 48

* VPC, on page 49

* Protocols, on page 50

» Advanced, on page 54

* Resources, on page 58

* Manageability, on page 60

* Bootstrap, on page 61
 Configuration Backup, on page 63

* Flow Monitor, on page 63

6. When you have completed the necessary configurations, click Save.

* Click on the fabric to display a summary in the slide-in pane.

* Click on the Launch icon to display the Fabric Overview.
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General Parameters

The General Parameters tab is displayed by default. The fields in this tab are described in the following

table.

Field

Description

BGP ASN

Enter the BGP AS number the fabric is associated with. This must be same as existing fabric.

Enable IPv6 Underlay

Enable the IPv6 underlay feature. For information, see IPv6 Underlay Support for Easy Fabric, on
page 65.

Enable IPv6 Link-Local
Address

Enables the IPv6 Link-Local address.

Fabric Interface
Numbering

Specifies whether you want to use point-to-point (p2p) or unnumbered networks.

Underlay Subnet IP Mask

Specifies the subnet mask for the fabric interface IP addresses.

Underlay Subnet IPv6
Mask

Specifies the subnet mask for the fabric interface IPv6 addresses.

Underlay Routing Protocol

The IGP used in the fabric, OSPF, or IS-IS.

Route-Reflectors (RRs)

The number of spine switches that are used as route reflectors for transporting BGP traffic. Choose 2
or 4 from the drop-down box. The default value is 2.

To deploy spine devices as RRs, Nexus Dashboard Fabric Controller sorts the spine devices based on
their serial numbers, and designates two or four spine devices as RRs. If you add more spine devices,
existing RR configuration won’t change.

Increasing the count — You can increase the route reflectors from two to four at any point in time.
Configurations are automatically generated on the other two spine devices designated as RRs.

Decreasing the count — When you reduce four route reflectors to two, remove the unneeded route
reflector devices from the fabric. Follow these steps to reduce the count from 4 to 2.

1. Change the value in the drop-down box to 2.
2. Identify the spine switches designated as route reflectors.

An instance of the rr_state policy is applied on the spine switch if it’s a route reflector. To find
out if the policy is applied on the switch, right-click the switch, and choose View/edit policies. In
the View/Edit Policies screen, search rr_state in the Template field. It is displayed on the screen.

3. Delete the unneeded spine devices from the fabric (right-click the spine switch icon and choose
Discovery > Remove from fabric).

If you delete existing RR devices, the next available spine switch is selected as the replacement
RR.

4. Click Deploy Config in the fabric topology window.

You can preselect RRs and RPs before performing the first Save & Deploy operation. For more
information, see Preselecting Switches as Route-Reflectors and Rendezvous-Points.

Anycast Gateway MAC

Specifies the anycast gateway MAC address.
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Field

Description

Enable Performance
Monitoring

Check the check box to enable performance monitoring.

Ensure that you do not clear interface counters from the Command Line Interface of the switches.
Clearing interface counters can cause the Performance Monitor to display incorrect data for traffic
utilization. If you must clear the counters and the switch has both clear counters and clear counters
snmp commands (not all switches have the clear counters snmp command), ensure that you run both
the main and the SNMP commands simultaneously. For example, you must run the clear counters
interface ethernet slot/port command followed by the clear counters interface ethernet
slot/port snmp command. This can lead to a one time spike.

What's next: Complete the configurations in another tab if necessary, or click Save when you have completed
the necessary configurations for this fabric.

Replication

The fields in the Replication tab are described in the following table. Most of the fields are automatically
generated based on Cisco-recommended best practice configurations, but you can update the fields if needed.

Field

Description

Replication Mode

The mode of replication that is used in the fabric for BUM (Broadcast, Unknown Unicast, Multicast)
traffic. The choices are Ingress Replication or Multicast. When you choose Ingress replication, the
multicast related fields get disabled.

You can change the fabric setting from one mode to the other, if no overlay profile exists for the fabric.

Multicast Group Subnet

IP address prefix used for multicast communication. A unique IP address is allocated from this group
for each overlay network.

The replication mode change isn’t allowed if a policy template instance is created for the current mode.
For example, if a multicast related policy is created and deployed, you can’t change the mode to Ingress.

Enable Tenant Routed
Multicast (TRM)

Check the check box to enable Tenant Routed Multicast (TRM) that allows overlay multicast traffic
to be supported over EVPN/MVPN in the VXLAN BGP EVPN fabric.

Default MDT Address for
TRM VRFs

The multicast address for Tenant Routed Multicast traffic is populated. By default, this address is from
the IP prefix specified in the Multicast Group Subnet field. When you update either field, ensure
that the TRM address is chosen from the IP prefix specified in Multicast Group Subnet.

For more information, see Overview of Tenant Routed Multicast, on page 65.

Rendezvous-Points

Enter the number of spine switches acting as rendezvous points.
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Field

Description

RP mode

Choose from the two supported multicast modes of replication, ASM (for Any-Source Multicast
[ASM]) or BiDir (for Bidirectional PIM [BIDIR-PIM]).

When you choose ASM, the BiDir related fields aren’t enabled. When you choose BiDir, the BiDir
related fields are enabled.

Note
BIDIR-PIM is supported on Cisco's Cloud Scale Family platforms 9300-EX and 9300-FX/FX2, and

software release 9.2(1) onwards.

When you create a new VRF for the fabric overlay, this address is populated in the Underlay Multicast
Address field, in the Advanced tab.

Underlay RP Loopback ID

The loopback ID used for the rendezvous point (RP), for multicast protocol peering purposes in the
fabric underlay.

Underlay Primary RP
Loopback ID

Enabled if you choose BIDIR-PIM as the multicast mode of replication.

The primary loopback ID used for the phantom RP, for multicast protocol peering purposes in the
fabric underlay.

Underlay Backup RP
Loopback ID

Enabled if you choose BIDIR-PIM as the multicast mode of replication.

The secondary loopback ID used for the phantom RP, for multicast protocol peering purposes in the
fabric underlay.

Underlay Second Backup
RP Loopback Id

Used for the second fallback Bidir-PIM Phantom RP.

Underlay Third Backup
RP Loopback Id

Used for the third fallback Bidir-PIM Phantom RP.

What's next: Complete the configurations in another tab if necessary, or click Save when you have completed
the necessary configurations for this fabric.

VPC

The fields in the VPC tab are described in the following table. Most of the fields are automatically generated
based on Cisco-recommended best practice configurations, but you can update the fields if needed.

Field

Description

vPC Peer Link VLAN

VLAN used for the vPC peer link SVI.

Make vPC Peer Link
VLAN as Native VLAN

Enables vPC peer link VLAN as Native VLAN.

VPC Peer Keep Alive
option

Choose the management or loopback option. If you want to use IP addresses assigned to the management
port and the management VRF, choose management. If you use IP addresses assigned to loopback
interfaces (and a non-management VRF), choose loopback.

If you use IPv6 addresses, you must use loopback IDs.

vPC Auto Recovery Time

Specifies the vPC auto recovery time-out period in seconds.
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Field

Description

vPC Delay Restore Time

Specifies the vPC delay restore period in seconds.

vPC Peer Link Port
Channel ID

Specifies the Port Channel ID for a vPC Peer Link. By default, the value in this field is 500.

vPC IPv6 ND Synchronize

Enables IPv6 Neighbor Discovery synchronization between vPC switches. The check box is enabled
by default. Uncheck the check box to disable the function.

vPC advertise-pip

Select the check box to enable the Advertise PIP feature.

You can enable the advertise PIP feature on a specific vPC as well. .

Enable the same vPC
Domain Id for all vPC
Pairs

Enable the same vPC Domain ID for all vPC pairs. When you select this field, the vPC Domain Id
field is editable.

vPC Domain Id

Specifies the vPC domain ID to be used on all vPC pairs.

vPC Domain Id Range

Specifies the vPC Domain Id range to use for new pairings.

Enable QoS for Fabric
vPC-Peering

Enable QoS on spines for guaranteed delivery of vPC Fabric Peering communication. .

Note
QoS for vPC fabric peering and queuing policies options in fabric settings are mutually exclusive.

QoS Policy Name

Specifies QoS policy name that should be same on all fabric vPC peering spines. The default name is
spine_qos_for_fabric_vpc_peering.

What's next: Complete the configurations in another tab if necessary, or click Save when you have completed
the necessary configurations for this fabric.

Protocols

The fields in the Protocols tab are described in the following table. Most of the fields are automatically
generated based on Cisco-recommended best practice configurations, but you can update the fields if needed.

Field Description

Underlay Routing The loopback interface ID is populated as 0 since loopbackO is usually used for fabric underlay IGP
Loopback Id peering purposes.

Underlay VTEP Loopback | The loopback interface ID is populated as 1 since loopback]1 is used for the VTEP peering purposes.
Id

Underlay Anycast The loopback interface ID is greyed out and used for vPC Peering in VXLANv6 Fabrics only.
Loopback Id

Underlay Routing Protocol | The tag defining the type of network.

Tag
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Authentication

Field Description

OSPF Area ID The OSPF area ID, if OSPF is used as the IGP within the fabric.
Note
The OSPF or IS-IS authentication fields are enabled based on your selection in the Underlay Routing
Protocol field in the General tab.

Enable OSPF Select the check box to enable OSPF authentication. Deselect the check box to disable it. If you enable

this field, the OSPF Authentication Key ID and OSPF Authentication Key fields get enabled.

OSPF Authentication Key
ID

The Key ID is populated.

OSPF Authentication Key

The OSPF authentication key must be the 3DES key from the switch.

Note
Plain text passwords are not supported. Log in to the switch, retrieve the encrypted key and enter it
in this field. Refer, Retrieving the Authentication Key section for details.

I1S-1S Level

Select the IS-IS level from this drop-down list.

Enable IS-1S Network
Point-to-Point

Enables network point-to-point on fabric interfaces which are numbered.

Enable I1S-1S
Authentication

Select the check box to enable IS-IS authentication. Deselect the check box to disable it. If you enable
this field, the IS-IS authentication fields are enabled.

IS-1S Authentication
Keychain Name

Enter the Keychain name, such as CiscoisisAuth.

IS-1S Authentication Key
ID

The Key ID is populated.

IS-1S Authentication Key

Enter the Cisco Type 7 encrypted key.

Note
Plain text passwords are not supported. Log in to the switch, retrieve the encrypted key and enter it
in this field. Refer the Retrieving the Authentication Key section for details.

Set I1S-1S Overload Bit

When enabled, set the overload bit for an elapsed time after a reload.

IS-1S Overload Bit
Elapsed Time

Allows you to clear the overload bit after an elapsed time in seconds.

Enable BGP
Authentication

Select the check box to enable BGP authentication. Deselect the check box to disable it. If you enable
this field, the BGP Authentication Key Encryption Type and BGP Authentication Key fields are
enabled.

Note
If you enable BGP authentication using this field, leave the iBGP Peer-Template Config field blank
to avoid duplicate configuration.

BGP Authentication Key
Encryption Type

Choose the 3 for 3DES encryption type, or 7 for Cisco encryption type.
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Field

Description

BGP Authentication Key

Enter the encrypted key based on the encryption type.

Note
Plain text passwords are not supported. Log in to the switch, retrieve the encrypted key and enter it
in the BGP Authentication Key field. Refer the Retrieving the Authentication Key section for details.

Enable PIM Hello
Authentication

Select this check box to enable PIM hello authentication on all the intra-fabric interfaces of the switches
in a fabric. This check box is editable only for the Multicast replication mode. Note this check box is
valid only for the IPv4 underlay.

PIM Hello Authentication
Key

Specifies the PIM hello authentication key. For more information, see Retrieving PIM Hello
Authentication Key.

To retrieve the PIM Hello Authentication Key, perform the following steps:
1. SSH into the switch.

2. On an unused switch interface, enable the following:

switch (config)# interface el/32
switch (config-if)# ip pim hello-authentication ah-md5 pimHelloPassword

In this example, pimHelloPassword is the cleartext password that has been used.

3. Enter the show run interface command to retrieve the PIM hello authentication key.

switch (config-if)# show run interface el/32 | grep pim

ip pim sparse-mode

ip pim hello-authentication ah-md5 3 d34e6cSabc7fecflcaa3b588b09078e0

In this example, d34e6c5abc7fecflcaa3b588b09078e0 is the PIM hello authentication key that
should be specified in the fabric settings.

Enable BFD

Check the check box to enable feature bfd on all switches in the fabric. This feature is valid only on
[Pv4 underlay and the scope is within a fabric.

BFD within a fabric is supported natively. The BFD feature is disabled by default in the Fabric Settings.
If enabled, BFD is enabled for the underlay protocols with the default settings. Any custom required
BFD configurations must be deployed via the per switch freeform or per interface freeform policies.

The following config is pushed after you select the Enable BFD check box:
feature bfd

For information about BFD feature compatibility, refer your respective platform documentation and
for information about the supported software images, see Compatibility Matrix for Cisco Nexus
Dashboard Fabric Controller.

Enable BFD for iBGP

Check the check box to enable BFD for the iBGP neighbor. This option is disabled by default.

Enable BFD for OSPF

Check the check box to enable BFD for the OSPF underlay instance. This option is disabled by default,
and it is grayed out if the link state protocol is ISIS.

Enable BFD for ISIS

Check the check box to enable BFD for the ISIS underlay instance. This option is disabled by default,
and it is grayed out if the link state protocol is OSPF.
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Field

Description

Enable BFD for PIM

Check the check box to enable BFD for PIM. This option is disabled by default, and it is be grayed
out if the replication mode is Ingress.

Following are examples of the BFD global policies:
router ospf <ospf tag>

bfd
router isis <isis tag>

address-family ipv4 unicast
bfd

ip pim bfd
router bgp <bgp asn>

neighbor <neighbor ip>
bfd

Enable BFD
Authentication

Check the check box to enable BFD authentication. If you enable this field, the BFD Authentication
Key ID and BFD Authentication Key fields are editable.

Note

BFD Authentication is not supported when the Fabric Interface Numbering field under the General
tab is set to unnumbered. The BFD authentication fields will be grayed out automatically. BFD
authentication is valid for only for P2P interfaces.

BFD Authentication Key
ID

Specifies the BFD authentication key ID for the interface authentication. The default value is 100.

BFD Authentication Key

Specifies the BFD authentication key.

For information about how to retrieve the BFD authentication parameters. .

Cisco NDFC Fabric Controller Configuration Guide, Release 12.1.1p [JJj



LAN |

. Creating a VXLAN EVPN Fabric Using the Easy_Fabric Template

Field

Description

iBGP Peer-Template
Config

Add iBGP peer template configurations on the leaf switches to establish an iBGP session between the
leaf switch and route reflector.

If you use BGP templates, add the authentication configuration within the template and uncheck the
Enable BGP Authentication check box to avoid duplicate configuration.

In the sample configuration, the 3DES password is displayed after password 3.

router bgp 65000
password 3 sd8478fswerdfw3434fswdf4w34sdsd8478fswerdfw3434fswidfdw

The following fields can be used to specify different configurations:

* iIBGP Peer-Template Config — Specifies the config used for RR and spines with border role.

« Leaf/Border/Border Gateway iBGP Peer-Template Config — Specifies the config used for
leaf, border, or border gateway. If this field is empty, the peer template defined in iBGP
Peer-Template Config is used on all BGP enabled devices (RRs, leafs, border, or border gateway
roles).

In a brownfield migration, if the spine and leaf use different peer template names, both iBGP
Peer-Template Config and Leaf/Border/Border Gateway iBGP Peer-Template Config fields need
to be set according to the switch config. If spine and leaf use the same peer template name and content
(except for the “route-reflector-client” CLI), only iBGP Peer-Template Config field in fabric setting
needs to be set. If the fabric settings on iBGP peer templates do not match the existing switch
configuration, an error message is generated and the migration will not proceed.

What's next: Complete the configurations in another tab if necessary, or click Save when you have completed
the necessary configurations for this fabric.

Advanced

The fields in the Advanced tab are described in the following table. Most of the fields are automatically
generated based on Cisco-recommended best practice configurations, but you can update the fields if needed.

Field

Description

VRF Template

Specifies the VRF template for creating VRFs.

Network Template

Specifies the network template for creating networks.

VRF Extension Template

Specifies the VRF extension template for enabling VRF extension to other fabrics.

Network Extension
Template

Specifies the network extension template for extending networks to other fabrics.

Overlay Mode

VRF/Network configuration using config-profile or CLI, default is config-profile. For more information,
see Overlay Mode, on page 80.

Site ID

The ID for this fabric if you are moving this fabric within an MSD. The site ID is mandatory for a
member fabric to be a part of an MSD. Each member fabric of an MSD has a unique site ID for
identification.
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Description

Intra Fabric Interface
MTU

Specifies the MTU for the intra fabric interface. This value should be an even number.

Layer 2 Host Interface
MTU

Specifies the MTU for the layer 2 host interface. This value should be an even number.

Unshut Host Interfaces by
Default

Check this check box to unshut the host interfaces by default.

Power Supply Mode

Choose the appropriate power supply mode.

CoPP Profile

Choose the appropriate Control Plane Policing (CoPP) profile policy for the fabric. By default, the
strict option is populated.

VTEP HoldDown Time

Specifies the NVE source interface hold down time.

Brownfield Overlay
Network Name Format

Enter the format to be used to build the overlay network name during a brownfield import or migration.
The network name should not contain any white spaces or special characters except underscore ()
and hyphen (-). The network name must not be changed once the brownfield migration has been
initiated. See the Creating Networks for the Standal one Fabric section for the naming convention of
the network name. The syntax is [<string> | $$VLAN_ID$$] $$VNI$S$ [<string>| $$SVLAN_ID$3]
and the default value is Auto_Net_VNI$$VNI$SS VLANSSVLAN_ID$$. When you create networks,
the name is generated according to the syntax you specify.

The following list describes the variables in the syntax:

* $3$VNI$$: Specifies the network VNI ID found in the switch configuration. This is a mandatory
keyword required to create unique network names.

* $8VLAN_ID$3: Specifies the VLAN ID associated with the network.

VLAN ID is specific to switches, hence Nexus Dashboard Fabric Controller picks the VLAN ID
from one of the switches, where the network is found, randomly and use it in the name.

‘We recommend not to use this unless the VLAN ID is consistent across the fabric for the VNI.

» <string>: This variable is optional and you can enter any number of alphanumeric characters that
meet the network name guidelines.
An example overlay network name: Site VNI12345 VLANI1234

Note
Ignore this field for greenfield deployments. The Brownfield Overlay Network Name Format
applies for the following brownfield imports:

» CLI-based overlays

* Configuration profile-based overlay

Enable CDP for
Bootstrapped Switch

Enables CDP on management (mgmt0) interface for bootstrapped switch. By default, for bootstrapped
switches, CDP is disabled on the mgmt0 interface.
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Field

Description

Enable VXLAN OAM

Enables the VXLAM OAM functionality for devices in the fabric. This is enabled by default. Uncheck
the check box to disable VXLAN OAM function.

If you want to enable the VXLAN OAM function on specific switches and disable on other switches
in the fabric, you can use freeform configurations to enable OAM and disable OAM in the fabric
settings.

Note
The VXLAN OAM feature in Cisco Nexus Dashboard Fabric Controller is only supported on a single
fabric or site.

Enable Tenant DHCP

Check the check box to enable feature dhcp and associated configurations globally on all switches in
the fabric. This is a pre-requisite for support of DHCP for overlay networks that are part of the tenant
VREFs.

Note
Ensure that Enable Tenant DHCP is enabled before enabling DHCP-related parameters in the overlay
profiles.

Enable NX-API

Specifies enabling of NX-API on HTTPS. This check box is checked by default.

Enable NX-APl on HTTP
Port

Specifies enabling of NX-API on HTTP. Enable this check box and the Enable NX-API check box
to use HTTP. This check box is checked by default. If you uncheck this check box, the applications
that use NX-API and supported by Cisco Nexus Dashboard Fabric Controller, such as Endpoint Locator
(EPL), Layer 4-Layer 7 services (L4-L7 services), VXLAN OAM, and so on, start using the HTTPS
instead of HTTP.

Note
If you check the Enable NX-API check box and the Enable NX-API on HT TP check box, applications
use HTTP.

Enable Policy-Based
Routing (PBR)

Check this check box to enable routing of packets based on the specified policy. Starting with Cisco
NX-OS Release 7.0(3)I7(1) and later releases, this feature works on Cisco Nexus 9000 Series switches
with Nexus 9000 Cloud Scale (Tahoe) ASICs. This feature is used along with the Layer 4-Layer 7
service workflow. For information on Layer 4-Layer 7 service, refer the Layer 4-Layer 7 Service
chapter.

Authorization

Enable Strict Config Enable the Strict Config Compliance feature by selecting this check box. It enables bi-directional

Compliance compliance checks to flag additional configs in the running config that are not in the intent/expected
config. By default, this feature is disabled.

Enable AAA IP Enables AAA IP authorization, when IP Authorization is enabled in the remote authentication server.

This is required to support Nexus Dashboard Fabric Controller in scenarios where customers have
strict control of which IP addresses can have access to the switches.

Enable NDFC as Trap
Host

Select this check box to enable Nexus Dashboard Fabric Controller as an SNMP trap destination.
Typically, for a native HA Nexus Dashboard Fabric Controller deployment, the ethl VIP IP address
will be configured as SNMP trap destination on the switches. By default, this check box is enabled.

Anycast Border Gateway
advertise-pip

Enables to advertise Anycast Border Gateway PIP as VTEP. Effective on MSD fabric 'Recalculate
Config'.
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Field

Description

Greenfield Cleanup
Option

Enable the switch cleanup option for switches imported into Nexus Dashboard Fabric Controller with
Preserve-Config=No, without a switch reload. This option is typically recommended only for the fabric
environments with Cisco Nexus 9000v Switches to improve on the switch clean up time. The
recommended option for Greenfield deployment is to employ Bootstrap or switch cleanup with a
reboot. In other words, this option should be unchecked.

Enable Precision Time
Protocol (PTP)

Enables PTP across a fabric. When you check this check box, PTP is enabled globally and on core-facing
interfaces. Additionally, the PTP Source Loopback Id and PTP Domain Id fields are editable. For
more information, see Precision Time Protocol for Easy Fabric, on page 75.

PTP Source Loopback Id

Specifies the loopback interface ID Loopback that is used as the Source IP Address for all PTP packets.
The valid values range from 0 to 1023. The PTP loopback ID cannot be the same as RP, Phantom RP,
NVE, or MPLS loopback ID. Otherwise, an error will be generated. The PTP loopback ID can be the
same as BGP loopback or user-defined loopback which is created from Nexus Dashboard Fabric
Controller.

If the PTP loopback ID is not found during Deploy Config, the following error is generated:

Loopback interface to use for PTP source IP is not found. Create PTP loopback interface on all the
devices to enable PTP feature.

PTP Domain Id

Specifies the PTP domain ID on a single network. The valid values range from 0 to 127.

Enable MPLS Handoff

Check the check box to enable the MPLS Handoff feature. For more information, see the MPLS SR
and LDP Handoff, on page 653 chapter in External/ WAN Layer 3 Connectivity for VXLAN BGP
EVPN Fabrics.

Underlay MPLS Loopback
Id

Specifies the underlay MPLS loopback ID. The default value is 101.

Enable TCAM Allocation

TCAM commands are automatically generated for VXLAN and vPC Fabric Peering when enabled.

Enable Default Queuing
Policies

Check this check box to apply QoS policies on all the switches in this fabric. To remove the QoS

policies that you applied on all the switches, uncheck this check box, update all the configurations to
remove the references to the policies, and save and deploy. Pre-defined QoS configurations are included
that can be used for various Cisco Nexus 9000 Series Switches. When you check this check box, the
appropriate QoS configurations are pushed to the switches in the fabric. The system queuing is updated
when configurations are deployed to the switches. You can perform the interface marking with defined
queuing policies, if required, by adding the required configuration to the per interface freeform block.

Review the actual queuing policies by opening the policy file in the template editor. From Cisco Nexus
Dashboard Fabric Controller Web UI, choose Operations > Templates. Search for the queuing policies
by the policy file name, for example, queuing_policy_default_8q_cloudscale. Choose the file. From
the Actions drop-down list, select Edit template content to edit the policy.

See the Cisco Nexus 9000 Series NX-OS Quality of Service Configuration Guide for platform specific
details.
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Description

N9K Cloud Scale Platform
Queuing Policy

Choose the queuing policy from the drop-down list to be applied to all Cisco Nexus 9200 Series
Switches and the Cisco Nexus 9000 Series Switches that ends with EX, FX, and FX2 in the fabric.
The valid values are queuing_policy default_4q_cloudscale and
queuing_policy_default_8q_cloudscale. Use the queuing_policy_default_4q_cloudscale policy for
FEXes. You can change from the queuing_policy_default_4q_cloudscale policy to the
queuing_policy_default_8q_cloudscale policy only when FEXes are offline.

N9K R-Series Platform
Queuing Policy

Choose the queuing policy from the drop-down list to be applied to all Cisco Nexus switches that ends
with R in the fabric. The valid value is queuing_policy default_r_series.

Other N9K Platform
Queuing Policy

Choose the queuing policy from the drop-down list to be applied to all other switches in the fabric
other than the switches mentioned in the above two options. The valid value is
queuing_policy_default_other.

Enable MACsec

Enables MACsec for the fabric. For more information, see Enabling MACsec.

Freeform CLIs - Fabric level freeform CLIs can be added while creating or editing a fabric. They are
applicable to switches across the fabric. You must add the configurations as displayed in the running
configuration, without indentation. Switch level freeform configurations should be added via the switch
freeform on NDFC. For more information, see Enabling Freeform Configurations on Fabric Switches
, on page 91.

Leaf Freeform Config

Add CLIs that should be added to switches that have the Leaf, Border, and Border Gateway roles.

Spine Freeform Config

Add CLIs that should be added to switches with a Spine, Border Spine, Border Gateway Spine, and
Super Spineroles.

Intra-fabric Links
Additional Config

Add CLIs that should be added to the intra-fabric links.

What's next: Complete the configurations in another tab if necessary, or click Save when you have completed
the necessary configurations for this fabric.

Resources

The fields in the Resources tab are described in the following table. Most of the fields are automatically
generated based on Cisco-recommended best practice configurations, but you can update the fields if needed.
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Field

Description

Manual Underlay IP
Address Allocation

Do not check this check box if you are transitioning your VXLAN fabric management to Nexus
Dashboard Fabric Controller.

* By default, Nexus Dashboard Fabric Controller allocates the underlay IP address resources (for
loopbacks, fabric interfaces, etc) dynamically from the defined pools. If you check the check box,
the allocation scheme switches to static, and some of the dynamic IP address range fields are
disabled.

* For static allocation, the underlay IP address resources must be populated into the Resource
Manager (RM) using REST APIs.

* The Underlay RP Loopback IP Range field stays enabled if BIDIR-PIM function is chosen for
multicast replication.

* Changing from static to dynamic allocation keeps the current IP resource usage intact. Only future
IP address allocation requests are taken from dynamic pools.

Underlay Routing
Loopback IP Range

Specifies loopback IP addresses for the protocol peering.

Underlay VTEP Loopback
IP Range

Specifies loopback IP addresses for VTEPs.

Underlay RP Loopback IP
Range

Specifies the anycast or phantom RP IP address range.

Underlay Subnet IP Range

IP addresses for underlay P2P routing traffic betwe