Deploying a Virtual Nexus Dashboard (vND) in
Nutanix

* Prerequisites and guidelines for deploying vNDs in Nutanix, on page 1
* About the deployment script for QCOW2 images, on page 3
* Install the Nexus Dashboard cluster in Nutanix, on page 12

Prerequisites and guidelines for deploying vNDs in Nutanix

You can now deploy virtual Nexus Dashboard (vNDs) on Nutanix Hyperconverged Infrastructure (HCI).
Before you proceed with deploying vNDs in Nutanix, you must follow these prerequisites and guidelines.

» vNDs on Nutanix supports both single-node and three-node deployments. The underlying Nutanix cluster
can be of any size, provided that it has sufficient resources to host the required nodes and workload.

* You can enable the Controller, Telemetry, and Orchestration features. See the Cisco Nexus Dashboard
\erified Scalability Guide, Release 4.2.1 for more information.

* Scale support and co-hosting vary based on the cluster form factor. Use the Nexus Dashboard Capacity
Planning tool to verify that the virtual form factor satisfies your deployment requirements.

* Review and complete the general prerequisites as described in Prerequisites and Guidelines.

* Management and data interfaces must be created with subnets of the same type, where both subnets are
either vLAN Basic or vLAN. Deployment of vND in Nutanix will fail if different subnet types are used
for management and data interfaces.

* The CPU family used for the Nexus Dashboard VMs must support the AVX instruction set.

* The Nutanix node must have enough system resources, and the Nutanix system storage device must have
/O latency under 20ms.

* See Understanding system resources, on page 3 for more information on system resources. Only
1-node (data) and 3-node (data) virtual profiles are supported. You must explicitly reserve these
resources on each node to achieve maximum performance and reliability.

* See Verify the I/O latency of a Nutanix storage device, on page 2 for more information on I/O
latency.

* vND on Nutanix deployments are supported for LAN and SAN deployments.
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. Verify the 1/0 latency of a Nutanix storage device

* Nexus Dashboard should only be deployed on Nutanix Hyperconverged Infrastructure (HCI). For more
information, see https://www.cisco.com/site/us/en/products/computing/hyperconverged/nutanix/index.html.

* Supported Nutanix software releases:

Acropolis operating system (AOS) | Acropolis Hypervisor (AHV) Prism Central
6.10.x 20230302.x 2024.2.x
7.3.x 10.3.x 7.3.x

» We highly recommend that you deploy each Nexus Dashboard node on a separate Acropolis Hypervisor
Host.

* There is no support for live-migration (this should be disabled on the Nexus Dashboard VMs).

Verify the 1/0 latency of a Nutanix storage device

Step 1

Step 2

Step 3

Step 4

B

Note Refer to Performance benchmarking with Fio on Nutanix for additional useful information.

When you deploy a Nexus Dashboard cluster on Nutanix Hyperconverged Infrastructure (HCI), the Nutanix
storage device must have a latency under 20ms. This is done in the Performance Validation step if you use
the xvm_deployer deployment script for QCOW2 images, as described in About the deployment script for
QCOW2 images.

Follow these steps if you want to manually verify the I/O latency of a Nutanix storage device.

Procedure

Install the fio packet:

# sudo apt-get install fio

Create a test-data folder.

For example, create a folder named test-data:
# mkdir test-data

Run the Flexible I/O tester (FIO) test command.

# fio --rw=write --ioengine=sync --fdatasync=1 --directory=test-data --size=22m --bs=2300 --name=mytest

After you use the command, confirm that the 99.00th=[value] in the fsync/fdatasync/sync_file range section is
under 20ms.
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Understanding system resources

When deploying a Nexus Dashboard cluster in Nutanix, you must verify that you have enough system resources.
There are multiple form factors supported when deploying a Nexus Dashboard cluster in Nutanix, and the
amount of system resources needed for each node differs based on the form factor.

B

Note Deployment of virtual Nexus Dashboard (vINDs) in Nutanix is supported only on data nodes, as shown below.
Deployment of vNDs in Nutanix is not supported on app nodes.

Table 1: Per node resource requirements

Form factor Number of vCPUs | RAM Disk size Cores per CPU
I-node vND (data) |32 128 GB 3077 GB 1
3-node vND (data) |32 128 GB 3077 GB 1

You will need to know the information above for your form factor when you go through the procedures in
Install the Nexus Dashboard cluster in Nutanix, on page 12.

About the deployment script for QCOW2 images

Nexus Dashboard supports KVM virtualization across various environments, including RHEL and Nutanix.
Nexus Dashboard deployments are typically done using QCOW2 images; however, the diversity of KVM
variants and host configurations creates challenges in tracking supported versions and ensuring optimal device
emulation for performance.

The deployment script for QCOW?2 images addresses these challenges by providing a deployment validation
and orchestration script that is packaged with the QCOW?2 image. This script is designed to streamline the
deployment process, ensure compatibility, and help maintain consistent performance standards across supported
platforms.

Key Features
These are the key features for the deployment script for QCOW?2 images:

» Platform Compatibility Check: Verifies that the underlying host operating system is a supported
distribution and version.

» ResourceValidation: Assesses whether the host meets minimum compute requirements, including CPU,
memory, and storage resources.

« Perfor mance Validation:

* Disk I/O and Network L atency: Measures key performance indicators such as disk I/0 and network
I/O latency, ensuring they fall within qualified ranges.

» Device Emulation: Confirms that the correct device emulation (such as network interfaces and
virtual disk devices) is available for optimal performance.
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 Deployment Orchestration: Automates the deployment process for both single-node and multi-node
clusters, orchestrating virtual machines with the appropriate device mappings (such as network and
storage devices).

Because storage is the most common bottleneck, the script categorizes storage into "Performance Tiers":

* Disk Type & Placement (SSD/NVMe): Validates for high-IOPs workloads.
* RAID vs. JBOD: Validates write speed.
» Remote Storage (iISCSI/FC/NFS): Performs a "Pre-Flight Latency Check":

* Sync Latency: Must be < 10ms for standard apps and < 1ms for high-performance databases.

» |OPS Validation: Uses a temporary fio test to ensure the required 10S.

Prerequisites for the deployment script for 0COW2 images

These are the prerequisites before using the deployment script for QCOW?2 images.

Requirement Details

Nutanix Prism Central Reachable on port 9440 (HTTPS) from the machine running the
deployer

Nutanix Prism Element Reachable on port 9440 (HTTPS); used for storage, networking, and
VM console access

Prism credentials A user account with permissions to create images, list subnets, and
manage VMs

ND gcow?2 image A local path to the Nexus Dashboard . gcow2 image file

Network info Subnet name(s) configured in Prism, and 3 management IPs + a gateway

Go toolchain Go 1.22+ to build from source (or use a pre-built binary)

Understanding the differences between Prism Central and Prism Element

The deployment script uses Prism Central (PC) for all API operations — image uploads, VM creation, and
lifecycle management. You will need its IP and credentials for the configuration file.

Prism Element (PE) manages the individual Nutanix cluster and is useful for:
* Viewing storage containers and disk utilization
* Checking network/subnet configuration at the cluster level
* Accessing the VM serial console for troubleshooting boot issues

* Monitoring host-level health and hardware status
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Use the deployment script for QCOW2 images .

Interface URL When you need it

Prism Central https://prism_central_ip:9440 Deploying, managing, and destroying
VMs; uploading images; verifying
subnet names

Prism Element https://prism_element_ip:9440 Checking storage containers, network
config, VM console access, host
health

Use the deployment script for QCOW2 images

Step 1

Step 2
Step 3

Step 4

Procedure

Locate the tar file with the deployment script.

The tar file should be available at the same location as the QCOW2 image. For example, in the Software Download site
for Nexus Dashboard for the 4.3.1 release and later, you should see the tar file with the deployment script for QCOW?2
images at the same area as the QCOW2 image itself, such as this:

nd-dk9.4.3.1.175.gqcow2.tar.gz

Download the tar file with the deployment script.
Extract the tar file.

For example:

tar -xzvf nd-dk9.4.3.1.175.gcow2.tar.gz

You should see output similar to the following after extracting the tar file and listing the contents in the directory:

#1ls -1rt

total 24730576

-rwxr-xr-x 1 root root 35991736 May 5 23:35 kvm _deployer

-rw-r—--r-- 1 root root 12651498496 May 17 03:44 nd-dk9.4.3.1.175.gcow2
-rw-r—--r-- 1 root root 12636610743 May 18 22:44 nd-dk9.4.3.1.175.gcow2.tar.gz

Use the kvm_deployer config command to create a yaml file to use with the deployment script.
Make the appropriate choices at each stage based on your deployment type.

* For example, to generate a one-node yaml file:

# ./kvm_deployer config
Configure Nexus Dashboard deployment:
Deployment Platform (kvm/nutanix): nutanix
Image Path (gcow2): /home/nd-base/nd-dk9.4.3.1.175.gcow2
Cluster Size: 1

VM Type (app/data/large/xlarge): data

Admin Password:
Configure Nutanix platform settings:

Prism Central IP: 192.168.94.164

Nutanix Username: admin

Nutanix Password:

Cluster Name: sit_regl nutanix

Network Name: mgmt

VCPUs per Socket (default: 2): (current: 0): 2
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Configure VM (1) for Nutanix:
VM Name (lowercase, numbers, dashes, max 63 chars): nodel
Management Network (e.g., 192.168.1.100/24): 192.168.94.166/24
Management Gateway IP: 192.168.94.1

[[J] Configuration Summary:

Deployment Platform : nutanix
Image Path (gcow?2) : /home/nd-base/nd-dk9.4.3.1.175.gcow2
Admin Password : [hidden]
VM Type : data
Nutanix Configuration:
Prism Central IP : 192.168.94.164
Username : admin
Password : [hidden]
Cluster Name : sit regl nutanix
Network Name : mgmt
VCPUs per Socket H
VMs :
VM Name : nodel
Management Network : 192.168.94.166/24
Management Gateway IP : 192.168.94.1

Proceed with current config? (y/n): y
File name to save configuration: nutanix lnode_deploy.yaml

* To generate a three-node yaml file:

# ./kvm_deployer config
Configure Nexus Dashboard deployment:
Deployment Platform (kvm/nutanix): nutanix
Image Path (gcow2): /home/nd-base/nd-dk9.4.3.1.175.gcow2
Cluster Size: 3

VM Type (app/data/large/xlarge): data
Admin Password:

Configure Nutanix platform settings:

Prism Central IP: 192.168.94.164

Nutanix Username: admin

Nutanix Password:

Cluster Name: sit regl nutanix

Network Name: mgmt

VCPUs per Socket (default: 2): (current: 0): 2
Configure VM (1) for Nutanix:
VM Name (lowercase, numbers, dashes, max 63 chars): nodel

Management Network (e.g., 192.168.1.100/24): 192.168.94.166/24
Management Gateway IP: 192.168.94.1

Configure VM (2) for Nutanix:
VM Name (lowercase, numbers, dashes, max 63 chars): node2
Management Network (e.g., 192.168.1.100/24): 192.168.94.167/24
Management Gateway IP: 192.168.94.1

Configure VM (3) for Nutanix:
VM Name (lowercase, numbers, dashes, max 63 chars): node3
Management Network (e.g., 192.168.1.100/24): 192.168.94.168/24
Management Gateway IP: 192.168.94.1

[[J] Configuration Summary:

Deployment Platform : nutanix
Image Path (gcow?2) : /home/nd-base/nd-dk9.4.3.1.175.gcow2
Admin Password : [hidden]
VM Type : data
Nutanix Configuration:
Prism Central IP : 192.168.94.164
Username : admin
Password : [hidden]
Cluster Name : sit regl nutanix
Network Name : mgmt
VCPUs per Socket H
VMs :
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Step 5

Step 6

VM Name
Management Network
Management Gateway IP
VM Name
Management Network
Management Gateway IP
VM Name
Management Network
Management Gateway IP
Proceed with current config?

nodel

192.168.94.1
node2

192.168.94.1
node3

192.168.94.1
(y/n): y

Use the deployment script for QCOW2 images .

192.168.94.166/24

192.168.94.167/24

192.168.94.168/24

File name to save configuration: nutanix 3node_deploy.yaml

(Optional) Use a text editor to verify the information saved in the yaml file, if necessary.

For example, for the three-node example above, the yaml file would have information similar to the following:

# cat nutanix_ 3node_deploy.yaml

deployment type: nutanix

image_path: /var/www/html/ND_IMAGES/nd-dk9.4.3.1.75
cluster size: "3"

vms :
- name: nodel
disk path: ""

management network: 192.168.94.166/24
management gateway: 192.168.94.1
management bridge: ""
data bridge: ""
host ip: ""
host user: ""
host password: ""
- name: node2
disk path: ""
management network: 192.168.94.167/24
management gateway: 192.168.94.1
management bridge: ""
data bridge: ""
host ip: ""
host user: ""
host password: ""
- name: node3
disk path: ""
management network: 192.168.94.168/24
management gateway: 192.168.94.1
management bridge: ""
data bridge: ""
host ip: ""
host user: ""
host password: ""
flavor: data
admin password:
nutanix:
prism central ip: 192.168.94.164
username: admin
password:
cluster name: sit regl nutanix
vcpus_per socket: 2
network name: mgmt

#
Run the deployment script, using the yaml file as the input.
./kvm_deployer deploy --config nutanix 3node_deploy

Output similar to the following displays:

.gcow2

.yaml
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Deploying VM nodel using kvm

[

Cleanup old images

[[]] Cleaned image /home/nd-nodel/boot.img

[[]] Cleaned image /home/nd-nodel/disk.img

[[]] Cleaned image /home/nd-nodel/config-drive.img
Creating boot disk, it can take several minutes, pls wait
[[]] Boot disk created successfully

Creating raw disk, it can take several minutes, pls wait
[[]] Raw disk created successfully

Creating configuration drive

[[J] Configuration drive created successfully

Starting VM
[[J] VM started successfully
] KVM VM: nodel deployed successfully

Deploying VM node2 using kvm

[

Copying file /home/nd-base/nd-dk9.4.3.1.175.gcow2 to /home/nd-node2/nd-dk9.4.3.1.175.gcow2
[[J] File /home/nd-base/nd-dk9.4.3.1.175.gcow2 copied to /home/nd-node2/nd-dk9.4.3.1.175.gcow2
Cleanup old images

[[]] Cleaned image /home/nd-node2/boot.img

[[]] Cleaned image /home/nd-node2/disk.img

[[]] Cleaned image /home/nd-node2/config-drive.img

Creating boot disk, it can take several minutes, pls wait

[[]] Boot disk created successfully

Creating raw disk, it can take several minutes, pls wait

[[]] Raw disk created successfully

Creating configuration drive

Copying file /home/nd-nodel/node2-bootstrap.json to /home/nd-node2/apic-sn-cfg-mount/bootstrap.json

[[]] File /home/nd-nodel/node2-bootstrap.json copied to /home/nd-node2/apic-sn-cfg-mount/bootstrap.json

[[J] Configuration drive created successfully
Starting VM

[[J]] VM started successfully

] KVM VM: node2 deployed successfully

Deploying VM node3 using kvm

[

Copying file /home/nd-base/nd-dk9.4.3.1.175.gcow2 to /home/nd-node3/nd-dk9.4.3.1.175.gcow2
[[J] File /home/nd-base/nd-dk9.4.3.1.175.gcow2 copied to /home/nd-node3/nd-dk9.4.3.1.175.gcow?2
Cleanup old images

[[]] Cleaned image /home/nd-node3/boot.img

[[]] Cleaned image /home/nd-node3/disk.img

[[]] Cleaned image /home/nd-node3/config-drive.img

Creating boot disk, it can take several minutes, pls wait

[[]] Boot disk created successfully

Creating raw disk, it can take several minutes, pls wait

[[]] Raw disk created successfully

Creating configuration drive

Copying file /home/nd-nodel/node3-bootstrap.json to /home/nd-node3/apic-sn-cfg-mount/bootstrap.json

[[]] File /home/nd-nodel/node3-bootstrap.json copied to /home/nd-node3/apic-sn-cfg-mount/bootstrap.json

[[J] Configuration drive created successfully
Starting VM

[[J] VM started successfully

] KVM VM: node3 deployed successfully

When you run deploy, the tool performs the following steps for each of the VMs:

a. Image upload — Checks if the gcow?2 image already exists in Prism Central (matched by filename). If not, uploads

it and waits until it becomes active.
Subnet resolution — Resolves network name (and data network name if set) to Prism subnet UUIDs.

VM creation — Creates the VM in a powered-off state with:
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* A boot disk cloned from the uploaded image
* A secondary 500 GiB raw data disk
» NIC(s) attached to the resolved subnet(s)

* Cloud-init user data carrying the admin password, management IP, and gateway

d. Power on — Powers on the VM and waits for the task to complete.

Step 7 Complete the post-deployment steps.

a) Cluster formation — Once all the nodes are running, complete the Nexus Dashboard cluster setup through the Nexus
Dashboard Ul using the management IP addresses from your config.

« @ ©NotSecure hutpsi| 1fcluster-bringup v O & © raused

‘Wil Nexus Dashboard

« Journey
Admin

Cluster Bringup

Basic information
Basic information
Provid asic information about this cluster

[ Cluster name cannot be changed after Cluster Bringup.
Changing this will require a cluster rebuild

Cluster name *

[[ Nd-KVM-133 ]]

Select the Nexus Dashboard implementation type

@ Lan

Includes Cisco NX-0S, ACI, I0S XE, I0S XR and other 3rd party use cases
O san

Includes fiber channel and storage use cases
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Optional post-deployment tasks

Troubleshooting

Symptom Check

Connection refused / timeout Verify Prism Central is reachable on port 9440 from your
machine

Authentication failure Verify username and password in the config

Image upload hangs Ensure image path points to a valid qcow?2 file and there is

sufficient storage in Prism

Subnet not found Verify network_name matches the exact subnet name shown in
Prism Central

VM not getting [P Check that cloud-init management network uses valid CIDR
notation and the gateway is correct

VM stuck at boot Use Prism Element (https://<prism_element ip>:9440)t0
open the VM serial console and check boot logs

Storage issues Check available storage containers and disk space in Prism
Element

Destroy the deployment

If you want to destroy the deployment, enter this command:

./kvm_deployer destroy --config <yaml-filename>.yaml

For example:

$ kvm_deployer destroy --config nutanix 3node_deploy.yaml
Destroying VM nodel using nutanix
Destroying VM nodel using nutanix
Looking for VM: nodel
Found VM nodel with UUID: 94fe9518-5196-4807-a6cc-183dlabe760e
Powering off VM: 94£fe9518-5196-4807-a6cc-183dlabe760e
VM power off request submitted
Deleting VM: 94fe9518-5196-4807-a6cc-183dlabe760e
VM deletion task submitted: 8178938b-5014-474b-b168-34c3b£f5b1577
Waiting for task completion: 8178938b-5014-474b-b168-34c3b£f5b1577
Task status: RUNNING, progress: 0%
Task status: SUCCEEDED, progress: 100%
[[J] Task completed successfully (status: SUCCEEDED)
[[J] VM deleted successfully
[[J] VM nodel destroyed successfully
Destroying VM node2 using nutanix
Destroying VM node2 using nutanix
Looking for VM: node2
Found VM node2 with UUID: £1424251-182d-4518-9acc-£f06ba89d4883
Powering off VM: f1424251-182d-4518-9acc-f06baB89d4883
VM power off request submitted
Deleting VM: £1424251-182d-4518-9acc-f06ba89d4883
VM deletion task submitted: a8d41687-3d84-4a38-91cc-5dfee0688351
Waiting for task completion: a8d41687-3d84-4a38-91cc-5dfee0688351
Task status: RUNNING, progress: 0%
Task status: SUCCEEDED, progress: 100%
[[J] Task completed successfully (status: SUCCEEDED)
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[[J] VM deleted successfully

[[]] VM node2 destroyed successfully
Destroying VM node3 using nutanix
Destroying VM node3 using nutanix
Looking for VM: node3
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Found VM node3 with UUID:

8cdc2037-fc83-43af-90£6-869c00aa2fdc

Powering off VM:

8cdc2037-fc83-43af-90£6-869c00aa2fdc

VM power off request submitted

Deleting VM:

VM deletion task submitted:
Waiting for task completion:

Task status:
Task status:

8cdc2037-fc83-43af-90£6-869c00aa2fdc

RUNNING, progress: 0%
SUCCEEDED, progress: 100%

710c58a7-0728-4c4e-b63a-£6d90e3b2669
710c58a7-0728-4c4e-b63a-£6d90e3b2669

[[]] Task completed successfully
[[J] VM deleted successfully

[[]] VM node3 destroyed successfully

$

SUCCEEDED)

Install the Nexus Dashboard cluster in Nutanix

Procedure

b) In the left navigation pane, select the Nexus Dashboard release you want to download.

Nutanix deployments are supported starting with Nexus Dashboard Release 4.2.

¢) Download the Cisco Nexus Dashboard image for Linux KVM (nd-dx9. <version>.gcow?2).

Nutanix uses the same gcow2 image as Linux KVM.

Copy the downloaded gcow2 image to a web server accessible by Prism Central over HTTP or HTTPS.

Navigate to I nfrastructure> Compute & Storage > I mages, then click Add Image.

Id Image Import Image Actions v

Step 1 Download the Cisco Nexus Dashboard image.
a) Navigate to the Software Download page.
Step 2
Step 3 Access the Prism Central Ul
Step 4
Ea— Images List  Policies v
Step 5

. Deploying a Virtual Nexus Dashboard (vND) in Nutanix

O Name - Description

O nd-dk9.4.2.097. Nexus dashboard 4.2.0.97

A 7@ admin v

1Total Images

Viewby Groupby

= Modify Filters

Export 1-10f1 20 rows *

size Creator Update Time

45GiB  admin Dec 21,2025, 10:53 AM

Click the URL option, then enter the URL path to the Nexus Dashboard qcow?2 image and click Add URL.

Note

Because the Nexus Dashboard qcow?2 image is larger than 2 GB, the | mage File option cannot be used to add this

image.


https://software.cisco.com/download/home/286327743/type/286328258/release/4.3.1
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o Select Image 2  Select Location

Image Source

O ImageFile © URL O VM Disk

Image URL

3:/172.24.80.172:8082/artifactory/nd-unified/nd/release/v4.2.0.99/nd-dk9.4.2.0.99.qcow?2 ]

Authentication (optional) &

Cancel

Step 6 When the image information appears in the window, click Next.
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Image Source

O ImageFile © URL O VM Disk

Image URL

Authentication (optional) €

Source: nd-dk9.4.2.0.99.qcow2 Remove Image

General
Name Type

nd-dk9.4.2.0.99.qcow?2 Disk

Description

Checksum

SHA- ¢

Authentication (optional) &

Cancel

Step 7 Make these configurations in the 2. Select L ocation window.

* In the Placement Method area, click Place image directly on clusters.

* Choose the clusters to use for placement, then click Save.

The image upload could take a few minutes, depending on the speed. Wait until the process is completed before
proceeding to the next step.
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¥  Select Image

Select Location

Placement Method

© Place image directly on clusters

O Place image using Image Placement policies

Select Clusters

Name * Bandwidth Limit

vnd-nutanix

Back Cancel

Step 8 Deploy the vND VM.

a) Navigate To Infrastructure> Compute & Storage> VMs, then click Create VM.

b) Inthe 1. Configuration window, enter the CPU and Memory values required for Nexus Dashboard, then click
Next.

Use the information provided in the Understanding system resources, on page 3 for these values.
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Create VM

o Configuration 2  Resources 3 Management 4  Review
Name

nd-1
Description

(Optional)
|
Cluster
Number of VMs

1
VM Properties
CPU Cores Per CPU Memory

32 vCPU 1 Cores ‘ 129 s | eB
Advanced Settings @

Cancel Next

¢) Inthe 2. Resources window, click Attach Disk and attach the boot disk to the VM, then click Save.
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Create VM
v  Configuration o Resources 3 Management 4  Review
B Any storage policy applied later, will manage the storage properties for X

all VM disks. Data placement will remain unaffected. Learn More

Disks

Attach Disk

Networks

Attach to Subnet

Want to use this VM as a Traffic Mirror Destination? Add Mirror Destination NIC

Boot Configuration
© UEFI BIOS Mode

UEFI BIOS Mode supports enhanced Shield VM security settings.

O Legacy BIOS Mode

Shield VM Security Settings @

(0 Secure Boot

Back Cancel m
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Attach Disk

Type

[ Disk

Operation

[ Clone from Image

Image

Capacity Bus Type

45 GiB ’ [ SCSI

d) In the 2. Resources window, click Attach Disk again and add a secondary disk.

See Understanding system resources, on page 3 for more information.
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Attach Disk

Type

[ Disk

Operation

[ Allocate on Storage Container

Storage Container

[ default-container-66405239226824

Capacity Bus Type

[3077 B J GiB ] [ SCsI

e) In the 2. Resources window, click Attach to Subnet and make the necessary configurations for the first subnet.

Note

Management and data interfaces must be created with subnets of the same type, where both subnets are either vian
Basic or viaN. Deployment of vND in Nutanix will fail if different subnet types are used for management and data
interfaces.
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Create VM
v  Configuration o Resources 3  Management 4  Review
B Any storage policy applied later, will manage the storage properties for X

all VM disks. Data placement will remain unaffected. Learn More

Disks Attach Disk

# Type Source Size Bus Type Actions

nd-dk9.4.2.0.99.qcow?2

1 Disk 45 GiB SCsl R |
Image
default-container- 3077 -
2 Disk SCsl S m
66405239226824 GiB
Networks

Attach to Subnet

Want to use this VM as a Traffic Mirror Destination? Add Mirror Destination NIC

Boot Configuration
© UEFI BIOS Mode

UEFI BIOS Mode supports enhanced Shield VM security settings.

O Legacy BIOS Mode

Back Cancel

* In the Subnet field, choose the management subnet.
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« Configure the entry in the Attachment type field to reflect your environment.

Click Save when you have completed the configurations in this window.

Attach to Subnet X
Subnet Attachment
Subnet
mgmt :
VLAN ID IPAM Virtual Switch
0 Not Managed brO

Network Connection State

@

Connected

NIC Configuration @

Attachment Type

«

Access

f) Inthe 2. Resources window, click Attach to Subnet and make the necessary configurations for the second subnet.
« In the Subnet field, choose the data subnet.

« Configure the entry in the Attachment type field to reflect your environment.

Click Save when you have completed the configurations in this window.
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Subnet Attachment

Subnet

Attach to Subnet

data—networkl

VLAN ID
102

Network Connection State

Not Managed

Virtual Switch
br1

Connected

NIC Configuration @

Attachment Type

Access

g) Inthe 2. Resources window, in the Boot Configuration area, choose L egacy BIOS M ode and confirm the choice.
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Create VM

all VM disks. Data placement will remain unaffected. Learn More

Disks Attach Disk
# Type Source Size Bus Type Actions

nd-dk9.4.2.0.99.qcow2

1 Disk 45 GiB SCSI S T
Image
default-container- 3077 -
2 Disk SCsl S T
66405239226824 GiB
Networks Attach to Subnet
Subnet VLAN ID / VPC Private IP Public IP Actions
mgmt 0 None None Rl |
data-network 102 None None L 0
Want to use this VM as a Traffic Mirror Destination? Add Mirror Destination NIC
Boot Configuration
O UEFI BIOS Mode
JEFI BIOS ) Shield VM ettings
© Legacy BIOS Mode
Set Boot Priority
Default Boot Order (CD-ROM, Disk, Network) :

Back Cancel

h) Navigate through the Management window and click Next without making changes.
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Create VM

v  Configuration ¥  Resources e Management 4  Review

Enable ‘Default-Storage’ policy to manage the storage configurations across all

VM disks. The policy applies via category ‘Storage:$Default’.

O Enable ‘Default-Storage’ policy How does it work?

[ ] Applies to VMs on clusters with AOS 6.1 or above only.

Categories

Type to search... |
B Tag the VM with Category: Value to assign policies associated with value
Timezone

(UTC)UTC |

ﬂ Use UTC timezone for Linux VMs and local timezone for Windows VMs.

O Use this VM as an Agent VM &

Guest Customization

Script Type Configuration Method

No Customization :

Back Cancel

i) Click Create VM.
Do not power on the VM after the deployment.
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Create VM

IHiswdliLe rivpeiues QL VUMY, | LUIE, 1£40 OD

Memory Overcommit Disabled
Advanced processor -
compatibility
Resources @
Disks
# Type Source
1 Disk nd-dk9.4.2.0.99.qcow2 Image
default-container-
2 Disk
66405239226824
Networks
Subnet VLAN ID / VPC Private IP
mgmt 0 None
data-network 102 None
Security

Boot Configuration

Management &

Categories None
Timezone UTC
Back

Cancel

Install the Nexus Dashboard cluster in Nutanix .

Legacy BIOS Mode: Default Boot Order

Edit
Size Bus Type
45 GiB SCsSI
3077
SCsSI
GiB
Public IP
None
None
Edit

j) If you are deploying in a 3-node cluster, repeat these steps for each Nexus Dashboard node in the cluster.
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& Infrastructure Q VMs IsCvm=UserVM x » List

VMs

Summary List Policies ~ Alerts Events Metrics v
Dashboard

Create VM Create VM from Template Actions v n-

e Is CVM = User VM x

1 selected out of 4 filtered VMs

B8 Name - vCPUs Memory |P Addresses
O e nd1 32 128 GiB
Catalog Items O e nd-2 32 128 GiB
Storage ® nd-3 32 128 GiB

k) Attach a serial console to a VM.

Nexus Dashboard requires a serial port for the configuration and bootstrap. To manage and add a new serial port,
log on to any CVM CLI using SSH.

Note
See Serial Console Redirection to a Telnet Port for additional useful information.

nutanix@NTNX-35b35878-A-CVM:<nodeIP>:~$ acli vm.list

VM name VM UUID

PC-NameOption-1 201b8cf4-7ee6-409b-bb46-fcad265b6£70

nd-1 091c2d79-da%94-4370-a77f-eccd998e2095

nd-2 58a04d%e-85da-4476-8735-bcbed71le3lca

nd-3 c7f8feeb-blc0-44a0-a5df-0dcfc30b07d8

nutanix@NTNX-35b35878-A-CVM:<nodeIP>:~$ acli vm.serial port create nd-1 index=0 type=kServer
VmUpdate: pending

VmUpdate: complete

lnutanix@NTNX-35b35878-A-CVM:<nodeIP>:~$ acli vm.serial port create nd-2 index=0 type=kServer
VmUpdate: pending

VmUpdate: complete

nutanix@NTNX-35b35878-A-CVM:<nodeIP>:~$ acli vm.serial port create nd-3 index=0 type=kServer
VmUpdate: pending

VmUpdate: complete

nutanix@NTNX-35b35878-A-CVM:<nodeIP>:~$

1) Power on the Nexus Dashboard VMs.

Step 9 Open one of the node's console and configure the node's basic information.
a) Press any key to begin initial setup.

You will be prompted to run the first-time setup utility:

[ OK ] Started atomix-boot-setup.
Starting Initial cloud-init job (pre-networking)...
Starting logrotate...
Starting logwatch...
Starting keyhole...

[ OK ] Started keyhole.
[ OK ] Started logrotate.
[ OK ] Started logwatch.

Press any key to run first-boot setup on this console...
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Step 11

Step 12
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b) Enter and confirm the admin password
This password will be used for the rescue-user SSH login as well as the initial GUI password.

Note
You must provide the same password for all nodes or the cluster creation will fail.

Admin Password:
Reenter Admin Password:

c) Enter the management network information.

Management Network:
IP Address/Mask: <nodeIP>/<subnet>
Gateway: <gatewayIP>

d) For the first node only, designate it as the "Cluster Leader".
You will log into the cluster leader node to finish configuration and complete cluster creation.
Is this the cluster leader?: y

e) Review and confirm the entered information.

You will be asked if you want to change the entered information. If all the fields are correct, choose n to proceed.
If you want to change any of the entered information, enter y to re-start the basic configuration script.

Please review the config
Management network:

Gateway: <gatewayIP>

IP Address/Mask: <nodeIP>/<subnet>
Cluster leader: yes

Re-enter config? (y/N): n

Repeat previous step to configure the initial information for the second and third nodes.

You do not need to wait for the first node configuration to complete, you can begin configuring the other two nodes
simultaneously.

Note
You must provide the same password for all nodes or the cluster creation will fail.

The steps to deploy the second and third nodes are identical with the only exception being that you must indicate that
they are not the Cluster Leader.

Wait for the initial bootstrap process to complete on all nodes.

After you provide and confirm management network information, the initial setup on the first node (Cluster Leader)
configures the networking and brings up the UI, which you will use to add two other nodes and complete the cluster
deployment.

Please wait for system to boot: [############44#4F#4F#4##4] 100%
System up, please wait for UI to be online.

System UI online, please login to https://<gatewayIP>72 to continue.

Open your browser and navigate to https://<node-mgmt-ip> to open the GUIL

The rest of the configuration workflow takes place from one of the node's GUI. You can choose any one of the nodes
you deployed to begin the bootstrap process and you do not need to log in to or configure the other two nodes directly.

Enter the password you entered in a previous step and click L ogin
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Step 13

Step 14

Step 15

After logging in, review the M eet Nexus Dashboard welcome screens, then proceed to the Journey screen. Click on
Go under the Cluster bringup step to begin the bootstrap process.

Enter the requested information in the Basic I nfor mation page of the Cluster Bringup wizard.

a)

b)

For Cluster Name, enter a name for this Nexus Dashboard cluster.

The cluster name must follow the RFC-1123 requirements.

For Select the Nexus Dashboard I mplementation type, choose either LAN or SAN then click Next.

Enter the requested information in the Configuration page of the Cluster Bringup wizard.

a)
b)

c)

d)
e)

(Optional) If you want to enable IPv6 functionality for the cluster, put a check in the Enable | Pv6 checkbox.

Click +Add DNS provider to add one or more DNS servers, enter the DNS provider IP address, then click the
checkmark icon.

(Optional) Click +Add DNS search domain to add a search domain, enter the DNS search domain IP address,
then click the checkmark icon.

(Optional) If you want to enable NTP server authentication, put a check in the NTP Authentication checkbox.

If you enabled NTP authentication, click + Add Key, enter the required information, and click the checkmark icon
to save the information.

» Key—Enter the NTP authentication key, which is a cryptographic key that is used to authenticate the NTP
traffic between the Nexus Dashboard and the NTP servers. You will define the NTP servers in the following
step, and multiple NTP servers can use the same NTP authentication key.

* | D—Enter a key ID for the NTP host. Each NTP key must be assigned a unique key ID, which is used to identify
the appropriate key to use when verifying the NTP packet.

* Authentication Type-Choose authentication type for the NTP key.

* Put a check in the Trusted checkbox if you want this key to be trusted. Untrusted keys cannot be used for
NTP authentication.
For the complete list of NTP authentication requirements and guidelines, see General prerequisites and guidelines.

If you want to enter additional NTP keys, click + Add Key again and enter the information.

If you enabled NTP authentication, click +Add NTP Host Name/l P Address, enter the required information, and
click the checkmark icon to save the information.

* NTP Host—Enter an IP address; fully qualified domain names (FQDN) are not supported.
» Key | D—Enter the key ID of the NTP key you defined in the previous substep.
If NTP authentication is disabled, this field is grayed out.

* Put a check in the Preferred checkbox if you want this host to be preferred.

Note
If the node into which you are logged in is configured with only an IPv4 address, but you have checked Enable
I Pv6 in a previous step and entered an IPv6 address for an NTP server, you will get the following validation error:

NTP Host* Key ID Preferred

2001:420:28e:202a:5054:ff:fe6f:b3f6 true / W

@ Add NTP Host Name/IP Address
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This is because the node does not have an IPv6 address yet and is unable to connect to an IPv6 address of the NTP
server. You will enter IPv6 address in the next step. In this case, enter the other required information as described
in the following steps and click Next to proceed to the next page where you will enter IPv6 addresses for the nodes.

If you want to enter additional NTP servers, click +Add NTP Host Name/I P Address again and enter the
information.

g) For Proxy Server, enter the URL or IP address of a proxy server.

For clusters that do not have direct connectivity to Cisco cloud, we recommend configuring a proxy server to
establish the connectivity. This allows you to mitigate risk from exposure to non-conformant hardware and software
in your fabrics.

You can click +Add Ignore Host to enter one or more destination IP addresses for which traffic will skip using
the proxy.

The proxy server must permit these URLs:

svc.intersight.com
svc-staticl.intersight.com
svc-staticl.ucs-connect.com

If you do not want to configure a proxy, click Skip Proxy then click Confirm.

h) (Optional) If your proxy server requires authentication, put a check in the Authentication required for Proxy
checkbox and enter the login credentials.

i) (Optional) Expand the Advanced Settings category and change the settings if required.
Under advanced settings, you can configure these settings:

» App Networ k—The address space used by the application's services running in the Nexus Dashboard. Enter
the IP address and netmask.

« Service Networ k—An internal network used by Nexus Dashboard and its processes. Enter the IP address and
netmask.

» App Network | Pv6-If you put a check in the Enable | Pv6 checkbox earlier, enter the IPv6 subnet for the
app network.

* Service Network | Pv6-If you put a check in the Enable | Pv6 checkbox earlier, enter the IPv6 subnet for the
service network.

For more information about the application and service networks, see General prerequisites and guidelines.

j) Click Next.
In the Node Details page, update the first node's information.

You have defined the Management network and IP address for the node into which you are currently logged in during
the initial node configuration in earlier steps, but you must also enter the Data network information for the node before
you can proceed with adding the other primary nodes and creating the cluster.

a) For Cluster Connectivity, if your cluster is deployed in L3 mode, choose BGP. Otherwise, choose L 2.

BGP configuration is required for the persistent IP addresses feature used by telemetry. This feature is described
in more detail in the BGP configuration and persistent IP addresses and Nexus Dashboard persistent IP addresses
sections.

Note

Deploying a Virtual Nexus Dashboard (vND) in Nutanix .


cisco-nexus-dashboard-deployment-guide-43x_chapter3.pdf#nameddest=unique_14
cisco-nexus-dashboard-deployment-guide-43x_chapter3.pdf#nameddest=unique_24
cisco-nexus-dashboard-deployment-guide-43x_chapter3.pdf#nameddest=unique_20

Deploying a Virtual Nexus Dashboard (vND) in Nutanix |

. Install the Nexus Dashboard cluster in Nutanix

Step 17

b)

d)

g)

You can enable BGP at this time or in the Nexus Dashboard GUI after the cluster is deployed. All remaining nodes
need to configure BGP if it is configured. You must enable BGP now if the data network of nodes have different
subnets.

Click the Edit button next to the first node.

The node's Serial Number, Management Network information, and Type are automatically populated, but you
must enter the other information.

For Name, enter a name for the node.

The node's Name will be set as its hostname, so it must follow the RFC-1123 requirements.

Note

If you need to change the name but the Name field is not editable, run the CIMC validation again to fix this issue.
For Type, choose Primary.

The first nodes of the cluster must be set to Primary. You will add the secondary nodes in a later step if required
for higher scale.

In the Data Network area, enter the node's data network information.

Enter the data network IP address, netmask, and gateway. Optionally, you can also enter the VLAN ID for the
network. Leave the VLAN ID field blank if your configuration does not require VLAN. If you chose BGP for
Cluster Connectivity, enter the ASN.

If you enabled IPv6 functionality in a previous page, you must also enter the IPv6 address, netmask, and gateway.

Note
If you want to enter IPv6 information, you must do so during the cluster bootstrap process. To change the IP address
configuration later, you would need to redeploy the cluster.

All nodes in the cluster must be configured with either only IPv4, only IPv6, or dual stack IPv4/IPv6.

If you chose BGP for Cluster Connectivity, then in the BGP peer details area, enter the peer's IPv4 address and
ASN.

You can click + Add | Pv4 BGP peer to add addition peers.

If you enabled IPv6 functionality in a previous page, you must also enter the peer's [Pv6 address and ASN.

Click Saveto save the changes.

In the Node Details screen, click Add Node to add the second node to the cluster.

If you are deploying a single-node cluster, skip this step.
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Edit Node A

General

Name *

[ nd-node1 ]

Serial Number

E5998163D6F0

Type *

[Primary v ]

Management Network ()

IPv4 Address/Mask

172.23141129/21

IPv4 Gateway

1722311861

IPv6 Address/Mask

IPv6 Gateway

Data Network ()

IPv4 Address/Mask *

[ 172.31140.68/21 ]

IPv4 Gateway *

[ 172.31136.1 ]

IPv6 Address/Mask

IPv6 Gateway

VLAN ©®

Enable BGP( JP

a) In the Deployment Details area, provide the M anagement | P Address and Password for the second node
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Step 18
Step 19

Step 20

b)

c)
d)

g)
h)

You defined the management network information and the password during the initial node configuration steps.

Click Validate to verify connectivity to the node.

The node's Serial Number and the M anagement Networ k information are automatically populated after connectivity
is validated.

Provide the Name for the node.
From the Type dropdown, select Primary.

The first 3 nodes of the cluster must be set to primary. You will add the secondary nodes in a later step if required
for higher scale.

In the Data Network area, provide the node's Data Network information.

You must provide the data network IP address, netmask, and gateway. Optionally, you can also provide the VLAN
ID for the network. For most deployments, you can leave the VLAN ID field blank.

If you had enabled IPv6 functionality in a previous screen, you must also provide the IPv6 address, netmask, and
gateway.

Note
If you want to provide IPv6 information, you must do it during cluster bootstrap process. To change IP configuration
later, you would need to redeploy the cluster.

All nodes in the cluster must be configured with either only IPv4, only IPv6, or dual stack IPv4/IPvo6.

(Optional) If your cluster is deployed in L3 mode, Enable BGP for the data network.

BGP configuration is required for the persistent IP addresses feature. This feature is described in more detail in
BGP configuration and persistent IP addresses and the "Persistent I[P Addresses" sections of the Cisco Nexus
Dashboard User Guide.

Note
You can enable BGP at this time or in the Nexus Dashboard GUI after the cluster is deployed.

If you choose to enable BGP, you must also provide the following information:
* ASN (BGP Autonomous System Number) of this node.
You can configure the same ASN for all nodes or a different ASN per node.
* For IPv6-only, the Router |1D of this node.
The router ID must be an IPv4 address, for example 1.1.1.1

» BGP Peer Details, which includes the peer's IPv4 or IPv6 address and peer's ASN.

Click Saveto save the changes.
Repeat this step for the final (third) primary node of the cluster.

In the Node Details page, verify the information that you entered, then click Next.
Choose the Deployment M ode for the cluster.

a)

Click Add Persistent Service | P¥Poals to provide the required persistent IP addresses.

For more information about persistent IP addresses, see the Nexus Dashboard persistent IP addresses section.

b) Click Next to proceed.

In the Summary screen, review and verify the configuration information and click Save to build the cluster.
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During the node bootstrap and cluster bring-up, the overall progress as well as each node's individual progress will be
displayed in the UI. If you do not see the bootstrap progress advance, manually refresh the page in your browser to
update the status.

It may take up to 30 minutes for the cluster to form and all the services to start. When cluster configuration is complete,
the page will reload to the Nexus Dashboard GUI.

Verify that the cluster is healthy.

After the cluster becomes available, you can access it by browsing to any one of your nodes' management IP addresses.
The default password for the admin user is the same as the rescue-user password you chose for the first node. During
this time, the UI will display a banner at the top stating "Service Installation is in progress, Nexus Dashboard configuration
tasks are currently disabled".

After all the cluster is deployed and all services are started, you can look at the Anomaly L evel on the Home> Overview
page to ensure the cluster is healthy:

‘dids Nexus Dashboard Q 0@ ® | Q admin
a
Welcome, admin Refresh
15552
Overview Topology Journey New What's new
~
X +
Manage
o e
a flextoo & 2 e
Acl it
Analyze
°
]
Admin
a
Recent Activity View All Anomaly Level @ Healthy
No anomalies found Fabrics Inter-Fabric Switches Active Endpoints ©
login successful by admin @1 50 20 0

0 minutes ago

v

¢ setting license tier to Premier for app cisco-

Alternatively, you can log in to any one node using SSH as the rescue-user using the password you entered during
node deployment and using the acs health command to see the status:

» While the cluster is converging, you may see the following output:

$ acs health
k8s install is in-progress

$ acs health
k8s services not in desired state - [...]

$ acs health
k8s: Etcd cluster is not ready

* When the cluster is up and running, the following output will be displayed:

$ acs health
All components are healthy

Note
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In some situations, you might power cycle a node (power it off and then back on) and find it stuck in this stage:
deploy base system services
This is due to an issue with etcd on the node after a reboot of the physical Nexus Dashboard cluster.

To resolve the issue, enter the acs reboot clean command on the affected node.

Step 22 (Optional) Connect your Cisco Nexus Dashboard cluster to Cisco Intersight for added visibility and benefits. Refer to
Working with Cisco Intersight for detailed steps.
Step 23 After you have deployed Nexus Dashboard, see the collections page for this release for configuration information.
What to do next

The next task is to create the fabrics and fabric groups. See the Creating Fabrics and Fabric Groups article
for this release on the Cisco Nexus Dashboard collections page.
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https://www.cisco.com/c/en/us/support/data-center-analytics/nexus-dashboard/series.html#Collections
https://www.cisco.com/c/en/us/support/data-center-analytics/nexus-dashboard/series.html#Collections
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