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New and Changed Information
The following table provides an overview of the significant changes to the organization and features in this guide up to this current
release. The table does not provide an exhaustive list of all changes made to the guide or of the new features up to this release.

Table 1: New Features and Changed Behavior

Where DocumentedDescriptionFeature or Change

Initial release of document.Initial release of document

Security Groups

The following content refers to "Multi-Site Orchestrator" which has been rebranded to Nexus Dashboard Orchestrator. Same
information is applicable to both products

Note

In Azure, two types of security groups are used to administer and control network traffic within a virtual network (VNet):

• Network security groups: Network security groups, or NSGs, are used in Azure to filter network traffic to and from Azure
resources. An NSG is used to define incoming and outgoing security policies, and contains security rules that allow or deny
inbound network traffic to, or outbound network traffic from, several types of Azure resources. For each rule, you can specify
source and destination, port, and protocol.

In Cloud APIC, an NSG is automatically configured based on a contract.

• Application security groups: Application security groups, or ASGs, are used in Azure to group virtual machine (VM) NICs
according to the applications that run on them and define network security policies based on those groups. ASGs are used within
an NSG to define these security polices and to apply a network security rule to a specific workload or group of virtual machines.

In Cloud APIC, an ASG is a collection of endpoints for each EPG and is referenced as the source or destination in the NSG
security policies.

The way that these security groups are configured, and what they are mapped to, differ depending on the release.

• Releases Prior to Release 5.1(2): NSG-Per-EPG Configurations, on page 2

• Release 5.1(2) and Later: NSG-Per-Subnet Configurations, on page 3

Releases Prior to Release 5.1(2): NSG-Per-EPG Configurations

For releases prior to Release 5.1(2), there is a one-to-one mapping between NSGs in Azure and EPGs on Cloud APIC (these
configurations are also referred to as NSG-per-EPG configurations throughout this document). These NSGs for the Cloud APIC
EPGs are populated with security rules based on contracts associated with the EPGs.

For releases prior to Release 5.1(2), the creation of an EPG in Cloud APIC results in the creation of the following Azure components:

• An ASG, which is used to group all endpoints or virtual machine NICs for each EPG based on the endpoint selectors

• An NSG, which gets associated with all of the NICs in that ASG and provides the security policy definition for that EPG
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Release 5.1(2) and Later: NSG-Per-Subnet Configurations

Beginning with Release 5.1(2), in addition to the existing NSG-per-EPG configurations available previously, NSGs in Azure can
also have a one-to-one mapping with subnets rather than EPGs on Cloud APIC (these configurations are also referred to as
NSG-per-subnet configurations throughout this document). By default, NSGs are no longer created for EPGs beginning with Release
5.1(2), and NSGs are no longer associated with the endpoints and VM NICs in the ASG for that EPG. Instead, the NSG for each
subnet will contain all of the rules based on the contracts for the ASGs, which have their endpoints discovered in the subnet.

For NSG-per-subnet configurations, the creation of an EPG in Cloud APIC results in the creation of the following Azure components:

• An ASG, which is used to group all endpoints or virtual machine NICs for each EPG based on the endpoint selectors [essentially
no change in behavior for ASGs from releases prior to Release 5.1(2)]

• An NSG, which continues to provide the security policy definition for that EPG, but now gets associated with a subnet in a
Cloud APIC-managed VNet

Looked at from another perspective:

• Every EPG in a Cloud APIC-managed VNet will have an ASG associated with it, which will group all the endpoints based on
the endpoint selectors configured for the EPG.

• Every subnet in a Cloud APIC-managed VNet will have an NSG associated with it.

The default setting for a Greenfield or a fresh Cloud APIC deployment is NSG-per-subnet. When manually setting this configuration,
as described previously, you can choose either a newer NSG-per-subnet configuration or the older NSG-per-EPG configuration
beginning with Release 5.1(2). However, we recommend choosing the newer NSG-per-subnet configuration for several reasons:

• Using the NSG-per-subnet configuration reduces the number of NSGs in the VNet, and also reduces the number of rules for
deployments with a large number of subnets accessing common shared services. This provides for easier management, since all
of the rules can be checked in one NSG for a subnet, rather than for each NSG mapped to individual EPGs or ASGs.

• You must use the NSG-per-subnet configuration if you are configuring service EPGs. See the Cisco Cloud APIC for Azure User
Guide, Release 5.1(x) or later, in the Cisco Cloud APIC documentation library for more information.

See the Cisco CloudAPIC for Azure User Guide, Release 5.1(x) or later, in the Cisco CloudAPIC documentation library for instructions
on enabling or disabling the NSG-per-EPG or NSG-per-subnet configurations.

Guidelines and Limitations for ASGs and NSGs
Following are the guidelines and limitations for ASGs and NSGs.

• Guidelines and Limitations for Releases Prior to 5.1(2), on page 3

• Guidelines and Limitations for Release 5.1(2) or Later, on page 3

Guidelines and Limitations for Releases Prior to 5.1(2)

For releases prior to Release 5.1(2), support is only available for NSG-to-EPG mapping for Cloud APIC.

Guidelines and Limitations for Release 5.1(2) or Later

• Beginning with Release 5.1(2), support is also available for NSG-to-subnet mapping for Cloud APIC. However, you can have
either the newer NSG-per-subnet configuration or the NSG-per-EPG configuration, but not both in the same Cloud APIC system.
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• You can configure one NSG per subnet in a Cloud APIC-managed VNET. Having one NSG per a group of subnets is not
supported for Cloud APIC at this time.

• Passthrough devices, such as transparent firewall, will not have NSGs attached to their NICs. If there are multiple passthrough
devices sharing a subnet, the passthrough rules for each device will apply to all endpoints in the subnet.

Security Rules
The security rules for NSG differ, depending on whether they are rules for NSG-per-EPG configurations or for NSG-per-subnet
configurations. A major distinction on the processing of the security rules between the two types of configurations is the trigger for
installing and deleting the rules.

• NSG-Per-EPG Security Rules, on page 4

• NSG-Per-Subnet Security Rules, on page 4

NSG-Per-EPG Security Rules

• Once the EPGs and the contract are defined on the Cloud APIC, the NSG security rules that use ASGs as the source and destination
are always programmed, regardless of whether an endpoint for the ASG that is referenced in the NSG security rule is discovered
or not.

• For inter-VRF contracts:

• If either the consumer or the provider EPG uses an endpoint selector based on subnet, then the NSG security rules that have
the source or destination as the subnet from the EPG selector are always programmed, regardless of the discovery of an
endpoint.

• If the consumer or provider EPG does not use an endpoint selector based on subnet, then the NSG security rules using the
endpoint's IP address as the source and destination are programmed, depending on the discovery of an endpoint.

• The rules created for an inter-site contract, where a cloud external EPG (cloudExtEPg) is involved, also get pre-programmed
without the endpoint getting discovered.

NSG-Per-Subnet Security Rules

The NSG security rules for an EPG are not programmed in a subnet-based NSG until the EPG has at least one endpoint discovered
in that subnet.

Configuring Network Security Groups

Procedure

Step 1 In ACI Multi-Site Orchestrator, navigate to Application Management > Policies.

The Policies window appears.

Step 2 Click Add Policy, then choose Network Security Group Policy from the pull-down menu.

The Add Network Security Group Policy window appears.
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Step 3 Enter a name for the network security group policy.

If you enter a name that is being used already, you will get an error message. Enter a different, unused name for the
network security group to clear the error message.

Step 4 Determine the current setting for the Network Security Group at Subnet Level field.

• If you see a check in the box underneath the Network Security Group at Subnet Level field, that means that you
have the newer NSG-per-subnet configuration.

• If you do not see a check in the box underneath the Network Security Group at Subnet Level field (if the box is
empty), that means that you have the older NSG-per-EPG configuration.

Step 5 Determine if you want to change the setting for the Network Security Group at Subnet Level field or leave it as-is.

ActionExisting ConfigurationDesired Configuration

You are already set up with the
NSG-per-subnet configuration that you
want. You do not have to make any
changes.

You see a check in the box underneath the
Network Security Group at Subnet Level
field, then:

If you want to have the newer
NSG-per-subnet configuration, and:

You will have to change the setting in the
Network Security Group at Subnet Level
field. Go to Step 6, on page 5.

You do not see a check in the box
underneath the Network Security Group at
Subnet Level field, then:

You will have to change the setting in the
Network Security Group at Subnet Level
field. Go to Step 6, on page 5.

You see a check in the box underneath the
Network Security Group at Subnet Level
field, then:

If you want to have the older NSG-per-EPG
configuration, and:

You are already set up with the
NSG-per-EPG configuration that you want.
You do not have to make any changes.

You do not see a check in the box
underneath the Network Security Group at
Subnet Level field, then:

Step 6 Make the necessary changes in this window.

Changing the network security group setting will result in traffic loss. If you have to change the network security
group setting, we recommend that you make the change during a maintenance window.

Note

• If you want to have the newer NSG-per-subnet configuration and you do not see a check in the box underneath the
Network Security Group at Subnet Level field, click the box to add the checkmark to enable the newer NSG-per-subnet
configuration.

• If you want to have the older NSG-per-EPG configuration and you see a check in the box underneath the Network
Security Group at Subnet Level field, then click the box to remove the check mark. This allows you to disable the
newer NSG-per-subnet configuration, and to enable the older NSG-per-EPG configuration.

Note the following:

• Changing the setting from the newer NSG-per-subnet to the older NSG-per-EPG configuration is not
recommended. Disabling the NSG-per-subnet setting means losing support for service EPG configurations and
will result in traffic loss.
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• If you have a service EPG or a private link label configured, you will not be able to disable the NSG-per-subnet
configuration. You must disable the configured service EPG and/or a private link label before you can disable
the NSG-per-subnet configuration.

Step 7 Select the Azure sites that you want to have associated with this configuration.

Click the box next to Azure Sites to select or deselect all of the Azure sites in the list.

If you do not select any Azure sites in this area, you can still save this network security group policy and then return to
this policy at a later date to add the necessary Azure sites at that time.

Step 8 Click Save after you have made the necessary changes in the Add Network Security Group Policy window.

The Policies window appears again, with the new network security group policy listed.

• To edit a network security group policy, right-click on … in the far right area on the row for that network security
group policy and select Edit.

• To delete a network security group policy, right-click on … in the far right area on the row for that network security
group policy and select Delete, then click Yes in the confirmation window.

If there are Azure sites associated with the network security group policy, you will see an error saying that the policy
cannot be deleted because it is being used by one or more sites. Click on the link for the policy in that case, click
the box next to Azure Sites to deselect all of the Azure sites that are selected in the list for this policy, and then click
Save.

Trademarks
THE SPECIFICATIONS AND INFORMATION REGARDING THE PRODUCTS REFERENCED IN THIS DOCUMENTATION
ARE SUBJECT TO CHANGE WITHOUT NOTICE. EXCEPT AS MAY OTHERWISE BE AGREED BY CISCO IN WRITING,
ALL STATEMENTS, INFORMATION, AND RECOMMENDATIONS IN THIS DOCUMENTATION ARE PRESENTED
WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED.

The Cisco End User License Agreement and any supplemental license terms govern your use of any Cisco software, including this
product documentation, and are located at: http://www.cisco.com/go/softwareterms.Cisco product warranty information is available
at http://www.cisco.com/go/warranty. US Federal Communications Commission Notices are found here
http://www.cisco.com/c/en/us/products/us-fcc-notice.html.

IN NO EVENT SHALL CISCO OR ITS SUPPLIERS BE LIABLE FOR ANY INDIRECT, SPECIAL, CONSEQUENTIAL, OR
INCIDENTAL DAMAGES, INCLUDING, WITHOUT LIMITATION, LOST PROFITS OR LOSS OR DAMAGE TO DATA
ARISING OUT OF THE USE OR INABILITY TO USE THIS MANUAL, EVEN IF CISCO OR ITS SUPPLIERS HAVE BEEN
ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

Any products and features described herein as in development or available at a future date remain in varying stages of development
and will be offered on a when-and if-available basis. Any such product or feature roadmaps are subject to change at the sole discretion
of Cisco and Cisco will have no liability for delay in the delivery or failure to deliver any products or feature roadmap items that may
be set forth in this document.

Any Internet Protocol (IP) addresses and phone numbers used in this document are not intended to be actual addresses and phone
numbers. Any examples, command display output, network topology diagrams, and other figures included in the document are shown
for illustrative purposes only. Any use of actual IP addresses or phone numbers in illustrative content is unintentional and coincidental.
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The documentation set for this product strives to use bias-free language. For the purposes of this documentation set, bias-free is
defined as language that does not imply discrimination based on age, disability, gender, racial identity, ethnic identity, sexual
orientation, socioeconomic status, and intersectionality. Exceptions may be present in the documentation due to language that is
hardcoded in the user interfaces of the product software, language used based on RFP documentation, or language that is used by a
referenced third-party product.

Cisco and the Cisco logo are trademarks or registered trademarks of Cisco and/or its affiliates in the U.S. and other countries. To
view a list of Cisco trademarks, go to this URL: www.cisco.com go trademarks. Third-party trademarks mentioned are the property
of their respective owners. The use of the word partner does not imply a partnership relationship between Cisco and any other company.
(1721R)
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