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1 What's changed in this guide

Describes significant changes and new features in this guide for recent Cisco
APIC releases. Helps users identify updates and locate related documentation
for each feature or change.

Topics:

● What's changed in this guide

This chapter contains the following section:
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What's changed in this guide

Describes significant changes and new features introduced in recent releases of the guide. Provides users with a summary
of enhancements and documentation locations for quick reference and planning.

This topic summarizes major changes and new features in the guide for each release, including descriptions and
documentation references for user awareness and planning.

Feature changes by release
Table 1: New features and changed behavior in Cisco APIC release 6.2(3)

Where DocumentedDescriptionFeature or Change

ACI Border Gateways on page 214Support for local proxy ARP. Enable local proxy
ARP on a bridge domain to force Layer 2 traffic
within a subnet to be routed so that the fabric
applies security policies based on IP
addresses. Local proxy ARP can also be
extended to ACI border gateways for
one-fabric (VXLAN EVPN) deployments.

Bridge Domain–Level Local
Proxy ARP for Layer 3 Policy
Enforcement

TCP-AO for BGP on page 319This feature introduces support for the
SHA-256 algorithm for Border Gateway
Protocol (BGP) authentication. It supports for
TCP Authentication Option (TCP-AO for BGP
peers). Now, administrators can configure BGP
neighbors to use SHA-256 for enhanced
cryptographic security. It strengthens control
plane security by providing a more robust,
modern cryptographic alternative to legacy
MD5-based authentication.

SHA2 support in BGP
Neighborship within ACI

BGP Max Path and BGP Local Max ECMPThis enhancement enables more granular load
balancing and increases the effective capacity
for transit routing. By allowing up to 64
next-hops when redistributing local routes
(such as Static or OSPF) into MP-BGP, this
update improves traffic distribution efficiency
and fabric scalability in large-scale network
designs

BGP Local ECMP scale
increase to 64-way ECMP

Table 2: New Features and Changed Behavior in Cisco APIC Release 6.2(2)

Where DocumentedDescriptionFeature or Change

ACI Border Gateways on page 214Enables the deployment of route servers
between fabrics to optimize the BGP overlay
control plane, reducing the number of required
BGP sessions andminimizing the control-plane
route scale footprint.

Border Gateway Route
Server
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Where DocumentedDescriptionFeature or Change

ACI Border Gateways on page 214You can configure aggregated BUM (Broadcast,
Unknown Unicast, and Multicast) storm control
on ACI border gateways using a node-level
policy (BgwStormCtrlPol). This policy governs
all DCI links on the border gateway node and
overrides any existing interface-level storm
control configurations on DCI ports.

Aggregated BUM Storm
Control on ACI Border
Gateway

MPLS TTL Handling in SR-MPLS Handoff
on page 176

Create a SR-MPLS TTL Policy using the
GUI on page 189

Associate the Logical Node Profile with a
SR-MPLS TTL Policy on page 192

The SR MPLS switch would stamp a fixed TTL
(Time-to-Live) value of 32 in
MPLS-encapsulated packets.This behavior has
been updated in Release 6.2(2), the SR MPLS
switch now preserves the original IP packet's
TTL value and propagates it into the MPLS
encapsulation. This change aligns the SRMPLS
switch's behavior with standard MPLS TTL
processing.

SR MPLS switch is stamping
TTL value of 32 in the MPLS
encap packet

Bidirectional Forwarding Detection on
page 345

This release adds Bidirectional Forwarding
Detection (BFD) support for BGP prefix peers
on ACI BGP L3Outs. With this enhancement,
BFD can now be used with BGP prefix peers
so that ACI can scale to environments with
thousands of single-hop eBGP hosts, while still
providing rapid link and path failure detection.

BFD over BGP prefix

Table 3: New Features and Changed Behavior in Cisco APIC Release 6.2(1)

Where DocumentedDescriptionFeature or Change

BGPgraceful restart helper on page343The Graceful Restart Helper mode
deletes all stale routes after a specified
time period, which helps routers to
maintain routing stability by retaining
their forwarding state while the control
plane is being restarted. Graceful
Restart is crucial for maintaining
network reliability and performance
during maintenance activities.

BGP Graceful Restart Helper mode

ACI Border Gateways on page 214Interconnect ACI sites using the ACI
Border Gateway (BGW) path. This
release also adds support for
connectivity to VXLAN sites. If your
environment already uses ACI
multi-site inter connectivity with L3Out,
you can migrate to the ACI border
gateway interconnect.

Migrate multiple ACI fabrics with
existing L3Out connectivity to an ACI
border gateway
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Part I
Layer 3 Configuration
Topics:

● Cisco ACI Forwarding
● Prerequisites to configure layer 3

networks
● Common Pervasive Gateway
● IP aging
● Static Route on a Bridge Domain
● Dataplane IP Address Learning
● IPv6 Neighbor Discovery
● Microsoft NLB
● IGMP Snooping
● MLD Snooping
● Tenant Routed Multicast
● Multi-pod
● Remote Leaf Switches
● SR-MPLS Handoff
● ACI Border Gateways
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2 Cisco ACI Forwarding

describes how Cisco ACI forwards Layer 2 and Layer 3 traffic within the fabric
using VXLAN encapsulation, VTEPs, and Layer 3 VNIDs

Topics:

● ACI fabric optimizes modern data
center traffic flows

● VXLAN in ACI
● Layer 3 VNIDs facilitate transporting

inter-subnet tenant traffic
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ACI fabric optimizes modern data center traffic flows

Describes how the ACI architecture addresses traditional data center design limitations by supporting increased east-west
traffic demands and utilizing a spine-leaf topology to improve network efficiency.

The ACI architecture is a spine-leaf network design that optimizes modern data center traffic by decoupling Layer 2
domains from the underlying Layer 3 infrastructure using VXLAN.

● Supports increased east-west traffic demands driven by modern application designs.

● Provides a single switch abstraction for bridging and routing capabilities.

● Enables Layer 2 adjacency for virtual machine mobility and clustering software across the fabric.

Traffic Flow and Fabric Architecture

Traditional data center designs rely on north-south traffic patterns and Spanning Tree Protocol, which often results in
blocked links and suboptimal paths. The ACI fabric improves upon these designs through the following mechanisms:

● Encapsulation and policy application at the fabric entry point.

● Forwarding across the fabric through a spine switch with a maximum of two hops.

● Utilization of IS-IS and COOP for endpoint-to-endpoint communication.

● Implementation of MP-BGP for propagating routing information between software-defined networks and external
routers.

The following figure illustrates the ACI fabric architecture.

Figure 1: ACI Fabric

VXLAN in ACI

Explains how VXLAN is used in ACI to extend Layer 2 segments over Layer 3 infrastructure, enabling scalable, flexible,
and policy-driven data center networks.
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VXLAN in ACI is a protocol that extends Layer 2 segments over Layer 3 infrastructure, enabling the creation of scalable
and flexible overlay networks in data centers.

● All traffic in the ACI fabric is normalized as VXLAN packets, encapsulating external VLAN, VXLAN, and NVGRE packets.

● VXLAN enables isolated broadcast and failure bridge domains, reducing the risk of large failure domains.

● The VXLAN header includes policy attributes and a 24-bit VNID, supporting up to 16million unique Layer 2 segments.

VXLAN encapsulation and policy enforcement in ACI

VXLAN in ACI encapsulates various packet types and enforces policy attributes, allowing for distributed and consistent
policy enforcement across the fabric.

● Encapsulates external VLAN, VXLAN, and NVGRE packets into VXLAN packets at ingress.

● Supports isolated broadcast and failure bridge domains in the overlay.

● Decouples application policy EPG identity from forwarding, enabling flexible endpoint placement.

1. Ingress packets are encapsulated as VXLAN packets.

2. Policy attributes are carried in every packet for distributed enforcement.

3. Forwarding is not constrained by encapsulation type or overlay network.

● Layer 2 MAC address: Source and destination fields for efficient forwarding.

● Layer 3 IP address: Source and destination fields for scalable routing.

● VNID: 24-bit field for up to 16 million unique segments.

Table 4: VXLAN and Traditional VLAN Comparison

VLANVXLANAttributes

4096 segments (12-bit VLAN ID)16 million segments (24-bit VNID)Address Space

No, Layer 2 onlyYes, over Layer 3Overlay Capability

Note

VXLAN in Cisco ACI allows for scalable, policy-driven Layer 2 overlays across Layer 3 infrastructure, supporting large
multitenant data centers.

Figure 2: Cisco ACI Encapsulation Normalization
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Figure 3: Cisco ACI VXLAN Packet Format

Example: VXLAN Overlay in Cisco ACI

For example, an application endpoint host can be placed anywhere in the data center network, regardless of the Layer
3 boundary, and still maintain Layer 2 adjacency through the VXLAN overlay network in Cisco ACI.

Layer 3 VNIDs facilitate transporting inter-subnet tenant traffic

Explains how Layer 3 VNIDs in the ACI fabric enable efficient routing and transport of inter-subnet tenant traffic by
decoupling endpoint identity from location and leveraging VXLAN encapsulation.

Layer 3 VNIDs are identifiers assigned to each tenant VRF in the ACI fabric that enable routing and transport of inter-subnet
tenant traffic across the fabric.

● Each tenant receives a single L3 VNID, which is used to route traffic between subnets within the tenant.

● The ACI fabric provides a distributed virtual default gateway, sharing the same IP and MAC address across all ingress
interfaces for a tenant subnet.

● VXLAN encapsulation and VTEP devices decouple endpoint identity from location, allowing efficient forwarding and
routing without spanning-tree protocol.

How Layer 3 VNIDs Enable Inter-subnet Routing in ACI

The Cisco ACI fabric provides tenant default gateway functionality that routes between VXLAN networks. For each tenant,
the fabric provides a virtual default gateway that spans all of the leaf switches assigned to the tenant. This gateway
operates at the ingress interface of the first leaf switch connected to the endpoint, and all ingress interfaces share the
same router IP and MAC address for a given tenant subnet.

The Cisco ACI fabric decouples the tenant endpoint address (its identifier) from the location of the endpoint, which is
defined by its VXLAN tunnel endpoint (VTEP) address. Forwarding within the fabric is performed between VTEPs.
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● Each VTEP has a switch interface on the local LAN segment for local endpoint communication through bridging.

● Each VTEP has an IP interface to the transport IP network, with a unique IP address identifying the VTEP device on
the infrastructure VLAN.

The VTEP device uses its IP interface to encapsulate Ethernet frames and transmit them to the transport network. It also
discovers remote VTEPs and learns remote MAC Address-to-VTEP mappings through its IP interface.

The VTEP in Cisco ACI maps the internal tenant MAC or IP address to a location using a distributed mapping database.
After a lookup, the VTEP sends the original data packet encapsulated in VXLAN to the destination VTEP. The destination
leaf switch de-encapsulates the packet and delivers it to the receiving host. This model enables a full mesh, single hop,
loop-free topology without the need for spanning-tree protocol.

The VXLAN segments are independent of the underlying network topology, and the underlying IP network between VTEPs
is independent of the VXLAN overlay. Routing is based on the outer IP address header, with the initiating VTEP as the
source and the terminating VTEP as the destination.

For each tenant VRF, ACI assigns a single L3 VNID. Traffic is transported across the fabric according to the L3 VNID, and
at the egress leaf switch, ACI routes the packet from the L3 VNID to the VNID of the egress subnet.

Traffic arriving at the fabric ingress and sent to the ACI default gateway is routed into the Layer 3 VNID, providing efficient
forwarding for intra-tenant routed traffic. For example, traffic between two VMs in the same tenant but on different subnets
only needs to reach the ingress switch interface before being routed to the correct destination.

To distribute external routes within the fabric, ACI route reflectors usemultiprotocol BGP (MP-BGP). The fabric administrator
provides the autonomous system (AS) number and specifies the spine switches that become route reflectors.

Note

Cisco ACI does not support IP fragmentation. Therefore, when you configure Layer 3 Outside (L3Out) connections to
external routers, or Multi-Pod connections through an Inter-Pod Network (IPN), it is recommended that the interface
MTU is set appropriately on both ends of a link.

IGP Protocol Packets (EIGRP, OSPFv3) are constructed by components based on the Interface MTU size. In Cisco ACI
, if the CPU MTU size is less than the Interface MTU size and if the constructed packet size is greater than the CPU
MTU, then the packet is dropped by the kernel, especially in IPv6. To avoid such control packet drops always configure
the same MTU values on both the control plane and on the interface.

On some platforms, such as Cisco ACI , Cisco NX-OS, and Cisco IOS, the configurable MTU value does not take into
account the Ethernet headers (matching IP MTU, and excluding the 14-18 Ethernet header size), while other platforms,
such as IOS-XR, include the Ethernet header in the configured MTU value. A configured value of 9000 results in a max
IP packet size of 9000 bytes in Cisco ACI , Cisco NX-OS, and Cisco IOS, but results in a max IP packet size of 8986
bytes for an IOS-XR untagged interface.

For the appropriate MTU values for each platform, see the relevant configuration guides.

We highly recommend that you test the MTU using CLI-based commands. For example, on the Cisco NX-OS CLI, use
a command such as ping 1.1.1.1 df-bit packet-size 9000 source-interface ethernet 1/1.

Figure 4: ACI Decouples Identity and Location
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Figure 5: Layer 3 VNIDs Transport ACI Inter-subnet Tenant Traffic
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3 Prerequisites to configure layer 3 networks

Describes the prerequisites for configuring Layer 3 networks in Cisco ACI,
including required fabric components, policies, and bridge domain settings.

Topics:

● Layer 3 Prerequisites
This chapter contains the following sections:
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Layer 3 Prerequisites

Establishes the necessary fabric and network configurations required before deploying Layer 3 networks within the ACI
environment.

Before you begin

Before you begin to perform the tasks in this guide, complete the following:

● Ensure that the ACI fabric and the APIC controllers are online, and the APIC cluster is formed and healthy—For more
information, see Cisco APIC Getting Started Guide, Release 2.x.

● Ensure that fabric administrator accounts for the administrators that will configure Layer 3 networks are available—For
instructions, see the User Access, Authentication, and Accounting and Management chapters in Cisco APIC Basic
Configuration Guide.

● Ensure that the target leaf and spine switches (with the necessary interfaces) are available—For more information,
see Cisco APIC Getting Started Guide, Release 2.x.

● For information about installing and registering virtual switches, see Cisco ACI Virtualization Guide.

● Configure the tenants, bridge domains, VRFs, and EPGs (with application profiles and contracts) that will consume
the Layer 3 networks—For instructions, see the Basic User Tenant Configuration chapter in Cisco APIC Basic
Configuration Guide.

● Configure NTP, DNS Service, and DHCP Relay policies—For instructions, see the Provisioning Core ACI Fabric Services
chapter in Cisco APIC Basic Configuration Guide, Release 2.x.

Note

If you install 1 Gigabit Ethernet (GE) or 10GE links between the leaf and spine switches in the fabric, there is risk of
packets being dropped instead of forwarded, because of inadequate bandwidth. To avoid the risk, use 40GE or 100GE
links between the leaf and spine switches.

Bridge Domain Configurations

Describes the Layer 3 configuration parameters available within the bridge domain panel. These settings enable
administrators to manage unicast routing, subnet addressing, and IP learning behavior for improved traffic control.

The Layer 3 Configurations tab of the bridge domain panel allows the administrator to configure the following parameters:

● Unicast Routing : If this setting is enabled and a subnet address is configured, the fabric provides the default
gateway function and routes the traffic. Enabling unicast routing also instructs the mapping database to learn the
endpoint IP-to-VTEPmapping for this bridge domain. The IP learning is not dependent upon having a subnet configured
under the bridge domain.

● Subnet Address : This option configures the SVI IP addresses (default gateway) for the bridge domain.

● Limit IP Learning to Subnet : This option is similar to a unicast reverse-forwarding-path check. If this option is
selected, the fabric will not learn IP addresses from a subnet other than the one configured on the bridge domain.
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Caution

Enabling Limit IP Learning to Subnet is disruptive to the traffic in the bridge domain.
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4 Common Pervasive Gateway

Describes the deprecated Common Pervasive Gateway feature, including
deployment considerations and GUI configuration for sharing an IPv4 gateway
between Cisco ACI fabrics

Topics:

● Common pervasive gateway overview
● Configure common pervasive gateway

using the GUI This chapter contains the following sections:
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Common pervasive gateway overview

Describes the Common Pervasive Gateway feature, which enables host mobility across ACI fabrics by allowing virtual
machines to retain IP addresses during migration. This feature is currently deprecated in favor of ACI Multi-Site.

The Common Pervasive Gateway is a legacy feature that allows two ACI fabrics to be configured with an IPv4 common
gateway on a per bridge domain basis.

● Enables VM or host mobility across fabrics while retaining IP addresses.

● Supports automatic VM host moves via hypervisors.

● Functions across co-located or multi-site deployments using local or bridged Layer 2 connections.

Deployment Considerations and Topology

Warning

The Common Pervasive Gateway feature is deprecated and not actively maintained. Cisco highly recommends deploying
Multi-Site instead of interconnecting multiple individual ACI fabrics through leaf switches. This feature is not supported
for new topologies due to lack of validation for features such as L3 multicast.

Important

Depending upon the topology used to interconnect two Cisco ACI fabrics, it is required that the interconnecting devices
filter out the traffic source with the Virtual MAC address of the gateway switch virtual interface (SVI).

The following figure illustrates the basic common pervasive gateway topology.

Figure 6: Common Pervasive Gateway Topology

Configuration Example

This example shows how to configure Common Pervasive Gateway for IPv4 when using the Cisco APIC .
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Configure common pervasive gateway using the GUI

Configures a common pervasive gateway for bridge domains across multiple fabrics using the GUI. This process ensures
consistent virtual MAC and IP address settings for inter-fabric communication.

Before you begin

● The tenant and VRF are created.

● The bridge domain virtual MAC address and the subnet virtual IP address must be the same across all Cisco Application
Centric Infrastructure ( ACI ) fabrics for that bridge domain. Multiple bridge domains can be configured to communicate
across connected Cisco ACI fabrics. The virtual MAC address and the virtual IP address can be shared across bridge
domains.

● The Bridge domain that is configured to communicate across Cisco ACI fabrics must be in flood mode.

● Only one EPG from a bridge domain, if the bridge domain has multiple EPGs, should be configured on a border leaf
switch on the port which is connected to the second fabric.

● Do not connect hosts directly to an inter-connected Layer 2 network that enables a pervasive common gateway
among the two Cisco ACI fabrics.

Procedure

1. On the menu bar, click Tenants .
2. In the Navigation pane, expand the Tenant_name > Networking > Bridge Domains .
3. Right-click Bridge Domains , and click Create Bridge Domain .
4. In the Create Bridge Domain dialog box, perform the required actions to choose the appropriate attributes:

a) In the Main tab, in the Name field, enter a name for the bridge domain, and choose the desired values for the
remaining fields.

b) In the L3 configurations tab, expand Subnets , and in the Create Subnets dialog box, in the Gateway
IP field, enter the IP address.

For example, 192.0.2.1/24.

c) In the Treat as virtual IP address field, check the check box.
d) In the Make this IP address primary field, check the check box to specify this IP address for DHCP relay.

Checking this check box affects DHCP relay only.

e) Click Ok , then click Next to advance to the Advanced/Troubleshooting tab, then click Finish .

5. Double click the Bridge Domain that you just created in the Work pane, and perform the following action:
a) Click the Policy tab, then click the L3 Configurations subtab.
b) ExpandSubnets again, and in theCreate Subnets dialog box, to create the physical IP address in theGateway

IP field, use the same subnet which is configured as the virtual IP address.

For example, if you used 192.0.2.1/24 for the virtual IP address, youmight use 192.0.2.2/24 here for the physical
IP address.
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Note

The physical IP address must be unique across the Cisco ACI fabric.

c) Click Submit to complete the configuration in the Create Subnet window.

6. In the L3 Configurations tab for the same bridge domain that you just created, click the Virtual MAC Address
field, and change Not Configured to the appropriate value, then click Submit .

Note

The default bridge domain MAC address values are the same for all Cisco ACI fabrics; this configuration requires
the bridge domain MAC values to be unique for each Cisco ACI fabric.

Confirm that the bridge domain MAC (pMAC) values for each fabric are unique.

Note

This step essentially ties the virtual MAC address that you enter in this field with the virtual IP address that you
entered in the previous step. If you were to delete the virtual MAC address at some point in the future, you should
also remove the check from the Treat as virtual IP address field for the IP address that you entered in the
previous step.

7. To create an L2Out EPG to extend the bridge domain to another fabric, in the Navigation pane, right-click L2Outs ,
click Create L2Out , and perform the following actions:
a) In the Name field, enter a name for the bridged outside.
b) In the Bridge Domain field, select the bridge domain already previously created.
c) In the Encap field, enter the VLAN encapsulation to match the other fabric l2out encapsulation.
d) In the Path Type field, select Port , PC , or VPC to deploy the EPG and click Next .
e) To create an External EPG network click in the Name field, enter a name for the network and you can specify the

QoS class and click Finish to complete Common Pervasive configuration.
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5 IP aging

Describes the IP aging policy, which identifies and ages out inactive endpoint IP
addresses, and explains how to configure the policy using the GUI.

Topics:

● IP aging policy
This chapter contains the following sections:

● Configure the IP aging policy using
the GUI
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IP aging policy

Describes the IP aging policy mechanism that tracks and removes unused IP addresses on an endpoint. This policy ensures
efficient address management by monitoring ARP and neighbor solicitation responses within bridge domains.

The IP aging policy is a network management feature that identifies and ages out inactive IP addresses on an endpoint.

● Tracks unused IP addresses using endpoint retention policies.

● Sends ARP requests for IPv4 and neighbor solicitations for IPv6 at 75% of the local endpoint aging interval.

● Ages out IP addresses when no response is received from the endpoint.

Configure the IP aging policy using the GUI

Enables or disables the IP aging policy to manage endpoint tracking within the system settings. This procedure allows
administrators to toggle the administrative state of the IP aging feature.

This section explains how to enable and disable the IP aging policy.

Procedure

1. From the menu bar, click the System tab.
2. From the submenu bar, click System Settings .
3. In the navigation pane, click Endpoint Controls .
4. In the work pane, click Ip Aging .

The IP Aging Policy appears with the Administrative State Disabled button selected.

5. From the Administrative State , click one of the following options:

● Enabled —Enables IP aging

● Disabled —Disables IP aging

What to do next

To specify the interval used for tracking IP addresses on endpoints, create an End Point Retention policy by navigating
to Tenants > tenant-name > Policies > Protocol , right-click End Point Retention , and choose Create
End Point Retention Policy .
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6 Static Route on a Bridge Domain

Describes how static routes in pervasive bridge domains provide reachability to
IP addresses outside the bridge domain and explains how to configure them
using the GUI

Topics:

● About Static Routes in Bridge
Domains

This chapter contains the following sections:
● Configuring a Static Route on a Bridge

Domain Using the GUI
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About Static Routes in Bridge Domains

Describes the configuration of static routes in pervasive bridge domains to enable endpoint reachability for IP addresses
not directly connected to the fabric. This feature supports virtual services behind firewalls using regular EPGs.

A static route in a pervasive bridge domain is a configuration that enables endpoint reachability to IP addresses that are
not directly connected to the bridge domain.

● Enables connectivity to virtual services behind firewalls.

● Deploys to leaf switches using the bridge domain and those with associated contracts.

● Supports configuration via GUI, NX-OS Style CLI, and REST API.

Guidelines and Limitations for Static Routes

● The subnet mask must be /32 (/128 for IPv6) pointing to one IP address out of the fabric.

● Do not add routes within bridge domain subnets that are already defined.

● The next hop must be inside the same bridge domain that this EPG is associated with.

● The feature is supported on Cisco Nexus 9000 series switches with names that end in EX, and later.

● The endpoint reachability feature is not supported for remote leafs.

Configuring a Static Route on a Bridge Domain Using the GUI

Configures a static route on a bridge domain by defining an endpoint behind an EPG subnet within the GUI. This process
ensures proper traffic routing for pervasive bridge domains.

● When creating the subnet for the static route, it is configured under the EPG (fvSubnet object under fvAEPg), associated
with the pervasive BD (fvBD), not the BD itself.

● The subnet mask must be /32 (/128 for IPv6) pointing to one IP address or one endpoint. It is contained in the EPG
associated with the pervasive BD.

Before you begin

Create the tenant, VRF, BD, and EPG.

Procedure

1. On the menu bar, click Tenants > tenant-name .
2. In the Navigation pane, expand Application Profiles and click the application profile name.
3. Click Application EPGs and expand the EPG for the static route.
4. ExpandSubnets , right-click the subnet for the static route, and chooseCreate Endpoints Behind EPG Subnet

.
5. Enter the NextHop IP Address for the endpoint and click Update .
6. Click Submit .
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7 Dataplane IP Address Learning

Describes how static routes in pervasive bridge domains provide reachability to
IP addresses outside the bridge domain and explains how to configure them
using the GUI

Topics:

● Overview of dataplane IP address
learning

This chapter contains the following sections:
● Guidelines and limitations for

dataplane IP address learning
● Feature interaction for dataplane IP

address learning being disabled
● Configure dataplane IP address

learning per VRF instance using the
GUI

● Configure dataplane IP address
learning per endpoint using the GUI

● Configure dataplane IP address
learning per subnet using the GUI
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Overview of dataplane IP address learning

Describes how the ACI fabric learns endpoint IP addresses through the dataplane and provides granular control of address
learning within VRF instances.

Dataplane IP address learning enables the ACI fabric to learn IP addresses directly through the dataplane.

● Operates independently of standard methods such as ARP, GARP, and ND.

● Applies to IP addressing within VRF instances.

● Is enabled by default across the fabric.

Dataplane IP address learning configuration

You can manage dataplane IP address learning at the VRF instance level using the APIC GUI.

Beginning with Cisco APIC release 5.2(1), the following granular controls are available:

● Disable dataplane IP address learning for specific endpoints.

● Disable dataplane IP address learning for specific subnets.

Guidelines and limitations for dataplane IP address learning

Describes the operational guidelines and functional limitations for dataplane IP address learning across VRF instances,
bridge domains, and EPG subnets. These constraints ensure proper endpoint management and traffic policy enforcement
within the network fabric.

This topic provides essential configuration guidelines and behavioral limitations for managing dataplane IP address learning
at the VRF, bridge domain, and EPG levels.

Guidelines for dataplane IP address learning

The following guidelines and limitations apply to dataplane IP address learning per VRF instance, bridge domain subnet,
and EPG subnet:

● When dataplane IP address learning is disabled, all the remote IP address entries in the tenant VRF instance are
removed. The local IP entries are aged out and, subsequently, will not be re-learned through the dataplane, but can
still be learned from the control plane.

● When dataplane IP address learning is disabled, already learned local IP endpoints are retained and require control
plane refreshes (ARP) to be kept alive (assuming IP aging is also enabled). Dataplane Layer 3 traffic will not keep IP
endpoints alive.

● For EPG-to-EPG intra-VRF instance Layer 3 traffic, the policy is always applied on the egress leaf switch because
the ingress leaf switch cannot resolve the destination class. The remote IP address is not learned.

● For EPG-to-EPG intra-VRF instance Layer 2 traffic, the policy can be applied on the ingress leaf switch because the
switch can still learn the remote MAC address, but not the remote IP address.

● When dataplane IP address learning is enabled for an endpoint or subnet, a dataplane IP address is not learned using
an endpoint-to-endpoint ARP request that does not reach a CPU. However, an ARP request to a bridge domain SVI
gateway is still learned.

● When dataplane IP address learning is enabled for a VRF instance, local and remote MAC addresses are learned
using an endpoint-to-endpoint ARP request.
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Disabling dataplane IP address learning per endpoint or subnet

The following guidelines and limitations apply to disabling dataplane IP address learning per endpoint or subnet:

● If there is communication between endpoints in the same bridge domain, the L2 unknown Unicast property must
be set to Flood on the bridge domain. ARP flooding must also be enabled. Otherwise, ARP between endpoints in
the same bridge domain does not work because the local MAC address and remote MAC address are not learned
through an endpoint-to-endpoint ARP request.

● Instead of flushing, the local IP address is converted to the dp-lrn-dis (dataplane learn disabled) state.

● You cannot have endpoint dataplane IP address learning enabled when the subnet for an endpoint is configured with
dataplane IP address learning disabled. For example, you cannot have a bridge domain with subnet 100.10.0.1/24
with learning disabled and an EPG with 100.10.0.100/32 with learning enabled.

● When dataplane IP address learning is disabled for an endpoint or subnet, the switch will not learn/refresh Layer 2
MAC addresses from routed Layer 3 data traffic. Layer 2 MAC addresses will only be learned from Layer 2 data traffic
or ARP packets.

● When dataplane IP address learning is disabled for an endpoint or subnet, an IP address learn or move triggered from
a GARP packet is only possible with the ARP flood mode along with GARP-based endpoint move detection enabled.

● When the EPG is participating in the Multi-Site via Nexus Dashboard Orchestrator (NDO) such that the EPG is stretched
or a shadow is created on the other sites, it is not supported to disable this option.

Feature interaction for dataplane IP address learning being disabled

Describes how disabling dataplane IP address learning affects the behavior of other network features. This information
helps administrators understand potential impacts on traffic flow and endpoint tracking.

This reference details the functional interactions between disabling dataplane IP address learning and features such as
Anycast, Rogue Endpoint Detection, and Layer 4 to Layer 7 services.

The following list outlines the behavior of specific features when dataplane IP address learning is enabled or disabled:

● Anycast: When enabled, local anycast IP addresses are learned from both data and control planes. When disabled,
local anycast IP addresses are aged out but remain learnable through the control plane and host tracking; remote IP
addresses are not learned in anycast regardless of configuration.

● Rogue Endpoint Detection:When enabled, rogue IP addresses are generated andmoves are detected.When disabled,
remote IP addresses are flushed, rogue IP addresses are aged out, and rogue detection on local moves is inactive;
only control traffic moves are detected.

● Layer 4 to Layer 7 services virtual IP (VIP) address: When enabled, the VIP address functions as expected with learning
occurring only through the control plane. When disabled, remote IP addresses for the VIP are cleared, requiring
spine-proxy look-ups or glean-based learning through the control plane.

Configure dataplane IP address learning per VRF instance using the GUI

Configures dataplane IP address learning settings for a specific VRF instance. This procedure allows administrators to
enable or disable the learning process within the tenant networking configuration.

This section explains how to disable dataplane IP address learning per VRF instance.

The following procedure assumes that you have already configured a tenant and VRF instance.
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Procedure

1. Navigate to Tenants > tenant_name > Networking > VRFs > vrf_name .
2. On the VRF - vrf_name work pane, click the Policy tab.
3. Scroll to the bottom of the Policy work pane and locate IP Data-plane Learning .
4. Click one of the following:

● Disabled : Disables dataplane IP address learning on the VRF instance.
● Enabled : Enables dataplane IP address learning on the VRF instance.

5. Click Submit .

Configure dataplane IP address learning per endpoint using the GUI

Enables or disables dataplane IP address learning for an endpoint of the chosen endpoint group. This configuration is
available only when the EPG subnet IP address has a mask of /32 for an IPv4 address or /128 for an IPv6 address.

Dataplane IP address learning is enabled by default.

Procedure

1. On the menu bar, choose Tenants > All Tenants .
2. In the Work pane, double-click the tenant's name.
3. If you are modifying an existing subnet, perform the following substeps:

a) In the Navigation pane, choose Tenant tenant_name > Application Profiles > app_profile_name >
Application EPGs > app_epg_name > Subnets > subnet_address .

The chosen subnet must meet the following requirements:

● The Default Gateway IP field must have a mask of /32 for an IPv4 address or /128 for an IPv6 address.

● There must be a check in the No Default SVI Gateway checkbox.

● The Type Behind Subnet must be None or Anycast MAC .

b) In the Work pane, for the IP Data-plane Learning toggle, choose Enable or Disable , as desired.

4. If you are creating a new subnet, perform the following substeps:
a) In the Navigation pane, choose Tenant tenant_name > Application Profiles > app_profile_name >

Application EPGs > app_epg_name > Subnets .
b) Right click Subnets and choose Create EPG Subnet .
c) For the Default Gateway IP field, you must specify a mask of /32 for an IPv4 address or /128 for an IPv6

address.
d) Put a check in the No Default SVI Gateway checkbox.
e) For the Type Behind Subnet buttons, choose None or Anycast MAC .
f) For the IP Data-plane Learning toggle, choose Enable or Disable , as desired.
g) Fill out the remaining fields as necessary.

5. Click Submit .
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Configure dataplane IP address learning per subnet using the GUI

Configures dataplane IP address learning for a specific subnet within the GUI. This feature is enabled by default for all
subnets.

The following procedure enables or disables dataplane IP address learning for a subnet.

Procedure

1. On the menu bar, choose Tenants > All Tenants .
2. In the Work pane, double-click the tenant's name.
3. If you are modifying an existing subnet, perform the following substeps:

a) In the Navigation pane, choose Tenant tenant_name > Networking > Bridge Domains >
bridge_domain_name > Subnets > subnet_address .

If you want to disable dataplane IP address learning, there must not be a check in theNo Default SVI Gateway
checkbox.

b) In the Work pane, for the IP Data-plane Learning toggle, choose Enable or Disable , as desired.

This enables or disables IP address dataplane learning for the subnet.

4. If you are creating a new subnet, perform the following substeps:
a) In the Navigation pane, choose Tenant tenant_name > Networking > Bridge Domains >

bridge_domain_name > Subnets .
b) Right click Subnets and choose Create Subnet .
c) For the Default Gateway IP field, enter the IP address and mask.
d) If you want to disable dataplane IP address learning, do not put a check in the No Default SVI Gateway

checkbox.
e) For the IP Data-plane Learning toggle, choose Enable or Disable , as desired.

This enables or disables IP address dataplane learning for the subnet.

f) Fill out the remaining fields as necessary.

5. Click Submit .
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8 IPv6 Neighbor Discovery

Describes IPv6 Neighbor Discovery in Cisco ACI and explains how to configure
ND policies, router advertisements, and duplicate address detection on bridge
domains and Layer 3 interfaces

Topics:

● Neighbor discovery
● Configure IPv6 neighbor discovery on

a bridge domain This chapter contains the following sections:

● Configure IPv6 neighbor discovery on
a layer 3 interface

● Configure IPv6 neighbor discovery
duplicate address detection
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Neighbor discovery

Facilitates IPv6 address auto-configuration, node discovery, and reachability maintenance within the ACI fabric. This
protocol ensures efficient communication and network management across various Layer 3 interfaces.

The IPv6 Neighbor Discovery (ND) protocol is a network management mechanism that performs the following functions:

● Address auto-configuration of nodes and discovery of other nodes on the link.

● Determination of link-layer addresses, duplicate address detection, and finding available routers and DNS servers.

● Address prefix discovery and maintenance of reachability information for active neighbor nodes.

Neighbor Discovery Support and Configuration

The ACI fabric supports ND-specific Neighbor Solicitation or Neighbor Advertisement (NS or NA) and Router Solicitation
or Router Advertisement (RS or RA) packet types on all Layer 3 interfaces. ACI bridge domain ND operates exclusively
in flood mode.

The ACI fabric ND support includes the following components:

● Interface policies ( nd:IfPol ) that control ND timers and behavior for NS/NA messages.

● ND prefix policies ( nd:PfxPol ) that control RA messages.

● Configuration of IPv6 subnets for ND (fv:Subnet).

● ND interface policies for external networks.

Configuration options include the following:

● Adjacencies: Includes configurable static adjacencies and dynamic adjacencies learned via NS/NA packet exchange.

● Per Interface: Provides control of ND packets (NS/NA) such as Neighbor Solicitation Interval and Retry count, and
control of RA packets including RA suppression and interval settings.

● Per Prefix: Controls parameters such as lifetime, preferred lifetime, and prefix configuration.

● Neighbor Discovery Duplicate Address Detection (DAD).

Configure IPv6 neighbor discovery on a bridge domain

Create the tenant, VRF, and bridge domain with IPv6 neighbor discovery on the bridge domain
using the GUI

Configures a tenant, a VRF, and a bridge domain with IPv6 neighbor discovery interface and prefix policies. This procedure
enables the deployment of custom neighbor discovery policies for subnets and interfaces within the APIC environment.

This task shows how to create a tenant, a VRF, and a bridge domain (BD) within which two different types of Neighbor
Discovery (ND) policies are created. They are ND interface policy and ND prefix policy. While ND interface policies are
deployed under BDs, ND prefix policies are deployed for individual subnets. Each BD can have its own ND interface policy.
The ND interface policy is deployed on all IPv6 interfaces by default. In APIC, there is already an ND interface default
policy available to use. If desired, you can create a custom ND interface policy to use instead. The ND prefix policy is on
a subnet level. Every BD can have multiple subnets, and each subnet can have a different ND prefix policy.
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Procedure

1. On the menu bar, click Tenant > Add Tenant .
2. In the Create Tenant dialog box, perform the following tasks:

a) In the Name field, enter a name.
b) Click the Security Domains + icon to open the Create Security Domain dialog box.
c) In the Name field, enter a name for the security domain. Click Submit .
d) In the Create Tenant dialog box, check the check box for the security domain that you created, and click

Submit .

3. In the Navigation pane, expand Tenant-name > Networking .
4. In the Work pane, drag the VRF icon to the canvas to open the Create VRF dialog box, and perform the following

actions:
a) In the Name field, enter a name.
b) Click Submit to complete the VRF configuration.

5. In the Networking area, drag the Bridge Domain icon to the canvas while connecting it to the VRF icon. In the
Create Bridge Domain dialog box that displays, perform the following actions:
a) In the Name field, enter a name.
b) Click the L3 Configurations tab, and expand Subnets to open the Create Subnet dialog box, enter the

subnet mask in the Gateway IP field.

6. In the Subnet Control field, ensure that the ND RA Prefix check box is checked.
7. In the ND Prefix policy field drop-down list, click Create ND RA Prefix Policy .

Note

There is already a default policy available that will be deployed on all IPv6 interfaces. Alternatively, you can create
an ND prefix policy to use as shown in this example. By default, the IPv6 gateway subnets are advertised as ND
prefixes in the ND RAmessages. A user can choose to not advertise the subnet in ND RAmessages by un-checking
the ND RA prefix check box.

8. In the Create ND RA Prefix Policy dialog box, perform the following actions:
a) In the Name field, enter the name for the prefix policy.

Note

For a given subnet there can only be one prefix policy. It is possible for each subnet to have a different prefix
policy, although subnets can use a common prefix policy.

b) In the Controller State field, check the desired check boxes.
c) In the Valid Prefix Lifetime field, choose the desired value for how long you want the prefix to be valid.
d) In the Preferred Prefix Lifetime field, choose a desired value. Click OK .
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Note

An ND prefix policy is created and attached to the specific subnet.

9. In the ND policy field drop-down list, click Create ND Interface Policy and perform the following tasks:
a) In the Name field, enter a name for the policy.
b) Click Submit .

10. Click OK to complete the bridge domain configuration.

Similarly you can create additional subnets with different prefix policies as required.

A subnet with an IPv6 address is created under the BD and an ND prefix policy has been associated with it.

Configure IPv6 neighbor discovery on a layer 3 interface

Guidelines and limitations

Describes the operational constraints and requirements for Neighbor Discovery Router Advertisement prefixes on Layer
3 interfaces. These guidelines ensure correct configuration and protocol behavior within the network environment.

Neighbor Discovery Router Advertisement (ND RA) prefixes are specific configurations for Layer 3 interfaces that manage
IPv6 address advertisement and adjacency.

● ND RA configuration applies exclusively to IPv6 prefixes.

● Neighbor Discovery policy configuration on IPv4 prefixes is not supported and will fail.

Operational guidelines for ND RA prefixes

The following guidelines apply to the use of ND RA prefixes on Layer 3 interfaces:

● An ND RA configuration applies only to IPv6 Prefixes. Any attempt to configure a Neighbor Discovery policy on IPv4
prefixes will fail to be applied.

Configure an IPv6 neighbor discovery interface policy with RA on a layer 3 interface using the GUI

Configures an IPv6 neighbor discovery interface policy with router advertisement on a Layer 3 interface. This procedure
enables the interface for auto configuration using the GUI.

Before you begin

● The tenant, VRF, BD are created.

● The L3Out is created under External Routed Networks.
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Note

The steps here show how to associate an IPv6 neighbor discovery interface policy with a Layer 3 interface. The specific
example shows how to configure using the non-VPC interface.

Procedure

1. In the Navigation pane, navigate to the appropriate external routed network under the appropriate Tenant.
2. Under L3Outs , expand > Logical Node Profiles > Logical Node Profile_name > Logical Interface

Profiles .
3. Double-click the appropriate Logical Interface Profile , and in the Work pane, click Policy > Routed

Interfaces .

Note

If you do not have a Logical Interface Profile created, you can create a profile here.

4. In the Routed Interface dialog box, perform the following actions:
a) In the ND RA Prefix field, check the check box to enable ND RA prefix for the interface.

When enabled, the routed interface is available for auto configuration.

Also, the ND RA Prefix Policy field is displayed.

b) In the ND RA Prefix Policy field, from the drop-down list, choose the appropriate policy.
c) Choose other values on the screen as desired. Click Submit .

Note

When you configure using a VPC interface, you must enable the ND RA prefix for both side A and side B
as both are members in the VPC configuration . In theWork Pane, in the Logical Interface Profile screen,
click the SVI tab. Under Properties , check the check boxes to enable the ND RA Prefix for both Side A and
Side B. Choose the identical ND RA Prefix Policy for Side A and Side B.

Configure IPv6 neighbor discovery duplicate address detection

About neighbor discovery duplicate address detection

Describes the Duplicate Address Detection process used by Neighbor Discovery to identify address conflicts within a
network. This feature ensures proper IPv6 address management on ACI fabric leaf layer 3 interfaces while allowing for
specific configuration overrides to support border leaf redundancy.
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Duplicate Address Detection (DAD) is a process used by Neighbor Discovery to detect duplicated addresses in the network.

● Enabled by default for link-local and global-subnet IPv6 addresses on ACI fabric leaf layer 3 interfaces.

● Configurable via REST API or GUI to disable the process for specific IPv6 global-subnets.

DAD configuration and redundancy

Configure the ipv6Dad="disabled" setting when the same shared secondary address is required across L3Outs on
different border leaf switches to provide redundancy. Disabling the DAD process prevents the system from incorrectly
identifying shared secondary addresses on multiple border leaf switches as duplicates, which would otherwise cause the
address to enter a DUPLICATE DAD state and become unusable.

Configure neighbor discovery duplicate address detection using the GUI

This topic describes disabling neighbor discovery Duplicate Address Detection for a subnet using the GUI, including
interface navigation, DAD parameter configuration, and verifying settings on the leaf switch.

Use the procedures in this section to disable the Neighbor Discovery Duplicate Address Detection process for a subnet.

Procedure

1. Navigate to the appropriate page to access the DAD field for that interface. For example:
a) Navigate to Tenants > Tenant > Networking > L3Outs > L3Out > Logical Node Profiles > node

> Logical Interface Profiles , then select the interface that you want to configure.
b) Click on Routed Sub-interfaces or SVI , then click on the Create (+) button to configure that interface.

2. For this interface, make the following settings for the DAD entries:

● For the primary address, set the value for the DAD entry to enabled .

● For the shared secondary address, set the value for the DAD entry to disabled . Note that if the secondary address
is not shared across border leaf switches, then you do not need to disable the DAD for that address.

Example
For example, if you were configuring this setting for the SVI interface, you would:

● Set the Side A IPv6 DAD to enabled .

● Set the Side B IPv6 DAD to disabled .

Example
As another example, if you were configuring this setting for the routed sub-interface interface, you would:

● In the main Select Routed Sub-Interface page, set the value for IPv6 DAD for the routed sub-interface to enabled
.

● Click on the Create (+) button on the IPv4 Secondary/IPv6 Additional Addresses area to access the Create
Secondary IP Address page, then set the value for IPv6 DAD to disabled . Then click on the OK button to apply
the changes in this screen.

3. Click on the Submit button to apply your changes.
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4. Enter the show ipv6 int command on the leaf switch to verify that the configuration was pushed out correctly to the
leaf switch. For example:

swtb23-leaf5#
show ipv6 int vrf icmpv6:v1
IPv6 Interface Status for VRF "icmpv6:v1"(9)
vlan2, Interface status: protocol-up/link-up/admin-up, iod: 73
if_mode: ext
IPv6 address:
2001:DB8:A::2/64 [VALID] [PREFERRED]
2001:DB8:A::11/64 [VALID] [dad-disabled]
IPv6 subnet: 2001:DB8:A::/64
IPv6 link-local address: fe80::863d:c6ff:fe9f:eb8b/10 (Default)

[VALID]
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9 Microsoft NLB

Describes how Cisco ACI integrates with Microsoft Network Load Balancing
(NLB), including unicast, multicast, and IGMP modes, configuration guidelines,
and GUI procedures.

Topics:

● Microsoft NLB
● Cisco ACI configuration for microsoft

NLB servers This chapter contains the following sections:

● Microsoft network load balancing
guidelines and limitations

● Configure Microsoft NLB in unicast
mode using the GUI

● Configure Microsoft NLB in multicast
mode using the GUI

● Configure Microsoft NLB in IGMP
mode using the GUI
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Microsoft NLB

Describes a load-balancing feature that distributes client traffic across multiple servers in a cluster configuration.

Microsoft Network Load Balancing (NLB) is a load-balancing feature that

● distributes client traffic across many servers, with each server running its individual copy of the application

● uses Layer 2 unknown unicast or multicast to simultaneously distribute incoming network traffic to all cluster hosts,
and

● operates as a group of nodes collectively known as an NLB cluster that serves one or more virtual IP (VIP) addresses.

Microsoft NLB operational modes

Nodes in the NLB cluster use a load-balancing algorithm to decide which individual node will service the particular traffic
flow that is destined for the NLB VIP. Every node within the cluster receives every packet of traffic, but only one node
services a request.

Microsoft NLB functions in three different operational modes:

● Unicast Mode: In this mode, each NLB cluster VIP is assigned a unicast MAC address. This mode relies on unknown
unicast flooding to deliver traffic to the cluster.

● Multicast Mode: In this mode, each NLB cluster VIP is assigned a non-Internet Assigned Numbers Authority (IANA)
multicast MAC address (03xx.xxxx.xxxx).

● IGMP Mode: In this mode, an NLB cluster VIP is assigned a unique IPv4 multicast group address. The multicast
MAC address for this is derived from the standard MAC derivation for IPv4 multicast addresses.

This figure shows a graphical representation of how Microsoft NLB is implemented with Cisco APIC.

In this figure, Server 1 and Server 2 are in the MS NLB cluster. These servers appear as a single-host server to outside
clients. All servers in the MS NLB cluster receive all incoming requests, then MS NLB distributes the load between the
servers.

Understand unicast mode

Describes the unicast mode of operation in Network Load Balancing, where cluster hosts share a common MAC address
to manage incoming traffic. This mode ensures efficient packet delivery while preventing address conflicts through unique
source MAC address modification.
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Unicast mode is a Network Load Balancing operation where all cluster hosts are assigned the same MAC address derived
from the cluster's primary IP address.

● Reassigns the MAC address of the cluster adapter.

● Induces switch flooding to deliver incoming traffic to all hosts simultaneously.

● Modifies source MAC addresses for outgoing packets to avoid Layer 2 switch conflicts.

Unicast Mode Traffic Handling

The following figures illustrate how unicast mode manages incoming traffic and outgoing packet source addresses.

Figure 7: Incoming traffic delivery via switch flooding

Figure 8: Outgoing packet source MAC address modification
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Understand multicast mode

Describes the multicast mode functionality in Network Load Balancing for distributing incoming network traffic across
cluster hosts. This mode utilizes a Layer 2 multicast address to manage traffic without modifying the adapter's MAC
address.

Multicast mode is a Network Load Balancing feature that distributes incoming network traffic to all cluster hosts by assigning
a Layer 2 multicast address to the cluster adapter.

● Assigns a Layer 2 multicast address to the cluster adapter.

● Avoids changing the adapter's MAC address.

● Eliminates the requirement for a separate adapter for cluster communication.

Multicast mode configuration details

The following example illustrates the address assignment:

● Multicast MAC address: 03-BF-0A-14-1E-28

● Primary IP address: 10.20.30.40

Understand IGMP mode

Describes howMicrosoft NLB servers utilize IGMP to join multicast groups and optimize network traffic. This configuration
leverages IGMP snooping and queriers to manage multicast message flooding effectively.

IGMP mode is a configuration for Microsoft NLB servers that enables them to join a multicast group to optimize the scope
of multicast message flooding.

● Uses a querier on a switch and IGMP snooping.

● Maps the last two octets of the multicast address to the cluster IP.

● Eliminates the requirement for a separate adapter for cluster communication.
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IGMP Mode Operation

Microsoft NLB servers send IGMP joins to a multicast group address where the last two octets correspond to the cluster
IP. For example, when servers send IGMP joins to 239.255.x.x, the following mapping occurs:

● Cluster IP: 10.20. 30.40

● IGMP sent to 239.255. 30.40

● MAC used in client-to-server direction: 0100.5E7F. 1E28

Cisco ACI configuration for microsoft NLB servers

Describes the deployment considerations and configuration requirements for Microsoft NLB servers within the fabric. It
outlines the transition from Layer 2-only support to Layer 3 gateway capabilities starting in release 4.1.

Microsoft NLB deployment involves integrating load-balanced server clusters into the fabric using specific bridge domain
and EPG configurations.

● Support for Unicast, Multicast, and IGMP modes.

● Requirement for specific bridge domain settings including unknown unicast flooding.

● Integration of VIP subnets and MAC address handling within EPGs.

Deployment modes and configuration options

The following table summarizes the deployment considerations for each Microsoft NLB deployment mode.

Cisco Application Policy Infrastructure Controller (APIC) | Updated April 17, 2026

| Microsoft NLB | 56



Table 5: Cisco ACI Deployment Modes with Microsoft NLB

IGMP ModeMulticast ModeUnicast ModeDeployment Mode

Supported on leaf switch
models with -EX, -FX, -FX2
or -FX3 at the end of the
switch name, as well as leaf
switch models that do not
have a suffix at the end of
the switch name. However,
Microsoft NLB traffic is not
scoped by IGMP, but rather
is flooded instead.

Supported on leaf switch
models with -EX, -FX, -FX2
or -FX3 at the end of the
switch name, as well as leaf
switch models that do not
have a suffix at the end of
the switch name.

Supported on leaf switch
models with -EX, -FX, -FX2
or -FX3 at the end of the
switch name.

Cisco ACI as a Layer 2
Network, With External
Router as Layer 3
Gateway

Supported on release 4.1
and later.

Supported on release 4.1
and later.

Supported on release 4.1
and later.

Cisco ACI as a Layer 3
Gateway

General configuration tasks

Beginning with release 4.1, configuring the fabric to connect Microsoft NLB servers consists of the following general
tasks:

● Configuring the VRF in egress or ingress mode.

● Configuring a bridge domain (BD) for the Microsoft NLB servers, with L2 unknown unicast in flooding mode and not
in hardware-proxy mode.

● Defining an EPG for all the Microsoft NLB servers that share the same VIP and associating it with the BD.

● Entering the Microsoft NLB VIP as a subnet under the EPG.

● Configuring a contract between the Microsoft NLB EPG (provider) and the client EPG (consumer).

Microsoft network load balancing guidelines and limitations

Describes the operational requirements and constraints for deploying Microsoft network load balancing within the fabric.
These guidelines ensure proper traffic handling and configuration compatibility for virtualized server environments.

Provides essential configuration rules and support limitations for Microsoft network load balancing (NLB) to ensure
successful integration with the network fabric.

The following guidelines and limitations apply to Microsoft network load balancing (NLB) configurations:

● In a bridge domain's Policy > Advanced/Troubleshooting properties, you must disable the Drop ARP with
Multicast SMAC knob if the Microsoft NLB VIP address is configured under any EPG in that bridge domain.

● Microsoft NLB is not supported when a bridge domain's multi-destination flooding is set to drop .

● For an existing bridge domain that is created before the upgrade, Drop ARP with Multicast SMAC knob is
disabled by default. For bridge domains created after the upgrade, this knob is enabled by default. If you create a
bridge domain for the Microsoft NLB after the upgrade you must disable this knob for Microsoft NLB to work.

● Layer 3 multicast is not supported (you cannot enable PIM on the Microsoft NLB bridge domain).

● For IGMP, the allowable mode group is IPv4 (IPv6 is not supported).

● Only Cisco Nexus 9000 series switches with names that end in EX and later are supported.

● Shared services and microsegment (uSeg) EPGs are supported with Microsoft NLB.
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● Cisco ACI Multi-Site is currently not supported.

● You must configure Microsoft NLB in layer 2 unknown unicast flooding mode.

● You should configure Microsoft NLB bridge domain with the default SVI MAC address. Under layer 3 configurations,
you should configure the bridge domain MAC address with the default setting of 00:22:BD:F8:19:FF. Do not modify
this default SVI MAC address for the Microsoft NLB bridge domain.

● There is a hardware limit of 128 Microsoft NLB VIPs per fabric.

● Virtualized servers that are configured for Microsoft NLB can connect to Cisco ACI with static binding in all modes
(unicast, multicast, and IGMP).

● Virtualized servers that are configured for Microsoft NLB can connect to Cisco ACI through VMM integration in unicast
mode and IGMP mode.

● Microsoft NLB unicast mode is not supported with VMM integration behind Cisco UCS B-Series Blade Servers in
end-host mode.

If you configure the bridge domain for hardware-proxy instead, Cisco ACI raises a fault, which is cleared by fixing the
bridge domain configuration. If you leave the bridge domain incorrectly configured for hardware-proxy, ACI tries to get
the faulty configuration up every 30 seconds, which is an unnecessary overhead for the switch.

Microsoft NLB in unicast mode relies on unknown unicast flooding for delivery of cluster-bound packets. Unicast mode
will not work on Cisco UCS B-Series Blade Servers when the fabric interconnect is in end-host mode, because unknown
unicast frames are not flooded as required by this mode. For more details on the layer 2 forwarding behavior of Cisco
UCS B-Series Blade Servers in end-host mode, see: https://www.cisco.com/c/en/us/solutions/collateral/data-center-
virtualization/unified-computing/whitepaper_c11-701962.html

Configure Microsoft NLB in unicast mode using the GUI

Configures Microsoft NLB to flood all ports in the bridge domain using the GUI. This procedure requires the Microsoft NLB
cluster VIP and MAC address.

This task configures Microsoft NLB to flood all of the ports in the bridge domain.

Before you begin

Have the following information available before proceeding with these procedures:

● Microsoft NLB cluster VIP

● Microsoft NLB cluster MAC address

Procedure

1. In the Navigation pane, choose Tenant > tenant_name > Application Profiles >
application_profile_name > Application EPGs > application_EPG_name > Subnets .

2. Right-click Subnets and select Create EPG Subnet .
3. In the Create EPG Subnet dialog box, fill in the following fields:

a) In the Default Gateway IP field, enter the Microsoft NLB cluster VIP.

For example, 192.0.2.1/32 .

b) In the Scope area, for shared services, check Shared between VRFs .

Uncheck Private to VRF , if it is selected.

c) Under Subnet Control , check the No Default SVI Gateway check box.
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d) In the Type Behind Subnet area, click EpNlb .

The Mode field appears.

e) From the Mode drop-down list, choose NLB in unicast mode .

The MAC Address field appears.

f) In the MAC Address field, enter the Microsoft NLB cluster MAC address.

For example, 00:01:02:03:04:05 .

4. Click Submit .

Configure Microsoft NLB in multicast mode using the GUI

Configures Microsoft NLB to flood traffic on specific ports within the bridge domain using the GUI. This procedure enables
static multicast mode for the cluster.

This task configures Microsoft NLB to flood only on certain ports in the bridge domain.

Before you begin

Have the following information available before proceeding with these procedures:

● Microsoft NLB cluster VIP

● Microsoft NLB cluster MAC address

Procedure

1. In the Navigation pane, choose Tenant > tenant_name > Application Profiles >
application_profile_name > Application EPGs > application_EPG_name > Subnets .

2. Right-click Subnets and select Create EPG Subnet .
3. In the Create EPG Subnet dialog box, fill in the following fields:

a) In the Default Gateway IP field, enter the Microsoft NLB cluster VIP.

For example, 192.0.2.1/32 .

b) In the Scope area, for shared services, check Shared between VRFs .

Uncheck Private to VRF , if it is selected.

c) Under Subnet Control , check the No Default SVI Gateway check box.
d) In the Type Behind Subnet area, click MSNLB .

The Mode field appears.

e) From the Mode drop-down list, choose NLB in static multicast mode .

The MAC Address field appears.

f) In the MAC Address field, enter the Microsoft NLB cluster MAC address.

For the Microsoft NLB cluster MAC address for the multicast mode, the cluster MAC address has to start with 03
.

For example, 03:BF:01:02:03:04 .

g) Copy the Microsoft NLB cluster MAC address that you entered in this field for the multicast mode.
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4. Click Submit .
5. In the Navigation pane, choose Tenant tenant_name > Application Profiles >

application_profile_name >Application EPGs> application_EPG_name >Static Ports> static_port
.

Choose the static port that you want to configure Microsoft NLB to flood onto in the bridge domain.

6. On the Static Path page for this port, fill in the following field:
a) In the NLB Static Group area, click + (Create), then paste the MAC address that you copied from 3.g into the

Mac Address field.
b) Click Update underneath the Mac Address field.

7. In the Static Path page, click Submit .

Any traffic to this Microsoft NLB cluster MAC address will now go out on this static port.

Configure Microsoft NLB in IGMP mode using the GUI

Configures Microsoft NLB to flood traffic on specific ports within the bridge domain using IGMP mode. This procedure
enables the integration of Microsoft NLB clusters with the fabric by defining subnet and multicast group settings.

Before you begin

Have the following information available before proceeding with these procedures:

● Microsoft NLB cluster VIP

This task configures Microsoft NLB to flood only on certain ports in the bridge domain.

Procedure

1. In the Navigation pane, choose Tenant > tenant_name > Application Profiles >
application_profile_name > Application EPGs > application_EPG_name > Subnets .

2. Right-click Subnets and select Create EPG Subnet .
3. In the Create EPG Subnet dialog box, fill in the following fields:

a) In the Default Gateway IP field, enter the Microsoft NLB cluster VIP.

For example, 192.0.2.1/32 .

b) In the Scope area, for shared services, check Shared between VRFs .

Uncheck Private to VRF , if it is selected.

c) Under Subnet Control , check the No Default SVI Gateway check box.
d) In the Type Behind Subnet area, click EpNlb .

The Mode field appears.

e) From the Mode drop-down list, choose NLB in IGMP mode .

The Group Id field appears.

f) In the Group Id field, enter the Microsoft NLB multicast group address.

For the Microsoft NLBmulticast group address, the last two octets of the address correspond to the last two octets
of the instance cluster IP address. For example, if the instance cluster IP address is 10.20.30.40 , then the
Microsoft NLB multicast group address that you would enter into this field might be 239.255.30.40 .

Cisco Application Policy Infrastructure Controller (APIC) | Updated April 17, 2026

| Microsoft NLB | 60



4. Click Submit .

Traffic to the Microsoft NLB cluster VIP will be flooded to the outgoing interface list that is either configured statically
from the APIC or dynamically based on IGMP joins from the NLB cluster.

5. Determine if you want to have a static join or a dynamic join.

You can have a combination of static joins and dynamic joins, where some ports can have a static join and other ports
can have a dynamic join.

● Dynamic Join: In the dynamic join, the join is sent by the Microsoft NLB cluster on the respective ports, then
the switch dynamically comes up with that outgoing interface list.

● Static Join: In the static join, traffic to the Microsoft NLB cluster VIP will go to the ports that you configure in the
following steps.

If you want to have a static join:

a. Copy the Microsoft NLB multicast group address that you entered in the Group Id field in 3.f .

b. In the Navigation pane, choose Tenant > tenant_name > Application Profiles >
application_profile_name > Application EPGs > application_EPG_name > Static Ports >
static_port .

Choose the static port that you want to configure Microsoft NLB to flood onto in the bridge domain.

c. On the Static Path page for this port, fill in the following field:

● In the IGMP Snoop Static Group area, click + (Create), then paste the group address that you copied
from 3.f into the Group Address field.

● Click Update underneath the Group Address field.

d. In the Static Path page, click Submit .

IGMP snooping is enabled by default on the bridge domain because the IGMP snooping policy default that is associated
with the bridge domain has Enabled as the administrative state of the policy. For more information, see Configure
an IGMP snooping policy using the GUI .
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10 IGMP Snooping

Describes how IGMP snooping manages IPv4 multicast traffic in Cisco ACI and
explains how to configure snooping policies, queriers, static port groups, and
access groups

Topics:

● IGMP snooping implementation in the
ACI fabric

● Virtualization support
● APIC IGMP snooping function
● APIC IGMP snooping function and

IGMPv3
● Cisco APIC and the IGMP snooping

querier function
● Guidelines and limitations for the

APIC IGMP snooping function
● Configuring and Assigning an IGMP

Snooping Policy
● Enabling IGMP Snooping Static Port

Groups
● Enabling IGMP Snoop Access Groups
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IGMP snooping implementation in the ACI fabric

Explains how IGMP snooping software examines IP multicast traffic within a bridge domain to discover the ports where
interested receivers reside, reducing bandwidth consumption and avoiding false flooding.

IGMP snooping implementation in the ACI fabric is a software feature that

● examines IP multicast traffic within a bridge domain to discover the ports where interested receivers reside

● reduces bandwidth consumption in a multi-access bridge domain environment to avoid flooding the entire bridge
domain, and

● operates upon IGMPv1, IGMPv2, and IGMPv3 control plane packets where Layer 3 control plane packets are intercepted
and influence the Layer 2 forwarding behavior.

Implementation details

By default, IGMP snooping is enabled on the bridge domain.

Note

We recommend that you do not disable IGMP snooping on bridge domains. If you disable IGMP snooping, you may see
reduced multicast performance because of excessive false flooding within the bridge domain.

The IGMP routing functions and IGMP snooping functions are both contained on an ACI leaf switch with connectivity to a
host. The IGMP snooping feature snoops the IGMP membership reports, and leaves messages and forwards them only
when necessary to the IGMP router function.

Figure 9: IGMP snooping function
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IGMP snooping has the following proprietary features:

● Source filtering that allows forwarding of multicast packets based on destination and source IP addresses

● Multicast forwarding based on IP addresses rather than the MAC address

● Multicast forwarding alternately based on the MAC address

The ACI fabric supports IGMP snooping only in proxy-reporting mode, in accordance with the guidelines provided in
Section 2.1.1, "IGMP Forwarding Rules," in RFC 4541:

IGMP networks may also include devices that implement "proxy-
reporting", in which reports received from downstream hosts are
summarized and used to build internal membership states. Such
proxy-reporting devices may use the all-zeros IP Source-Address
when forwarding any summarized reports upstream. For this reason,
IGMP membership reports received by the snooping switch must not
be rejected because the source IP address is set to 0.0.0.0.

As a result, the ACI fabric will send IGMP reports with the source IP address of 0.0.0.0.

Note

For more information about IGMP snooping, see RFC 4541.

Virtualization support

Describes the virtual routing and forwarding (VRF) instances support for IGMP snooping.
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Virtualization support is a feature that enables definition of multiple virtual routing and forwarding (VRF) instances for IGMP
snooping.

VRF command context

On leaf switches, you can use the show commands with a VRF argument to provide a context for the information displayed.
The default VRF is used if no VRF argument is supplied.

APIC IGMP snooping function

Describes the IGMP snooping function on APIC, including IGMPv1 and IGMPv2 support and the fast leave feature.

The APIC IGMP snooping function is a multicast management mechanism that

● supports both IGMPv1 and IGMPv2 with membership report suppression

● enables fast leave feature configuration in IGMPv2 environments, and

● manages multicast data forwarding based on IGMP messages.

Membership report suppression and fast leave behavior

Both IGMPv1 and IGMPv2 support membership report suppression, which means that if two hosts on the same subnet
want to receive multicast data for the same group, the host that receives a member report from the other host suppresses
sending its report. Membership report suppression occurs for hosts that share a port.

If no more than one host is attached to each switch port, you can configure the fast leave feature in IGMPv2. The fast
leave feature does not send last member query messages to hosts. As soon as APIC receives an IGMP leave message,
the software stops forwarding multicast data to that port.

IGMPv1 does not provide an explicit IGMP leavemessage, so the APIC IGMP snooping functionmust rely on themembership
message timeout to indicate that no hosts remain that want to receive multicast data for a particular group.

Note

The IGMP snooping function ignores the configuration of the last member query interval when you enable the fast leave
feature because it does not check for remaining hosts.

APIC IGMP snooping function and IGMPv3

Describes the IGMPv3 snooping capabilities and mechanisms in APIC that enable constrained multicast flooding and host
tracking.

The APIC IGMP snooping function is a network optimization mechanism that

● supports full IGMPv3 snooping with constrained flooding based on (S, G) information in IGMPv3 reports

● enables source-based filtering to constrain multicast traffic to specific ports based on the traffic source, and

● tracks hosts on each VLAN port in the bridge domain by default.

Key features and mechanisms

The IGMP snooping function provides several advanced capabilities:
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● Explicit tracking feature: Provides a fast leave mechanism for improved performance

● Report suppression: Limits traffic sent to other multicast-capable routers since every IGMPv3 host sends
membership reports

● Proxy reporting: When report suppression is enabled and no IGMPv1 or IGMPv2 hosts request the same group,
builds group state from downstream host membership reports and generates reports in response to upstream querier
queries

When the last host leaves a group, the software sends a membership query with a configurable last member query interval
parameter. If no host responds before the timeout, the IGMP snooping function removes the group state.

Cisco APIC and the IGMP snooping querier function

Explains the IGMP snooping querier function in Cisco APIC for managing multicast traffic when PIM is not enabled on an
interface.

An IGMP snooping querier function is a network mechanism that

● sends membership queries to trigger IGMP report messages from hosts wanting to receive IP multicast traffic

● establishes appropriate forwarding by listening to IGMP reports, and

● performs querier election as described in RFC 2236 when multiple queriers exist.

IGMP snooping querier configuration in APIC

When PIM is not enabled on an interface because the multicast traffic does not need to be routed, you must configure an
IGMP snooping querier function to send membership queries. In APIC, within the IGMP Snoop policy, you define the
querier in a bridge domain that contains multicast sources and receivers but no other active querier.

Cisco ACI has by default, IGMP snooping enabled. Additionally, if the Bridge Domain subnet control has "querier IP"
selected, then the leaf switch behaves as a querier and starts sending query packets. Querier on the ACI leaf switch must
be enabled when the segments do not have an explicit multicast router (PIM is not enabled). On the Bridge Domain where
the querier is configured, the IP address used must be from the same subnet where the multicast hosts are configured.

Note

The IP address for the querier should not be a broadcast IP address, multicast IP address, or 0 (0.0.0.0).

When an IGMP snooping querier is enabled, it sends out periodic IGMP queries that trigger IGMP report messages from
hosts that want to receive IP multicast traffic. IGMP snooping listens to these IGMP reports to establish appropriate
forwarding.

The IGMP snooping querier performs querier election as described in RFC 2236. Querier election occurs in these
configurations:

● When there are multiple switch queriers configured with the same subnet on the same VLAN on different switches.

● When the configured switch querier is in the same subnet as with other Layer 3 SVI queriers.

Guidelines and limitations for the APIC IGMP snooping function

Outlines the guidelines and limitations for the APIC IGMP snooping function.
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Consider these guidelines and limitations for APIC IGMP snooping:

● Layer 3 IPv6 multicast routing is not supported.

● Layer 2 IPv6 multicast packets will be flooded on the incoming bridge domain.

● IGMPv3 snooping will forward multicast based on the group and source entry only when PIM is enabled on the bridge
domain. If PIM is not enabled, forwarding will be based on the group only.

Configuring and Assigning an IGMP Snooping Policy

Configure and assign an IGMP snooping policy to a bridge domain in the advanced GUI

Explains how to implement IGMP snooping functionality by configuring an IGMP snooping policy and assigning it to bridge
domains.

Configuring and assigning an IGMP snooping policy to a bridge domain in the advanced GUI is a network configuration
process that implements IGMP snooping functionality by configuring an IGMP snooping policy then assigning that policy
to one or more bridge domains.

Configure an IGMP snooping policy using the GUI

Configure an IGMP snooping policy whose IGMP settings can be assigned to one or multiple bridge domains.

Create an IGMP snooping policy to apply consistent IGMP settings across multiple bridge domains within a tenant.

Create an IGMP Snooping policy whose IGMP settings can be assigned to one or multiple bridge domains.

Procedure

1. Click the Tenants tab and the name of the tenant on whose bridge domain you intend to configure IGMP snooping
support.

2. In the Navigation pane, click Policies > Protocol > IGMP Snoop.
3. Right-click IGMP Snoop and select Create IGMP Snoop Policy.
4. In the Create IGMP Snoop Policy dialog, configure a policy as follows:

a) In the Name and Description fields, enter a policy name and optional description.
b) In the Admin State field, select Enabled or Disabled to enable or disable IGMP snooping for this particular

policy.
c) Select or unselect Fast Leave to enable or disable IGMP V2 immediate dropping of queries through this policy.
d) Select Enable querier to enable or disable the IGMP querier activity through this policy.

Note

For this option to be effectively enabled, the Subnet Control: Querier IP setting must also be enabled in
the subnets assigned to the bridge domains to which this policy is applied. The navigation path to the properties
page on which this setting is located is Tenants > tenant_name > Networking > Bridge Domains >
bridge_domain_name > Subnets > subnet_name.

e) In the Querier Version field, select Version 2 or Version 3 to to choose IGMP snooping querier version for
this particular policy.

f) Specify in seconds the Last Member Query Interval value for this policy.
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IGMP uses this value when it receives an IGMPv2 Leave report. This means that at least one host wants to leave
the group. After it receives the Leave report, it checks that the interface is not configured for IGMP Fast Leave and
if not, it sends out an out-of-sequence query.

g) Specify in seconds the Query Interval value for this policy.

This value is used to define the amount of time the IGMP function will store a particular IGMP state if it does not
hear any reports on the group.

h) Specify in seconds Query Response Interval value for this policy.

When a host receives the query packet, it starts counting to a random value, less that the maximum response time.
When this timer expires, host replies with a report.

i) Specify the Start query Count value for this policy.

Number of queries sent at startup that are separated by the startup query interval. Values range from 1 to 10. The
default is 2.

j) Specify in seconds a Start Query Interval for this policy.

By default, this interval is shorter than the query interval so that the software can establish the group state as
quickly as possible. Values range from 1 to 18,000 seconds. The default is 31 seconds.

5. Click Submit.

The new IGMP Snoop policy is listed in the Protocol Policies - IGMP Snoop summary page.

What to do next

To put this policy into effect, assign it to any bridge domain.

Assign an IGMP snooping policy to a bridge domain using the GUI

Configure a bridge domain to use IGMP Snooping properties by assigning an IGMP Snooping policy through the APIC GUI
interface.

Assigning an IGMP Snooping policy to a bridge domain configures that bridge domain to use the IGMP Snooping properties
specified in that policy.

This procedure allows you to apply IGMP Snooping configuration to a specific bridge domain within a tenant environment.

Before you begin

● Configure a bridge domain for a tenant.

● Configure the IGMP Snooping policy that will be attached to the bridge domain.
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Note

For the Enable Querier option on the assigned policy to be effectively enabled, the Subnet Control: Querier
IP setting must also be enabled in the subnets assigned to the bridge domains to which this policy is applied. The
navigation path to the properties page on which this setting is located is Tenants > tenant_name > Networking
> Bridge Domains > bridge_domain_name > Subnets > subnet_name.

Procedure

1. Click the APIC Tenants tab and select the name of the tenant whose bridge domains you intend to configure with
an IGMP Snoop policy.

2. In the APIC navigation pane, click Networking > Bridge Domains, then select the bridge domain to which you
intend to apply your policy-specified IGMP Snoop configuration.

3. On the main Policy tab, scroll down to the IGMP Snoop Policy field and select the appropriate IGMP policy from
the drop-down menu.

4. Click Submit.

The target bridge domain is now associated with the specified IGMP Snooping policy.

Enabling IGMP Snooping Static Port Groups

IGMP snooping static port groups

Describes a network feature that pre-provisions switch ports to receive multicast traffic without join latency.

IGMP snooping static port groups are a network configuration feature that

● pre-provisions ports that were previously statically-assigned to an application EPG

● enables switch ports to receive and process IGMP multicast traffic, and

● prevents join latency that normally occurs when the IGMP snooping stack learns ports dynamically.

Configuration requirements and options

Static group membership configuration has these requirements and options:

● Can be pre-provisioned only on static ports assigned to an application EPG

● Can be configured through the APIC GUI, CLI, and REST API interfaces

Requirement: deploy EPGs to static ports

Outlines the prerequisite for enabling IGMP snoop processing on ports by statically assigning target ports to associated
EPGs.

Enabling IGMP snoop processing on ports requires as a prerequisite that the target ports be statically-assigned to associated
EPGs.

Static deployment of ports can be configured through the APIC GUI, CLI, or REST API interfaces. For information, see
these topics in the Cisco APIC Layer 2 Networking Configuration Guide:
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● Deploying an EPG on a Specific Node or Port Using the GUI

● Deploying an EPG on a Specific Port with APIC Using the NX-OS Style CLI

● Deploying an EPG on a Specific Port with APIC Using the REST API

Enable IGMP snooping and multicast on static ports using the GUI

Configure IGMP snooping and multicast on ports that have been statically assigned to an EPG to enable processing of
IGMP protocol traffic.

This task enables IGMP snooping and multicast functionality on statically assigned ports to allow processing of IGMP
protocol traffic sent to associated multicast IP addresses.

You can enable IGMP snooping and multicast on ports that have been statically assigned to an EPG. Afterwards you can
create and assign access groups of users that are permitted or denied access to the IGMP snooping and multicast traffic
enabled on those ports.

Before you begin

Before you begin to enable IGMP snooping and multicast for an EPG, complete the following tasks:

● Identify the interfaces to enable this function and statically assign them to that EPG

Note

For details on static port assignment, see Deploying an EPG on a Specific Node or Port Using the GUI in the Cisco
APIC Layer 2 Networking Configuration Guide.

● Identify the IP addresses that you want to be recipients of IGMP snooping and multicast traffic.

Follow these steps to enable IGMP snooping and multicast on static ports using the GUI:

Procedure

1. Click Tenant > tenant_name > Application Profiles > application_name > Application EPGs >
epg_name > Static Ports.

Navigating to this spot displays all the ports you have statically assigned to the target EPG.

2. Click the port to which you intend to statically assign group members for IGMP snooping.

This action displays the Static Path page.

3. On the IGMP Snoop Static Group table, click + to add an IGMP Snoop Address Group entry.

Adding an IGMP Snoop Address Group entry associates the target static port with a specified multicast IP address
and enables it to process the IGMP snoop traffic received at that address.

a) In the Group Address field, enter the multicast IP address to associate with his interface and this EPG.
b) In the Source Address field enter the IP address of the source to the multicast stream, if applicable.
c) Click Submit.

When configuration is complete, the target interface is enabled to process IGMP Snooping protocol traffic sent to its
associated multicast IP address.
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Note

You can repeat this step to associate additional multicast addresses with the target static port.

4. Click Submit.

The target interface is now enabled to process IGMP snooping protocol traffic sent to its associatedmulticast IP addresses.
Multiple multicast addresses can be associated with the same static port as needed.

Enabling IGMP Snoop Access Groups

IGMP snoop access groups

Explains the IGMP snoop access groups feature that controls multicast stream access on specific ports within application
EPGs.

An IGMP snoop access group is a network access control feature that

● controls what multicast streams can be joined behind a given port

● can be applied on interfaces that are statically assigned to an application EPG, and

● supports only route-map-based access groups.

Configuration interfaces

IGMP snoop access groups can be configured through these interfaces:

● APIC GUI

● CLI

● REST API interfaces

Enable group access to IGMP snooping and multicast using the GUI

Configure group access to IGMP snooping andmulticast traffic for statically assigned EPG ports through the GUI interface.

This task enables you to create and assign access groups of users that are permitted or denied access to IGMP snooping
and multicast traffic on statically assigned EPG ports.

After you enable IGMP snooping and multicasting on ports that have been statically assigned to an EPG, you can then
create and assign access groups of users that are permitted or denied access to the IGMP snooping and multicast traffic
enabled on those ports.

Before you begin

Before you enable access to IGMP snooping and multicasting for an EPG, Identify the interfaces to enable this function
and statically assign them to that EPG.
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Note

For details on static port assignment, see Deploying an EPG on a Specific Node or Port Using the GUI in the Cisco APIC
Layer 2 Networking Configuration Guide.

Follow these steps to enable group access to IGMP snooping and multicast using the GUI:

Procedure

1. Click Tenant > tenant_name > Application Profiles > application_name > Application EPGs >
epg_name > Static Ports.

Navigating to this spot displays all the ports you have statically assigned to the target EPG.

2. Click the port to which you intend to assign multicast group access, to display the Static Port Configuration
page.

3. Click Actions > Create IGMP Access Group to display the IGMP Snoop Access Group table.
4. Locate the IGMP Snoop Access Group table and click + to add an access group entry.

Adding an IGMP Snoop Access Group entry creates a user group with access to this port, associates it with a multicast
IP address, and permits or denies that group access to the IGMP snoop traffic received at that address.

a) SelectCreate Route Map Policy for Multicast to display theCreate Route Map Policy for Multicast
window.

b) In the Name field assign the name of the group that you want to allow or deny multicast traffic.
c) In the Route Maps table click + to display the route map dialog.
d) In the Order field, if multiple access groups are being configured for this interface, select a number that reflects

the order in which this access group will be permitted or denied access to the multicast traffic on this interface.
Lower-numbered access groups are ordered before higher-numbered access groups.

e) In the Group IP field enter the multicast IP address whose traffic is to be allowed or blocked for this access
group.

f) In the Source IP field, enter the IP address of the source if applicable.
g) In the Action field, choose Deny to deny access for the target group or Permit to allow access for the target

group.
h) Click OK.
i) Click Submit.
When the configuration is complete, the configured IGMP snoop access group is assigned a multicast IP address
through the target static port and permitted or denied access to the multicast streams that are received at that address.
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Note

● You can repeat this step to configure and associate additional access groups with multicast IP addresses
through the target static port.

● To review the settings for the configured access groups, click to the following location: Tenant >
tenant_name > Policies > Protocol > Route Maps for Multicast >
route_map_access_group_name.

5. Click Submit.

The IGMP snoop access groups are now configured and associated with multicast IP addresses, controlling user access
to multicast traffic on the specified static ports.
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11 MLD Snooping

Describes how Cisco ACI integrates with Microsoft Network Load Balancing
(NLB), including unicast, multicast, and IGMP modes, configuration guidelines,
and GUI procedures

Topics:

● Cisco APIC and MLD snooping
● Guidelines and limitations for MLD

snooping This chapter contains the following sections:

● MLD snooping policy configuration
and assignment
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Cisco APIC and MLD snooping

Explains how Multicast Listener Discovery snooping enables efficient distribution of IPv6 multicast traffic between hosts
and routers in Cisco APIC environments.

Multicast Listener Discovery (MLD) snooping is a Layer 2 feature that

● enables the efficient distribution of IPv6 multicast traffic between hosts and routers,

● restricts IPv6 multicast traffic within a bridge domain to a subset of ports that have transmitted or received MLD
queries or reports, and

● conserves bandwidth on network segments where no node has expressed interest in receiving the multicast traffic.

MLD snooping characteristics

This reduces the bandwidth usage instead of flooding the bridge domain, and also helps hosts and routers save unwanted
packet processing.

The MLD snooping functionality is similar to IGMP snooping, except that the MLD snooping feature snoops for IPv6
multicast traffic and operates on MLDv1 (RFC 2710) and MLDv2 (RFC 3810) control plane packets. MLD is a sub-protocol
of ICMPv6, so MLD message types are a subset of ICMPv6 messages and MLD messages are identified in IPv6 packets
by a preceding next header value of 58. Message types in MLDv1 include listener queries, multicast address-specific
(MAS) queries, listener reports, and done messages. MLDv2 is designed to be interoperable with MLDv1 except that it
has an extra query type, the multicast address and source-specific (MASS) query. The protocol level timers available in
MLD are similar to those available in IGMP.

This figure shows the different components in an MLD snooping arrangement.

These are explanations of the components in the figure:

● MLD Senders (sources): Hosts that send IPv6 traffic into the fabric.
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● MLD Receivers: Hosts interested in receiving the IPv6 multicast packets. They can choose to join or leave the
sessions.

● Querier/M-Router:A router or switch that periodically sends queries, andmaintains a groupmembership database.
The querier will periodically send queries to determine who might be interested in joining a multicast stream. The
M-Router (multicast router) is a gateway to the world outside of the fabric. If there is multicast data traffic inside the
fabric, that stream can go outside of the fabric through the multicast router.

When MLD snooping is disabled, then all the multicast traffic is flooded to all the ports, whether they have an interest or
not. When MLD snooping is enabled, the fabric will forward IPv6 multicast traffic based on MLD interest. Unknown IPv6
multicast traffic will be flooded based on the bridge domain's IPv6 L3 unknown multicast flood setting.

There are two modes for forwarding unknown IPv6 multicast packets:

● Flooding mode: All EPGs and all ports under the bridge domain will get the flooded packets.

● OMF (Optimized Multicast Flooding) mode: Only multicast router ports will get the packet.

Guidelines and limitations for MLD snooping

Outlines the guidelines and limitations for the MLD snooping feature.

The MLD snooping feature has the following guidelines and limitations:

● MLD snooping is supported only on new generation ToR switches, which are switch models with "EX", "FX" or "FX2"
at the end of the switch name.

● Support is enabled for up to 2000 IPv6 multicast groups to be snooped across the fabric.

● Hardware forwarding happens with the (*,G) lookup, even for the source-specific snoop entry with MLDv2.

● The following features are not supported for MLD snooping in this release:

● Layer 3 multicast routing across bridge domains or VRFs is not supported for IPv6 multicast traffic

● Static MLD snooping entry

● Access filter for MLD snoop entries through a route map

● Virtual endpoints behind the VTEPs (VL)

MLD snooping policy configuration and assignment

Describes the process of implementing MLD snooping functionality by configuring a policy and assigning it to bridge
domains.

MLD snooping policy configuration and assignment is a network management process that implements MLD snooping
functionality by configuring an MLD snooping policy and then assigning that policy to one or more bridge domains.

Configure an MLD snooping policy using the GUI

Configure an MLD snooping policy whose MLD snooping settings can be assigned to one or multiple bridge domains.

Create an MLD snooping policy that provides centralized configuration of MLD snooping settings that can be applied to
multiple bridge domains within a tenant.

Cisco Application Policy Infrastructure Controller (APIC) | Updated April 17, 2026

| MLD Snooping | 76



Use this procedure when you need to establish MLD snooping capabilities across bridge domains in your network
infrastructure. The policy defines parameters such as query intervals, fast leave behavior, and querier functionality that
control how multicast traffic is managed.

Procedure

1. Click the Tenants tab and the name of the tenant on whose bridge domain you intend to configure MLD snooping
support.

2. In the Navigation pane, click Policies > Protocol > MLD Snoop.
3. Right-click MLD Snoop and select Create MLD Snoop Policy.
4. In the Create MLD Snoop Policy dialog, configure a policy as follows:

a) In the Name and Description fields, enter a policy name and optional description.
b) In the Admin State field, select Enabled or Disabled to enable or disable this entire policy.

The default entry for this field is Disabled.

c) In the Control field, select or unselect Fast Leave to enable or disable MLD v1 immediate dropping of queries
through this policy.

d) In the Control field, select or unselect Enable querier to enable or disable the MLD querier activity through
the MLD Snoop Policy.

Note

For this option to be effectively enabled, you must enable Querier in the MLD Snoop Policy of the bridge
domains to which this policy is applied. The navigation path to the properties page on which this setting is
located is Tenants > tenant_name > Networking > Bridge Domains > bridge_domain_name >
MLD Snoop Policy.

e) Specify in seconds the Query Interval value for this policy.

The Query Interval is the interval between general queries sent by the querier. The default entry for this fields is
125 seconds.

f) Specify in seconds Query Response Interval value for this policy.

When a host receives the query packet, it starts counting to a random value, less than the maximum response
time. When this timer expires, the host replies with a report.

This is used to control the maximum response time for hosts to answer an MLD query message. Configuring a
value less than 10 seconds enables the router to prune groups much faster, but this action results in network
burstiness because hosts are restricted to a shorter response time period.

g) Specify in seconds the Last Member Query Interval value for this policy.

MLD uses this value when it receives an MLD Leave report. This means that at least one host wants to leave the
group. After it receives the Leave report, it checks that the interface is not configured for MLD Fast Leave and, if
not, it sends out an out-of-sequence query.

If no reports are received in the interval, the group state is deleted. The software can detect the loss of the last
member of a group or source more quickly when the values are smaller. Values range from 1 to 25 seconds. The
default is 1 second.

h) Specify the Start Query Count value for this policy.

Number of queries sent at startup that are separated by the startup query interval. Values range from 1 to 10. The
default is 2.

Cisco Application Policy Infrastructure Controller (APIC) | Updated April 17, 2026

| MLD Snooping | 77



i) Specify in seconds a Start Query Interval for this policy.

By default, this interval is shorter than the query interval so that the software can establish the group state as
quickly as possible. Values range from 1 to 18,000 seconds. The default is 31 seconds.

5. Click Submit.

The new MLD Snoop policy is listed in the Protocol Policies - MLD Snoop summary page.

What to do next

To put this policy into effect, assign it to any bridge domain.

Assign an MLD snooping policy to a bridge domain using the GUI

Configure a bridge domain to use MLD snooping properties by assigning an MLD snooping policy through the APIC GUI
interface.

Assigning an MLD Snooping policy to a bridge domain configures that bridge domain to use the MLD Snooping properties
specified in that policy.

This task enables you to control multicast traffic forwarding behavior by applying predefinedMLD snooping configurations
to bridge domains within a tenant.

Before you begin

● Configure a bridge domain for a tenant.

● Configure the MLD Snooping policy that will be attached to the bridge domain.

Note

For the Enable Querier option on the assigned policy to be effectively enabled, the Subnet Control: Querier
IP setting must also be enabled in the subnets assigned to the bridge domains to which this policy is applied. The
navigation path to the properties page on which this setting is located is Tenants > tenant_name > Networking
> Bridge Domains > bridge_domain_name > Subnets > bd_subnet.

Follow these steps to assign an MLD snooping policy to a bridge domain using the GUI:

Procedure

1. Click the APIC Tenants tab and select the name of the tenant whose bridge domains you intend to configure with
an MLD Snoop policy.

2. In the APIC navigation pane, click Networking > Bridge Domains, then select the bridge domain to which you
intend to apply your policy-specified MLD Snoop configuration.

3. On the main Policy tab, scroll down to the MLD Snoop Policy field and select the appropriate MLD policy from
the drop-down menu.

4. Click Submit.

The target bridge domain is now associated with the specified MLD Snooping policy.

5. To configure the node forwarding parameter for Layer 3 unknown IPv6 Multicast destinations for the bridge domain:
a) Select the bridge domain that you just configured.
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b) Click the Policy tab, then click the General sub-tab.
c) In the IPv6 L3 Unknown Multicast field, select either Flood or Optimized Flood.

6. To change the Link-Local IPv6 address for the switch-querier feature:
a) Select the bridge domain that you just configured.
b) Click the Policy tab, then click the L3 Configurations sub-tab.
c) In the Link-local IPv6 Address field, enter a Link-Local IPv6 address, if necessary.

The default Link-Local IPv6 address for the bridge domain is internally generated. Configure a different Link-Local
IPv6 address for the bridge domain in this field, if necessary.

The bridge domain is now configured with the MLD snooping policy and any additional IPv6 multicast forwarding or
Link-Local address settings you specified.
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12 Tenant Routed Multicast

This chapter describes the configuration and implementation of IP multicast in
ACI fabric environments, covering tenant routed multicast, border leaf
functionality, and Protocol Independent Multicast operations.

Topics:

● Tenant routed multicast
● Fabric interface
● IPv4/IPv6 tenant routed multicast
● VRF GIPo allocation
● Multiple border leaf switches as

designated forwarder
● PIM/PIM6 designated router election
● Non-border leaf switch behavior
● Active border leaf switch list
● Overload behavior on bootup
● First-Hop functionality
● Last-hop routers
● Fast-convergence mode
● Rendezvous points
● Inter-VRF multicast
● Configure the stripe winner policy
● ACI multicast feature list
● Guidelines, limitations, and expected

behaviors for layer 3 IPv4 and IPv6
multicast

● Configure layer 3 multicast using the
GUI

● Configure layer 3 IPv6 multicast using
the GUI

● BGP IPv4/IPv6 multicast
address-family

● Multicast filtering
● Layer 3 multicast on SVI L3Outs
● Determining Why a PIM Interface

Was Not Created
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Tenant routed multicast

Describes a Layer 3 multicast routing capability that enables multicast forwarding between senders and receivers within
ACI tenant VRF instances.

Cisco Application Centric Infrastructure (ACI) Tenant Routed Multicast (TRM) is a Layer 3 multicast routing capability that

● enables Layer 3 multicast routing in Cisco ACI tenant VRF instances

● supports multicast fowarding between senders and receivers within the same or different subnets, and

● allows multicast sources and receivers to be connected to the same or different leaf switches or external to the fabric
using L3Out connections.

Multicast routing architecture

In the Cisco ACI fabric, most unicast and IPv4/IPv6 multicast routing operate together on the same border leaf switches,
with the IPv4/IPv6 multicast protocol operating over the unicast routing protocols.

In this architecture, only the border leaf switches run the full Protocol Independent Multicast (PIM) or PIM6 protocol.
Non-border leaf switches run PIM/PIM6 in a passive mode on the interfaces. They do not peer with any other PIM/PIM6
routers. The border leaf switches peer with other PIM/PIM6 routers connected to them over L3Outs and also with each
other.

Each virtual routing and forwarding (VRF) instance in the fabric that requires IPv4/IPv6multicast routing will peer separately
with external IPv4/IPv6 multicast routers.

Figure 10: Overview of multicast cloud
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Layer 3 multicast support for remote leaf switches

Describes Layer 3 multicast routing support for remote leaf switches beginning with Release 5.1(3) and the traffic
forwarding differences between local and remote leaf switches.

Layer 3 multicast support for remote leaf switches is a routing capability that

● extends existing Layer 3 multicast routing functionality to remote leaf switches beginning with Release 5.1(3)

● allows remote leaf switches to act as border leaf switches or non-border leaf switches

● uses VXLAN unicast head-end replicated packets for traffic forwarding to and from remote leaf switches, and

● maintains the same implementation through Cisco APIC or Cisco ACI Multi-Site Orchestrator as previously-supported
local leaf switches.

Traffic forwarding differences

The main difference between remote and local leaf switches is based on how traffic is forwarded:

● Layer 3 multicast between local leaf switches in a single fabric is forwarded as VXLAN multicast packets where the
outer destination IP address is the VRF GIPo multicast address

● Layer 3 multicast packets sent to or sent by remote leaf switches are encapsulated as VXLAN unicast head-end
replicated packets

When Layer 3 multicast routing is enabled for a VRF, the VRF GIPo multicast address is programmed on all leaf switches
where the VRF is deployed. Layer 3 multicast packets will be forwarded across the pod or between pods as multicast
packets and will be received by all leaf switches where the VRF is deployed. For remote leaf switches, the Layer 3 multicast
packets will be forwarded using head-end replication to all remote leaf switches where the VRF is deployed. This head-end
replication occurs on the pod or remote leaf where the multicast source is connected. For example, if the multicast source
is connected to a local leaf switch, one of the spine switches in that pod will be selected to replicate these multicast
packets to every remote leaf switch where the VRF is deployed, even if these remote leaf switches are associated with
other pods. When a Layer 3 multicast source is connected to a remote leaf switch, the remote leaf switch will also use
head-end replication to send a copy of the multicast packet to a spine in every pod as well as all other remote leaf switches
where the VRF is deployed.

Multicast forwarding using head-end replication replicates the multicast packet as a separate unicast packet for every
head-end replication tunnel. Layer 3 multicast in a remote leaf switch design should ensure that the IP network (IPN)
where the remote leaf switches are connected has sufficient bandwidth to support multicast traffic requirements.

Remote leaf switches support L3Out connections with or without PIM enabled. All leaf switches in a VRF that have
PIM-enabled L3Outs are eligible to send PIM joins from the fabric towards external sources and rendezvous points. When
a multicast receiver connected to the fabric sends an IGMP join for a group, the fabric will select one of the PIM-enabled
border leaf switches to send the join (known as the stripe winner). A remote leaf switch with a PIM-enabled L3Out can
be selected as the stripe winner for a group even when the receivers for that group are connected to local leaf switches
in the main pod. Due to potential sub-optimal forwarding of Layer 3 multicast traffic, deploying PIM-enabled L3Outs on
remote leaf switches is not recommended.
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Note

Deploying PIM-enabled L3Outs on remote leaf switches is not recommended due to potential sub-optimal forwarding
of Layer 3 multicast traffic.

Guidelines and limitations

● Pod redundancy is supported for Layer 3 multicast forwarding with remote leaf switches. If all spine switches in the
pod where the remote leaf switch is associated fail, the remote leaf switch can establish control plane connectivity
to spine switches in another pod.

● Remote leaf switches must have connectivity to at least one spine switch in any pod. Layer 3 multicast traffic will not
be forwarded if the remote leaf switches lose connectivity to all spine switches. This includes Layer 3 multicast traffic
between senders and receivers on the same leaf switch.

Fabric interface

Describes a virtual interface that represents the fabric for IPv4/IP6 multicast routing between software modules.

A fabric interface is a virtual interface that

● connects software modules and represents the fabric for IPv4/IP6 multicast routing

● takes the form of a tunnel interface with the tunnel destination being the VRF GIPo (Group IP outer address)1, and

● follows the operational state published by the intermediate system-to-intermediate system (IS-IS).

Fabric interface characteristics

PIM6 shares the same tunnel that PIM4 uses. For example, if a border leaf is the designated forwarder responsible for
forwarding traffic for a group, then the fabric interface would be in the outgoing interface (OIF) list for the group. There
is no equivalent for the interface in hardware.

Note

Each multicast-enabled VRF requires one or more border leaf switches configured with a loopback interface. You must
configure a unique IPv4 loopback address on all nodes in a PIM-enabled L3Out. The Router-ID loopback or another
unique loopback address can be used.

Any loopback configured for unicast routing can be reused. This loopback address must be routed from the external
network and will be injected into the fabric MP-BGP (Multiprotocol Border Gateway Protocol) routes for the VRF. The
fabric interface source IP will be set to this loopback as the loopback interface.

Figure 11: Fabric for IPv4/IP6 multicast routing

1 The GIPo (Group IP outer address) is the destination multicast IP address used in the outer IP header of the VXLAN packet
for all multi-destination packets (Broadcast, Unknown unicast, and Multicast) packets forwarded within the fabric.
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IPv4/IPv6 tenant routed multicast

Explains the process to enable or disable IPv4 or IPv6 multicast routing in a Cisco ACI fabric at three hierarchical levels.

IPv4/IPv6 tenant routed multicast is a network routing capability that

● enables multicast traffic routing within tenant networks at VRF, L3Out, and bridge domain levels

● requires PIM/PIM6 protocol activation for proper multicast distribution, and

● operates in a hierarchical configurationmodel where VRF-level enablement is prerequisite for lower-level activations.

Configuration hierarchy levels

The process to enable or disable IPv4 or IPv6 multicast routing in a Cisco ACI fabric occurs at three levels:

● VRF level: Enable multicast routing at the VRF level.

● L3Out level: Enable PIM/PIM6 for one or more L3Outs configured in the VRF instance.

● Bridge domain level: Enable PIM/PIM6 for one or more bridge domains where multicast routing is needed.

At the top level, IPv4/IPv6 multicast routing must be enabled on the VRF instance that has any multicast routing-enabled
bridge domains. On an IPv4/IPv6 multicast routing-enabled VRF instance, there can be a combination of IPv4/IPv6
multicast routing-enabled bridge domains and bridge domains where IPv4/IPv6 multicast routing is disabled. A bridge
domain with IPv4/IPv6 multicast routing disabled will not show on the VRF IPv4/IPv6 multicast panel. An L3Out with
IPv4/IPv6multicast routing-enabled will show up on the panel, but any bridge domain that has IPv4/IPv6multicast routing
enabled will always be a part of a VRF instance that has IPv4/IPv6 multicast routing enabled.

IPv4/IPv6 multicast routing is not supported on the leaf switches such as Cisco N93128TX, 9396PX, and 9396TX. All
the IPv4/IPv6multicast routing and any IPv4/IPv6multicast-enabled VRF instance should be deployed only on the switches
with -EX and -FX in their product IDs.
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Note

L3Out ports and sub-interfaces are supported. Support for external SVIs varies, depending on the release:

● For releases prior to release 5.2(3), external SVIs are not supported.

● Beginning with release 5.2(3), support is available for Layer 3 multicast on an SVI L3Out. PIM is supported on SVI
L3Outs for physical ports and port channels but not for vPCs. PIM6 is not supported on L3Out SVIs.

VRF GIPo allocation

Explains how VRF GIPo is allocated implicitly based on configuration for multicast traffic forwarding in ACI fabric.

VRF GIPo allocation is a fabric multicast addressing mechanism that

● provides one GIPo for the VRF and one GIPo for every BD under that VRF

● allows GIPo sharing between multiple BDs or multiple VRFs, but not a combination of VRFs and BDs

● requires APIC to ascertain allocation and IS-IS modification to handle VRF GIPo and build GIPo trees.

VRF GIPo traffic forwarding behavior

VRF GIPo handles different traffic types based on BD configuration:

● All multicast traffic for PIM/PIM6 enabled BDs is forwarded using the VRF GIPo, including both Layer 2 and Layer 3
IPv4/IPv6 multicast

● Any broadcast or unicast flood traffic on the multicast enabled BDs continues to use the BD GIPo

● Non-IPv4/IPv6 multicast enabled BDs use the BD GIPo for all multicast, broadcast, and unicast flood traffic

Note

For the same VRF, VRF GIPo is common for both IPv4 and IPv6.

The APIC GUI displays a GIPo multicast address for all BDs and VRFs. The address displayed is always a /28 network
address (the last four bits are zero). When the VXLAN packet is sent in the fabric, the destination multicast GIPo address
will be an address within this /28 block and is used to select one of 16 FTAG trees. This achieves load balancing of
multicast traffic across the fabric.

This table shows GIPo usage for different traffic types:

Table 6: GIPo usage

MC Routing-enabled BDNon-MC Routing-enabled BDTraffic

BD GIPoBD GIPoBroadcast

BD GIPoBD GIPoUnknown Unicast Flood
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MC Routing-enabled BDNon-MC Routing-enabled BDTraffic

VRF GIPoBD GIPoMulticast

Multiple border leaf switches as designated forwarder

Describes how multiple border leaf switches coordinate to prevent duplicate multicast traffic and balance load across the
fabric through designated forwarder selection.

Multiple border leaf switches as designated forwarder is a multicast routing mechanism that

● selects only one border leaf switch as the designated forwarder when multiple border leaf switches exist in the fabric

● prevents multiple copies of multicast traffic from entering the fabric from external IPv4/IPv6 networks, and

● balances load across multiple border leaf switches by striping ownership for groups.

Group striping and load balancing

The designated forwarder selection uses group striping across available border leaf switches as a function of the group
address and the VRF virtual network ID (VNID). A border leaf that is responsible for a group sends PIM/PIM6 joins to the
external network to attract traffic into the fabric on behalf of receivers in the fabric.

Each border leaf in the fabric maintains a view of all other active border leaf switches in the fabric within that VRF, enabling
consistent group striping across all switches. Each border leaf monitors PIM/PIM6 neighbor relations on the fabric interface
to derive the list of active border leaf switches.

When a border leaf switch is removed or discovered, the groups are re-striped across the remaining active border leaf
switches. The stripingmethod is similar to themethod used for hashing the GIPos to external links in multi-pod deployment,
ensuring that the group-to-border leaf mapping is sticky and results in fewer changes during topology changes.

Figure 12: Model for multiple border leafs as designated forwarder

PIM/PIM6 designated router election

Explains the PIM/PIM6 designated router election mechanism for different interface types in Layer 3 IPv4/IPv6 multicast
on ACI fabric.
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PIM/PIM6 designated router election is amulticast routingmechanism that determineswhich router becomes the designated
router for different interface types in Layer 3 IPv4/IPv6 multicast on ACI fabric.

Interface types and DR election behavior

The PIM/PIM6 DR election mechanism varies by interface type:

● PIM/PIM6-enabled L3 Out interfaces: Follows standard PIM/PIM6DRmechanism in these types of interfaces.

● Fabric interface: DR election on this interface is not of much significance as the DR functionality is determined by
the striping. PIM/PIM6 DR election continues unaltered on this interface.

● IPv4/IPv6 multicast routing-enabled pervasive BDs: The pervasive BDs in the fabric are all stubs with
respect to IPv4/IPv6 multicast routing. Hence, on all the leaf switches, the SVI interfaces for pervasive BDs including
vPC, are considered DR on the segment.

Non-border leaf switch behavior

Describes how PIM/PIM6 operates on non-border leaf switches in passive mode with specific packet handling capabilities.

Non-border leaf switch behavior is a network operation mode that

● runs PIM/PIM6 in passive mode on the fabric interface and on the pervasive BD SVIs

● operates in passive-probe mode where it sends only hellos

● raises faults when PIM/PIM6 hello packets are heard from routers on pervasive BDs, and

● processes specific PIM/PIM6 packets on the fabric interface while limiting outbound protocol communication.

Packet handling capabilities

PIM/PIM6 on non-border leaf switches does not send any PIM/PIM6 protocol packets except for hellos on pervasive BDs
and source register packets on the fabric interface.

PIM/PIM6 receives and processes these PIM/PIM6 packets on the fabric interface:

● PIM/PIM6 Hellos: This is used to track the active BL list on the fabric interface and on the pervasive BDs, this is
used to raise faults.

● PIM BSR, Auto-RP advertisements: Supported only for PIM, not supported for PIM6. This is received on the
fabric interface and is processed to glean the RP to group-range mapping.

Active border leaf switch list

Describes the list maintained on every leaf switch for PIM/PIM6 operations including striping and other purposes.

An active border leaf switch list is a PIM/PIM6 maintained list that

● exists on every leaf switch for striping and other purposes

● is derived from active PIM/PIM6 neighbor relations on border leaf switches themselves, and

● is generated by PIM/PIM6 using monitored PIM/PIM6 Hello messages on the fabric interface for non-border leaf
switches.
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Implementation details

The source IP on the hello messages is the loopback IPv4/IPv6 assigned to each border leaf switch.

Overload behavior on bootup

Describes the behavior that prevents a border leaf switch from joining the active border leaf switch list immediately after
gaining fabric connectivity.

Overload behavior on bootup is a network protocol mechanism that delays a border leaf switch from becoming part of
the active border leaf switch list when it gains connectivity to the fabric for the first time after bootup or after losing
connectivity, ensuring the border leaf switch has sufficient time to pull the COOP repo2 information and to bring up its
southbound protocol adjacencies by delaying the transmission of PIM/PIM6 hello messages for a non-configured period
of time.

First-Hop functionality

Describes how the directly connected leaf switch provides first-hop functionality required for PIM and PIM6 sparse mode
operations.

The directly connected leaf switch will handle the first-hop functionality needed for PIM/PIM6 sparse mode.

Last-hop routers

Describes the router connected to the receiver that handles Shortest-Path Tree switchover functionality in PIM multicast
networks.

A last-hop router is a network device that

● is connected to the receiver

● is responsible for doing a Shortest-Path Tree (SPT) switchover in case of PIM/PIM6 any-source multicast (ASM), and

● is handled by border leaf switches in network implementations.

Border leaf switch functionality

The border leaf switches will handle this functionality. The non-border leaf switches do not participate in this function.

Fast-convergence mode

Describes a configurable fabric mode that optimizes multicast traffic convergence by allowingmultiple border leaf switches
to pull traffic while designating only one as the forwarder.

Fast-convergence mode is a configurable fabric mode that

● enables every border leaf switch with external connectivity towards the root (RP for (*,G) and source for (S, G)) to
pull traffic from the external network

● designates only one BL switch as the designated forwarder (DF) for the group to forward traffic to the fabric and
prevent duplicates, and

2 All IPv4/IPv6 multicast group membership information is stored in the COOP database on the spines. When a border leaf
boots up it pulls this information from the spine
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● allows non-stripe winner BL switches to send out PIM/PIM6 joins to attract traffic while maintaining the fabric interface
as the RPF interface.

Fast-convergence mode operation

The stripe winner for the group decides on the DF. If the stripe winner has reachability to the root, then the stripe winner
is also the DF. If the stripe winner does not have external connectivity to the root, then that BL chooses a DF by sending
a PIM/PIM6 join over the fabric interface. All non-stripe winner BL switches with external reachability to the root send out
PIM/PIM6 joins to attract traffic but continue to have the fabric interface as the RPF interface for the route. This results in
the traffic reaching the BL switch on the external link, but getting dropped.

The advantage of the fast-convergence mode is that when there is a stripe owner change due to a loss of a BL switch
for example, the only action needed is on the new stripe winner of programming the right Reverse Path Forwarding (RPF)
interface. There is no latency incurred by joining the PIM/PIM6 tree from the new stripe winner. This comes at the cost
of the additional bandwidth usage on the non-stripe winners' external links.

Note

Fast-convergence mode can be disabled in deployments where the cost of additional bandwidth outweighs the
convergence time saving.

Rendezvous points

Explains IP addresses that act as shared roots for multicast shared trees in multicast network domains.

A rendezvous point (RP) is an IP address that

● acts as a shared root for a multicast shared tree in a multicast network domain

● can be configured in multiple instances to cover different group ranges, and

● requires unique group range configuration when multiple RPs are deployed.

RP types and requirements

PIM enabled border leafs are required for VRFs where multicast routing is enabled. PIM is enabled for a border leaf by
enabling PIM at the L3Out level. When PIM is enabled for an L3Out this will enable PIM for all nodes and interfaces
configured under that L3Out.

You can configure two types of RPs:

● Static RP—Enables you to statically configure an RP for a multicast group range. To do so, you must configure the
address of the RP on every router in the domain.

● Fabric RP—Enables a PIM anycast RP loopback interface on all PIM-enabled border leaf switches in the VRF, which
is necessary for supporting inter-VRF multicast (see Inter-VRF multicast on page 90). A PIM-enabled L3Out (with
loopback interfaces) is required for fabric RP configuration. When configured, external routers can use the fabric RP
using static RP configuration. Auto-RP and BSR are not supported with Fabric RP. Fabric RP peering with an external
anycast RP member is not supported.
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Note

Fabric RP has the following restrictions:

● Fabric RP does not support fast-convergence mode.

● The fabric IP:

● Must be unique across all the static RP entries within the static RP and fabric RP.

● Cannot be one of the Layer 3 out router IDs

For information about configuring an RP, see the following sections:

● Configure layer 3 multicast using the GUI on page 101

● Configure Layer 3 Multicast Using the NX-OS Style CLI

Note

The rendezvous point (RP) is required for the correct operation of PIM-SM ASM. The RP acts as the root of the shared
tree, which initially connects multicast sources and receivers. After this, multicast receivers can join the source tree,
bypassing the RP. Missing RP configuration can result in inconsistent multicast forwarding behavior depending on the
placement of the multicast sources and receivers. For example, multicast forwarding may still function between sources
and receivers connected to the same device even if the RP configuration is absent.

Inter-VRF multicast

Describes a multicast feature that enables sources and receivers to be located in different VRFs within ACI networks.

Inter-VRF multicast is a multicast feature that

● enables sources and receivers to be in different VRFs

● allows the receiver VRF to perform the reverse path forwarding (RPF) lookup for the multicast route in the source
VRF, and

● performs inter-VRF forwarding and translation on the leaf switch where the receivers are connected.
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Inter-VRF multicast use cases and configuration details

Note

Inter-VRF multicast is not supported for IPv6 multicast.

In typical data center with multicast networks, the multicast sources and receivers are in the same VRF, and all multicast
traffic is forwarded within that VRF. There are use cases where the multicast sources and receivers may be located in
different VRFs:

● Surveillance cameras are in one VRF while the people viewing the camera feeds are on computers in a different VRF.

● A multicast content provider is in one VRF while different departments of an organization are receiving the multicast
content in different VRFs.

ACI release 4.0 adds support for inter-VRFmulticast. When a valid RPF interface is formed in the source VRF, this enables
an outgoing interface (OIF) in the receiver VRF. All inter-VRF multicast traffic will be forwarded within the fabric in the
source VRF.

Note

● For any-source multicast, the RP used must be in the same VRF as the source.

● Inter-VRF multicast supports both shared services and share L3Out configurations. Sources and receivers can be
connected to EPGs or L3Outs in different VRFs.

For ACI, inter-VRF multicast is configured per receiver VRF. Every NBL/BL that has the receiver VRF will get the same
inter-VRF configuration. Each NBL that may have directly connected receivers, and BLs that may have external receivers,
need to have the source VRF deployed. Control plane signaling and data plane forwarding will do the necessary translation
and forwarding between the VRFs inside the NBL/BL that has receivers. Any packets forwarded in the fabric will be in the
source VRF.

Requirements for inter-VRF multicast

Outlines the requirements for implementing inter-VRF multicast in fabric environments.

All sources for a particular group must be in the same VRF (the source VRF).

Source VRF and source EPGs need to be present on all leafs where there are receiver VRFs.

ASM requirements

For ASM deployments, ensure proper RP configuration and source VRF management.

● The RP must be in the same VRF as the sources (the source VRF).

● For releases prior to 4.2(4), the source VRFmust be using fabric RP. This restriction does not apply for Release 4.2(4)
and later.

● The same RP address configuration must be applied under the source and all receiver VRFs for the given group-range.
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Configure the stripe winner policy

Describes a configurable multicast traffic management feature that allows selection of a specific POD for stripe winner
election to optimize latency and performance in multi-POD ACI fabrics.

A config stripe winner policy is a configurable multicast traffic management feature that

● allows selection of a specific POD for stripe winner election for multicast groups, group ranges, sources, or source
ranges

● ensures the border leaf elected as stripe winner is from the selected POD to optimize latency

● supports excluding remote leaf switches from stripe winner election when enabled, and

● addresses scenarios where default stripe winner selection across pods may result in additional latency for multicast
streams.

Default stripe winner behavior and limitations

When there are multiple PIM enabled border leaf switches in a VRF, the default behavior is to select one border leaf switch
as the stripe winner for a multicast group for PIM-SM or group and source for PIM-SSM. The border leaf selected as the
stripe winner will act as the last hop router (LHR) for the group and send PIM join/prune messages on the externally
connected links towards external sources, see Multiple Border Leaf Switches as Designated Forwarder. The border leaf
selected as the stripe winner can be any border leaf in any POD across the fabric. This default behavior may result in
additional latency for multicast streams in scenarios where:

● All or most receivers for a known multicast group or group range will be connected in one POD. If the stripe winner
for the group is elected in a different POD, the multicast stream from external sources will be forwarded across the
IPN resulting in added latency.

● External multicast source(s) are in the same physical location as one of the pods. If the stripe winner for the multicast
group is selected in a different POD, this may also add additional latency for the flow as the flows would need to
traverse the external network to reach the border leaf in the remote POD and then traverse the IPN to reach receivers
in the POD closest to the source.

Beginning with ACI release 6.0(2), the fabric supports a configurable stripe winner policy where you can select a POD
for a specific multicast group, group range and/or source, source range. This will ensure that the border leaf elected as
the stripe winner is from the selected POD solving the scenarios described above.

This feature also supports the option to exclude any remote leaf switches. When this option is enabled, remote leaf
switches with PIM enabled L3Outs will be excluded from the stripe winner election.

Config based stripe winner election guidelines and requirements

● Only the BLs in the POD are considered for stripe winner election, contrary to the case where all BLs from all PODs
would have been considered if this configuration is not present.

● Amongst the BLs in the POD, only one BL will be elected as the config based stripe winner.

● If you select the exclude RL option, then the RLs will be excluded from the config stripe winner election.

● All BLs in the POD will be considered candidates for being the stripe and the regular stripe winner to elect one BL (in
the POD) as the stripe winner.

● If there are no BLs in the configured POD or if none of the BLs are candidates for config stripe winner election, then
the election will switch to a default stripe winner election logic, which is considering all BLs in all PODs as candidates.

● When you perform a VRF delete and re-add operation do not add the config stripe winner configuration back with
the VRF configuration.
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● You must add the VRF configuration first and then add the config stripe winner configuration after four minutes.

● The config stripe winner may result in a scenario where the configured (S,G) stripe winner is a different border leaf
than the (*,G) stripe winner. In this case, the BL that is the (*,G) stripe winner will also install an (S,G) mroute. Both
the configured (S,G) stripe winner and the (*,G) stripe winner will receive multicast traffic from the external source
but only the configured (S,G) stripe winner will forward multicast into the fabric.

● Overlapping address ranges are not supported. For example, if 224.1.0/16 is already configured then you cannot
configure 224.1.0/24. However, you can have any number of configurationswith different source ranges for 224.1.0/16.

● Config stripe winner policy is not supported for IPv6 multicast.

● The maximum number of ranges that can be configured is 500 per VRF.

● Config stripe winner policy is not supported with Inter-VRF Multicast in ACI release 6.0(2).

ACI multicast feature list

This section outlines ACI multicast features with detailed comparisons to equivalent NX-OS features, including IGMP,
IGMP snooping, MLD snooping, and PIM capabilities at both interface and VRF levels.

The following sections provide a list of ACI multicast features with comparisons to similar NX-OS features.

● IGMP Features on page 93

● IGMP Snooping Features on page 95

● MLD Snooping Features on page 95

● PIM Features (Interface Level) on page 96

● PIM Features (VRF Level) on page 97

IGMP Features

DescriptionNX-OS FeatureACI Feature Name

Allow accepting IGMP version 3 source-specific reports for multicast
groups outside of the SSM range. When this feature is enabled, the
switch will create an (S,G) mroute entry if it receives an IGMP version
3 report that includes both the group and source even if the group is
outside of the configured SSM range. This feature is not required if
hosts send (*,G) reports outside of the SSM range, or send (S,G) reports
for the SSM range.

ip igmp allow-v3-asmAllow V3 ASM

Option that minimizes the leave latency of IGMPv2 group memberships
on a given IGMP interface because the device does not send
group-specific queries. When immediate leave is enabled, the device
removes the group entry from the multicast routing table immediately
upon receiving a leave message for the group. The default is disabled.

Note: Use this command only when there is one receiver behind the
BD/interface for a given group

ip igmp
immediate-leave

Fast Leave

Enables sending reports for groups in 224.0.0.0/24. Reports are always
sent for nonlink local groups. By default, reports are not sent for link
local groups.

ip igmp
report-link-local-groups

Report Link Local
Groups

Sets the group membership timeout for IGMPv2. Values can range from
3 to 65,535 seconds. The default is 260 seconds.

ip igmp group-timeoutGroup Timeout (sec)
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DescriptionNX-OS FeatureACI Feature Name

Sets the frequency at which the software sends IGMP host query
messages. Values can range from 1 to 18,000 seconds. The default is
125 seconds.

ip igmp query-intervalQuery Interval (sec)

Sets the response time advertised in IGMP queries. Values can range
from 1 to 25 seconds. The default is 10 seconds.

ip igmp
query-max-response-time

Query Response
Interval (sec)

Sets the number of times that the software sends an IGMP query in
response to a host leave message. Values can range from 1 to 5. The
default is 2.

ip igmp
last-member-query-count

Last Member Count

Sets the query interval waited after sending membership reports before
the software deletes the group state. Values can range from 1 to 25
seconds. The default is 1 second.

ip igmp
last-member-query-response-time

Last Member
Response Time (sec)

Sets the query count used when the software starts up. Values can
range from 1 to 10. The default is 2.

ip igmp
startup-query-count

Startup Query Count

Sets the query timeout that the software uses when deciding to take
over as the querier. Values can range from 1 to 65,535 seconds. The
default is 255 seconds.

ip igmp
querier-timeout

Querier Timeout

Sets the robustness variable. You can use a larger value for a lossy
network. Values can range from 1 to 7. The default is 2.

ip igmp
robustness-variable

Robustness Variable

IGMP version that is enabled on the bridge domain or interface. The
IGMP version can be 2 or 3. The default is 2.

ip igmp version <2-3>Version

Access policy for IGMP reports that is based on a route-map policy.
IGMP group reports will only be selected for groups allowed by the
route-map

ip igmp report-policy
<route-map>

Report Policy Route
Map*

Statically binds a multicast group to the outgoing interface, which is
handled by the switch hardware. If you specify only the group address,
the (*, G) state is created. If you specify the source address, the (S, G)
state is created. You can specify a route-map policy name that lists the
group prefixes, group ranges, and source prefixes. Note A source tree
is built for the (S, G) state only if you enable IGMPv3.

ip igmp static-oifStatic Report Route
Map*

Limit the mroute states for the BD or interface that are created by IGMP
reports.

Default is disabled, no limit enforced. Valid range is 1-4294967295.

ip igmp state-limitMaximum Multicast
Entries

Specifies to use the route-map policy name for the reserve policy and
set the maximum number of (*, G) and (S, G) entries allowed on the
interface.

ip igmp state-limit
<limit> reserved
<route-map>

Reserved Multicast
Entries

Used with Reserved Multicast Entries featureip igmp state-limit
<limit> reserved
<route-map>

State Limit RouteMap*
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IGMP Snooping Features

DescriptionNX-OS FeatureACI Feature Name

Enables/disables the IGMP snooping feature. Cannot be disabled for
PIM enabled bridge domains

[no] ipigmp snoopingIGMP snooping admin
state

Option that minimizes the leave latency of IGMPv2 group memberships
on a given IGMP interface because the device does not send
group-specific queries. When immediate leave is enabled, the device
removes the group entry from the multicast routing table immediately
upon receiving a leave message for the group. The default is disabled.

Note: Use this command only when there is one receiver behind the
BD/interface for a given group

ip igmp snooping
fast-leave

Fast Leave

Enables the IP IGMP snooping querier feature on the Bridge Domain.
Used along with the BD subnet Querier IP setting to configure an IGMP
snooping querier for bridge domains.

Note: Should not be used with PIM enabled bridge domains. The IGMP
querier function is automatically enabled for when PIM is enabled on
the bridge domain.

ip igmp snooping
querier <ip address>

Enable Querier

Sets the frequency at which the software sends IGMP host query
messages. Values can range from 1 to 18,000 seconds. The default is
125 seconds.

ip igmp snooping
query-interval

Query Interval

Sets the response time advertised in IGMP queries. Values can range
from 1 to 25 seconds. The default is 10 seconds.

ip igmp snooping
query-max-response-time

Query Response
Interval

Sets the query interval waited after sending membership reports before
the software deletes the group state. Values can range from 1 to 25
seconds. The default is 1 second.

ip igmp snooping
last-member-query-interval

Last Member Query
Interval

Configures snooping for a number of queries sent at startup when you
do not enable PIM because multicast traffic does not need to be routed.
Values can range from 1 to 10. The default is 2.

ip igmp snooping
startup-query-count

Start Query Count

Configures a snooping query interval at startup when you do not enable
PIM because multicast traffic does not need to be routed. Values can
range from 1 to 18,000 seconds. The default is 31 seconds

ip igmp snooping
startup-query-interval

Start Query Interval
(sec)

MLD Snooping Features

DescriptionNX-OS FeatureACI Feature Name

IPv6 MLD snooping feature. Default is disabledipv6 mld snoopingMLD snooping admin
state

Allows you to turn on or off the fast-leave feature on a per bridge domain
basis. This applies to MLDv2 hosts and is used on ports that are known
to have only one host doing MLD behind that port. This command is
disabled by default.

ipv6 mld snooping
fast-leave

Fast Leave

Enables or disables IPv6 MLD snooping querier processing. MLD
snooping querier supports the MLD snooping in a bridge domain where
PIM and MLD are not configured because the multicast traffic does not
need to be routed.

ipv6 mld snooping
querier

Enable Querier
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DescriptionNX-OS FeatureACI Feature Name

Sets the frequency at which the software sends MLD host query
messages. Values can range from 1 to 18,000 seconds. The default is
125 seconds.

ipv6 mld snooping
query-interval

Query Interval

Sets the response time advertised in MLD queries. Values can range
from 1 to 25 seconds. The default is 10 seconds.

ipv6 mld snooping
query-interval

Query Response
Interval

Sets the query response time after sending membership reports before
the software deletes the group state. Values can range from 1 to 25
seconds. The default is 1 second.

ipv6 mld snooping
last-member-query-interval

Last Member Query
Interval

PIM Features (Interface Level)

DescriptionNX-OS FeatureACI Feature Name

Enables MD5 hash authentication for PIM IPv4 neighborsip pim
hello-authentication
ah-md5

Authentication

Enables the interface to be on the border of a PIM domain so that no
bootstrap, candidate-RP, or Auto-RP messages are sent or received
on the interface. The default is disabled.

ip pim borderMulticast Domain
Boundary

If the passive setting is configured on an interface, it will enable the
interface for IP multicast. PIM will operate on the interface in passive
mode, which means that the leaf will not send PIM messages on the
interface, nor will it accept PIM messages from other devices across
this interface. The leaf will instead consider that it is the only PIM device
on the network and thus act as the DR. IGMP operations are unaffected
by this command.

ip pim passivePassive

When configured, the switch will not process joins from unknown
neighbors and will not send PIM joins to unknown neighbors

ip pim
strict-rfc-compliant

Strict RFC Compliant

Delays participation in the designated router (DR) election by setting
the DR priority that is advertised in PIM hello messages to 0 for a
specified period. During this delay, no DR changes occur, and the current
switch is given time to learn all of the multicast states on that interface.
After the delay period expires, the correct DR priority is sent in the hello
packets, which retriggers the DR election. Values are from 1 to 65,535.
The default value is 3.

Note: This command delays participation in the DR election only upon
bootup or following an IP address or interface state change. It is intended
for use with multicast-access non-vPC Layer 3 interfaces only.

ip pimdr-delayDesignated Router
Delay (sec)

Sets the designated router (DR) priority that is advertised in PIM hello
messages. Values range from 1 to 4294967295. The default is 1.

ip pim dr-priorityDesignated Router
Priority

Configures the interval at which hello messages are sent in milliseconds.
The range is from 1000 to 18724286. The default is 30000.

ip pim hello-intervalHello Interval
(milliseconds)

Interval for sending PIM join and prune messages in seconds. Valid
range is from 60 to 65520. Value must be divisible by 60. The default
value is 60.

ip pim jp-intervalJoin-Prune Interval
Policy (seconds)
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DescriptionNX-OS FeatureACI Feature Name

Enables inbound join-prune messages to be filtered based on a
route-map policy where you can specify group, group and source, or
group and RP addresses. The default is no filtering of join-prune
messages.

ip pimjp-policyInterface-level Inbound
Join-Prune Filter
Policy*

Enables outbound join-prune messages to be filtered based on a
route-map policy where you can specify group, group and source, or
group and RP addresses. The default is no filtering of join-prune
messages.

ip pim jp-policyInterface-level
Outbound Join-Prune
Filter Policy*

Controls which PIM neighbors to become adjacent to based on
route-map policy where you specify the source address/address range
of the permitted PIM neighbors

ip pim neighbor-policyInterface-level
Neighbor Filter Policy*

PIM Features (VRF Level)

DescriptionNX-OS FeatureACI Feature Name

Configures a PIM static RP address for a multicast group range. You
can specify an optional route-map policy that lists multicast group
ranges for the static RP. If no route-map is configured, the static RP
will apply to all multicast group ranges excluding any configured SSM
group ranges.

The mode is ASM.

ip pim rp-addressStatic RP

Configures an anycast RP on all multicast enabled border leaf switches
in the fabric. Anycast RP is implemented using PIM anycast RP. You can
specify an optional route-map policy that lists multicast group ranges
for the static RP.

n/aFabric RP

Enables the forwarding of Auto-RP messages. The default is disabled.ip pim auto-rp forwardAuto-RP Forward
Auto-RP Updates

Enables the listening for Auto-RP messages. The default is disabled.ip pim auto-rp listenAuto-RP Listen to
Auto-RP Updates

Enables Auto-RP discover messages to be filtered by the border leaf
based on a route-map policy where you can specify mapping agent
source addresses. This feature is usedwhen the border leaf is configured
to listen for Auto-RP messages. The default is no filtering of Auto-RP
messages.

ip pim auto-rp
mapping-agent-policy

Auto-RP MA Filter *

Enables forwarding of BSR messages. The default is disabled, which
means that the leaf does not forward BSR messages.

ip pim bsr forwardBSR Forward BSR
Updates

Enables listening for BSR messages. The default is disabled, which
means that the leaf does not listen for BSR messages.

ip pim bsr listenBSR Listen to BRS
Updates

Enables BSR messages to be filtered by the border leaf based on a
route-map policy where you can specify BSR source. This command
can be used when the border leaf is configured to listen to BSR
messages. The default is no filtering of BSR messages.

ip pim bsr bsr-policyBSR Filter

Applies a route map to the ASM Source, Group Expiry Timer to specify
a group/range of groups for the adjusted expiry timer.

ip pim sg-expiry-timer
<timer> sg-list

ASM Source, Group
Expiry Timer Policy *
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DescriptionNX-OS FeatureACI Feature Name

To adjust the (S,G) expiry timer interval for Protocol Independent
Multicast sparse mode (PIM-SM) (S,G) multicast routes. This command
creates persistency of the SPT (source based tree) over the default 180
seconds for intermittent sources. Range is from 180 to 604801
seconds.

ip pim sg-expiry-timerASM Source, Group
Expiry Timer Expiry
(sec)

Configures the rate limit in packets per second. The range is from 1 to
65,535. The default is no limit.

ip pim
register-rate-limit

Register Traffic Policy:
Max Rate

Used to configure a source IP address of register messages. This feature
can be used when the source address of register messages is routed
in the network where the RP can send messages. This may happen if
the bridge domain where the source is connected is not configured to
advertise its subnet outside of the fabric.

ip pim register-sourceRegister Traffic Policy:
Source IP

Can be used to specify different SSM group ranges other than the default
range 232.0.0.0/8. This command is not required if you want to only
use the default group range. You can configure a maximum of four
ranges for SSM multicast including the default range.

ip pim ssm route-mapSSM Group Range
Policy*

Can be used to deny the default SSM group range 232.0.0.0/8. You
can instead handle this range as an ASM group range. The same can
be achieved by creating a SSM group range policy with no route-map
entries (empty route map).

ip pim ssm-range none

When fast convergence mode is enabled, every border leaf in the fabric
will send PIM joins towards the root (RP for (*,G) and source (S,G)) in
the external network. This allows all PIM enabled BLs in the fabric to
receive the multicast traffic from external sources but only one BL will
forward traffic onto the fabric. The BL that forwards the multicast traffic
onto the fabric is the designated forwarder. The stripe winner BL decides
on the DF. The advantage of the fast-convergence mode is that when
there is a changed of the stripe winner due to a BL failure there is no
latency incurred in the external network by having the new BL send joins
to create multicast state.

Note: Fast convergence mode can be disabled in deployments where
the cost of additional bandwidth outweighs the convergence time saving.

n/aFast Convergence

When configured, the switch will not process joins from unknown
neighbors and will not send PIM joins to unknown neighbors

ip pim
strict-rfc-compliant

Strict RFC Compliant

Enables bigger frame sizes for the PIM control plane traffic and improves
the convergence. Range is from 1500 to 9216 bytes

ip pim mtuMTU Port

Sets the maximum (*,G)/(S,G) entries allowed per VRF. Range is from
1 to 4294967295

ip pim state-limitResource Policy
Maximum Limit

Configures a route-map policy matching multicast groups or groups
and sources to be applied to the Resource Policy Maximum Limit
reserved entries.

ip pim state-limit
<limit> reserved
<route-map>

Resource Policy
Reserved Route Map*

Maximum reserved (*, G) and (S, G) entries allowed in this VRF. Must
be less than or equal to the maximum states allowed. Used with the
Resource Policy Reserved Route Map policy

ip pim state-limit
<limit> reserved
<route-map> <limit>

Resource Policy
Reserved Multicast
Entries
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Lists ACI multicast features and compares them to similar NX-OS features, providing detailed descriptions for each
feature.

Guidelines, limitations, and expected behaviors for layer 3 IPv4 and IPv6 multicast

Provides guidelines, limitations, and expected packet behaviors for Layer 3 IPv4 and IPv6 multicast in ACI fabric
environments.

Note

Cisco ACI does not support IP fragmentation. Therefore, when you configure Layer 3 Outside (L3Out) connections to
external routers, or Multi-Pod connections through an Inter-Pod Network (IPN), it is recommended that the interface
MTU is set appropriately on both ends of a link. On some platforms, such as Cisco ACI, Cisco NX-OS, and Cisco IOS,
the configurable MTU value does not take into account the Ethernet headers (matching IP MTU, and excluding the
14-18 Ethernet header size), while other platforms, such as IOS-XR, include the Ethernet header in the configured
MTU value. A configured value of 9000 results in a max IP packet size of 9000 bytes in Cisco ACI, Cisco NX-OS, and
Cisco IOS, but results in a max IP packet size of 8986 bytes for an IOS-XR untagged interface.

For the appropriate MTU values for each platform, see the relevant configuration guides.

We highly recommend that you test the MTU using CLI-based commands. For example, on the Cisco NX-OS CLI, use
a command such as ping 1.1.1.1 df-bit packet-size 9000 source-interface ethernet
1/1.

Guidelines and limitations for IPv4 and IPv6 multicast

Layer 3 IPv4 and IPv6multicast support depends on the platform generation, interface type, and deployment configuration.

● Layer 3 IPv4 and IPv6 multicast is supported on second-generation leaf switches. Product IDs for these switches
have an -EX, -FX, -FX2, -FX3, -GX, or later suffix.

● Custom QoS policies are not supported for Layer 3 multicast traffic that enters the Cisco Application Centric
Infrastructure fabric through an L3Out.

● You can enable PIMv4 or PIMv6 and Advertise Host Routes on a bridge domain.

● Layer 3 multicast is enabled at the VRF level. Multicast protocols operate within the VRF instance, and you can enable
or disable multicast independently for each VRF instance.

● After you enable multicast for a VRF instance, you can enable multicast for individual bridge domains and L3Outs in
that VRF instance. Multicast is disabled by default on all bridge domains and L3Outs.

● Bidirectional PIMv4 and PIMv6 are not supported.

● Multicast routers are not supported in pervasive bridge domains.

● The combined IPv4 and IPv6 multicast route scale is 2,000. Each IPv4 route counts as one route, and each IPv6
route counts as four routes. The IPv6 route-scale limit remains 2,000, including on node profiles that support a higher
multicast scale.

● PIMv4 and PIMv6 are supported on L3Out routed interfaces and routed subinterfaces, including Layer 3 port channels
and Layer 3 port-channel subinterfaces.

Beginning with Cisco ACI Release 5.2(3), PIMv4 is supported on L3Out SVI interfaces for physical interfaces and
directly connected port channels. PIMv4 and PIMv6 are not supported on L3Out SVIs with vPC interfaces.
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● Enabling PIMv4 or PIMv6 on an L3Out creates an implicit external network. As a result, the L3Out is deployed and
its protocols might become operational even if you have not defined an external network.

● If a multicast source connects to Leaf-A through an orphan port, an L3Out is configured on Leaf-B, and the two leaf
switches form a vPC pair, deploy the EPG encapsulation VLAN associated with the multicast source on Leaf-B.

● Filters are not supported for inter-VRF multicast communication.

● Do not use the clear ip mroute command in a production network. The command is intended only for internal
debugging.

IPv4 and IPv6 packet behaviors

Ingress and egress leaf switches handle Layer 3 IPv4 and IPv6 multicast packets differently.

● For Layer 3 IPv4 multicast, when an ingress leaf switch receives a packet from a source attached to a bridge domain
that is enabled for IPv4 multicast routing, the switch sends only a routed VRF copy to the fabric. Routing decrements
the TTL by 1 and replaces the source MAC address with the pervasive subnet MAC address.

The egress leaf switch routes the packet to receivers in all applicable bridge domains. A receiver on the same bridge
domain as the source but on a different leaf switch receives a routed copy. This behavior also applies when the source
and receiver are on the same bridge domain and leaf switch if PIM is enabled on the bridge domain.

● For Layer 3 IPv6 multicast, when an ingress leaf switch receives a packet from a source attached to a bridge domain
that is enabled for IPv6 multicast routing, the switch sends only a routed VRF copy to the fabric. Routing decrements
the TTL by 1 and replaces the source MAC address with the pervasive subnet MAC address.

The egress leaf switch routes the packet to the receivers and decrements the TTL by 1 again. As a result, the TTL is
decremented twice. For ASM, the multicast group must have a valid RP configuration.

Guidelines and limitations for IPv4 multicast

Additional guidelines and limitations apply specifically to IPv4 multicast configurations.

● If multicast is running on the border leaf switches in the Cisco ACI fabric, disabling multicast on the L3Out while
unicast reachability remains available causes traffic loss when the external peer is a Cisco Nexus 9000 Series switch.

This limitation applies when traffic enters the fabric from an external source and has receivers inside the fabric. It
also applies when both the source and receivers are outside the fabric and the fabric provides transit connectivity.

● Any Source Multicast (ASM) and Source-Specific Multicast (SSM) are supported for IPv4.

● You can configure a maximum of four SSM multicast ranges in the route map for each VRF instance.

● IGMP snooping cannot be disabled on a pervasive bridge domain when multicast routing is enabled.

● Multicast sources and receivers that connect through FEX ports are not supported.

Guidelines and limitations for IPv6 multicast

Additional guidelines and limitations apply specifically to IPv6 multicast configurations.

● Source-Specific Multicast (SSM) is supported for IPv6. The SSM range is fixed and cannot be changed, as specified
in RFC 3306: Unicast-Prefix-based IPv6 Multicast Addresses.

● You can configure a maximum of four SSM multicast ranges in the route map for each VRF instance.

● Any Source Multicast (ASM) is supported for IPv6.

● The OIF and VRF scale limits for IPv6 are the same as the limits for IPv4.

● Only static RP configuration is supported for PIM6. Auto-RP and BSR are not supported for PIM6.

● Receivers inside the fabric are not supported. Disable theMLD Snoop Policy before enabling IPv6 multicast. MLD
snooping and PIM6 cannot be enabled in the same VRF instance.
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● Layer 3 Multicast Listener Discovery (MLD) is not supported with Cisco ACI.

● Fabric Rendezvous Point (RP) is not supported for IPv6 multicast.

● Cisco Multi-Site Orchestrator is not supported.

Configure layer 3 multicast using the GUI

Configure layer 3 multicast using the Cisco APIC GUI to ENABLE PIM and IGMP functionality for bridge domains and Layer
3 Out interfaces.

This task enables layer 3 multicast functionality on a VRF to support PIM and IGMP protocols for multicast traffic distribution
across the network.

This section explains how to configure layer 3 multicast using the Cisco APIC GUI.

Note

Click the help icon (?) located in the top-right corner of the Work pane and of each dialog box for information about
a visible tab or a field.

Before you begin

● The desired VRF, bridge domains, layer 3 Out interfaces with IP addresses must be configured to ENABLE PIM and
IGMP.

● Basic unicast network must be configured.

Follow these steps to configure layer 3 multicast using the GUI:

Procedure

1. Navigate to Tenants > Tenant_name > Networking > VRFs > VRF_name > MULTICAST.
In the Work pane, a message is displayed as follows: PIM is not enabled on this VRF. Would you like to
ENABLE PIM?.

2. Click YES, ENABLE MULTICAST.
3. Configure interfaces:

a) From the Work pane, click the Interfaces tab.
b) Expand the Bridge Domains table to display the Create Bridge Domain dialog and enter the appropriate

value in each field.
c) Click Select.
d) Expand the Interfaces table to display the Select an L3 Out dialog.
e) Click the L3 Out drop-down arrow to choose an L3 Out.
f) Click Select.

4. Configure a rendezvous point (RP):
a) In the Work pane, click the Rendezvous Points tab and choose from the following rendezvous point (RP)

options:

● Static RP

a. Expand the Static RP table.
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b. Enter the appropriate value in each field.

c. Click Update.

● Fabric RP

a. Expand the Fabric RP table.

b. Enter the appropriate value in each field.

c. Click Update.

● Auto-RP

a. Enter the appropriate value in each field.

● Bootstrap Router (BSR)

a. Enter the appropriate value in each field.

5. Configure the pattern policy:
a) From the Work pane, click the Pattern Policy tab and choose the Any Source MULTICAST (ASM) or

Source Specific MULTICAST (SSM) option.
b) Enter the appropriate value in each field.

6. Configure the PIM settings:
a) Click the PIM Setting tab.
b) Enter the appropriate value in each field.

7. Configure the IGMP settings:
a) Click the IGMP Setting tab.
b) Expand the IGMP Context SSM Translate Policy table.
c) Enter appropriate value in each field.
d) Click Update.

8. Configure inter-VRF multicast:
a) In the Work pane, click the Inter-VRF MULTICAST tab.
b) Expand the Inter-VRF MULTICAST table.
c) Enter appropriate value in each field.
d) Click Update.

9. Configure the Config Stripe Winner Policy:
a) In the Work pane, click the Config Stripe Winner tab.
b) Specify a source address/address range.
c) Specify MULTICAST group range prefix. Prefix length can be /32 to /4. Enter 224.0.0.0/4 for all MULTICAST

groups.
d) Select the POD ID of the POD from which the Stripe winner needs to be elected.
e) Select the Exclude Remote Leaf option to exclude remote leaf switches.

10. When finished, click Submit.
11. On themenu bar, navigate toTenants > Tenant_name >Networking >VRFs > VRF_name >MULTICAST,

and perform the following actions:
a) In the Work pane, Interfaces tab, choose the appropriate L3 Out, and from the PIM Policy drop-down list,

choose the appropriate PIM policy to attach.
b) Click Submit.

12. To verify the configuration perform the following actions:

Cisco Application Policy Infrastructure Controller (APIC) | Updated April 17, 2026

| Tenant Routed Multicast | 102



a) In the Work pane, click Interfaces to display the associated Bridge Domains.
b) Click Interfaces to display the associated L3 Out interfaces.
c) In the Navigation pane, navigate to the BD.
d) In the Work pane, the configured IGMP policy and PIM functionality are displayed as configured earlier.
e) In the Navigation pane, the L3 Out interface is displayed.
f) In the Work pane, the PIM functionality is displayed as configured earlier.
g) In the Work pane, navigate to Fabric > Inventory > Protocols > IGMP to view the operational status of the

configured IGMP interfaces.
h) In the Work pane, navigate to Fabric > Inventory > POD name > Leaf_Node > Protocols > IGMP

> IGMP Domains to view the domain information for MULTICAST enabled/disabled nodes.

Layer 3 MULTICAST is successfully configured on the VRF with PIM and IGMP functionality enabled. The MULTICAST
interfaces are operational and the configuration can be verified through the GUI interface tables.

Configure layer 3 IPv6 multicast using the GUI

Configure layer 3 IPv6 multicast functionality in a VRF using the GUI to ENABLE PIM6 protocol and related settings.

This task enableslayer 3 IPv6multicast routing capabilities within a VRF by configuring PIM6 protocol, interfaces, rendezvous
points, and associated policies to support multicast traffic forwarding.

IPv6 multicast configuration is required when you need to enable multicast traffic forwarding in Layer 3 networks using
PIM6 protocol within a specific VRF context.

Before you begin

● The desired VRF, bridge domains, Layer 3 Out interfaces with IPv6 addresses must be configured to enable PIM6.
For Layer 3 Out, for IPv6 multicast to work, an IPv6 loopback address is configured for the node in the logical node
profile.

● Basic unicast network must be configured.

Follow these steps to configure Layer 3 IPv6 MULTICAST using the GUI:

Procedure

1. On the menu bar, navigate to Tenants > Tenant_name > Networking > VRFs > VRF_name > MULTICAST
IPv6.
In the Work pane, a message is displayed as follows: PIM6 is not enabled on this VRF. Would you like to
ENABLE PIM6?.

2. Click YES, ENABLE MULTICAST IPv6.
3. Configure interfaces:

a) From the Work pane, click the Interfaces tab.
b) Expand the Bridge Domains table to display theCreate Bridge Domain dialog, and choose the appropriate

BD from drop-down list.
c) Click Select.
d) Expand the Interfaces table to display the Select an L3 Out dialog box.
e) Click the L3 Out drop-down arrow to choose an L3 Out.
f) Click Select.

4. Configure a rendezvous point (RP).
a) In the Work pane, click the Rendezvous Points tab, choose Static RP.
b) Enter the appropriate value in each field.
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c) Click Update.

5. Configure the pattern policy.
a) From the Work pane, click the Pattern Policy tab and choose Any Source MULTICAST (ASM).
b) Enter the appropriate values in each field.

6. Configure the PIM settings.
a) Click the PIM Setting tab.
b) Enter the appropriate value in each field.

7. When finished, click Submit.
8. On the menu bar, navigate to Tenants > Tenant_name > Networking > VRFs > VRF_name > MULTICAST

IPv6, and perform these actions:
a) In the Work pane, Interfaces tab, choose the appropriate L3 Out and from the PIM Policy drop-down list,

choose the appropriate PIM policy to attach.
b) Click Submit.

9. To verify the configuration perform these actions:
a) In the Work pane, click Interfaces to display the associated Bridge Domains.
b) In the Navigation pane, navigate to the associated BD with IPv6 MULTICAST.

In the Work pane, the configured PIM functionality is displayed as configured earlier.
c) In the Navigation pane, navigate to the associated L3 Out interface.

In the Work pane, the PIM6 check box is checked.
d) In the Work pane, navigate to Fabric > Inventory > Pod NodeProtocols > PIM6 and expand PIM.

Under the appropriate PIM6 protocol that was created earlier, you can view information about he associated
Neighbors, PIM Interfaces, Routes, Group Ranges, and RPs. You can verify that all these objects are set up.

IPV6multicast is successfully configured on the VRF with PIM6 enabled. The configuration includes interfaces, rendezvous
points, pattern policies, and PIM settings that ENABLE MULTICAST traffic forwarding in the Layer 3 network.

BGP IPv4/IPv6 multicast address-family

Explains the BGP multicast address-family feature that supports IPv4 and IPv6 for BGP peers towards external routers in
tenant VRF on border leaf switches.

BGP IPv4/IPv6 multicast address-family is a BGP feature that

● adds support for IPv6 for BGP peers towards external routers in the tenant VRF on the border leaf switch

● allows specification of whether the peer will be used separately to carry multicast routes in the IPv4/IPv6 multicast
address-family, and

● was initially available for IPv4 in Cisco APIC Release 4.1 and extended to IPv6 beginning with Cisco APIC release
4.2(1).
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BGP IPv4/IPv6 multicast address-family implementation

Note

The IPv4 version of the BGP IPv4/IPv6 multicast address-family feature was available as part of Cisco APIC Release
4.1.

The following figure shows how this feature might be implemented.

Guidelines and limitations for BGP IPv4/IPv6 multicast address-family

Outlines the guidelines and limitations for implementing BGPmulticast address-family features in IPv4 and IPv6 environments
within Cisco ACI fabric configurations.

Guidelines and restrictions for the BGP multicast address-family feature for IPv6

The multicast source is within the Cisco ACI fabric, and the receivers are outside of the fabric.

● The Rendezvous Point (RP) is an IP address that is external the Cisco ACI fabric. Fabric RP is not supported for IPv6
multicast.

● Transit L3Out is not supported for BGPv4/v6 address-family.

Guidelines and restrictions for the BGP multicast Address-Family feature for both IPv4 and IPv6

There is no support for BGPv4/v6 multicast address-family within the Cisco ACI fabric.

● RP reachability should be present in the unicast address-family, if that is being used. For PIM Source-Specific Multicast
(SSM), there is no need for RP.
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Configure BGP IPv4/IPv6 multicast address-family using the GUI

Configure the BGP IPv4/IPv6 multicast address-family feature using the APIC GUI to enable multicast routing capabilities
in your L3Out configuration.

This task enables BGP IPv4/IPv6 multicast address-family functionality to support multicast routing in your L3Out
configuration. This allows BGP peers to exchange multicast routing information and enables multicast traffic forwarding
between external networks and the ACI fabric.

The BGP IPv4/IPv6multicast address-family feature enables BGP to carry multicast routing information, allowing multicast
traffic to be routed between external networks and the ACI fabric. This configuration is performed after setting up the
basic L3Out and BGP connectivity.

Before you begin

Complete the standard prerequisites before configuring an L3Out, such as:

● Configure the tenant, node, port, functional profile, AEP, and Layer 3 domain.

● Configure a BGP Route Reflector policy to propagate the routes within the fabric.

Follow these steps to configure the BGP IPv4/IPv6 multicast address-family using the GUI:

Procedure

1. Locate the VRF that you will be using with the L3Out, or create the VRF, if necessary.

Tenants > tenant > Networking > VRFs

2. Enable PIMv4 or PIMv6 under the VRF.

● To enable PIMv4 under the VRF, on the menu bar, navigate to Tenants > Tenant_name > Networking >
VRFs > VRF_name > Multicast.

● If you see the message PIM is not enabled on this VRF. Would you like to enable PIM?, then
click Yes, enable Multicast.

● If you see the main Multicast window, check the Enable box, if it is not already checked.

● To enable PIMv6 under the VRF, on the menu bar, navigate to Tenants > Tenant_name > Networking >
VRFs > VRF_name > Multicast IPv6.

● If you see the message PIMv6 is not enabled on this VRF. Would you like to enable PIMv6?,
then click Yes, enable multicast IPv6.

● If you see the main Multicast IPv6 window, check the Enable box, if it is not already checked.

3. Create the L3Out and configure the BGP for the L3Out:
a) On the Navigation pane, expand Tenant and Networking.
b) Right-click L3Outs and choose Create L3Out.
c) Enter the necessary information to configure BGP for the L3Out.

In the Identity page:

● Select the VRF that you configured in the previous step.

● Select BGP in the Identity page in the L3Out creation wizard to configure the BGP protocol for this L3Out.
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d) Continue through the remaining pages (Nodes and Interfaces, Protocols, and External EPG) to complete
the configuration for the L3Out.

4. After you have completed the L3Out configuration, configure the BGP IPv4/IPv6 multicast address-family feature:
a) Navigate to the BGP Peer Connectivity Profile screen:

Tenants > tenant > Networking > L3Outs > L3out-name > Logical Node Profiles >
logical-node-profile-name > Logical Interface Profiles > logical-interface-profile-name >
BGP Peer Connectivity Profile IP-address

b) Scroll down to the Address Type Controls field and make these selections:

● Select AF Mcast.

● Leave AF Ucast selected, if it is already selected.
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c) Click Submit.
d) Navigate to the bridge domain with the subnet that needs to be redistributed to the peer's IPv4 or IPv6 multicast

address-family:

Tenants > tenant > Networking > Bridge Domains > bridge_domain-name

e) In the main pane, click the Policy/General tabs.
f) Enable PIMv4 or PIMv6 on the bridge domain.

● To enable PIMv4 on the bridge domain, scroll down to the PIM field and check the box next to that field to
enable it.

● To enable PIMv6 on the bridge domain, scroll down to the PIMv6 field and check the box next to that field
to enable it.
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g) Click Submit.

BGP IPv4/IPv6 multicast address-family is now configured and enabled. The BGP peer can now exchange multicast
routing information, and multicast traffic can be forwarded between external networks and the ACI fabric through the
configured L3Out.

Multicast filtering

Explains how ACI supports control and data plane configurations to filter multicast traffic from sources and receivers.

Multicast filtering is a data plane control feature that

● constrains the sending and receiving of multicast streams at the data plane level

● allows filtering of multicast traffic from two directions: source and receiver

● complements existing control plane options such as IGMP report filters, PIM join or prune filters, PIM neighbor filters,
and Rendezvous Point (RP) filters.

Multicast filtering functionality

Source filtering at first-hop router

ACI supports control plane configurations that can be used to control who can receive multicast feeds and from which
sources. The filtering options can be IGMP report filters, PIM join or prune filters, PIM neighbor filters, and Rendezvous
Point (RP) filters. These options rely on control plane protocols, namely IGMP and PIM.
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In some deployments, it may be desirable to constrain the sending and/or receiving of multicast streams at the data plane
level. For example, you may want to allow multicast senders in a LAN to only send to specific multicast groups or to allow
receivers in a LAN to only receive specific multicast groups originated from all the possible sources or from specific
sources.

Beginning with Cisco APIC Release 5.0(1), the multicast filtering feature is now available, which allows you to filter
multicast traffic from two directions:

● Multicast filtering functionalitySource filtering at first-hop router on page 109

● Receiver filtering at last-hop routerCombined source and receiver filtering on same bridge domain on page 110

● Receiver filtering at last-hop routerCombined source and receiver filtering on same bridge domain on page 110

For any sources that are sending traffic on a bridge domain, if you have configured a multicast source filter for that bridge
domain, then the source and group will be matched against one of the entries in the source filter route map, where one
of these actions will take place, depending on the action that is associated with that entry:

● If the source and group is matched against an entry with a Permit action in the route map, then the bridge domain
will allow traffic to be sent out from that source to that group.

● If the source and group is matched against an entry with a Deny action in the route map, then the bridge domain
will block traffic from being sent out from that source to that group.

● If there is no match with any entries in the route map, then the bridge domain will block traffic from being sent out
from that source to that group as the default option. This means that once the route map is applied, there is always
an implicit "deny all" statement in effect at the end.

You can configure multiple entries in a single route map, where some entries can be configured with a Permit action
and other entries can be configured with a Deny action, all within the same route map.

Note

When a source filter is applied to a bridge domain, it will filter multicast traffic at the source. The filter will prevent
multicast from being received by receivers in different bridge domains, the same bridge domain, and external receivers.

Receiver filtering at last-hop router

Combined source and receiver filtering on same bridge domain

Multicast receiver filtering is used to restrict from which sources receivers in a bridge domain can receive multicast for a
particular group. This feature provides source or group data plane filtering functionality for IGMPv2 hosts, similar to what
IGMPv3 provides at the control plane.

For any receivers sending joins on a bridge domain, if you have configured a multicast receiver filter for that bridge domain,
then the source and group will be matched against one of the entries in the receiver filter route map, where one of these
actions will take place, depending on the action that is associated with that entry:

● If the source and group is matched against an entry with a Permit action in the route map, then the bridge domain
will allow traffic to be received from that source for that group.

● If the source and group is matched against an entry with a Deny action in the route map, then the bridge domain
will block traffic from being received from that source for that group.

● If there is no match with any entries in the route map, then the bridge domain will block traffic from being received
from that source for that group as the default option. This means that once the route map is applied, there is always
an implicit "deny all" statement in effect at the end.
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You can configure multiple entries in a single route map, where some entries can be configured with a Permit action
and other entries can be configured with a Deny action, all within the same route map.

You can also enable both multicast source filtering and multicast receiver filtering on the same bridge domain, where one
bridge domain can perform blocking or can permit sources to filtering when sending traffic to a group range, and can
also perform restricting or can allow restricting to filtering when receiving traffic from sources to a group range.

Guidelines and restrictions for multicast filtering

Outlines the guidelines and restrictions for the multicast filtering feature.

While you can enable either the multicast source filtering or the receiver filtering on a bridge domain, you can also have
both multicast source filtering and receiver filtering enabled on the same bridge domain.

Multicast filtering is supported only for IPv4.

If you do not want to have multicast filters on a bridge domain, then do not configure a source filter or destination filter
route maps on that bridge domain. By default, no route maps are associated with a bridge domain, which means that all
sources and groups are allowed. If a route map with source filters or destination filters is associated with a bridge domain,
only the permit entries in that route map will be allowed, and all deny entries will be blocked (including the implicit
"deny-all" statement always present at the end).

If you attach an empty route map to a bridge domain, route maps assume a deny-all by default, so all sources and groups
will be blocked on that bridge domain.

The multicast filtering feature is applied at the bridge domain level. ACI supports configuration of multiple EPGs in a single
bridge domain. When this configuration is used with the bridge domain filtering features, the filter will be applied across
all EPGs in the bridge domain as it is a bridge domain level setting.

SSM range configuration restrictions

The multicast filtering feature is intended to be used for Any-Source Multicast (ASM) ranges only. If, however, you have
support for Source-Specific Multicast (SSM) ranges, then we recommend that sources and joins be filtered in the SSM
join itself using IGMPv3.

● Bridge domain source filtering with SSM: Source filtering is not supported with SSM.

● Bridge domain receiver filtering with SSM: Receiver filtering can be used with SSM group ranges. One of
the main use cases for receiver filtering is to filter multicast streams from specific sources. In most cases, receiver
filtering is not needed with SSM as this functionality is already provided by the SSM protocol.

Route map evaluation order

Source and receiver filtering use an ordered list of route-map entries. Route-map entries are executed with the lowest
number first until there is a match. If there is a match, even if it is not the longest match in the list, it will exit the program
and will not consider the rest of the entries.

For example, assume that you have this route map for a specific source (192.0.3.1/32), with these entries:

Table 7: Route map

ActionSource IPOrder

Permit192.0.0.0/161

Deny192.0.3.0/242

The route map is evaluated based on the order number. Therefore, even though the second entry (192.0.3.0/24) is a
longer match for the source IP, the first entry (192.0.0.0/16) will be matched because of the earlier order number.
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Configure multicast filtering using the GUI

Configures multicast source or receiver filtering on a PIM-enabled bridge domain by using the Cisco APIC GUI.

Before you begin

● Create the bridge domain on which you will configure multicast filtering.

● Enable PIM on the bridge domain.

● Enable Layer 3 multicast at the VRF level.

Procedure

1. In the navigation pane, expand Tenant > tenant-name > Networking > Bridge Domains, and select
bridge-domain-name.

The Summary page for the bridge domain appears.

2. Select the Policy tab, and then select the General subtab.
3. In the General window, verify that PIM is enabled in the PIM field.

If PIM is not enabled, select the check box next to PIM. The Source Filter and Destination Filter fields become
available.

Note

Multicast filtering is supported only for IPv4 (PIM). IPv6 (PIM6) multicast filtering is not supported.

4. Determine whether to enable multicast source filtering, receiver filtering, or both.

● To enable multicast source filtering at the first-hop router, in theSource Filter field, choose one of the following
options:

● To use an existing route map policy, select the policy for multicast source filtering, and then go to 7 on page
114.

● To create a route map policy, selectCreate Route Map Policy for Multicast, and then go to 5 on page
112.

● To enable multicast receiver filtering at the last-hop router, in the Destination Filter field, choose one of the
following options:

● To use an existing route map policy, select the policy for multicast receiver filtering, and then go to 7 on page
114.

● To create a route map policy, selectCreate Route Map Policy for Multicast, and then go to 6 on page
113.

5. If you selected Create Route Map Policy for Multicast to enable multicast source filtering at the first-hop
router, configure the route map policy in the window that appears.
a) In the Name field, enter a name for the route map. Optionally, enter a description in the Description field.
b) In the Route Maps area, click +.

The Create Route Map Entry window appears.
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c) In the Order field, select the sequence number for the access group.

Lower-numbered entries are ordered before higher-numbered entries. The supported range is 0 through 65535.

d) Specify the source and group addresses for multicast source filtering.

● To allow or deny traffic from a specific source to any group, enter the source IP address in Source IP and
leave Group IP empty.

● To allow or deny traffic from any source to a specific group, enter the multicast IP address in Group IP and
leave Source IP empty.

● To allow or deny traffic from a specific source to a specific group, enter values in bothSource IP andGroup
IP.

Note

The RP IP field does not apply to multicast source or receiver filtering. Do not enter a value in this field.

e) In the Action field, choose Deny to deny access or Permit to allow access for the target source.
f) Click OK.

The Create Route Map Policy for Multicast window appears again, and the configured entry is displayed
in the Route Maps table.

g) Determine whether to create additional route map entries.

You can create multiple entries with different IP addresses and actions in the same route map.

To create another entry, click + in the Route Maps area, and then go to 5.c on page 113.

h) When you finish configuring the route map entries, click Submit, and then go to 7 on page 114.

6. If you selected Create Route Map Policy for Multicast to enable multicast receiver filtering at the last-hop
router, configure the route map policy in the window that appears.
a) In the Name field, enter a name for the route map. Optionally, enter a description in the Description field.
b) In the Route Maps area, click +.

The Create Route Map Entry window appears.

c) In the Order field, select the sequence number for the access group.

Lower-numbered entries are ordered before higher-numbered entries. The supported range is 0 through 65535.

d) Specify the source and group addresses for multicast receiver filtering.

● To allow or deny traffic from any source to a specific group, enter the multicast IP address in Group IP and
leave Source IP empty.

● To allow or deny traffic from a specific source to any group, enter the source IP address in Source IP and
leave Group IP empty.

● To allow or deny traffic from a specific source to a specific group, enter values in bothSource IP andGroup
IP.
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Note

The RP IP field does not apply to multicast source or receiver filtering. Do not enter a value in this field.

e) In the Action field, choose Deny to deny access or Permit to allow access for the target group.
f) Click OK.

The Create Route Map Policy for Multicast window appears again, and the configured entry is displayed
in the Route Maps table.

g) Determine whether to create additional route map entries.

You can create multiple entries with different IP addresses and actions in the same route map.

To create another entry, click + in the Route Maps area, and then go to 6.c on page 113.

h) When you finish configuring the route map entries, click Submit, and then go to 7 on page 114.

7. At the bottom-right corner of the Policy/General page, click Submit.

The Policy Usage Warning window appears.

8. Review the nodes and policies listed in the Policy Usage Warning window, and verify that the changes are
acceptable. Click Submit Changes.

Layer 3 multicast on SVI L3Outs

Explains Layer 3 multicast support on SVI L3Out configurations that enables PIM adjacencies between ACI border leaf
switches and external multicast devices.

Layer 3 multicast on an SVI L3Out is a network feature that

● adds support for enabling PIM on L3Out SVIs

● allows ACI border leaf switches configured with an L3Out SVI to establish PIM adjacencies with external multicast
routers or firewalls, and

● supports LAN-like topologies where firewalls are deployed in active/standby pairs connecting to the fabric on the
same VLAN and subnet.

L3Out SVI configuration details

An L3Out SVI is an interface type where a Layer 3 SVI interface is configured on every border leaf switch where the SVI
is deployed. When PIM is enabled on an L3Out that is configured with an SVI, the PIM protocol will be enabled on the
border leaf switch that is part of the SVI. All SVIs will then form PIM adjacencies with each other and any external
PIM-enabled devices.

Beginning with release 5.2(3), support is available for Layer 3 multicast on an SVI L3Out.

L3Out to firewall topology

This example shows an L3Out to firewalls topology.
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In this example, BL1 and BL2 are the border leaf switches on the fabric. Both border leaf switches are on the same SVI
L3Out that connects to the external firewalls. Each firewall is connected to one of the two border leaf switches over a
port-channel (non-VPC).

This topology exhibits these characteristics:

● Each border leaf switch will form a PIM neighbor adjacency to the active firewall.

● BL2 in the example will peer to the active firewall over the fabric tunnel for the L3Out external bridge domain.

● The active firewall can send PIM joins/prunes to both BL1 and BL2.

● One of the two border leaf switches will send the PIM joins towards the firewall. The border leaf switch that sends
the PIM join towards the firewall is determined by the stripe winner selection for the multicast group (group and source
for SSM).

● BL2 can be selected as the stripe winner for a multicast group. BL2 in the example topology is not directly connected
to the active firewall. BL1 will notify BL2 that it is the directly connected reverse path forwarding (RPF) to the source.
BL2 can send the PIM via BL1. BL2 must be able to perform a recursive lookup for the IP address of the firewall. This
functionality is provided by the attached-host redistribution feature. A route-map matching the firewall subnet must
be configured for attached-host redistribution on the L3Out.

Another example shows an L3Out SVI to external switches or routers.
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With respect to the Layer 3 multicast states and multicast data traffic, these components are affected in this manner:

● BL1, BL2, BL3, and BL4 are the border leaf switches on the fabric. All of these border leaf switches are on the same
SVI L3Out that connect to the external boxes, where the external boxes could be any external switch or router.

● Logically, the Layer 3 link is up between the border leaf switches and the external routers. So a full mesh adjacency
exists with regards to unicast routing protocol(s) or PIM across the border leaf switches and the external
switches/routers on the SVI L3Out.

● Since the SVI L3Out is a bridge domain, even if there are multiple physical connections from border leaf switches to
the external switches/routers, only one link among them will be up at the Layer 2 level to each external switch/router.
All of the other links will be blocked by STP.

For example, in the figure above, only these links at the Layer 2 level are up:

● The link between BL1 and external router 1

● The link between BL3 and external router 2

So for all of the other border leaf switches, this makes the IP addresses 10.1.1.10 reachable only through BL1 and
10.1.1.20 reachable only through BL3.

Guidelines and limitations

An attached-host route-map must be configured for the PIM-enabled SVI L3Out. This route-map should match all
directly-connected external PIM neighbors. The 0.0.0.0/0 subnet can be used.

For the Layer 3 multicast on an SVI L3Out feature, these areas are supported or unsupported:

Supported:

● Protocol Independent Multicast (PIM) Any Source Multicast (ASM) and Source-Specific Multicast (SSM)

● SVI with physical interfaces

● SVI with direct port-channels (non-VPC)

● All topology combinations:
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● Source inside receiver inside (SIRI)

● Source inside receiver outside (SIRO)

● Source outside receiver inside (SORI)

● Source outside receiver outside (SORO)

Unsupported:

● Layer 3 multicast with VPC over an SVI L3Out

● Source or receiver hosts connected directly on the SVI subnet (source or receiver hosts must be connected behind
a router on the SVI L3Out)

● Stretched SVI L3Out between local leaf switches (ACI main data center switches) and remote leaf switches

● Stretched SVI L3Out across sites (Cisco ACI Multi-Site)

● SVI L3Out for PIMv6

● Secondary IP addresses. PIM joins/prunes will not be processed if sent to the secondary IP address of the border
leaf switch. Secondary IP address are typically used for configuring a shared (virtual) IP address across border leaf
switches for static routing. We recommend that you use dynamic routing when configuring PIM over SVIs or create
static routes to each border leaf switch primary address.

● Floating L3Out SVIs

Configure layer 3 multicast on an SVI L3Out using the GUI

Configure Layer 3 multicast on a Switch Virtual Interface (SVI) L3Out to enable multicast routing functionality through the
graphical user interface.

This task configures Layer 3 multicast on an SVI L3Out to enable multicast routing functionality in your network topology.

Layer 3 multicast configuration on SVI L3Outs allows for efficient multicast traffic forwarding across different network
segments. This configuration is necessary when you need to establish multicast routing through a switch virtual interface.

Before you begin

Follow these steps to configure Layer 3 multicast on an SVI L3Out using the GUI:

Procedure

1. Configure a standard L3Out using the Create L3Out wizard with SVI set as the Layer 3 interface type.
a) In the GUI Navigation pane, under the Tenant Example, navigate to Networking > L3Outs.
b) Right-click and choose Create L3Out.
c) In the Create L3Out screen, in the Identity window, enter a name for the L3Out and select a VRF and L3

domain to associate with this L3Out.
d) Click Next when you have entered the necessary information in the Identity window.

The Nodes and Interfaces window appears.

e) In the Nodes and Interfaces window, in the Interface Types: Layer 3 field, choose SVI as the Layer 3
interface type.

f) Continue configuring the individual fields through the Create L3Out wizard until you have completed the L3Out
configuration.

2. Navigate to the configured L3Out:

Tenants > tenant_name > Networking > L3Outs > L3Out_name
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The Summary page for the configured L3Out is displayed.

3. Click on the Policy tab, then the Main subtab.

The Properties page for the configured L3Out is displayed.

4. In the Route Profile for Redistribution field, click + to configure a route profile for redistribution.
5. In the Source field, choose attached-host.
6. In the Route Map field, configure a route map that permits all.

a) Click Create Route Maps for Route Control.

The Create Route Maps for Route Control window is displayed.

b) Enter a name and description for this route map, then click + in the Contexts area.

The Create Route Control Context window is displayed.

c) Configure the necessary parameters in the Create Route Control Context window, with the value in the
Action field set to Permit.

d) Click + in the Associated Match Rules area, then choose Create Match Rule for a Route Map to
configure the match rules for this route control context.

The Create Match Rule window is displayed.

e) Click + in the Match Prefix area.

The Create Match Route Destination Rule window is displayed.

f) In theCreate Match Route Destination Rulewindow, enter these values in these fields to configure a match
rule with an aggregate route matching the subnet or 0.0.0.0/0 route and aggregate setting:

● IP: 0.0.0.0/0

● Aggregate: Check the box in this field. The Greater Than Mask and Less Than Mask fields appear.

● Greater Than Mask: 0

● Less Than Mask: 0

g) Click Submit to configure this match route destination rule.

7. Once you have configured a route map that permits all, configure an external EPG with an export route control subnet
that does an aggregate export of the aggregate route or the 0.0.0.0/0 route.
a) Navigate to the configured external EPG:

Tenants > tenant_name > Networking > L3Outs > L3Out_name > External EPGs >
external_EPG_name

The Properties page for the configured L3Out is displayed. You should be in the Policy/General page by
default.

b) In the Subnets area, double-click on the 0.0.0.0/0 entry that you just configured.

The Properties window for this configured subnet is displayed.

c) In the Route Control area, make these selections:

● Check the box next to the Export Route Control Subnet field.

● In the Aggregate area, check the box next to the Aggregate Export field.

d) Click Submit.
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Layer 3 multicast is now configured on the SVI L3Out with proper route redistribution and external EPG settings for
multicast routing functionality.

Determining Why a PIM Interface Was Not Created

Verify PIM interface creation for L3Out interface

Verify that a PIM interface is properly created for an L3Out interface by confirming PIM enablement and multicast
configuration.

This task helps troubleshoot cases where a PIM interface (pim:If) is not being created for an L3Out interface as expected.

When working with L3Out interfaces, PIM interfaces should be automatically created to support multicast functionality.
If this is not happening, specific configuration elements need to be verified.

Procedure

1. Verify that PIM is enabled on the L3Out.

If PIM is disabled, enable it.

2. If PIM is enabled on the container L3Out, confirm that a multicast l3ext:InstP has been created with "__int_" as a
prefixed name.

This multicast l3ext:InstP is used to deploy L3Out PIM policies to the switches. There should be onemulticast l3ext:InstP
per L3Out.

Note

● If a multicast l3ext:InstP exists on the IFC, we can check whether a corresponding fv:RtdEpP is created and
deployed on each switch where there is an interface in that L3Out.

● We do not support an L3Out SVI interface for PIM.

After completing these verification steps, the PIM interface should be properly created for the L3Out interface if all
configurations are correct.

A PIM interface was not created for a multicast tunnel interface

Provides troubleshooting steps when a PIM interface is not created for a multicast tunnel interface.

If a PIM interface (pim:if) is not created for a multicast tunnel interface (tunnel:If), confirm the items in this list.

1. The corresponding tunnel:If has been created.
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Note

The tunnel:If should have type "underlay-mcast."

2. Each mcast-enabled VRF has created an mcast tunnel.

3. The destination IP field of the tunnel:If is populated with a valid GIPO address.

4. If the tunnel:If is not populated with a valid GIPO address, check the pim:CtxP on the IFC and the pim:CtxDef on the
switches to make sure GIPO is allocated correctly.

5. The source IP of the tunnel:If has the loopback address of an L3Out for BL and "127.0.0.100" for NBL.

Tip: verify PIM interface creation for multicast-enabled bridge domains

Outlines verification steps when a PIM interface is not created for a multicast-enabled bridge domain.

If a PIM interface (pim:if) is not created for a multicast-enabled bridge domain (BD), confirm these requirements:

● The corresponding BD or corresponding Ctx has PIM enabled.

● The corresponding BD is pervasive.

● The pervasive BD-based pim:If takes default parameters.

Note

For interaction with igmp snooping, when PIM is enabled on a pervasive BD, the routing bit should be automatically
enabled for the corresponding igmpsnoop:If.
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13 Multi-pod

Explains a fault-tolerant fabric architecture that comprises multiple pods with
isolated control plane protocols and flexible cabling options.

Topics:

● Configure multi-pod provisioning
Multi-Pod is a fault-tolerant fabric architecture that

● Guidelines for setting up a ACI
multi-pod fabric ● enables provisioning multiple pods with isolated control plane protocols

● Multi-pod fabric setup
● provides flexibility with regard to the full mesh cabling between leaf and
spine switches, and● Sample IPN configurations for

multi-Pod for nexus 9000 series
switches ● uses a single APIC cluster for all pods, making all pods act as a single fabric.

● Move an APIC from one pod to
another pod Multi-pod architecture details

Multi-Pod enables provisioning a more fault-tolerant fabric comprised of multiple
pods with isolated control plane protocols. For example, if leaf switches are

● Migrate from an OSPF IPN underlay
to a BGP IPN underlay

● Multi-pod spines back-to-back for
layer 3

spread across different floors or different buildings, Multi-Pod enables
provisioningmultiple pods per floor or building and providing connectivity between
pods through spine switches.● Troubleshoot multi site and multi-pod

error:400
Multi-Pod uses MP-BGP EVPN as the control-plane communication protocol
between the ACI spines in different pods.

In releases before Cisco APIC Release 5.2(3), OSPF is used in the underlay to
peer between the physical spines and the IPN. Beginning with Cisco APIC Release
5.2(3), the underlay protocol can be OSPF or BGP (eBGP only) or a mixture, with
some pods using OSPF and some using BGP.

WAN routers can be provisioned in the Inter-Pod Network (IPN), directly
connected to spine switches, or connected to border leaf switches. Spine
switches connected to the IPN are connected to at least one leaf switch in the
pod.

Individual APIC controllers are placed across the pods but they are all part of a
single APIC cluster.

The image shows the Multi-Pod architecture overview.

Figure 13: Multi-pod overview
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Note

Beginning with Cisco APIC Release 5.2(3), a fabric consisting of only two pods
can be connected directly, without an IPN. For information about this Multi-Pod
Spines Back-to-Back topology, see Multi-pod spines back-to-back for layer
3 on page 136.
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Configure multi-pod provisioning

Configure the IPN (Inter-Pod Network) with the required settings to enable multi-pod provisioning in ACI environments.

Configure the IPN to support multi-pod deployments by ensuring proper network connectivity, routing protocols, and
multicast functionality across all pods.

The IPN is notmanaged by the APIC andmust be preconfiguredmanually beforemulti-pod provisioning can be implemented.
This configuration ensures proper inter-pod communication and control plane functionality.

Procedure

1. Configure the interfaces connected to the spines of all pods.

Use Layer 3 sub-interfaces tagging traffic with VLAN-4 and increase the MTU at least 50 bytes above the maximum
MTU required for inter-site control plane and data plane traffic.

If remote leaf switches are included in any pods, see Remote Leaf Switches on page 140 and the Cisco ACI Remote
Leaf Architecture White Paper.

2. If the IPN underlay protocol will be OSPF, enable OSPF on sub-interfaces with the correct area ID.

Beginning with Cisco APIC Release 5.2(3), the IPN underlay protocol can be either OSPF or BGP (eBGP only).

3. Enable DHCP Relay on IPN interfaces connected to all spines.
4. Enable PIM.
5. Add bridge domain GIPO range as PIM Bidirectional (bidir) group range (default is 225.0.0.0/15).

A group in bidir mode has only shared tree forwarding capabilities.

6. Add 239.255.255.240/28 as PIM bidir group range.
7. Enable PIM and IGMP on the interfaces connected to all spines.

The IPN is configuredwith the necessary settings to support multi-pod provisioning, including proper interface configuration,
routing protocols, DHCP relay, and multicast functionality.

Figure 14: Multi-Pod provisioning
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Note

When deploying PIM bidir, at any given time it is only possible to have a single active RP (Rendezvous Point) for a given
multicast group range. RP redundancy is hence achieved by leveraging a Phantom RP configuration. Because
multicast source information is no longer available in Bidir, the Anycast or MSDPmechanism used to provide redundancy
in sparse-mode is not an option for bidir.

Guidelines for setting up a ACI multi-pod fabric

Outlines guidelines and best practices for configuring a Cisco ACI Multi-Pod fabric setup.

Support and configuration guidelines

To configure a Cisco ACI Multi-Pod fabric, follow these guidelines:

● Cisco ACI Multi-Pod is supported on all ACI-mode spine switches, all Cisco Nexus 9000 Series ACI-mode leaf
switches, and all of the Cisco Nexus 9500 platform ACI-mode switch line cards and fabric modules.

● Create the associated node group and Layer 3 Outside (L3Out) policies.

● Before you make any changes to a spine switch, ensure that there is at least one operationally "up" external link that
is participating in the Cisco ACI Multi-Pod topology. Failure to do so could bring down the Cisco ACI Multi-Pod
connectivity.

● If you have to convert a Cisco ACI Multi-Pod setup to a single pod (containing only Pod 1), the Cisco Application
Policy Infrastructure Controllers (APICs) connected to the pods that are decommissioned should be re-initialized and
connected to the leaf switches in Pod 1, which will allow them to re-join the cluster after going through the initial
setup script. See Move an APIC from one pod to another pod on page 133 for those instructions. The TEP pool
configuration should not be deleted.

● Cisco ACI GOLF (also known as Layer 3 EVPN Services for Fabric WAN) and Cisco ACI Multi-Pod can be deployed
together over all the switches used in the Cisco ACI Multi-Pod and EVPN topologies. For more information on GOLF,
see Cisco ACI GOLF.
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● In a Cisco ACI Multi-Pod fabric, the Pod 1 configuration (with the associated TEP pool) must always exist on Cisco
APIC, as the Cisco APIC nodes are always addressed from the Pod 1 TEP pool. This remains valid also in the scenario
where the Pod 1 is physically decommissioned (which is a fully supported procedure) so that the original Pod 1 TEP
pool is not re-assigned to other pods that may be added to the fabric.

● In a Cisco ACI Multi-Pod fabric setup, if a new spine switch is added to a pod, it must first be connected to at least
one leaf switch in the pod. This enables the Cisco APIC to discover the spine switch and join it to the fabric.

● After a pod is created and nodes are added in the pod, deleting the pod results in stale entries from the pod that are
active in the fabric. This occurs because the Cisco APIC uses open source DHCP, which creates some resources
that the Cisco APIC cannot delete when a pod is deleted

● If you connect spine switches belonging to separate pods with direct back-to-back links, an OSPF neighborship
might get established on the peer interface between the two spine switches. If there is a mismatch between the peer
interfaces, with one of the peers having the Cisco ACI Multi-Pod direct flag disabled, the session won't be up and
forwarding will not happen. Even though the system will throw a fault in this situation, this is expected behavior.

● Beginning with Cisco APIC release 5.2(3), the IPN underlay protocol can be external BGP (eBGP). Internal BGP (iBGP)
is not supported as the underlay protocol.

When preparing to migrate a Cisco ACI Multi-Pod fabric between OSPF and BGP as the IPN underlay, follow these
guidelines:

● A BGP underlay is not supported if the Cisco ACI fabric is connected to a cloud site or to a GOLF router.

● A BGP underlay supports only an IPv4 address family, not an IPv6 address family.

● When deploying Cisco APIC cluster connectivity to the fabric over a Layer 3 network, which was introduced in Cisco
APIC release 5.2(1), the IPN network can use OSPF as the underlay protocol, or a BGP underlay if the Cisco APIC
connects to the fabric using the same network that provides Cisco ACI Multi-Pod or remote leaf switch connectivity.

● Cisco ACI 5.2(3) and later supports BGP for underlay connectivity. When enabling BGP underlay on the infra L3Out
for IPN or ISN connectivity, the spines BGP router ID will change to the router ID configured in the L3Out. This will
result in all BGP sessions on the spines configured in the infra tenant L3Out being reset and reestablished. To avoid
traffic interruption due to router ID changes, add spines to the infra tenant L3Out individually.

● From Cisco ACI release 6.1(1) and later, spines switches configured in infra tenant L3Outs for IPN or ISN connectivity
will have their router IDs changed to the router ID configured in the infra L3Out when either OSPF or BGP is configured
for the underlay protocol. The router ID change for OSPF is due to DDTS CSCwu13120.

● If you delete and recreate the Cisco ACI Multi-Pod L3Out, for example to change the name of a policy, a clean reload
of some of the spine switches in the fabric must be performed. The deletion of the Cisco ACI Multi-Pod L3Out causes
one or more of the spine switches in the fabric to lose connectivity to the Cisco APICs and these spine switches are
unable to download the updated policy from the Cisco APIC. Which spine switches get into such a state depends
upon the deployed topology. To recover from this state, a clean reload must be performed on these spine switches.
The reload is performed using the setup-clean-config.sh command, followed by the reload command on the spine
switch.

MTU configuration guidelines

Configure MTU settings properly for control plane and data plane traffic in your Cisco APIC deployment.

● You can set the global MTU for control plane (CP) packets sent by the nodes (Cisco APIC and the switches) in the
fabric at System > System Settings > Control Plane MTU.

● In a Cisco ACI Multi-Pod topology, the MTU set for the fabric external ports must be greater than or equal to the CP
MTU value set. Otherwise, the fabric external ports might drop the CP MTU packets.

● If you change the IPN or CP MTU, we recommend changing the CP MTU value first, then changing the MTU value on
the spine of the remote pod. This reduces the risk of losing connectivity between the pods due to MTU mismatch.
This is to ensure that the MTU across all the interfaces of the IPN devices between the pods is large enough for both
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control plane and VXLAN data plane traffic at any given time. For data traffic, keep in mind the extra 50 bytes due to
VXLAN.

● To decommission a pod, decommission all the nodes in the pod. For instructions, see Decommissioning and
Recommissioning a Pod in Cisco APIC Troubleshooting Guide.

● In the Cisco APIC 6.0(2) release and later, when you configure an OSPF Cisco ACI Multi-Pod session and the session
is running, do not configure a passive interface for the L3Out interface properties.

Cisco APIC will always establish a TCP connection to fabric switches with an MTU of 1496 bytes (TCP MSS 1456)
regardless of the CP-MTU setting. The IPN network for remote pods and remote leaf switches must support at least 1500
byte MTU for fabric discovery.

Note

Cisco ACI does not support IP fragmentation. Therefore, when you configure Layer 3 Outside (L3Out) connections to
external routers, or Multi-Pod connections through an Inter-Pod Network (IPN), it is recommended that the interface
MTU is set appropriately on both ends of a link. On some platforms, such as Cisco ACI, Cisco NX-OS, and Cisco IOS,
the configurable MTU value does not take into account the Ethernet headers (matching IP MTU, and excluding the
14-18 Ethernet header size), while other platforms, such as IOS-XR, include the Ethernet header in the configured
MTU value. A configured value of 9000 results in a max IP packet size of 9000 bytes in Cisco ACI, Cisco NX-OS, and
Cisco IOS, but results in a max IP packet size of 8986 bytes for an IOS-XR untagged interface.

For the appropriate MTU values for each platform, see the relevant configuration guides.

We highly recommend that you test the MTU using CLI-based commands. For example, on the Cisco NX-OS CLI, use
a command such as ping 1.1.1.1 df-bit packet-size 9000 source-interface ethernet
1/1.

Note

Cisco APIC will always establish a TCP connection to fabric switches with an MTU of 1496 bytes (TCP MSS 1456)
regardless of the CP-MTU setting. The IPN network for remote pods and remote leaf switches must support at least
1500 byte MTU for fabric discovery.

Multi-pod fabric setup

Describes how to configure multi-pod between two physical pods by using the APIC GUI wizard.

Multi-pod fabric setup prepares an existing physical pod for communication over the interpod network (IPN) with a new
pod and adds the new pod to the multi-pod fabric.

● Prepares an existing physical pod to communicate with a new pod over the interpod network (IPN).

● Adds the new physical pod to create the multi-pod fabric.

● Supports configuration through the Cisco APIC GUI wizard beginning with Release 4.0(1).
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Configuration methods

Beginning with Cisco APIC Release 4.0(1), a GUI wizard simplifies multi-pod configuration. To configure multi-pod by
using the GUI, follow the procedures in this section.

You can also configure multi-pod by using the NX-OS-style CLI and REST API. For instructions, see Setting Up Multi-Pod
Fabric Using the NX-OS CLI and Setting Up Multi-Pod Fabric Using the REST API.

Prepare the pod for IPN connectivity

Configure interpod network connectivity to enable communication between an existing physical pod and a new pod in a
multi-pod fabric environment.

This task establishes interpod network connectivity to enable communication between pods in a multi-pod fabric
configuration.

Before you create a new pod, you first must ensure that the existing physical pod can communicate with the new pod.

Follow these steps to prepare the pod for IPN connectivity:

Procedure

1. Log in to the Cisco APIC.
2. Navigate to Fabric > Inventory.
3. Expand Quick Start and click Add Pod.
4. In the work pane, click Add Pod.
5. In the Configure Interpod Connectivity STEP 1 > Overview panel, review the tasks that are required to

configure interpod network (IPN) connectivity, and then click Get Started.
6. In the Configure Interpod Connectivity STEP 2 > IP Connectivity dialog box, complete these steps:

a) If you see aName field in anL3 Outside Configuration area, choose an existing fabric external routing profile
from the Name drop-down list.

b) Using the Spine ID selector, choose the spine.

Click the + (plus) icon to add the IDs of more spines.

c) In the Interfaces area, in the Interface field, enter the spine switch interface (slot and port) used to connect
to the IPN.

Click the + (plus) icon to add more interfaces.

d) In the IPV4 Address field, enter the IPv4 gateway address and network mask for the interface.
e) From the MTU (bytes) drop-down list, choose a value for the maximum transmit unit of the external network.

The range is 1500 to 9216.

f) Click Next.

7. In theConfigure Interpod Connectivity STEP 3 > Routing Protocols dialog box, you configure the underlay
protocol to peer between the physical spines and the IPN. In releases before Cisco APIC Release 5.2(3), Open Shortest
Path First (OSPF) is the only supported underlay. For those earlier releases, or in a later release if you choose OSPF
AS the Underlay, complete these substeps in the OSPF area:
a) Leave the Use Defaults checked or uncheck it.

When the Use Defaults check box is checked, the GUI conceals the optional fields for configuring OSPF. When
it is unchecked, it displays all the fields. The check box is checked by default.

b) In the Area ID field, enter the OSPF area ID.
c) In the Area Type area, choose an OSPF area type.

You can choose NSSA area or Regular area. Stub area is not supported.
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d) (Optional) With the Area Cost selector, choose an appropriate OSPF area cost value. This field appears only
when the Use Defaults checkbox is unchecked.

e) From the Interface Policy drop-down list, choose or configure an OSPF interface policy.

You can choose an existing policy, or you can create one with the Create OSPF Interface Policy dialog box.

8. Beginning with Cisco APIC Release 5.2(3), the underlay protocol can be either OSPF or BGP. For releases before
Cisco APIC Release 5.2(3), or if you chose OSPF AS the Underlay in the preceding STEP, skip this STEP. If you
chooseBGPAS theUnderlay in theConfigure Interpod Connectivity STEP 3 > Routing Protocols dialog
box, complete these substeps in the BGP area to configure the BGP underlay:

In the MP-BGP area, leave the Use Defaults check box checked. The GUI conceals the fields for configuring
Multiprotocol Border Gateway Protocol (MP-BGP).

a) Note the nonconfigurable values in the Spine ID, Interface, and IPv4 Address fields.
b) In the Peer Address field, enter the IP address of the BGP neighbor.
c) In the Remote AS field, enter the Autonomous System (AS) number of the BGP neighbor.
d) Click Next.

9. In the Configure Interpod Connectivity STEP 4 > External TEP dialog box, complete these steps:
a) Leave the Use Defaults checked or uncheck it.

When the Use Defaults check box is checked, the GUI conceals the optional fields for configuring the external
TEP pool. When it is unchecked, it displays all the fields. The check box is checked by default.

b) Note the nonconfigurable values in the Pod and Internal TEP Pool fields.
c) In the External TEP Pool field, enter the external TEP pool for the physical pod.

The external TEP pool must not overlap the internal TEP pool or external TEP pools belonging to other pods.

d) In the Data Plane TEP IP field enter the address that is used to route traffic between pods. This address must
have a /32 subnet mask.

You can accept the default address that is generated when you configure the External TEP Pool. Alternatively,
you can enter another address, but it must be outside of the external TEP pool.

e) In the Router ID field, enter the IPN router IP address.
f) (Optional) In the Loopback Address field, enter the IPN router loopback IP address.

If you uncheck theUse Defaults, the Cisco APIC displays the nonconfigurableUnicast TEP IP and Spine ID
fields.

g) Click Finish.
The Summary panel appears, displaying details of the IPN configuration. You can also click View JSON to
view the REST API for the configuration. You can save the REST API for later use.

The interpod connectivity configuration is complete, establishing the necessary network infrastructure for pod-to-pod
communication.

What to do next

Take one of these actions:

● You can proceed directly with adding a pod, continuing with the procedure Add a pod to create a multi-pod fabric
on page 130 in this guide.

● Close the Configure Interpod Connectivity dialog box and add the pod later, returning to the procedure Add
a pod to create a multi-pod fabric on page 130 in this guide.
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Add a pod to create a multi-pod fabric

Configure a new physical pod in a Multi-Pod environment by defining pod settings, tunnel endpoint pools, and interpod
network connectivity.

This task enables you to set up a Multi-Pod environment by defining a new physical pod ID and tunnel endpoint (TEP)
pool, configuring the new pod network settings, and setting up subinterfaces for the physical spines.

The Add Physical Pod dialog enables you to set up a Multi-Pod environment. You define a new physical pod ID and
tunnel endpoint (TEP) pool. You also configure the new pod network settings and the subinterfaces for the physical spines.

Before you begin

You have performed the following tasks:

● Created the node group and L3Out policies.

● Configured the interpod network (IPN). For a sample configuration, see Sample IPN configurations for multi-Pod for
nexus 9000 series switches on page 131 in this guide.

● Prepared an existing pod to communicate with the new pod over the IPN. See the procedure Prepare the pod for IPN
connectivity on page 128 in this guide.

● Made sure that the spine switch that connects to the IPN also connects to at least one leaf switch in the pod.

● Created a tunnel endpoint (TEP) pool. See the procedure Prepare the pod for IPN connectivity on page 128 in this
guide.

Follow these steps to add a pod to create a multi-pod fabric:

Procedure

1. Log in to Cisco Application Policy Infrastructure Controller (APIC).
2. Take one of the following actions:

● If you completed the procedure Prepare the pod for IPN connectivity on page 128 and have not closed the
Configure Interpod Connectivity dialog box, skip STEP 3 through STEP 5, and resume this procedure at
STEP 6.

● If you have completed the procedure Prepare the pod for IPN connectivity on page 128 and have closed the
Configure Interpod Connectivity dialog box, proceed to STEP 3 in this procedure.

3. Choose Fabric > Inventory.
4. Click Quick Start and click Add Pod.
5. In the work pane, click Add Pod.
6. In the Add Physical Pod STEP 2 > Pod Fabric dialog box, complete these steps:

a) In the Pod ID field, choose the pod ID.

The pod ID can be any positive integer; however, it must be unique in the Cisco ACI fabric.

b) In the Pod TEP Pool field, enter the pool address and subnet.

The pod TEP pool represents a range of traffic encapsulation identifiers and is a shared resource and can be
consumed by multiple domains.

c) With the Spine ID selector, choose the spine ID.

Choose more spine IDs by clicking the + (plus) icon.

d) In the Interfaces area, in the Interface field, enter the spine switch interface (slot and port) that is used to
connect to the interpod network (IPN).

e) In the IPv4 Address field, enter the IPv4 gateway address and network mask for the interface.
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f) In the MTU (bytes) field, choose a value for the maximum transmit unit (MTU) of the external network.

You can configure another interface by clicking the + (plus) icon.

7. In the Add Physical Pod STEP 3 > External TEP dialog box, complete these steps:
a) Leave the Use Defaults check box checked or uncheck it to display the optional fields to configure an external

TEP pool.
b) Note the values in the Pod and Internal TEP Pool fields, which are already configured.
c) In the External TEP Pool field, enter the external TEP pool for the physical pod.

The external TEP pool must not overlap the internal TEP pool.

d) In the Dataplane TEP IP field, enter the address that is used to route traffic between pods.
e) (Optional) In the Unicast TEP IP field, enter the unicast TEP IP address.

automatically configures the unicast TEP IP address when you enter the data plane TEP IP address.

f) (Optional) Note the value in the nonconfigurable Node field.
g) (Optional) In the Router ID field, enter the IPN router IP address.

Cisco APIC automatically configures the router IP address when you enter the data plane TEP address.

h) In the Loopback Address field, enter the router loopback IP address.

Leave the Loopback Address blank if you use a router IP address.

i) Click Finish.

The new pod is added to the Multi-Pod fabric and can communicate with other pods through the configured interpod
network.

Sample IPN configurations for multi-Pod for nexus 9000 series switches

Provides sample Inter-Pod Network (IPN) configurations for multi-Pod deployments using Cisco Nexus 9000 Series
switches with both OSPF and BGP underlay protocols.

For releases before Cisco APIC Release 5.2(3), the IPN underlay protocol is OSPF. Beginning with Cisco APIC Release
5.2(3), the IPN underlay protocol can be either OSPF or BGP (eBGP only).

Note

● The deployment of a dedicated VRF in the IPN for Inter-Pod connectivity is optional, but is a best practice
recommendation. You can also use a global routing domain as an alternative.

● For the area of the sample configuration that showsip dhcp relay address 10.0.0.1, this configuration
is valid based on the assumption that the TEP pool of Pod 1 is 10.0.0.0/x.

Sample IPN configuration with OSPF underlay protocol

(pod1-spine1)-----2/7[ IPN-N9K ]2/9-----(pod2-spine1)
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feature dhcp
feature pim

service dhcp
ip dhcp relay
ip pim ssm range 232.0.0.0/8

# Create a new VRF for Multipod.
vrf context fabric-mpod

ip pim rp-address 12.1.1.1 group-list 225.0.0.0/15 bidir
ip pim rp-address 12.1.1.1 group-list 239.255.255.240/28 bidir
ip pim ssm range 232.0.0.0/8

interface Ethernet2/7
no switchport
mtu 9150
no shutdown

interface Ethernet2/7.4
description pod1-spine1
mtu 9150
encapsulation dot1q 4
vrf member fabric-mpod
ip address 201.1.2.2/30
ip router ospf a1 area 0.0.0.0
ip pim sparse-mode
ip dhcp relay address 10.0.0.1
ip dhcp relay address 10.0.0.2
ip dhcp relay address 10.0.0.3
no shutdown

interface Ethernet2/9
no switchport
mtu 9150
no shutdown

interface Ethernet2/9.4
description to pod2-spine1
mtu 9150
encapsulation dot1q 4
vrf member fabric-mpod
ip address 203.1.2.2/30
ip router ospf a1 area 0.0.0.0
ip pim sparse-mode
ip dhcp relay address 10.0.0.1
ip dhcp relay address 10.0.0.2
ip dhcp relay address 10.0.0.3
no shutdown

interface loopback29
vrf member fabric-mpod
ip address 12.1.1.1/32

router ospf a1
vrf fabric-mpod

router-id 29.29.29.29
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Sample IPN configuration with BGP underlay protocol

Beginning with Cisco APIC Release 5.2(3), the IPN underlay protocol can be BGP instead of OSPF. This configuration can
be appended to the previous example and the OSPF configuration can be removed.

router bgp 200
router-id 29.29.29.29
vrf fabric-mpod
address-family ipv4 unicast

neighbor 201.1.2.3
remote-as 65000
address-family ipv4 unicast
disable-peer-as-check

neighbor 203.1.2.3
remote-as 65000
address-family ipv4 unicast
disable-peer-as-check

Move an APIC from one pod to another pod

Configure the movement of an APIC from one pod to another pod in a multi-pod setup by decommissioning, physically
moving, and recommissioning the controller.

This task enables you to relocate an APIC controller between pods in a multi-pod environment while maintaining cluster
integrity and operational functionality.

Use this procedure to move an APIC from one pod to another pod in an multi-pod setup.

Procedure

1. Decommission the APIC in the cluster.
a) On the menu bar, choose SYSTEM > Controllers.
b) In the Navigation pane, expand Controllers > apic_controller_name > Cluster as Seen by Node.
c) In the Navigation pane, click an apic_controller_name that is within the cluster and not the controller that

is being decommissioned.
d) In theWork pane, verify that theHealth State in theActive Controllers summary table indicates the cluster

is Fully Fit before continuing.
e) In the Work pane, click Actions > Decommission.
f) Click Yes.

The decommissioned controller displays Unregistered in the Operational State column. The controller is
then taken out of service and no longer visible in the Work pane.

2. Move the decommissioned APIC to the desired pod.
3. Enter the following commands to reboot the APIC.

apic1# acidiag touch setup
apic1# acidiag reboot

4. In the APIC setup script, specify the pod ID where the APIC node has been moved.
a) Log in to Cisco Integrated Management Controller (CIMC).
b) In the pod ID prompt, enter the pod ID.
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Note

Do not modify the TEP Pool address information.

5. Recommission the APIC.
a) From the menu bar, choose SYSTEM > Controllers.
b) In the Navigation pane, expand Controllers > apic_controller_name > Cluster as Seen by Node.
c) From the Work pane, verify in the Active Controllers summary table that the cluster Health State is Fully

Fit before continuing.
d) From the Work pane, click the decommissioned controller that displaying Unregistered in the Operational

State column.
e) From the Work pane, click Actions > Commission.
f) In the Confirmation dialog box, click Yes.
g) Verify that the commissioned Cisco APIC controller is in the operational state and the health state is Fully Fit.

The APIC controller is successfully moved to the new pod and operational within the Multi-Pod cluster with a health state
of Fully Fit.

Migrate from an OSPF IPN underlay to a BGP IPN underlay

Configure migration from an OSPF IPN underlay to a BGP IPN underlay by adding a BGP interface to the Logical Interface
Profile and removing the OSPF interface.

This task enables you to migrate the IPN underlay protocol from OSPF to BGP in Cisco APIC Release 5.2(3) and later
releases.

Beginning with Cisco APIC Release 5.2(3), the IPN underlay protocol can be either OSPF or BGP. To migrate a pod from
using an OSPF underlay to a BGP underlay, add a BGP interface to the Logical Interface Profile under the existing
IPN-connected L3Out. When that interface is successfully connected to a running BGP peer, you can delete the OSPF
Interface Profile.
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Note

When both OSPF and BGP are used in the underlay for multi-pod, multi-site, or remote leaf, do not redistribute router-ids
into BGP fromOSPF on IPN routers. Doing somay cause a routing loop and bring down OSPF and BGP sessions between
the spine switch and IPN routers.

Note

Migrating the underlay protocol is a disruptive action and should be done only during a maintenance window.

Procedure

1. From the APIC menu bar, navigate to Tenants > infra > Networking > L3Outs > your IPN L3Out, where
your IPN L3Out is the L3Out that connects to the IPN.

2. In the Navigation pane, expand your IPN L3Out and navigate to Logical Node Profiles > your IPN node
profile >Logical Interface Profiles > your IPN interface, where your IPN interface is the Logical Interface
Profile for the current IPN connection.

The Logical Interface Profile table appears in the work pane.

3. In the work pane, click the Policy tab and the Routed Sub-Interfaces tab below the Policy tab.
4. In the Routed Sub-Interfaces table, double-click the interface of the current IPN connection.

The Routed Sub-Interface dialog box opens.

5. In the Routed Sub-Interface dialog box, perform these actions:
a) Click the + icon in the BGP Peer Connectivity Profiles bar to add a BGP peer connection.

The Create Peer Connectivity Profiles dialog box opens.

b) In the Peer IPv4 Address field, enter the IP address of the BGP peer.
c) Configure any other desired settings for the BGP peer connection.

Note

If you are configuring for migration but not actually migrating at this time, you can set the Admin State to
Disabled for now and return to this step when you are ready to migrate. Migration should be done during a
maintenance window.

d) Click Submit to return to the Routed Sub-Interface dialog box.

6. In the Routed Sub-Interface dialog box, click Submit.
7. In the Navigation pane, navigate to Logical Node Profiles > your IPN node profile > Configured Nodes

> your IPN node. Verify that the BGP neighbor is UP:
a) Expand your IPN node and locate the BGP entry, such as BGP for VRF-overlay-1.
b) Expand the BGP entry and click Neighbors.
c) In the Neighbors table, find the peer IP address that you configured in Peer IPv4 Address, and verify that

the State is "established."

Cisco Application Policy Infrastructure Controller (APIC) | Updated April 17, 2026

| Multi-pod | 135



8. In the Navigation pane, under Logical Interface Profiles, right-click the current OSPF Interface Profile and select
Delete.

Note

Before deleting the OSPF Interface Profile, make sure that the BGP neighbor is UP.

9. In the Navigation pane, navigate to Tenants > infra > Networking > L3Outs > your IPN L3Out.
10. In the work pane, click the Policy tab and the Main tab below the Policy tab.
11. In the work pane, in the Enable BGP/EIGRP/OSPF section, uncheck OSPF, leaving BGP checked.
12. Click Submit.

The IPN underlay protocol has been successfully migrated fromOSPF to BGP. The BGP neighbor connection is established
and the OSPF interface profile has been removed.

Multi-pod spines back-to-back for layer 3

Describes the enhanced ACI multi-pod architecture that connects spine switches in two pods with back-to-back links,
removing the IPN requirement for small deployments.

Multi-pod spines back-to-back is an ACI multi-pod architecture enhancement that provides direct connectivity between
the spines of two pods.

● Connects the spines of two pods directly with back-to-back links.

● Removes the IPN requirement for small ACI multi-pod deployments.

● Simplifies operations and provides end-to-end fabric visibility without external devices to configure.

Multi-pod spines back-to-back implementation details

In the multi-pod spines back-to-back, the back-to-back spine link interfaces are implemented as L3Outs in the
infrastructure tenant. The links are typically carried over direct cable or dark-fiber connections between the pods. The
multi-pod spines back-to-back architecture supports only Open Shortest Path First (OSPF) connectivity between spine
switches in different pods.

The following figures show two possible multi-pod spines back-to-back topologies with back-to-back spine connections
between Pod 1 and Pod 2. The first figure shows the recommended full-mesh topology. The second figure shows a
simpler supported interconnection.

Figure 15: Recommended full-mesh interconnection
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Figure 16: Simple interconnection

For detailed information about Multi-Pod Spines Back-to-Back, see the Cisco knowledge base article Cisco ACI Multi-Pod
Spines Back-to-Back.

Troubleshoot multi site and multi-pod error:400

Configure fabric external connectivity for spines to resolve Error:400 invalid configuration following intersite spines not
configured as Mpod spines.

Resolve the Error:400 invalid configuration that occurs when intersite spines are not configured as Mpod spines in
Multi-Site and Multi-Pod deployments.

This troubleshooting task applies to Multi-Site and Multi-Pod configurations where you encounter the following error:

Error:400 - Invalid Configuration Following Intersite Spines are not configured
as Mpod Spines: 1202

You must enable the fabric external connectivity for all the existing spines and if you are trying to add new spines use the
Setup Multipod GUI wizard.

Before you begin

Access to the APIC GUI with appropriate administrative privileges.

Follow these steps to resolve this configuration issue:
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