Cisco Pulse Administrator Guide
Release 1.0.5
May 2010

Americas Headquarters
Cisco Systems, Inc.
170 West Tasman Drive
San Jose, CA 95134-1706
USA
http://www.cisco.com
Tel: 408 526-4000
800 553-NETS (6387)
Fax: 408 527-0883

Text Part Number: OL-20214-02

THE SPECIFICATIONS AND INFORMATION REGARDING THE PRODUCTS IN THIS MANUAL ARE SUBJECT TO CHANGE WITHOUT NOTICE. ALL
STATEMENTS, INFORMATION, AND RECOMMENDATIONS IN THIS MANUAL ARE BELIEVED TO BE ACCURATE BUT ARE PRESENTED WITHOUT
WARRANTY OF ANY KIND, EXPRESS OR IMPLIED. USERS MUST TAKE FULL RESPONSIBILITY FOR THEIR APPLICATION OF ANY PRODUCTS.
THE SOFTWARE LICENSE AND LIMITED WARRANTY FOR THE ACCOMPANYING PRODUCT ARE SET FORTH IN THE INFORMATION PACKET THAT
SHIPPED WITH THE PRODUCT AND ARE INCORPORATED HEREIN BY THIS REFERENCE. IF YOU ARE UNABLE TO LOCATE THE SOFTWARE LICENSE
OR LIMITED WARRANTY, CONTACT YOUR CISCO REPRESENTATIVE FOR A COPY.
The Cisco implementation of TCP header compression is an adaptation of a program developed by the University of California, Berkeley (UCB) as part of UCB’s public
domain version of the UNIX operating system. All rights reserved. Copyright © 1981, Regents of the University of California.
NOTWITHSTANDING ANY OTHER WARRANTY HEREIN, ALL DOCUMENT FILES AND SOFTWARE OF THESE SUPPLIERS ARE PROVIDED “AS IS” WITH
ALL FAULTS. CISCO AND THE ABOVE-NAMED SUPPLIERS DISCLAIM ALL WARRANTIES, EXPRESSED OR IMPLIED, INCLUDING, WITHOUT
LIMITATION, THOSE OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT OR ARISING FROM A COURSE OF
DEALING, USAGE, OR TRADE PRACTICE.
IN NO EVENT SHALL CISCO OR ITS SUPPLIERS BE LIABLE FOR ANY INDIRECT, SPECIAL, CONSEQUENTIAL, OR INCIDENTAL DAMAGES, INCLUDING,
WITHOUT LIMITATION, LOST PROFITS OR LOSS OR DAMAGE TO DATA ARISING OUT OF THE USE OR INABILITY TO USE THIS MANUAL, EVEN IF CISCO
OR ITS SUPPLIERS HAVE BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.
CCDE, CCENT, CCSI, Cisco Eos, Cisco Explorer, Cisco HealthPresence, Cisco IronPort, the Cisco logo, Cisco Nurse Connect, Cisco Pulse, Cisco SensorBase,
Cisco StackPower, Cisco StadiumVision, Cisco TelePresence, Cisco TrustSec, Cisco Unified Computing System, Cisco WebEx, DCE, Flip Channels, Flip for Good, Flip
Mino, Flipshare (Design), Flip Ultra, Flip Video, Flip Video (Design), Instant Broadband, and Welcome to the Human Network are trademarks; Changing the Way We Work,
Live, Play, and Learn, Cisco Capital, Cisco Capital (Design), Cisco:Financed (Stylized), Cisco Store, Flip Gift Card, and One Million Acts of Green are service marks; and
Access Registrar, Aironet, AllTouch, AsyncOS, Bringing the Meeting To You, Catalyst, CCDA, CCDP, CCIE, CCIP, CCNA, CCNP, CCSP, CCVP, Cisco, the
Cisco Certified Internetwork Expert logo, Cisco IOS, Cisco Lumin, Cisco Nexus, Cisco Press, Cisco Systems, Cisco Systems Capital, the Cisco Systems logo, Cisco Unity,
Collaboration Without Limitation, Continuum, EtherFast, EtherSwitch, Event Center, Explorer, Follow Me Browsing, GainMaker, iLYNX, IOS, iPhone, IronPort, the
IronPort logo, Laser Link, LightStream, Linksys, MeetingPlace, MeetingPlace Chime Sound, MGX, Networkers, Networking Academy, PCNow, PIX, PowerKEY,
PowerPanels, PowerTV, PowerTV (Design), PowerVu, Prisma, ProConnect, ROSA, SenderBase, SMARTnet, Spectrum Expert, StackWise, WebEx, and the WebEx logo are
registered trademarks of Cisco and/or its affiliates in the United States and certain other countries.
All other trademarks mentioned in this document or website are the property of their respective owners. The use of the word partner does not imply a partnership relationship
between Cisco and any other company. (1002R)
Any Internet Protocol (IP) addresses and phone numbers used in this document are not intended to be actual addresses and phone numbers. Any examples, command display
output, network topology diagrams, and other figures included in the document are shown for illustrative purposes only. Any use of actual IP addresses or phone numbers in
illustrative content is unintentional and coincidental.
© 2010 Nexidia Inc. All rights reserved, worldwide. Nexidia and the Nexidia logo are trademarks of Nexidia Inc. All other trademarks are the property of their respective
owners. All Nexidia materials regardless of form, including without limitation, software applications, documentation and any other information relating to relating to Nexidia
Inc., and its products and services are the exclusive property of Nexidia Inc. and/or its licensors. The Nexidia products and services described in these materials may be
covered by Nexidia's United States patents: 7,231,351; 7,263,484; 7,313,521; 7,324,939; 7,406,415 and/or other patents pending and may be manufactured under license from
the Georgia Tech Research Corporation, U.S.A.
Cisco Pulse Administrator Guide
© 2010 Cisco Systems, Inc. All rights reserved.

CONTENTS
Preface

ix

Purpose

ix

Audience

x

Organization

x

Conventions

xii

Obtaining Documentation and Submitting a Service Request
Related Documentation

CHAPTER

1

Cisco Pulse Overview

xiii

xiii

1-1

Pulse Appliances 1-1
Pulse Connect Appliance 1-1
Pulse Collect Appliance 1-2
Accessing Cisco Pulse
Cisco Pulse Users
Anonymous Users

CHAPTER

2

1-3
1-3
1-4

Planning the Cisco Pulse Deployment

2-1

Understanding the Administrator Roles
Cisco Pulse Deployment Overview

2-1

2-2

Planning the Initial Configuration of Cisco Pulse
Planning Overview 2-3
Summary of Planning Tasks 2-4

CHAPTER

3

Setting Up the Pulse Appliances
Pulse Topology Overview

2-3

3-1

3-1

Setting Up the Pulse Appliances

3-2

Connecting the Pulse Collect Appliances 3-3
Port Numbering, Locations, and Functions 3-4
Connecting a Pulse Collect Appliance 3-4
Connecting the Pulse Collect Appliance to a Cisco Switch
Gigabit Ethernet Port Cabling 3-6
Connecting the Pulse Connect Appliance
Port Numbering and Locations 3-6

3-5

3-6

Cisco Pulse Administrator Guide
OL-20214-02

iii

Contents

Connecting a Pulse Connect Appliance
Gigabit Ethernet Port Cabling 3-7
Configuring Basic Attributes
Linux FW (iptables)

3-7

3-8

3-16

Handing Off Information to the System Administrator

CHAPTER

4

Installing Cisco Pulse Application Software
Task Workflow for the Pulse Appliances

3-16

4-1

4-1

Installing the Application Software 4-2
Installing Application Software on a Pulse Collect Appliance 4-2
Installing Application Software on a CD 4-3
Installing Downloaded Application Software 4-4
Installing Application Software on a Pulse Connect Appliance 4-5
Installing Application Software on a CD 4-6
Installing Downloaded Application Software 4-7
Generating a Certificate for the Web Server

4-9

Starting the Application on a Pulse Collect Appliance
Starting the Application on a Pulse Connect Appliance
Where to Go Next

5

4-12

4-12

Upgrading Cisco Pulse Application Software

CHAPTER

4-11

4-12

Installing the Cisco Pulse Software License

5-1

Gathering Registration Information 5-1
Accessing the PAK 5-1
Accessing the MAC Address 5-3
Registering Cisco Pulse

5-4

Uploading the Cisco Pulse License File

CHAPTER

6

5-5

Configuring and Maintaining Cisco Pulse

6-1

Understanding the Administration Pages
Configuration Update Considerations
How Configuration Tasks Are Organized

6-2
6-3
6-3

Accessing the Administration Setup Wizard
License

6-3

6-6

Pulse Connect Appliance

6-6

Cisco Pulse Administrator Guide

iv

OL-20214-02

Contents

LDAP 6-7
LDAP Attributes 6-7
Configuring LDAP 6-10
Users 6-11
User Page Elements 6-12
Initially Configuring the User List 6-13
Roles, Privileges Levels, and Responsibilities
Navigating through the User List 6-18
Maintaining the User List 6-19
Adding Users 6-19
Modifying User Entries 6-22
Deleting User Entries 6-26

6-15

Content Filtering 6-27
Content Filtering Page Elements 6-27
Web Content Filtering 6-29
Guidelines for Specifying URLs 6-30
Initially Configuring the Accepted and Restricted Web Domains
Maintaining the Accepted and Restricted Web Domains 6-33
Email Content Filtering 6-41
Guidelines for Specifying Email Domains 6-41
Initially Configuring Accepted Email Domains 6-42
Maintaining the Accepted Email Domains 6-43
Pulse Collect Appliance 6-45
Pulse Collect Appliances Page Elements 6-46
Microsoft Entourage Email Client Support 6-49
Initially Configuring Pulse Collect Appliances 6-50
Maintaining the Pulse Collect Appliance Configurations 6-53
Adding Pulse Collect Appliances 6-53
Modifying the Attributes Common to All Pulse Collect Appliances
Modifying the Configuration of a Pulse Collect Appliance 6-58
Deleting a Pulse Collect Appliance 6-61
Cisco Unified Communications Manager
Remote Syslog

6-30

6-57

6-62

6-63

Vocabulary Notification

6-64

Properties Configuration 6-66
Specifying a Photo URL 6-66
Defining the Privacy Policy Content

6-67

Cisco Unified Presence 6-69
Configuring Cisco Unified Presence

6-70
Cisco Pulse Administrator Guide

OL-20214-02

v

Contents

Cisco WebEx

6-71

Configuration Updates 6-72
Performing an Immediate Configuration Update 6-73
Configuring Regularly Scheduled Configuration Updates
Monitoring Cisco Pulse

CHAPTER

7

6-74

6-75

Creating and Maintaining Vocabularies

7-1

Understanding the Importance of the Vocabularies 7-1
Pulse Vocabulary 7-1
Understanding Term Groupings and Normalization
Restricted Vocabulary 7-3
How Cisco Pulse Uses the Vocabularies 7-4
Structure and Format of the Vocabularies 7-4

7-2

Understanding the Vocabulary Used in Various Communication Tools

7-6

Guidelines for Creating the Pulse Vocabulary 7-7
Identifying and Classifying the Data Sources 7-7
Processing Unstructured Data Sources 7-8
Processing Structured Data Sources 7-9
Assembling the Pulse Vocabulary 7-9
Methods for Updating the Pulse Vocabulary 7-10
User-Suggested Tags 7-10
Guidelines for Approving User-Suggested Tags
Business Administrator Updates 7-11
Vocabulary Notification Emails 7-12
Guidelines for Creating the Restricted Vocabulary
Methods for Updating the Restricted Vocabulary

7-11

7-12
7-13

Summary of Rules for the Pulse and Restricted Vocabularies
Rules for Creating a 13-Column Structure 7-13
Rules for Specifying Terms and Synonyms 7-16

7-13

Working with the Vocabularies 7-17
Pulse Vocabulary Active and Pending Tables 7-17
Active and Pending Table Functionality 7-18
Active and Pending Table Workflow 7-18
Vocabulary Page Elements 7-20
Uploading a Vocabulary 7-22
Viewing and Updating a Vocabulary 7-24
Vocabulary Elements 7-24
Viewing a Vocabulary 7-26

Cisco Pulse Administrator Guide

vi

OL-20214-02

Contents

Adding New Terms 7-27
Modifying Terms 7-30
Deleting Terms 7-32
Accepting User-Suggested Tags 7-34
Accept Suggested Tags Page Elements 7-35
Accepting and Rejecting Suggested Tags 7-36
Downloading a Vocabulary 7-38
Downloading Active and Pending Pulse Vocabulary Terms
Downloading Restricted Vocabulary Terms 7-40

CHAPTER

8

Monitoring Cisco Pulse

7-38

8-1

Monitoring Cisco Pulse Using the Monitoring Pages 8-1
Accessing the Application Log 8-2
Accessing the System Log 8-3
Viewing the Pulse Appliances 8-4
Viewing Pulse Collect Appliance Status 8-5
Viewing Pulse Connect Appliance Status 8-11
Monitoring Pulse Appliances Using the show_tech.sh Utility
Utility Overview 8-13
Understanding the Utility Output 8-14
Running the Utility 8-19

CHAPTER

9

Customizing and Maintaining Cisco Pulse Using the Command-Line Interface
Customizing the Pulse Locator Search Results Display

9-1

Stopping and Restarting the Pulse Collect Appliances

9-3

Stopping and Restarting the Pulse Connect Appliance

9-3

Updating Network Information
Changing the ncpadmin Password
10

Backing Up Cisco Pulse Data
Cisco Pulse Data

9-1

9-3

Changing the Management Service Username and Password

CHAPTER

8-13

9-5

9-7

10-1

10-1

Backing Up Cisco Pulse Data 10-2
What Happens During a Backup 10-2
Performing a Manual Backup 10-2
Setting Up an Automated Daily Backup

10-5

Cisco Pulse Administrator Guide
OL-20214-02

vii

Contents

CHAPTER

11

Developing a Gadget for the Home Page

11-1

Developing a Gadget 11-1
Creating a Gadget 11-2
Publishing a Gadget 11-7
Modifying a Gadget
Deleting a Gadget

11-9
11-13

Additional Gadget Development Elements

CHAPTER

12

Viewing Business Data
ROI Gadget

APPENDIX

A

11-13

12-1

12-1

Network Configuration Requirements

A-1

Sample Configuration 1: Cisco Switches Running IOS Software

A-1

Sample Configuration 2: Cisco Switches in Mixed Software Environment

APPENDIX

Allowing Pulse Locator Access to Anonymous Users

B

Allowing Access to Anonymous Users

B-2

Reinstalling the Operating System on the Pulse Appliances

C

What Happens While Reinstalling the Operating System
Performing the Operating System Reinstallation

APPENDIX

B-1

B-1

Pulse Locator Functionality for Anonymous Users

APPENDIX

D

Recovering the Pulse Appliances

D-1

Recovering the Pulse Appliances

D-2

A-4

C-1

C-1

C-2

Removing Application Software and Data from the Pulse Appliances
Restoring Cisco Pulse Data D-5
What Happens During the Restore Process
Restoring Cisco Pulse Data D-6

D-3

D-5

GLOSSARY

INDEX

Cisco Pulse Administrator Guide

viii

OL-20214-02

Preface
This preface describes the purpose of the Cisco Pulse Administrator Guide, who should read it, how it
is organized, its document conventions, and where to get more information or help if needed.
This preface contains these topics:
•

Purpose, page ix

•

Audience, page x

•

Organization, page x

•

Conventions, page xii

•

Obtaining Documentation and Submitting a Service Request, page xiii

•

Related Documentation, page xiii

Purpose
The purpose of this manual is to describe the Pulse Connect and Collect Appliances and how to
physically install and connect them in an existing IP network, configure some network information for
them, and install the application software on them. It describes how to register Cisco Pulse. It explains
how to use the Cisco Pulse graphical user interface (GUI) to perform these tasks:
•

Upload a license file to Cisco Pulse, which activates its software features.

•

Initially configure Cisco Pulse using the Administration setup wizard and maintain the
configuration of Cisco Pulse.

•

Initially upload and maintain the Pulse and Restricted Vocabularies.

•

Monitor Cisco Pulse.

•

Create gadgets and publish them so that Cisco Pulse users can add them to their Home pages.

•

View a calculator that determines the amount of time and money saved by your organization when
users find people with experience using the Pulse Locator instead of through conventional means.

And finally, it explains how to use the command line interface (CLI) to perform additional monitoring
of Cisco Pulse and maintenance tasks such as backing up Cisco Pulse data stored on the Pulse Connect
Appliance.
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Audience
This manual is intended for these administrators:
•

A network administrator who is responsible for physically installing and connecting the Pulse
Collect and Connect Appliances in the existing IP network and performing a basic configuration of
these appliances. This administrator is also responsible for configuring existing Cisco switches with
some recommended software features in support of Cisco Pulse.

•

A system administrator who is responsible for initially setting up and configuring, maintaining, and
monitoring Cisco Pulse. This administrator also creates and maintains a list of users who can access
and use Cisco Pulse to find people with experience as well as related information, which includes
documents and videos.

•

One or more business administrators who are responsible for creating and maintaining Pulse and
Restricted Vocabularies.

Organization
This guide includes these chapters:
Chapter

Description

Chapter 1, “Cisco Pulse Overview”

This chapter describes the Pulse Connect and Collect
Appliances. It also describes how to access the Cisco Pulse
graphical user interface (GUI), which enables a system
administrator, one or more business administrators, and
users to access Cisco Pulse and perform their tasks.

Chapter 2, “Planning the Cisco Pulse
Deployment”

This chapter describes how to deploy Cisco Pulse and which
administrator (network, system, or business) is responsible
for each task.
It also provides some pre-work that the system
administrator needs to perform before initially configuring
Cisco Pulse using the Administration setup wizard.

Chapter 3, “Setting Up the Pulse
Appliances”

This chapter explains the components in a typical Pulse
topology. It provides a summary of setup tasks that the
network administrator must perform, for example,
mounting the appliances in a rack and connecting them, and
where to get information about each task. It explains how
the network administrator must configure some basic
attributes such as passwords and network information and
the information this person must pass along to the system
administrator, who must next install the application
software on the appliances.

Chapter 4, “Installing Cisco Pulse
Application Software”

This chapter explains how the system administrator can
install the application software on the Pulse Collect and
Connect Appliances, then start the applications. It also
describes how to generate a certificate for the web server
that hosts Cisco Pulse.

Cisco Pulse Administrator Guide
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Chapter

Description

Chapter 5, “Installing the Cisco Pulse
Software License”

This chapter describes how the system administrator can
register Cisco Pulse using a web tool on Cisco.com, then
upload a license file to the system.

Chapter 6, “Configuring and
Maintaining Cisco Pulse”

This chapter describes how the system administrator can
initially configure Cisco Pulse using the Administration
setup wizard, then maintain Cisco Pulse using the
Administration pages.

Chapter 7, “Creating and Maintaining
Vocabularies”

This chapter explains the roles of the Pulse and Restricted
Vocabularies, provides guidelines for the business
administrator to create the vocabularies, and explains how
the business administrator can initially upload the
vocabularies to the system and use the different methods of
maintaining the vocabularies.

Chapter 8, “Monitoring Cisco Pulse”

This chapter provides information on the different ways the
system administrator can monitor Cisco Pulse:
•

Using Cisco Pulse GUI to access the application log,
system log, and status information and counters for the
Pulse Collect and Connect Appliances.

•

Using the show_tech.sh utility, which captures various
counters, information about currently running
processes, and current disk usage.

Chapter 9, “Customizing and
Maintaining Cisco Pulse Using the
Command-Line Interface”

This chapter describes how the system administrator can use
the Cisco Pulse command-line interface (CLI) to stop and
restart the Pulse Appliances, augment LDAP location
information, update the management service username and
password, and update the ncpadmin password. It also
explains how the network administrator can update network
information.

Chapter 10, “Backing Up Cisco Pulse
Data”

This chapter describes how the system administrator can
back up Cisco Pulse data stored on the Pulse Connect
Appliance at regular intervals.

Chapter 11, “Developing a Gadget for
the Home Page”

This chapter explains how business and system
administrators can create gadgets and optionally publish
them so that Cisco Pulse users can add them to their Home
pages.

Chapter 12, “Viewing Business Data”

This chapter, which is intended for the business
administrator, describes expertise seeker and provider
interaction data. It also describes the ROI gadget, which
provides a calculator that determines the amount of time
saved by expertise seekers, and money saved by
organizations when expertise seekers find people with
experience using the Pulse Locator instead of through
conventional means.
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Chapter

Description

Appendix A, “Network Configuration
Requirements”

This appendix provides sample configurations for Cisco
switches upon which we recommend that the network
administrator configures Remote Switched Port Analyzer
(RSPAN) with VLAN Access Control Lists (VACLs). These
features optimize the amount of traffic a switch forwards to
a Pulse Collect Appliance.

Appendix B, “Allowing Access to
Anonymous Users”

This appendix describes how the system administrator can
allow Pulse Locator access to anonymous users.

Appendix C, “Reinstalling the
Operating System on the Pulse
Appliances”

This appendix explains how the network administrator can
reinstall the operating system on a Pulse Collect or Connect
Appliance if needed.

Appendix D, “Recovering the Pulse
Appliances”

This appendix describes the circumstances under which the
system administrator must perform a recovery process on
the Pulse Appliances and outlines the recovery process
itself. It also explains how the system administrator can
restore the Cisco Pulse data from the latest backup, which is
one of the steps in the recovery process.

“Glossary”

The glossary provides a list of terms and definitions specific
to Cisco Pulse.

Conventions
This document uses these conventions:
Convention

Indication

bold font

Commands and keywords and user-entered text appear in bold font.

italic font

Document titles, new or emphasized terms, and arguments for which you supply
values are in italic font.

[ ]

Elements in square brackets are optional.

{x | y | z }

Required alternative keywords are grouped in braces and separated by
vertical bars.

[x|y|z]

Optional alternative keywords are grouped in brackets and separated by
vertical bars.

string

A nonquoted set of characters. Do not use quotation marks around the string or
the string will include the quotation marks.

courier

font

Terminal sessions and information the system displays appear in courier font.

< >

Nonprinting characters such as passwords are in angle brackets.

[ ]

Default responses to system prompts are in square brackets.

!, #

An exclamation point (!) or a pound sign (#) at the beginning of a line of code
indicates a comment line.

Cisco Pulse Administrator Guide
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Note

Means reader take note.

Tip

Means the following information will help you solve a problem.

Caution

Timesaver

Warning

Means reader be careful. In this situation, you might perform an action that could result in equipment
damage or loss of data.

Means the described action saves time. You can save time by performing the action described in
the paragraph.

Means reader be warned. In this situation, you might perform an action that could result in
bodily injury.

Obtaining Documentation and Submitting a Service Request
For information on obtaining documentation, submitting a service request, and gathering additional
information, see the monthly What’s New in Cisco Product Documentation, which also lists all new and
revised Cisco technical documentation, at:
http://www.cisco.com/en/US/docs/general/whatsnew/whatsnew.html
Subscribe to the What’s New in Cisco Product Documentation as a Really Simple Syndication (RSS) feed
and set content to be delivered directly to your desktop using a reader application. The RSS feeds are a free
service and Cisco currently supports RSS Version 2.0.

Related Documentation
The Cisco Pulse documentation set also includes these documents:
•

Cisco Pulse User Guide

•

Cisco Pulse API Reference Guide

•

Release Notes for Cisco Pulse Release 1.0.5
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CH A P T E R

1

Cisco Pulse Overview
Cisco Pulse is a product that brings together a user, also known as an expertise seeker, with other users
with current experience with a term, also known as expertise providers, so that they can quickly
collaborate. Along with the expertise providers, Cisco Pulse might also find related information, which
includes documents and videos.
These topics provide this overview information for Cisco Pulse:
•

Pulse Appliances, page 1-1

•

Accessing Cisco Pulse, page 1-3

Pulse Appliances
Cisco Pulse supports these two Pulse Appliances:
•

Pulse Connect Appliance, page 1-1

•

Pulse Collect Appliance, page 1-2

Pulse Connect Appliance
The Pulse Connect Appliance is a Cisco MCS-7845-I3 hardware appliance on which Pulse Connect
software is pre-installed. Figure 1-1 shows the architecture of the Pulse Connect software.
Figure 1-1

Pulse Connect Software Architecture

Pulse Connect Appliance
Pulse Apps

Pulse Apps Platform

195196

Pulse Connect Engine
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Pulse Appliances

At the lowest level is the Pulse Connect Engine. This engine analyzes the content discovered by the Pulse
Collect Engine, as well as user-supplied content, and presents the dynamic information via the Pulse
Apps.
At the next level is the Pulse Apps Platform, which is a platform on which administrative tools and
application programming interfaces (APIs) are integrated. This platform provides the capability to
configure all aspects of Cisco Pulse.
At the top level are the Pulse Apps, which can be end user applications that are built by
Cisco Systems, Inc., for example, the Pulse Locator and the Tag Navigator gadget, or by third parties.
Those who decide to implement third-party applications can leverage data that is collected and exposed
through Cisco Pulse but must implement the Pulse Connect Engine and Pulse Apps Platform in order to
do so.
Related Topics
•

Pulse Collect Appliance, page 1-2

Pulse Collect Appliance
A Pulse Collect Appliance is a Cisco MCS-7845-I3 hardware appliance on which the Pulse Collect
Engine runs. A Pulse Collect Engine analyzes content shared across the network for terms in the Pulse
Vocabulary, attaches the terms to their associated users, documents, and videos, and sends this
information to the Pulse Connect Engine for further analysis. This engine stores metadata for the content
for approximately 6 months.
Figure 1-2 shows the Pulse Collect Appliance in relation to Pulse Connect Appliance in the overall Cisco
Pulse architecture.
Figure 1-2

Overall Cisco Pulse Architecture

Pulse Connect Appliance
Pulse Apps

Pulse Apps Platform

Pulse Connect Engine

195209

Pulse Collect Engine

This document assumes that the Pulse Collect Appliance is implemented within a Cisco Pulse
infrastructure. However, you can alternatively implement this appliance within your existing application
infrastructure.
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Related Topics
•

Pulse Connect Appliance, page 1-1

Accessing Cisco Pulse
Users can access Cisco Pulse from Microsoft Windows clients with one of these supported browsers:
•

Mozilla Firefox browser, version 2.0 or 3.0

•

Microsoft Internet Explorer browser, version 6.0, 7.0, or 8.0

If you use a different browser to access Cisco Pulse, the system warns and reminds you to use one of the
supported browsers.
Also, to support the playing of videos in the Pulse Locator search results page, a browser must support
the Adobe Flash Player 9 and above. However, we highly recommend upgrading to the latest available
Adobe Flash Player version for the best performance.

Note

While accessing Cisco Pulse from one of the supported browsers, we strongly recommend that you not
refresh the browser. Doing so, especially after performing an action, such as a system administrator
deleting a Cisco Pulse user or a Cisco Pulse user changing the status of a tag, causes the browser to
resend a request to perform the same action that was just completed. Refreshing the browser in this
situation can result in a Cisco Pulse error.
This topic describes the different types of Cisco Pulse users:
•

Cisco Pulse Users, page 1-3

•

Anonymous Users, page 1-4

Cisco Pulse Users
A Cisco Pulse user is included in a configured list of individuals who can access and use Cisco Pulse.
This user is given a Cisco Pulse username and password and can log in at any time.
Cisco Pulse supports privilege levels for these three distinct users:
•

User—An end user who has a public profile and can use the Pulse Locator to search for expertise
providers or be identified as an expertise provider based on system analysis and tagging, or by
declaring their experience in their public profile.

•

System administrator—This user has the same privileges described for the “user” privilege level. In
addition, this user has access to Cisco Pulse pages that enable them to initially configure, maintain,
and monitor Cisco Pulse. This user also creates and maintains the Cisco Pulse user list and in some
organizations, might create and maintain the Pulse and Restricted Vocabularies.

•

Business administrator—This user has the same privileges described for the “user” privilege level.
In addition, this user creates and maintains the Pulse and Restricted Vocabularies.

The system and business administrators can also create gadgets and optionally publish them so that
Cisco Pulse users can add them to their Home pages.
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Accessing Cisco Pulse

Cisco Pulse also supports ncpadmin, which is a fixed user account intended for the system administrator.
The system administrator can retain exclusive use of this account or share the login name and password
with another administrator. The ncpadmin has access to the same Cisco Pulse pages as the user with the
“system administrator” privileges. However, this user does not have a public profile nor access to the
Pulse Locator and the Gadget Development pages.
For more information on these Cisco Pulse users, see the “Roles, Privileges Levels, and Responsibilities”
section on page 6-15.

Anonymous Users
An anonymous user does not have a Cisco Pulse username and password. However, the system
administrator can allow such a user to access and use only the Pulse Locator. For more information, see
the Appendix B, “Allowing Pulse Locator Access to Anonymous Users.”
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2

Planning the Cisco Pulse Deployment
Before deploying Cisco Pulse, we strongly recommend reading these topics so that you understand the
tasks that are involved and who should perform the tasks:
•

Understanding the Administrator Roles, page 2-1

•

Cisco Pulse Deployment Overview, page 2-2

•

Planning the Initial Configuration of Cisco Pulse, page 2-3

Understanding the Administrator Roles
Cisco Pulse is a multi-faceted product and to successfully deploy it, we recommend the participation of
administrators with these distinct skill sets:
•

Network administrator—An administrator who is familiar with the IP network that supports your
organization and the flows of traffic within the network. This person may help determine how many
Pulse Collect Appliances to deploy in addition to determining where to place them and the Pulse
Connect Appliance in the network. This person must physically set up the appliances, connect them
to the appropriate network devices, and if the devices are Cisco switches, configure them with
recommended features that support Cisco Pulse. And finally, this person must configure an IP
address for each appliance and other basic attributes that ensure the proper deployment of the
appliance in the network.

•

System administrator—An administrator who initially sets up and configures, maintains, and
monitors Cisco Pulse. This person integrates pertinent LDAP directory attributes into Cisco Pulse.
This person also creates and maintains a list of users who will access the application and use the
Pulse Locator. This person also supports the users if they have a problem accessing or using the
application. If this administrator decides to integrate the functionality of a feature such as Cisco
Unified Presence, they will work with the appropriate administrator to gain proper access to it.

•

Business administrator—While the network and system administrators have more technical
backgrounds, this administrator manages Cisco Pulse from a business perspective. This
administrator creates and maintains the Pulse and Restricted Vocabularies. The Pulse Vocabulary
contains terms that are integral to the organization, and to create such a vocabulary, this person must
understand the products, services, and values that drive the organization. This person may also
gather data about system usage, for example, rates of adoption, frequency of usage, most and least
frequently searched upon terms, and so on. Using this data, the administrator can add or remove
terms from the Pulse Vocabulary or take appropriate action based on usage patterns.
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Your organization must decide if these roles can be handled by one person, or if the network and system
administrator roles should be handled by two people. Regardless of the number of people who will
handle these roles or their titles, this documentation assumes these distinct roles and calls them out with
regard to certain deployment tasks.

Cisco Pulse Deployment Overview
The deployment of Cisco Pulse consists of these high-level tasks, which must be performed in this
sequence:
1.

Install and perform a basic setup of each Pulse Appliance:
a. Mount the appliance in a rack.
b. Connect the appliance to the appropriate network devices.
c. If the network devices are Cisco switches, traffic-capturing features such as Switched Port

Analyzer (SPAN), or Remote Switched Port Analyzer (RSPAN) with VLAN Access Control
Lists (VACLs) are available. We recommend using RSPAN with VACLs because they support
packet filtering via access lists, which optimize the amount of traffic a switch forwards to a
Pulse Collect Appliance.
d. Power on the appliance.
e. Perform a basic setup, including specifying network information, of the appliance using a Setup

wizard.

Note

2.

Install the application software on each Pulse Appliance via an SSH or console port session.

3.

Generate a certificate for the web server that hosts Cisco Pulse. This web server resides on the Pulse
Connect Appliance.

4.

Install the Cisco Pulse software license.

5.

Initially configure Cisco Pulse using the Administration setup wizard.

6.

Create the Pulse and Restricted Vocabularies.

7.

Upload the Pulse and Restricted Vocabularies into the system.

Creating the Pulse and Restricted Vocabularies is a task that can actually be performed in parallel to tasks
1 through 5.
At the completion of task 6, Cisco Pulse begins to analyze content shared across the network for terms
in the Pulse Vocabulary.
Depending on the organization of your company, up to three administrators, a network administrator, a
system administrator, and one or more business administrators, can potentially handle the deployment
of Cisco Pulse. For more information on the roles and backgrounds of these administrators, see the
“Understanding the Administrator Roles” section on page 2-1.
Assuming that three administrator will participate in the deployment, Figure 2-1 provides a high-level
workflow of the major tasks, who handles each task, and any information that one administrator needs
to hand off to another.
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Figure 2-1

Workflow of Major Deployment Tasks
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Planning the Initial Configuration of Cisco Pulse
Before initially configuring Cisco Pulse using the Administration setup wizard, the system administrator
might need to do planning to expedite the process. These tasks explain what you need to do before
starting the Administration setup wizard.
•

Planning Overview, page 2-3

•

Summary of Planning Tasks, page 2-4

Planning Overview
Note

This topic is intended for the system administrator who initially configures Cisco Pulse using the
Administration setup wizard.
The initial configuration of Cisco Pulse is multi-faceted and falls into these categories:
•

Installing the Cisco Pulse software license.

•

Configuring the Pulse Appliances:
– Pulse Connect Appliance
– Pulse Collect Appliances
– Configure when regularly scheduled configuration updates are propagated from the Pulse

Connect Appliance to all Pulse Collect Appliances.
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•

Leveraging from existing network infrastructures:
– Lightweight Directory Access Protocol (LDAP) directory
– Exchange email servers
– HTTP servers
– Simple Mail Transfer Protocol (SMTP) email server
– Cisco Unified Communications Manager
– Remote system log server
– Cisco Unified Presence
– Cisco WebEx meeting functionality

•

Creating a list of users who can use Cisco Pulse

•

Creating filters that narrow the content that Pulse Collect Appliances analyze:
– Accepted Web Domains—URLs that point to content that Cisco Pulse is allowed to analyze.
– Restricted Web Domains—URLs that point to content that Cisco Pulse is not allowed to

analyze.
– Accepted Email Domains—Email domains with content that Cisco Pulse is allowed to analyze.

Note

This topic does not discuss the creation of the Pulse and Restricted Vocabularies. For information on
creating these vocabularies, see the Chapter 7, “Creating and Maintaining Vocabularies.”
•

Configuring Cisco Pulse to send vocabulary notification emails to users in a mailing list when
additions, changes, or deletions are made to the Pulse and Restricted Vocabularies.

•

Setting up these properties:
– URL to photos for use in public profiles
– Optional privacy policy content that appears when users log into Cisco Pulse for the first time

Before using the Administration setup wizard to guide you through the initial configuration of each of
these areas, you might need to do some planning, perform some tasks, make decisions, and gather
information needed during the configuration.
Related Topics
•

Summary of Planning Tasks, page 2-4

Summary of Planning Tasks
Table 2-1 provides a high-level summary of the initial configuration planning that you should take into
account.

Note

The information presented in Table 2-1 is intended as a high-level summary and might not include all
details of your initial configuration pre-work.
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Table 2-1

High-Level Summary of Initial Configuration Pre-work

Configuration Task

Status

Install the Cisco Pulse software license.

Mandatory.

Things to Do Before Performing Initial
Configuration
Register Cisco Pulse using a web tool on
Cisco.com, and upload a license file to the
system, which activates the software features
that you purchased.

Configure Pulse Appliances
Configure Pulse Connect Appliance Mandatory.
Configure each Pulse Collect
Appliance.

Optional.

Update the default settings that
Optional. Configure if you want
determine when regularly scheduled to change the default settings.
configuration updates are
performed.

–
•

If you do not have it already, get the IP
address or host name from the network
administrator.

•

Work with the appropriate administrator in
your organization to get the IP address of
the Exchange servers and port number of
the Simple Mail Transfer Protocol (SMTP)
server that each Pulse Collect Appliance
should monitor.

•

Work with the appropriate administrator in
your organization to identify the HTTP
ports that each Pulse Collect Appliance
should monitor.

•

Determine the default settings of the
attributes. For more information, see the
Configuration Updates, page 6-72.

•

Decide if you want to update the default
settings, and if you do, what the settings
should be.

Leverage from existing network infrastructures
Configure Cisco Pulse so that it can Mandatory.
access and leverage user
information from your LDAP server.

We strongly recommend meeting with the
administrator of your corporate LDAP
directory to determine the correct settings for
the LDAP server attributes that you must
configure. For more information on these
attributes, see the Configuration portion of
Table 3-2 on page 3-9.
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Table 2-1

High-Level Summary of Initial Configuration Pre-work (continued)

Configuration Task

Status

Verify default mappings between the Mandatory.
attribute names used in your LDAP
directory and the attribute names
needed for public profiles.

Specify an IP address or host name
for your Cisco Unified
Communications Manager server.

Optional. Configure if:
•

Your corporate phone
system is managed by Cisco
Unified Communications
Manager and Cisco Web
Dialer is enabled.

Things to Do Before Performing Initial
Configuration
•

We strongly recommend meeting with the
administrator of your corporate LDAP
directory to map the Cisco Pulse attributes
and the LDAP directory attributes. Ask the
LDAP administrator to bring a record of
the LDAP directory attributes to this
meeting. For more information on the
Cisco Pulse attributes, see the Verify
Default Mapping portion of Table 6-1 on
page 6-8.

•

Decide which attributes you want to
function as a filter, with which an expertise
seeker can narrow Pulse Locator search
results.

•

Contact the appropriate administrator in
your organization to determine if your
corporate phone system is managed by
Cisco Unified Communications Manager
and that Cisco Web Dialer is enabled.

•

Decide if you want to implement
Click-to-Call in the Pulse Locator search
results. The Click-to-Call feature enables a
user to quickly collaborate with an
expertise provider by clicking a phone icon
in the search results page.

•

If you decide to implement this feature, get
the IP address or host name for the
publisher server/primary server from the
appropriate administrator in your
organization.

You want to implement the
Click-to-Call feature in the Pulse
Locator search results.

Specify an IP address or host name
for your remote system log server.

Optional. Configure if:
•

A remote system log server
is implemented in your
network.

•

You want Cisco Pulse log
messages sent to this server.

If a remote system log server is implemented in
your network, and you want this server to
receive application log messages, get the IP
address or host name of the server from the
appropriate administrator in your organization.
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Table 2-1

High-Level Summary of Initial Configuration Pre-work (continued)

Configuration Task

Status

Integrate the Cisco Unified Presence Optional. Configure if:
functionality so that the availability
• Cisco Unified Presence is
of expertise providers who are
implemented in your
supported by Presence clients, for
network.
example, Cisco Unified Personal
Communicator, appears in the Pulse • You want to integrate the
Cisco Unified Presence
Locator search results.
functionality into the Cisco
Pulse.

Integrate the Cisco WebEx meeting
functionality into the Pulse Locator
search results.

Create a list of users who can use Cisco
Pulse. This list is based on the list of
users in your corporate email system.

Optional. Configure if:
•

Your organization
implements the Cisco
WebEx meeting
functionality.

•

You want to implement the
Click-to-WebEx feature.

Mandatory.

Things to Do Before Performing Initial
Configuration
Gather this Cisco Unified Presence information
from the appropriate administrator in your
organization:
•

IP address or host name.

•

Port over which the Cisco Pulse can access
the server.

•

Application username and password. This
user account information enables the Cisco
Pulse to retrieve a session identifier from
Cisco Unified Presence. This user should
be unique to a Pulse Connect Appliance
and have the Third Party API permission.

•

End username, which can be the username
of any licensed Cisco Unified Presence
user. The end user is a watcher that
monitors the status of all users.

From the appropriate administrator in your
organization, get the Cisco WebEx site URL,
which is provided by Cisco WebEx. A sample
site URL is https://mycompany.webex.com/
mc0800l/meetingcenter/mywebex/
start1clickmeeting.do?siteurl=mycompany.

Get a list of email users in your corporate
LDAP directory from the appropriate
administrator in your organization.

Creating content filters
Specify URLs that point to content
that Cisco Pulse is allowed and is
not allowed to analyze.

Specify the email domains with
content that Cisco Pulse is allowed
to analyze.

Strongly recommended.

Strongly recommended.

•

Familiarize yourself with URL patterns
accepted by Cisco Pulse as well as
guidelines for setting up the two filters. For
more information, see the “Guidelines for
Specifying URLs” section on page 5-28.

•

Assemble accepted and restricted web
domains to include in each filter.

Decide which top-level email domains to
include in the filter.
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Table 2-1

High-Level Summary of Initial Configuration Pre-work (continued)

Configuration Task

Status

Configure Cisco Pulse to send
Recommended.
vocabulary notification emails to users in
a mailing list when additions, changes,
or deletions are made to the Pulse and
and Restricted Vocabularies.

Things to Do Before Performing Initial
Configuration
•

Create a mailing list that includes all users
who agree to the terms of the privacy
policy, if one exists for your organization.

•

Gather this information about the mail
server that sends the notification emails
from the appropriate administrator in your
organization:
– Domain in which the server resides
– IP address or host name

Set up properties
Specify a URL that points to a
database of photos used in public
profiles.

Optional.

Check to make sure that the photo database
meets these conditions:
•

The photos are accessible using HTTP.

•

Each photo must be in JPG format.

•

Each photo filename is in the username.jpg
format.

If these conditions are met, acquire the URL
that points to a database of photos from the
appropriate administrator in your organization.
Define contents of the optional
Optional.
privacy policy that appears when a
user logs into the Cisco Pulse for the
first time.

Work with the appropriate group or individual
in your organization to perform these tasks:
•

Decide whether or not to implement a
privacy policy. Organizations that are
concerned about user reaction to the
potential tagging of email and web content
shared across the network should consider
implementing a privacy policy.

•

Create the privacy policy content.

Related Topics
•

Planning Overview, page 2-3
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Note

This topic is intended for the network administrator who is responsible for mounting, connecting,
powering on, and performing a basic configuration of the Pulse Collect and Connect Appliances.
This topic presents a typical Pulse topology, the roles played by the Pulse Collect and Connect
Appliances in the topology, the tasks you need to perform to set them up, and where to get the
information to perform the tasks.
This topic provides this information:
•

Pulse Topology Overview, page 3-1

•

Setting Up the Pulse Appliances, page 3-2

•

Connecting the Pulse Collect Appliances, page 3-3

•

Connecting the Pulse Connect Appliance, page 3-6

•

Configuring Basic Attributes, page 3-8

•

Linux FW (iptables), page 3-16

•

Handing Off Information to the System Administrator, page 3-16

Pulse Topology Overview
A Pulse topology typically includes, but is not limited to, these components:
•

Email and HTTP servers, which handle content shared across the network by users.

•

Active Directory servers, which authenticate users in the network.

•

Microsoft Windows clients with one of these browsers from which users can access Cisco Pulse:
– Mozilla Firefox browser, version 2.0 or 3.0
– Microsoft Internet Explorer browser, version 6.0, 7.0, and 8.0

•

One or more switches. If the switches are Cisco switches, for example, the Cisco Catalyst 6500
Series switches, these traffic-capturing features are available:
– Switched Port Analyzer (SPAN)
– Remote Switched Port Analyzer (RSPAN) with VLAN Access Control Lists (VACLs)

We recommend using RSPAN with VACLs because they support packet filtering via access lists,
which optimize the amount of traffic a switch forwards to a Pulse Collect Appliance.
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Within this topology, you must implement these Pulse Appliances:
•

One or more Pulse Collect Appliances, which run on a MCS-7845-I3 server.

•

A Pulse Connect Appliance, which also runs on a Cisco MCS-7845-I3 server.

Figure 3-1 shows a simple Pulse topology that includes each of the described components.
Figure 3-1

Simple Cisco Pulse Topology
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Setting Up the Pulse Appliances
Table 3-1 summarizes what needs to be done to set up the servers on which the Pulse Collect and Connect
Appliances run and where to get the information to perform these tasks. Both Pulse Collect and Connect
Appliances can run on a MCS-7845-I3 server.
The tasks in Table 3-1 apply to both the Pulse Collect and Connect Appliances.
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Table 3-1

Summary of Pulse Appliances Setup Tasks

Setup Task

Where to Find Information

Get familiar with the components on the front and See the hardware installation documentation that
back panel of the server.
accompanies your server.
Get familiar with the safety information for the
server.

See the hardware installation documentation that
accompanies your server.

Mount the server in a rack.

See the hardware installation documentation that
accompanies your server.

Connect the server to devices in the Pulse
topology.

For the Pulse Collect Appliances, see the
“Connecting the Pulse Collect Appliances”
section on page 3-3.
For the Pulse Connect Appliance, see the
“Connecting the Pulse Connect Appliance”
section on page 3-6.

If you connect a Pulse Collect Appliance to one or See the “Connecting the Pulse Collect Appliance
more Cisco switches, we recommend configuring to a Cisco Switch” section on page 3-5, “Sample
the switches using RSPAN with VACLs.
Configuration 1: Cisco Switches Running IOS
Software” section on page A-1, and “Sample
Configuration 2: Cisco Switches in Mixed
Software Environment” section on page A-4.
(Optional.) Connect a monitor, keyboard, and
mouse to the server.

See the hardware installation documentation that
accompanies your server.

Power on the server.

See the hardware installation documentation that
accompanies your server.

Note

After you initially connect the Cisco
MCS-7845-I3 appliance to a power
source, the appliance performs a 3-minute
self test. During the test, the appliance is
unresponsive if you press the On button.
We recommend that you wait at least
5 minutes before pressing the On button.

Perform a basic configuration of the server.

See the “Configuring Basic Attributes” section on
page 3-8.

Connecting the Pulse Collect Appliances
This topic provides information to help you to connect your Pulse Collect Appliances:
•

Port Numbering, Locations, and Functions, page 3-4

•

Connecting a Pulse Collect Appliance, page 3-4

•

Gigabit Ethernet Port Cabling, page 3-6
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Port Numbering, Locations, and Functions
A Pulse Collect Appliance runs on a MCS-7845-I3 server. This server has three 100/1000 Gigabit
Ethernet ports.
Table 3-2 displays the 100/1000 Gigabit Ethernet port numbers on the server and describes the function
that each port performs.
Table 3-2

Pulse Collect Appliance Port Numbering and Functions

Hardware Port Numbers

Pulse Collect Appliance Port Function

Gigabit Ethernet 0 (see Figure 3-2)

Pulse management port

Gigabit Ethernet 1 (see Figure 3-2)

RSPAN port

Gigabit Ethernet 2 (see Figure 3-2)

RSPAN port

Figure 3-2

Port Locations for Pulse Collect Appliance
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Gigabit Ethernet 0 connector

Gigabit Ethernet 1 connector
Gigabit Ethernet 2 connector

Related Topics
•

Connecting a Pulse Collect Appliance, page 3-4

•

Gigabit Ethernet Port Cabling, page 3-6

Connecting a Pulse Collect Appliance
Table 3-3 describes the connections you can make for a Pulse Collect Appliance.
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Table 3-3

Connection

Mandatory
or
Optional?

Connecting a Pulse Collect Appliance

Hardware Port Number

Important Notes
Must be a routable connection over which the
Pulse Collect Appliance can forward email and
web content to the Pulse Connect Appliance.

Cisco Pulse
management

Mandatory

Gigabit Ethernet 0 (see Figure 3-2 on
page 3-4)

RSPAN

Mandatory

Gigabit Ethernet 1 or 2 ports as shown in
Figure 3-2 on page 3-4.

RSPAN

Optional

Gigabit Ethernet 1 or 2 ports as shown in
Figure 3-2 on page 3-4.

•

Must have at least one connection to a
Cisco switch.

•

Email and web traffic sent to and received
on a specified switch port is copied to a
specified Pulse Collect Appliance port.

•

Can have additional connections to the
same or other Cisco switches.

•

Email and web traffic sent to and received
on a specified switch port is copied to a
specified Pulse Collect Appliance port.

This topic provides additional information on the RSPAN connections:
•

Connecting the Pulse Collect Appliance to a Cisco Switch, page 3-5

Related Topics
•

Port Numbering, Locations, and Functions, page 3-4

•

Gigabit Ethernet Port Cabling, page 3-6

Connecting the Pulse Collect Appliance to a Cisco Switch
A Pulse Collect Appliance relies on these traffic-capturing features that are available on Cisco switches
to observe network traffic for analysis:
•

SPAN

•

RSPAN with VACLs

We recommend using RSPAN with VACLs because they support packet filtering via access lists, which
optimize the amount of traffic a switch forwards to a Pulse Collect Appliance.
Traffic that is captured and forwarded to the Pulse Collect Appliance should not include 802.1q
encapsulation. You must ensure that the SPAN/VACL capture destination port is not configured as a
trunk port. That is, the VACL capture of traffic from multiple VLANs to a capture trunk port on a switch
cannot be processed by the Pulse Collector Appliance because of the 802.1q encapsulation of the packets
forwarded to the appliance.
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You must set up the RSPAN feature to support the Pulse topology as described:
•

Source ports/VLANs—Specify the source ports and/or VLANs on the Cisco switches. It is from
these sources that the system can mirror, or copy, network traffic carrying users’ email and web
content to a Pulse Collect Appliance port.

•

Destination port/VLAN—Specify the Cisco switch port and/or VLAN to which the Pulse Collect
Appliance port for mirrored traffic is connected.

•

Enable the mirroring and filtering of traffic of interest on the source ports/VLANs to the destination
port/VLAN.

For complete information on setting up the RSPAN with VACL features on your Cisco switch, see the
documentation that accompanies the switch. For sample configurations that show how to configure
RSPAN with VACLs on Cisco switches in support of Cisco Pulse, see the “Sample Configuration 1:
Cisco Switches Running IOS Software” section on page A-1 and “Sample Configuration 2: Cisco
Switches in Mixed Software Environment” section on page A-4.

Gigabit Ethernet Port Cabling
When cabling the 100/1000 Gigabit Ethernet ports, we recommend using a Category 5 or better
unshielded twisted-pair (UTP) cable.
Related Topics
•

Port Numbering, Locations, and Functions, page 3-4

•

Connecting a Pulse Collect Appliance, page 3-4

Connecting the Pulse Connect Appliance
This topic provides information on connecting a Pulse Connect Appliance:
•

Port Numbering and Locations, page 3-6

•

Connecting a Pulse Connect Appliance, page 3-7

•

Gigabit Ethernet Port Cabling, page 3-7

Port Numbering and Locations
The Cisco MCS-7845-I3 server that functions as a Pulse Connect Appliance has three 100/1000 Gigabit
Ethernet ports. Table 3-4 displays the 100/1000 Gigabit Ethernet port numbers and describes the
function that each port performs.
Table 3-4

Pulse Connect Appliance Port Numbering and Functions

Hardware Port Numbers

Pulse Connect Appliance Port Function

Gigabit Ethernet 0 (see Figure 3-3)

Pulse management port

Gigabit Ethernet 1 (see Figure 3-3)

Not currently used by Pulse Connect Appliance.

Gigabit Ethernet 2 (see Figure 3-3)

Not currently used by Pulse Connect Appliance.
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Figure 3-3

Port Locations for Pulse Connect Appliance
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Gigabit Ethernet 0 connector

Gigabit Ethernet 1 connector
Gigabit Ethernet 2 connector

Related Topics
•

Connecting a Pulse Connect Appliance, page 3-7

•

Gigabit Ethernet Port Cabling, page 3-7

Connecting a Pulse Connect Appliance
Table 3-5 describes the connection you must make for a Pulse Connect Appliance.
Table 3-5

Connecting a Pulse Connect Appliance

Connection

Status

Hardware Port Number

Important Notes

Cisco Pulse
management

Mandatory

Gigabit Ethernet 0 (see
Figure 3-3 on page 3-7)

Must be a routable connection over which all
Pulse Collect Appliances can forward email and
web traffic to the Pulse Connect Appliance.

Network

Not currently used by Pulse
Connect Appliance.

Gigabit Ethernet 1 (see
Figure 3-3 on page 3-7)

None.

Network

Not currently used by Pulse
Connect Appliance.

Gigabit Ethernet 2 (see
Figure 3-3 on page 3-7)

None.

Related Topics
•

Port Numbering and Locations, page 3-6

•

Gigabit Ethernet Port Cabling, page 3-7

Gigabit Ethernet Port Cabling
When cabling the 100/1000 Gigabit Ethernet connector, we recommend using a Category 5 or better
unshielded twisted-pair (UTP) cable.
Related Topics
•

Port Numbering and Locations, page 3-6

•

Connecting a Pulse Connect Appliance, page 3-7
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Configuring Basic Attributes
After you have connected the Pulse Collect and Connect Appliances to the appropriate network devices,
you must power on each appliance.

Note

The Pulse Collect and Connect Appliances ship with the operating system already installed. However, if
a situation arises wherein the operating system needs to be reinstalled, it can be done using an operating
system installer, which is included on a DVD that ships with each appliance. For more information, see
“Reinstalling the Operating System on the Pulse Appliances” section on page C-1.
After the appliance boots, a Setup wizard guides you through the configuration of these basic attributes:

Note

•

Root password—Specify a password for the root user account, which allows the system
administrator access to the Pulse Collect and Connect Appliances.

•

GRUB password—Specify a password for the Grand Unified Bootloader (GRUB), which is also
known as the boot loader. This password enables the network administrator to access the boot loader
menu to recover a lost root password.

•

System administrator—Create a username and password that allows the system administrator to
access and configure the Pulse Collect and Connect Appliances.

As a security measure, the system administrator cannot log into the Pulse Appliances directly as root.
This administrator must first log into the appliances using the system administrator username and
password, then log in as root.
•

Network setup—Specify host name and network addresses for the Pulse Collect or Connect
Appliance, as well as Domain Name System (DNS) information.

•

Timezone—Specify the timezone in which the Pulse Collect or Connect Appliance resides.

•

Date and time—Specify the Network Time Protocol (NTP) server from which the Pulse Collect or
Connect Appliance derives its date and time source.

Before You Begin

You need to provide this network information for each Pulse Collect and Connect Appliance:
•

Host name, which must be in host-name.domain-name format, for example,
sj1.mycompanyname.com.

•

IP address, which must be a static address.

•

Subnet mask.

•

Gateway address.

•

IP addresses of the primary and secondary DNS servers.

Procedure

To configure basic attributes for a Pulse Collect or Connect Appliance:
Step 1

Power on the server.
For information on powering on the server, see the documentation that accompanies your server.
After the server finishes booting, the Welcome page of the Setup wizard appears as shown in Figure 3-4.
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Figure 3-4

Step 2

Setup Wizard—Welcome Page

Click Next.
The Root Password page appears as shown in Figure 3-5.
Figure 3-5

Setup Wizard—Root Password Page
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Step 3

Enter a password for the root account, then confirm the password by reentering it.
The root password must contain at least eight characters and comply with each of these rules:
•

Contain at least one uppercase character (A, B, C...)

•

Contain at least one lowercase character (a, b, c...)

•

Contain at least one digit (1, 2, 3...)

•

Use at least one of these special symbols:
– Exclamation point (!)
– At sign (@)
– Pound sign (#)

Step 4

Click Next.
The GRUB Password page appears as shown in Figure 3-6.
Figure 3-6

Step 5

Setup Wizard—GRUB Password Page

Enter a GRUB password, then confirm the password by reentering it.
The GRUB password must contain at least six characters.

Note

Step 6

Make a note of the GRUB password, and put it in a safe place. If you forget this password, you
are not able to access the boot loader menu and recover a lost root password.

Click Next.
The System User page appears as shown in Figure 3-7. This page enables you to configure a system
administrator user account, which is used as an additional security measure to prevent users from logging
into the Pulse Appliances directly as root and making unauthorized configuration changes.
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Figure 3-7

Step 7

Setup Wizard—System User Page

Create a login account for the system administrator by performing these substeps:
a.

Enter a username.
The username is case sensitive. A sample username is Admin.

b.

Enter the full name of the user, for
A sample full name is Administrator.

c.

Enter a password for the account, then confirm the password by reentering it.
The password must contain at least eight characters and comply with each of these rules:

Step 8

•

Contain at least one uppercase character (A, B, C...)

•

Contain at least one lowercase character (a, b, c...)

•

Contain at least one digit (1, 2, 3...)

•

Use at least one of these special symbols: exclamation point (!), at sign (@), pound sign (#)

Click Next.
The Network Setup page appears as shown in Figure 3-8.
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Figure 3-8

Step 9

Note

Step 10

Setup Wizard—Network Setup Page

Supply this network information for the appliance:
•

Host name, which you must input in the host-name.domain-name format, for example,
sj1.mycompanyname.com.

•

IP address, which must be a static address.

•

Subnet mask.

•

Gateway address.

•

IP addresses of the primary and secondary DNS servers.

If you need to update any of this network information later, you can do so using the network_config
utility. For more information on this utility, see Updating Network Information, page 9-3.
Click Next.
The Timezone page appears as shown in Figure 3-9.
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Figure 3-9

Setup Wizard—Timezone Page

Step 11

Click to highlight the nearest city in your timezone.

Step 12

If you want the device clock to use Coordinated Universal Time (UTC), click the associated check box.

Step 13

Click Next.
The Date and Time page appears.

Step 14

To specify that the appliance derives it date and time source from an NTP server, perform these substeps:

Note
a.

We require that each appliance derives it date and time source from an NTP server.
In the Date and Time page, click the Network Time Protocol tab.
The Network Time Protocol tab appears as shown in Figure 3-10.
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Figure 3-10

Setup Wizard—Date and Time Page (Network Time Protocol Tab)

b.

Check the Enable Network Time Protocol check box.

c.

Specify the name of the NTP server in the Server field using this format:
ntp-server-name.domain-name
For example, ntp-sj1-mycompany.com.

d.

Click Add.
The specified NTP server should now appear in the Server drop-down list.

e.

From the Server drop-down list, select the time server.

f.

Click Next.
The NTP server is contacted, as shown in Figure 3-11. Establishing contact with the server can take
a few minutes.
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Figure 3-11

Setup Wizard—Establishing Contact with NTP Server

After contact is established, the Finish Setup page appears as shown in Figure 3-12.
Figure 3-12

Step 15

Setup Wizard—Finish Setup Page

Click Finish.
After the Setup wizard finishes its tasks, a command-line interface (CLI) appears, prompting you to log
into the appliance.
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Step 16

If desired, you can log into the appliance using the system administrator username and password, then
the root password that you just created.
After you complete the Setup wizard, you must hand off some information to the system administrator
who can begin performing the administrative tasks. For more information, see the “Handing Off
Information to the System Administrator” section on page 3-16

Linux FW (iptables)
The Pulse Collect and Connect Appliances ship with the Linux FW (iptables) enabled, which means that
each appliance implements firewall rules to protect itself from attacks. One of the rules is that pings from
other hosts are dropped, which means that the network on which the appliances exist cannot be verified
using the ping command because the firewall blocks the pings.
We do not recommend disabling Linux FW (iptables) to restore the ping functionality to a Pulse
Appliance. As a workaround, we recommend using Secure Shell (SSH) to verify the network on which
the appliances exist.

Handing Off Information to the System Administrator
Your last task is to hand off this information, which you configured using the Setup wizard, to the system
administrator:
•

System administrator username and password

•

Root password

•

IP address of each Pulse Collect and Connect Appliance

After you provide this information, the system administrator can log in to each Pulse Appliance and
install the application software as described in “Installing the Application Software” section on
page 4-2.
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Note

This information is intended for the system administrator who is responsible for installing the
application software on each Pulse Appliance.
This topic consists of this information:
•

Task Workflow for the Pulse Appliances, page 4-1

•

Installing the Application Software, page 4-2

•

Generating a Certificate for the Web Server, page 4-9

•

Starting the Application on a Pulse Collect Appliance, page 4-11

•

Where to Go Next, page 4-12

•

Upgrading Cisco Pulse Application Software, page 4-12

Task Workflow for the Pulse Appliances
Table 4-1 outlines the tasks that you must perform for each Pulse Appliance and where you can find
information to help you perform each task.
Table 4-1

Workflow for Pulse Appliance

Pulse Appliance

Tasks You Must Perform

Where to Find Information

Pulse Collect
Appliances

Install the application software.

Installing Application Software on a
Pulse Collect Appliance, page 4-2

Start the application.

Starting the Application on a Pulse
Collect Appliance, page 4-11

Install the application software.

Installing Application Software on a
Pulse Connect Appliance, page 4-5

Generate a certificate for the web
server that hosts Cisco Pulse.

Generating a Certificate for the Web
Server, page 4-9

Start the application.

Starting the Application on a Pulse
Connect Appliance, page 4-12

Pulse Connect
Appliance
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Installing the Application Software
Each Pulse Appliance ships with a CD that includes the application software that you ordered. These
Cisco part numbers identify each CD:
•

For the Pulse Collect application software: 80-9525-01 or 80-9553-01

•

For the Pulse Connect application software: 80-9524-01

Each CD generally includes application software for major releases, for example, release 1.0. Before
installing this software version, you must check on Cisco.com to determine if a later software version
exists.

Note

For the Cisco.com location at which you can check for the latest application software, see the latest Cisco
Pulse release notes.
If a later version of software exists on Cisco.com, download and install that version instead of the version
on the CD.
If you install the application software on the CD, you must be in the same physical location as the Pulse
Appliances and establish a console port session with each appliance.
If you download a later version of software from Cisco.com, you can perform the installation using a
Secure Shell (SSH) session between a UNIX- or Microsoft Windows-based management station and
each appliance. If your management station runs Microsoft Windows, you must run an SSH client.
You must log into each appliance using the system administrator username and password, then the root
password. (If you do not already have this login information, you can get it from the network
administrator.)

Note

As a security measure, you cannot log into the Pulse Appliances directly as root. You must first log into
the appliances using the system administrator username and password, then the root password.
These topics provide details about installing the application software on each appliance from the CD or
Cisco.com:
•

Installing Application Software on a Pulse Collect Appliance, page 4-2

•

Installing Application Software on a Pulse Connect Appliance, page 4-5

Installing Application Software on a Pulse Collect Appliance
The application installation process that you perform depends on the source of your application
software: the CD or a later version of software that you download from Cisco.com.
Regardless of the application software source, you use a utility to install the application software on a
Pulse Collect Appliance. During the installation, you create a management service username and
password, which enables the Pulse Collect and Connect Appliances to communicate over HTTPS to
authenticate each other.
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Note

All Pulse Appliances must have the same management service username and password.
If you want to update this username and password later, you can do so using the passwd_mgmtsvc utility.
For more information on this utility, see Changing the Management Service Username and Password,
page 9-5.
The installation process typically takes a few minutes.
Before You Begin
•

Note

Check on Cisco.com to determine if a later application software version exists for the Pulse Collect
Appliance. For more information on checking for the latest version of application software, see the
release notes for the latest Cisco Pulse software release. If a later version exists, download that
version and install it as described in the “Installing Downloaded Application Software” section on
page 4-4.

For the Cisco.com location at which you can check for the latest application software, see the latest Cisco
Pulse release notes.
•

If you plan to install the application software version on the CD (Cisco part number 80-9525-01 or
80-9553-01), you must be in the same physical location as the Pulse Collect Appliance. For more
information, see the “Installing Application Software on a CD” section on page 4-3.

•

You need this information from the network administrator to install the application software on a
Pulse Collect Appliance:
– System administrator username and password
– Root password
– IP address

Related Topics
•

Installing Application Software on a Pulse Connect Appliance, page 4-5

Installing Application Software on a CD
To perform this procedure, you must be in the same physical location as the Pulse Collect Appliance.
Procedure

To install the application software on the CD that shipped with the Pulse Collect Appliance, perform
these steps.
Step 1

Establish a console port session with the Pulse Collect Appliance.

Step 2

Log in as the system administrator, and when prompted, enter the system administrator password
provided by the network administrator.

Step 3

Log into the Pulse Collect Appliance as root using this command syntax:
su -

Step 4

When prompted, enter the root password provided by the network administrator.
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Step 5

Insert the CD into the CD drive of the Pulse Collect Appliance.

Step 6

From any location, invoke the utility that installs the application software using this command syntax:
install_collect_software-version.sh dvd
where:
software-version = “rm” for the rich-media version.
dvd = Specifies the binary file on the CD.
For example, if you have the text-only version of the application software, enter this command:
install_collect_rm.sh dvd

Step 7

When prompted, specify the management service username and password.

Step 8

Repeat Step 1 through Step 7 for each additional Pulse Collect Appliance in your Pulse topology.

Related Topics
•

Installing Downloaded Application Software, page 4-4

Installing Downloaded Application Software
You can perform this installation using a Secure Shell (SSH) session between a UNIX- or Microsoft
Windows-based management station and the Pulse Collect Appliance. If your management station runs
Microsoft Windows, you must run an SSH client.
Procedure

To install application software downloaded from Cisco.com on the Pulse Collect Appliance, perform
these steps.

Note

For the sake of providing a sample scenario, this procedure assumes an SSH session established from a
UNIX management station.

Step 1

Initiate an SSH session from a management station to the Pulse Collect Appliance using this command
syntax:
ssh username@ip-or-host address
or
ssh ip-or-host address -l username
where:
username = System administrator username
ip-or-host address = IP address or host name of the Pulse Collect Appliance
For example:
ssh admin@10.1.0.11

or
ssh 10.1.0.11 -l admin

Step 2

When prompted, enter the system administrator password provided by the network administrator.
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Step 3

Log into the Pulse Connect Appliance as root by entering this command:
[admin@mylocalhost ~]$ su -

Step 4

When prompted, enter the root password provided by the network administrator.

Step 5

Create a directory in which to place the downloaded binary file on the Pulse Collect Appliance.

Note

For this and future downloads of application software from Cisco.com, we strongly recommend creating
a separate directory for each major and minor release of application software.
For example:
mkdir /partB/version1_0_5

Step 6

Copy the binary file from your management station to the Pulse Collect Appliance using this command
syntax or an equivalent command that performs the same function:
scp binary-name username@ip-or-host address:/binary-pathname
where:
binary-name = Binary filename
/directory-pathname = Pathname of the directory that you created for the binary file
For example:
scp collect-binary admin@10.1.0.11:/partB/version1_0_5

Step 7

From any location, invoke the utility that installs the application software using this command syntax:
install_collect_software-version.sh /directory-pathname
where:
software-version = “rm” for the rich-media version.
/directory-pathname = Specifies the directory that includes the downloaded binary file.
For example, if you have the rich-media version of the application software, and the binary file is located
in the /partB/version1_0_5 folder, enter this command:
install_collect_rm.sh /partB/version1_0_5

Step 8

When prompted, specify the management service username and password.

Step 9

Repeat Step 1 through Step 8 for each additional Pulse Collect Appliance in your Pulse topology.

Related Topics
•

Installing Application Software on a CD, page 4-3

Installing Application Software on a Pulse Connect Appliance
The application installation process that you perform depends on the source of your application
software: the CD or a later version of software that you download from Cisco.com.
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Regardless of the application software source, you use a utility to install the application software on a
Pulse Connect Appliance. During the installation, you create these items:
•

Note

A management service username and password. This login information enables the Pulse Collect
and Connect Appliances to communicate over HTTPS to authenticate each other.

All Pulse Appliances must have the same management service username and password.
If you want to update this username and password later, you can do so using the passwd_mgmtsvc utility.
For more information on this utility, see Changing the Management Service Username and Password,
page 9-5.
•

Note

An ncpadmin password. The ncpadmin account allows the system administrator to access the
Administration and Vocabulary tabs. The content of these tabs enables you to initially configure
Cisco Pulse and upload the Pulse Vocabulary, which are both critical tasks that you must perform to
get Cisco Pulse up and running.

If you want to update the ncpadmin password later, you can do so using the passwd_ncpadmin utility.
For more information on this utility, see Changing the ncpadmin Password, page 9-7.
Before You Begin
•

Note

Check on Cisco.com to determine if a later application software version exists for the Pulse Connect
Appliance. For more information on checking for the latest version of application software, see the
release notes for the latest Cisco Pulse software release. If a later version exists, download that
version and install it as described the “Installing Downloaded Application Software” section on
page 4-7.

For the Cisco.com location at which you can check for the latest application software, see the latest Cisco
Pulse release notes.
•

If you plan to install the application software version on the CD (Cisco part number 80-9524-01),
you must be in the same physical location as the Pulse Connect Appliance. For more information,
see the “Installing Application Software on a CD” section on page 4-6.

•

You need this information from the network administrator for the Pulse Connect Appliance:
– System administrator username and password
– Root password
– IP address

Related Topics
•

Installing Application Software on a Pulse Collect Appliance, page 4-2

Installing Application Software on a CD
To perform this procedure, you must be in the same physical location as the Pulse Connect Appliance.
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Procedure

To install the application software on the CD that shipped with the Pulse Connect Appliance, perform
these steps.
Step 1

Establish a console port session with the Pulse Connect Appliance.

Step 2

Log in as the system administrator, and when prompted, enter the system administrator password
provided by the network administrator.

Step 3

Log into the Pulse Connect Appliance as root using this command syntax:
su -

Step 4

When prompted, enter the root password provided by the network administrator.

Step 5

Insert the CD into the CD drive of the Pulse Connect Appliance.

Step 6

From any location, invoke the utility that installs the application software by entering this command:
install_connect.sh dvd

Step 7

When prompted, specify the management service username and password.

Step 8

When prompted, specify a password for the ncpadmin user account.

Step 9

After the utility completes its tasks, you must generate a certificate for the web server that hosts Cisco
Pulse.
For more information, see the “Generating a Certificate for the Web Server” section on page 4-9.

Related Topics
•

Installing Downloaded Application Software, page 4-7

Installing Downloaded Application Software
You can perform this installation using a Secure Shell (SSH) session between a UNIX- or Microsoft
Windows-based management station and the Pulse Connect Appliance. If your management station runs
Microsoft Windows, you must run an SSH client.
Procedure

To install application software downloaded from Cisco.com on the Pulse Connect Appliance, perform
these steps.

Note

For the sake of providing a sample scenario, this procedure assumes an SSH session established from a
UNIX management station.

Step 1

Initiate an SSH session from a management station to the Pulse Connect Appliance using this command
syntax:
ssh username@ip-or-host address
or
ssh ip-or-host address -l username
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where:
username = System administrator username
ip-or-host address = IP address or host name of the Pulse Connect Appliance
For example:
ssh admin@10.1.0.11

or
ssh 10.1.0.11 -l admin

Step 2

When prompted, enter the system administrator password provided by the network administrator.

Step 3

Log into the Pulse Connect Appliance as root by entering this command:
[admin@mylocalhost ~]$ su -

Step 4

When prompted, enter the root password provided by the network administrator.

Step 5

Create a directory in which to place the binary file on the Pulse Connect Appliance.

For this and future downloads of application software from Cisco.com, we strongly recommend
creating a separate directory for each major and minor release of application software.

Note

For example:
mkdir /partB/version1_0_5

Step 6

Copy the binary file from your management station to the Pulse Connect Appliance using this command
syntax or an equivalent command that performs the same function:
scp binary-name username@ip-or-host address:/binary-pathname
where:
binary-name = Binary filename
/directory-pathname = Pathname of the directory that you created for the binary file
For example:
scp connect-binary admin@10.1.0.11:/partB/version1_0_5

Step 7

From any location, invoke the utility that installs the application software using this command syntax:
install_connect.sh /directory-pathname
where:
/directory-pathname = The directory that includes the downloaded binary file
For example, if the directory pathname is /partB/version1_0_5, enter this command:
install_connect.sh /partB/version1_0_5

Step 8

When prompted, specify the management service username and password.

Step 9

When prompted, specify a password for the ncpadmin user account.

Step 10

After the utility completes its tasks, you must generate a certificate for the web server that hosts Cisco
Pulse.
For more information, see the “Generating a Certificate for the Web Server” section on page 4-9.
Related Topics
•

Installing Application Software on a CD, page 4-6
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Generating a Certificate for the Web Server
After installing the application software on a Pulse Connect Appliance, you must generate a trusted
Secure Sockets Layer (SSL) certificate for the web server that hosts Cisco Pulse. This certificate ensures
the secure transmission of data between the web server and its clients.
A default Java keystore file named pulse.jks exists in the /opt/cisco/tomcat/conf directory. This topic
instructs you to create a backup of this file and place it elsewhere, delete the pulse.jks file in
/opt/cisco/tomcat/conf, and finally, generate a new pulse.jks file in the same directory. The new pulse.jks
file is a container that houses the certificate.
To generate the certificate, you can establish a console port session with the Pulse Connect Appliance,
or a Secure Shell (SSH) session between a UNIX- or Microsoft Windows-based management station and
the Pulse Connect Appliance. If your management station runs Microsoft Windows, you must run an
SSH client.
You must log into the Pulse Connect Appliance using the system administrator username and password,
then the root password. (If you do not already have this login information, you can get it from the
network administrator.)

Note

As a security measure, you cannot log into the Pulse Appliances directly as root. You must first log into
the appliances using the system administrator username and password, then the root password.
Before You Begin
•

If you do not have one already, decide to which certificate authority (CA) you will submit a
certificate signing request (CSR) file for signing.

•

For the sake of providing a sample scenario, this procedure assumes your CA provides a chain of
certificates. However, if your CA provides a different response, for example, a root or intermediate
certificate, we recommend that you work with your CA or IT department to determine how to best
include the response in your keystore file.

Procedure

To generate a trusted SSL certificate for the web server:
Step 1

If you are already logged into the Pulse Connect Appliance, you can skip Step 2 through Step 5. If you
are not yet logged into the Pulse Connect Appliance, start with Step 2.

Step 2

Initiate an SSH session from a management station to the Pulse Connect Appliance using this command
syntax:
ssh username@ip-or-host address
or
ssh ip-or-host address -l username
where:
username = System administrator username
ip-or-host address = IP address or host name of the Pulse Connect Appliance
For example:
ssh admin@10.1.0.11
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or
ssh 10.1.0.11 -l admin

Step 3

When prompted, enter the system administrator password provided by the network administrator.

Step 4

Log into the Pulse Connect Appliance as root by entering this command:
[admin@mylocalhost ~]$ su -

Step 5

When prompted, enter the root password provided by the network administrator.

Step 6

Change directories to the /opt/cisco/tomcat/conf directory by entering this command:
# cd /opt/cisco/tomcat/conf

Step 7

Create a backup of the pulse.jks file, and place the backup in a location of your choice.
The pulse.jks file is a default Java keystore file that resides in the /opt/cisco/tomcat/conf directory.

Step 8

Note

Step 9

Delete the existing pulse.jks file from this directory.

Deleting the existing pulse.jks file is important because in the next step you will create a new file with
the same name, and two files with the same name cannot exist in the same directory.
Generate a new Java keystore file, pulse.jks, using this command syntax:
/usr/java/jre1.6.0_06/bin/keytool -genkey -alias tomcat -keyalg RSA -keypass keypass -validity 3650
-keystore pulse.jks
where:
keypass = A password that you specify.
For example:
/usr/java/jre1.6.0_06/bin/keytool -genkey -alias tomcat -keyalg RSA -keypass mykeypass
-validity 3650 -keystore pulse.jks

After you enter this command, you are prompted to enter a keystore password.
Step 10

Note

Step 11

Enter a keystore password.

The keystore password that you enter must match the -keypass keypass attribute that you specified in
Step 9.
When prompted for the name, enter the Pulse Connect Appliance host name.
For example:
cisco-pulse.mycompany.com

Step 12

Generate a CSR file for the keystore file using this command syntax:
/usr/java/jre1.6.0_06/bin/keytool -certreq -alias tomcat -file csr-filename.csr -keypass keypass -keystore
pulse.jks
where:
csr-filename = The name of your CSR file.
keypass = The same password you specified in Step 9 and Step 10.
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For example:
/usr/java/jre1.6.0_06/bin/keytool -certreq -alias tomcat -file mycsrfile.csr -keypass
mykeypass -keystore pulse.jks

Step 13

Have your CA sign the CSR file.

Step 14

Put the CA response, for example, a chain of certificates, in a file, removing any extra lines that are not
part of the certificate, and save the file.
A sample filename is cisco-pulse.mycompany.com_stackedChain.pem.

Step 15

Import the certificate chain into the keystore file using this command syntax:
/usr/java/jre1.6.0_06/bin/keytool -import -alias tomcat -keystore pulse.jks -file
mycert-chain-filename.extension
where:
mycert-chain-filename.extension = The name of your certificate chain file, including the three-letter
filename extension.
For example:
/usr/java/jre1.6.0_06/bin/keytool -import -alias tomcat -keystore pulse.jks -file
cisco-pulse.mycompany.com_stackedChain.pem

Step 16

Make these edits to the /opt/cisco/tomcat/conf/server.xml file:
Change line 83 from
keystoreFile=“conf/pulse.jks”
to
keypass=“keypass” keystoreFile=“conf/pulse.jks”
where:
keypass = The same password you specified in Step 9, Step 10, and Step 12.

Starting the Application on a Pulse Collect Appliance
After installing the application software on the Pulse Collect Appliances, you must start the application.
Procedure

To start the application on a Pulse Collect Appliance:
Step 1

Enter this command:
# service collect start
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Starting the Application on a Pulse Connect Appliance
After installing the application software on the Pulse Connect Appliance, you must start the application.
Procedure

To start the application on a Pulse Connect Appliance:
Step 1

Enter this command:
# service connect start

Where to Go Next
After you install the application software and start up each Pulse Appliance, you must perform these
tasks:
•

Set up the licensing for Cisco Pulse. For more information, see Chapter 5, “Installing the Cisco
Pulse Software License.”

•

Initially configure Cisco Pulse using the Administration setup wizard. For more information, see
“Accessing the Administration Setup Wizard” section on page 6-3.

Upgrading Cisco Pulse Application Software
For information on upgrading the Cisco Pulse application software on your Pulse Appliances, see the
release notes for the latest Cisco Pulse software release.
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Note

This topic is intended for the system administrator who must register Cisco Pulse and install the Cisco
Pulse software license.
Before using Cisco Pulse for the first time, you must register this product using a web tool on Cisco.com.
After you complete the registration, the system sends you an email, which includes a license file. You
must upload this file to Cisco Pulse, which activates the software features that you purchased.
These topics describe tasks that you must perform to register and upload the license file to Cisco Pulse:
•

Gathering Registration Information, page 5-1

•

Registering Cisco Pulse, page 5-4

•

Uploading the Cisco Pulse License File, page 5-5

Gathering Registration Information
During the Cisco Pulse registration, you must supply this information:
•

The product authorization key (PAK).

•

The MAC address of the Pulse management port (port 0) on the Pulse Connect Appliance.

These topics describe how to access this information:
•

Accessing the PAK, page 5-1

•

Accessing the MAC Address, page 5-3

Accessing the PAK
During the Cisco Pulse registration, you must supply a PAK so that you can obtain the appropriate
license for your Cisco Pulse software bundle.
The PAK appears on the Software License Claim Certificate. Figure 5-1 displays a generic sample of
this document, highlighting the location of the PAK.
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Figure 5-1

Sample Software License Claim Certificate—PAK Location

You can obtain this document using eDelivery, a Cisco application that enables electronic fulfillment of
software license entitlement documentation. You can access the eDelivery application at this location:
https://edelivery.cisco.com/esd/
To log into eDelivery, you need a username and password.
If you have a problem getting a copy of this document, you can contact the Cisco Technical Assistance
Center (TAC) using the information provided in Table 5-1. To obtain assistance from TAC, you must
provide your sales order number.
Table 5-1

TAC Contact Information

Who to Call

Telephone Number

In the United States

1-800-553-2447

Outside of the United
States

For your local Cisco TAC phone number, refer to this website:
http://www.cisco.com/en/US/support/tsd_cisco_worldwide_contacts.html

Related Topics
•

Accessing the MAC Address, page 5-3
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Accessing the MAC Address
The Cisco Pulse licensing is associated with the MAC address of the Pulse management port (port 0) on
the Pulse Connect Appliance. The software numbering convention for this port is Eth 0.
Before You Begin

You need this information for the Pulse Connect Appliance:
•

System administrator username and password

•

Root password

Procedure

To access the MAC address of the Pulse management port (port 0) on the Pulse Connect Appliance:
Step 1

Establish a console port session with the Pulse Connect Appliance, or a Secure Shell (SSH) session
between a UNIX- or Microsoft Windows-based management station and the appliance. (If your
management station runs Microsoft Windows, you must run an SSH client.)
For example, to initiate an SSH session from a management station to the Pulse Connect Appliance, use
this command syntax:
ssh username@ip-or-host address
or
ssh ip-or-host address -l username
where:
username = System administrator username
ip-or-host address = IP address or host name of the appliance
For example:
ssh admin@10.1.0.11

or
ssh 10.1.0.11 -l admin

Step 2

When prompted, enter the system administrator password.

Step 3

Log into the appliance as root using this command syntax:
[admin@mylocalhost ~]$ su -

Step 4

When prompted, enter the root password.

Step 5

Enter this command:
ifconfig eth0

The system displays this type of information:
eth0
...

Link encap:Ethernet

HWaddr 00:21:5E:09:B4:3C

In this example, the MAC address for Eth 0 is displayed as “HWaddr 00:21:5E:09:B4:3C.”
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Step 6

Write down the MAC address, eliminating the colons (:) and remaining spaces.
After eliminating the colons and spaces of the sample MAC address, the remaining MAC address is
00215E09B43C

Related Topics
•

Accessing the PAK, page 5-1

Registering Cisco Pulse
This topic explains how to register Cisco Pulse.
Before You Begin

You must have these items:
•

The Software License Claim Certificate, which includes the PAK for your Cisco Pulse software
bundle.

•

The MAC address of the Pulse management port (port 0) on the Pulse Connect Appliance.

•

An account on Cisco.com to access the license website. If you do not have an account, you can create
one by clicking the Register link on www.cisco.com.

Procedure
Step 1

In the Address field of a browser, enter this string, then click Go:
http://www.cisco.com/go/license
The first page of the Product License Registration appears.

Step 2

In the Product Authorization Key (PAK) field, enter the PAK, then click Submit.
The second page of the Product License Registration appears, displaying information for the submitted
PAK.

Step 3

Compare the information that displays against what appears in the Software License Claim Certificate,
and perform the appropriate substeps:
a.

If any of the displayed information is incorrect, you have these options:
– Open a TAC Service Request using the link provided on the Product License Registration page.
– Call TAC. For contact information, see Table 5-1 on page 5-2.

b.

If the displayed information is correct, click Continue.
The third page of the Product License Registration appears.

Step 4

In this page, you must perform these tasks:
a.

In the MAC Address field, specify the MAC address of the Pulse management port (port 0) on the
Pulse Connect Appliance.
If you have not yet determined the MAC address for this port, see the “Accessing the MAC Address”
section on page 5-3.
Enter the MAC address without colons and spaces, for example, 00215E09B43C.
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b.

Read the End-User License Agreement, and check the Agreement check box.

c.

Verify the required fields of the Registrant Information, particularly the email address.
The email address that you specify is important because an email containing the Cisco Pulse license
file is sent to that address. If you want this email sent to another person, specify the email address
of that person in the Email field.

d.

If you specified the email address of another person in Step c, check the Licensee (End User) check
box.

e.

After you have verified the contents of all fields and checked the appropriate check boxes, click
Continue.
The fourth page of the Product License Registration appears.

Step 5

In this page, you must perform these tasks:
a.

Verify the information you are submitting for registration.
To make changes to any of the information, click the associated Edit Details link.

b.

After you are certain that the information is complete and accurate, click Submit.
The system begins to process your registration, and Product License Registration Page updates.

Step 6

To check the status of your registration, click Check Status.
After the system finishes processing your registration, it sends an email to the person in the specified
email address within 1 hour. If the designated recipient does not receive this email after an hour, they
should check all email folders, including Junk or Spam folders, for this email. If they still cannot locate
the email, they have these options:
– Open a TAC Service Request using the link provided on the Product License Registration page.
– Call TAC. For contact information, see Table 5-1 on page 5-2.

Uploading the Cisco Pulse License File
After you register Cisco Pulse, you receive an email containing the license file, which activates the Cisco
Pulse software features that you purchased. Do not edit the contents of the file or you will render this
file useless. You must upload this file to Cisco Pulse.
To initially access Cisco Pulse and upload the license file, you must use the Administration setup wizard.
You can access the License page in the Administration setup wizard from Microsoft Windows clients
with one of these supported browsers:
•

Mozilla Firefox browser, version 2.0 or 3.0

•

Microsoft Internet Explorer browser, version 6.0, 7.0, or 8.0

The client must be in the same domain in which the Pulse Collect and Connect Appliances are deployed.
If you use a different browser to access Cisco Pulse, the system warns and reminds you to use one of the
supported browsers.

Note

While accessing Cisco Pulse from one of the supported browsers, we strongly recommend that you not
refresh the browser. Doing so, especially after performing an action, such as a system administrator
deleting a Cisco Pulse user or a Cisco Pulse user changing the status of a tag, causes the browser to
resend a request to perform the same action that was just completed. Refreshing the browser in this
situation can result in a Cisco Pulse error.
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Before You Begin
•

You must have installed the application software on the Pulse Connect Appliance.

•

You must have the ncpadmin password, which you created during the Pulse Connect Appliance
application installation.

•

You must save the license file to your hard disk.

Procedure

To access the Administration setup wizard:
Step 1

From your Microsoft Windows client, launch one of the supported browsers.

Step 2

In the Address field of the browser, enter this string, then click Go:
http://pulse-connect-ip-or-host-address
For example:
http://cisco-pulse.mycompany.com
or
http://10.1.0.11
The Cisco Pulse Login page appears as shown in Figure 5-2.
Figure 5-2

Step 3

Login Page

In the Username field, enter this username:
ncpadmin

Step 4

Enter the password for ncpadmin.
The License page, which is the first page of Administration setup wizard, appears as shown in
Figure 5-3.
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Figure 5-3

Step 5

First Page of Administration Setup Wizard

In the License page, click Browse.
The File Upload dialog box appears.

Step 6

Navigate to the license file on your hard disk, highlight it, then click Open.

Step 7

Back in the License page, click Submit to upload the file to the system.
After the file uploads, the license information appears in the License page as shown in Figure 5-4. You
have now completed the Cisco Pulse licensing setup.
Figure 5-4

Sample License Page—Viewing License Information
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Step 8

To proceed with the remaining configuration tasks presented by the Administration setup wizard, use the
documentation provided in Chapter 6, “Configuring and Maintaining Cisco Pulse.”
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Note

This topic is intended for the system administrator who initially configures Cisco Pulse using the
Administration setup wizard and maintains Cisco Pulse using the Administration pages.
You can use the Administration pages to perform these tasks:
•

Initially configure Cisco Pulse using the Administration setup wizard.

•

Maintain the configuration of Cisco Pulse.

•

Monitor Cisco Pulse.

These topics describe the Administration pages and how to perform the configuration tasks using them:
•

Understanding the Administration Pages, page 6-2

•

Configuration Update Considerations, page 6-3

•

How Configuration Tasks Are Organized, page 6-3

•

Accessing the Administration Setup Wizard, page 6-3

•

License, page 6-6

•

Pulse Connect Appliance, page 6-6

•

LDAP, page 6-7

•

Users, page 6-11

•

Content Filtering, page 6-27

•

Pulse Collect Appliance, page 6-45

•

Cisco Unified Communications Manager, page 6-62

•

Remote Syslog, page 6-63

•

Vocabulary Notification, page 6-64

•

Properties Configuration, page 6-66

•

Cisco Unified Presence, page 6-69

•

Cisco WebEx, page 6-71

•

Configuration Updates, page 6-72

For information on monitoring Cisco Pulse using the Administration pages, see Chapter 8, “Monitoring
Cisco Pulse.”
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Understanding the Administration Pages
A sample Administration page is shown in Figure 6-1.
Figure 6-1

Sample Administration Page

On the left side of the page is the Administration navigation pane, which provides links to each
configuration task. On the right side of the page is the area in which you perform the configuration.
There are two modes in which you can access the Administration pages:
•

Administration setup wizard mode in which the wizard steps you through the Administration pages
in a particular sequence so that you can initially configure Cisco Pulse. While in this mode, you must
complete each task or click a Skip button for the optional and recommended tasks before the wizard
advances you to the next task page. After you complete a task, a check mark appears next to the task
name in the Administration Navigation pane and you can re-access the associated page at any time
by clicking the link.

•

Maintenance mode in which you can click any link in the Administration Navigation pane at any
time, which causes a page with the current values of the configurable attributes to appear. You can
update the settings of existing values or add previously unspecified values.

The Administration pages that you can access in these modes are the same except that pages for optional
or recommended tasks in wizard mode have a Skip button, while the same pages in maintenance mode
do not.
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Configuration Update Considerations
If you update any aspect of Cisco Pulse, for example, you modify the setting of an attribute, add a Pulse
Collect Appliance, or add users, the configuration, which resides on the Pulse Connect Appliance, must
be propagated to all Pulse Collect Appliances so that the updates take effect.
The configuration update feature causes the Pulse Connect Appliance to propagate updates to the Pulse
Collect Appliances at default or configured intervals. However, if needed, you can propagate
configuration updates immediately. For more information, see the “Configuration Updates” section on
page 6-72.

How Configuration Tasks Are Organized
You can use the Administration pages to initially configure or maintain the configuration of all aspects
of Cisco Pulse. The documentation handles this diversity of tasks as described:
•

If the processes for initial configuration and configuration maintenance are different, the topic
includes documentation for these distinct tasks. For example, the Users configuration topic includes
subtopics for Initially Configuring the User List and Maintaining the User List.

•

If the processes for these tasks are the same, the documentation does not make a distinction. For
example, the LDAP configuration topic includes only a subtopic for Configuring LDAP.

Accessing the Administration Setup Wizard
To initially configure Cisco Pulse, you can use the Administration setup wizard. You can access the
Administration setup wizard from Microsoft Windows clients with one of these supported browsers:
•

Mozilla Firefox browser, version 2.0 or 3.0

•

Microsoft Internet Explorer browser, version 6.0, 7.0, or 8.0

The client must be in the same domain in which the Pulse Collect and Connect Appliances are deployed.
If you use a different browser to access Cisco Pulse, the system warns and reminds you to use one of the
supported browsers.

Note

While accessing Cisco Pulse from one of the supported browsers, we strongly recommend that you not
refresh the browser. Doing so, especially after performing an action, such as a system administrator
deleting a Cisco Pulse user or a Cisco Pulse user changing the status of a tag, causes the browser to
resend a request to perform the same action that was just completed. Refreshing the browser in this
situation can result in a Cisco Pulse error.
Before You Begin
•

We strongly recommend that you review Table 2-1 on page 2-5 to learn about the tasks you will
perform during the initial configuration and the information you need to gather before you perform
the configuration.

•

You must have the username and password of a user with the system administrator privilege level,
or the ncpadmin password, which you created during the Pulse Connect Appliance application
installation.
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Procedure

To access the Administration setup wizard:
Step 1

From your client, launch one of the supported browsers.

Step 2

In the Address field of the browser, enter this string, then click Go:
http://pulse-connect-ip-or-host-address
For example:
http://cisco-pulse.mycompany.com
or
http://10.1.0.11
The Cisco Pulse Login page appears as shown in Figure 6-2.
Figure 6-2

Step 3

Step 4

Login Page

In the Username field, enter one of these usernames:
•

ncpadmin

•

Username with the system administrator privilege level

Enter the password for the specified username.
The License page, which is the first page of Administration setup wizard, appears.

Note

If you logged into Cisco Pulse with the ncpadmin username, the License page, as shown in Figure 6-3,
allows you read-write privileges, which means you can upload a license file. If you logged in with a
username with the system administrator privilege level, you have read-only privileges, which means you
can view a license file that has been uploaded but not upload the file.
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Figure 6-3

First Page of Administration Setup Wizard

The Administration setup wizard leads you through the Administration pages in a particular sequence so
that the Pulse Appliances and all related elements are properly configured. You cannot change the
sequence of the configuration tasks.
The Administration setup wizard has these additional characteristics:

Note

Step 5

•

Some tasks are mandatory, while others are optional or recommended. If a task is optional or
recommended, the page includes a Skip button that you can click to skip that task.

•

Although the Configuration Update task is optional, it does not include a Skip button because it is
the last task in Administration setup wizard mode.

•

If you properly configure all elements in a page or skip an optional or recommended task, the
Administration setup wizard takes you to the next page in the sequence and places a check mark
before the task name in the Administration navigation pane.

•

The Administration setup wizard automatically saves the configuration of each task. If you cannot
complete all tasks during a session, the wizard allows to pick up where you left off by clicking the
link of the task on which you left off.

•

The Configuration Update task is the last task in Administration setup wizard mode. After you
complete or skip this task, Administration setup wizard mode ends and you enter maintenance mode,
where the check marks are removed from the Administration navigation pane and you can click any
task link to access the associated page.

The Administration setup wizard does not allow you to monitor Cisco Pulse. The Monitoring link
appears only after you have completed or skipped the Configuration Update task, which is the last task
in Administration setup wizard mode. For information on monitoring Cisco Pulse, see Chapter 8,
“Monitoring Cisco Pulse.”
Start the initial configuration tasks.
This document provides a topic for each configuration task in the Administration setup wizard. We
strongly recommend that you use a documentation topic while you perform the associated task. Both
documentation topics and configuration tasks are presented in the same sequence.
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License
The License page allows you to upload a license file, which activates the Cisco Pulse software features
that you purchased.
This topic assumes that you have registered Cisco Pulse and installed the Cisco Pulse software license.
If you have not yet performed these tasks, see Chapter 5, “Installing the Cisco Pulse Software License,”
for complete information.

Note

If you logged into Cisco Pulse with the ncpadmin username, the License page allows you read-write
privileges, which means you can upload a license file. If you logged in with a username with the system
administrator privilege level, you have read-only privileges, which means you can view a license file that
has been uploaded but not upload the file.

Pulse Connect Appliance
Cisco Pulse initially detects the IP address or host name of the Pulse Connect Appliance and populates
the corresponding field in the Pulse Connect Appliance page as shown in Figure 6-4.
Figure 6-4

Sample Administration Navigation Pane—Pulse Connect Appliance

To save the detected address, click Save.
To update the address later, enter the new address, then click Save.
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LDAP
Cisco Pulse leverages user information from your corporate LDAP directory. As a result, you must
configure two types of LDAP attributes:

Note

•

Configuration—These attributes enable Cisco Pulse to access and interact with your LDAP server.

•

Default mapping—These attributes provide a default mapping between the attribute names used in
your LDAP directory and the attribute names needed by Cisco Pulse.

If you do not have LDAP experience, we strongly recommend that you collaborate with the administrator
of your corporate LDAP directory for assistance with the LDAP configuration attributes and the default
mappings. In advance of this meeting, ask the LDAP administrator to bring a record of the directory
attributes. This record should be helpful in mapping the LDAP directory attributes to the Cisco Pulse
attributes.
These topics describe the LDAP attributes and how to configure them:
•

LDAP Attributes, page 6-7

•

Configuring LDAP, page 6-10

LDAP Attributes
The LDAP page enables you to configure the LDAP attributes. The sample LDAP page in Figure 6-5 is
displayed while in maintenance mode.
Figure 6-5

Sample LDAP Page
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Table 6-1 describes each LDAP attribute and whether providing a value for the attribute is required or
optional.
Table 6-1

Attribute

LDAP Attributes

Attribute Status

Description

LDAP Server

Required

Specify the host name or IP address of the LDAP server. If you specify a
host name, use the host-name.domain-name format. A sample domain
name is ldap.myorganization.com.

LDAP Port

Required

Cisco Pulse initially populates this field with the default LDAP port
number (389). This setting should work for most organizations. If not,
consult with the LDAP administrator in your organization.

LDAP DN

Required

Specify the distinguished name (DN) of the LDAP server. This
distinguished name uniquely identifies the LDAP server entry in the
directory. You must specify the LDAP server DN in the LDAP Data
Interchange Format (LDIF) format. This is a sample LDAP server DN:

Configuration

CN=ldapserver,OU=active,OU=employees,OU=people,
DC=mycompany,DC=com
where:
CN = common name or the object (LDAP server) that you are specifying.
OU = organizational unit of which the object is a part. Depending on the
structure of your LDAP directory, you can specify one or more
organizational units, for example, active, employees, people.
DC = each domain component, in this case, mycompany.com.
Search Base

Required

Specify the DN of the entry on which to start searches in the LDAP
directory. You must specify the search base in the LDIF format. For an
LDAP DN of CN=ldapserver,OU=active,
OU=employees,OU=people,DC=mycompany,DC=com, this is a sample
search base:
OU=active,OU=employees,OU=people,DC=mycompany,
DC=com

Search Filter

Required

If Cisco Pulse initially populates this field, remove the entry. Specify the
LDAP attribute for the email addresses in your organization.

Search Password

Required

Specify a password for the CN you provided for the LDAP DN field. In
the example described in the LDAP DN field, you would specify the
password for the ldapserver DN.
The client provides this password to the LDAP server to initiate a
directory search.
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Table 6-1

Attribute
Validation Email

LDAP Attributes (continued)

Attribute Status

Description

Required

The purpose of this email is to validate the mappings that you specify
between your LDAP attribute names and the Cisco Pulse attribute names.
Therefore, you must specify the email address of a user that includes a
superset of all attributes that you want to map. If you specify the address
of a user who does not include all attributes, the mapping will fail, and
Cisco Pulse displays the attribute(s) that failed.
Specify the email address of a user in this format:
username@domain-name. A sample email address is
jdoe@mycompany.com.

Verify Default Mapping
Given Name
Last Name
User ID
Role
Company Group
City
State
Zip Code
Distinguished Name
Email

Required

Verify that the attribute name provided in each of these fields is the
equivalent attribute name used in your LDAP directory. If it is not,
update with the equivalent name in your LDAP directory.

User Principal Name
Legacy Exchange DN

Required if Cisco
Verify that the attribute name provided in each of these fields is the
Pulse analyzes email equivalent attribute name used in your LDAP directory. If it is not,
content handled by update with the equivalent name in your LDAP directory.
Exchange servers.
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Table 6-1

Attribute

LDAP Attributes (continued)

Attribute Status

Description

Preferred Name
Employee ID
Manager
Site
Country
Phone
Mobile
Fax
Pager
Building
Room
Floor
Manager ID

Optional

Verify that the attribute name provided in each of these fields is the
equivalent attribute name used in your LDAP directory. If it is not, either
update with the equivalent name in your LDAP directory, or leave the
field blank.

Facets check boxes

Optional

By default, the Role, Company Group, City, and State attributes are set
up as filters on which a user can refine Pulse Locator search results. For
example, with Role as a filter, users can refine their results to expertise
providers who are Product Marketing Managers only.
You can also specify the Zip Code and Country attributes as filters by
placing a checkmark in their respective facet check boxes. Or you can
remove the Role, Company Group, City, or State attributes as filters by
removing the checkmark from their respective check boxes.
Note

After you initially configure or update the facet settings, you
must restart the connect service. To do so, use Secure Shell
(SSH) to log into the CE, then restart the service by entering
service connect restart.

Related Topics
•

Configuring LDAP, page 6-10

Configuring LDAP
Procedure

To configure the settings of the LDAP attributes:
Step 1

Access the LDAP page.
A sample LDAP page is shown in Figure 6-6.
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Figure 6-6

Step 2

Sample LDAP Page

Initially configure or modify the settings of the desired attributes.
For a description of each attribute, see Table 6-1 on page 6-8.

Step 3

To save your configuration, click Save.

Step 4

If you modified existing LDAP attribute settings, you must restart the tomcat service by issuing this
command on the Pulse Connect Appliance:
service tomcat restart

Related Topics
•

LDAP Attributes, page 6-7

Users
The User page enables you to perform these tasks:
•

Initially create a list of individuals who can use Cisco Pulse, or a user list.

•

Maintain the user list:
– Add or delete user entries as needed.
– Modify user entries as needed.

Cisco Pulse Administrator Guide
OL-20214-02

6-11

Chapter 6

Configuring and Maintaining Cisco Pulse

Users

These topics describe the User page:
•

User Page Elements, page 6-12

•

Initially Configuring the User List, page 6-13

•

Roles, Privileges Levels, and Responsibilities, page 6-15

•

Navigating through the User List, page 6-18

•

Maintaining the User List, page 6-19

User Page Elements
Figure 6-7 shows a sample User page.
Figure 6-7

Sample User Page

Table 6-2 describes all elements in the User page except those elements that control your view of the
user list. For information on the control elements, see the “Navigating through the User List” section on
page 6-18.
Table 6-2

User Page Elements

Element

Description

Row count

Displays the row numbers currently shown and the total number of
rows for the table.

Check box column

To initiate an edit or delete for a user entry, click the check box
associated with that user. To delete multiple or all user entries, click
the check box associated with each user or in the column header,
respectively.

Email column

Displays the corporate email address of each user.

Full Name column

Displays the full name of each user in this format: last-name,
first-name.
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Table 6-2

User Page Elements (continued)

Element

Description

Privilege Level

Displays the privilege level that is assigned to a user. Privilege levels
include user, business administrator, and administrator. By default,
when you enter a user into the list, Cisco Pulse assigns the level of
user. For more information on these types of users, see the “Roles,
Privileges Levels, and Responsibilities” section on page 6-15. For
information on changing the privilege level of a user, see the
“Modifying User Entries” section on page 6-22.

Add button

To add users to Cisco Pulse by uploading a comma separated values
(CSV) file from your hard disk, or to manually enter one user at a
time, click Add.

Edit button

To modify a user entry, click the check box associated with the user,
then click Edit.

Delete button

To delete one or more user entries, click the check box associated
with the users, then click Delete. To delete all user entries, click the
check box in the column header, then click Delete.

Page count

Displays the current page and the total number of pages for the table.

Related Topics
•

Initially Configuring the User List, page 6-13

•

Roles, Privileges Levels, and Responsibilities, page 6-15

•

Navigating through the User List, page 6-18

•

Maintaining the User List, page 6-19

Initially Configuring the User List
To initially configure the user list for Cisco Pulse, we recommend using the appropriate tool that is
bundled with your LDAP server to extract email addresses from your corporate LDAP directory to a CSV
file, then uploading the file into the system.
The CSV file should include a single column of email addresses, each in a separate row, and in this
format:
username@domain-name
For example:
lprice@mycompany.com
abukhari@mycompany.com
knewberg@mycompany.com
mstevens@mycompany.com
echan@mycompany.com
...

After the file is uploaded, Cisco Pulse reconciles the email address of the user with the full name of the
user, and displays the name in the User page in this format:
last-name,first-name
For example, Price,Lydia

Cisco Pulse Administrator Guide
OL-20214-02

6-13

Chapter 6

Configuring and Maintaining Cisco Pulse

Users

Cisco Pulse uses your corporate LDAP directory as the source for each user’s full name. It extracts the
full names as is and does not make any modifications.
By default, Cisco Pulse assigns each user the privilege level of user. If needed, you can change the
privilege level to vocabulary administrator or administrator. For more information on these user levels,
see the “Roles, Privileges Levels, and Responsibilities” section on page 6-15.
Procedure

To upload the CSV file from your hard disk to the system:
Step 1

In the User page, click Add.
The page updates with the Add User Panel as shown in Figure 6-8.
Figure 6-8

Step 2

Sample User Page—Add User Panel

In the Use CSV File area of the panel, click Browse.
The File Upload dialog box appears.

Step 3

Navigate to the CSV file on your hard disk, highlight it, then click Open.

Step 4

Back in the User page, click Submit to upload the file to the system.
After the file uploads, user information appears in the User page as shown in Figure 6-9.
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Figure 6-9

Step 5

Sample User Page—Initially Adding Users

Change the privilege level of users who will function as the system or business administrators.
For more information on changing the user privilege level, see Modifying User Entries, page 6-22.

Related Topics
•

User Page Elements, page 6-12

•

Roles, Privileges Levels, and Responsibilities, page 6-15

•

Navigating through the User List, page 6-18

•

Maintaining the User List, page 6-19

Roles, Privileges Levels, and Responsibilities
The User page allows a system administrator to assign these privilege levels to a user:

Note

•

User—Cisco Pulse assigns this default privilege level to all users. An individual who has this
privilege level has a public profile and can search for people with experience with a particular term,
as well as related videos and documents, or be in a potential pool of expertise providers for a term.

•

Business administrator—One or more individuals who create and maintain the Pulse and Restricted
Vocabularies, and gather data about system usage.

•

System administrator—A system administrator who initially configures, maintains, and monitors
Cisco Pulse. This person also creates and maintains a list of users who access and use the
application.

A distinction must be made between the system administrator, who is described in this topic, and a
network administrator, whose role is to deploy the Pulse Appliances into the existing IP network and set
them up.
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Cisco Pulse also supports the ncpadmin role. The system administrator cannot assign this role to a user
via the User page. Instead, ncpadmin is a fixed user account for which the system administrator creates
a password during the installation of Pulse Connect Appliance application software. The system
administrator can retain the exclusive use of this account or share the login name and password with
another administrator. The ncpadmin has access to the areas of the application that enable this person to
perform the same tasks as the system administrator. However, this person does not have a public profile
nor access to the Pulse Locator.
Cisco Pulse also supports anonymous users who do not have a Cisco Pulse username and password. The
system administrator can allow such users to access and use only the Pulse Locator. For more
information, see the Appendix B, “Allowing Pulse Locator Access to Anonymous Users.”
Table 6-3 displays each type of user, the navigational tabs and associated pages they can access in the
application with the assigned role, and the types of tasks they can perform using the application.
Table 6-3

Cisco Pulse Users

Navigational Tabs They
Can Access

User Role
User

Business administrator

Tasks User Can Perform With Assigned Role

•

Home

•

Set up public profile.

•

Profile

•

Add tags to their profile.

•

Vocabulary (view and
download
functionality only)

•

Use the Pulse Locator.

•

View and download Pulse and Restricted Vocabularies.

•

Home

•

Create and maintain Pulse and Restricted Vocabularies.

•

Profile

•

•

Vocabulary (all
functionality)

Approve or reject user-suggested additions to the Pulse
Vocabulary.

•

Create gadgets and optionally publish them so that Cisco Pulse
users can add them to their Home pages.

•

View ROI gadget, which appears in the Home page of business
administrators only. This gadget displays the time and costs
saved by an organization because they used the Pulse Locator.

•

Set up public profile.

•

Add tags to profile.

•

Use the Pulse Locator.

•

Gadget Development
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Table 6-3

Cisco Pulse Users (continued)

Navigational Tabs They
Can Access

User Role
System administrator

Tasks User Can Perform With Assigned Role

•

Home

•

Initially configure Cisco Pulse and maintain this configuration.

•

Profile

•

Initially add users to the system, and maintain the user list.

•

Vocabulary (all
functionality)

•

Monitor Cisco Pulse.

•

Create and maintain Pulse and Restricted Vocabularies.

•

Gadget Development

•

•

Administration

Approve or reject user-suggested additions to the Pulse
Vocabulary.

•

Create gadgets and optionally publish them so that Cisco Pulse
users can add them to their Home pages.

•

Set up public profile.

•

Add tags to profile.

•

Use the Pulse Locator.

Note

ncpadmin

Anonymous user

Note

If a user who currently has the system administrator privilege
level changes their privilege level to business administrator or
user, that user retains the privileges of the system
administrator until they log out and in again. When this user
logs in again, they have the updated privilege level.

•

Administration

•

Initially configure Cisco Pulse and maintain this configuration.

•

Vocabulary (all
functionality)

•

Initially add users to Cisco Pulse, and maintain the user list.

•

Monitor Cisco Pulse.

•

Create and maintain Pulse and Restricted Vocabularies.

•

Approve or reject user-suggested additions to the Pulse
Vocabulary.

None

Use the Pulse Locator.

Table 6-3 describes the tasks that a user with the system administrator or ncpadmin role can perform. It
does not include all tasks that a system administrator is expected to perform. Additional tasks, such as
installing the Pulse application software and backing up data stored on the Pulse Connect Appliance, can
be performed using the command line interface (CLI).
Related Topics
•

User Page Elements, page 6-12

•

Initially Configuring the User List, page 6-13

•

Navigating through the User List, page 6-18

•

Maintaining the User List, page 6-19
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Navigating through the User List
Your list of users can be large and comprised of many pages. This topic explains how to use the various
User page tools to navigate through the list and find specific users. Figure 6-10 shows a sample User
page with callouts to these navigational control tools:
•

By default, the number of rows displayed per page is 10. To increase the number of rows displayed
to 25, 50, or 100, use the drop-down arrow in the upper right corner of the page as shown in
Figure 6-10, then click Go.

•

To move through the pages, click the first and last page buttons, or the previous or next page buttons
in the bottom right corner of the page as shown in Figure 6-10.

•

To narrow the user list, you have these options:
– To find a specific user, enter the username portion of their email address in the Filter field in the

upper left corner of the page as shown in Figure 6-10, then click Go.
– To narrow the list to users with the same cluster of letters in the username portion of their email

addresses, enter the letters in the Filter field in the upper left corner of the page as shown in
Figure 6-10, then click Go.
– To narrow the list to users whose usernames begin with a particular letter, enter the letter in the

Filter field in the upper left corner of the page as shown in Figure 6-10, then click Go.
•

Note

To return to the list in its entirety, click Clear Filter in the upper left corner of the page as shown
in Figure 6-10.

The Filter field enables you to search on the full or partial username portion of the email address only
and not on full names or privilege levels. For example, if you want to access the entry for Jane Doe, a
search on “Jane Doe” or “Doe, Jane” does not produce the desired entry. Or, a search for users with
Business Admin or Admin privilege levels produces no results.
Figure 6-10

Sample User Page—Navigational Control Tools
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Related Topics
•

User Page Elements, page 6-12

•

Initially Configuring the User List, page 6-13

•

Roles, Privileges Levels, and Responsibilities, page 6-15

•

Maintaining the User List, page 6-19

Maintaining the User List
The User page enables you to perform these maintenance tasks for your user list:
•

Adding Users, page 6-19

•

Modifying User Entries, page 6-22

•

Deleting User Entries, page 6-26

Related Topics
•

User Page Elements, page 6-12

•

Initially Configuring the User List, page 6-13

•

Roles, Privileges Levels, and Responsibilities, page 6-15

•

Navigating through the User List, page 6-18

Adding Users
You can add new users to Cisco Pulse using these methods:
•

To add a small to moderate number of new users, you can manually add an entry for each user.

•

To add a large number of new users, you can enter the users in a CSV file, then upload the file to the
system. Cisco Pulse adds the new users to the existing list of users.

Regardless of the method you use, before adding users, they must be in your corporate email system.
You must specify their corporate email address in this format:
username@domain-name
For example, jdoe@mycompany.com.
Cisco Pulse reconciles the email address of the user with the full name of the user, and displays the name
in the User page in this format:
last-name,first-name
For example, Doe,John
By default, Cisco Pulse assigns each user the privilege level of user. If needed, you can change the
privilege level to business administrator or system administrator. For more information on these types of
users, see the “Roles, Privileges Levels, and Responsibilities” section on page 6-15. For information on
changing the privilege level of a user, see the “Modifying User Entries” section on page 6-22.
These topics explain the different methods of adding users:
•

Adding Users Manually, page 6-20

•

Adding Users by Uploading a CSV File to the System, page 6-21
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Related Topics
•

Modifying User Entries, page 6-22

•

Deleting User Entries, page 6-26

Adding Users Manually
If you need to add a small to moderate number of new users to Cisco Pulse, you can manually add an
entry for each user.

Note

This topic assumes that the users you plan to add are new, and therefore, do not currently exist in the
user list. For information on updating information for existing users, see the “Modifying User Entries”
section on page 6-22.
Before You Begin

The users must be in your corporate email system.
Procedure

To add a new user:
Step 1

In the User page, click Add.
The page updates with the Add User Panel as shown in Figure 6-11.
Figure 6-11

Step 2

Sample User Page—Add User Panel

In the User to Add field, enter the email address of the user in this format:
username@domain-name
For example, jdoe@mycompany.com

Step 3

Click Save.
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Step 4

For each additional user, repeat Step 1 through Step 3.
Cisco Pulse displays a message above the user table indicating whether or not the user was successfully
added.

Step 5

If needed, change the privilege level of users who will function as the system or business administrators.
For more information on changing the user privilege level, see Modifying User Entries, page 6-22.

Related Topics
•

Adding Users by Uploading a CSV File to the System, page 6-21

Adding Users by Uploading a CSV File to the System
To add a large number of new users, we recommend entering the users in a CSV file, then uploading the
file into the system.
The CSV file must contain a single column of corporate email addresses, each in a separate row as shown
in this sample excerpt:
lprice@mycompany.com
abukhari@mycompany.com
knewberg@mycompany.com
mstevens@mycompany.com
echan@mycompany.com
...

Note

This topic assumes that the users you plan to add are new, and therefore, do not currently exist in the
user list. For information on updating information for existing users, see the “Modifying User Entries”
section on page 6-22.
Cisco Pulse appends the new users to the already existing list. If the CSV file inadvertently contains the
same email address for a user who already exists in the list, Cisco Pulse retains the user entry and
re-accesses information for the user in the corporate LDAP server and propagates this information to the
public profile of the user.
Before You Begin
•

The users must be in your corporate email system.

•

The CSV file must contain a single column of corporate email addresses, each in a separate row, in
this format: username@domain-name. For example, jdoe@mycompany.com.

Procedure

To add new users:
Step 1

In the User page, click Add.
The page updates with the Add User Panel as shown in Figure 6-12.
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Figure 6-12

Step 2

Sample User Page—Add User Panel

In the Use CSV File area of the panel, click Browse.
The File Upload dialog box appears.

Step 3

Navigate to the CSV file on your hard disk, highlight it, then click Open.

Step 4

Back in the User page, click Submit to upload the file to the system.
Cisco Pulse displays a message above the user table indicating whether or not the users were successfully
added.

Step 5

If needed, change the privilege level of users who will function as the system or business administrators.
For more information on changing the user privilege level, see Modifying User Entries, page 6-22.

Related Topics
•

Adding Users Manually, page 6-20

Modifying User Entries
The User page allows you to modify these elements in a user entry:
•

Corporate email address of the user.

•

Privilege level of the user.

By default, Cisco Pulse assigns the privilege level of user. You can change the privilege level of a user
to business administrator or system administrator. For more information on the types of users, see the
“Roles, Privileges Levels, and Responsibilities” section on page 6-15.

Note

If a user who currently has the system administrator privilege level changes their privilege level to
business administrator or user, that user retains the privileges of the system administrator until they log
out and in again. When this user logs in again, they have the updated privilege level.
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When you modify a user entry as described, Cisco Pulse also updates information displayed in the public
profile of the user by re-accessing this information from the corporate LDAP server. This feature is
useful in situations where a major corporate change occurs, for example, the relocation of several users
to a new location. In this situation, you can enter each of the users in a CSV file, then upload the file into
the system. Cisco Pulse re-accesses the information for each user from the corporate LDAP server and
retains the setting of the privilege level of the user.
When entering users in a CSV file, you must specify their corporate email addresses in this format:
username@domain-name
For example, jdoe@mycompany.com. The CSV file should include a single column of email addresses,
each in a separate row.
These topics explain the different methods of modifying user entries:
•

Manually Modifying User Information, page 6-23

•

Modifying User Information by Uploading a CSV File to the System, page 6-25

Related Topics
•

Adding Users, page 6-19

•

Deleting User Entries, page 6-26

Manually Modifying User Information
If you need to modify the corporate email address or privilege level of a small to moderate number of
users in Cisco Pulse, you can manually modify the entry for each user.
When you modify a user entry as described, Cisco Pulse also updates information displayed in the public
profile of the user by re-accessing this information from the corporate LDAP server.
Procedure

To manually modify a user entry:
Step 1

In the User page, enter the username portion of an email address in the Filter field, then click Go.
For example, in the email address jdoe@mycompany.com, the username portion is “jdoe.” Cisco Pulse
displays the user with the specified username.

Step 2

After you find the user, click the associated check box, then click Edit as shown in Figure 6-13.
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Figure 6-13

Sample User Page—Clicking Edit Button

The Edit User Panel appears as shown in Figure 6-14.
Figure 6-14

Sample User Page—Edit User Panel

Step 3

Update the corporate email address or the privilege level of the user as needed.

Step 4

Click Update.
Cisco Pulse displays a message above the user table indicating whether or not the user entry was
successfully modified.

Step 5

Repeat Step 1 through Step 4 for each additional user entry that you want to modify.
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Related Topics
•

Modifying User Information by Uploading a CSV File to the System, page 6-25

Modifying User Information by Uploading a CSV File to the System
In these situations, we recommend uploading a CSV file to modify user information:
•

You need to modify the corporate email address of a large number of users.

•

You need to modify information that appears in the public profiles of a large number of users, for
example, a new corporate location. After you perform the upload, Cisco Pulse accesses updated
information for the specified users in the corporate LDAP server and propagates the updates to the
public profiles of the users.

In both situations, Cisco Pulse retains the existing privilege levels of the users.
Before You Begin

The CSV file must contain a single column of corporate email addresses for the users you want to
modify, each in a separate row, in this format: username@domain-name. For example:
lprice@mycompany.com
abukhari@mycompany.com
knewberg@mycompany.com
mstevens@mycompany.com
echan@mycompany.com
...

Procedure

To modify the information for a large number of users:
Step 1

In the User page, click Add.
The page updates with the Add User Panel as shown in Figure 6-15.
Figure 6-15

Sample User Page—Add User Panel

Cisco Pulse Administrator Guide
OL-20214-02

6-25

Chapter 6

Configuring and Maintaining Cisco Pulse

Users

Step 2

In the Use CSV File area of the panel, click Browse.
The File Upload dialog box appears.

Step 3

Navigate to the CSV file on your hard disk, highlight it, then click Open.

Step 4

Back in the User page, click Submit to upload the file to the system.
Cisco Pulse displays a message above the user table indicating whether or not the users were successfully
added.

Related Topics
•

Manually Modifying User Information, page 6-23

Deleting User Entries
You can delete user entries from Cisco Pulse.
To delete a user, you must access their user entry. For information on using the various User page tools
to find specific users, see the “Navigating through the User List” section on page 6-18.
Procedure

To delete user entries from Cisco Pulse:
Step 1

In the User page, locate the desired user.

Step 2

Click the check box for the user, then click Delete as shown in Figure 6-16.
Figure 6-16

Note

Sample User Page—Deleting a User

To delete all users, you can click the check box in the column header, which places a check in
the check box for all users, then click Delete.
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Step 3

Repeat Step 1 through Step 2 for each additional user entry that you want to delete.

Related Topics
•

Adding Users, page 6-19

•

Modifying User Entries, page 6-22

Content Filtering
Cisco Pulse analyzes content shared across the network for terms in the Pulse Vocabulary. Through the
use of these filters, you can specify the content that Cisco Pulse analyzes:
•

Web content
– Accepted Web Domains—URLs that point to content that Cisco Pulse is allowed to analyze.
– Restricted Web Domains —URLs that point to content that Cisco Pulse is not allowed to

analyze.
•

Email content:
– Accepted Email Domains—Email domains with content that Cisco Pulse is allowed to analyze.

Upon initial deployment of Cisco Pulse, no filters are specified. We recommend setting up filters to focus
your system on analyzing only the desired web and emails domains.
These topics describe the Content Filtering page and how to use available elements in the page to
configure web and email filters:
•

Content Filtering Page Elements, page 6-27

•

Web Content Filtering, page 6-29

•

Email Content Filtering, page 6-41

Content Filtering Page Elements
Figure 6-17 shows a sample Content Filtering page.
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Figure 6-17

Sample Content Filtering Page

The Content Filtering page enables you to initially configure and maintain these filters:
•

Accepted Web Domains

•

Restricted Web Domains

•

Accepted Email Domains

Table 6-4 describes the elements of this page.

Note

Even though the Accepted and Restricted Web Domain filters have distinct purposes, the Content
Filtering page elements for manipulating both filters is the same. As a result, the documentation presents
one set of instructions for performing all tasks for both of these filters.
Table 6-4

Content Filtering Page Elements

Element

Description

Accepted and Restricted Web Domain areas
Download link

To download the Accepted or Restricted Web Domains
in an ASCII text format to your hard disk, click the
Download link.

Upload link

To upload the Accepted or Restricted Web Domains in
an ASCII text format from your hard disk, click the
Upload link.

Accepted or Restricted Web Domains

A scrollable windows that displays the Accepted or
Restricted Web Domains that you have added so far.

Empty field and Add button

To add an Accepted or Restricted Web Domain, enter the
domain name in the empty field, then click Add.
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Table 6-4

Content Filtering Page Elements (continued)

Element
Delete button

Description
To delete an Accepted or Restricted Web Domain, click
to highlight the domain name in the window, then click
Delete.

Accepted Email Domains area
Accepted Email Domains

A scrollable windows that displays the Accepted Email
Domains that you have added so far.

Empty field and Add button

To add an Accepted Email Domain, enter the domain
name in the empty field, then click Add.

Delete button

To delete an Accepted Email Domain, click to highlight
the domain name in the window, then click Delete.

Related Topics
•

Web Content Filtering, page 6-29

•

Email Content Filtering, page 6-41

Web Content Filtering
Cisco Pulse supports two types of Web Domain filters: the Accepted Web Domains and the Restricted
Web Domains. These filters enable you to control the web content that Cisco Pulse analyzes for terms
in the Pulse Vocabulary.
The Accepted Web Domains should include URLs that point to content that Cisco Pulse is allowed to
analyze, whereas the Restricted Web Domains should include URLs that point content that Cisco Pulse
is not allowed to analyze.
Upon initial deployment of Cisco Pulse, no URLs are specified. We recommend using both filters in
conjunction with each other to focus your system on analyzing only those pages with content that you
consider to be relevant.

Note

Cisco Pulse does not support the tagging of Microsoft Exchange email using Microsoft Outlook Web
Access. Therefore, we recommend that you add the Microsoft Outlook Web Access URL to the
Restricted Web Domains filter.
These topics provide more information on the URLs that you can include in both lists and how you can
initially and maintain the lists:
•

Guidelines for Specifying URLs, page 6-30

•

Initially Configuring the Accepted and Restricted Web Domains, page 6-30

•

Maintaining the Accepted and Restricted Web Domains, page 6-33

Related Topics
•

Content Filtering Page Elements, page 6-27

•

Email Content Filtering, page 6-41
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Guidelines for Specifying URLs
Before adding a URL to the Accepted and Restricted Web Domains, you must understand the URL
patterns that Cisco Pulse accepts and what the accepted patterns specify.
Cisco Pulse accepts these URL patterns:
•

Site pattern—For example, www.mycompany.com.

•

Sub-domain pattern—For example, www.products.mycompany.com.

•

Directory pattern—For example, www.mycompany.com/products/.

•

File pattern—For example, www.mycompany.com/products/cisco_pulse.html.

Cisco Pulse accepts a a wildcard character (*) at the end of each pattern, for example,
www.mycompany.com/*. Specifying a wildcard in this manner includes or excludes all pages in the
www.mycompany.com site, for example, www.mycompany.com/products/...,
www.mycompany.com/sales/..., and so on. If you do not explicitly specify a wildcard at the end of this
pattern, Cisco Pulse assumes the www.mycompany.com page only.
Cisco Pulse does not accept a wildcard at the beginning or in the middle of each pattern.
When setting up the Accepted and Restricted Web Domains, we recommend using the more general URL
patterns for the Accepted Web Domains and the more specific URL patterns in the Restricted Web
Domains. For example, if you want Cisco Pulse to analyze all pages in the www.mycompany.com site
except for the Human Resources and Finance pages, you can include www.mycompany.com/* in the
Accepted Web Domains, and www.mycompany.com/human resources/* and mycompany.com/finance/*
in the Restricted Web Domains.
Related Topics
•

Initially Configuring the Accepted and Restricted Web Domains, page 6-30

•

Maintaining the Accepted and Restricted Web Domains, page 6-33

Initially Configuring the Accepted and Restricted Web Domains
Note

Even though the Accepted and Restricted Web Domains have distinct purposes, the Content Filtering
page elements for manipulating both filters is the same. As a result, the documentation presents one set
of instructions for performing all tasks for both of these filters.
You can use one of these methods to initially configure the Accepted and Restricted Web Domains:
•

If you have a small to moderate number of URLs, you can manually add each URL to each filter.

•

If you have a large number of URLs, we recommend that you create an unformatted ASCII text file
in a text editor such Microsoft Notepad and add the URLs. You can then upload the file to the
system.

These topics describe the supported methods of creating Accepted and Restricted Web Domains:
•

Manually Adding URLs, page 6-31

•

Uploading an ASCII Text File, page 6-32

Related Topics
•

Guidelines for Specifying URLs, page 6-30

•

Maintaining the Accepted and Restricted Web Domains, page 6-33
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Manually Adding URLs
If your initial number of Accepted or Restricted Web Domains is small to moderate in number, you can
manually add each URL.

Note

Cisco Pulse does not support the tagging of Microsoft Exchange email using Microsoft Outlook Web
Access. Therefore, we recommend that you add the Microsoft Outlook Web Access URL to the
Restricted Web Domains filter.
Before You Begin

The URLs that you specify must adhere to accepted URL patterns. For more information, see the
“Guidelines for Specifying URLs” section on page 6-30.
Procedure

To initially configure Accepted or Restricted Web Domains:
Step 1

In the Content Filtering page, enter a URL pattern in the empty field in either the Accepted or Restricted
Web Domains areas, then click Add.
Figure 6-18 shows how to add a URL to the Accepted Web Domains.
Cisco Pulse displays a message above the Accepted and Restricted Web Domains windows indicating
whether or not the URLs were successfully added.
Figure 6-18

Step 2

Sample Content Filtering Page—Adding Accepted Web Domains

Repeat Step 1 for each subsequent URL that you want to add to the list.

Related Topics
•

Uploading an ASCII Text File, page 6-32
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Uploading an ASCII Text File
If the initial number of Accepted or Restricted Web Domains that you want to add is large, we
recommend that you create an ASCII text file containing the URLs, then upload this file to the system.
The ASCII text file must contain a single column of URLs. For example:
www.mycompany.com
www.mycompany.com/businessunit1/*
www.mycompany.com/businessunit2/*
...

Note

Cisco Pulse does not support the tagging of Microsoft Exchange email using Microsoft Outlook Web
Access. Therefore, we recommend that you add the Microsoft Outlook Web Access URL to the
Restricted Web Domains filter.
Before You Begin
•

The URLs included in the list must adhere to accepted URL patterns. For more information, see the
“Guidelines for Specifying URLs” section on page 6-30.

•

You must upload a single-column of URLs in an unformatted ASCII text file created by a text editor
such Microsoft Notepad.

Procedure

To upload the initial Accepted or Restricted Web Domains from your hard disk:
Step 1

In the Content Filtering page, click the Upload link in either the Accepted or Restricted Web Domains
areas.
Figure 6-19 shows how to click the Upload link in the Accepted Web Domains area.
Figure 6-19

Sample Content Filtering Page—Clicking Upload Link
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The Accepted Web Domains area updates with an empty field and associated Browse and Submit buttons
as shown in Figure 6-20.
Figure 6-20

Step 2

Sample Content Filtering Page—Uploading Accepted Web Domains

Click Browse.
The File Upload dialog box appears.

Step 3

Navigate to the location of the file on your hard disk, highlight the file, and click Open.

Step 4

Back in the Accepted Web Domains area, click Submit to upload the file to the system.
Cisco Pulse displays a message above the Accepted and Restricted Web Domains windows indicating
whether or not the URLs were successfully added.

Related Topics
•

Manually Adding URLs, page 6-31

Maintaining the Accepted and Restricted Web Domains
Note

Even though the Accepted and Restricted Web Domain filters have distinct purposes, the Content
Filtering page elements for manipulating both filters is the same. As a result, the documentation presents
one set of instructions for performing all tasks for both of these filters.
After you initially configure the Accepted and Restricted Web Domains, the Content Filtering page
enables you to perform these maintenance tasks:
•

Add URLs

•

Delete URLs
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Note

If you need to modify a URL, we recommend deleting the URL, then re-adding it with the needed
modifications.
You can use one of these methods to add URLs to the Accepted and Restricted Web Domains:
•

If you need to add a small to moderate number of URLs, you can manually add each URL.

•

If you need to add a large number of URLs, be aware that uploading an ASCII text file containing
the additional URLs overwrites the existing URLs. Therefore, we recommend that you download an
ASCII text file containing the existing URLs to your hard disk, make the additions to the file using
a text editor such as Microsoft Notepad, then upload the updated file to the system.

These topics describe how to maintain the lists:
•

Manually Adding URLs, page 6-34

•

Adding URLs by Downloading then Uploading an ASCII Text File, page 6-35

•

Deleting URLs, page 6-38

•

Downloading Accepted or Restricted Web Domains, page 6-39

Related Topics
•

Guidelines for Specifying URLs, page 6-30

•

Initially Configuring the Accepted and Restricted Web Domains, page 6-30

Manually Adding URLs
If you need to add a small to moderate number of URLs to the Accepted or Restricted Web Domains,
you can manually add each URL.

Note

If you need to add a large number of URLs to a list, we recommend downloading an ASCII text file
containing the existing URLs to your hard disk, adding the new URLs to the file using a text editor such
as Microsoft Notepad, then uploading the updated file to the system. For more information, see the
“Adding URLs by Downloading then Uploading an ASCII Text File” section on page 6-35.
Before You Begin

Make sure that you understand the accepted URL patterns and what the accepted patterns specify. For
more information, see the “Guidelines for Specifying URLs” section on page 6-30.
Procedure

To manually add URLs to the Accepted or Restricted Web Domains:
Step 1

In the Content Filtering page, enter a URL pattern in the empty field in either the Accepted or Restricted
Web Domains areas, then click Add.
Figure 6-21 shows how to add a URL to the Accepted Web Domains.
Cisco Pulse displays a message above the Accepted and Restricted Web Domains windows indicating
whether or not the URL was successfully added.
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Figure 6-21

Step 2

Sample Content Filtering Page—Adding Accepted Web Domains

Repeat Step 1 for any subsequent URLs that you want to add.

Related Topics
•

Adding URLs by Downloading then Uploading an ASCII Text File, page 6-35

•

Deleting URLs, page 6-38

•

Downloading Accepted or Restricted Web Domains, page 6-39

Adding URLs by Downloading then Uploading an ASCII Text File
If you want to add a large number of URLs to the Accepted or Restricted Web Domains, be aware that
uploading an ASCII text file containing the additional URLs overwrites the existing URLs. Therefore,
we recommend that you download a text file containing the current URLs to your hard disk, make the
additions to the file using a text editor such as Microsoft Notepad, then upload the updated file to the
system.
The ASCII text file that you upload must contain a single column of URLs. For example:
www.mycompany.com
www.mycompany.com/businessunit1/*
www.mycompany.com/businessunit2/*
...

Before You Begin
•

The URLs included in the Accepted or Restricted Web Domains must adhere to accepted URL
patterns. For more information, see the “Guidelines for Specifying URLs” section on page 6-30.

•

You must upload a single-column of URLs in an unformatted ASCII text file created by a text editor
such Microsoft Notepad.

Cisco Pulse Administrator Guide
OL-20214-02

6-35

Chapter 6

Configuring and Maintaining Cisco Pulse

Content Filtering

Procedure

To add a large number of URLs:
Step 1

In the Content Filtering page, click Download in the Accepted or Restricted Web Domain areas.
Figure 6-22 shows how to click Download in the Accepted Web Domain area.
Figure 6-22

Content Filtering Page—Clicking Download Link

The Opening dialog box appears as shown in Figure 6-23.
Figure 6-23

Step 2

Opening Dialog Box

To save the URLs to your desktop, click the Save File radio button, then click OK.
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Step 3

Find the file on your desktop, then open it using the Microsoft WordPad application.
We recommend opening the file with this application because it formats the URLs in a single column.

Step 4

Add the new URLs to the text file, then save and close the file.

Step 5

Back in the Content Filtering page, click the Upload link in either the Accepted or Restricted Web
Domain areas.
Figure 6-24 shows how to click the Upload link in the Accepted Web Domain area.
Figure 6-24

Sample Content Filtering Page—Clicking Upload Link

The Accepted or Restricted Web Domains area updates with an empty field and associated Browse and
Submit buttons as shown in Figure 6-25.
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Figure 6-25

Step 6

Sample Content Filtering Page—Uploading Accepted Web Domains

Click Browse.
The File Upload dialog box appears.

Step 7

Navigate to the location of the file, highlight the file, and click Open.

Step 8

Back in the Accepted or Restricted Web Domains area, click Submit to upload the file to the system.
Cisco Pulse displays a message above the Accepted and Restricted Web Domains windows indicating
whether or not the URLs was successfully added.

Related Topics
•

Manually Adding URLs, page 6-34

•

Deleting URLs, page 6-38

•

Downloading Accepted or Restricted Web Domains, page 6-39

Deleting URLs
You can delete one or more URLs from the Accepted or Restricted Web Domains.
Procedure

To delete a URL:
Step 1

In the Accepted or Restricted Web Domains windows, click to highlight the unwanted URLs, then click
Delete.
Figure 6-26. shows how to delete URLs from the Accepted Web Domains window.
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Figure 6-26

Sample Content Filtering Page—Deleting Accepted Web Domains

A dialog box appears, asking you to verify that you want to delete the URLs.
Step 2

Click OK.
Cisco Pulse displays a message above the Accepted and Restricted Web Domains windows indicating
whether or not the URLs was successfully deleted.

Related Topics
•

Manually Adding URLs, page 6-34

•

Adding URLs by Downloading then Uploading an ASCII Text File, page 6-35

•

Downloading Accepted or Restricted Web Domains, page 6-39

Downloading Accepted or Restricted Web Domains
If desired, you can download the currently configured Accepted or Restricted Web Domains to your
desktop.
Procedure

To download the Accepted or Restricted Web Domains:
Step 1

In the Content Filtering page, click Download in the Accepted or Restricted Web Domain areas.
Figure 6-27 shows how to click Download in the Accepted Web Domain area.
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Figure 6-27

Content Filtering Page—Clicking Download Link

The Opening dialog box appears as shown in Figure 6-28.
Figure 6-28

Opening Dialog Box

Step 2

To save the URLs to your desktop, click the Save File radio button, then click OK.

Step 3

Find the file on your desktop, then open it using the Microsoft WordPad application.
We recommend opening the file with this application because it formats the URLs in a single column.
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Related Topics
•

Manually Adding URLs, page 6-34

•

Adding URLs by Downloading then Uploading an ASCII Text File, page 6-35

•

Deleting URLs, page 6-38

Email Content Filtering
Cisco Pulse supports an Accepted Email Domains filter, which enables you to specify domains in which
Cisco Pulse is allowed to analyze email for terms in the Pulse Vocabulary.
Upon initial deployment of Cisco Pulse, no email domains are specified, which means that Cisco Pulse
is not set up to tag email content. To enable Cisco Pulse to tag email content, you must initially configure
any desired domains.
These topics provide more information about the domains that you can include and how you can initially
configure and maintain the filters:
•

Guidelines for Specifying Email Domains, page 6-41

•

Initially Configuring Accepted Email Domains, page 6-42

•

Maintaining the Accepted Email Domains, page 6-43

Related Topics
•

Content Filtering Page Elements, page 6-27

•

Web Content Filtering, page 6-29

Guidelines for Specifying Email Domains
When specifying an email domain, you can use this general pattern:
.mycompany.com
If you specify this pattern, you are allowing Cisco Pulse to analyze emails from
username@mycompany.com, username@us.mycompany.com, username@sales.mycompany.com, and
so on.
You can also specify patterns that do not accommodate domain variations. For example:
•

mycompany.com

•

sales.mycompany.com

If you specify these patterns, you are allowing Cisco Pulse to analyze emails from these domains only:
•

username@mycompany.com

•

username@sales.mycompany.com

If an email from username@us.mycompany.com or any other unspecified domain is received, Cisco
Pulse drops the email.
Related Topics
•

Initially Configuring Accepted Email Domains, page 6-42

•

Maintaining the Accepted Email Domains, page 6-43
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Initially Configuring Accepted Email Domains
This topic describes how to add one or more email domains to the Accepted Email Domains filter.
Before You Begin

You must specify each email domain as a top-level domain name. For more information, see the
“Guidelines for Specifying Email Domains” section on page 6-41.
Procedure

To add one or more emails domains:
Step 1

In the Content Filtering page, enter a top-level email domain name in the empty field in the Accepted
Email Domains area, then click Add as shown in Figure 6-29.
Figure 6-29

Sample Content Filtering Page—Adding Accepted Email Domains

Cisco Pulse displays a message indicating whether or not the email domain was successfully added.
Step 2

Repeat Step 1 for each additional domain that you want to add.

Related Topics
•

Guidelines for Specifying Email Domains, page 6-41

•

Maintaining the Accepted Email Domains, page 6-43
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Maintaining the Accepted Email Domains
The Content Filtering page enables you to perform these maintenance tasks for the Accepted Email
Domains:

Note

•

Add email domains

•

Delete email domains

If you need to modify an existing email domain, we recommend deleting the domain, then re-adding it
with the needed modifications.
These topics describe how to maintain the lists:
•

Adding Email Domains, page 6-43

•

Deleting Email Domains, page 6-44

Related Topics
•

Guidelines for Specifying Email Domains, page 6-41

•

Initially Configuring Accepted Email Domains, page 6-42

Adding Email Domains
After the Accepted Email Domains is initially configured, you can add more domains to the filter.
Before You Begin

You must specify each email domain as a top-level domain name. For more information, see the
“Guidelines for Specifying Email Domains” section on page 6-41.
Procedure

To add an email domain:
Step 1

In the Content Filtering page, enter a top-level email domain name in the empty field in the Accepted
Email Domains area, then click Add as shown in Figure 6-30.
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Figure 6-30

Sample Content Filtering Page—Adding Accepted Email Domains

Cisco Pulse displays a message indicating whether or not the email domain was successfully added.
Step 2

Repeat Step 1 for each additional domain that you want to add.

Related Topics
•

Deleting Email Domains, page 6-44

Deleting Email Domains
You can delete one or more email domains from the Accepted Email Domains.

Note

If you delete the last or only existing email domain, you are disabling Cisco Pulse from tagging email.
Procedure

To delete an email domain:
Step 1

In the Accepted Email Domains window, click to highlight the unwanted email domain, then click Delete
as shown in Figure 6-31.
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Figure 6-31

Sample Content Filtering Page—Deleting Accepted Email Domains

Cisco Pulse prompts you to verify that you want to delete the specified domains.
Step 2

Click OK.
Cisco Pulse displays a message indicating whether or not the email domains were successfully deleted.
Or, if you deleted the last or only existing email domain, Cisco Pulse reminds you that email tagging is
disabled.

Related Topics
•

Adding Email Domains, page 6-43

Pulse Collect Appliance
You can deploy one or more Pulse Collect Appliances, which analyze content shared across the network
for terms in the Pulse and Restricted Vocabularies. You can initially configure each Pulse Collect
Appliance, then afterward, you can add or remove Pulse Collect Appliances, and update the
configuration of any of these appliances.
These topics describe the Pulse Collect Appliances page and how to configure the Pulse Collect
Appliances:
•

Pulse Collect Appliances Page Elements, page 6-46

•

Initially Configuring Pulse Collect Appliances, page 6-50

•

Maintaining the Pulse Collect Appliance Configurations, page 6-53
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Pulse Collect Appliances Page Elements
Figure 6-32 shows a sample Pulse Collect Appliances page.
Figure 6-32

Sample Pulse Collect Appliances Page

Table 6-5 describes the elements of the page.
Table 6-5

Element

Pulse Collect Appliances Page Elements

Element Status

Description

Appliance List—If no Pulse Collect Appliances are currently configured, the IP Address/Host Name and Configuration
Status columns do not display.
IP Address/Host Name
column

Display only

Displays the IP address or host name of each Pulse Collect Appliance
that you configure. Each IP address or host name is a link, which when
clicked, causes the Configure Appliance area to update with editable
attributes for that Pulse Collect Appliance.
To remove a Pulse Collect Appliance from the Appliance List, click
the cross icon that precedes the IP address or host name, then confirm
the removal of the Pulse Collect Appliance by clicking OK.
Note

When you remove a Pulse Collect Appliance from the
Appliance List, it no longer analyzes content shared across the
network for terms in the Pulse Vocabulary.
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Table 6-5

Element
Need Config Update? column

Pulse Collect Appliances Page Elements (continued)

Element Status

Description

Display only

Indicates whether or not a configuration update, which propagates
recent Pulse Collect Appliance configuration changes to the other
Pulse Appliances, is needed:
•

No—All Pulse Appliances have the current configuration of the
Pulse Collect Appliance, and a configuration update is not
needed.

•

Yes—The configuration of a Pulse Collect Appliance was
recently changed, and a configuration update is needed to
propagate the updates to all other Pulse Appliances.

For information on propagating configuration updates to all Pulse
Appliances, see the “Configuration Updates” section on page 6-72.
Common to all Appliances
Kerberos Ports

Required

Kerberos is the underlying authentication protocol used by the
Microsoft Windows login authentication service. Typically, Kerberos
runs on port 88, which is the default setting of this attribute.
Cisco Pulse monitors the specified port for user-authenticated log
messages.

Accepted Web Domains check Optional
box

If Cisco Pulse detects that you set up an Accepted Web Domains filter,
all Pulse Collect Appliances are configured to use the filter to
determine the web content that they should analyze and vice versa.
To enable all Pulse Collect Appliances to use the Accepted Web
Domains filter, check the Accepted Web Domains check box. To
disable all Pulse Collect Appliances from using the filter, uncheck the
check box. For more information on Accepted Web Domains, see the
“Web Content Filtering” section on page 6-29.

Restricted Web Domains
check box

Optional

If Cisco Pulse detects that you set up a Restricted Web Domains filter,
all Pulse Collect Appliances are configured to use the filter to
determine the web content that they should not analyze and vice versa.
To enable all Pulse Collect Appliances to use the Restricted Web
Domains filter, check the Restricted Web Domains check box. To
disable all Pulse Collect Appliances from using the filter, uncheck the
check box. For more information on Restricted Web Domains, see the
“Web Content Filtering” section on page 6-29.

Configure Appliance
IP Address or Host Name

Required

Specify the IP address or host name of the Pulse Collect Appliance.

System Log Level

Optional

By default, Cisco Pulse monitors system log messages of the warning
level. To change the message level that Cisco Pulse monitors, click the
drop-down arrow.

Kerberos Port Log Level

Optional

By default, Cisco Pulse monitors Kerberos log messages of the
warning level. To change the message level that Cisco Pulse monitors,
click the drop-down arrow.

EXCHANGE check box

Optional

By default, the Pulse Collect Appliance does not analyze email
content handled by Exchange servers. To enable this functionality,
check the EXCHANGE check box.
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Table 6-5

Element

Pulse Collect Appliances Page Elements (continued)

Element Status

Description

Server IP Address
window

Display only

Displays the IP address of each Exchange server that handles email
traffic that the Pulse Collect Appliance should analyze.

Empty field and Add
button

Optional

To manually add a Exchange server, enter the IP address for the
server, then click Add.

Delete button

Optional

To manually delete a Exchange server, highlight the associated IP
address in the Server IP Address window, then click Delete.

Upload CSV field, and
Browse and Submit
buttons

Optional

To upload several Exchange server IP addresses in CSV format, click
Browse to navigate to the file on your hard disk, then click Submit to
upload the file to the system.

Download link

Optional

To download the CSV file containing the IP addresses to your hard
disk, click the Download link.

Log Level

Optional

By default, Cisco Pulse monitors Microsoft Exchange log messages
of the warning level. To change the message level that Cisco Pulse
monitors, click the drop-down arrow.

Optional

By default, the Pulse Collect Appliance does not analyze web content
handled by the specified ports of HTTP servers. To enable this
functionality, check the HTTP check box. If enabled, the Pulse
Collect Appliances automatically analyze web content handled by
ports 80, 8080, and 1080.

Ports window

Display only

Displays the port number of each HTTP server that handles web
traffic that the Pulse Collect Appliance should analyze.

Empty field and Add
button

Optional

To manually add an HTTP server, enter the port number for the server,
then click Add.

Delete button

Optional

To manually delete an HTTP server, highlight the associated port
number in the Ports window, then click Delete.

Log Level

Optional

By default, Cisco Pulse monitors HTTP log messages of the warning
level. To change the message level that Cisco Pulse monitors, click the
drop-down arrow.

Optional

By default, the Pulse Collect Appliance does not analyze email
content handled by the Microsoft Entourage email client for the Apple
Mac. To enable this functionality, check the Entourage/WebDAV
check box. If enabled, Cisco Pulse can identify Entourage users
across the network, and analyze and tag emails that these users send.

HTTP check box

Entourage/WebDAV

For more information, see the “Microsoft Entourage Email Client
Support” section on page 6-49.
SMTP check box

Port

Optional

By default, the Pulse Collect Appliance does not analyze email
content handled by the specified port of the Simple Mail Transfer
Protocol (SMTP) email server. To enable this functionality, check the
SMTP check box.

Required

If you enable SMTP functionality, the Pulse Collect Appliances
automatically analyze email content handled by port 25. If needed,
you can update this port number.
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Table 6-5

Element

Pulse Collect Appliances Page Elements (continued)

Element Status

Description

Optional

By default, Cisco Pulse monitors SMTP log messages of the warning
level. To change the message level that Cisco Pulse monitors, click the
drop-down arrow.

Save & Add More button

–

Click to save your configuration, and configure another Pulse Collect
Appliance.

Save & Complete button

–

Click to save your configuration. You do not need to configure another
Pulse Collect Appliance

Log Level

Related Topics
•

Initially Configuring Pulse Collect Appliances, page 6-50

•

Maintaining the Pulse Collect Appliance Configurations, page 6-53

Microsoft Entourage Email Client Support
Cisco Pulse supports the Microsoft Entourage email client for the Apple Mac. This support enables
Cisco Pulse to identify Microsoft Entourage users across the network, and analyze and tag emails that
these users send.

Note

Microsoft Entourage uses HTTP POST and PUT methods to deliver emails from its client to a Microsoft
Exchange server. Cisco Pulse analyzes and tags emails that are successfully transferred to a user’s Sent
Items folder.
Microsoft Entourage uses the HTTP GET method to deliver emails from the Exchange server to its
client. Cisco Pulse does not analyze and tag received emails.
Cisco Pulse supports a Microsoft Entourage implementation that uses the World Wide Web Distributed
Authoring and Versioning (WebDAV) protocol to interact with an Exchange server. WebDAV is an
extension to HTTP.
This topic provides information on setting up Microsoft Entourage/WebDAV functionality:
•

Microsoft Entourage/WebDAV Special Considerations, page 6-49

Microsoft Entourage/WebDAV Special Considerations
These special considerations exist for the Microsoft Entourage/WebDAV implementation:
•

This implementation works with these Exchange server default settings:
– /exchange/user-id, which is the path to the root mail folder on the Exchange server. If the format

of this path is changed, problems can arise when Cisco Pulse attempts to identify Microsoft
Entourage users.
– DavMailSubmissionURI, which is the format of the mail submission Uniform Resource

Identifier (URI). If this format is changed, problems can arise with HTTP POST
communications between the Microsoft Entourage client and Exchange server.
•

The Microsoft Entourage/WebDAV functionality does not currently support multiple servers
running on an Exchange server. For example, Microsoft Exchange and SharePoint run on the same
server, and in the Pulse Collect Appliance page, you have specified the IP address of this server. You
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have specified that web access for the Exchange server occurs over port 80 and for SharePoint occurs
over port 1080. Given this setup and configuration, all SharePoint traffic to and from port 1080 is
dropped.

Initially Configuring Pulse Collect Appliances
This topic explains how to initially configure one or more Pulse Collect Appliances.
By default, a Pulse Collect Appliance is not configured to analyze email or HTTP content. To enable
Pulse Collect Appliance functionality, you must perform some configuration tasks. You can configure
the Pulse Collect Appliances as described:
•

For email content, you can specify that the Pulse Collect Appliance analyzes the content handled by
Microsoft Exchange and SMTP servers.
– For Exchange servers, you must specify the IP address of each server.
– For the SMTP server, you must specify the port number of the server.

•

For web content, you can specify that the Pulse Collect Appliance analyzes the content handled by
various ports of HTTP servers.

When specifying Exchange servers, you can use one of these options:
•

If you want to specify a small to moderate number of Exchange servers, you can manually add each
server.

•

If you want to specify several Exchange servers, we recommend that you create a CSV file that
contains the IP addresses of the servers, then upload the respective file from your hard disk to the
system.

For more information on all attributes described in this topic, see the “Pulse Collect Appliances Page
Elements” section on page 6-46.
Before You Begin

Before you begin, you need:
•

The IP address or host name of the Pulse Collect Appliance.

•

This information for one, both, or all of these servers:
– The IP address of each Exchange server.
– Each HTTP port number.
– The SMTP port number.

•

If specifying a large number of Exchange servers in a CSV file, you must specify a single column
of IP addresses, each in a separate row.

•

If enabling Microsoft Entourage/WebDAV functionality:
– In the Content Filtering page, ensure that the Accepted Email Domains area includes the email

domain(s) in which Microsoft Entourage users exist.
– Ensure that multiple servers are not running on the Exchange server that interacts with the

Microsoft Entourage clients. For more information, see the “Microsoft Entourage/WebDAV
Special Considerations” section on page 6-49.
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Procedure

To initially configure a Pulse Collect Appliance:
Step 1

In the Common to all Appliances area, as shown in Figure 6-33, the setting of all attributes are a default
or automatically set by the system. To change the settings, perform these substeps:
Figure 6-33

a.

Sample Pulse Collect Appliances Page

Specify the number of the Kerberos TCP port on all Pulse Collect Appliances that Cisco Pulse
should monitor for user authentication-related log messages.
Kerberos is the underlying authentication protocol used by the Microsoft Windows login
authentication service. Typically, Kerberos runs on port 88, which is the default setting of this
attribute. Change the default port number if Kerberos runs on a different port.

Step 2

b.

To enable all Pulse Collect Appliances to use the Accepted Web Domains filter to determine the web
content the Pulse Collect Appliances should analyze, check the Accepted Web Domains check box.
To disable all Pulse Collect Appliances from using the Accepted Web Domains filter, uncheck the
Accepted Web Domains check box.

c.

To enable all Pulse Collect Appliances to use the Restricted Web Domains filter to determine the
web content the Pulse Collect Appliances should not analyze, check the Restricted Web Domains
check box. To disable all Pulse Collect Appliances from using the Restricted Web Domains filter,
uncheck the Restricted Web Domains check box.

In the Configure Appliance area, enter the IP address or host name of the Pulse Collect Appliance.
A sample host name is sj1-collect.mycompany.com.

Step 3

To change the default setting of the System Log Level, use the drop-down arrow.
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Step 4

To change the default setting of the Kerberos Port Log Level, use the drop-down arrow.

Step 5

To specify Exchange servers, perform these substeps:
a.

Check the EXCHANGE check box.

b.

To manually add a small to moderate number of Exchange servers, enter the IP address of a server
in the empty field, then click Add. Repeat this step for each server you want to add.
Each specified IP address appears in the Server IP Address window.

c.

To upload a CSV file that contains a large number of Exchange server IP addresses, click Browse.
When the File Upload dialog box appears, navigate to the CSV file on your hard disk, highlight it,
then click Open. Back in the EXCHANGE area, click Submit to upload the file to the system.
Cisco Pulse displays a message below the Upload CSV field indicating whether or not the file was
successfully imported.

d.
Step 6

To change the default setting of the Exchange Log Level, use the drop-down arrow.

To specify HTTP port numbers, perform these substeps:
a.

Check the HTTP check box.

b.

If one or more of the default port numbers displayed in the Ports window are incorrect, highlight the
incorrect numbers, then click Delete. When the system prompts you to verify the deletion, click OK.
The incorrect port numbers are removed from the Ports window.

c.

To add a port number, enter the number in the empty field, then click Add. Repeat this step for each
port number you want to add.
Each specified port number appears in the Ports window.

d.
Step 7

To enable Microsoft Entourage/WebDAV functionality, perform these substeps:
a.

b.

c.
Step 8

Step 9

To change the default setting of the HTTP Log Level, use the drop-down arrow.
In the EXCHANGE area:
•

If the EXCHANGE check box is not already checked, check it.

•

If you have not already, enter the IP address of the Exchange server that interacts with the
Microsoft Entourage clients, then click Add.

In the HTTP area:
•

If the HTTP check box is not already checked, check it.

•

If you have not already, enter the Microsoft Entourage-related port numbers, then click Add.
Typically, ports 80 (HTTP) and 443 (HTTPS) handle Microsoft Entourage traffic.

Check the Entourage/WebDAV check box.

To specify an SMTP port number, perform these substeps:
a.

Check the SMTP check box.

b.

If the default port number displayed in the Port field is incorrect, delete it.

c.

To add a new port number, enter the number in the Port field.

d.

To change the default setting of the SMTP Log Level, use the drop-down arrow.

After you have reviewed your Pulse Collect Appliance configuration and are confident that everything
is correct, perform one of these steps:
a.

To save the configuration of this Pulse Collect Appliance, and go on to configure an additional Pulse
Collect Appliance, click Save & Add More.
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The Pulse Collect Appliance page updates. The Pulse Collect Appliance that you just configured
now appears in the Appliance List, and except for the default or automatically set values, all other
attribute fields and windows in the Configure Appliance area are now empty. Repeat Step 2 through
Step 9 for each additional Pulse Collect Appliance that you want to configure.
b.

If you want to save the configuration of this Pulse Collect Appliance and you have no additional
Pulse Collect Appliance to configure, click Save & Complete.
The Administration setup wizard opens the next page in the configuration sequence.

Related Topics
•

Pulse Collect Appliances Page Elements, page 6-46

•

Maintaining the Pulse Collect Appliance Configurations, page 6-53

Maintaining the Pulse Collect Appliance Configurations
After initially configuring the Pulse Collect Appliances, you must maintain the Pulse Collect Appliance
list as well as the configuration of each Pulse Collect Appliance. These topics describe maintenance
tasks that the Collaboration Systems Routers page enables you to perform:
•

Adding Pulse Collect Appliances, page 6-53

•

Modifying the Attributes Common to All Pulse Collect Appliances, page 6-57

•

Modifying the Configuration of a Pulse Collect Appliance, page 6-58

•

Deleting a Pulse Collect Appliance, page 6-61

Related Topics
•

Pulse Collect Appliances Page Elements, page 6-46

•

Initially Configuring Pulse Collect Appliances, page 6-50

Adding Pulse Collect Appliances
This topic explains how to add one or more Pulse Collect Appliances.
By default, a Pulse Collect Appliance is not configured to analyze email or HTTP content. To enable
Pulse Collect Appliance functionality, you must perform some configuration tasks. You can configure
the Pulse Collect Appliances as described:
•

For email content, you can specify that the Pulse Collect Appliance analyzes the content handled by
Microsoft Exchange and SMTP servers.
– For Exchange servers, you must specify the IP address of each server.
– For the SMTP server, you must specify the port number of the server.

•

For web content, you can specify that the Pulse Collect Appliance analyzes the content handled by
various ports of HTTP servers.
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When specifying Exchange servers, you can use one of these options:
•

If you want to specify a small to moderate number of Exchange servers, you can manually add each
server.

•

If you want to specify several Exchange servers, we recommend that you create a CSV file that
contains the IP addresses of the servers, then upload the respective file from your hard disk to the
system.

For more information on all attributes described in this topic, see the “Pulse Collect Appliances Page
Elements” section on page 6-46.
Before You Begin

Before you begin, you need:
•

The IP address or host name of the Pulse Collect Appliance.

•

This information for one, both, or all of these servers:
– The IP address of each Exchange server.
– Each HTTP port number.
– The SMTP port number.

•

If specifying a large number of Exchange servers in a CSV file, you must specify a single column
of IP addresses, each in a separate row.

•

If enabling Microsoft Entourage/WebDAV functionality:
– In the Content Filtering page, ensure that the Accepted Email Domains area includes the email

domain(s) in which Microsoft Entourage users exist.
– Ensure that multiple servers are not running on the Exchange server that interacts with the

Microsoft Entourage clients. For more information, see the “Microsoft Entourage/WebDAV
Special Considerations” section on page 6-49.
Procedure

To add one or more Pulse Collect Appliances:
Step 1

Click the Pulse Collect Appliances link in the Administration navigation pane.
The Pulse Collect Appliances page appears as shown in Figure 6-34. The Appliance List contains
currently configured Pulse Collect Appliances.
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Figure 6-34

Step 2

Sample Pulse Collect Appliances Page

In the Configure Appliance area, enter the IP address or host name of the Pulse Collect Appliance that
you are adding.
A sample host name is sj1-collect.mycompany.com.

Step 3

To change the default setting of the System Log Level, use the drop-down arrow.

Step 4

To change the default setting of the Kerberos Port Log Level, use the drop-down arrow.

Step 5

To specify Exchange servers, perform these substeps:
a.

Check the EXCHANGE check box.

b.

To manually add a small to moderate number of Exchange servers, enter the IP address of a server
in the empty field, then click Add. Repeat this step for each server you want to add.
Each specified IP address appears in the Server IP Address window.

c.

To upload a CSV file that contains several Exchange server IP addresses, click Browse. When the
File Upload dialog box appears, navigate to the CSV file on your hard disk, highlight it, then click
Open. Back in the EXCHANGE area, click Submit to upload the file to the system.
Cisco Pulse displays a message below the Upload CSV field indicating whether or not the file was
successfully imported.

d.
Step 6

To change the default setting of the Exchange Log Level, use the drop-down arrow.

To specify HTTP port numbers, perform these substeps:
a.

Check the HTTP check box.

b.

If one or more of the default port numbers displayed in the Ports window are incorrect, highlight the
incorrect numbers, then click Delete. When the system prompts you to verify the deletion, click OK.
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The incorrect port numbers are removed from the Ports window.
c.

To add a port number, enter the number in the empty field, then click Add. Repeat this step for each
port number you want to add.
Each specified port number appears in the Ports window.

d.
Step 7

To enable Microsoft Entourage/WebDAV functionality, perform these substeps:
a.

b.

c.
Step 8

Step 9

To change the default setting of the HTTP Log Level, use the drop-down arrow.
In the EXCHANGE area:
•

If the EXCHANGE check box is not already checked, check it.

•

If you have not already, enter the IP address of the Exchange server that interacts with the
Microsoft Entourage clients, then click Add.

In the HTTP area:
•

If the HTTP check box is not already checked, check it.

•

If you have not already, enter the Microsoft Entourage-related port numbers, then click Add.
Typically, ports 80 (HTTP) and 443 (HTTPS) handle Microsoft Entourage traffic.

Check the Entourage/WebDAV check box.

To specify an SMTP port number, perform these substeps:
a.

Check the SMTP check box.

b.

If the default port number displayed in the Port field is incorrect, delete it.

c.

To add a new port number, enter the number in the Port field.

d.

To change the default setting of the SMTP Log Level, use the drop-down arrow.

After you have reviewed your Pulse Collect Appliance configuration and are confident that everything
is correct, perform one of these steps:
a.

To save the configuration of this Pulse Collect Appliance, and go on to configure an additional Pulse
Collect Appliance, click Save & Add More.
The Pulse Collect Appliance page updates. The Pulse Collect Appliance that you just configured
now appears in the Appliance List, and except for the default or automatically set values, all other
attribute fields and windows in the Configure Appliance area are now empty. Repeat Step 2 through
Step 9 for each additional Pulse Collect Appliance that you want to configure.

b.

If you want to save the configuration of this Pulse Collect Appliance and you have no additional
Pulse Collect Appliances to configure, click Save & Complete.
The Pulse Collect Appliance page updates. The Pulse Collect Appliance that you just configured
now appears in the Appliance List.

Related Topics
•

Modifying the Attributes Common to All Pulse Collect Appliances, page 6-57

•

Modifying the Configuration of a Pulse Collect Appliance, page 6-58

•

Deleting a Pulse Collect Appliance, page 6-61
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Modifying the Attributes Common to All Pulse Collect Appliances
This topic describes how to modify these attributes that are common to all Pulse Collect Appliances:
•

Kerberos Port

•

Accepted Web Domains

•

Restricted Web Domains

If you enable all Pulse Collect Appliances to use the Accepted or Restricted Web Domains filters, these
filters must be configured. For information on configuring these filters, see the “Web Content Filtering”
section on page 6-29.
For more information on all attributes described in this topic, see the “Pulse Collect Appliances Page
Elements” section on page 6-46.
Procedure

To modify the attributes common to all Pulse Collect Appliances:
Step 1

Click the Pulse Collect Appliances link in the Administration navigation pane.
The Pulse Collect Appliances page appears as shown in Figure 6-35.
Figure 6-35

Step 2

Sample Pulse Collect Appliances Page

In the Common to all Appliances area, modify any of these attributes:
a.

Specify the number of the Kerberos TCP port on all Pulse Collect Appliances that Cisco Pulse
should monitor for user authentication-related log messages.
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Kerberos is the underlying authentication protocol used by the Microsoft Windows login
authentication service. Typically, Kerberos runs on port 88, which is the default setting of this
attribute. Change the default port number if Kerberos runs on a different port.

Step 3

b.

To enable all Pulse Collect Appliances to use the Accepted Web Domains filter to determine the web
content the Pulse Collect Appliances should analyze, check the Accepted Web Domains check box.
To disable all Pulse Collect Appliances from using the Accepted Web Domains filter, uncheck the
Accepted Web Domains check box.

c.

To enable all Pulse Collect Appliances to use the Restricted Web Domains filter to determine the
web content the Pulse Collect Appliances should not analyze, check the Restricted Web Domains
check box. To disable all Pulse Collect Appliances from using the Restricted Web Domains filter,
uncheck the Restricted Web Domains check box.

When you have reviewed your Pulse Collect Appliance configuration and are confident that everything
is correct, click Save & Complete.

Related Topics
•

Adding Pulse Collect Appliances, page 6-53

•

Modifying the Configuration of a Pulse Collect Appliance, page 6-58

•

Deleting a Pulse Collect Appliance, page 6-61

Modifying the Configuration of a Pulse Collect Appliance
This topic explains how to modify the configuration of a Pulse Collect Appliance that is already
functioning.
If you need to modify the list of Exchange servers that handle email content that you want the Pulse
Collect Appliance to analyze, you can use one of these options:

Note

•

If you want to add or delete a small to moderate number of Exchange servers, you can manually add
or delete each server.

•

If you want to add or delete several Exchange servers, be aware that uploading a CSV file containing
only the updates overwrites the existing list. Therefore, we recommend that you download a CSV
file containing the current list to your hard disk, make the additions and deletions to the file, then
upload the updated file to the system.

If you need to modify an existing Exchange server IP address or HTTP port number, we recommend
deleting the address or number from the list, then re-adding it with the needed modifications.
For more information on all attributes described in this topic, see the “Pulse Collect Appliances Page
Elements” section on page 6-46.
Before You Begin

Before you begin, you need:
•

The updated IP address or host name of the Pulse Collect Appliance if applicable.

•

The IP address of each new Exchange server if applicable.

•

The number of each new HTTP port if applicable.

•

The new or updated SMTP port number if applicable.
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•

If enabling Microsoft Entourage/WebDAV functionality:
– In the Content Filtering page, ensure that the Accepted Email Domains area includes the email

domain(s) in which Microsoft Entourage users exist.
– Ensure that multiple servers are not running on the Exchange server that interacts with the

Microsoft Entourage clients. For more information, see the “Microsoft Entourage/WebDAV
Special Considerations” section on page 6-49.
Procedure

To modify the configuration of a Pulse Collect Appliance:
Step 1

Click the Pulse Collect Appliances link in the Administration navigation pane.
The Pulse Collect Appliances page appears as shown in Figure 6-36.
Figure 6-36

Step 2

Sample Pulse Collect Appliances Page

In the Appliance List, click the IP address or host name of the Pulse Collect Appliance that you want to
modify.
The Configure Appliance area of the page updates with the editable attributes of the specified Pulse
Collect Appliance.

Step 3

In the Configure Appliance area, update the IP address or host name of the Pulse Collect Appliance if
needed.
A sample host address is sj1-collect.mycompany.com.
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Step 4

To manually add Exchange servers or HTTP ports, perform these steps:
a.

Enter an IP address or port number in the appropriate empty field, then click Add.
The IP address or port number appears in the Server IP Address or Ports window, respectively.

b.
Step 5

Step 6

Repeat step a for each additional IP address or port number that you want to add.

To manually delete Exchange servers or HTTP ports, perform these steps:
a.

In the Server IP Address or Ports window, highlight the unwanted IP addresses or port numbers,
respectively, then click Delete.

b.

When the system prompts you to verify the deletion, click OK.

To add or delete several Exchange servers, perform these steps:
a.

To Download a CSV file that contains the current Exchange server list to your hard disk, click
Download.
The Opening dialog box appears as shown in Figure 6-37.

Figure 6-37

b.

Opening Dialog Box

Click the Save File radio button, then click OK.
The system downloads the CSV file to your desktop.

c.

Locate the CSV file, and open it using an application such as the Microsoft Excel application.

d.

Add and delete IP addresses as needed, then save the file.

e.

To upload the updated CSV file, click Browse.

f.

When the File Upload dialog box appears, navigate to the CSV file on your hard disk, highlight it,
then click Open.

g.

Back in the EXCHANGE area, click Submit to upload the file to the system.
Cisco Pulse displays a message below the Upload CSV field indicating whether or not the file was
successfully imported.

Step 7

To enable Microsoft Entourage/WebDAV functionality, perform these substeps:
a.

In the EXCHANGE area:
•

If the EXCHANGE check box is not already checked, check it.

•

If you have not already, enter the IP address of the Exchange server that interacts with the
Microsoft Entourage clients, then click Add.
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b.

c.
Step 8

In the HTTP area:
•

If the HTTP check box is not already checked, check it.

•

If you have not already, enter the Microsoft Entourage-related port numbers, then click Add.
Typically, ports 80 (HTTP) and 443 (HTTPS) handle Microsoft Entourage traffic.

Check the Entourage/WebDAV check box.

To disable Microsoft Entourage/WebDAV functionality, perform these substeps:
a.

b.

c.

In the EXCHANGE area:
•

Highlight the IP address of the Exchange server that interacts with the Microsoft Entourage
clients, then click Delete.

•

If the IP address that you just deleted was the only one, uncheck the EXCHANGE check box.

In the HTTP area:
•

Highlight the Microsoft Entourage-related port numbers, which are typically ports 80 (HTTP)
and 443 (HTTPS), then click Delete.

•

If the port numbers that you just deleted were the last ones, uncheck the HTTP check box.

Uncheck the Entourage/WebDAV check box.

Step 9

In the SMTP area, add or modify the SMTP port number as needed.

Step 10

When you have reviewed your Pulse Collect Appliance configuration modifications and are confident
that everything is correct, click Save and Complete.

Step 11

Repeat Step 2 through Step 10 to modify the configuration of another Pulse Collect Appliance.

Related Topics
•

Adding Pulse Collect Appliances, page 6-53

•

Modifying the Attributes Common to All Pulse Collect Appliances, page 6-57

•

Deleting a Pulse Collect Appliance, page 6-61

Deleting a Pulse Collect Appliance
This topic describes how to delete, or remove, a Pulse Collect Appliance from use in Cisco Pulse.

Note

When you remove a Pulse Collect Appliance from the Appliance List, it no longer analyzes content
shared across the network for terms in the Pulse Vocabulary.
For more information on all attributes described in this topic, see the “Pulse Collect Appliances Page
Elements” section on page 6-46.
Procedure

To remove a Pulse Collect Appliance:
Step 1

Click the Pulse Collect Appliances link in the Administration navigation pane.
The Pulse Collect Appliances page appears as shown in Figure 6-38.
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Figure 6-38

Step 2

Sample Pulse Collect Appliances Page

In the Appliance List, locate the IP address or host name of the unwanted Pulse Collect Appliance, then
click the cross icon that precedes the address.
Cisco Pulse prompts you to verify the deletion of the Pulse Collect Appliance.

Step 3

Click OK.
Cisco Pulse displays a message indicating whether or not the Pulse Collect Appliance was successfully
deleted.

Step 4

Repeat Step 2 through Step 3 for each additional Pulse Collect Appliance that you want to delete.

Related Topics
•

Adding Pulse Collect Appliances, page 6-53

•

Modifying the Attributes Common to All Pulse Collect Appliances, page 6-57

•

Modifying the Configuration of a Pulse Collect Appliance, page 6-58

Cisco Unified Communications Manager
The Click-to-Call feature enables a user who has performed a Pulse Locator search to quickly
collaborate with an expertise provider by clicking a phone icon in the full or mini public profile of the
expertise provider. You can implement this feature only if your corporate phone system is managed by
Cisco Unified Communications Manager and Cisco Web Dialer is enabled.
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To implement this feature, you must specify the IP address or host name for the publisher server/primary
server. By default, this address is set to 0.0.0.0, which means that the feature is disabled.
Enter the IP address or host name of the publisher server/primary server in the field, then click Save as
shown in Figure 6-39.
Figure 6-39

Sample Cisco Unified Communications Manager Page

Remote Syslog
If a remote system log server is implemented in your network, you can specify the IP address or host
name of the server, which causes all system messages to be sent to that server. If a remote system log
server is not implemented in your network, you can alternatively specify the IP address or host name of
the Pulse Connect Appliance, which causes all system messages to be sent to that appliance instead.
By default, this address is set to 0.0.0.0, which means that the system messages are not sent. Enter the
IP address or host name of the remote system log server in the field, then click Save as shown in
Figure 6-40.
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Figure 6-40

Sample Remote Syslog Page

Vocabulary Notification
Note

We recommend that the system administrator handles this task in conjunction with the business
administrator, who maintains the Pulse and Restricted Vocabularies.
You can configure Cisco Pulse to send a vocabulary notification email to users in a mailing list when
additions, changes, or deletions are made to the Pulse and Restricted Vocabularies. To set up the
notification, you must take these actions:
•

Create a mailing list using a tool that is available in your organization. In this list, include all users
who agreed to the terms of the privacy policy, if one exists for your organization.

•

Configure vocabulary notification attributes in the Vocabulary Notification page.

•

Make users aware that they can remove themselves from the mailing list if they prefer not to receive
the notification emails.

After you take these actions, Cisco Pulse sends a notification email to the specified mailing list at 11 pm
if additions, changes, or deletions are made to the Pulse and Restricted Vocabularies earlier that day. By
default, Cisco Pulse does not send notification emails.
Before You Begin
•

You must create a mailing list that includes all users who agreed to the terms of the privacy policy,
if one exists for your organization.

•

You must gather this information about the mail server that sends the notification emails:
– Domain
– Host name or IP address
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Procedure

To configure Cisco Pulse to send vocabulary notification emails to users in the mailing list:
Step 1

Access the Vocabulary Notification page.
The Vocabulary Notification page appears as shown in Figure 6-41.
Figure 6-41

Step 2

Sample Vocabulary Notification Page

In the Server Domain field, enter the domain in which the mail server resides.
A sample domain name is mycompany.com.

Step 3

In the Sender host name field, enter the host name or IP address of the mail server.

Step 4

In the Email alias field, enter the name of your mailing list in this format:
mailing-list-name@domain-name
For example, notify-all-users@mycompany.com.

Step 5

When you have reviewed your Vocabulary Notification configuration and are confident that everything
is correct, click Save.

Step 6

If you modified existing Vocabulary Notification attribute settings, you must restart the vocab_mailer
service by entering this command on the Pulse Connect Appliance:
service vocab_mailer restart
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Properties Configuration
You can set up these optional properties:
•

Photo URL—Each public profile can include a photo of the user. This property enables you to
specify a URL that directs Cisco Pulse to a database of user photos.

•

Privacy policy content—An organization that is concerned about user reaction to the potential
tagging of email and web content shared across the network can optionally create a privacy policy.
After your policy is finalized, you can enter the content in the Privacy Policy Content field in the
Properties Configuration page. The content that you enter in this field is the actual content that
appears when a user initially logs into Cisco Pulse. All users must accept this policy before they can
access and use the applications.

These topics provide more information on the property-related tasks you must perform:
•

Specifying a Photo URL, page 6-66

•

Defining the Privacy Policy Content, page 6-67

Specifying a Photo URL
To optionally display a photo in each public profile, you can specify a URL that directs Cisco Pulse to
a database of user photos.
Before You Begin

Check to make sure that your photo database meets these conditions:
•

The photos are accessible using HTTP.

•

Each photo must be in JPG format.

•

Each photo filename is in the username.jpg format.

Procedure

To specify a photo URL:
Step 1

Access the Properties Configuration page.
The Properties Configuration page appears as shown in Figure 6-42.
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Figure 6-42

Sample Properties Configuration Page—Specifying a Photo URL

Step 2

In the Photo URL field, enter a URL preceded by “http://”.

Step 3

Click Save.

Step 4

After you initially configure or update the photo URL, you must restart the connect service. To do so,
use Secure Shell (SSH) to log into the Pulse Connect Appliance, then restart the service by entering this
command:
service connect restart

Related Topics
•

Defining the Privacy Policy Content, page 6-67

Defining the Privacy Policy Content
You can optionally define a privacy policy for your organization and enter it in the Privacy Policy
Content field in the Properties Configurations page.

Note

Organizations that are concerned about user reaction to the potential tagging of email and web content
shared across the network should consider implementing a privacy policy.
If your organization decides to implement a privacy policy, the content that you enter in the Privacy
Policy Content field is the actual content that displays when a user initially logs into Cisco Pulse. When
presented with the Privacy Policy page during their initial login, users have these options:
•

Accept the policy—If users accept the policy, they can enter and use the applications. Also, Cisco
Pulse begins to analyze and tag content that they share across the network.

•

Decline the policy—If users decline the policy, they are logged out. Cisco Pulse does not analyze
nor tag content that they share across the network.
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If your organization decides not implement a privacy policy, the Privacy Policy page does not display
during the initial login of each user, and the users immediately enter and can begin using the
applications. Also, Cisco Pulse begins to analyze and tag content that all users share across the network.
By default, a privacy policy is enabled and you simply need to enter the contents in the Privacy Policy
content field. If you do not want to implement one, you must disable the privacy policy.
Before You Begin

Work with the appropriate group or individual in your organization to perform these tasks:
•

Decide whether or not to implement a privacy policy.

•

If you decide to implement a privacy policy, create the content and have the finalized text in ASCII
text format.

Procedure

To configure the privacy policy:
Step 1

Access the Properties Configurations page.
The Properties Configuration page appears as shown in Figure 6-43.
Figure 6-43

Sample Properties Configuration Page

Step 2

If you are not implementing a privacy policy, uncheck the Enable privacy policy check box, and go on
to Step 4.

Step 3

If you are implementing a privacy policy, in the Privacy Policy Content field, enter the privacy policy in
ASCII text format.

Step 4

Click Save.

Related Topics
•

Specifying a Photo URL, page 6-66
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Cisco Unified Presence
Cisco Unified Presence supports clients, for example, the Cisco Unified Personal Communicator. This
client enables users to set up such applications as a desktop or virtual IP phone, or instant messaging.
The Cisco Unified Personal Communicator can automatically determine the availability of users over
these applications, or users can specify their availability manually.
If you set up Cisco Pulse as a client to Cisco Unified Presence, Cisco Pulse can do this:
•

Get the availability status of each known Cisco Pulse user from Cisco Unified Presence.

•

Write the user status to a database.

When an expertise seeker performs a Pulse Locator search, Cisco Pulse gets the availability status of the
known expertise providers from the database and displays their availability in the search results. The
expertise seeker can note the availability of an expertise provider and decide whether to collaborate now
or later.
By default, the IP address of the Cisco Unified Presence server is set to 0.0.0.0, which means that Cisco
Pulse does not recognize Cisco Unified Presence nor support its functionality. As a result, Cisco Pulse
handles the Cisco Unified Presence functionality as described:
•

In the Pulse Locator search results:
– The column of icons for each expertise provider does not appear.
– The Refine by Presence filter does not appear.

•

In the mini public profile of an expertise provider, a status icon does not appear.

If you specify an IP address or host name for the Cisco Unified Presence server, as well as values for the
other required attributes, the column of icons appears in the Pulse Locator search results, and the icons
in the mini profiles indicate the current status of the known expertise providers. However, if an expertise
provider is not known by Cisco Unified Presence, an icon does not appear.
The Refine by Presence filter in the Pulse Locator search results appears only if you configure it to
appear as described in this topic.

Note

If you change the IP address or host name from a functioning Cisco Unified Presence server to a
non-functioning server or simply enter the wrong address, Cisco Pulse continues to get the availability
status from the functioning server until you restart the presence service by issuing the service presence
restart command on the Pulse Connect Appliance. After you restart the presence service, Cisco Pulse
tries to get the status from the non-functioning server and when it fails, the availability status of
“unknown” appears for all expertise providers in the Pulse Locator search results, and full and mini
profiles.
This topic provides details on configuring this feature:
•

Configuring Cisco Unified Presence, page 6-70
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Configuring Cisco Unified Presence
This topic describes how to configure Cisco Pulse to access and interact with Cisco Unified Presence.
Before You Begin

You need this Cisco Unified Presence information:
•

IP address or host name.

•

Port over which Cisco Pulse can access the server.

•

Application username and password. This user account information enables Cisco Pulse to get a
session identifier from Cisco Unified Presence. You must specify a unique user for a Pulse Connect
Appliance. This user should have the Third Party API permission. With this permission, this user is
automatically assigned these roles: Standard AXL API Access, Standard CUReporting, and
Standard SERVICEABILITY Administration.

•

End username. The end user is a watcher that monitors the status of all users. You can specify the
username of any licensed Cisco Unified Presence user.

Procedure

To configure Cisco Pulse to access and interact with Cisco Unified Presence:
Step 1

Access the Cisco Unified Presence page.
The Cisco Unified Presence page appears as shown in Figure 6-44.
Figure 6-44

Sample Cisco Unified Presence Page

Step 2

To configure the Refine by Presence filter to appear in the Pulse Locator search results, check the Enable
presence server facet check box.

Step 3

Enter the IP address or host name of the server in the IP Address field.
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Step 4

Enter the port number in the Port field.
By default, port 8082 is specified. If needed, specify a different port number.

Step 5

Enter the application username in the Apps Username field.

Step 6

Enter the application password in the Apps User Password field.

Step 7

Enter the username of any licensed Cisco Unified Presence user in the End Username field.

Step 8

Click Save.

Step 9

If you modified existing Cisco Unified Presence attribute settings, you must restart the presence service
by issuing this command on the Pulse Connect Appliance:
service presence restart

Cisco WebEx
You can integrate the Cisco WebEx meeting functionality into Cisco Pulse. If you do so, a user can
quickly collaborate with an expertise provider by clicking a Cisco WebEx icon in the full or mini profile
of the expertise provider. The user is prompted to log into the Cisco WebEx application, then the
application opens with the user placed in a meeting where they can invite one or more expertise providers
to join the teleconference and web meeting.
Before You Begin

You need the Cisco WebEx site URL, which is organization-specific URL for a Cisco WebEx meeting
setup page as provided by Cisco WebEx. A sample site URL is https://mycompany.webex.com/mc0800l/
meetingcenter/mywebex/start1clickmeeting.do?siteurl=mycompany.
Procedure

To set up Cisco WebEx meeting functionality:
Step 1

Access the Cisco WebEx page.
A sample Cisco WebEx page appears as shown in Figure 6-45.
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Figure 6-45

Sample Cisco WebEx Page

Step 2

Enter the Cisco WebEx site URL.

Step 3

Click Save.

Configuration Updates
If you change any aspect of the Cisco Pulse configuration, for example, you modify the setting of an
attribute, add a Pulse Collect Engine, or add users, the configuration is stored in the Pulse Connect
Engine. For the update to fully take effect, the Pulse Connect Engine must propagate the updated
configuration to all Pulse Collect Engines.
By default, Cisco Pulse starts the first configuration update at 4 am and performs subsequent updates
every 24 hours. The Configuration Update page enables you to handle configuration updates to the Pulse
Collect Engines in two ways:
•

You can change the default settings of the regularly scheduled updates.

•

At any time in between regularly scheduled updates, you can perform an immediate update.

These topics explain the two update methods:
•

Performing an Immediate Configuration Update, page 6-73

•

Configuring Regularly Scheduled Configuration Updates, page 6-74
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Performing an Immediate Configuration Update
At any time in between regularly scheduled updates, you can initiate a configuration update.

Note

If any changes were made to the Pulse or Restricted Vocabularies since the last update, the Pulse Connect
Index Engine must be restarted. This restart causes a brief interruption of the services provided by the
Pulse Locator.
Procedure

To perform an immediate configuration update:
Step 1

Click the Configuration Update link in the Administration navigation pane.
The Configuration Update page appears as shown in Figure 6-46.
Figure 6-46

Step 2

Sample Configuration Update Page—Performing an Immediate Update

Click Update Now.

Related Topics
•

Configuring Regularly Scheduled Configuration Updates, page 6-74
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Configuring Regularly Scheduled Configuration Updates
Two attributes control the regularly scheduled configuration updates:
•

The hour at which Cisco Pulse performs the first update. Valid values are every hour from 12 am to
11 pm.

•

The interval at which Cisco Pulse performs subsequent updates. Valid values are every 2, 4, 8, 16,
or 24 hours or 1 week.

By default, Cisco Pulse starts the first update at 4 am and performs subsequent updates every 24 hours.
The Configuration Update page enables you to change the default setting of one or both of these
attributes.
Procedure

To configure the regularly scheduled configuration updates:
Step 1

Click the Configuration Update link in the Administration navigation pane.
The Configuration Update page appears as shown in Figure 6-47.
Figure 6-47

Sample Configuration Update Page—Configuring a Regularly Scheduled Update

Step 2

From the Hour drop-down list, choose the hour at which Cisco Pulse should perform the next update.

Step 3

From the Update time interval drop-down list, choose the interval at which Cisco Pulse should perform
subsequent updates.

Step 4

To save the values of the newly configured attributes, click Schedule Update.
A message displays, indicating whether or not the configuration was performed successfully.

Related Topics
•

Performing an Immediate Configuration Update, page 6-73
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Monitoring Cisco Pulse
Note

The Administration setup wizard does not allow you to monitor Cisco Pulse. You can access the
Monitoring page after you complete the initial configuration of Cisco Pulse using the Administration
setup wizard.
For complete information on accessing application and system logs as well as the status of the Pulse
Connect and Collect Appliances, see Chapter 8, “Monitoring Cisco Pulse.”

Cisco Pulse Administrator Guide
OL-20214-02

6-75

Chapter 6

Configuring and Maintaining Cisco Pulse

Monitoring Cisco Pulse

Cisco Pulse Administrator Guide

6-76

OL-20214-02

CH A P T E R

7

Creating and Maintaining Vocabularies

Note

This information is intended for the one or more business administrators, who are responsible for
creating and maintaining the Pulse and Restricted Vocabularies.
These topics describe the Pulse and Restricted Vocabularies:
•

Understanding the Importance of the Vocabularies, page 7-1

•

Understanding the Vocabulary Used in Various Communication Tools, page 7-6

•

Guidelines for Creating the Pulse Vocabulary, page 7-7

•

Methods for Updating the Pulse Vocabulary, page 7-10

•

Guidelines for Creating the Restricted Vocabulary, page 7-12

•

Methods for Updating the Restricted Vocabulary, page 7-13

•

Summary of Rules for the Pulse and Restricted Vocabularies, page 7-13

•

Working with the Vocabularies, page 7-17

Understanding the Importance of the Vocabularies
Cisco Pulse supports two types of vocabularies: the Pulse Vocabulary and the Restricted Vocabulary.
These topics describe the two vocabularies:
•

Pulse Vocabulary, page 7-1

•

Restricted Vocabulary, page 7-3

•

How Cisco Pulse Uses the Vocabularies, page 7-4

•

Structure and Format of the Vocabularies, page 7-4

Pulse Vocabulary
The Pulse Vocabulary contains terms that are integral to the organization in which Cisco Pulse is used.
This vocabulary serves these important functions:
•

It is the means through which business administrators, who create and manage the vocabularies, can
establish terms on which users can search and find expertise providers and related information,
which includes documents and videos.
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•

It is the means through which Cisco Pulse can initially attach users to a term, and for each Pulse
Locator search on the term, locate expertise providers with the most recent activity with the term.

•

It is the means through which Cisco Pulse can initially attach documents and videos to a term, and
for each Pulse Locator search on the term, locate documents and videos with the most recent and
highest frequency of the term.

The Pulse Vocabulary forms the basis of Cisco Pulse, and as such, it is critical that it contains terms that
are representative of the products, services, and values of the organization.
The business administrators must create the initial Pulse Vocabulary and upload the vocabulary to the
system before Cisco Pulse is deployed. Guidelines for creating this vocabulary and an explanation of the
structure and format in which a business administrator must upload the vocabulary to the system are
provided.
The Pulse Vocabulary is a dynamic entity, and there are several ways in which terms are added, modified,
and deleted:

Note

•

Users can suggest new terms for inclusion in the Pulse Vocabulary. The business administrators must
approve these suggestions.

•

Users can suggest synonyms for an existing term. The business administrators must approve these
suggestions.

•

The business administrators can view, add, modify, and delete terms in the Pulse Vocabulary using
the Vocabulary Settings task pane. Or, if there are a large number of updates, be aware that uploading
a comma separated values (CSV) file containing the updates only overwrites the existing Pulse
Vocabulary. Therefore, we recommend that a business administrator downloads the vocabulary in
CSV format, makes the updates to the vocabulary using the Microsoft Excel application, and
uploads to file back to the system.

If using the Microsoft Excel application to modify Pulse or Restricted Vocabularies, be aware that the
application might treat an alphanumeric entry such as “MAR 20” as a date and convert the entry to a
format such as “20-Mar.” To work around this issue, format that particular cell as text.
If a business administrator wants to add a new term to the Pulse Vocabulary, the term must adhere to
rules described in “Summary of Rules for the Pulse and Restricted Vocabularies” section on page 7-13.
This topic provides more detailed information on the Pulse Vocabulary:
•

Understanding Term Groupings and Normalization, page 7-2

Related Topics
•

Restricted Vocabulary, page 7-3

•

How Cisco Pulse Uses the Vocabularies, page 7-4

•

Structure and Format of the Vocabularies, page 7-4

Understanding Term Groupings and Normalization
A term can be expressed in multiple ways, which includes but is not limited to these variations:
•

In lower-case letters, upper-case letters, or a mixture of the two.

•

Spelled out or as an acronym.

•

In singular or plural forms.

•

For multiple-word terms, with or without hyphens and character spaces between words.
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The ability to define synonyms along with a term allows the Pulse Vocabulary to include term variations.
A term grouping is a root term in the Pulse Vocabulary and its associated synonyms. This is a sample
term grouping:
•

Root term: Cisco Unified Communications Manager

•

Synonyms: Unified CM, UCM

Cisco Pulse normalizes, or reduces, each term grouping to one term that represents the others in the term
grouping. Cisco Pulse uses the root term, or the term that is defined in the Term column of the Pulse
Vocabulary, as the normalized term. For example, Cisco Pulse would use Cisco Unified Communications
Manager as the normalized term for the sample term grouping.
The normalization of terms in a term grouping has these important impacts:

Note

•

The Pulse tags stored in the Pulse Index are normalized terms.

•

My Top Tags and All Top Tags in the Tag Navigator gadget in the Home page display normalized
terms.

Given these impacts, it is imperative for business administrators to put thought and effort into effectively
assembling terms and synonyms in each term grouping.
Cisco Pulse does not normalize terms that users enter in an Pulse Locator search.

Restricted Vocabulary
The Restricted Vocabulary contains sensitive terms or terms that are not eligible for analysis because of
privacy or confidentiality concerns. If Cisco Pulse finds a Restricted Vocabulary term in content shared
across the network, it immediately discards the content.
While having a Pulse Vocabulary uploaded to the system upon deployment of Cisco Pulse is mandatory,
the creation of a Restricted Vocabulary and the timing of its deployment are up to the discretion of the
organization.
The business administrators can create the initial Restricted Vocabulary. Guidelines on creating this
vocabulary and an explanation of the structure and format in which a business administrator must upload
the vocabulary to the system are provided.
All terms in the vocabulary must adhere to rules described in “Summary of Rules for the Pulse and
Restricted Vocabularies” section on page 7-13.
The business administrators can view, add, modify, and delete terms in the Restricted Vocabulary using
the Vocabulary Settings task pane. Or if there are a large number of updates, be aware that uploading a
CSV file containing the updates only overwrites the existing Restricted Vocabulary. Therefore, we
recommend that a business administrator downloads the Restricted Vocabulary in CSV format, makes
updates using the Microsoft Excel application, and uploads to file back to the system.

Note

If using the Microsoft Excel application to modify Pulse or Restricted Vocabularies, be aware that the
application might treat an alphanumeric entry such as “MAR 20” as a date and convert the entry to a
format such as “20-Mar.” To work around this issue, format that particular cell as text.
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Related Topics
•

Pulse Vocabulary, page 7-1

•

How Cisco Pulse Uses the Vocabularies, page 7-4

•

Structure and Format of the Vocabularies, page 7-4

How Cisco Pulse Uses the Vocabularies
To understand the importance of the vocabularies, particularly, the Pulse Vocabulary, business
administrators must understand the roles they play in Cisco Pulse.
Cisco Pulse analyzes the content shared across the network for terms and their associated synonyms in
the Pulse and Restricted Vocabularies. At a high-level, the content shared by Jane Doe across the network
undergoes this process:
1.

If Cisco Pulse discovers a term or associated synonyms in the Restricted Vocabulary, it immediately
discards the content.

2.

If Cisco Pulse does not discover any Restricted Vocabulary terms or associated synonyms, it
continues to analyze the content for terms or associated synonyms in the Pulse Vocabulary.

3.

If Cisco Pulse discovers a match, it retains the term, for example, “collaboration,” and associated
metadata for people, documents, and videos, and stores this information in the Pulse Index.

4.

Cisco Pulse discards all remaining unmatched content.

After Cisco Pulse discovers the term “collaboration” in content Jane shared across the network, it
presents a “network collaboration” tag to her by way of the Tags Navigator gadget in the Home page.
Jane can add this tag to her public profile.
As time passes, Cisco Pulse retains the term “collaboration,” and the associated people, documents, and
videos metadata in the Pulse Index. If a user performs a search on the term “collaboration,” Jane might
appear as an expertise provider in the people search results depending on her recent activity with the term
and if she added the term to her public profile. Also, the documents and videos with the most recent and
highest frequency of the term “collaboration” appear in the related information search results.

Note

After initial deployment of Cisco Pulse, the Pulse Index might include sparse information for a term and
the attached users, which might result in an inflated NetPulse for users. If this situation arises, Cisco
Pulse issues a caveat along with the Pulse Locator search results including these users.
Related Topics
•

Pulse Vocabulary, page 7-1

•

Restricted Vocabulary, page 7-3

•

Structure and Format of the Vocabularies, page 7-4

Structure and Format of the Vocabularies
Cisco Pulse stores the Pulse and Restricted Vocabularies in a 13-column structure and in CSV format.
Table 7-1 describes each column in the structure, with column 1 as the leftmost column and column 13
as the rightmost column.
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Table 7-1

Pulse and Restricted Vocabulary Structure

Column
Number

Column Name

Description

1

term

The term.

2

cat

Cisco Pulse does not currently use this column.

3

grp

Cisco Pulse does not currently use this column.

4, 5, 6, 7, 8

syn1
syn2
syn3
syn4
syn5

Up to five synonyms for the term.

9

nrw

Cisco Pulse does not currently use this column.

10

brd

Cisco Pulse does not currently use this column.

11

description

Cisco Pulse does not currently use this column.

12

created_by

The username of the person who added the term to the
vocabulary.

13

updated_by

The username of the person who last edited the term.

This excerpt from a sample Pulse Vocabulary shows five terms in the 13-column structure and CSV
format as viewed in an ASCII text file:
term,cat,grp,syn1,syn2,syn3,syn4,syn5,nrw,brd,description,created_by,updated_by
...
access list,,,access lists,,,,,,,,ncpadmin,ncpadmin
access map,,,access maps,,,,,,,,ncpadmin,ncpadmin
access method,,,access methods,,,,,,,,ncpadmin,ncpadmin
access point,,,access points,,,,,,,,ncpadmin,ncpadmin
access server,,,access servers,,,,,,,,ncpadmin,ncpadmin
...

Figure 7-1 shows the same excerpt as viewed from the Microsoft Excel application.
Figure 7-1

Sample Pulse and Restricted Vocabulary Structure

A business administrator must create the Pulse and Restricted Vocabularies in an application such as the
Microsoft Excel application, use the described structure and format, and upload the files into the system.
When uploading the files, Cisco Pulse accepts only the .csv or .txt file extensions and the CSV format.
All terms and synonyms in the Pulse and Restricted Vocabularies must adhere to rules described in
“Summary of Rules for the Pulse and Restricted Vocabularies” section on page 7-13.
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Note

The Cisco Pulse graphical user interface (GUI) presents the vocabulary structure differently than the
13-column structure described in Table 7-1. The GUI does not display the cat, grp, nrw, brd, and
description columns. For more information, see the “Vocabulary Elements” section on page 7-24.
Later, a business administrator can download the Pulse or Restricted Vocabularies, which are both
presented in the 13-column structure, then open and edit the vocabularies using the Microsoft Excel
application.

Note

If using the Microsoft Excel application to create or modify Pulse or Restricted Vocabularies, be aware
that the application might treat an alphanumeric entry such as “MAR 20” as a date and convert the entry
to a format such as “20-Mar.” To work around this issue, format that particular cell as text.
Related Topics
•

Pulse Vocabulary, page 7-1

•

Restricted Vocabulary, page 7-3

•

How Cisco Pulse Uses the Vocabularies, page 7-4

Understanding the Vocabulary Used in Various Communication
Tools
When creating the Pulse and Restricted Vocabularies, the business administrators must understand the
organization that will use Cisco Pulse and the terms that are important to it.
The business administrators must also understand the vocabulary used in communication tools that are
available in the organization, and analyzed by Cisco Pulse, can vary widely:
•

Email—The vocabulary in email tends to be informal, less carefully crafted, and may use unofficial
abbreviations, acronyms, and synonyms. The vocabulary used in email is close to speech level.

•

Documents—The vocabulary in documents posted on internal and external websites tends to be
more formal and use standardized or official terminology.

•

Web pages—The vocabulary in web pages can be a mixture of that used in email and documents.
Some blogs and newsletters use vocabulary that is less formal than that used in email, while Wiki
pages might use more formal vocabulary.

With this understanding of vocabulary variations, we recommend using these guidelines:
•

When adding a term to the Pulse or Restricted Vocabularies, use a formal term.

•

Accommodate for informal variations of the term by defining up to five synonyms or alternate
expressions. For example, if a term is composed of the words “word1 word2,” if appropriate, the
business administrator can define synonyms for a hyphenated version of the term “word1-word2,”
and a combined version of the term “word1word2.”

•

Accommodate for acronym usage if appropriate by defining an acronym. In the Pulse and Restricted
Vocabularies, a term itself, as well as one of its associated synonyms, can be an acronym. For
example, you can specify “MPLS” as a term and “mpls” as a synonym to “MPLS.” For more
information, see the “Summary of Rules for the Pulse and Restricted Vocabularies” section on
page 7-13.
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Guidelines for Creating the Pulse Vocabulary
At deployment of Cisco Pulse, the business administrators must have an initial Pulse Vocabulary
uploaded to the system. Creating this vocabulary is a task that requires planning, extracting potential
terms from data sources, analyzing the extracted terms, deciding what terms should go into the
vocabulary, and finally, assembling the vocabulary in the required structure and format.
These topics describe the steps for creating a Pulse Vocabulary:
•

Identifying and Classifying the Data Sources, page 7-7

•

Processing Unstructured Data Sources, page 7-8

•

Processing Structured Data Sources, page 7-9

•

Assembling the Pulse Vocabulary, page 7-9

Identifying and Classifying the Data Sources
To create an effective Pulse Vocabulary, the business administrators must leverage existing information
from within their organization. To that end, they must identify data sources that contain relevant content,
which will be carried by the various communication tools that Cisco Pulse monitors.
Two types of data sources exist:
•

Unstructured—This type of data source includes unstructured content, which is often contained in
email, web pages, documents, and slide presentations.

•

Structured—This type of data source includes dictionary-like content, which is often contained in
spreadsheets, tables, databases, and other similar formats.

Table 7-2 provides examples of both unstructured and structured data sources that might exist within an
organization. It also displays the usual vocabulary style, informal or formal, inherent to each data source.

Note

The examples of each data source type are not meant to be all-inclusive. An organization might include
other sources not included in this table.
Table 7-2

Data Source Examples

Data Sources

Vocabulary Style

Unstructured
Email.

Informal

Newsgroups.

Informal or formal

Blogs.

Informal

Wiki pages.

Informal or formal

Marketing materials, which include collateral,
white papers, product description documents or
web pages, product data sheets or flyers, slide
presentations.

Formal

Relevant portions of the internal website of a
company.

Formal

External website of a company.

Formal
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Table 7-2

Data Source Examples (continued)

Data Sources

Vocabulary Style

Instant messages.

Informal

Training or informational videos for customers.

Formal

Videos of informal meetings, demonstrations, and Informal
so on.
Knowledge management systems, which can
include shared spaces, such as Microsoft
Sharepoint.

Informal

Structured
Product catalogs, which can include company and Formal
competitor product and price lists.
Manual/folksonomy tag repositories, which can
include the internal topical information of a
company in an encyclopedic format or flat list.

Formal

Taxonomy terms and metadata repositories.
Taxonomies can be formatted in either a flat or
hierarchical list. No standard format exists.

Formal

Make sure that the data sources selected includes both informal and formal content.
Related Topics
•

Processing Unstructured Data Sources, page 7-8

•

Processing Structured Data Sources, page 7-9

•

Assembling the Pulse Vocabulary, page 7-9

Processing Unstructured Data Sources
We recommend using these high-level steps to manually process unstructured data sources:
1.

Extract text from original documents, and remove any formatting.

2.

Aggregate all text.

3.

Identify and remove these unwanted elements:
a. Potential Pulse Vocabulary terms containing full or partial names.
b. Potential Pulse Vocabulary terms containing email-specific functional elements, such as

greetings and dates.
c. Potential Pulse Vocabulary terms containing stopwords at the end or the beginning of their

expressions.
4.

Analyze all expressions, and extract those that are meaningful to your organization.

5.

Evaluate the popularity of these expressions using statistical analysis.
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Related Topics
•

Identifying and Classifying the Data Sources, page 7-7

•

Processing Structured Data Sources, page 7-9

•

Assembling the Pulse Vocabulary, page 7-9

Processing Structured Data Sources
Structured data sources can provide rich content for creating the Pulse Vocabulary. However, the
business administrators must process these data sources manually as there is no standard format for
organizing this type of data.
We recommend using these high-level steps to process structured data sources:
1.

Understand the structure and format of the data sources. For example, an acronym database might
consist of one column (Acronym), two columns (Acronym, Definition), or three columns (Acronym,
Definition, Description). The file might be in comma delimiter, tab delimiter, or other formats.

2.

Understand the conversion process from the existing format to the format of the Pulse Vocabulary
(13-column structure, CSV format). Determine if a script to extract relevant terms from the data
sources can be used instead of performing this task manually.

3.

Either use a script or manually extract relevant terms from the data sources.

4.

Aggregate all terms.

5.

Identify and remove unwanted elements.

6.

Determine and rank terms according to popularity.

Related Topics
•

Identifying and Classifying the Data Sources, page 7-7

•

Processing Unstructured Data Sources, page 7-8

•

Assembling the Pulse Vocabulary, page 7-9

Assembling the Pulse Vocabulary
After the business administrators have extracted terms from the unstructured and structured data sources,
they must perform these high-level steps:
1.

Review the flat lists.

2.

Decide what terms to include in the Pulse Vocabulary.
For rules to which you must adhere when specifying terms, see the “Summary of Rules for the Pulse
and Restricted Vocabularies” section on page 7-13.

3.

Note

Add the terms to a Microsoft Excel spreadsheet in the 13-column structure described in the
“Summary of Rules for the Pulse and Restricted Vocabularies” section on page 7-13.

If using the Microsoft Excel application to create the Pulse Vocabulary, be aware that the
application might treat an alphanumeric entry such as “MAR 20” as a date and convert the entry
to a format such as “20-Mar.” To work around this issue, format that particular cell as text.
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4.

For each term, enter the associated synonyms.
For rules to which you must adhere when specifying synonyms, see the “Summary of Rules for the
Pulse and Restricted Vocabularies” section on page 7-13.

5.

Save the file, then upload the file to the system as described in the “Uploading a Vocabulary” section
on page 7-22.

Related Topics
•

Identifying and Classifying the Data Sources, page 7-7

•

Processing Unstructured Data Sources, page 7-8

•

Processing Structured Data Sources, page 7-9

Methods for Updating the Pulse Vocabulary
The Pulse Vocabulary is a dynamic entity that must evolve with an organization. New products and
concepts might emerge that need to be added, gaps in term coverage might be identified and need to be
filled, and so on.
Cisco Pulse provides several methods in which the Pulse Vocabulary is updated:

Note

•

Users suggest new terms for inclusion in the vocabulary

•

Users suggest synonyms for existing terms

•

The business administrators add, modify, or delete terms

The business administrators must approve all suggested terms and synonyms before they are added to
the Pulse Vocabulary.
These topics describe the methods in which the Pulse Vocabulary can be updated:
•

User-Suggested Tags, page 7-10

•

Guidelines for Approving User-Suggested Tags, page 7-11

•

Business Administrator Updates, page 7-11

•

Vocabulary Notification Emails, page 7-12

User-Suggested Tags
A user can suggest a new term, along with synonyms, and synonyms for an existing term to be added to
the Pulse Vocabulary using these areas:
•

Add a Pulse Tag to My Profile content area of the Profile gadget in the Home page.

•

Pulse Locator search results.

These suggestions are known as user-suggested tags. The term and synonyms that a user specifies can
be comprised of these elements:
•

A maximum of 8 words, with character spaces between each word.

•

A maximum of 64 upper- or lower-case alphanumeric and these special characters: ampersand (&),
hyphen (-), plus sign (+), pound sign (#), forward slash (/), asterisk (*), period (.), at sign (@).
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•

A term itself, as well as one of its associated synonyms, can be an acronym. For example, you can
specify “MPLS” as a term and “mpls” as a synonym to “MPLS.” Given this entry in the Pulse
Vocabulary, Cisco Pulse will tag “MPLS,” “mpls,” and even “Mpls” or any other mixed-case
variation, discovered in content shared across the network.
However, if an acronym, for example, “MPLS,” is specified as a term and there are no synonyms
specified, Cisco Pulse will tag “MPLS” only. It will not tag “mpls,” “Mpls,” or any other mixed-case
variations.

The business administrator can approve or reject these tags using the Accept Suggested Tags page. For
more information, see the “Accepting User-Suggested Tags” section on page 7-34.
Related Topics
•

Guidelines for Approving User-Suggested Tags, page 7-11

•

Business Administrator Updates, page 7-11

•

Vocabulary Notification Emails, page 7-12

Guidelines for Approving User-Suggested Tags
All user-suggested tags are subject to the approval of a business administrator. A timely response to
suggested tags is important; otherwise, Cisco Pulse cannot tag users with these terms, and expertise
seekers cannot perform a Pulse Locator search on the terms.
Ideally, the organization establishes the frequency at which a business administrator accepts or rejects
suggested tags, and make the Cisco Pulse users aware of this schedule so that they know approximately
when there will be an influx of new terms upon which to search.
We recommend that a business administrator approves or rejects suggested tags two to three times per
week.
Related Topics
•

User-Suggested Tags, page 7-10

•

Business Administrator Updates, page 7-11

•

Vocabulary Notification Emails, page 7-12

Business Administrator Updates
The business administrators can add, modify, or delete terms from the Pulse Vocabulary. When adding
a term to the Pulse Vocabulary, the term must adhere to rules described in the “Summary of Rules for
the Pulse and Restricted Vocabularies” section on page 7-13.
There are two methods in which business administrators can update the Pulse Vocabulary:
•

If there are a small to moderate number of updates, a business administrator can use the View and
Edit Pulse Vocabulary page to make the updates.

•

If there are a large number of updates, be aware that uploading a CSV file containing the updates
only overwrites the existing Pulse Vocabulary. Therefore, we recommend that a business
administrator downloads a CSV file containing the vocabulary to their hard disk, makes the updates
to the CSV file using the Microsoft Excel application, then uploads the file back to the system. The
business administrator can download and upload the CSV file using the Vocabulary Settings task
pane.
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Note

If using the Microsoft Excel application to modify a Pulse or Restricted Vocabulary, be aware that the
application might treat an alphanumeric entry such as “MAR 20” as a date and convert the entry to a
format such as “20-Mar.” To work around this issue, format that particular cell as text.
Related Topics
•

User-Suggested Tags, page 7-10

•

Guidelines for Approving User-Suggested Tags, page 7-11

•

Vocabulary Notification Emails, page 7-12

Vocabulary Notification Emails
Note

We recommend that the business administrators work with the system administrator to determine how
the vocabulary notification process should be implemented and communicated to users.
The system administrator can configure Cisco Pulse to send a notification email to users in a mailing list
at 11 pm if additions, changes, or deletions are made to the Pulse and Restricted Vocabularies earlier that
day.
If desired, users can choose not to receive these emails by removing themselves from the mailing list,
which is set up by the system administrator.
Related Topics
•

User-Suggested Tags, page 7-10

•

Guidelines for Approving User-Suggested Tags, page 7-11

•

Business Administrator Updates, page 7-11

Guidelines for Creating the Restricted Vocabulary
If an organization decides to implement a Restricted Vocabulary, the business administrators must create
the vocabulary.
To create the Restricted Vocabulary, perform these high-level steps:
1.

From the groups in an organization that are knowledgeable of privacy and liability issues, for
example, Human Resources and Legal Services, gather the Restricted Vocabulary terms.

2.

Learn about the vocabulary variations used in the communication tools analyzed by Cisco Pulse by
reading the “Understanding the Vocabulary Used in Various Communication Tools” section on
page 7-6.

3.

Add the terms and synonyms to a Microsoft Excel spreadsheet in the 13-column structure.
For information on the 13-column structure and the rules for terms and synonyms that you specify,
see the “Summary of Rules for the Pulse and Restricted Vocabularies” section on page 7-13
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Note

4.

If using the Microsoft Excel application to create Pulse or Restricted Vocabularies, be aware that
the application might treat an alphanumeric entry such as “MAR 20” as a date and convert the
entry to a format such as “20-Mar.” To work around this issue, format that particular cell as text.
Save the file, and upload the file to the system as described in the “Uploading a Vocabulary” section
on page 7-22.

Methods for Updating the Restricted Vocabulary
The business administrators can add, modify, or delete terms from the Restricted Vocabulary. There are
two methods in which they can update this vocabulary:

Note

•

If there are a small to moderate number of updates, a business administrator can use the View and
Edit Restricted Vocabulary page to make the updates.

•

If there are a large number of updates, be aware that uploading a CSV file containing the updates
only overwrites the existing Restricted Vocabulary. Therefore, we recommend that a business
administrator downloads a CSV file containing the Restricted Vocabulary to their hard disk, makes
the updates to CSV file using the Microsoft Excel application, then uploads the file back to the
system. The business administrator can download and upload the CSV file using the Vocabulary
Settings task pane.

If using the Microsoft Excel application to modify Pulse or Restricted Vocabularies, be aware that the
application might treat an alphanumeric entry such as “MAR 20” as a date and convert the entry to a
format such as “20-Mar.” To work around this issue, format that particular cell as text.
If a business administrator wants to add a new term to the Restricted Vocabulary, the term must adhere
to rules described in “Summary of Rules for the Pulse and Restricted Vocabularies” section on
page 7-13.

Summary of Rules for the Pulse and Restricted Vocabularies
This topic describes these rules for creating and adding terms and synonyms to the Pulse and Restricted
Vocabularies:
•

Rules for Creating a 13-Column Structure, page 7-13

•

Rules for Specifying Terms and Synonyms, page 7-16

Rules for Creating a 13-Column Structure
When uploading a Pulse or Restricted Vocabulary to the system, the file must contain a 13-column
structure in CSV format and have a .csv or .txt file extension. You can create or edit this file with an
application such as Microsoft Excel.
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Note

If using the Microsoft Excel application to create the Pulse or Restricted Vocabulary, be aware that the
application might treat an alphanumeric entry such as “MAR 20” as a date and convert the entry to a
format such as “20-Mar.” To work around this issue, format that particular cell as text.
With column 1 as the leftmost column and column 13 as the rightmost column, Table 7-3 provides the
relative position of each column in the structure; the name of the column; and a description of what you
need to specify for each row in the column.
Table 7-3

Pulse and Restricted Vocabulary Structure

Column
Number

Column Name

Description

1

term

The term. For information on specifying a term in this
column, see the “Rules for Specifying Terms and
Synonyms” section in Chapter 7, “Creating and Maintaining
Vocabularies” in the Cisco Pulse Administrator Guide,
Release 1.0.

2

cat

Cisco Pulse does not currently use this column. You can
leave this column blank.

3

grp

Cisco Pulse does not currently use this column. You can
leave this column blank.

4, 5, 6, 7, 8

syn1
syn2
syn3
syn4
syn5

Up to five synonyms for the term. For information on
specifying a synonym in columns 4 through 8, see the “Rules
for Specifying Terms and Synonyms” section in Chapter 7,
“Creating and Maintaining Vocabularies” in the Cisco Pulse
Administrator Guide, Release 1.0.

9

nrw

Cisco Pulse does not currently use this column. You can
leave this column blank.

10

brd

Cisco Pulse does not currently use this column. You can
leave this column blank.

11

description

Cisco Pulse does not currently use this column. You can
leave this column blank.
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Table 7-3

Pulse and Restricted Vocabulary Structure (continued)

Column
Number

Column Name

Description

12

created_by

You have these options:
•

Leave this column empty, and the system inserts the
username of the business administrator who uploads the
initial version of the Pulse or Restricted Vocabulary to
the system.

•

Manually insert a username in each row in the column.

Note

13

updated_by

If you insert the username of a non-existent user, the
system replaces it with the username of the business
administrator who uploads the initial version of the
Pulse or Restricted Vocabulary to the system.

You have these options:
•

Leave this column empty, and the system inserts the
username of the business administrator who uploads a
subsequent version of a Pulse or Restricted Vocabulary
to the system.

•

Manually insert a username in each row in the column.

Note

If you manually insert the username of a
non-existent user, the system replaces it with the
username of the business administrator who uploads
a subsequent version of a Pulse or Restricted
Vocabulary to the system.

The 13-column structure must include the column names outlined in Table 7-3, for example, “term” or
“cat” at the head of each column. Figure 7-2 shows an excerpt of a sample Pulse Vocabulary as viewed
in the Microsoft Excel application.
Figure 7-2

Sample Pulse and Restricted Vocabulary Structure

This excerpt shows the corresponding information as viewed in an ASCII text file:
term,cat,grp,syn1,syn2,syn3,syn4,syn5,nrw,brd,description,created_by,updated_by
...
access list,,,access lists,,,,,,,,ncpadmin,ncpadmin
access map,,,access maps,,,,,,,,ncpadmin,ncpadmin
access method,,,access methods,,,,,,,,ncpadmin,ncpadmin
access point,,,access points,,,,,,,,ncpadmin,ncpadmin
access server,,,access servers,,,,,,,,ncpadmin,ncpadmin
...

In the ASCII text excerpt, a comma (,) denotes boundaries for each of the 13 columns in each row.
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Note

If the upload of a Pulse or Restricted Vocabulary fails and you are not certain why, we suggest opening
the CSV file in a text editor and examining the rows to determine if each row includes the required 12
commas. If you find rows that have fewer than 12 commas, we suggest adding an entry in the updated_by
column (the right-most column). This entry can be your username or even a character space. Save the
file, then upload the file again to the system.
Related Topics
•

Rules for Specifying Terms and Synonyms, page 7-16

Rules for Specifying Terms and Synonyms
When specifying terms and synonyms for the Pulse or Restricted Vocabularies in the 13-column
structure or in the View and Edit Pulse or Restricted Vocabulary page, a sample of which is shown in
Figure 7-15 on page 7-29, you must adhere to these rules:
•

The term and synonyms must be unique to the vocabulary in which you specify it. There is only one
exception to this rule:
– You can duplicate the same term in the Term and Synonym/Related Terms columns of a row as

long as one of the entries is in uppercase, for example, “MPLS.” This exception allows you to
specify an acronym.
For example, you can specify “MPLS” as a term and “mpls” as a synonym to “MPLS.” Given
this entry in the Pulse Vocabulary, Cisco Pulse will tag “MPLS,” “mpls,” and even “Mpls” or
any other mixed-case variation, discovered in content shared across the network.
However, if an acronym, for example, “MPLS,” is specified as a term and there are no synonyms
specified, Cisco Pulse will tag “MPLS” only. It will not tag “mpls,” “Mpls,” or any other
mixed-case variations.

Note

When using the duplication exception to create an acronym, it is important to consider what
you specify in the Term column. Cisco Pulse normalizes, or reduces, all entries in a row to
one entry that represents all others. Cisco Pulse uses the term specified in the Term column
as the normalized term in the Pulse Index, and My Top Tags and All Top Tags in the Tag
Navigator gadget.

•

You must not duplicate a term or a synonym that is in the Pulse Vocabulary in the Restricted
Vocabulary and vice versa.

•

Each term or synonym that you specify can be comprised of these elements:
– A maximum of 8 words, with character spaces between each word.
– A maximum of 64 upper- or lower-case alphanumeric and these special characters: ampersand

(&), hyphen (-), plus sign (+), pound sign (#), forward slash (/), asterisk (*), period (.), at sign
(@).
Related Topics
•

Rules for Creating a 13-Column Structure, page 7-13
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Working with the Vocabularies
Cisco Pulse enables a business administrator to perform necessary tasks for the Pulse and Restricted
Vocabularies. These topics describe the Cisco Pulse vocabulary pages and the tasks a business
administrator can perform using them:
•

Pulse Vocabulary Active and Pending Tables, page 7-17

•

Vocabulary Page Elements, page 7-20

•

Uploading a Vocabulary, page 7-22

•

Viewing and Updating a Vocabulary, page 7-24

•

Accepting User-Suggested Tags, page 7-34

•

Downloading a Vocabulary, page 7-38

Pulse Vocabulary Active and Pending Tables
Cisco Pulse displays the Pulse Vocabulary in an active table and a pending table.
The active table includes Pulse Vocabulary terms that Cisco Pulse is actively discovering and tagging in
content shared across the network. These terms are also known as active terms.
The pending table reflects terms that fall into these categories:
•

Active Pulse Vocabulary terms.

•

Terms that are added, modified, and deleted since the last configuration update (immediate or
regularly scheduled). These terms, which are also known as pending terms, can come from these
sources:
– User-suggested terms approved by a business administrator.
– Terms added, modified, and deleted manually by a business administrator.
– An updated Pulse Vocabulary included in a CSV file and uploaded by a business administrator.

The updated Pulse Vocabulary can include new and modified terms, and no longer include
previously existing terms.
As the name implies, the pending table is a temporary entity that includes active Pulse Vocabulary terms,
plus pending additions and modifications, and minus pending deletions. The pending additions,
modifications, and deletions do not take effect until an immediate or regularly scheduled configuration
update occurs. This table allows business administrators a more comprehensive and up-to-date view of
Pulse Vocabulary terms in their various states before a configuration update.
These topics provide more information on the active and pending tables:
•

Active and Pending Table Functionality, page 7-18

•

Active and Pending Table Workflow, page 7-18

Related Topics
•

Vocabulary Page Elements, page 7-20

•

Uploading a Vocabulary, page 7-22

•

Viewing and Updating a Vocabulary, page 7-24

•

Accepting User-Suggested Tags, page 7-34

•

Downloading a Vocabulary, page 7-38
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Active and Pending Table Functionality
The pending table functions as the focal point of the Pulse Vocabulary. As such, the pending table
appears in the View and Edit Pulse Vocabulary page as shown in Figure 7-3.
Figure 7-3

Sample View and Edit Pulse Vocabulary Page

The pending table and its functionality is available to Cisco Pulse users with the “system administrator”
and “business administrator” privilege levels only. Users with the “user” privilege level can view and
have limited functionality with the active table only. Table 7-4 outlines the functionality available for
pending and active tables and each type of user.
Table 7-4

Table

Pending and Active Table Functionality for Cisco Pulse Users

Functionality for Business Administrators

Pending

Active

•

View terms

•

Add, modify, and delete terms

•

Download terms to hard disk

•

Upload terms from hard disk to pending table

•

Download terms to hard disk

Functionality for Users
–

•

View terms

•

Download terms to hard disk

Related Topics
•

Active and Pending Table Workflow, page 7-18

Active and Pending Table Workflow
After a configuration update occurs, the contents of the pending table are copied to the active table. The
pending additions and modifications are now active terms, and Cisco Pulse begins to discover and tag
them. The deleted terms no longer exist in the active table, and Cisco Pulse no longer analyzes content
shared across the network for them. Figure 7-4 graphically depicts this process.

Cisco Pulse Administrator Guide

7-18

OL-20214-02

Chapter 7

Creating and Maintaining Vocabularies
Working with the Vocabularies

Cisco Pulse cannot properly handle pending additions, modifications, and deletions until a configuration
update is performed. Given this condition, we recommend performing an immediate configuration
update after adding, modifying, or deleting terms from the Pulse Vocabulary.
Figure 7-4

New Pulse Vocabulary Functionality

Pending terms

Content shared
across network

Active table

Active terms
+ Modifications
to active terms
- Deleted terms

Active terms
Configuration
update

+ New terms

Cisco Pulse
discovers and
tags active terms

HTTP
Email

196203

Note

The contents of both pending and active tables are the same until additions, modifications, or deletions
are made to the Pulse Vocabulary. Then, the pending table again includes the active Pulse Vocabulary
terms, plus any pending additions and modifications, and minus any deletions until an immediate or
regularly scheduled configuration update occurs.
Figure 7-5 shows a sample pending table, while Figure 7-6 shows a sample active table. The columns in
both pending and active tables are the same. However, in the sample pending table, the business
administrator has manually added three new terms (benchmark results, benchmark definitions, and brand
positioning tools) as shown in Figure 7-5. Immediately after these terms were added, a user logged in
and viewed the active table, where the terms do not yet appear as shown in Figure 7-6.
Figure 7-5

Sample Pending Table
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Figure 7-6

Sample Active Table

Related Topics
•

Active and Pending Table Functionality, page 7-18

Vocabulary Page Elements
To access the Vocabulary page, click the Vocabulary tab. The Vocabulary page appears as shown in
Figure 7-7.
Figure 7-7

Sample Vocabulary Page

The Vocabulary page is composed of the Vocabulary Settings task pane, which enables the business
administrators to perform various tasks with the Pulse and Restricted Vocabularies. Table 7-5 describes
the elements of the task pane.
Table 7-5

Vocabulary Settings Task Pane Elements

Element

Description

Pulse Vocabulary area
View Edit link

Click the View Edit link to access the View and Edit Pulse Vocabulary page, where
a business administrator can view the pending table. In this table, the business
administrator can add, modify, or delete a term from the Pulse Vocabulary, and the
update is reflected in the table until a configuration update is performed.
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Table 7-5

Element

Vocabulary Settings Task Pane Elements (continued)

Description

Download Active Terms link

To download the Pulse Vocabulary terms that Cisco Pulse is actively discovering and
tagging in content shared across the network, click the Download Active Terms link.
The terms are downloaded in a 13-column structure and CSV format to a hard disk.

Download Pending Terms link

To download the Pulse Vocabulary terms that Cisco Pulse is actively discovering and
tagging, plus any pending additions and modifications, and minus any deletions,
click the Download Pending Terms link. The terms are downloaded in a 13-column
structure and CSV format to a hard disk.

Overwrite link

To upload a Pulse Vocabulary in a 13-column structure and CSV format from a hard
disk to the pending table, click the Overwrite link.

Caution

After the Pulse Vocabulary is initially uploaded into the system, any
subsequent uploads overwrite the existing vocabulary. For information on
preventing this situation, see the “Uploading a Vocabulary” section on
page 7-22.

Accept Suggested Tags link

To access the Accept Suggested Tag page where a business administrator can accept
or reject suggested terms from users for inclusion in the Pulse Vocabulary, click the
Accept Suggested Tags link.

number terms Pulse Vocabulary

Displays the number of terms currently in the pending table.

Last Updated date

Displays the date on which the pending table was last updated by the business
administrator. If no date appears, the vocabulary has not been created or updated.

Restricted Vocabulary area
View Edit link

To access the View and Edit Restricted Vocabulary page, where a business
administrator can view the Restricted Vocabulary, and add, modify, or delete a term,
click the View Edit link.

Download link

To download the Restricted Vocabulary in a 13-column structure and CSV format to
a hard disk, click the Download link.

Overwrite link

To upload a Restricted Vocabulary in a 13-column structure and CSV format from a
hard disk, click the Overwrite link.

Caution

After the Restricted Vocabulary is initially uploaded into the system, any
subsequent uploads overwrite the existing vocabulary. For information on
preventing this situation, see the “Uploading a Vocabulary” section on
page 7-22.

number terms Restricted
Vocabulary

Displays the number of terms currently in the Restricted Vocabulary.

Last Updated date

Displays the date on which the Restricted Vocabulary was last updated by the
business administrator. If no date appears, the vocabulary has not been created or
updated.
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Note

Even though the Pulse and Restricted Vocabularies have distinct purposes, the user interface elements
for both vocabularies are similar. Where similarities exist, the documentation presents one set of
instructions for performing tasks for both vocabularies. Any differences in performing a task for a
particular vocabulary are explicitly called out.
Related Topics
•

Pulse Vocabulary Active and Pending Tables, page 7-17

•

Uploading a Vocabulary, page 7-22

•

Viewing and Updating a Vocabulary, page 7-24

•

Accepting User-Suggested Tags, page 7-34

•

Downloading a Vocabulary, page 7-38

Uploading a Vocabulary
The Vocabulary Settings task pane provides an upload functionality that enables a business administrator
to upload the Pulse and Restricted Vocabularies in their entirety into the system.

Caution

After the Pulse and Restricted Vocabularies are initially uploaded into the system, any subsequent
uploads of a CSV file overwrite the existing vocabularies. Therefore, if there are a small to moderate
number of updates that need to be made to a vocabulary, a business administrator can make these updates
using the View and Edit Pulse or Restricted Vocabulary pages. If there are a large number of updates, we
recommend downloading a CSV file containing the vocabulary to a hard disk, making the updates to the
CSV file using the Microsoft Excel application, then uploading the file back to the system. For more
information, see the “Downloading a Vocabulary” section on page 7-38 and the “Uploading a
Vocabulary” section on page 7-22.
Before You Begin

You must be aware of these guidelines:
•

The vocabulary must be in the 13-column structure described in the “Structure and Format of the
Vocabularies” section on page 7-4.

•

When uploading the files, Cisco Pulse accepts only the .csv or .txt file extensions and the CSV
format.

Procedure

To upload a Pulse or Restricted Vocabulary from a hard disk:
Step 1

In the Vocabulary Settings task pane, click the Overwrite link in the Pulse Vocabulary or Restricted
Vocabulary areas.
Figure 7-8 shows how to click the Overwrite link in the Pulse Vocabulary area.
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Figure 7-8

Sample Vocabulary Settings Task Pane—Overwrite Link

The Vocabulary Settings task pane updates with an empty field and associated Browse and Submit
buttons as shown in Figure 7-9.
Figure 7-9

Step 2

Sample Vocabulary Settings Task Pane—Uploading a Pulse or Restricted Vocabulary

Click Browse.
The File Upload dialog box appears as shown in Figure 7-10.
Figure 7-10

Sample Vocabulary Settings Task Pane—Navigating to a CSV File

Step 3

Navigate to the location of the file, highlight the file, and click Open.

Step 4

Back in the Vocabulary Settings task pane, click Submit to upload the file to the system.

Related Topics
•

Pulse Vocabulary Active and Pending Tables, page 7-17

•

Vocabulary Page Elements, page 7-20
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•

Viewing and Updating a Vocabulary, page 7-24

•

Accepting User-Suggested Tags, page 7-34

•

Downloading a Vocabulary, page 7-38

Viewing and Updating a Vocabulary
These topics describe the elements of and the actions a business administrator can take with the Pulse
and Restricted Vocabularies:
•

Vocabulary Elements, page 7-24

•

Viewing a Vocabulary, page 7-26

•

Adding New Terms, page 7-27

•

Modifying Terms, page 7-30

•

Deleting Terms, page 7-32

Related Topics
•

Pulse Vocabulary Active and Pending Tables, page 7-17

•

Vocabulary Page Elements, page 7-20

•

Uploading a Vocabulary, page 7-22

•

Accepting User-Suggested Tags, page 7-34

•

Downloading a Vocabulary, page 7-38

Vocabulary Elements
To view and maintain a vocabulary, a business administrator must access the View and Edit Pulse
Vocabulary page or the View and Edit Restricted Vocabulary page. In the Vocabulary Settings task pane,
click the View Edit link in either the Pulse Vocabulary or Restricted Vocabulary areas. Figure 7-11
shows how to click the View Edit link in the Pulse Vocabulary area.
Figure 7-11

Sample Vocabulary Settings Task Pane—Clicking the View Edit Link

The View and Edit Pulse and Restricted Vocabulary pages have the same elements. Figure 7-12 displays
the View and Edit Pulse Vocabulary page.
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Figure 7-12

Sample View and Edit Pulse Vocabulary Page

Table 7-6 describes all elements of the View and Edit Pulse and Restricted Vocabulary pages except
those elements that enable business administrators to control what they are viewing. For information on
these control elements, see the “Viewing a Vocabulary” section on page 7-26.
Table 7-6

Vocabulary Elements

Element

Description

Vocabulary Settings link

To return to the Vocabulary Settings task pane, click the
Vocabulary Settings link.

Row count

Displays the row numbers currently shown and the total number of
rows for the table.

Add buttons

To add a new term to the Pulse or Restricted Vocabulary, click Add
at the top or bottom left of the page.

Delete All

To delete all terms displayed in the current page, click Delete All in
the left-most column header. When prompted to verify the deletion,
click OK.
To delete a term, click the delete icon next to the term. When
prompted to verify the deletion, click OK.

Term column

Displays each term in the Pulse or Restricted Vocabulary.
Click a term to modify it. For more information on performing this
task, see the “Modifying Terms” section on page 7-30.

Synonym/Related Terms column Displays up to five synonyms, separated by commas, for each term.
Click the synonyms to modify them. For more information on
performing this task, see the “Modifying Terms” section on
page 7-30.
Created By column

Displays the username of the person who added the term to the
Pulse or Restricted Vocabulary. You cannot modify the username.

Updated By column

Displays the username of the person who last edited the term. This
person could be a business administrator or a user. You cannot
modify the username.
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Table 7-6

Vocabulary Elements (continued)

Element

Description

Page count

Displays the current page number and the total number of pages for
the table.

Resizable columns

To change the width of a column, place your cursor over a column
border. After your cursor changes to a bidirectional arrow, left-click
on the border, then drag it to increase or decrease the width of the
column.
Note

The system retains any column changes during your present
session only. If you end your session by going to another
page then returning to this page, the columns in the
vocabulary table return to their default state.

Related Topics
•

Viewing a Vocabulary, page 7-26

•

Adding New Terms, page 7-27

•

Modifying Terms, page 7-30

•

Deleting Terms, page 7-32

Viewing a Vocabulary
The Pulse and Restricted Vocabularies can include many terms, which encompass several View and Edit
Pulse or Restricted Vocabulary pages. This topic describes some helpful control tools that allow you to
navigate these pages.
Procedure

To view the contents of the Pulse or Restricted Vocabulary:
Step 1

In the Vocabulary Settings task pane, click the View Edit link in either the Pulse Vocabulary or
Restricted Vocabulary areas.
The View and Edit Pulse or Restricted Vocabulary page displays. Figure 7-13 displays the View and Edit
Pulse Vocabulary page with callouts to helpful control tools, which are described in this procedure.
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Figure 7-13

Sample View and Edit Pulse Vocabulary Page—Helpful Control Tools

Step 2

To change the number of rows displayed in the page, use the drop-down arrow in the upper right corner
of the page as shown in Figure 7-13, then click Go.

Step 3

To move through the pages, click the first and last page buttons or the previous or next page buttons in
the bottom right corner of the page as shown in Figure 7-13.

Step 4

To narrow the Pulse or Restricted Vocabulary down to one term or all terms that contain a particular word
or phrase, enter the desired word or phrase in the Filter field in the upper right corner of the page as
shown in Figure 7-13, then click the magnifying glass icon.

Step 5

To return to the Pulse or Restricted Vocabulary in its entirety, remove any verbiage in the Filter field,
then click the magnifying glass icon.

Related Topics
•

Vocabulary Elements, page 7-24

•

Adding New Terms, page 7-27

•

Modifying Terms, page 7-30

•

Deleting Terms, page 7-32

Adding New Terms
A business administrator can add new terms to the Pulse and Restricted Vocabularies.

Note

To add a small to moderate number of terms, a business administrator can use the method described in
this topic. If there are a large number of additions, be aware that uploading a CSV file containing only
the additional terms overwrites the existing Pulse or Restricted Vocabulary. Therefore, we recommend
downloading a CSV file containing the Pulse or Restricted Vocabulary to a hard disk, making the
additions to the CSV file using the Microsoft Excel application, then uploading the file back to the
system. For more information, see the “Downloading a Vocabulary” section on page 7-38 and the
“Uploading a Vocabulary” section on page 7-22.
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Note

If using the Microsoft Excel application to modify the Pulse or Restricted Vocabulary, be aware that the
application might treat an alphanumeric entry such as “MAR 20” as a date and convert the entry to a
format such as “20-Mar.” To work around this issue, format that particular cell as text.
Before You Begin

The View and Edit Pulse and Restricted Vocabulary pages accept a new term, along with up to five
synonyms. The term and its synonyms must adhere to rules described in the “Rules for Specifying Terms
and Synonyms” section on page 7-16.
Procedure

To add new terms to the Pulse or Restricted Vocabulary:
Step 1

In the Vocabulary Settings task pane, click the View Edit link in either the Pulse Vocabulary or
Restricted Vocabulary areas.
The View and Edit Pulse or Restricted Vocabulary page displays. Figure 7-14 displays the View and Edit
Pulse Vocabulary page.
Figure 7-14

Step 2

Sample View and Edit Pulse Vocabulary Page

To add a new term, click Add in the top or bottom left of the page.
The first row updates with an editable field in the Term column as shown in Figure 7-15.
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Figure 7-15

Sample View and Edit Pulse Vocabulary Page—Adding a New Term

Step 3

Enter the new term in the Term column.

Step 4

To save the term, take one of these actions:
•

Click in the Synonym/Related Term column to the right of your new term.

•

Click the Tab button on your keyboard.

Cisco Pulse displays a message at the bottom of the page indicating whether or not the term was
successfully added. If the term is successfully added, the Synonym/Related Term column to the right of
the new term becomes an editable field.
Step 5

Optionally, enter up to five synonyms for the term.
You must separate each synonym with a comma (,).

Step 6

To save the synonyms, take one of these actions:
•

Click in another column.

•

Click the Tab button on your keyboard.

Cisco Pulse displays a message at the bottom of the page indicating whether or not the synonyms were
successfully added.
The Created By and Updated By columns automatically populate with the username with which you are
logged in.
Step 7

Repeat Step 2 through Step 6 for each additional term that needs to be added.

Note

New terms added to the Pulse Vocabulary since the last configuration update appear in the
pending table in the View and Edit Pulse Vocabulary page. These terms are not discovered and
tagged by Cisco Pulse until a configuration update is performed. Given this condition, we
recommend performing an immediate configuration update after adding new terms to the Pulse
Vocabulary. For more information, see the “Performing an Immediate Configuration Update”
section on page 6-73.
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Related Topics
•

Vocabulary Elements, page 7-24

•

Viewing a Vocabulary, page 7-26

•

Modifying Terms, page 7-30

•

Deleting Terms, page 7-32

Modifying Terms
A business administrator can modify terms and synonyms in the Pulse and Restricted Vocabularies.

Note

To modify a small to moderate number of terms and synonyms, a business administrator can use the
method described in this topic. If there are a large number of modifications, be aware that uploading a
CSV file containing only the modified terms overwrites the existing Pulse or Restricted Vocabulary.
Therefore, we recommend downloading a CSV file containing the Pulse or Restricted Vocabulary to a
hard disk, making the modifications to the CSV file using the Microsoft Excel application, then
uploading the file back to the system. For more information, see the “Downloading a Vocabulary”
section on page 7-38 and the “Uploading a Vocabulary” section on page 7-22.

Note

If using the Microsoft Excel application to modify the Pulse or Restricted Vocabulary, be aware that the
application might treat an alphanumeric entry such as “MAR 20” as a date and convert the entry to a
format such as “20-Mar.” To work around this issue, format that particular cell as text.
Before You Begin

When modifying terms and associated synonyms, a business administrator must adhere to rules
described in the “Rules for Specifying Terms and Synonyms” section on page 7-16.
Procedure

To modify terms and associated synonyms in the Pulse or Restricted Vocabulary:
Step 1

In the Vocabulary Settings task pane, click the View Edit link in either the Pulse Vocabulary or
Restricted Vocabulary areas.
The View and Edit Pulse or Restricted Vocabulary page displays. Figure 7-16 displays the View and Edit
Pulse Vocabulary page.
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Figure 7-16

Step 2

Sample View and Edit Pulse Vocabulary Page—Locating a Term

To locate a term in the Pulse or Restricted Vocabulary, enter the term in the Filter field, then click the
magnifying glass icon as shown in Figure 7-16.
Cisco Pulse narrows the vocabulary to one or more terms that contain the word or phrase entered in the
Filter field.

Step 3

After Cisco Pulse locates the desired term, click in the term column.
The Term field becomes editable as shown in Figure 7-17.
Figure 7-17

Sample View and Edit Pulse Vocabulary Page—Modifying a Term

Step 4

Modify the term as desired.

Step 5

To save the modification, take one of these actions:
•

Click in the Synonym/Related Term column to the right of the term.

•

Click the Tab button on your keyboard.

Cisco Pulse displays a message at the bottom of the page indicating whether or not the term was
successfully modified. If the term is successfully modified, the Synonym/Related Term column to the
right of the new term becomes an editable field.
Step 6

Optionally, modify the synonyms and related terms.

Step 7

To save the modifications, click the Tab button on your keyboard.
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Cisco Pulse displays a message at the bottom of the page indicating whether or not the synonyms were
successfully modified.
The system automatically populates the usernames in the Created By and Updated By columns, and these
usernames cannot be modified.
Step 8

Repeat Step 2 through Step 7 for each additional term that needs to be modified.

Note

Pulse Vocabulary terms that are modified since the last configuration update appear in the
pending table in the View and Edit Pulse Vocabulary page. Cisco Pulse continues to discover and
tag the unmodified version of the term until a configuration update is performed. After the
configuration update, the modified term becomes active, and Cisco Pulse begins to discover and
tag it. Given this condition, we recommend performing an immediate configuration update after
modifying terms in the Pulse Vocabulary. For more information, see the “Performing an
Immediate Configuration Update” section on page 6-73.

Related Topics
•

Vocabulary Elements, page 7-24

•

Viewing a Vocabulary, page 7-26

•

Adding New Terms, page 7-27

•

Deleting Terms, page 7-32

Deleting Terms
A business administrator can delete terms from the Pulse and Restricted Vocabularies.

Note

If there are a small to moderate number of terms to delete, a business administrator can use the method
described in this topic. If there are a large number of deletions, we recommend downloading a CSV file
containing the Pulse or Restricted Vocabulary to a hard disk, deleting the unneeded terms in the CSV file
using the Microsoft Excel application, then uploading the file back to the system. For more information,
see the “Downloading a Vocabulary” section on page 7-38 and the “Uploading a Vocabulary” section on
page 7-22.

Note

If using the Microsoft Excel application to modify the Pulse or Restricted Vocabulary, be aware that the
application might treat an alphanumeric entry such as “MAR 20” as a date and convert the entry to a
format such as “20-Mar.” To work around this issue, format that particular cell as text.
Procedure

To delete terms from the Pulse or Restricted Vocabulary:
Step 1

In the Vocabulary Settings task pane, click the View Edit link in either the Pulse Vocabulary or
Restricted Vocabulary areas.
The View and Edit Pulse or Restricted Vocabulary page displays. Figure 7-18 displays the View and Edit
Pulse Vocabulary page.
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Figure 7-18

Step 2

Sample View and Edit Pulse Vocabulary Page—Locating a Term

To locate a term in the Pulse or Restricted Vocabulary, enter the term in the Filter field, then click the
magnifying glass icon as shown in Figure 7-18.
Cisco Pulse narrows the vocabulary to one or more terms that contain the word or phrase entered in the
Filter field. After Cisco Pulse locates the desired term(s), delete them by taking the action described in
Step 3 or Step 4.

Step 3

To delete one or more terms on a page, perform these substeps:
a.

Click the delete icon to the left of the term as shown in Figure 7-19.

Figure 7-19

b.

Sample View and Edit Pulse Vocabulary Page—Clicking Delete Icon

When prompted to verify the deletion, click OK.
The task bar at the bottom of the page provides an update about the status of the deletion.

c.
Step 4

Repeat Substeps a and b for each additional term that needs to be deleted.

To delete all terms on a page, perform these steps:
a.

Click Delete All in the left-most column header as shown in Figure 7-20.
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Figure 7-20

b.

Sample View and Edit Pulse Vocabulary Page—Clicking Delete All

When prompted to verify the deletions, click OK.
The task bar at the bottom of the page provides an update about the status of the deletion.

Note

Terms that are deleted from the Pulse Vocabulary since the last configuration update are removed
from the pending table in the View and Edit Pulse Vocabulary page. Cisco Pulse continues to
discover and tag these terms until a configuration update is performed. After the configuration
update, the deleted terms no longer exist in the active table, and Cisco Pulse no longer analyzes
content shared across the network for them. Given this condition, we recommend performing an
immediate configuration update after deleting terms from the Pulse Vocabulary. For more
information, see the “Performing an Immediate Configuration Update” section on page 6-73.

Related Topics
•

Vocabulary Elements, page 7-24

•

Viewing a Vocabulary, page 7-26

•

Adding New Terms, page 7-27

•

Modifying Terms, page 7-30

Accepting User-Suggested Tags
Note

This topic applies to the Pulse Vocabulary only.
Users can suggest new terms, along with associated synonyms or related terms for inclusion in the Pulse
Vocabulary, which are known as user-suggested tags. All of these suggestions are subject to the approval
of the business administrator.
We recommend that the business administrator visits the Accept Suggested Tags page and approves or
rejects suggested terms and synonyms two to three times per week.
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These topics provide additional information on user-suggested tags:
•

Accept Suggested Tags Page Elements, page 7-35

•

Accepting and Rejecting Suggested Tags, page 7-36

Related Topics
•

Pulse Vocabulary Active and Pending Tables, page 7-17

•

Vocabulary Page Elements, page 7-20

•

Uploading a Vocabulary, page 7-22

•

Viewing and Updating a Vocabulary, page 7-24

•

Downloading a Vocabulary, page 7-38

Accept Suggested Tags Page Elements
From the Accept Suggested Tags page, which is shown in Figure 7-21, a business administrator can
accept or reject new terms, which are also known as tags, and related synonyms suggested by users.
Figure 7-21

Accept Suggested Tags Page

Table 7-7 describes the elements of the Accept Suggested Tags page.
Table 7-7

Accept Suggested Tags Page Elements

Element

Description

Vocabulary Settings link

To return to the Vocabulary Settings task pane, click the
Vocabulary Settings link.

Row count

Displays the row numbers currently shown and the total number of
rows for the table.

Number of rows per page

To change the number of rows displayed on a page, use the
drop-down arrow to select a number, then click Go.
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Table 7-7

Accept Suggested Tags Page Elements (continued)

Element

Description

Search field

To narrow the suggested tags to those that contain a particular word
or phrase only, enter the word or phrase in the search field and click
the magnifying glass icon.
To return to the entire list of suggested tags, remove any words or
phrases from the search field, then click the magnifying glass icon.

Approve column

To approve a suggested term, along with its synonyms, for inclusion
in the Pulse Vocabulary, click the associated Approve radio button.
To approve all suggested terms, along with their synonyms, in a
page, click the Approve radio button in the Approve column
header.

Reject column

To reject a suggested term, along with its synonyms, for inclusion
in the Pulse Vocabulary, click the associated Reject radio button.
To reject all suggested terms, along with their synonyms, in a page,
click the Reject radio button in the Reject column header.

Term column

Displays the terms suggested by users.
To modify a term, click on the display field, which converts to an
editable field and modify the term.

Synonym/Related Terms column Displays one or more synonyms if users suggested them.
To add or modify a suggested synonym, click on the display field,
which converts to an editable field, and add or modify the synonym
if desired.
Requested By column

If a term is suggested by a user, displays their username.

Save button

To save approvals, rejections, and edits, click Save.

Reset button

To reset all radio buttons and edits to their previous state, click
Reset. This action applies to changes made since you last clicked
Save.

Page count

Displays the current page and the total number of pages for the
table.

Paging buttons

To move through the pages, click the first and last page buttons or
the previous or next page buttons as desired.

Related Topics
•

Accepting and Rejecting Suggested Tags, page 7-36

Accepting and Rejecting Suggested Tags
The business administrator should be aware of these implications for accepting and rejecting suggested
terms, which are also known as tags:
•

If the business administrator accepts a user-suggested tag, Cisco Pulse adds the term to the Pulse
Vocabulary.

Cisco Pulse Administrator Guide

7-36

OL-20214-02

Chapter 7

Creating and Maintaining Vocabularies
Working with the Vocabularies

•

Cisco Pulse does not discover and tag approved terms until a configuration update is performed.
Given this condition, we recommend performing an immediate configuration update after approving
terms. For more information, see the “Performing an Immediate Configuration Update” section on
page 6-73.

•

If the business administrator rejects a user-suggested tag, the same or a different user can re-suggest
the same tag later.

Procedure

To accept or reject a user-suggested tag:
Step 1

In the Vocabulary Settings task pane, click Accept Suggested Tags in the Pulse Vocabulary area as
shown in Figure 7-22.
Figure 7-22

Sample Vocabulary Settings Task Pane—Click Accept Suggested Tags

The Accept Suggested Tags page appears as shown in Figure 7-23.
Figure 7-23

Step 2

Sample Accept Suggested Tags Page

If the list of suggested tags is lengthy, encompassing several pages, use these features to find a particular
tag, if needed:
a.

To change the number of rows displayed on the page, use the drop-down arrow in the upper right
corner of the page as shown in Figure 7-23, then click Go.

b.

To move through the pages, click the first and last page buttons or the previous or next page buttons
in the bottom right corner of the page as shown in Figure 7-23.
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c.

To narrow the suggested tags down to one tag, or all tags that contain a particular word or phrase,
enter a word or phrase in the search field in the upper right corner of the page as shown in
Figure 7-23, then click the magnifying glass icon.
To return to the complete list of suggested tags, remove any words or phrases from the search field,
then click the magnifying glass icon.

Step 3

To accept or reject a term, click the associated radio button for that term.

Step 4

Optionally, edit the term and its associated synonyms by clicking the desired field.
The display field converts to an editable field, where a business administrator can correct a typo, add a
synonym, remove a synonym, and so on.

Step 5

To save your work, click Save.
If needed, you can also click Reset, which resets all radio buttons and edits to their previous state. This
action applies to changes made since you last clicked Save.

Related Topics
•

Accept Suggested Tags Page Elements, page 7-35

Downloading a Vocabulary
Cisco Pulse provides this download functionality for the Pulse and Restricted Vocabularies:
•

Downloading Active and Pending Pulse Vocabulary Terms, page 7-38

•

Downloading Restricted Vocabulary Terms, page 7-40

Related Topics
•

Pulse Vocabulary Active and Pending Tables, page 7-17

•

Vocabulary Page Elements, page 7-20

•

Uploading a Vocabulary, page 7-22

•

Viewing and Updating a Vocabulary, page 7-24

•

Accepting User-Suggested Tags, page 7-34

Downloading Active and Pending Pulse Vocabulary Terms
A business administrator can download the contents of the active and pending Pulse Vocabulary tables.
The active table includes the Pulse Vocabulary terms that Cisco Pulse is actively discovering and tagging
in content shared across the network. The pending table includes the same terms as the active table, plus
any pending additions and modifications, and minus any deletions since the last configuration update.
The system downloads the contents of each table as a CSV file to the desktop of a system. Open the file
using an application such as the Microsoft Excel application.

Note

If using the Microsoft Excel application to modify the Pulse Vocabulary, be aware that the application
might treat an alphanumeric entry such as “MAR 20” as a date and convert the entry to a format such as
“20-Mar.” To work around this issue, format that particular cell as text.
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Procedure

To download the contents of the active or pending tables:
Step 1

In the Vocabulary Settings task pane, click Download Active Terms or Download Pending Terms as
appropriate in the Pulse Vocabulary area.
Figure 7-24 shows how to click Download Active Terms in the Pulse Vocabulary area.
Figure 7-24

Sample Vocabulary Settings Task Pane—Click Download Active Terms Link

The Opening dialog box appears as shown in Figure 7-25.
Figure 7-25

Step 2

Sample Opening Dialog Box

To open the file with the Microsoft Excel application, make sure the Open with radio button is clicked,
then click OK.
After the file opens in the Microsoft Excel application, save it to the desired location of the hard disk.

Step 3

Either view the contents, or update the contents then upload the CSV file back to the system.
For information on uploading a CSV file back to the system, see the “Uploading a Vocabulary” section
on page 7-22.

Related Topics
•

Downloading Restricted Vocabulary Terms, page 7-40

Cisco Pulse Administrator Guide
OL-20214-02

7-39

Chapter 7

Creating and Maintaining Vocabularies

Working with the Vocabularies

Downloading Restricted Vocabulary Terms
A business administrator can download the Restricted Vocabulary to a hard disk. The system downloads
the vocabulary as a CSV file to the desktop of the system. The business administrator can then open the
file using an application such as the Microsoft Excel application.

Note

If using the Microsoft Excel application to modify the Pulse or Restricted Vocabularies, be aware that
the application might treat an alphanumeric entry such as “MAR 20” as a date and convert the entry to
a format such as “20-Mar.” To work around this issue, format that particular cell as text.
Procedure

To download the Restricted Vocabulary:
Step 1

In the Vocabulary Settings task pane, click Download in the Restricted Vocabulary area.
Figure 7-26 shows how to click Download in the Restricted Vocabulary area.
Figure 7-26

Sample Vocabulary Settings Task Pane—Click Download Link

The Opening dialog box appears as shown in Figure 7-27.
Figure 7-27

Step 2

Sample Opening Dialog Box

To open the vocabulary with the Microsoft Excel application, make sure the Open with radio button is
clicked, then click OK.
After the vocabulary opens in the Microsoft Excel application, save it to the desired location of the hard
disk.
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Step 3

Either view the vocabulary, or update its contents then upload the CSV file back to the system.
For information on uploading a CSV file, which contains the Restricted Vocabulary, back to the system,
see the “Uploading a Vocabulary” section on page 7-22.

Related Topics
•

Downloading Active and Pending Pulse Vocabulary Terms, page 7-38
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Monitoring Cisco Pulse
You can monitor Cisco Pulse using these methods:
•

Note

The Administration setup wizard does not allow you to monitor Cisco Pulse. You can access the
Monitoring page after you complete the initial configuration of Cisco Pulse using the Administration
setup wizard.
•

Note

The Monitoring page. Through this page, you can access and view application logs, system logs, and
information about the Pulse Appliances.

The show_tech.sh utility, which captures various counters, information about currently running
processes, and current disk usage.

Using the show_tech.sh utility, we strongly recommend that you monitor the percentage of the hard disk
that is currently used on the Pulse Connect and Collect Appliances at regular intervals. If the hard disk
on either appliance reaches a usage threshold of 90 percent, you must move files to free up space. If the
hard disk on either appliance reaches a usage threshold of 100 percent, services may be interrupted.
These topics describes the two methods:
•

Monitoring Cisco Pulse Using the Monitoring Pages, page 8-1

•

Monitoring Pulse Appliances Using the show_tech.sh Utility, page 8-13

Monitoring Cisco Pulse Using the Monitoring Pages
These topics describe what you can monitor using the Monitoring pages:
•

Accessing the Application Log, page 8-2

•

Accessing the System Log, page 8-3

•

Viewing the Pulse Appliances, page 8-4
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Accessing the Application Log
The application log is comprised of application-level errors and warnings that are issued by Cisco Pulse
components. Cisco Pulse collects these errors and warnings from these components:
•

Database—Generates messages related to database transactions.

•

License—Generate messages related to the licensing module.

•

Management—Generates messages related to the management console, which enables you to
configure attributes that configure the Pulse Connect and Collect Engines, add users to Cisco Pulse,
and so on.

•

OpenSocial—Generates messages related to the opensocial container module.

•

Others—Generates messages related to the system monitoring and serviceability logs.

•

Pulse Collect Engine—Generates messages related to Pulse Collect Engines, which discover content
shared across the network.

•

Presence—Generates messages related to the Cisco Unified Presence integration module.

•

Pulse Connect Engine—Generates messages related to the Pulse Connect Engine.

•

Pulse Locator—Generates messages related to Pulse Locator.

•

Search Infra—Generates messages related to the index of terms in content shared across the
network, and the index of various fields in public profiles.

•

Tomcat—Generates messages related to Apache Tomcat, which is a web container through which
all Cisco Pulse user interface-related files are archived into one.

•

User interface—Generates messages related to user interface of Cisco Pulse.

•

Vocabulary—Generates messages related to the management of the Pulse and Restricted
Vocabularies.

•

Vocabulary Mailer—Generates messages related to the vocabulary notification module.

To view a snapshot of currently collected errors and warnings, click the Application Log link in the
Monitoring page. A scrollable window containing the application log appears as shown in Figure 8-1.
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Figure 8-1

Sample Monitoring Page—Viewing Application Log

The Monitoring page provides these application log tools:
•

Filter field and Search button—Enables you to perform a simple, text-based search on a
case-sensitive alphanumeric string. You can narrow the displayed errors and warnings to just those
in which a particular string is found by entering the string, and clicking Search. For example, you
can narrow the log to all errors and warnings containing “tomcat.”

•

Refresh button—To update the snapshot of errors and warnings shown in the application log window
to the latest collected from the various components, click Refresh.

•

Download Logs link—To download the contents of the application log into ASCII text files, which
are compressed using the WinZip utility, click Download Logs. We recommend opening the files
with an application that recognizes the inserted line breaks, for example, Microsoft WordPad.

Related Topics
•

Accessing the System Log, page 8-3

•

Viewing the Pulse Appliances, page 8-4

Accessing the System Log
The system log is comprised of kernel, or operating system-level messages, that are issued when a Pulse
Connect or Collect Appliance experiences a hardware problem, for example, a hard disk problem.
To view a snapshot of currently collected messages, click the System Log link in the Monitoring page.
A scrollable window containing the system log appears as shown in Figure 8-2.
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Figure 8-2

Sample Monitoring Page—Viewing System Log

The Monitoring page provides these system log tools:
•

Filter field and Search button—Enables you to perform a simple, text-based search on a
case-sensitive alphanumeric string. You can narrow the displayed messages to just those in which a
particular string is found by entering the string, and clicking Search. For example, you can narrow
the log to all messages containing “BIOS.”

•

Refresh button—To update the snapshot of messages shown in the system log window to the latest
collected by Cisco Pulse, click Refresh.

•

Download Logs link—To download the contents of the system log into ASCII text files, which are
compressed using the WinZip utility, click Download Logs. We recommend opening the files with
an application that recognizes the inserted line breaks, for example, Microsoft WordPad.

Related Topics
•

Accessing the Application Log, page 8-2

•

Viewing the Pulse Appliances, page 8-4

Viewing the Pulse Appliances
The Monitoring page enables you to access and view information about the Pulse Collect and Connect
Appliances. To access device information, click the Devices link. The page updates with a list of
currently configured Pulse Collect and Connect Appliances as shown in Figure 8-3.
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Figure 8-3

Sample Monitoring Page—Viewing Device Information

These topics describe how to access the respective device information and the actual information you
are viewing:
•

Viewing Pulse Collect Appliance Status, page 8-5

•

Viewing Pulse Connect Appliance Status, page 8-11

Related Topics
•

Accessing the Application Log, page 8-2

•

Accessing the System Log, page 8-3

Viewing Pulse Collect Appliance Status
To view the status of a Pulse Collect Appliance, click the associated plus (+) icon. Cisco Pulse displays
various status fields and counters for the appliance as shown in Figure 8-4.
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Figure 8-4

Sample Monitoring Page—Viewing Pulse Collect Appliance Information

Table 8-1 describes each status and counter field for the appliance.
Table 8-1

Pulse Collect Appliance Status Fields

Field

Descriptions

IP Address

Displays the IP address or host name configured for the appliance.

Status
Packet Analyzer (pid number) is status...

Startup Time: day month date hh:mm:ss time-zone
year

Displays the process identification number and status of the Packet
Analyzer process. The status can be one of these valid values:
•

Running—The process is up and running.

•

Stopped—The process is not currently running.

Displays the date and time that the appliance was last started up.

Packet Analyzer Configuration File: day month date Displays the date and time that the Packet Analyzer configuration
hh:mm:ss time-zone year
file was last updated.
Privacy Accepted Userlist (Refreshed): day month
date hh:mm:ss time-zone year

Displays the date and time that the privacy policy, which displays
the first time a user logs into the Cisco Pulse, was last accepted by
a user.

Accepted Web Domains (Refreshed): day month
date hh:mm:ss time-zone year

Displays the date and time that the Accepted Web Domains filter
was last updated.

Restricted Web Domains (Refreshed): day month
date hh:mm:ss time-zone year

Displays the date and time that the Restricted Web Domains filter
was last updated.
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Table 8-1

Pulse Collect Appliance Status Fields (continued)

Field
Search Infra (number) is status

Descriptions
Displays the process identification number and status of the Search
Infrastructure process, which indexes users based on Pulse tags and
analysis for the Pulse Locator. The status of this process can be one
of these valid values:
•

Running—The process is up and running.

•

Stopped—The process is not currently running.

Startup Time: day month date hh:mm:ss time-zone
year

Displays the date and time that the Search Infrastructure process
was last started up.

Search Infra Configuration File: day month date
hh:mm:ss time-zone year

Displays the date and time that the Search Infrastructure
configuration file was last updated.

Pulse Vocabulary: day month date hh:mm:ss
time-zone year

Displays the date and time that the Pulse Vocabulary was last
updated.

Restricted Vocabulary: day month date hh:mm:ss
time-zone year

Displays the date and time that the Restricted Vocabulary was last
updated.

Startup Time: day month date hh:mm:ss time-zone
year

Displays the date and time that the Pulse Collect Appliance was last
started up.

Needs configuration
Does not need configuration

Displays the status “Need configuration” if you have updated the
list of Pulse Collect Appliances, attributes common to all of these
appliances, or attributes specific to a particular appliance. This flag
indicates to the Pulse Connect Appliance that it needs to pull in the
updated Pulse Collect Appliance configuration.
Displays the status “Does not need configuration” if you have not
updated the configuration of the Pulse Collect Appliances, and
therefore, the Pulse Connect Appliance has the latest configuration
and does not need to take any action.

HTTP Counters
Total POST Requests

Total number of HTTP POST requests.

Total GET Requests

Total number of HTTP GET requests.

Pipelined GET Requests

Number of GET requests that were pipelined, or written to one
socket without waiting for a response for each request.

URLs Not From “Accepted Web Domains”

Number of URLs not in the Accepted Web Domains filter.

URLs From “Restricted Web Domains”

Number of URLs in the Restricted Web Domains filter.

Unsupported File Type Requests

Number of requests that involved unsupported file types.

Unsupported MIME Type Requests

Number of requests that involved unsupported Multipurpose
Internet Mail Extension (MIME) types.

Doc Size Exceeded Drops

Number of requests dropped because the document exceeded the
maximum size.

Missing Content Type Header Drops

Number of requests dropped because the content type header was
missing.

Missing Content Length Header Drops

Number of requests dropped because the content length header was
missing.
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Table 8-1

Pulse Collect Appliance Status Fields (continued)

Field

Descriptions

Chunked Encoding Requests

Number of requests to split HTTP messages into multiple chunks.

Chunked Encoding Failure Drops

Number of requests dropped because the chunked encoding process
failed.

GZIP Failure Drops

Number of requests dropped because of a GZIP file compression
failure.

URL Redirects

Number of times a user was redirected from one URL to another
URL.

Content Range Non Existent Sessions

Number of partial content GET requests received for URLs with no
previous saved content.

Content Range Session Create Failures

Number of partial content GET request sessions that could not be
created.

Content Range Session Create Success

Number of partial content GET request sessions that were
successfully created.

Successful Content Range Sessions

Number of partial content GET request sessions for which
documents were successfully generated.

Content Range Deleted Sessions

Number of deleted partial content GET request sessions.

Successful POST Requests

Number of HTTP POST requests that were tagged successfully by
Cisco Pulse.

Successful GET Requests

Number of HTTP GET requests that were tagged successfully by
Cisco Pulse.

Successful VIDEO GET Requests

Number of VIDEO GET requests that were tagged successfully by
Cisco Pulse.

Successful VIDEO POST Requests

Number of VIDEO POST requests that were tagged successfully by
Cisco Pulse.

Total Entourage POST Requests

Total number of HTTP POST requests to the Exchange server.

Entourage POST Request Ignore Count

Number of HTTP POST requests to the Exchange server with the
saveInSent header set to false.
When this header is set to false, the Exchange server does not save
the email in the Sent folder of the user. The Microsoft Entourage
email client must send the email a second time using HTTP PUT so
that the Exchange server saves the email in the Sent folder of the
user.

Total Entourage POST Sent Emails

Total number of HTTP POST requests that result in an email being
sent to the recipients and saved in the Sent folder of the sender.

Entourage POST Email Failures

Number of POST emails that the Exchange server does not process
because of authorization failures, anti-gaming check failures, and
so on.

Successful Entourage POST Emails

Number of HTTP POST requests that the Exchange server
successfully processes, sends to recipients, and are analyzed and
tagged by Cisco Pulse.

Total PUT Requests

Total number of HTTP PUT requests to the Exchange server.
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Table 8-1

Pulse Collect Appliance Status Fields (continued)

Field

Descriptions

Total Entourage PUT Requests

Total number of Microsoft Entourage/WebDAV-related HTTP PUT
requests to the Exchange server

Entourage unsupported Content Type Requests

Number of POST and PUT requests involving an unsupported
content type that is not related to WebDAV, for example, an
unsupported Multipurpose Internet Mail Extension (MIME) type.

Total Entourage PUT Sent Emails

Total number of HTTP PUT requests that result in an email being
sent to the recipients and saved in the Sent folder of the sender.

Entourage PUT Email Failures

Number of PUT emails that the Exchange server does not process
because of authorization failures, anti-gaming check failures, and
so on.

Successful Entourage PUT Emails

Number of HTTP PUT requests that the Exchange server
successfully processes, sends to recipients, and are analyzed and
tagged by Cisco Pulse.

SMTP Counters
Total SMTP Email Packets Received

Total number of Simple Mail Transfer Protocol (SMTP) email
packets received.

SMTP Email Sessions Created

Number of SMTP email sessions created between an SMTP server
and client.

SMTP Emails Tagged

Number of SMTP emails that were tagged successfully by Cisco
Pulse.

SMTP Max Doc Size Exceeded Count

Number of SMTP emails that exceeded the maximum size.

PMODE Counters
Buffers Used

Number of PMODE buffers used.

Peak Buffers Used

Number of peak buffers used since the inception of the system
process.

Packets Received

Number of packets received by PMODE.

Fragments Received

Number of fragments received by PMODE.

IP Checksum Drops

Number of requests dropped because of an IP checksum error.

Other IP Drops

Number of requests dropped because of other IP errors.

IP Drops Due To Timeout

Number of IP packets dropped because stale TCP sessions timed
out.

TCP Segments Received

Number of Transmission Control Protocol (TCP) segments
received by PMODE.

TCP Checksum Drops

Number of messages dropped because of TCP checksum errors.

TCP Segment Gaps (In Bytes)

Number of bytes representing data lost between TCP segments.

Other TCP Drops

Number of requests dropped because of other TCP errors.

TCBs In Use

Number of Transmission Control Blocks (TCBs) in use.

TCP Overlap Segment Drops

Number of requests dropped because of overlapped TCP segments.
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Table 8-1

Pulse Collect Appliance Status Fields (continued)

Field

Descriptions

Back Pressure Status

If a processing backlog occurs, this status is turned on, which
indicates that HTTP requests will not be processed until the
backlog is eased.

EXCHANGE Counters
Total DCE RPC

Total number of Exchange protocol packets received by Cisco
Pulse.

DCE RPC MultiFragments

Number of multiple fragments received out of the total Exchange
protocol packets received by Cisco Pulse.

Sessions Created

Number of email sessions created between the Exchange server and
client.

Exchange Emails Tagged

Number of Exchange emails that were tagged successfully by
Cisco Pulse.

Email Attachments

Number of Exchange email attachments tagged by Cisco Pulse.

RTF Body Format Emails

Number of Exchange emails with Rich Text Format (RTF) received
by Cisco Pulse.

User Identity Manager Counters
Users Identified

Number of users propagated from Pulse Connect Appliance to this
Pulse Collect Appliance.

COMMON Counters
Documents Written To RAM Disk

Number of system-generated internal documents written to the
hard disk of the Pulse Collect Appliance.

Documents forwarded through Doc Pipe

Number of documents written to the inter-process communication
channel for further text processing.

Documents Sent By Applications For RAM Disk
Write

Number of internal documents sent by Cisco Pulse to be written to
the hard disk of the Pulse Collect Appliance.

Video Documents Written To RAM Disk

Number of system-generated internal video documents written to
the hard disk of the Pulse Collect Appliance.

Video Documents forwarded through Doc Pipe for
Tagging

Number of video documents written to the inter-process
communication channel for tagging.

Video Documents Sent For RAM Disk Write

Number of internal video documents sent by Cisco Pulse to be
written to the hard disk of the Pulse Collect Appliance.

Number Of Documents Processed by Doc Processor

Number of documents that entered the Pulse Index. Some of these
documents might be dropped later in the workflow for various
reasons, for example, the document contains a Restricted
Vocabulary term.

Number Of Documents Dropped Due to Restricted
Vocabulary Dropper

Number of documents dropped because the document contains a
Restricted Vocabulary term.

Related Topics
•

Viewing Pulse Connect Appliance Status, page 8-11
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Viewing Pulse Connect Appliance Status
To view the status of a Pulse Connect Appliance, click the associated plus (+) icon. Cisco Pulse displays
various status fields for the appliance as shown in Figure 8-5.
Figure 8-5

Sample Monitoring Page—Viewing Pulse Connect Appliance Information

Table 8-2 describes each status field for the Pulse Connect Appliance.
Table 8-2

Pulse Connect Appliance Status Fields

Field

Descriptions

IP Address

Displays the IP address or host name configured for the appliance.

Status
Search Infra (number) is status

Displays the process identification number and status of the Search
Infrastructure process, which indexes users based on Pulse tags and
analysis for the Pulse Locator. The status of this process can be one
of these valid values:
•

Running—The process is up and running.

•

Stopped—The process is not currently running.

Startup Time: day month date hh:mm:ss time-zone
year

Displays the date and time that the Search Infrastructure process
was last started up.

Search Infra Configuration File: day month date
hh:mm:ss time-zone year

Displays the date and time that the Search Infrastructure
configuration file was last updated.

Pulse Vocabulary: day month date hh:mm:ss
time-zone year

Displays the date and time that the Pulse Vocabulary was last
updated.

Restricted Vocabulary: day month date hh:mm:ss
time-zone year

Displays the date and time that the Restricted Vocabulary was last
updated.
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Table 8-2

Pulse Connect Appliance Status Fields (continued)

Field

Descriptions

Synonyms: day month date hh:mm:ss time-zone
year

Displays the date and time that a file containing synonyms for the
Pulse and Restricted Vocabularies was last updated.

Profile Infra (number) is status...

Displays the process identification and status of the Profile
Infrastructure process, which indexes the users based on their
public profiles for the Pulse Locator. The status of this process can
be one of these valid values:
•

Running—The process is up and running.

•

Stopped—The process is not currently running.

Startup Time: day month date hh:mm:ss time-zone
year

Displays the date and time that the Profile Infrastructure process
was last started up.

License Service (pid number) is status...

Displays the process identification and status of the license service,
from which the system administrator can acquire the Cisco Pulse
licenses. The status of this process can be one of these valid values:
•

Running—The process is up and running.

•

Stopped—The process is not currently running.

Startup Time: day month date hh:mm:ss time-zone
year

Displays the date and time that the license service process was last
started up.

Opensocial (pid number) is status...

Displays the process identification and status of Opensocial, which
is a container that hosts gadgets, for example, the ROI gadget, and
exposes standard OpenSocial application programming interfaces
(APIs). The status of this process can be one of these valid values:
•

Running—The process is up and running.

•

Stopped—The process is not currently running.

Startup Time: day month date hh:mm:ss time-zone
year

Displays the date and time that the opensocial process was last
started up.

Presence Manager (pid number) is status...

Displays the process identification and status of the Presence
Manager. The status of this process can be one of these valid
values:
•

Running—The process is up and running.

•

Stopped—The process is not currently running.

Startup Time: day month date hh:mm:ss time-zone
year

Displays the date and time that the Presence Manager was last
started up.

Tomcat (pid number) is status...

Displays the process identification and status of Tomcat, which is
a web container through which all Cisco Pulse user
interface-related files are consolidated into one interface. The
status of this process can be one of these valid values:
•

Running—The process is up and running.

•

Stopped—The process is not currently running.
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Table 8-2

Pulse Connect Appliance Status Fields (continued)

Field

Descriptions

Startup Time: day month date hh:mm:ss time-zone
year

Displays the date and time that the Tomcat process was last started
up.

Does not need configuration.
Needs configuration.

Displays the status “Need configuration” if you have updated the
Pulse or Restricted Vocabularies. This flag indicates to the Pulse
Connect Appliance that it needs to push the updated vocabularies
to the Pulse Collect Appliances.
Displays the status “Does not need configuration” if you have not
updated the vocabularies, and therefore, the Pulse Collect
Appliances have the latest vocabularies and the Pulse Connect
Appliance does not need to take any action.

Related Topics
•

Viewing Pulse Collect Appliance Status, page 8-5

Monitoring Pulse Appliances Using the show_tech.sh Utility
You can monitor the Pulse Appliances using the show_tech.sh utility. These topics describe this utility:
•

Utility Overview, page 8-13

•

Understanding the Utility Output, page 8-14

•

Running the Utility, page 8-19

Utility Overview
The show_tech.sh utility captures various counters, and information about currently running processes
and current hard disk usage for the Pulse Collect and Connect Appliances. By default, this utility runs
nightly at 1:01 am. At this time, the utility takes a snapshot of the described elements for each Pulse
Appliance and places the output for each appliance in a text file, which you can access in the /var
directory on that appliance.

Note

We strongly recommend that you monitor the percentage of the hard disk that is currently used on the
Pulse Collect and Connect Appliances at regular intervals. If the hard disk on either appliance reaches a
usage threshold of 90 percent, you must move files to free up space. If the hard disk on either appliance
reaches a usage threshold of 100 percent, services may be interrupted.
If needed, you can gather the latest information by manually running this utility in between the regularly
scheduled nightly events. You can access the show_tech.sh utility in this directory:
/opt/mgmt/scripts
To run the utility, you can establish a console port session with each appliance, or a Secure Shell (SSH)
session between a UNIX- or Microsoft Windows-based management station and each appliance. If your
management station runs Microsoft Windows, you must run an SSH client.
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You must log into each appliance using the system administrator username and password, then the root
password. (If you do not already have this login information, you can get it from the network
administrator.)

Note

As a security measure, you cannot log into an appliance directly as root. You must first log into an
appliance using the system administrator username and password, then the root password.
Then, you can go to the /opt/mgmt/scripts directory and run the utility. The utility usually runs and
provides its output to your monitor in less than one minute. If desired, you can save the output to a file.
Related Topics
•

Understanding the Utility Output, page 8-14

•

Running the Utility, page 8-19

Understanding the Utility Output
The show_tech.sh utility takes a snapshot of the current counters, processes, and disk usage for a Pulse
Appliance and handles the output as described:
•

When the utility runs nightly, it places the output in one of these locations on that appliance:
– /var/show_tech_NS.txt—Output for Pulse Collect Appliances.
– /var/show_tech_CE.txt—Output for the Pulse Connect Appliance.

•

When you manually run the utility, it writes the output to your monitor. If desired, you can save the
output to a file.

This excerpt shows sample output for a Pulse Collect Appliance:
SYSTEM STATUS:
NS box:
Thu Jul 16 11:20:34 PDT 2009
TEXT ANALYZER COUNTERS:
Number of Documents dropped by Blacklist dropper:
Number of Documents dropped by Whitelist extractor:
PA COUNTERS:
HTTP::
Total POST Requests:0
Total GET Requests:12120
Pipelined GET Requests:0
URLs Not From "Accepted URL" List:331
URLs From "Restricted URL" List:0
Unsupported File Type Requests:1157
Unsupported MIME Type Requests:1165
Doc Size Exceeded Drops :0
Missing Content Type Header Drops:198
Missing Content Length Header Drops:39
Chunked Encoding Requests:0
Chunked Encoding Failure Drops:0
GZIP Failure Drops:0
URL Redirects:731
Content Range Non Existent Sessions:0
Content Range Session Create Failures:0
Content Range Session Create Success:308
Successful Content Range Sessions:0
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Content Range Deleted Sessions:0
Successful POST Requests:0
Successful GET Requests:6566
Successful VIDEO GET Requests:4
Successful VIDEO POST Requests:0
SMTP::
Total SMTP Email Packets Received:0
SMTP Email Sessions Created:0
SMTP Emails Tagged:0
SMTP max doc size exceeded Count:0
PMODE::
Buffers Used:1
Peak Buffers Used:720
Packets Received:3121141
Fragments Received:0
IP Checksum Drops:0
Other IP Drops:0
IP Drops Due To Timeout:0
TCP Segments Received:0
TCP Checksum Drops:0
TCP Segment Gaps (In Bytes):7012508
Other TCP Drops:0
TCBs In Use:17
TCP Overlap Segment Drops:0
Back Pressure Status:OFF
EXCHANGE::
Total DCE RPC:14880
DCE RPC MultiFragments:0
Sessions Created:0
Exchange Emails Tagged:0
Email Attachments:0
RTF Body Format Emails:0
User Identity Manager::
Users Identified:1
COMMON::
Documents Written To RAM Disk:6566
Documents forwarded through Doc Pipe:6566
Documents Sent By Applications For RAM Disk Write:6566
Video Documents Written To RAM Disk:4
Video Documents forwarded through Doc Pipe For Tagging:4
Video Documents Sent For RAM Disk Write:4
FILES IN DOCPIPE:
HTTP:
3
ALL FILES:
5
PSIZE:
18943
1 170228 621760 0.0 2.0 /opt/system/netsensor/bin/netSensor
/opt/system/netsensor/bin/admin /opt/system/netsensor/bin/internal.conf 2000000000
TOP:
top - 11:20:34 up 13 days, 19:42, 4 users, load average: 0.00, 0.01, 0.00
Tasks: 87 total,
1 running, 86 sleeping,
0 stopped,
0 zombie
Cpu(s): 0.1% us, 0.0% sy, 0.0% ni, 99.9% id, 0.0% wa, 0.0% hi, 0.0% si
Mem:
8180452k total, 4762304k used, 3418148k free,
125404k buffers
Swap: 2048248k total,
0k used, 2048248k free, 2091192k cached
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PID USER
1 root
2 root
3 root
4 root
5 root
...

PR

NI
16
RT
34
RT
34

PROCESSES:
UID
PID
root
1
root
2
root
3
root
4
root
5
root
6
...

0
0
19
0
19

PPID
0 0
1
1
1
1
1

DISK USAGE:
Filesystem
/dev/sda5
/dev/sda1
none
/dev/sda7
/dev/sda3
/dev/sda8
/dev/sda6
/dev/sda2

VIRT RES SHR S
4748 516 432
0
0
0
0
0
0
0
0
0
0
0
0

C STIME
Jul02 ?
0 Jul02
0 Jul02
0 Jul02
0 Jul02
0 Jul02

1K-blocks
30439744
194442
4090224
4032092
129088028
4032092
6048320
64505740

TTY
?
?
?
?
?

%CPU
S
S
S
S
S

%MEM
0 0.0
0 0.0
0 0.0
0 0.0
0 0.0

TIME+ COMMAND
0:00.91 init
0:00.11 migration/0
0:00.18 ksoftirqd/0
0:00.12 migration/1
0:00.14 ksoftirqd/1

TIME CMD
00:00:00 init [3]
00:00:00 [migration/0]
00:00:00 [ksoftirqd/0]
00:00:00 [migration/1]
00:00:00 [ksoftirqd/1]
00:00:00 [events/0]

Used Available Use% Mounted on
1320816 27572676
5% /
13453
170950
8% /boot
0
4090224
0% /dev/shm
181668
3645600
5% /home
343712 122186988
1% /opt
1506628
2320640 40% /tmp
1415552
4325528 25% /usr
165804 61063080
1% /var

This excerpt shows sample output for a Pulse Connect Appliance:
SYSTEM STATUS:
CE box:
Thu Jul 16 10:23:58 PDT 2009
TEXT ANALYZER COUNTERS:
Number of Documents dropped by LdapDataFeeder:
DAILY TOP TOPICS:
topic
|
last_access_time
| access_count
--------------------------------------------------+------------------------+-------------code of business conduct
| 2009-07-16 10:00:00-07 |
20777
digital media systems
| 2009-07-16 10:00:00-07 |
17286
service provider
| 2009-07-16 10:00:00-07 |
7504
digital media system
| 2009-07-15 18:00:00-07 |
5590
data center
| 2009-07-16 10:00:00-07 |
4935
...
DAILY TOP URLs:
url
url_title
last_access_time access_count
----------------------------------+------------------------+-----------------------------http://wwwin.mycompany.com/ My Company Internal Website2009-07-16 10:00
242
...
TOP:
top - 10:23:58 up 110 days, 14:33, 1 user, load average: 1.31, 1.13, 0.66
Tasks: 226 total,
1 running, 225 sleeping,
0 stopped,
0 zombie
Cpu(s): 1.0% us, 0.3% sy, 0.0% ni, 98.0% id, 0.7% wa, 0.0% hi, 0.0% si
Mem: 16398912k total, 15885064k used,
513848k free,
197764k buffers
Swap: 2040212k total,
22856k used, 2017356k free, 10850360k cached
PID USER
1 root
2 root

PR

NI
16
RT

0
0

VIRT RES SHR S %CPU %MEM
4748 400 368 S
0 0.0
0
0
0 S
0 0.0

TIME+ COMMAND
0:01.07 init
0:01.02 migration/0
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3 root
4 root
5 root

34
RT
34

19
0
19

0
0
0

0
0
0

0 S
0 S
0 S

0
0
0

0.0
0.0
0.0

0:00.65 ksoftirqd/0
0:01.53 migration/1
0:01.06 ksoftirqd/1

...
PROCESSES:
UID
PID
root
1
root
2
root
3
root
4
root
5
...

PPID
0 0
1
1
1
1

DISK USAGE:
Filesystem
/dev/sda2
/dev/sda1
/dev/sda3
none
/dev/sda10
/dev/sda7
/dev/sda5
/dev/sda8
/dev/sda9
/dev/sda6

C STIME
Mar27 ?
0 Mar27
0 Mar27
0 Mar27
0 Mar27

1K-blocks
24770936
101086
25782648
8199456
2063504
25782616
25790648
4127076
4127076
25782616

TTY
?
?
?
?

TIME CMD
00:11:06 init [3]
00:00:00 [migration/0]
00:00:00 [ksoftirqd/0]
00:00:00 [migration/1]
00:00:00 [ksoftirqd/1]

Used Available Use% Mounted on
378956 23133692
2% /
13109
82758 14% /boot
6275724 18197228 26% /db
0
8199456
0% /dev/shm
1542000
416684 79% /home
22364404
2108516 92% /opt
19307084
5173468 79% /partB
738372
3179060 19% /tmp
1436996
2480436 37% /usr
9721620 14751300 40% /var

Table 8-3 provides a description of the relevant elements in the utility output that you can monitor. It
also describes whether the element is in the Pulse Collect Appliance output, the Pulse Connect
Appliance output, or both.
Table 8-3

Relevant High-Level Utility Output

Element

Appliance to
Which Output
Applies

Description

TEXT ANALYZER COUNTERS
Number of Documents dropped by
Blacklist dropper

Pulse Collect

Displays the number of documents dropped because the document
contained a term on the Restricted Vocabulary. If this number is
large, it could indicate that the Restricted Vocabulary contains too
many terms. The business administrator might need to consider
removing some terms from this vocabulary.

Number of Documents dropped by
Whitelist extractor

Pulse Collect

Displays the number of documents dropped because it did not
contain any terms in the Pulse Vocabulary. If this number is large,
it could indicate that the Pulse Vocabulary is not robust enough.
The business administrator might need to consider adding terms
to this vocabulary.

Number of Documents dropped by
LdapDataFeeder

Pulse Connect

Displays the number of documents dropped because a user was
not found in the LDAP directory or declined the Cisco Pulse
privacy policy. A user might not be found in the LDAP directory
because their email address was incorrect. If this number is large,
it could indicate a problem with the user list, and the system
administrator might need to investigate.
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Table 8-3

Relevant High-Level Utility Output (continued)

Appliance to
Which Output
Applies

Element

Description

PA COUNTERS
HTTP, SMTP, PMODE,
EXCHANGE, User Identity
Manager, and COMMON

Pulse Collect

For information on all HTTP, SMTP, PMODE, EXCHANGE,
User Identity Manager, and COMMON counters, see Table 8-1 on
page 8-6.

HTTP

Pulse Collect

Displays the number of HTTP files in the communication path
between the Pulse Collect Appliances and the Pulse Connect
Appliance. A large number of files in the pathway could indicate
that the amount of space in the path is currently limited.

ALL FILES

Pulse Collect

Displays the number of files in the communication path between
the Pulse Collect Appliances and the Pulse Connect Appliance. A
large number of files in the pathway could indicate that the
amount of space in the path is currently limited.

Pulse Collect

Displays information about the PA process. This is a sample
output:

FILES IN DOCPIPE

PSIZE

PSIZE:
18943
1 170228 621760 0.0 2.0
/opt/system/netsensor/bin/netSensor
/opt/system/netsensor/bin/admin
/opt/system/netsensor/bin/internal.conf 2000000000

In this sample output:
18943 = The process ID.
1 = The parent process ID.
170228 = The amount of RAM-resident memory currently used
for the text and data segments for a particular process. The value
displays in multiples of 4 kb because memory is allocated in 4 kb
pages.
621760 = The virtual memory size of the process in kilobytes. The
memory size does not include device mappings.
0.0 = The amount of CPU used by the process.
2.0 = The percentage of the physical memory that the process
occupies.
/opt/system/netsensor/bin/netSensor
/opt/system/netsensor/bin/admin
/opt/system/netsensor/bin/internal.conf 2000000000 = The
command lines used to start the PA process.
DAILY TOP TOPICS

Pulse Connect

Displays the most popular Pulse Vocabulary terms discovered in
content that was shared across the network, the last date and time
that the terms were discovered, and the number of times the terms
were discovered.
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Table 8-3

Relevant High-Level Utility Output (continued)

Element

Appliance to
Which Output
Applies

DAILY TOP URLS

Pulse Connect

Displays the most popular websites accessed by users, the names
of the websites, the last date and time that the they were accessed,
and the number of times they were accessed.

TOP

Both

Displays top command output, which you can monitor for these
relevant details:

Description

•

The total percentage of CPU and memory currently used.

•

The processes that are currently running and the percentage
of CPU and memory that each process is currently using.

This output can help you detect if a particular process is using too
much CPU and memory.
DISK USAGE

Both

For each hard disk partition, displays the total number of blocks,
the number of blocks currently used, the number of blocks
currently available, and the percentage of the partition that is
currently used.
This output can help you determine if a particular partition has run
out of space or is close to running out of space.
Note

We strongly recommend that you monitor the percentage
of the hard disk that is currently used on the Pulse Collect
and Connect Appliances at regular intervals. If the hard
disk on either appliance reaches a usage threshold of 90
percent, you must move files to free up space. If the hard
disk on either appliance reaches a usage threshold of 100
percent, services may be interrupted.

Related Topics
•

Utility Overview, page 8-13

•

Running the Utility, page 8-19

Running the Utility
This topic describes how to manually run the show_tech.sh utility to monitor a Pulse Appliance.
Before You Begin

You need this information for each appliance:
•

System administrator username and password

•

Root password
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Procedure

To manually run the utility on a pulse appliance, perform these steps.

Note

Step 1

Although you can also establish a console port session with each appliance, or an SSH session from a
Microsoft Windows workstation running an SSH client, for the sake of providing a sample scenario, this
procedure assumes an SSH session established from a UNIX management station.
Initiate an SSH session from a management station to the appliance using this command syntax:
ssh username@ip-or-host address
or
ssh ip-or-host address -l username
where:
username = System administrator username
ip-or-host address = IP address or host name of the appliance
For example:
ssh admin@10.1.0.11

or
ssh 10.1.0.11 -l admin

Step 2

When prompted, enter the system administrator password.

Step 3

Log into the appliance as root using this command syntax:
[admin@mylocalhost ~]$ su -

Step 4

When prompted, enter the root password.

Step 5

After you have successfully logged in, change directories to the /opt/mgmt/scripts directory by entering
this command:
cd /opt/mgmt/scripts

Step 6

From this directory, invoke the utility by entering this command:
./show_tech.sh

The show_tech.sh utility automatically senses the appliance (Pulse Collect or Connect Appliance) from
which you are invoking the utility and writes the output suited for that appliance to your monitor. If
desired, you can save the output to a file.
Step 7

Check the desired output, in particular paying attention to the percentage of the hard disk that is currently
used.

Note

Step 8

If the hard disk on an appliance reaches a usage threshold of 90 percent, you must move files to
free up space. If the hard disk on either appliance reaches a usage threshold of 100 percent,
services may be interrupted.

Repeat Step 1 through Step 6 for each appliance on which you want to run the utility.
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Related Topics
•

Utility Overview, page 8-13

•

Understanding the Utility Output, page 8-14
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Customizing and Maintaining Cisco Pulse Using
the Command-Line Interface

Note

This topic is intended for the network or system administrator who can use these command-line interface
(CLI) features to customize and maintain Cisco Pulse.
This topic describes how to perform these customization and maintenance tasks using the CLI:
•

Customizing the Pulse Locator Search Results Display, page 9-1

•

Stopping and Restarting the Pulse Collect Appliances, page 9-3

•

Stopping and Restarting the Pulse Connect Appliance, page 9-3

•

Updating Network Information, page 9-3

•

Changing the Management Service Username and Password, page 9-5

•

Changing the ncpadmin Password, page 9-7

Customizing the Pulse Locator Search Results Display
By default, the Pulse Locator search results page displays up to 10 rows. If desired, a user can click a
drop-down arrow to change the number of rows displayed to 25, 50, or 100.
You can customize these parameters of the Pulse Locator search results display:
•

The number of values (one through four) that display in the drop-down menu.

•

The default number of rows displayed per page.

For example, you can customize the drop-down menu in the Pulse Locator search results to display two
values, 10 and 25, with 25 specified as the default. To do so, you can access the custom.properties file
at this location on the Pulse Connect Appliance:
TOMCAT_HOME/webapps/ncpui/WEB-INF/classes
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This excerpt from the custom.properties file shows the default settings of the Pulse Locator search results
display parameters:
...
## Results per page
## Any value may be set as the default
## results.per.page.a through c may be left empty
results.per.page.default=10
results.per.page.a=25
results.per.page.b=50
results.per.page.c=100
...

To change the display parameters to two values in the drop-down menu, for example, 10 and 25, with 25
as the default, open the custom.properties file using a text editor, then change the parameters as shown:
...
results.per.page.default=25
results.per.page.a=10
results.per.page.b=
results.per.page.c=
...

Figure 9-1 shows the results of this sample configuration.
Figure 9-1

Note

Sample Pulse Locator Search Results—Customized Display

Cisco Pulse does not restrict the number of rows displayed per page. However, we recommend a
maximum of 30 rows per page to minimize the amount of scrolling a user must do to view all rows in
the Pulse Locator search results.
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Stopping and Restarting the Pulse Collect Appliances
Note

This topic is intended for the system administrator.
After installing the application software on the Pulse Collect Appliances, you started the application
using the service collect start command.
When needed, you can use these additional commands to stop and restart the application on the Pulse
Collect Appliances:
•

service collect stop command—Stops the application on the Pulse Collect Appliance.

•

service collect restart command—Restarts the application on the Pulse Collect Appliance.

Stopping and Restarting the Pulse Connect Appliance
Note

This topic is intended for the system administrator.
After installing the application software on the Pulse Connect Appliance, you started the application
using the service connect start command.
When needed, you can use these additional commands to stop and restart the application on the Pulse
Connect Appliance:
•

service connect stop command—Stops the application on the Pulse Connect Appliance.

•

service connect restart command—Restarts the application on the Pulse Connect Appliance.

Updating Network Information
Note

This topic is intended for the network administrator.
You initially configured this network information for each Pulse Appliance using the Setup wizard:
•

Host name

•

IP address (static)

•

Subnet mask

•

Gateway address

•

IP addresses of primary and secondary DNS servers

If needed, you can update any of this information using the network_config utility, which you can invoke
from any location in the command-line interface (CLI).
To run the utility, you can establish a console port session with the appliance, or a Secure Shell (SSH)
session between a UNIX- or Microsoft Windows-based management station and the appliance. (If your
management station runs Microsoft Windows, you must run an SSH client.)
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You must log into the appliance using the system administrator username and password, then the root
password. (If you do not already have this login information, you can get it from the network
administrator.)

Note

As a security measure, you cannot log into the Pulse Appliances directly as root. You must first log into
the appliances using the system administrator username and password, then the root password.
Before You Begin

You need this information:
•

System administrator username and password for the appliance.

•

Root password for the appliance.

•

New network information, for example, new IP address of the appliance.

Procedure

To update network information for an appliance:

Note

Step 1

Although you can also establish a console port session with an appliance, or an SSH session from a
Microsoft Windows workstation running an SSH client, for the sake of providing a sample scenario, this
procedure assumes an SSH session established from a UNIX management station.
Initiate an SSH session from a management station to the appliance using this command syntax:
ssh username@ip-or-host address
or
ssh ip-or-host address -l username
where:
username = System administrator username
ip-or-host address = IP address or host name of the appliance
For example:
ssh admin@10.1.0.11

or
ssh 10.1.0.11 -l admin

Step 2

When prompted, enter the system administrator password provided by the network administrator:

Step 3

Log into the appliance as root using this command syntax:
[admin@mylocalhost ~]$ su -

Step 4

When prompted, enter the root password provided by the network administrator.

Step 5

After you have successfully logged in, updated the network information using this command syntax from
any location:
network_config -n host-name -a ip-address -m mask -g gateway -p primary-dns -s secondary-dns
where
host-name = Host name of the appliance, which must be in host-name.domain-name format, for example,
sj1.mycompanyname.com.
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address = IP address of the appliance.
mask = Subnet mask of the appliance.
gateway = Gateway address for the appliance.
primary-dns = IP address of the primary DNS server.
secondary-dns = IP address of the secondary DNS server.
When using this syntax, you must specify at least one option, or any combination of the options as
needed.
For example, if you need to update the IP address, subnet mask, and gateway address for an appliance,
enter this command:
network_config -a 10.1.0.25 -m 255.255.255.0 -g 10.1.0.1

Changing the Management Service Username and Password
Note

This topic is intended for the system administrator.
During the installation of application software, you created a management service username and
password for the Pulse Collect and Connect Appliances. This login information enables the Pulse Collect
and Connect Appliances to communicate over HTTPS to authenticate each other.
We recommend changing this username and password on each appliance at regular intervals for security
purposes. You can change this username and password using the passwd_mgmtsvc utility, which resides
in the /opt/mgmt/scripts directory on each appliance.

Note

All Pulse Appliances must have the same management service username and password. Therefore, if you
change this username and password for the Pulse Connect Appliance, you must make the same changes
to the username and password on the Pulse Collect Appliances or vice versa.

Note

After changing the username and password on a Pulse Collect or Connect Appliance, you must restart
the application on the appliance. Therefore, when performing this update, you must plan accordingly for
the resulting interruption of services on the appliance.
To run the utility, you can establish a console port session with the appliance, or a Secure Shell (SSH)
session between a UNIX- or Microsoft Windows-based management station and the appliance. (If your
management station runs Microsoft Windows, you must run an SSH client.)
You must log into the appliance using the system administrator username and password, then the root
password. (If you do not already have this login information, you can get it from the network
administrator.)

Note

As a security measure, you cannot log into the Pulse Appliances directly as root. You must first log into
the appliances using the system administrator username and password, then the root password.
Then, you can go to the /opt/mgmt/scripts directory, where you can invoke the utility.
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Before You Begin

When you change the username and password, you need this information:
•

System administrator username and password for the appliance.

•

Root password for the appliance.

Procedure

To change the management service username and password for an appliance:

Note

Step 1

Although you can also establish a console port session with an appliance, or an SSH session from a
Microsoft Windows workstation running an SSH client, for the sake of providing a sample scenario, this
procedure assumes an SSH session established from a UNIX management station.
Initiate an SSH session from a management station to the appliance using this command syntax:
ssh username@ip-or-host address
or
ssh ip-or-host address -l username
where:
username = System administrator username
ip-or-host address = IP address or host name of the appliance
For example:
ssh admin@10.1.0.11

or
ssh 10.1.0.11 -l admin

Step 2

When prompted, enter the system administrator password provided by the network administrator:

Step 3

Log into the appliance as root using this command syntax:
[admin@mylocalhost ~]$ su -

Step 4

When prompted, enter the root password provided by the network administrator.

Step 5

After you have successfully logged in, change directories to the /opt/mgmt/scripts directory by entering
this command:
cd /opt/mgmt/scripts/

Step 6

From this directory, invoke the passwd_mgmtsvc utility by entering this command:
./passwd_mgmtsvc

The utility displays this message:
This utility will change the username and password for the Cisco Pulse Management Service.

Step 7

When the utility prompts you, enter the new username.
A username can be a maximum of seven upper- or lower-case alphanumeric characters.

Step 8

When the utility prompts you, enter the new password.
A password can be a maximum of 15 upper- or lower-case alphanumeric characters.

Step 9

When the utility prompts you, reenter the new password.
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Step 10

Restart the application on the appliance by performing one of these substeps:
a.

For a Pulse Collect Appliance, enter this command:
service collect restart

b.

For a Pulse Connect Appliance, enter this command:
service connect restart

Changing the ncpadmin Password
Note

This topic is intended for the system administrator.
During the installation of application software on the Pulse Connect Appliance, you created a password
for the ncpadmin user account. This account allows you to access the Administration and Vocabulary
tabs. The content of these tabs enables you to initially configure and maintain Cisco Pulse and the Pulse
Vocabulary.
We recommend changing this password on the Pulse Connect Appliance at regular intervals for security
purposes. You can change this password using the passwd_ncpadmin utility, which resides in the
/opt/mgmt/scripts directory on the Pulse Connect Appliance.

Note

After changing the password, you must restart the application on the Pulse Connect Appliance.
Therefore, when performing this update, you must plan accordingly for the resulting interruption of
services on the appliance.
To run the utility, you can establish a console port session with the Pulse Connect Appliance, or a Secure
Shell (SSH) session between a UNIX- or Microsoft Windows-based management station and the Pulse
Connect Appliance. (If your management station runs Microsoft Windows, you must run an SSH client.)
You must log into the Pulse Connect Appliance using the system administrator username and password,
then the root password. (If you do not already have this login information, you can get it from the
network administrator.)

Note

As a security measure, you cannot log into the Pulse Connect Appliance directly as root. You must first
log into the Pulse Connect Appliance using the system administrator username and password, then the
root password.
Then, you can go to the /opt/mgmt/scripts directory, where you can invoke the utility.
Before You Begin

When you change the ncpadmin password, you need this information:
•

System administrator username and password for the Pulse Connect Appliance.

•

Root password for the Pulse Connect Appliance.
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Procedure

To change the ncpadmin password for a Pulse Connect Appliance:

Note

Although you can also establish a console port session with a Pulse Connect Appliance, or an SSH
session from a Microsoft Windows workstation running an SSH client, for the sake of providing a sample
scenario, this procedure assumes an SSH session established from a UNIX management station.

Step 1

Initiate an SSH session from a management station to the Pulse Connect Appliance using this command
syntax:
ssh username@ip-or-host address
or
ssh ip-or-host address -l username
where:
username = System administrator username
ip-or-host address = IP address or host name of the appliance
For example:
ssh admin@10.1.0.11

or
ssh 10.1.0.11 -l admin

Step 2

When prompted, enter the system administrator password provided by the network administrator.

Step 3

Log into the Pulse Connect Appliance as root using this command syntax:
[admin@mylocalhost ~]$ su -

Step 4

When prompted, enter the root password provided by the network administrator:

Step 5

After you have successfully logged in, change directories to the /opt/mgmt/scripts directory by entering
this command:
cd /opt/mgmt/scripts/

Step 6

From this directory, invoke the passwd_ncpadmin utility by entering this command:
./passwd_ncpadmin

The utility displays this message:
This utility will change the password for the Cisco Pulse ncpadmin user.

Step 7

When the utility prompts you, enter the new password.
A password can be a maximum of 15 upper- or lower-case alphanumeric characters.

Step 8

When the utility prompts you, reenter the new password.

Step 9

Restart the application on the Pulse Connect Appliance by entering this command:
service connect restart
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Note

This information is intended for the system administrator who is responsible for performing regular
backups of the Cisco Pulse data on a Pulse Connect Appliance.
This topic is comprised of this information:
•

Cisco Pulse Data, page 10-1

•

Backing Up Cisco Pulse Data, page 10-2

Cisco Pulse Data
The Pulse Connect Appliance stores this Cisco Pulse data:
•

A database, which includes the user list, the Pulse and Restricted Vocabularies, and system
configuration files.

•

The Pulse Index, which includes Pulse Vocabulary terms from content shared across the network and
associated metadata for people, videos, and documents that Cisco Pulse has associated with the
content.

•

The password files associated with these critical administrative login accounts:
– During installation of the application software on the Pulse Connect Appliance, you created a

password for the ncpadmin account, which has a fixed username. This account allows a system
administrator to access the Administration and Vocabulary tabs.
– During installation of the application software on the Pulse Connect and Collect Appliances,

you created a management service username and password, which enables these appliances to
access each other and communicate over HTTPS to authenticate Cisco Pulse users.
•

The thumbnail sketch files for videos.

To protect this data, Cisco Pulse offers a utility that backs up the Cisco Pulse data into files, compresses
the files, archives them in a tar file, and places the tar file in a specified location. For more information
on this utility, see the “Backing Up Cisco Pulse Data” section on page 10-2.

Note

We strongly recommend that you perform a daily backup of Cisco Pulse data.
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Backing Up Cisco Pulse Data
This topic describes a backup of Cisco Pulse data:
•

What Happens During a Backup, page 10-2

•

Performing a Manual Backup, page 10-2

•

Setting Up an Automated Daily Backup, page 10-5

What Happens During a Backup
Cisco Pulse provides a backup utility that backs up Cisco Pulse data stored on a Pulse Connect Appliance
while it is up and running. For more information on Cisco Pulse data, see the “Cisco Pulse Data” section
on page 10-1.

Note

The backup utility does not back up any of the application software.
We recommend that you perform a backup under these circumstances:
•

Daily for regular maintenance.

•

Before moving the data from one Pulse Connect Appliance to another or upgrading Cisco Pulse
software.

The backup utility, backup.sh, is in this directory on the Pulse Connect Appliance:
/opt/mgmt/scripts
You can perform a manual backup at any time or use Cron, a UNIX tool that allows you to schedule and
run a daily backup.
The utility compresses the backup files, archives them in a tar file, and places the tar file in the location
you specified. The tar filename uses this format:
ncp-backup-software-version-date-hhmmss.tar.gz
This is a sample tar filename:
ncp-backup-0.0.0-1-20090623-141938.tar.gz
The duration of a backup depends on the size of your database and Pulse Index. In most cases, a backup
should take less than 2 hours. The utility displays incremental messages during the backup process so
that you can track the progress.
Related Topics
•

Performing a Manual Backup, page 10-2

•

Setting Up an Automated Daily Backup, page 10-5

Performing a Manual Backup
This topic explains how to perform a manual backup of Cisco Pulse data at any time using the backup
utility, backup.sh.
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Note

We strongly recommend that you perform a daily backup of Cisco Pulse data.
To run the script, you can establish a console port session with the Pulse Connect Appliance, or a Secure
Shell (SSH) session between a UNIX- or Microsoft Windows-based management station and the Pulse
Connect Appliance. (If your management station runs Microsoft Windows, you must run an SSH client.)
You must log into the Pulse Connect Appliance using the system administrator username and password,
then the root password. (If you do not already have this login information, you can get it from the
network administrator.)

Note

As a security measure, you cannot log into the Pulse Connect Appliance directly as root. You must first
log into the Pulse Connect Appliance using the system administrator username and password, then the
root password.
Then, you can go to the /opt/mgmt/scripts directory, where you can invoke the utility. You can specify
where the utility places the backup files:
•

Local hard drive option—Cisco Pulse places the backup files in the /partB directory on your local
hard drive.

•

Remote system option—You must specify these elements for the remote system:
– The name of the remote system.
– A username and associated password to access this system.
– The complete pathname where Cisco Pulse should place the backup files.

Note

If you choose the local hard drive option, be aware that the backup files can be large and consume a large
amount of disk space when new files are added daily. Make sure to regularly maintain these backup files
so that your hard disk does not run out of space.
Before You Begin

When you perform a backup, you might need to supply this information:
•

System administrator username and password for the Pulse Connect Appliance.

•

Root password for the Pulse Connect Appliance.

•

If you want Cisco Pulse to place the backup files on a remote system, you must do this:
– Ensure that the remote system has the SCP protocol enabled.
– Specify the system name, a username and associated password to log into the system, and the

path at which the utility should place the backup files.
Procedure

To perform a backup of Cisco Pulse data, perform these steps.

Note

Although you can also establish a console port session with the Pulse Connect Appliance, or an SSH
session from a Microsoft Windows workstation running an SSH client, for the sake of providing a sample
scenario, this procedure assumes an SSH session established from a UNIX management station.
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Step 1

Initiate an SSH session from a management station to the Pulse Connect Appliance using this command
syntax:
ssh username@ip-or-host address
or
ssh ip-or-host address -l username
where:
username = System administrator username
ip-or-host address = IP address or host name of the Pulse Connect Appliance
For example:
ssh admin@10.1.0.11

or
ssh 10.1.0.11 -l admin

Step 2

When prompted, enter the system administrator password provided by the network administrator:

Step 3

Log into the Pulse Connect Appliance as root using this command syntax:
[admin@mylocalhost ~]$ su -

Step 4

When prompted, enter the root password provided by the network administrator.

Step 5

After you have successfully logged in, change directories to the /opt/mgmt/scripts directory by entering
this command:
cd /opt/mgmt/scripts

Step 6

From this directory, invoke the backup utility using this command syntax:
./backup.sh [scp://user@host:/path password]
where:
user = a username on a remote system.
password = the password associated with the specified username.

Note

The utility reads the specified password of the remote system in clear text.
host = name of the remote system.
path = the complete pathname to which you want the system to place the backup files.
To specify the placement of backup files on the local hard drive, you do not need to enter the optional
string as shown:
./backup.sh

To specify the placement of data files on a remote system called mgmt2, enter this command:
./backup.sh scp://remote-user1@mgmt2:/tmp/ mypassword

The utility displays this message:
*** WARNING ***
ALL CISCO PULSE DATA WILL BE BACKED UP
Hit CTRL+C to abort or ENTER to continue
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Step 7

To continue with the backup process, press the Enter key.

Step 8

If desired, monitor the incremental messages displayed by the utility to determine the backup progress.

Related Topics
•

What Happens During a Backup, page 10-2

•

Setting Up an Automated Daily Backup, page 10-5

Setting Up an Automated Daily Backup
You can use Cron to schedule and run the backup utility, backup.sh, on a daily basis.

Note

This topic assumes that you are familiar with the UNIX environment and using such tools as Cron and
the vi editor. If you do not have this skill set, we recommend that you work with someone who does.
To set up the Cron job, you can establish a console port session with the Pulse Connect Appliance, or a
Secure Shell (SSH) session between a UNIX- or Microsoft Windows-based management station and the
Pulse Connect Appliance. (If your management station runs Microsoft Windows, you must run an SSH
client.)
You must log into the Pulse Connect Appliance using the system administrator username and password,
then the root password. (If you do not already have this login information, you can get it from the
network administrator.)

Note

As a security measure, you cannot log into the Pulse Connect Appliance directly as root. You must first
log into the Pulse Connect Appliance using the system administrator username and password, then the
root password.
Then, you can open the crontab file in the vi editor. At the bottom of this file, you can enter this command
syntax:
* * * * * echo | /opt/mgmt/scripts/backup.sh [scp://user@host:/path password] >& /var/log/
ncp-backup.log
This syntax allows you to specify these parameters:
•

*****
Specifies the time at which to run the backup utility, backup.sh. For example, if you want the utility
to run at 5 am of each day, specify “0 5 * * *”. For more information on this crontab syntax, see the
appropriate UNIX documentation or manpage.

•

[scp://user@host:/path password]
This optional syntax specifies a remote system on which the utility places the backup files:
– user = a username on a remote system.
– password = the password associated with the specified username.

Note

The utility reads the specified password of the remote system in clear text.
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– host = name of the remote system.
– path = the complete pathname to which you want the utility to place the backup files.

If you do not include this syntax, the utility places the backup files in the /partB directory on your
local hard drive.

If you choose to have the backup files placed on your local hard drive, be aware that the backup
files can be large and consume a large amount of disk space when new files are added daily.
Make sure to regularly maintain these backup files so that your hard disk does not run out of
space.

Note

•

>& /var/log/ncp-backup.log
Specifies that the utility creates a daily backup log file and places it in the /var/log directory.

Before You Begin

To perform this task, you might need to supply this information:
•

System administrator username and password for the Pulse Connect Appliance.

•

Root password for the Pulse Connect Appliance.

•

If you want Cisco Pulse to place the backup files on a remote system, you must do this:
– Ensure that the remote system has the SCP protocol enabled.
– Specify the system name, a username and associated password to log into the system, and the

path at which the utility should place the backup files.
Procedure

To set up an automated daily backup of Cisco Pulse data:

Note

Although you can also establish a console port session with the Pulse Connect Appliance, or an SSH
session from a Microsoft Windows workstation running an SSH client, for the sake of providing a sample
scenario, this procedure assumes an SSH session established from a UNIX management station.

Step 1

Initiate an SSH session from a management station to the Pulse Connect Appliance using this command
syntax:
ssh username@ip-or-host address
or
ssh ip-or-host address -l username
where:
username = System administrator username
ip-or-host address = IP address or host name of the Pulse Connect Appliance
For example:
ssh admin@10.1.0.11

or
ssh 10.1.0.11 -l admin

Step 2

When prompted, enter the system administrator password provided by the network administrator.
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Step 3

Log into the Pulse Connect Appliance as root using this command syntax:
[admin@mylocalhost ~]$ su -

Step 4

When prompted, enter the root password provided by the network administrator.

Step 5

From any location, open the crontab file using the vi editor by entering this command:
crontab -e

Step 6

Use this command syntax to specify the time at which the backup utility runs, where the utility places
the backup files, and that the utility creates a daily backup log file:
* * * * * echo | /opt/mgmt/scripts/backup.sh [scp://user@host:/path password] >& /var/log/
ncp-backup.log
For example, to specify that the backup utility runs at 5 am each day, places the backup files in the /partB
directory on your local hard drive, and creates a daily backup log file, enter this command at the bottom
on the crontab file:
0 5 * * * echo | /opt/mgmt/scripts/backup.sh >& /var/log/ncp-backup.log

To specify the same parameters as the previous example except that the utility places the backup files on
a remote system called mgmt2, enter this command at the bottom of the crontab file:
0 5 * * * echo | /opt/mgmt/scripts/backup.sh scp://remote-user1@mgmt2:/tmp/ mypassword >&
/var/log/ncp-backup.log

Step 7

Save, and close the crontab file.
Related Topics
•

What Happens During a Backup, page 10-2

•

Performing a Manual Backup, page 10-2
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Developing a Gadget for the Home Page

Note

This topic is intended for system and business administrators who can develop new gadgets for the Home
page.
Cisco Pulse supports the development of gadgets that are comprised of an XML file with content that is
specified using HTML. The XML file and its contents must adhere to the OpenSocial Gadgets API
Specification v0.9. To access this specification, go to this location:
http://www.opensocial.org/Technical-Resources/opensocial-spec-v09/Gadgets-API-Specification.html
This chapter provides information on these gadget development topics:
•

Developing a Gadget, page 11-1

•

Modifying a Gadget, page 11-9

•

Deleting a Gadget, page 11-13

•

Additional Gadget Development Elements, page 11-13

Developing a Gadget
Cisco Pulse allows users with the privilege level of “system administrator” and “business administrator”
to develop a gadget. The development process consists of these tasks:
•

Creating a Gadget, page 11-2

•

Publishing a Gadget, page 11-7

Publishing a gadget is an optional task that makes the gadget available for all Cisco Pulse users to add
to their Home pages.
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Creating a Gadget
You can create a gadget using the Source page. In this page, you can specify the source of your gadget
content. Cisco Pulse supports these sources.

Note

When leveraging gadget contents written by a third party, you must adhere to any copyright or legal
restrictions specified by the third party.
•

External URL—You can specify a URL to an existing XML file on a website. You want to use the
XML file as the source of your gadget and do not want to make any modifications to the file.

•

Gadget Editor—By default, this editor includes sample gadget contents. You have these options to
create your gadget contents in the Gadget Editor:
– Using the sample contents as a starting point, develop the contents in the Gadget Editor and save

the updates.
– Upload the contents of an XML file from a specified website to the Gadget Editor. Modify the

contents as desired, and save the modifications.
– Upload the contents of an XML file from a specified hard disk location to the Gadget Editor.

Modify the contents as desired, and save the modifications.
When specifying the gadget contents, keep in mind that Cisco Pulse supports two gadget sizes in the
Home page:
•

Default size—By default, all gadgets in the Home page are displayed in the size shown in
Figure 11-1.

•

Canvas size—If a Cisco Pulse user maximizes the size of a gadget in their Home page, the gadget
appears as shown in Figure 11-2.
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Figure 11-1

Sample Home Page—Default-Size Gadgets

Figure 11-2

Sample Home Page—Canvas-Size Gadget
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When specifying the gadget content, you must specify content for both gadget sizes using these
parameters:
view=“home” (for the default size)
view=“canvas” (for the canvas size)
You can specify the same content for both sizes or provide additional content for the canvas size, which
can accommodate more content with its wider dimensions.
Before You Begin
•

Decide whether to leverage all or partial contents of an already existing gadget for your gadget. If
you can leverage contents, determine the location of the XML file that contains the contents.

•

When leveraging gadget contents written by a third party, make sure that you adhere to any copyright
or legal restrictions specified by the third party.

•

If you plan to publish your gadget so that it is available for all Cisco Pulse users to add to their Home
pages, you must decide if you want to use the same content for both default and canvas sizes or
provide additional content for the canvas-size gadget.

Procedure

To create a gadget:
Step 1

In the Gadget Development page, click Create New Gadget as shown in Figure 11-3.
Figure 11-3

Sample Gadget Development Page

The Source page appears as shown in Figure 11-4.
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Figure 11-4

Step 2

Sample Source Page

In the Source page, specify the source of your gadget content using one of these substeps:
a.

To specify a URL to an existing XML file that you want to use as is, click the External URL radio
button and in the field that appears, specify the URL.

b.

To upload the contents of an XML file from one of these sources to the Gadget Editor, make sure
the Gadget Editor radio button is selected, then take one of these actions:
•

To upload the contents from a website, from the Select Source drop-down list, choose URL. In
the field that appears, specify the URL, then click Upload.

•

To upload the contents from your hard disk, from the Select Source drop-down list, choose File,
then click Browse. In the window that appears, locate the file on your hard disk, then click
Open. Back in the Source page, click Upload.
The system uploads the content of the specified XML file to the Gadget Editor. Modify the
content as desired.

c.
Step 3

Using the sample contents in the Gadget Editor as a starting point, develop the content as desired.

Save your gadget contents by clicking Save.
The first time that you save the contents, the system assigns a temporary gadget name that starts with
“untitled_”.
If desired, you can change the name by clicking the Details tab, removing the system-assigned name,
specifying a new name, and clicking Save. For more information on the gadget name, see the “Publishing
a Gadget” section on page 11-7.
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Step 4

When you are ready, you can view a preview of your gadget by performing these steps:
a.

Click Preview.
A preview of the default-size gadget appears to the right of the Gadget Editor as shown in
Figure 11-5.

Figure 11-5

Sample Source Page—Displaying a Preview Gadget

b.

To maximize the preview gadget so that it appears in canvas size, click the maximize icon in the
gadget title bar.

c.

To reduce the size of the preview gadget to its default size, click the close icon in the gadget title bar.

d.

To close the preview gadget, click the right-arrow key next to the Select all link or the close icon in
the gadget title bar.

Step 5

If using the Gadget Editor, make any additional modifications to the gadget content, save the
modifications, and view another preview of the gadget.

Step 6

When your gadget is finished, save the content by clicking Save.

Step 7

If you are ready to publish your gadget, go to the “Publishing a Gadget” section on page 11-7.

For information on elements in the Gadget Development and Source pages that were not described in
this procedure, see the “Additional Gadget Development Elements” section on page 11-13.
Related Topics
•

Publishing a Gadget, page 11-7
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Publishing a Gadget
After you create a gadget, you can optionally publish it, which means that the gadget is available to all
Cisco Pulse users to add to their Home pages. Cisco Pulse users who add this gadget to their Home pages
are known as subscribers.

Note

Keep in mind that Cisco Pulse users can add multiple instances of a gadget to their Home page, so the
number of gadget subscribers and the actual number of subscriptions might vary.
Before publishing a gadget, the system prompts you to specify these elements for the gadget:
•

A name and icon
At this point, your gadget probably has a temporary system-assigned name and a default icon.
You must change the temporary name to a descriptive name. If you do not, the system continues to
prompt you until you do.
We recommend using a customized icon because both the name and icon will appear in several
places, the most prominent being a panel of gadgets that Cisco Pulse users can add to their Home
pages. When choosing a name and icon, keep in mind that Cisco Pulse users will judge the merits
of the gadget based on the name and icon.
The icon file that you specify must meet these guidelines:
– Maximum size of 100 MB
– JPG, GIF, or PNG format

•

Keywords
You can specify keywords for a gadget so that Cisco Pulse users can search upon the keywords and
thereby, discover the gadget.

Note
•

The system currently accepts keywords. However, the search functionality is not yet supported.
A short description
You can specify a brief description of the gadget. The description is displayed, along with other
gadget information, in the Gadget Development page.

Before You Begin

You need these elements for your gadget:
•

A descriptive name

•

A customized icon

Procedure

To publish a gadget:
Step 1

Go to the Gadget Development page as shown in Figure 11-6.
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Figure 11-6

Step 2

Sample Gadget Development Page—Publishing a Gadget

In the My Gadgets content area, find the gadget that you want to publish and click Publish.
The system prompts you to verify the publishing of the gadget. To proceed with the publish, click OK.
To cancel the publish, click Cancel.
If you clicked the OK button, the Details page appears as shown in Figure 11-7. This page contains
configurable elements for your gadget.
Figure 11-7

Step 3

Sample Details Page

Specify a descriptive name for your gadget.
If a system-assigned name already exists in the Name field, delete it and add your descriptive name,
which can be a maximum of 64 characters and must not start with “untitled_”.

Step 4

Optionally, specify keywords for your gadget.
The keywords can be composed of a maximum of 256 characters.

Note
Step 5

The system currently accepts keywords. However, the search functionality is not yet supported.

Optionally, specify a description for your gadget.
The description can be composed of a maximum of 256 characters. This description is displayed, along
with other gadget information, in the Gadget Development page.
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Step 6

Upload a customized icon for your gadget by taking these actions:
a.

Click Browse.
The File Upload dialog box appears.

b.

Navigate to the location of the file, highlight the file, then click Open.
Back in the Gadget Development page, the file path and name appear in the Icon field.

Step 7

After you have specified all elements for your gadget, click Save.

For information on elements in the Gadget Development and Details pages that were not described in
this procedure, see the “Additional Gadget Development Elements” section on page 11-13.
Related Topics
•

Creating a Gadget, page 11-2

Modifying a Gadget
After a gadget is created, you can modify it. Modifications to published and subscribed gadgets do not
appear unless the subscribed Cisco Pulse users refresh their browsers or they log out of Cisco Pulse and
back in again.
Procedure

To modify a gadget:
Step 1

Go to the Gadget Development page as shown in Figure 11-8.
Figure 11-8

Step 2

Sample Gadget Development Page—Modifying a Gadget

In the My Gadgets content area, find the gadget that you want to modify and click the gadget icon or
Edit.
The Source page for the gadget appears as shown in Figure 11-9.
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Figure 11-9

Step 3

Sample Source Page

If needed, modify the source of your gadget content using one of these steps.

When leveraging gadget contents written by a third party, you must adhere to any copyright or
legal restrictions specified by the third party.

Note

a.

To specify a URL to an existing XML file that you want to use as is, click the External URL radio
button and in the field that appears, specify the URL.

b.

To upload the contents of an XML file from one of these sources to the Gadget Editor, make sure
the Gadget Editor radio button is selected, then take one of these actions:
•

To upload the contents from a website, from the Select Source drop-down list, choose URL. In
the field that appears, specify the URL, then click Upload.

•

To upload the contents from your hard disk, from the Select Source drop-down list, choose File,
then click Browse. In the window that appears, locate the file on your hard disk, then click
Open. Back in the Source page, click Upload.
The content of the specified XML file is uploaded to the Gadget Editor. Modify the content as
desired.

c.
Step 4

As needed, modify the existing content in the Gadget Editor.

Save your gadget contents by clicking Save.

Cisco Pulse Administrator Guide

11-10

OL-20214-02

Chapter 11

Developing a Gadget for the Home Page
Modifying a Gadget

Step 5

When you are ready, view a preview of your gadget by performing these steps:
a.

Click Preview.
A preview of the default-size gadget appears to the right of the Gadget Editor as shown in
Figure 11-10.

Figure 11-10

Sample Source Page—Displaying a Preview Gadget

b.

To maximize the preview gadget so that it appears in canvas size, click the maximize icon in the
gadget title bar.

c.

To reduce the size of the preview gadget to its default size, click the close icon in the gadget title bar.

d.

To close the preview gadget, click the right-arrow key next to the Select all link or the close icon in
the gadget title bar.

Step 6

If using the Gadget Editor, make any additional modifications to the gadget content, save the
modifications, and view another preview of the gadget.

Step 7

When you are finished with your modifications, save the content by clicking Save.

Step 8

To change the gadget name, icon, keywords, or description, click the Details tab.
The Details page appears as shown in Figure 11-11.
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Figure 11-11

Sample Details Page

To modify any of the gadget elements, use the substeps:
a.

Modify the descriptive name for your gadget.
Delete the existing name, and add the new name, which can be a maximum of 64 characters and must
not start with “untitled_”.

b.

Add, modify, or delete the optional keywords for your gadget.
The keywords can be composed of a maximum of 256 characters.

The system currently accepts keywords. However, the search functionality is not yet supported.

Note
c.

Add, modify, or delete the optional description for your gadget.
The description can be composed of a maximum of 256 characters. This description is displayed,
along with other gadget information, in the Gadget Development page.

d.

Upload a new customized icon for your gadget by taking these actions:
•

Click Browse.
The File Upload dialog box appears.

•

Navigate to the location of the file, highlight the file, then click Open.
Back in the Gadget Development page, the file path and name appear in the Icon field.

e.

After you have modified the desired elements for your gadget, click Save.

For information on elements in the Gadget Development and Source pages that were not described in
this procedure, see the “Additional Gadget Development Elements” section on page 11-13.
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Deleting a Gadget
You can delete a gadget if it meets one of these conditions:
•

The gadget is unpublished.

•

The gadget is published, and there are no Cisco Pulse users subscribed to it.

If the gadget is published, and there are Cisco Pulse users subscribed to it, the system does not allow you
to delete the gadget. To determine if a gadget has subscribed users, see the My Gadgets content area of
the Gadget Development page as shown in Figure 11-12.
Figure 11-12

Sample Gadget Development Page—Deleting a Gadget

Procedure

To delete a gadget:
Step 1

Go to the Gadget Development page as shown in Figure 11-12.

Step 2

In the My Gadgets content area, find the gadget that you want to delete and click Delete.
The system verifies that you want to delete the gadget.

Step 3

To proceed with the deletion, click Yes. To cancel the deletion, click Cancel.

For information on elements in the Gadget Development page that were not described in this procedure,
see the “Additional Gadget Development Elements” section on page 11-13.

Additional Gadget Development Elements
You can perform gadget development tasks using these Cisco Pulse pages:
•

Gadget Development page as shown in Figure 11-13

•

Source page as shown in Figure 11-14

•

Details page as shown in Figure 11-15
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Figure 11-13

Sample Gadget Development Page

Figure 11-14

Sample Source Page
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Figure 11-15

Sample Details Page

Table 11-1 describes gadget development elements in these pages that were not described in the other
topics.
Table 11-1

Elements

Additional Gadget Development Elements

Description

Gadget Development page
Gadget status

Displays the status of the gadget, which can be one of the following:
•

The gadget is not published.

•

The gadget is published. Also displays the number of subscriptions to the gadget, which
means the number of times Cisco Pulse users added the gadget to their Home page. Keep
in mind that users can add multiple instances of a gadget to their Home page, so the number
of gadget subscribers and the actual number of subscriptions might vary.

Source page
Gadget Management
List link

To return to the Gadget Development page where you can view a list of gadgets that you have
created, click Gadget Management List in the top left of the page as shown in Figure 11-14.

Cancel button

At any time while you are creating a gadget in the Source page, you can quit out of what you
are currently doing and return to the Gadget Development page by clicking Cancel. If unsaved
changes exist, the system prompts you to discard the changes. To discard the changes, click
OK. To save the changes, click Cancel, then click Save.

Select all link

To select all gadget contents that appear in the Gadget Editor, click Select all.

Details page
Gadget Management
List link

To return to the Gadget Development page where you can view a list of gadgets that you have
created, click Gadget Management List in the top left of the page as shown in Figure 11-14.

Cancel

At any time while you are specifying values for the gadget attributes, you can quit out of what
you are currently doing and return to the Gadget Development page by clicking Cancel. If
unsaved changes exist, the system prompts you to discard the changes. To discard the changes,
click OK. To save the changes, click Cancel, then click Save.
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Viewing Business Data

Note

This topic is intended for business administrators can view and gather data from the ROI gadget.
This topic includes this information:
•

ROI Gadget, page 12-1

ROI Gadget
The ROI gadget appears in the Home page of users assigned these privilege levels:

Note

•

Business administrator

•

System administrator

In some organizations, the business administrator role is handled by the system administrator. Therefore,
the user assigned the system administrator privilege can also view this gadget.
The Pulse Locator enables expertise seekers to enter a term in an interface and within seconds, find
people with experience with the term, also known as expertise providers, as well as related videos and
documents. The Pulse Locator search results provides these means of collaborating with expertise
providers:
•

Several Click-to-Collaborate features that enable an expertise seeker to quickly collaborate with an
expertise provider using methods such as email or instant messaging.

•

Schedule-a-Meeting feature that enables an expertise seeker to set up a Microsoft Outlook meeting
with one or more expertise providers.

Locating experience using the conventional “word-of-mouth” method can be time-consuming for the
expertise seeker and expensive for an organization because of the expertise seeker’s loss of productivity.
The benefit of implementing the Pulse Locator is to quickly bring together expertise seekers and
knowledgeable and willing expertise providers and to provide a variety of communication methods
through which they can initially collaborate, thereby saving time for the expertise seeker and money for
the organization.
To that end, the ROI gadget collects and displays data for the top 10 expertise providers who collaborated
with expertise seekers using a Click-to-Collaborate feature in a specified timeframe. If the gadget
collects data for more than 10 expertise providers, it also displays an eleventh entry for “Others.” The
data shown for “Others” is for all other expertise providers not included in the top 10 list.
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The gadget also provides a calculator that takes the Total Requests for all expertise providers in a
specified timeframe and performs this calculation:
Total Requests x Net Time Saved Per Interaction x Fully Loaded Cost Per Hour = Total Savings
By default, the value for Time Saved Per Interaction is 30 minutes, and for Fully Loaded Cost Per Hour
is $100. You can change these values for one session with the calculator.
For example, if the Total Requests for all expertise providers in the past week is 75, and you retain the
default values for time saved and cost per hour, the total savings for that week is $3750.
Figure 12-1 shows a sample ROI gadget, while Table 12-1 describes each element of the gadget.
Figure 12-1

Sample ROI Gadget
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Table 12-1

ROI Gadget Elements

Elements

Description

Timeframe drop-down list

By default, the ROI gadget displays the top 10 expertise providers and savings for the past day
(from the top of the hour to the current time). For example, if you view the gadget at 2:45 pm,
the displayed data is from 2 pm to 2:45 pm today. To change this timeframe, from the
Timeframe drop-down list, choose one of these options:
•

Past Week—From 3 am, when the data in the cache was last refreshed, to 1 week earlier.

•

Past Month—From 3 am, when the data in the cache was last refreshed, to 30 days earlier.

•

Past 3 Months—From 3 am, when the data in the cache was last refreshed, to 90 days
earlier.

•

Past 6 Months—From 3 am, when the data in the cache was last refreshed, to 180 days
earlier.

Note

If you request data for a longer timeframe than Cisco Pulse has been running, it displays
all of the data it has for that timeframe. For example, if Cisco Pulse has been running
for 4 months and you request data for the past 6 months, Cisco Pulse displays data for
the 4 months.

Expertise Provider

Displays the full name of the top 10 expertise providers sought for collaboration by expertise
seekers using Click-to-Collaborate features in the specified timeframe. For all other expertise
providers not included in the top 10, the system displays “Others.”

Number of People Assisted

Displays the number of expertise seekers who used a Click-to-Collaborate feature to initiate
collaboration with an expertise provider in the specified time. For example, if an expertise
seeker requested collaboration with an expertise provider using the Click-to-Email feature, the
system increments this counter by one for the expertise provider.

Total Requests

Displays the total number of collaboration requests received by an expertise provider by way
of Click-to-Collaborate features in the specified timeframe.

Total

Displays data for the Number of People Assisted and Total Requests for all expertise providers
in the specified timeframe.

Net Time Saved per
Interaction (minutes)

Displays the amount of time, in minutes, saved by users because they used the Pulse Locator
instead of conventional methods to locate people with experience. The default value is
30 minutes. You can change this value for one session with the calculator.

Fully Loaded Cost per Hour Displays the fully loaded hourly cost, in dollars, for a user. The default value is $100. You can
(dollars)
change this value for one session with the calculator.
Calculate button

When you initially access the ROI gadget or navigate to another page then back to the gadget,
the gadget collects any new data, then recalculates and displays the Total Savings.
To recalculate the Total Savings at any time, click Calculate.

Reset button

To reset the Net Time Saved Per Interaction and Fully Loaded Cost Per Hour attributes to their
default values, click Reset.

Total Savings

Displays the total cost savings, in dollars, that the organization saved by users because they
used the Pulse Locator instead of conventional methods to locate people with experience.
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Network Configuration Requirements

Note

This topic is intended for the network administrator who is responsible for deploying the Pulse Collect
and Connect Appliances in the existing IP network and for configuring the existing Cisco switches with
features in support of these appliances.
A Pulse Collect Appliance relies on these traffic-capturing features that are available on Cisco switches
to observe network traffic for analysis:
•

Switched Port Analyzer (SPAN)

•

Remote Switched Port Analyzer (RSPAN) with VLAN Access Control Lists (VACLs)

We recommend using RSPAN with VACLs because they support packet filtering via access lists, which
optimize the amount of traffic a switch forwards to a Pulse Collect Appliance.
Traffic that is captured and forwarded to the Pulse Collect Appliance should not include 802.1q
encapsulation. You must ensure that the SPAN/VACL capture destination port is not configured as a
trunk port. That is, the VACL capture of traffic from multiple VLANs to a capture trunk port on a switch
cannot be processed by the Pulse Collector Appliance because of the 802.1q encapsulation of the packets
forwarded to the appliance.
These topics provide configuration samples that illustrate how to configure RSPAN with VACLs:
•

Sample Configuration 1: Cisco Switches Running IOS Software, page A-1

•

Sample Configuration 2: Cisco Switches in Mixed Software Environment, page A-4

For complete information on setting up the RSPAN with VACLs features on your Cisco switch, see the
documentation that accompanies the switch.

Sample Configuration 1: Cisco Switches Running IOS Software
In the sample Pulse topology shown in Figure A-1, the XYZ business unit of Company ABC is deploying
Cisco Pulse for users in a campus composed of two buildings. Switch 1 handles traffic generated by users
in building 1, while switch 2 handles traffic generated by users in building 2.
A Pulse Collect and Connect Appliance are deployed in this topology. The Pulse Collect Appliance has
one RSPAN connection to switch 1 and another RSPAN connection to switch 2. The Pulse Collect
Appliance forwards web and email content to the Pulse Connect Appliance by way of the Pulse
management port (port 0) on each appliance.
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Figure A-1

Sample Pulse Topology 1
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Switch 1

Switch 2

Switch 3

RSPAN
interface

Management
interface

RSPAN
interface

Pulse Collect Appliance

Management
Pulse Connect Appliance
interface
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Switch 4

This sample configuration shows only the software features that are configured in support of Cisco Pulse
on switches 1, 2, and 3; it does not show all features configured on each switch. All switches in this
sample configuration run IOS software.
Switch 1

Creates VACL named XYZ-VACL
vlan access-map XYZ-VACL 10
Specifies match condition in extended access list XYZ-TRAFFIC
match ip address XYZ-TRAFFIC
Specifies action to be taken when a match occurs
action forward
Applies XYZ-VACL to VLAN 100
vlan filter XYZ-VACL vlan-list 100
Creates ACL, which permits web and email traffic
ip access-list extended XYZ-TRAFFIC
permit tcp any any eq www
permit tcp any eq www any
permit tcp any any eq 88
permit tcp any eq 88 any
permit tcp any any eq 135
permit tcp any eq 135 any
permit tcp any any eq 445
permit tcp any eq 445 any
permit tcp any any eq 8080
permit tcp any eq 8080 any
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List of email servers
permit ip any 172.16.113.0 0.0.0.255
permit ip any 172.16.121.0 0.0.0.255
permit ip 172.16.113.0 0.0.0.255 any
permit ip 172.16.121.0 0.0.0.255 any
Defines RSPAN source as port Te2/1
monitor session 1 source interface Te2/1
Defines RSPAN source as port Te4/1
monitor session 1 source interface Te4/1
Defines RSPAN destination as VLAN 100
monitor session 1 destination remote vlan 100
Defines RSPAN source as VLAN 100
monitor session 2 source remote vlan 100
Switch 2

Creates VACL named XYZ-VACL
vlan access-map XYZ-VACL 10
Specifies match condition in extended access list XYZ-TRAFFIC
match ip address XYZ-TRAFFIC
Specifies action to be taken when a match occurs
action forward
Applies XYZ-VACL to VLAN 100
vlan filter XYZ-VACL vlan-list 100
Creates ACL, which permits web and email traffic
ip access-list extended XYZ-TRAFFIC
permit tcp any any eq www
permit tcp any eq www any
permit tcp any any eq 88
permit tcp any eq 88 any
permit tcp any any eq 135
permit tcp any eq 135 any
permit tcp any any eq 445
permit tcp any eq 445 any
permit tcp any any eq 8080
permit tcp any eq 8080 any
remark Exchange hosts
permit ip any 172.16.113.0 0.0.0.255
permit ip any 172.16.121.0 0.0.0.255
permit ip 172.16.113.0 0.0.0.255 any
permit ip 172.16.121.0 0.0.0.255 any
Defines RSPAN source as port Te2/1
monitor session 1 source interface Te2/1
Defines RSPAN source as port Te4/1
monitor session 1 source interface Te4/1
Specifies RSPAN destination as VLAN 100
monitor session 1 destination remote vlan 100
Specifies RSPAN destination as port Gi3/7
monitor session 2 destination interface Gi3/7
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Specifies RSPAN source as VLAN 100
monitor session 2 source remote vlan 100
Switch 3

Specifies RSPAN destination as port Gi1/0/1
monitor session 1 destination interface Gi1/0/1
Specifies RSPAN source as VLAN 100
monitor session 1 source remote vlan 100
Related Topics
•

Connecting a Pulse Collect Appliance, page 3-4

•

Connecting the Pulse Collect Appliance to a Cisco Switch, page 3-5

Sample Configuration 2: Cisco Switches in Mixed Software
Environment
In the sample Pulse topology shown in Figure A-2, Company 123 has deployed a Pulse Collect and
Connect Appliance. The Pulse Collect Appliance has one RSPAN connection to switch 1, and one
RSPAN connection to switch 2. The Pulse Collect Appliance forwards web and email content to the
Pulse Connect Appliance by way of the Pulse management port (port 0) on each appliance.
Figure A-2

Sample Pulse Topology 2
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This topology uses these VLANs to segment the various types of traffic:
•

VLAN 20 – email traffic

•

VLAN 30 – web traffic

•

VLAN 40 – Active Directory traffic

•

VLAN 111 – RSPAN traffic for switch 1

•

VLAN 222 – RSPAN traffic for switch 2

This sample configuration shows only the software features that are configured in support of Cisco Pulse
on switches 1 and 2; it does not show all features configured on each switch. Some of the switches in
this sample configuration run IOS software, while others run the Catalyst operating system.
Switch 1

Creates VLAN111 for RSPAN traffic
set vlan 111 rspan name VLAN111 state active
Creates VACL MYLABEL that matches the specified ports and email server addresses
set security acl ip mylabel permit arp
set security acl ip mylabel permit tcp any any eq 80 statistics
set security acl ip mylabel permit tcp any eq 80 any statistics
set security acl ip mylabel permit tcp any any eq 88 statistics
set security acl ip mylabel permit tcp any eq 88 any statistics
set security acl ip mylabel permit tcp any any eq 25 statistics
set security acl ip mylabel permit tcp any eq 25 any statistics
set security acl ip mylabel permit ip any 172.16.5.11 0.0.0.0 statistics
set security acl ip mylabel permit ip 172.16.5.11 0.0.0.0 any statistics
Commits VACL MYLABEL to the hardware
commit security acl mylabel
Maps VACL MYLABEL to RSPAN VLAN111
set security acl map mylabel 111
Defines the RSPAN source as bidirectional traffic in VLANs 20 and 30
set rspan source 1/2,2/12 111 both multicast enable create
Defines the RSPAN destination as port 3/15
set rspan destination 3/15 111 inpkts disable learning enable create
Switch 2

Creates VLAN 222 for RSPAN traffic
set vlan 222 rspan name VLAN222 state active
Creates VACL MYLABEL that matches the specified ports and email server addresses
set security acl ip mylabel permit arp
set security acl ip mylabel permit tcp any any eq 80 statistics
set security acl ip mylabel permit tcp any eq 80 any statistics
set security acl ip mylabel permit tcp any any eq 88 statistics
set security acl ip mylabel permit tcp any eq 88 any statistics
set security acl ip mylabel permit tcp any any eq 25 statistics
set security acl ip mylabel permit tcp any eq 25 any statistics
set security acl ip mylabel permit ip any 172.16.5.10 0.0.0.0 statistics
set security acl ip mylabel permit ip 172.16.5.10 0.0.0.0 any statistics
set security acl ip mylabel permit ip any 172.16.5.9 0.0.0.0 statistics
set security acl ip mylabel permit ip 172.16.5.9 0.0.0.0 any statistics
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Commits VACL MYLABEL to the hardware
commit security acl mylabel
Maps the VACL to RSPAN VLAN 222
set security acl map mylabel 222
Defines the RSPAN source as bidirectional traffic on VLANs 20, 30, and 40
set rspan source 3/3, 3/6, 2/1 222 both multicast enable create
Defines the RSPAN destination as port 3/19
set rspan destination 3/19 222 inpkts disable learning enable create
Related Topics
•

Connecting a Pulse Collect Appliance, page 3-4

•

Connecting the Pulse Collect Appliance to a Cisco Switch, page 3-5
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Allowing Pulse Locator Access to Anonymous
Users

Note

This information is intended for the system administrator who can allow Pulse Locator access to
anonymous users.
You can allow an anonymous user, who does not have a Cisco Pulse username and password, to use the
Pulse Locator.
This topic contains this information:
•

Allowing Access to Anonymous Users, page B-1

•

Pulse Locator Functionality for Anonymous Users, page B-2

Allowing Access to Anonymous Users
To allow Pulse Locator access to an anonymous user, the user can enter this URL in the address field of
one of the supported clients and browsers described in the “Accessing Cisco Pulse” section on page 1-3:
http://ipaddr-hostname/ncpui/guest/searchresult.anonymous?elSearchString=term
where:
ipaddr-hostname = The IP address or host name of the Pulse Connect Appliance, which you supply to
the anonymous user.
term = A single- or multiple-word term for which to find people with experience and related information,
which includes documents and videos.
When the user specifies a term in the elSearchString field, for example, “collaboration,” the Pulse
Locator search results immediately appears as shown in Figure B-1.
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Pulse Locator Functionality for Anonymous Users

Figure B-1

Sample Pulse Locator Search Results for an Anonymous User

Pulse Locator Functionality for Anonymous Users
The Pulse Locator search results page functions and looks the same as the page that appears for Cisco
Pulse users except for these differences:
•

The Click-to-Call feature is disabled. Although phone icons might appear in the public profiles of
the expertise providers, clicking these icons does not work because Cisco Pulse does not know the
anonymous user's phone number.

•

The anonymous user is not allowed to add a new term and synonyms, nor add synonyms for existing
terms to the Pulse Vocabulary. This feature is disabled.

•

Navigational tabs to other Cisco Pulse pages do not display.

•

The user name in the upper right corner of the page is “Guest.”

•

The anonymous user does not need to log out from Cisco Pulse.

After anonymous users get their initial search results, they can perform additional Pulse Locator searches
by entering a term in the Pulse Locator search interface.
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Reinstalling the Operating System on the Pulse
Appliances
The Pulse Appliances ship with the operating system already installed. However, if a situation arises
wherein the operating system needs to be reinstalled, it can be done using an operating system installer,
which is included on a DVD that ships with each appliance. The part number of the DVD that ships with
the Pulse Collect and Connect Appliances is 80-9523-01.

Note

This information is intended for the network administrator who is responsible for the basic setup and
maintenance of the Pulse Appliances.
These topics describe the operating system reinstallation:
•

What Happens While Reinstalling the Operating System, page C-1

•

Performing the Operating System Reinstallation, page C-2

What Happens While Reinstalling the Operating System
The operating system installer automatically performs these tasks:
•

Optionally, checks the integrity of the DVD.

•

Reformats the hard disk into partitions.

•

Installs the operating system.

•

Configures the system with drivers, checks services, and so on.

Therefore, you should have to take these actions only:

Note

•

Indicate whether or not the installer should proceed with the reinstallation process, which reformats
the hard disk, thereby removing the contents of the hard disk.

•

Indicate whether or not the installer should perform the optional check of the DVD.

During the reinstallation process, the installer reformats the hard disk, thereby removing the hard disk
contents. Before reinstalling the operating system, make sure to create a backup of the hard disk
contents.
The installation takes approximately 20 minutes to complete.
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Performing the Operating System Reinstallation

After the installation of the operating system is complete, the Setup wizard appears. This wizard guides
the network administrator through the configuration of some basic attributes. For more information on
configuring these attributes using the Setup wizard, see the “Configuring Basic Attributes” section on
page 3-8.
After you configure the basic attributes, the system administrator must reinstall the application software.
Each Pulse Appliance ships with another CD that includes the application software that you ordered.
These are the CD part numbers:
•

For the Pulse Collect application software: 80-9525-01 or 80-9553-01

•

For the Pulse Connect application software: 80-9524-01

Each CD generally includes application software for major releases, for example, release 1.0. Before
installing this software version, you must check on Cisco.com to determine if a later software version
exists.

Note

For the Cisco.com location at which you can check for the latest application software, see the release
notes for the latest Cisco Pulse software release.

Performing the Operating System Reinstallation
This topic describes how to reinstall the operating system on a Pulse Collect or Connect Appliance.
Before You Begin

Before reinstalling the operating system:
•

You must back up the hard disk contents of the appliance because the reformatting of the hard disk
removes the contents.

•

You need the DVD that contains the operating system installer (Cisco part number 80-9523-01).

•

You must check for the latest release of application software on Cisco.com. If a later release of
software exists on Cisco.com, download it and install that release instead of the release on the CD.

Note

For the Cisco.com location at which you can check for the latest application software, see the
latest Cisco Pulse release notes.

Procedure

To reinstall the operating system on a Pulse Appliance:
Step 1

Insert the DVD into the DVD drive of the appliance.
The operating system installer launches, then asks if you want to proceed with the reinstallation process,
which reformats the hard disk, thereby removing all hard disk contents (See Figure C-1).
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Figure C-1

Step 2

Operating System Installer—Verifying Removing Hard Disk Contents

Click Continue.
The Confirm Overwrite dialog box appears as shown in Figure C-2.
Figure C-2

Step 3

Operating System Installer—Confirm Overwrite Dialog Box

Click Yes.
The installer then prompts you to check the integrity of the DVD. We recommend that you proceed with
this check.

Step 4

Click Check.
The installer begins the check as shown in Figure C-3.
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Figure C-3

Operating System Installer—Checking the Media

After the installer finishes the media check, it reports the status of the check. If it does not detect any
problems, it begins to reformat the hard disk as shown in Figure C-4.
Figure C-4

Operating System Installer—Formatting the Partitions

After the installer finishes reformatting the hard disk, it begins to install the operating system as shown
in Figure C-5.
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Figure C-5

Operating System Installer—Installing the Operating System

After the installer finishes installing the operating system, it begins to configure the system with drivers
as shown in Figure C-6.
Figure C-6

Operating System Installer—Configuring the System

After the installer finishes configuring the system, it ejects the DVD and restarts the appliance.
After a few minutes, the Setup wizard appears. This wizard guides you through the configuration of some
basic attributes.
Step 5

For more information on configuring the basic attributes using the Setup wizard, see the “Configuring
Basic Attributes” section on page 3-8.

Cisco Pulse Administrator Guide
OL-20214-02

C-5

Appendix C

Reinstalling the Operating System on the Pulse Appliances

Performing the Operating System Reinstallation

Step 6

After you configure the basic attributes, the system administrator must reinstall the application software.
Each Pulse Appliance ships with another CD that includes the application software that you ordered.
This CD generally includes application software for major releases, for example, release 1.0. Before
installing this software version, you must check on Cisco.com to determine if a later software version
exists. If a later version of software exists on Cisco.com, download and install that version instead of the
version on the CD.

Note

For the Cisco.com location at which you can check for the latest application software, see the release
notes for the latest Cisco Pulse software release.
For information on installing the application software, see the “Installing Application Software on a
Pulse Collect Appliance” section on page 4-2 and the “Installing Application Software on a Pulse
Connect Appliance” section on page 4-5.
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Recovering the Pulse Appliances
Cisco Pulse provides a restore utility that is useful in these or similar situations:

Note

•

You want to move Cisco Pulse data from one Pulse Connect Appliance to another.

•

Data on the Pulse Connect Appliance is lost or becomes corrupted.

The restore utility is intended to restore Cisco Pulse data on the Pulse Connect Appliance only if no data
is currently present on that appliance. If your Pulse Connect Appliance currently contains data, before
using the restore utility, you must perform the recovery process, which is documented in this topic.
This topic is intended for the system administrator who is responsible for performing the recovery
process.
The recovery process entails performing these high-level tasks:
•

Remove, then reinstall the application software on the Pulse Collect and Connect Appliances.

•

Remove, then restore Cisco Pulse data on the Pulse Connect Appliance.

For the complete list of recovery tasks, see the “Recovering the Pulse Appliances” section on page D-2.

Note

If you suspect that data loss or corruption is the result of a Cisco Pulse software malfunction, contact the
Technical Assistance Center (TAC) using the information provided in Table D-1 before performing the
recovery tasks.
Table D-1

TAC Contact Information

Who to Call

Telephone Number

In the United States

1-800-553-2447

Outside of the United
States

For your local Cisco TAC phone number, see this website:
http://www.cisco.com/en/US/support/tsd_cisco_worldwide_contacts.html

These topics describe the recovery process:
•

Recovering the Pulse Appliances, page D-2

•

Removing Application Software and Data from the Pulse Appliances, page D-3

•

Restoring Cisco Pulse Data, page D-5
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Recovering the Pulse Appliances

Recovering the Pulse Appliances
Table D-2 outlines the recovery tasks that you must perform, the Pulse Appliances to which the tasks
apply, and where you can find information to help you perform the tasks.
Before you start the recovery process for the Pulse Appliances, make sure that you have these items:
•

The latest backup files created by the backup utility, backup.sh, from which to restore Cisco Pulse
data to the Pulse Connect Appliance.

•

The CDs that contain the application software for your Pulse Collect and Connect Appliances. These
Cisco part numbers identify each CD:
– For the Pulse Collect application software: 80-9525-01 or 80-9553-01
– For the Pulse Connect application software: 80-9524-01

Table D-2

Task
Number

Appliance to Which Task
Applies

1

Pulse Collect Appliances

Recovery Workflow for Pulse Appliances

Pulse Connect Appliance

Tasks You Must Perform

Where to Find Information

Remove the installed application software
on the Pulse Collect Appliances.

Removing Application Software and
Data from the Pulse Appliances,
page D-3

Remove the installed application software
and data files on the Pulse Connect
Appliance.
2

Pulse Collect Appliances

Reinstall the application software.

Installing the Application Software,
page 4-2

Start the application.

Starting the Application on a Pulse
Collect Appliance, page 4-11

Pulse Connect Appliance
3

Pulse Collect Appliances
Pulse Connect Appliance

Starting the Application on a Pulse
Connect Appliance, page 4-12
4

Pulse Collect Appliances

Stop the application.

Pulse Connect Appliance

Stopping and Restarting the Pulse
Collect Appliances, page 9-3
Stopping and Restarting the Pulse
Connect Appliance, page 9-3

5

Pulse Connect Appliance

Restore Cisco Pulse data.

Restoring Cisco Pulse Data, page D-5

6

Pulse Collect Appliances

Start the application.

Starting the Application on a Pulse
Collect Appliance, page 4-11

Pulse Connect Appliance

Starting the Application on a Pulse
Connect Appliance, page 4-12
7

Pulse Collect Appliances
Pulse Connect Appliance

Change the management service username
and password by running the
passwd_mgmtsvc utility.

Changing the Management Service
Username and Password, page 9-5
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Table D-2

Task
Number

Appliance to Which Task
Applies

8
9

Recovery Workflow for Pulse Appliances (continued)

Tasks You Must Perform

Where to Find Information

Pulse Connect Appliance

Change the ncpadmin password using the
passwd_ncpadmin utility.

Changing the ncpadmin Password,
page 9-7

Pulse Connect Appliance

Log into the Cisco Pulse graphical user
Performing an Immediate Configuration
interface (GUI) as ncpadmin or a user with Update, page 6-73
the administrator privilege.
Perform an immediate configuration update
to synchronize the configuration of all
Pulse Appliances.

Removing Application Software and Data from the Pulse
Appliances
The clean utility, clean_collect_connect.sh, removes application software from the Pulse Collect and
Connect Appliances, and Cisco Pulse data from the Pulse Connect Appliance. Before using the restore
utility, you must remove these items before reinstalling the application software on the Pulse Collect and
Connect Appliances, and restoring the Cisco Pulse data on the Pulse Connect Appliance.

Caution

The clean utility is intended for use in the recovery process of the Pulse Appliances only. It is not
intended for general maintenance of the Pulse Appliances, because it actually removes application
software from the Pulse Collect and Connect Appliances, and Cisco Pulse data from the Pulse Connect
Appliance.
The clean utility resides in this directory on the Pulse Appliances:
/opt/mgmt/scripts
To run the utility, you can establish a console port session with a Pulse Appliance, or a Secure Shell
(SSH) session between a UNIX- or Microsoft Windows-based management station and the appliance. (If
your management station runs Microsoft Windows, you must run an SSH client.)
You must log into the Pulse Appliance using the system administrator username and password, then the
root password. (If you do not already have this login information, you can get it from the network
administrator.)

Note

As a security measure, you cannot log into the Pulse Appliances directly as root. You must first log into
the appliances using the system administrator username and password, then the root password.
Before You Begin

You need this information:
•

System administrator username and password for the appliance.

•

Root password for the appliance.
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Procedure

To clean a Pulse Appliance before using the restore utility:

Note

Although you can also establish a console port session with the Pulse Appliance, or an SSH session from
a Microsoft Windows workstation running an SSH client, for the sake of providing a sample scenario,
this procedure assumes an SSH session established from a UNIX management station.

Step 1

Initiate an SSH session from a management station to the Pulse Appliance using this command syntax:
ssh username@ip-or-host address
or
ssh ip-or-host address -l username
where:
username = System administrator username
ip-or-host address = IP address or host name of the Pulse Appliance
For example:
ssh admin@10.1.0.11

or
ssh 10.1.0.11 -l admin

Step 2

When prompted, enter the system administrator password provided by the network administrator:

Step 3

Log into the Pulse Appliance as root using this command syntax:
[admin@mylocalhost ~]$ su -

Step 4

When prompted, enter the root password provided by the network administrator:

Step 5

After you have successfully logged in, change directories to the /opt/mgmt/scripts directory by entering
this command:
cd /opt/mgmt/scripts

Step 6

From this directory, invoke the clean utility by entering this command syntax:
./clean_collect_connect.sh

The utility displays this message:
*** WARNING ***
ALL CISCO PULSE RELATED SOFTWARE AND DATA FILES WILL BE DELETED
Hit CTRL+C to abort or ENTER to continue
Stopping Services...
Killing Processes...
Uninstalling Software...
Deleting Data File(s)...
Cleaning up the Logs...
Deleting Transient Files...
Completed

Step 7

Repeat Step 1 through Step 6 for each Pulse Appliance that you need to clean.

Cisco Pulse Administrator Guide

D-4

OL-20214-02

Appendix D

Recovering the Pulse Appliances
Restoring Cisco Pulse Data

Restoring Cisco Pulse Data
These topics describe the restoration of Cisco Pulse data:
•

What Happens During the Restore Process, page D-5

•

Restoring Cisco Pulse Data, page D-6

What Happens During the Restore Process
Cisco Pulse provides a restore utility that is useful in these or similar situations:
•

You want to move Cisco Pulse data from one Pulse Connect Appliance to another.

•

Data on the Pulse Connect Appliance is lost or becomes corrupted.

Note

The restore utility is intended to restore Cisco Pulse data on the Pulse Connect Appliance only if no data
is currently present on that appliance. If your Pulse Connect Appliance currently contains data, before
using the restore utility, you must perform the recovery process. For more information on the recovery
process, see the “Recovering the Pulse Appliances” section on page D-2

Note

Each version of the Cisco Pulse software recognizes data generated only by that particular version of
software. For example, software version 1.0 recognizes data generated by software version 1.0 only.
Software version 2.0 does not recognize data generated by version 1.0.
The restore utility restores Cisco Pulse data from the latest backup files created by the backup utility,
backup.sh, to the Pulse Connect Appliance. For more information on Cisco Pulse data, see the “Cisco
Pulse Data” section on page 10-1.

Note

Before moving data from one Pulse Connect Appliance to another or upgrading Cisco Pulse software,
you must perform a backup as described in the “Performing a Manual Backup” section on page 10-2.
Should a problem occur during one of these operations, you will have backups of the latest Cisco Pulse
data that you can restore to the Pulse Connect Appliance.
The restore utility, restore.sh, is in this directory on the Pulse Connect Appliance:
/opt/mgmt/scripts
You can establish a console port session with the Pulse Connect Appliance, or a Secure Shell (SSH)
session between a UNIX- or Microsoft Windows-based management station and the Pulse Connect
Appliance. (If your management station runs Microsoft Windows, you must run an SSH client.)
You must log into the Pulse Connect Appliance using the system administrator username and password,
then the root password. (If you do not already have this login information, you can get it from the
network administrator.)

Note

As a security measure, you cannot log into an appliance directly as root. You must first log into an
appliance using the system administrator username and password, then the root password.
Then, you can go to the /opt/mgmt/scripts directory where you can invoke the utility.
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Note

During the restore process, the utility stops the services on the Pulse Connect Appliance. After the
process is complete, you must manually restart the services.
You can specify that the utility retrieves the latest backup files from one of these locations:
•

Local hard drive option—The /partB directory on your local hard drive.

•

Remote system option—You must specify these elements if the backup files are on a remote system:
– The name of the remote system.
– A username and associated password to access this system.
– The complete pathname where backup files reside.

The utility retrieves the backup files and places them in a temporary directory on your local hard drive.
The duration of the restore process depends on the size of your database and Pulse Index. In most cases,
it should take less than 2 hours. The utility displays incremental messages during the restore process so
that you can track the progress.
Related Topics
•

Restoring Cisco Pulse Data, page D-6

Restoring Cisco Pulse Data
This topic describes how to restore Cisco Pulse data using the restore utility, restore.sh.

Note

The restore utility is intended to restore Cisco Pulse data on the Pulse Connect Appliance only if no data
is currently present on that appliance. If your Pulse Connect Appliance currently contains data, before
using the restore utility, you must perform the recovery process. For more information on the recovery
process, see the Appendix D, “Recovering the Pulse Appliances.”

Note

During the restore process, the utility stops the services on the Pulse Connect Appliance. After the
process is complete, you must manually restart the services.
Before You Begin

During the restore process, you might need to supply this information:
•

System administrator username and password for the Pulse Connect Appliance.

•

Root password for the Pulse Connect Appliance.

•

Location of the latest backup files created by the backup utility, backup.sh.

•

If the backup files are on a remote system, you must specify the system name, a username and
associated password to log into the system, and the path at which the utility can access the backup
files.
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Procedure

To restore Cisco Pulse data, perform these steps.

Note

Although you can also establish a console port session with the Pulse Connect Appliance, or an SSH
session from a Microsoft Windows workstation running an SSH client, for the sake of providing a sample
scenario, this procedure assumes an SSH session established from a UNIX management station.

Step 1

Initiate an SSH session from a management station to the Pulse Connect Appliance using this command
syntax:
ssh username@ip-or-host address
or
ssh ip-or-host address -l username
where:
username = System administrator username
ip-or-host address = IP address or host name of the Pulse Connect Appliance
For example:
ssh admin@10.1.0.11

or
ssh 10.1.0.11 -l admin

Step 2

When prompted, enter the system administrator password provided by the network administrator:

Step 3

Log into the Pulse Connect Appliance as root using this command syntax:
[admin@mylocalhost ~]$ su -

Step 4

When prompted, enter the root password provided by the network administrator:

Step 5

After you have successfully logged in, change directories to the /opt/mgmt/scripts directory by entering
this command:
cd /opt/mgmt/scripts

Step 6

From this directory, invoke the restore utility using this command syntax:
./restore.sh {/path/filename} | {scp://user@host:/path/filename password}
where:
/path/filename = the complete pathname of the local hard disk or remote system, and the filename of the
backup tar file.
user = a username on a remote system.
password = the password associated with the specified username.

Note

The utility reads the specified password of the remote system in clear text.
host = name of the remote system.
For example, to restore the backup files that reside on the local hard drive, enter this command:
./restore.sh /partB/ncp-backup-0.0.0-1-20090623-141938.tar.gz
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To restore the backup files that reside on a remote system called mgmt2, enter this command:
./restore.sh scp://remote-user1@mgmt2:/tmp/ncp-backup-0.0.0-1-20090623-141938.tar.gz
mypassword

The utility displays this message:
*** WARNING ***
ALL SERVICES WILL BE STOPPED AND ALL DATA WILL BE RESTORED FROM BACKUP
SERVICES WILL NEED TO BE STARTED MANUALLY AFTER THE RESTORE IS COMPLETE
Hit CTRL+C to abort or ENTER to continue

Step 7

To continue with the restore process, press the Enter key.

Step 8

If desired, monitor the incremental messages displayed by the utility to determine the progress of the
operation.

Step 9

After the restore process is complete, restart the services on the Pulse Connect Appliance by entering
this command:
service connect start

Related Topics
•

What Happens During the Restore Process, page D-5
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A
Accepted Email
Domains

A filter that allows the system administrator to specify the email content that the Pulse Collect Engines
tag.

Accepted Web
Domains

A filter that allows the system administrator to specify the web content that the Pulse Collect Engines
tag.

acronym

A word formed by the initial letters of a multiple-word term. For example, the acronym for Dynamic
Host Configuration Protocol is DHCP. An acronym can be specified for a root term in the Pulse
Vocabulary.
Also see synonym.

Administration
setup wizard

A tool that leads the system administrator through the Administration pages in a particular sequence so
that they can initially configure Cisco Pulse.

All Top Tags

A summary of the 20 most popular tags for all users in the Pulse Index in a specified timeframe.

application log

A collection of application-level errors and warnings that are issued by Cisco Pulse components. Cisco
Pulse presents these messages to the system administrator in the Monitoring pages.

availability status

Icons that appear in the Pulse Locator search results, provided that the Cisco Unified Presence Server
(CUPS) functionality is integrated into the Pulse Apps Platform. The icons indicate whether or not each
expertise provider is currently available for collaboration.

B
business
administrator

One or more administrators who manage Cisco Pulse from a business perspective. These administrators
create and maintain the Pulse and Restricted Vocabularies. These administrators may also gather data
about Cisco Pulse usage, for example, rates of adoption, frequency of usage, most and least frequently
searched upon terms, and so on. Using this data, the administrators can add or remove terms from the
Pulse Vocabulary or take appropriate action to motivate users to use Cisco Pulse.
Also see Pulse Vocabulary and Restricted Vocabulary.

C
Click-to-Call

A feature that enables a user to click a corporate or mobile phone icon in the Pulse Locator search
results or a mini profile to quickly call an expertise provider on their corporate land line or mobile
phone.
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Click-to-Collaborate A reference to Click-to-Call, Click-to-Email, Click-to-IM, and Click-to-WebEx features that enable a

user to quickly collaborate with an expertise provider by clicking an icon in the Pulse Locator search
results.
Click-to-Email

A feature that enables a user to click an email icon in the Pulse Locator search results or a mini profile
to quickly send an email to an expertise provider using the corporate email system.

Click-to-IM

A feature that enables a user to click an icon in the Pulse Locator search results or a mini profile to
quickly collaborate with an expertise provider using a supported instant messaging application.

Click-to-WebEx

A feature that enables a user to click a Cisco WebEx icon in the Pulse Locator search results or a mini
profile to invite one or more expertise providers to join a WebEx meeting.

content filtering

A feature that allows the system administrator to filter, or narrow, the content that the Pulse Collect
Engines analyze for terms in the Pulse Vocabulary.
Also see Accepted Email Domains, Accepted Web Domains, and Restricted Web Domains.

E
expertise provider

A user who has experience with a term, appears in the Pulse Locator search results for the term, might
be sought to collaborate with the expertise seeker.

expertise seeker

A user who is searching for other users with experience with a term with the intent of collaborating
with them.

L
LDAP server

The server on which the corporate Lightweight Directory Access Protocol (LDAP) directory is stored.
Cisco Pulse leverages user information from the corporate LDAP directory for public profiles and the
user list.

list view

The Pulse Locator search results initially display a list of expertise providers who are rated in order
of their recent activity with a particular term.

M
My Top Tags

A summary of the 20 most popular tags for a particular user in the Pulse Index and tags that the user
added to their public profile in a specified timeframe.

N
NetPulse

A rating displayed in the Pulse Locator search results as a graphical horizontal bar that shows a user’s
recent content activity with all the tags matched for that query. In this context, email and HTTP
content shared by a user rates higher than HTTP content accessed by the user.
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network
administrator

An administrator who is familiar with the IP network that supports an organization and the flows of
traffic within the network. This person may help determine how many Pulse Collect Appliances to
deploy in the network, in addition to determining where to place them and the Pulse Connect
Appliance. This person must physically set up the appliances, connect them to the appropriate network
devices, and if the devices are Cisco switches, configure them with recommended features that support
Cisco Pulse. And finally, this person must configure an IP address for each appliance and other basic
attributes that ensure the proper deployment of the appliance in the network.

normalized

Cisco Pulse treats a root term and its synonyms equally. However, when storing Pulse tags in the Pulse
Index or displaying these tags in My Top Tags and All Top Tags, Cisco Pulse uses the root term, or
the term that is defined in the Term column of the Pulse Vocabulary, as the normalized term.
Also see term grouping.

P
preferred contact
method

The method in which an expertise provider prefers to be contacted for collaboration. This contact
method is displayed in the full and mini public profiles.
The default contact method is email. The user can change the default contact method in the Summary
tab of the View and Edit Profile page, and the Profile Summary gadget of the Home page.

privacy policy

An optional policy created by the appropriate group or individual in an organization and implemented
by the system administrator so that each user can view and accept it before accessing and using the
Pulse Apps Platform.
Organizations that are concerned about user reaction to the potential tagging of email and HTTP
content shared across the network should consider implementing a privacy policy.

profile keyword

A term that is not currently in the Pulse Vocabulary and that a user has added to their public profile,
thereby attaching the term. This action declares that the user has experience with or interest in the term
and is open to collaborating with other users about the term. Through a profile search, this user might
appear in the Pulse Locator search results for this term.
Profile keywords can include work-related terms, such as “network collaboration,” or personal-interest
terms, such as “cooking” or “hiking.”
Also see profile tag.

profile tag

A term that is currently in the Pulse Vocabulary and that a user has added to their public profile, thereby
attaching the term. This action declares that the user has experience with or interest in the term and is
open to collaborating with other users about the term. Through a profile search, this user might appear
in the Pulse Locator search results for this term.
Also see Pulse tag and profile keyword.
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A collection of information that each user wants to share with other users. A default profile includes
minimal information captured from the corporate directory, for example, name, work title, work group,
corporate location, and manager name. The user can add previous work experiences, educational
degrees and certifications, links to additional personal information, and a description of other pertinent
skills and experiences entered in a free-form field. The user can also add profile tags and keywords, and
configure the preferred method in which expertise seekers contact them.

public profile

In the Pulse Locator search results, expertise seekers can view full profiles of each expertise provider
as well as mini profiles, which provide a subset of the information in the full profiles.
During a Pulse Locator search, Cisco Pulse performs a keyword search of all public profiles to ensure
that all users with experience with a term are reflected in the search results.
Pulse Appliances

A reference to the Pulse Collect and Connect Appliances.

Pulse Apps

End user applications built by Cisco Systems, Inc., or third parties who plan to leverage data that is
collected and exposed through the Pulse Apps Platform. Some examples of Pulse Apps are the Pulse
Locator and the Tag Navigator gadget.

Pulse Apps Platform A platform on which administrative tools and application programming interfaces (APIs) are

integrated. This platform provides the capability to configure all Cisco Pulse components.
Two hardware offerings that run text only and media-enabled versions of the Pulse Collect Engine.

Pulse Collect
Appliance

Pulse Collect Engine An engine that analyzes content shared across the network for terms in the Pulse Vocabulary, attaches

the terms to their associated users, documents, and videos, and sends this information to the Pulse
Connect Engine for further analysis. This engine stores metadata for the content for approximately
6 months.
Pulse Connect
Appliance

Hardware on which the Pulse Connect Engine, Pulse Apps Platform, and Pulse Apps are pre-installed.

Pulse Connect
Engine

An engine that analyzes automatically tagged and user-provided content to provide dynamic
intersections of information in Pulse Apps such as the Tag Navigator gadget and Pulse Locator search
results.

Pulse Index

An index of content shared across the network that passes through configured content filters (email and
web) and vocabulary filters (Pulse and Restricted Vocabularies). This content consists of Pulse
Vocabulary terms discovered in the content and metadata that identifies the user, video, or document
associated with the term.
The Pulse Index is the basis for Pulse tags.
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Pulse Locator

A search engine that enables expertise seekers to search for people with experience with a specified
term, as well as related documents and videos.
When a user enters a term in the Pulse Locator search interface, Cisco Pulse first searches for the term
in the Pulse Vocabulary. If it finds an exact match, it expands the search to include all associated
synonyms, as well as the specified term itself.
After Cisco Pulse presents the search results, expertise seekers can view the expertise providers, videos,
and documents in their rated order of recent activity. Expertise seekers can quickly collaborate with
expertise providers using the Click-to-Collaborate features, play the relevant portions of the videos in
a video player, or view the documents.

Pulse tag

A term in the Pulse Vocabulary that the Pulse Collect Engine discovers in content shared across the
network, attaches to one or more users, documents, or videos, then stores in the Pulse Index.
Also see profile tag.

Pulse topology

A network topology in which Cisco Pulse is deployed. A typical topology consists of one or more Pulse
Collect Appliances; a Pulse Connect Appliance; switches; email, HTTP, and Active Directory servers;
and users on Microsoft Windows clients.

Pulse Vocabulary

A list of accepted terms that is created and maintained by one or more business administrators. This list
is the means through which business administrators can establish terms on which users can search and
find other users with experience, as well as related documents and videos. It is also the means through
which Cisco Pulse can initially attach users to a term, a practice known as tagging, and over time,
measure their activity with the term. And finally, it is the means through which Cisco Pulse can attach
documents and videos to a term, and measure the relevancy of their content with the term.

R
Restricted Web
Domains

A filter that allows the system administrator to specify the web content that the Pulse Collect Engines
should not tag.

Restricted
Vocabulary

Sensitive terms that are analyzed by Pulse Collect Engines because of privacy or confidentiality
concerns. If a Pulse Collect Engine finds a restricted term in content shared across the network, it
immediately discards the content. The Restricted Vocabulary is managed by one or more business
administrators,

S
Setup wizard

A tool that leads the network administrator through a graphical user interface (GUI) that allows them
to initially set up each Pulse Appliance.

synonym

An alternate or related term that is specified for a root term in the Pulse Vocabulary. For example, a
synonym for the root term car is auto.
Also see acronym.
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system
administrator

An administrator who initially configures, maintains, and monitors Cisco Pulse. This person integrates
pertinent LDAP directory attributes into Cisco Pulse as well as creates and maintains a list of users who
will access the Pulse Apps Platform and use the Pulse Locator. This person also supports the users if
they have a problem accessing or using the Pulse Apps Platform. If this administrator decides to
integrate the functionality of a feature such as the Cisco Unified Presence Server (CUPS), they will
work the appropriate administrator to gain proper access to it.

system log

A collection of kernel- or operating system-level messages, that are issued when a Pulse Collect or
Connect Appliance experiences a hardware problem, for example, a hard disk problem. These messages
are presented to the system administrator in the Monitoring page.

T
tag

A term that is attached to a user, a video, or a document. Tags enable Cisco Pulse to identify users who
have experience with a term, or videos and documents in which the term is discovered; to assess the
recent activity of each entity with the term; and to rate each entity against other similar entities in a
Pulse Locator search.

Pulse Dictionary

A tool that enables a user to suggest a term, as well as associated synonyms, for inclusion in the Pulse
Vocabulary. The suggestions are subject to the approval of a business administrator, who manages the
Pulse Vocabulary. If the administrator approves the term, it is added to the vocabulary, and Cisco Pulse
starts to attach users, videos, and documents to the associated term.

term grouping

A root term in the Pulse Vocabulary and its associated synonyms.
Also see normalized.
Words and phrases in the Pulse and Restricted Vocabularies. The inclusion of terms in these
vocabularies enables a business administrator to determine what content is relevant to users or is
restricted.

terms

U
An individual who has access to the Pulse Apps Platform, has a public profile, and can be an expertise
seeker or expertise provider in an Pulse Locator search.

user

Also see expertise seeker and expertise provider.
user list

A list of users who have access to the Pulse Apps Platform. The system administrator creates and
maintains this list.

user role

The system administrator can assign a user role in the User page. When users log into the Pulse Apps
Platform, their assigned role determines the tabs they can access, and therefore, what tasks they can
perform.

user-suggested tag

A term, along with synonyms, suggested by a user for inclusion in the Pulse Vocabulary using the
Pulse Dictionary. The suggestions are subject to the approval of the business administrator.
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UI elements

A

11-13

viewing business data

12-1

Administration page
Administration setup wizard

6-3

Cisco Unified Communications Manager
Cisco Unified Presence
Cisco WebEx

6-69

C
Cisco Pulse

6-71

accessing

configuration updates
content filtering

6-62

6-72

browsers, supported

6-27 to 6-45

users, supported

1-3

1-3, 6-15, B-1

LDAP

6-7 to 6-11

administrators, recommended

license

6-6

Cisco Unified Communications Manager

properties configuration

6-66

Cisco Unified Presence

Pulse Collect Appliance

6-45 to 6-62

Cisco WebEx

Pulse Connect Appliance

6-6

6-63

planning

understanding

6-2

updates

6-11 to 6-27

6-69

6-71

2-3 to 2-8
6-3, 6-72

configuring and maintaining See Administration page

vocabulary notification
Administration setup wizard
anonymous users

6-62

configuration

remote syslog
users

2-1

6-64

content filtering

6-3

6-27 to 6-45

customizing

B-1

Pulse Locator search results

9-1

data See Cisco Pulse data

B
browsers, supported

1-3

business administrator

deploying, overview

2-2

gadgets, Home page

11-1 to 11-15

maintaining using CLI

2-1

Microsoft Entourage email client, Apple Mac

configuring

monitoring

vocabularies

7-1 to 7-41

vocabulary notification
gadgets, Home page

9-1 to 9-8

6-75

Monitoring page See Monitoring page
6-64

show_tech.sh See show_tech.sh
remote syslog

6-63

creating

11-2

ROI gadget

deleting

11-13

software license, installing

modifying

11-9

publishing

11-7

6-49

12-1
5-1 to 5-8

topology
overview

3-1
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sample configurations

A-1 to A-6

L

vocabularies See vocabularies
Cisco Pulse data

LDAP, configuring

10-1

license, Cisco Pulse, installing

backing up
performing manual backup
understanding

10-5

M

10-2

Microsoft Entourage email client, Apple Mac

D-5

Cisco Unified Communications Manager
Cisco Unified Presence
Cisco WebEx

6-62

logs

6-69

application

6-71

system

Cisco Pulse, planning
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