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Preface

Overview

Cisco WebEx Social Administration Guide, Releasg®0ides information foa Cisco WebEXx Social
system administrator. It explains how to use thecGiWebEx Social Portal, Server, and Director pages
to configure, manage, and monitor Cisco WebEgi&lpand how to perform several related tasks.

Audience

This manual is intended for an administrator of Gig¢ebEx Social. It can also be used by someone who
administers a Cisco WebEx Social community.

Organization

This manual is organized as follows:

Chapter Description

Chapter 1, “Cisco WebEx Social AdministrationProvides general information about Cisco WebEXx
Overview” Social, including how to configure yourself as a
system administrator, how to create user groups
and communities, and how to define roles and set
permissions

Chapter 2, “Portal Settings” Describes how to use the Portal tab of Cisco
WebEx Social administration to configure settings
of the portal, including adding and editing user
records

Chapter 3, “Server Settings” Describes how to use the Server tab of Cisco
WebEXx Social administration to configure items
such as system resources, log levels, and system
properties

Cisco WebEx Social Administtion Guide, Release 3.
[ oL-27467-01



Preface |

Chapter 4, “Director” Describes how to use the Director to configure
topology, monitor system performance, and
manage various system set up and configuration
options

Appendix A, “Modifying Default Layouts and |Describes how to modify various default templates
Creating a Custom Template” to change the layout of Cisco WebEx Social pages

Related Documentation

« Cisco WebEx Social Installation and Upgrade Guide, Release 3.0
« Cisco WebEx Social Server: Gag Started Guide, Release 3.0

« Cisco WebEx Social Troubleshooting Guide, Release 3.0

» Cisco WebEx Social API Reference Guide, Release 3.0

» Open Source License Notices for Cisco WebEx Social

» Cisco WebEx Social Disaster Recovblsing Snapshots, Release 3.0
« Cisco WebEx Social Compatibility Guide

Obtaining Documentation, Obtaining Support, and Security
Guidelines

For information about obtaining documentationtadbing support, providing documentation feedback,
security guidelines, recommended aliases, general Cisco documents, and new and revised Cisco
technical documentation, see the montiat's New in Cisco Product Documentatiatn

http://www.cisco.com/en/US/docs/general/whatsnew/whatsnew.html

Cisco WebEx Social Administion Guide, Release 3.0
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CHAPTER 1

Cisco WebEx Social Administration Overview

Cisco WebEXx Social is a collaboration platform thatas you to work with your colleagues in a single
environment. With Cisco WebEx Social, you can easily share information such as documents, videos,
and presentations, conduct meetings, click-to-dial a contact, post information, join communities,
participate in discussion forums, create blogs,randh more. This administration guide is intended for
the system administrator of the Cisco WebEx Social platform.

This chapter includes these topics:
« Administrator Roles, page 1-2
« Browser Support and Compatibility With Other Components, page 1-2
« Overview of Cisco WebEx Social Nodes, page 1-2
» Assigning Yourself the Role of Administrator or Level 1 Administrator, page 1-4
» Using the Settings Drawer for System Administrators, page 1-5
» Configuration Reference Table, page 1-6
« Configuring Items in the Help Window, page 1-8
« Adding Users to Cisco WebEx Social, page 1-10
« Introduction to the Cisco WebEx Social User Interface, page 1-10
» Installation and Configuration for Cisco Web Communicator, page 1-14
» Introduction to Users, Collections of Users, and Roles, page 1-26
- Basic Verification Steps for éhUser Interface, page 1-32
« Enabling or Disabling Cisco WebEx Social Components, page 1-33
« Serviceability, page 1-34
« Backup and Restore, page 1-34
« Setting Up a CDN, page 1-34
» Proxy Server Authentication, page 1-35

- Submitting Cisco WebEx Social API Requests or Using a Mobility App through a Load Balancer,
page 1-35

- Downloading Images and Attachmerib Mobile Clients, page 1-36

Cisco WebEXx Social Administration Guide, Release
[ oL-27467-01
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W  Administrator Roles

Administrator Roles

Cisco WebEx Social Administration Guigieks up wher€isco WebEx Social Installation and Upgrade
Guideleaves off, meaning that you should now have Cisco WebEx Social completely installed. This
administration guide begins with instructions for setting yourself up as the system administrator so that
you can deploy Cisco WebEx Social to your users and perform system administrator duties.

Cisco WebEx Social supports two administrator roles:
« Administrator—Can access all portal and seqages and functions in Cisco WebEx Social.

« Level 1 Administrator—Can access only these gladtawers and features: Users, Communities,
User Groups, Roles, Community Manager, 8vebEx Social Metrics. Cannot access Server
drawers. Cannot change settings of the Administrator role.

Major responsibilities of the system administrator include:

» Configuring various aspects of the platform to use all functionality of Cisco WebEx Social
» Setting password policies

» Adding users

- Sending notifications to users

« Creating and maintaining user groups, and comitias (including open, restricted, or hidden
communities)

« Creating new user roles and setting permissions for these roles
» Redefining existing user roles
» Assigning user roles

- Monitoring performance and performing maintenance

Note The termCisco WebEx Social administratandsystem administratanean the same thing. In general,
the termsystem administratois used in this manual.

Browser Support and Compality With Other Components

For a list of browsers and other components tire compatible with Cisco WebEx Social, §agco
WebEx Social Compatibility Matrix

Overview of Cisco WebEx Social Nodes

Table 1-1provides a brief description of the service thath node in a Cisco WebEx Social environment
performs. The service a node peTrhs is often referred to agale in Cisco WebEx Social. Some roles
can run on multiple nodes in a Cisco WebEx Social deployment.

Cisco WebEx Social Administion Guide, Release 3.0
m. oL-27467-01
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Cisco WebEx Social Administration Overview

Table 1-1

Overview of Cist WebEx Social Nodesll

Cisco WebE x Social Roles

Role

Description

Requirements

Analytics Store

A Mongo database that contains information a
user preferences forehpurpose of providing

suggestions for what communities or other aspe
of Cisco WebEx Social may interest a particulaNote

user. Also used for the e-mail digest notificatio
and metrics features.

odirtimum: 1 node.
Maximum: 2 nodes.
cts

2 nodes are

n recommended
to provide for
high availability
and redundancy.

App Server The core Cisco WebEx Social web application. Minimum: One node.
Maximum: No limit.

Cache A distributed, high-performance, in-memory |[Minimum: 1 node.
key/value store. This node is intended tq incre ﬁ‘?’:}_lximum: No limit.
the speed of data access. The system tries to fetc
data from this node beffle accessing the database,
and database access is a slower operation.

Director Used to set up your Cisco WebEx Social topologjynode.
and manage various system setting and
configuration options.

Index Store An autonomous, special-purpose instance of thénimum: 1 node.
Cisco WebEx Social search engine used as a Maximum: 1 node.
pseudo-cache to offload a class of
resource-intensive database queries.

JSON Store A MongoDB database that stores various Cisddinimum: 1 node.

WebEx Social data. Provides for faster access
certain data than using a relational database wg
allow.

Maximum: 2 nodes.
DU

Note 2 nodes are
strongly
recommended
to provide for
high availability
and redundancy.

Message Queue

A message bus that provides reliable,
asynchronous database updates.

Minimum: 1 node.
Maximum: 2 nodes.

Notifier

XMPP publisher for notification of end-user
events, including systemlerts, announcements,
and activities.

Minimum: 1 node.

Maximum: 1 node.

RDBMS Store

Data store for data from the Notifier and App
Server.

Minimum: 1 node.

Maximum: 1 node.

Cisco WebEXx Social Administration
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M Assigning Yourself the Role ofrAuistrator or Level 1 Administrator

Table 1-1 Cisco WebEx Soci al Roles (continued)
Role Description Requirements
Search Store Cisco-provided search engine for Cisco WebEbhere must be a
Social. master/slave setup for
the Search Store. You
need one virtual
machine for the Master
node and one for each
slave node.
Minimum: 1 Search
Store master and 1
Search Store slave.
Maximum: 1 Search
Store master and 10
Search Store slaves.
Worker Improves system perfoemce and user interactioMinimum: 1 node (2 for
by handling asynchronous and background high availability).
processing tasks and interacting with various OtWBXimum' No limit
roles. ' '

Assigning Yourself the Role of Administrator or Level 1
Administrator

Cisco WebEXx Social provides a default Administrator that is preconfigured in the system. Cisco
recommends that you log in as this defagér and add yourself as an Administrator.

This procedure that this sectionsdeibes requires that you already be set up as a user in the LDAP
directory. In this procedure, you perform an LDAP synchronization, then you can choose yourself and
assign the desired role

Before You Begin

Perform the LDAP synchronization procedure as described ifLIb&P Directory Sync” section on
page 2-44

To add yourself as a Administrator, follow these steps:

Procedure

Step1l Launch Cisco WebEx Social and sign in with the following default Administrator credentials:
 User Nametest@cisco.com
» Passwordtest

The Cisco WebEx Social window appearke top area of thimindow contains th Global Navigation
bar, as shown ifrigure 1-1

Cisco WebEx Social Administion Guide, Release 3.0
m. oL-27467-01
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Step 2

Step 3

Step 4

Step 5
Step 6
Step 7
Step 8

Using the Settings Drawéor System Administratorsill

Figure 1-1 Global Navigation Bar

Click the down-arrow to the right of your name in the Global Navigation bar, then select
Account Settingsfrom the drop-down menu.

Click the right-arron  next t®ortal to expand the Portal drawer, then seldsérs

The Users window shows a list of users who were imported from the LDAP directory.
Locate the user to whom you want to assign the Administrator or Level 1 Administrator role.
You can use the search fields to locate a user.

Click Rolesunder User Information from the panel that appears on the right of the window.
Under the Regular Roles options, clisklect

Click Administrator or Level 1 Administrator, depending on the role that you want to assign.
Click Saveunder in the panel that appears on the right of the window.

The user now has the role that you assigned.

You can now begin configuring Cisco WebEx Social. You can perform most configuration tasks by using
the Cisco WebEx Social control panel, describetlising the Settings Drawer for System
Administrators” section on page 1-5

Using the Settings Drawer for System Administrators

Many functions that you need to maintain Ciscob® Social are available fno the Settings drawers.
To access these drawers, click the down-ai w  to the right of your name in the Global Navigation bar.
then selecAccount Settingsfrom the drop-down menu.

Cisco WebEx Social includes the following drawers. To expand a drawer so that you can see its options
click the right-arrow  next to the name of the drawer.

« My settings—Contains following selections, which let you change your account information and
manage your public and private pages. Thesmogtappears for all Cisco WebEx Social users,
although regular users might only have pesitiss to manage their own private pages.

— My Account—Use this option to manage your Cisco WebEx Social account and various
personal Cisco WebEx Social settings

— Manage Pages-Lets you update Home and Library pages, as describagpendix A,
“Modifying Default Layouts and Creating a Custom Template.”

» Portal—Contains the following selections, which pide options for creating, maintaining, or
configuration a variety of Cisco WebEx Social entities:

— Users, page 2-1

— Communities, page 2-11

— User Groups, page 2-15

— Roles, page 2-18

— Password Policies, page 2-23

| oL-27467-01
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Configuration Reference Table

Community Manager, page 2-25
WebEx Social Functionality, page 2-32
Settings, page 2-39

Plugin Settings, page 2-53

WSRP, page 2-55

Content Repositories, page 2-58

- Server—Contains the following selections, which pid& options management, administration, or
configuration a variety systenedtures and operations. This drawer is not visible to users who do
not have the Administrator role:

Server Administration, page 3-1
Plugins Installation, page 3-7
Common Configurations, page 3-10
Twitter Administration, page 3-42
License Agreement (EULA), page 3-44

Configuration Reference Table

Cisco WebEx Social contains many features thatiire configuration through the Settings drawers or
the Director before they can be us@dble 1-2describes these features. listtable, features that are
noted with “configuration required” must be configutaefore they are operational. Other features can
be configured as needed, but are operational with the default settings.

Table 1-2

Configuration References

Item

Description

Reference

Application Plugin Installation
Permissions

Sets which groups of users can add specific Cisco
WebEx Social applicatns to their pages.

Plugin Settings, page 2-53

Application Plugin
Active/lnactive Status

Sets which Cisco WebEx Social applications are
available or unavailable to all users.

Plugin Settings, page 2-53

Calendar Server
(configuration required)

Allows users to access Calendar applications.

Calendar Server, page 3-10

Chat
(configuration required)

Allows users to click the Chaticon in the Cisco Web
Social bar to start an irestt messaging chat with a
colleague.

Ehat, page 3-17

Cisco Web Communicator

Allows users to use Cisco Web Communicator wi
Cisco WebEx Social.

thistallation and Configuration
for Cisco Web Communicator,
page 1-14

Communities

Allows you to add, remove, assign roles, assign
members, and so on, for Cisco WebEx Social
communities.

Communities, page 2-11

Community Manager

Allows you to create categories that users can use
they create new communities.

@Wbamunity Manager, page 2-25

] Cisco WebEx Social Administion Guide, Release 3.0
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Table 1-2

Configuration References (continued)

Configuration Reference Tabldll

Item

Description

Reference

Compliance Officer role
(configuration required)

Has the role of deciding what to do with content tha
Cisco WebEx Social users have reported as
inappropriate or incorrect.

Compliance Officer Role,
page 1-29

E-mail linked to message boar
posts (configuration required)

dAllows subscribers of message board topics to rece
and reply to posts by using an e-mail client applicat

Mail, page 3-5
on.

Help Links

You can configure various items that are used in th
Help window.

@€ onfiguring Items in the Help
Window, page 1-8

Feature disablement and
enablement

Allows you to disable and reenable a number of Cis
WebEXx Social features.

WéebEx Social Functionality,
page 2-32

Kerberos

Allows you to configure the Kerberos authenticatio
protocol, which enables devices to communicate
securely over a non-secure network.

iKerberos Properties, page 4-22

Keystore Generation

Allows you to SSL ticates that are used to comple
WebEx Site, WebEXx IM, and VoiceMail configuratiof

té/ebEx SSO, page 4-23
WebEx IM SSO, page 4-24

LDAP Authentication
(configuration required)

Performs user authentication.

LDAP Authentication, page 2-41

LDAP Directory
Synchronization (configuration
required)

Synchronizes Cisco WebEx Social server with LDA
directory.

R_DAP Directory Sync,
page 2-44

LDAPS Authentication and
Directory Synchronization
(configuration required if
choosing this over LDAP)

Authenticates and synchronizes Cisco WebEx Soci
with LDAP directory using SSL.

dIDAPS Authentication and
Synchronization, page 2-46

Log Properties

Lets you configure various log levels for
troubleshooting purposes.

Log Properties, page 3-3

Notification service
(configuration required)

Allows the Cisco WebEx Social administrator to ser
notifications to users.

Nlotification Service, page 3-30

Password Policies (configuratio
required)

iSets password policies for your users.

Password Policies, page 2-23

Plugin configuration

Allows you to make various applications active or
inactive, and to set which portal roles have permissi
to add specific Cisco WebEx Social application plug
to one of their pages.

Plugin Settings, page 2-53
ons
n

Plugin installation

Allows you to add applications that are not part of
default set of applications shownTable 1-4 on
page 1-13

tAkigins Installation, page 3-7

Presence (configuration
required)

Allows Cisco WebEx Social users to set their
availability state (either Available, Away, or Do Not
Disturb) from the drop-down menu that appears ne:
their name in Cisco WebEx Social. When users set
their availability state, thistate is visible to their

Chat, page 3-17

ar

D

contacts in many areas of Cisco WebEx Social.

Cisco WebEx Social Adm
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M Configuring Itemim the Help Window
Table 1-2 Configuration References (continued)
ltem Description Reference

Resource Monitoring

Allows you to monitor and free memory, clear the
cluster cache, generate thread dumps, and so on.

Resources, page 3-2

Roles

Allows you to create a wide variety of specific
functions and assign them to various users, user grg
and communities.

Roles, page 2-18
ups,

SharePoint—Using as Cisco
Repository

Allows you to use Microsoft SharePoint 2007 as the
Cisco WebEx Social repository for documents in the
Cisco WebEx Social library, and attachments to Cig
WebEx Social posts and discussion boards.

2Content Repositories, page 2-58

D

Cco

Show and Share (configuration
required)

Allows users to upload and share video.

Cisco Show And Share,
page 3-32

SiteMinder authentication

Allows you to configure SiteMinder single sign-on
authentication.

SiteMinder, page 2-49

Twitter (configuration required)

Allows users to tweet to and from Cisco WebEx Sqa

dwaltter Administration,
page 3-42

User Associations—Changing
Defaults

Can designate communities, roles, and user groups
should, by default, be assigned to all new users.

If you make no changes, all new users have the rol
User and Power User. For definitions of role, see th
“Roles” section on page 1-28

thedrs, page 2-51

a)

e

of

User Groups

Allows you to bring groups of users together that
not share common or communities.

ndser Groups, page 2-15

Users

Allows you to add, remove, edit information, set
permissions, and so on for Cisco WebEx Social use

Users, page 2-1
rs.

Voice Messages (configuration
required)

Lets you configure visual voice mail so that users c
retrieve voice messages, send replies, send new
messages, forward messages, and delete voice
messages by communicating with the Cisco Unity

Connection server that contsaheir voice mail system.

aroice Mail Server
Configuration, page 3-33

Web Dialer (configuration
required)

Allows users to place click-to-dial calls.

WebDialer Administration,
page 3-36

WebEXx (configuration required

Allows users to use Webex for creating meetings
sending instant messages.

&ebEx Site, page 3-39

WSRP Configuration and
Replication Across Cisco
WebEx Social Nodes
(configuration required)

WSRP defines a web-service interface for accessin
and interfacing with interaste, presentation-oriented
web services.

$VSRP, page 2-55

Configuring Items in the Help Window

When you click theHelp button at the bottom of the Cisco WebEx Social window, the Cisco WebEx
Social Help window appears, as showrFigure 1-2

] Cisco WebEx Social Administion Guide, Release 3.0
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Figure 1-2

Help Window

Configuring Items in the Help Windovill

Table 1-3describes the Help window items that yow canfigure, explains how to configure these
items, and provides references for related information.

Table 1-3

Configuring ltems in the Cisco WebEx Social Help Window

Configurable Item

Configuring

Reference

E-mail address or e-mail alias to which

e-mail message is sent when users use

Report a Problemlink in the Help
Window.

am the Director, clickPortal, and in the
tAdvanced Portal Properties area, enter t
desired e-mail address or e-mail alias in
Value field for the

report.problem.email.to.address

property. Then cliclSavein the Advanced
Portal Properties area.

Text that appears in the To field of the

message that is sent when users use thg

Report a Problemlink in the Help
Window.

In the Director, clickPortal, and in the
2Advanced Portal Properties area, enter t
desired string in the Value field for the
report.problem.email.to.nameproperty.
Then clickSavein the Advanced Portal
Properties area.

See théAdvanced Portal

Reoperties” section on page 4-19
he

he
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M Adding Users to Cisco WebEx Social

Table 1-3 Configuring Items in the Cisco WebEXx Social Help Window (continued)

Configurable Item Configuring Reference

Page that appears when users click the |In the Director, clickPortal, and in the See the€'Error Reporting” section
Send FeedbacHkink in the Help Window. |Error Reporting area, ¢er the desired linkjon page 4-14

in the Send Feedback Link field. Then click

Savein this area.

Page that appears when users click the |In the Director, clickPortal, and in the
View Tutorial Videos link in the Help Error Reporting area, ¢er the desired link
Window. in the Tutorial Videod.ink field. Then
click Savein this area.

Page that appears when users clickSbe |In the Director, clickPortal, and in the
system admin guiddink in the Help Error Reporting area, ¢er the desired link
Window. in the System Admin Guide Link field.
Then clickSavein this area.

Adding Users to Cisco WebEx Social

In general, you do not need to actively add useSisco WebEx Social. Users who are in LDAP Active
Directory are authenticated and adde the Cisco WebEx Social dataeavhen they sign in. The Cisco
WebEXx Social password for such a user is the same as the LDAP password of that user.

However, if a user is not in LDAP and you manually add this user to Cisco WebEx Social, you need to
create the same user on the Notifier node. For instructions, s&&diieg a User to Notifier” section
on page 3-31

Introduction to the Cisco WebEXx Social User Interface

Cisco WebEXx Social is a portal server—a single emrirent in which all applications that a user needs
can run. These applications are gried in a consistent and systeimatay within a single interface.

This section contains the following topics:
« Global Navigation Options, page 1-10
« Applications, page 1-12

Global Navigation Options

When you sign in to Cisco WebBocial, the Main window appearfsigure 1-3shows a typical Main
window.

Cisco WebEx Social Administion Guide, Release 3.0
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Figure 1-3 Cisco WebEx Social Main Window

Introduction to the Cisc&/ebEx Social User Interfacelll

1 |Your name. Click to access your My Profile page, whidl®
is a public page that everyone can see.

Add Application button. Click to add an application to
your Cisco WebEx Social pages.

2 |Profile menu. Click to changgour status and to accessll
other features.

Change Layout button. Click to manage the layout of
your Cisco WebEXx Social display.

3 |Streams area. Displays your activities and your watchl2
list.

Notifications indicator. Click to display current
notifications.

4 |Home button. Click to dispiayour Home page, to whichl13
you can add desired appltaans and organize however
you wish. The Home page is a private page that users car
design for themselves.

Post button. Click to create a post.

| oL-27467-01
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Introduction to the Cisco WebEXx Social User Interface

My Library button. Click to display your Library page.
Your library provides a qgository for your posts,
documents, images, and videos.

14

Drop-down menu. Click to access these options:

« Share an Update—Creates a short-form status
update to be shared with your followers

» Ask a Question—Creates a post that can be shared
with subject matter experts in your organization

People button. Click to display your Contacts page,
which shows all availabl€isco WebEx Social users.

15

Calendar area. Shows your WebEx meetings and your
corporate calendar (Exchange or Domino).

Communities button. Click to display your Communiti
page. From this page, you can join communities and
share information such asdéos, files, and documents

<159

My Contacts button. Shows a list of your Cisco WebEx
Social contacts.

with communities.

8 |Watch List button. Click to display your watch list. 17 |My Calendar button. Shows your WebEx meetings and

your corporate calendar (Exchange or Domino).

9 |Search button. Click to sedr Cisco WebEXx social based 8 |Activities Stream button. Click to see a list of your

on search criteria that you enter. activities.

Applications

Note

Note

All the application functionality within Cisco ViEx Social is divided into fragments of web

applications that run in a portion of a web page. In this way, one or many applications can reside on a
page, and users can (at the description of the syathninistrator) arrange these applications however
they want.

The termportletalso is used in the manual and has the same basic meardpgl@stion

Some Cisco WebEx Social applications appear oracepages by default. Those that do not appear by
default can be added. Applications can be added to the Home page and the community pages. For more
information about which applications cha added to which of these pages, Eagle 1-4 on page 1-13

To add an application, or to see whaplications are ailable, click theAdd Application icon the

Home page, the Featured Content tab on the Profile page, or any community page for a community of
which you are the owner or administrator. Cisco WebEx Social displays only the applications that you
can add to the page that you opened.

By default, all users are given the permission to install any of the applicatioiathatl-4lists. If you
want to change which groups of users can install any application, or to make any of these applications
unavailable for everyone to use, see‘thkigin Settings” section on page 2-53

Application Configuration

After you have added an application to a page, you can move your cursor over the application and click
the gear cor that appears. From the drop-down menu that then appears, you cEdis8etting

for most applications. When you sel&adit Setting, you are then allowed &dit Permissions for most
applications. Some applications have additional options under Edit Setting, such as various Setup items.
You should make sure to check what Edit Settingjoms are available for the applications you add, and
configure these settings as you wish.

Cisco WebEx Social Administion Guide, Release 3.0
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Introduction to the Cisc&/ebEx Social User Interfacelll

Note For some applications, you need to go to the Community page to access Edit Settings.

Application Descriptions
Table 1-4provides an alphabetical listing and descriptions of all applications provided by Cisco WebEx
Social. You can add an application to your page in these ways:
» Click the application, which adds it to the bottom of a column on your page
» Click and drag the application to the location on your page where you want it to appear

Table 1-4 Applications Supported by Cisco WebEx Social From the Add Application Icon
Application Name Description
Streams Activities allows you to display yougcent activities as well as perform a

number of actions.
By default, already displays iHome.

Watchlist allows you to display posts you have authored, posts you have
made favorites, posts you have commented on or added something to, and
posts that you have int&cted with and that bers have commented on,

added something to, or made a favorite.

By default, already displays iHome.

Note A dotthat appears next to a post#led a badge, and indicates that
you have not yet read the post. The number displayed inside a badge
is the number of comments and additions that have been made to the
post.

Alerts Allows you to see system alert messages.

Available only to Cisco WebEx Social system administrators.

Announcements Allows you to see system announcements.
Available only to Cisco WebEx Social system administrators.

Content Publisher Allows you to display web content on your page.

Documents Allows you to access your document library and upload documents and
create folders.

By default, displays ilCommunities > Library.

External Document Allows you to access an external SharePoint 2007 or Documentum 6.5 or
Repository above repository.

IFrame Allows you to imbed another web page within a frame.

Note There are some sites that rengleur page unusable if you place
them in an IFrame. This effect is commonly referred t&r@ame
busting It is recommended that, befoyeu add an IFrame to any of
your main pages, such as Homesate a new page, then add it there
to test it.

Images Allows you to access to your image library and upload documents and
folders.

By default, displays ilCommunities > Library.

Cisco WebEXx Social Administration Guide, Release
[ oL-27467-01




Chapter1  Cisco WebEacial Administration Overview|

M nstallation and Configutian for Cisco Web Communicator

Table 1-4

Applications Supported by Cisco WebEx Social From the Add Application Icon

Application Name

Description

Links

Allows you to create links to content for quick retrieval.

Calendar

Allows you to place your Outlook or Lotus Domino calendar on the page.

My Communities

Allows you access your communities.

By default, already displays @ommunities > My Communities

OpenSaocial App

Allows you to add an OpenSocial gadget to your page.

Configuration Notes:

After you add the OpenSocial gadget application to your page, a small
window is provided for you to paste in the URL to a gadget that you wish to
add to your Cisco WebEx Social page. After you paste in the URL, click
Submit, and the gadget appears on your page.

Post Library

Allows you to display the posts of a community library.

Recently Viewed
Documents

Allows you to display the documents most recently accessed from the
Document Library.

Reported Content

Allows you to view content that users have reported as inappropriate or
incorrect.

Note This application is available ontp users who have been assigned
the role of Compliance Officer by a system administrator. For
information about the compliance officer role, see‘tbempliance
Officer Role” section on page 1-29

RSS

Allows you to set up and display RSS feeds.

Suggestions

Allows you to receive suggestions for people to follow, posts to view, and
communities to join.

Tag Cloud

Allows you to navigate using tags.

Voice Messages

Allows you to see, listen, and reply to voice messages left on your phone.

Wiki

Allows you to add a wiki.

Installation and Configuration for Cisco Web Communicator

Cisco Web Communicator is a plug-in for Cisco WebEx Social. It is a softphone in your web browser. It
also allows you to remotely control a physical telephone on your desk by using Computer Telephony
Integration (CTI).

To use the Cisco Web Communicator softphone in Cisco WebEx Social, you must first configure the
device in Cisco Unified Communications Managerrdmotely control a desk phone, that phone must
be configured to allow CTI in Cisco Unified Communications Manager.

This section contains the following topics:

« Adding Cisco Web Communicator to CestInified Communications Manager,
page 1-15-Describes how to add a Cisco Web Communicator device to Cisco Unified
Communications Manager using the Cisco Unifttommunications Manag@&dministration user
interface. (If you have many users and devices to add, you can use the Bulk Administration tool
(BAT).)

] Cisco WebEx Social Administion Guide, Release 3.0
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» Using BAT to Add Devices for Cisco Web Communicator, page-4+-Deéscribes how to use the
Bulk Administration Tool (BAT) to add many users and devices at one time for Cisco Web
Communicator.

« Configuring Cisco Unified Communitians Manager for CTI, page 1-23
« Call Routing for Cisco Web Communicator, page 1-25

« Network Security Configuration for Cisco Web Communicator, page-+R2fvides TCP/IP port
information for Cisco Web Communicator.

» Obtaining the Plugin for Cisco Web Communicator, page +-PSers must download the
appropriate plugin for their operating systems to use Cisco Web Communicator. As the Cisco
WebEXx Social administrator, you can provide users with the information that they need from this
section.

» Using Cisco Web Communicator, page 1-2Brovides information about how users can find
training about how to use Cisco Web Communicator.

Adding Cisco Web Communicator to Cisco Unified Communications Manage

This section describes how to add Cisco Web Communicator to Cisco Unified Communications
Manager.

If a user will use Cisco Web Communicator in Computer Telephony Integration (CTIl) mode only, you
can skip this section and proceed to‘tBenfiguring Cisco Unified Commmications Manager for CTI”
section on page 1-23

Before You Begin:

» Before configuring Cisco Web Communicator, you must configure WebDialer (if you have not
already done so) to communicate properly with Cisco Unified Communications Manager. For
instructions about how to configure WebDialer, see“tWebDialer Administration” section on
page 3-36

« Make sure that the TFTP service is endide at least one WebDialer-enabled Cisco
Communications Manager node.

To add a new Cisco Web Communicator device to Cisco Unified Communications Manager, perform the
following steps. You must have administrative pegés on Cisco Unified Communications Manager or
request that someone with these privileges perform the following procedure.

Procedure

Stepl Log into Cisco Unified Communations Manager Administration.
Step2 SelectDevice > Phone
The Find and List Phones window opens.
Step3 Click Add New.
The Add a New Phone window opens.
Step4 From the Phone Type drop-down list, sel€&tco Unified Client Services Framework
Step5 Click Next.
The Phone Configuration window opens.
Step6 In the Device Information section of the Phone Configuration window, set the following:
Cisco WebEx Social Administration Guide, Release
| oL-27467-01 i)m



Chapter1  Cisco WebEacial Administration Overview|

M nstallation and Configutian for Cisco Web Communicator

Step 7

Step 8
Step 9

Step 10

Step 11
Step 12

Step 13
Step 14
Step 15

Step 16

- Device Name—Enter any name; the name must be of the form: E@Pxame. Example:
ECPjohndoe

— The device name is not case sensitive.

— The device name is created by placing the pref®P in front of the username and then

removing any characters that are not permitted. Symbols such as dots, hyphens, underscores

must be stripped, as well as any accentedtatters or characters rintthe Latin (English)
alphabet.

— Cisco Unified Communications Manager acceptsaximum length of 15 characters, so the
generated name must be truncated to this length.

There may be some name clashes because naates¢honly unique in the 13th character and
beyond become the same name when ECP is pdepgleand the total length is truncated to 15.

Also, the names Joe.Bloggs and JoeBloggs both map to the same device name—ECPJoeBloggs.
These ambiguities must be handled on a casealsg-basis, and may require that the user names

be changed to make them unique.

Similarly, the user Frédéric will have a device name of ECPFrdric. Dropping the non-Latin
characters can lead to further name clashes.

- Description—Enter a descriptive name, suclasn Doe’s Web Communicator
« Device Pool—Set to the desired device pool.
« Phone Button Template—Set &tandard Client Services Framework
In the Protocol Specific Information section of the Phone Configuration window, set the following:
» Device Security Profile—Set to Cisco Unifiedi€lit Services Framework - Standard SIP Non-

Secure.
« SIP Profile—Set to Standard SIP Profile.
Click Save

Click Apply Config if this button is available (and confirm when prompted).

Note If the Apply Config button is not available, clicReset(and confirm when prompted).

To add a line for the Cisco Web Communicator device, dliok [1] - Add a New DNon the upper-left
portion of the Phone Configuration window.

The Directory Number Configuration window opens.
In the Directory Number fieldgnter the directory number.
Scroll down to the Multiple Call section and do the following:
» Set the Maximum Number of Calls to 1.
« Set the Busy Trigger to 1.
Click Save
Click Apply Config if this button is available (and confirm when prompted).
Click Associate End Usersiear the bottom of the Directory Number Configuration window.
The Find and List Users window opens.

Use the search criteria to find the user you warasteociate with the diremty number, then check the
box next to that user name and cliclld Selected

Cisco WebEx Social Administion Guide, Release 3.0
m. oL-27467-01



| Chapterl  Cisco WebEx Social Administration Overview

Step 17

Step 18

Step 19

Step 20
Step 21

Step 22

Installation and Configuriain for Cisco Web Communicatolll

The Directory Number Configuration window should nslow that the user is associated with the line.
This information appears near the bottom of thedeiv in the section called “User Associated With
Line.”

Click on the user name in the User Assied with Line se@dn of the window.
The End User Configuration window opens.

Scroll down to the Direct Number Associations section of the window and select the primary extension
from the Primary Extension drop-down list.

In the Permissions Information section at the bottom of the End User Configuration windoviddick
to User Group.

The Find and List User Groups window opens.
Use the search criteria fmd Standard CCM End Users.
Check the box next to Standard CCM End Users, then AliltkSelected.

The Standard CCM End Users group should now appear in the Permissions Information section at the
bottom of the End User Configuration window.

Click Save

The Cisco Web Communicator device is now configured in Cisco Unified Communications Manager.

Using BAT to Add Devices for Cisco Web Communicator

This section describes how to use the BAT to enable Cisco Web Communicator for multiple users. BAT
allows you to add Cisco Unified Client Servidemmework-based phone devices, and then associate
these devices with a list of users.

This process requires two files—one file that lists tevices, and another file that lists the users to
associate with these devices.

This section contains the following topics:

« Required Input Files, page 1-18

« User List, page 1-18

« Device File, page 1-18

» Uploading Files, page 1-19

» Create Device Template, page 1-20

» Adding the Devices, page 1-21

« Updating the Users, page 1-21

« Enabling Cisco Unified Presence, page 1-21
« Considerations If You Use Multiple Device Pools, page 1-22
« Removing Devices, page 1-22

» File Format Issues, page 1-23

» References, page 1-23
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Required Input Files

User List

Device File

Note

You need a user-list input file and a device-list infilet These files should always be stored in comma
separated file (csv) format. The easiest way totédifiles is by using Excel, and it is recommended to
always save each file as a .csv file and not as a .xls or .xlsx file.

This .csv user-list file contains two columns:
« USER ID is the name used to sign in to Cisco Unified Communications Manager.
« CONTROLLED DEVICE 1 is the device toe associated with that user.

Table 1-5shows an example of the information to include in the user-list input file.

Table 1-5 User-List File Example

USER ID CONTROLLED DEVICE 1
jjones ECPjjones

jmurphy ECPjmurphy

jsmith ECPjsmith

The list of usernames may be gathered from LDAR database, or by geama¢ing a report from Cisco
Unified Communications Manager.

In Cisco Unified Communications Manager Administration, Bugk Administration > Users >

Export Usersoption can generate a list of names. Theptebme number is also present when generating
the list using this BAT option. Depending on the local convention, the telephone number may be only
the telephone extension (typically four digits){ bue number listed in the DIRECTORY NUMBER 1
column must be a complete directory number (which often has an office-code prefix).

The device name is created by placing the pref®P in front of the username and then removing any
characters that are not permitted. Symbols such &s kigphens, underscores must be stripped, as well
as any accented characters or characterswtbe Latin (English) alphabet. (See Séeabove for more
details.)

If the list of usernames is generated in Ciskofied Communications Manager Administration, then
remove any columns other than USER ID and CONTROLLED DEVICE 1.

To correctly add the device using this method, ther usust already be configured on the Cisco Unified
Communications Manager. If the user does not exist, the device is created but will be unusable.

The list of devices must correspottide for line, with the list of users. An example portion of the file is
shown inTable 1-6

Cisco WebEx Social Administion Guide, Release 3.0
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Table 1-6 Device File Example

DIRECTORY LINE TEXT
DEVICE NAME, DESCRIPTION LOCATIONNUMBER 1 DISPLAY 1 |LABEL 1
ECPjjones John's Phone 61111 John Jones J. Jones
ECPjmurphy | James’ Phone 61112 James Murphy J. Murphy
ECPjsmith Jane's phone 61113 Jane Smith J. Smith

The DEVICE NAME and DIRECTORY NUMBER 1 entriese required. Other fields are optional. For
example, if DISPLAY 1 and LINE TEXT LABEL &re populated, they appear in the device
configuration in the Line 1 section of the Directory Number Configuration for that device. DIRECTORY

NUMBER 1 may not be the same as the telephone number listed in LDAP, depending on local dialing
rules.

Uploading Files
To upload the user name and device name files, perform the following steps:

Procedure

Stepl In Cisco Unified Communications Manager Administration, seBadk Administration >
Upload/Download Files

The Find and List Files window opens.
Step2 Click Add New.
The File Upload Configration window opens.
Step3 In the File Upload Configuration window, do the following to first upload the file that lists user names:
Use the Browse button to locate the file of user names.

a.
b. From the Select the Target drop-down list, seléstrs

e

From the Select Transaction type drop-down list, sdlgaate Users — Custom File

d. For the “Overwrite File if it exists” box, checketbox if this is an update to a previous file;
otherwise leave the box unchecked.

e. Click Save
Step4 Inthe File Upload Configuration window, do the following to then upload the file that lists device names:
Use the Browse button to locate the file of device names.

a.
b. From the Select the Target drop-down list, seRobnes

e

From the Select Transaction type drop-down list, sétesdrt Phones — Specific Details

d. For the “Overwrite File if it exists” box, checketbox if this is an update to a previous file;
otherwise leave the box unchecked.

e. Click Save

Cisco WebEXx Social Administration Guide, Release
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Create Device Template

Step 1

Step 2

Step 3
Step 4

Step 5

Step 6

Step 7
Step 8

Step 9

Step 10

Step 11

Step 12

To create a device template for fields that aresed by the input file, perform the following steps:.

Procedure

From Cisco Unified Communications Manager, gdtdk Administration > Phones > Phone
Template.

The Find and List Phone Templates window opens.

Click Add New.

The Add a New Phone Template window opens.

From the Phone Type drop-down list, sel€dco Unified Client Services Framework
Click Next.

The Phone Template Configuration window opens.

In the Device Information portion of the Phone Template Configuration window, most fields can be left
at default, but you must configure the following fields:

- Template Name—Give a desciig name for the template.

- Device Pool—Set to the desired device pool. All the devices created with this template are placed
into the same device pool. If you have multiple device pools, seé€thesiderations If You Use
Multiple Device Pools” section on page 1:22

« Phone Button Template—Set to Standard Client Services Framework.

In the Protocol Specific Information portion of the Phone Template Configuration window, configure the
following fields:

» Device Security Profile—Set tGisco Unified Client Services Framework — Standard SIP
Non-Secure

« SIP Profile—Set t&tandard SIP Profile.

Depending on your local requirements, you may wishpdate other fields. For example, if you need a
specific Calling Search Space applied to all 6i%¢eb Communicator devices, update that field.

Click Save
In the upper-left portion of the Phone Template Configuration window, tiivé[1] — Add a new DN
The Line Template Configuration window opens.
In the Line Template Name field, provide a descriptive name.
Scroll down to the Multiple Call section and do the following:
» Set the Maximum Number of Calls to 1.
« Set the Busy Trigger to 1.

Other fields in the Line Template Configuration wimdoan be left unchanged, but you may need to set
some of these fields to match your local configuration requirements.

Click Save
The template now exists, so the next step is to add devices that will use this template.

Cisco WebEx Social Administion Guide, Release 3.0
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Adding the Devices

To add devices to the templateu created, fow these steps:

Procedure

Step1 In Cisco Unified Communications Manager Administration, g8tbk Administration > Phones >
Insert Phones.

The Insert Phones Configuration window opens.
Step2 From the File Name drop-down list, select the fileat lists devices) that you previously imported.

Step3 From the Phone Template Name drop-down list, select the template that you creatéCnedbe
Device Template” section on page 1-20

Step4 At the bottom of the window, select the “Run Immediately” radio button, then Slidmit.
The job is now in progress.
Step5 To view the progress and log file, goBalk Administration > Job Scheduler, then clickFind.

Note Devices that already exist the file are not modified.

Updating the Users

After you have added the devices, you need to associate users to the devices:

Procedure

Stepl In Cisco Unified Communications Manager Administration, g8tdk Administration > Users >
Update Users

The Update Users Configuration window opens.
Step2 From the File Name drop-down list, select the (ileat lists users) that you previously imported.
Step3 Select the “Run Immediately” radio button, then cl&kbmit.
Step4 To view the progress, go Bulk Administration > Job Scheduler.

Enabling Cisco Unified Presence

To make presence information available with @i¥¢eb Communicator, each line must be associated
with a user. You can create a .csv file that cont#ims association. For an example of the type of
information this file must contain, sdable 1-7
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Step 1

Step 2

Step 3
Step 4
Step 5
Step 6

Step 7
Step 8

Table 1-7 Example of Informatio n in Line Association File

USER ID DEVICE DIRECTORY NUMBER PARTITION
jjones ECPjjones 61111 MyTestPartitionl
jmurphy ECPjmurphy 61112 MyTestPartition2
jsmith ECPjsmith 61113 MyTestPartition3

If you are using route partitions, the PARTITION column must match the route partition that you applied
to the line when you created the line template in Cisco Unified Communications Manager
Administration.

To import the line-association file into Cisco iflad Communications Manager, follow these steps:

Procedure

In Cisco Unified Communications Manager Administration, g8tdk Administration ->
Upload/Download Files

The Find and List Files window opens.

Click Add New.

The File Upload Configration window opens.

From the Select The Target drop-down list, seléstr Line Appearance

From the Select Transaction Type drop-down list, sdlgctate Line Appearance - Custom File
Click Save

Navigate toBulk Administration > Users > Line Appearance > Update Line Appearance
The Update Line Appearance Configuration window opens.

From the File Name drop-down list, select time-association file that you just uploaded.

Click theRun Immediately radio button, then clicubmit.

Considerations If You BdMultiple Device Pools

If your users belong to different device pools, you must create a separate template for each device pool.
The procedure for adding the devices must be rentiome for each device poalsing the matching list
and template.

Removing Devices

If you want to remove devices, you must create a .csv file that contains only the DEVICE NAME column.
The, go toBulk Administration > Phones > Delete Phones > Custom Fileand use the fields in that
window to define the phones to delete.

Cisco WebEx Social Administion Guide, Release 3.0
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File Format Issues

References

If you receive file-format error messages, examireeapplicable file in Notepad to make sure no
commas are missing. Sometimes, errors can occur during file-import with Excel.

For more information about using BAT, see the following sources:
» Online help within Cisco Unified Communications Manager Administration.

« Bulk Administration User Guide:
http://www.cisco.com/univercd/cc/td/doc/product/voice/c_callmg/admin/bulk_adm/index.htm

Configuring Cisco Unified Communications Manager for CTI

Before configuring Cisco Web Communicator, you must configure WebDialer (if you have not already
done so0) to communicate properly with Cisco igdfCommunications Manager. For instructions on
how to configure WebDialer, see thé&/ebDialer Administration” section on page 3-36

Note  When using Cisco Web Communicator in CTI mode to control a deskphone, a user is prompted for a
password. The password required they must enter is the Cisco Unified CM password. This password i
not necessarily the same as the Cisco WebEx Spagdword, but if Cisco Unified CallManager is
integrated with the same LDAP as Cisco WebEki&loand is using LDARor authentication, these
passwords will be the same. This set up is moended to make the experience for end users as
seamless as possible.

To control a device using CTlI, the user must belong to the proper user group and the device must be
CTl-enabled. If both these items are properly @unied, no configuratin changes are required.
However, if either one of these items is not confegliproperly or if the device has been turned off,
follow these steps:
Procedure
Stepl Sign in to Cisco Unified Communications Manager Administration.
Step2 Go toUser Management > End User
The Find and List Phones window opens.
Step3 Enter the first few letters of the users name, then ¢tiokl.
Step4 Select the user from the list that appears.
The End User Configuration window opens.
Step5  Scroll down to the Permissiomsformation section and clickdd to User Group.
The Find and List User Group window opens.
Step6 Click Find.
All user groups are listed. Check the box to the left of each of the following groups:
» Standard CTI Allow Call Monitoring
» Standard CTI Allow Call Park Monitoring
Cisco WebEx Social Administration Guide, Release
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Step 7

Step 8

Note

Step 1
Step 2

Step 3
Step 4

Step 5

Step 6
Step 7

- Standard CTI enabled
- Standard CTI Allow Control of Phones supporting Connected Xfer and conf
Click Add Selected
The window closes and the End User Configuration window reopens.
Click Save
The user is now enabled for CTI.

Cisco Unified Communications Manager allows @ohtrol by default. However the “Standard CTI

Allow Control of Phones supporting Connected Xfer and conf” group is not part of that default. It is
recommended to add that group to the default if you have a large numbers of users who will be using
CTI mode for Cisco Web Communicator.

You must also enable the phone that is associatédthe user, so you must know the correct device
name. Then, follow these steps:

Procedure

Sign in to Cisco Unified Communications Manager Administration
SelectDevice > Phone

The Find and List Phones window opens.

Enter the device mae, then clickrind.

Select the device from the list.

The Phone Configuration Window appears.

In the Device Information section, locate the box labeled “Allow Control of Device from CTI.” Ensure
this box is checked to allow Cisco Web Communicator to control the device.

Click Save
Click Apply Config if this button is available (and confirm when prompted).

Note If the Apply Config button is not available, clicReset(and confirm when prompted).

You have now enabled both the end user and thieeleThe device should now be accessible from Cisco
Web Communicator.

Additional Cisco Unified Communications Manager Configuration for Video Calls

To allow users to make video calls, make the following additional configuration settings in Cisco Unified
Communications Manager:

» Set the Video Capabilities option in Cisco Unified Communications Manademabled in the
Device > Phonepage for the devices that calls araqdd on. For two-way video communication,
video must be enabled for both endpoints.

Cisco WebEx Social Administion Guide, Release 3.0
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« Setthe RTCP option in Cisco Unified Communications Managén#bled in the ProducSpecific
Configuration Layout area in tH2evice > Device Settings > Common Phone Profiage for the
devices that calls are placed on.

Call Routing for Cisco Web Communicator

Cisco Web Communicator uses contact numbers trenCisco WebEx Social directory. These are
typically E.164 numbers, which are fully qualifiedemnational number starting with +. Also on Cisco
Web Communicator, or any other softphone client, users may copy and paste numbers in from other
sources on the internet. Therefore, it is recommended that Cisco Unified Communications Manager be
configured to support E.164 numbers. How this is configured depends on you Cisco Unified
Communications Manager version and your local numbering scheme.

Network Security Configuration for Cisco Web Communicator

If there are firewalls in your network, you may need to open the following ports on the client PC from
which you access Cisco WebEx Social. These ports are used by Cisco Web Communicator:

« Port 69 for outward UDP traffic, for TFTP.

« Port 5060 for outward CP connections, for SIP.

« Port 2748 for outward TCP naoections, for QBE (which is the protocol used for CTI).

» Ports 16384 to 32766 for inward and outward TCP connections, for RTP (audio) streams.
» Port 80 for outward HTTP traffic to reach the web site hosting Cisco Web Communicator.

If any of the ports listed above are blocked, or if the service they offer is not accessible, Cisco Web
Communicator fails to start.

If the Windows Firewall is running, you must add Mozilla Firefox and Internet Explorer to the list of
allowed programs so that they can receive incoming network connections. Use the Exceptions tab in th
firewall configuration dialog to perform this configuration.

Obtaining the Plugin for Cisco Web Communicator

All users must download the appropriate plugin for their operating systems to use Cisco Web
Communicator. As the Cisco WebEx&a administrator, you can provide the following instructions to
your users for installing the plugin from a supported browser:

Note  The system prompts users to install the plugin if it is not installed when they first try to make a call. The

procedure below can be used by users who choose to install later.
Procedure

Stepl Open a supported browser and log in to Cisco WebEx Social.

Step2 Click the Contacts icon in the lower right corner of your Cisco WebEx Social wir w
The My Contacts pop-up window appears.

Step3 In the My Contacts pop-up window, click the Settings i
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Step4  Click Call and Conversation Settings

The Call and Conversation window appears.

Step5 In the Call and Conversation window, clilownload Plugin.

Step6 Take the appropriate action, depending on your platform:

On Windows platforms, the braer downloads a file callggiscoWebCommunicator.ex&fter this
file has downloaded, run it and follow the installation instructions.

On Mac platforms, the browser downloads a file calé&stoWebCommunicator.dm@nce this file

has downloaded, open the file. Wait for a few seconds, then a Finder window that contains “Cisco
Web Communicator Plug-in.pkg” opens. Open theditel follow the instructions to install the

plugin.

Step7 RepeatStep 2throughStep 4and make sure that “Loading the Call Plugin” appears in the Call and
Conversation window.

Using Cisco Web Communicator

To use Cisco Web Communicatorgtace a call, follow these steps:

Procedure:

Stepl From Cisco WebEx Social, hover your mouse ovemidn@e of a person on any page that displays your
contacts.

A hover card for the user appears.

Step2 In the hover card, click the Call icc

Introduction to Users, Collections of Users, and Roles

This section introduces some basic concepts usttkinrganization of a portal and its resources. The
following concepts are used frequently in this guide:

A useris anyone using Cisco WebEx Social.

A user groupis an arbitrary collections of users, which can be created only by system
administrators.

A communityis a collection of users who have a conmiaterest. Communities can also contain

user groups. Communities can be created byGisgo WebEXx Social user, but only the system
administrator has control over all communities in the portal. For example, the system administrator
can control areas such aembership, roles and permissions for any community.

Rolesare used to define permissions and the scopleeske permissions: across the portal, or across
a community.

One way to conceptualize portal artefcture is that you have users and various ways those users can be
grouped together.

Cisco WebEx Social Administion Guide, Release 3.0
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Other groupings may be done administrativelyrble assignments for other functions that may cut
across the portal. An example is a Message Boards Administrator role made up of users from multiple
communities, where these users can have systemn@drator-type rights over any message board in

the portal.

This section contains these topics:
« Users, page 1-27

« User Groups, page 1-27

- Communities, page 1-27

* Roles, page 1-28

Users

Users can be collected in several ways. They cacpbected into arbitraruser groups, such as
Bloggers which would enable them to create blog emstiietheir personal space. They can be members
of organizational hierarchies. They can bemwbers of communities that draw together common
interests. They can also have roles that des¢hibie functions in the systn, and these roles can be
scoped by portal or community.

For information about addinghd administering users, see thésers” section on page 2-1

User Groups

User groups are simple, arbitrary collections of sisereated by administrators. User groups can be
members of communities or users that share a comolenThey also can be @d to assign users to
communities. Permissions cannot be assigned to user groups. Though user groups do not have their o\
pages, user groups have page templates that caretdéausustomize users' personal sets of pages. For
information about adding and administering user groups,dser Groups” section on page 2-15

Communities

Communities are collections of users who have a common interest. There are three types of
communities:

* Open (default)—Cisco WebEx Sociagers can join and leave the community whenever they want,
using the control panel or the Communities amgilmn added to a page that they can access.

» Restricted—Users can be added only by the community owner or the community administrator. For
more information about roles, see tiRoles” section on page 1-28sers may use the control panel
or the Communities application to request membership.

» Hidden—A hidden community it does not appear in the Communities application or the control
panel. A user can be added to a hidden community only by an invitation from the community owner
or the community administrator.

Communities are ideal workspackes teams to collaborate onmonon projects. They provide an
isolated area where a group of people can place #fleif data pertaining to a particular topic. For
example, within a community, you might use so@ieco WebEx Social applications as follows:

« Documents—This appli¢en lets users access and update dumnis pertaining to a specific
project simultaneously, and all versions of the documents are preserved.

Cisco WebEXx Social Administration Guide, Release
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» Message Boards—This application can be used ¢p ledl team discussions about a project in one
place.

Note  Users can create communities, ahd creator of a community automatically is the owner of that
community and has full rights to that community.eTdystem administrator &dull rights over all
communities in Cisco WebEXx Social. After a community is created, its type cannot be changed.

For information about adding ardiministering comnmities, see theCommunities” section on
page 2-11

Roles

A role is of a set of permissions that is defined for a particular breadth of the portal (such as for a
community or for the entire portal, and for some or all applications). One of your most important duties
as a system administrator is to create and defineoles, redefine existing roles, and assign these roles
to users, user groups, and communities in Cisco WebEx Social.

This section contains the following topics:

» Default Roles You Can Assign, page 1-28
« Scopes of Roles, page 1-29

« Compliance Officer Role, page 1-29

Default Roles You Can Assign

Table 1-8describes the set of default roles that yasisystem administrator, can assign to any Cisco
WebEx Social user.

Table 1-8 Roles and Definitions

Role Definition

Administrator A person (auper userwho has can access and control all areas of
Cisco WebEx Social.

Level 1 Administrator A person who has limited access and control to Cisco WebEx

Social. Can access these portal drawers and features: Users,
Communities, User Groups, Roles, Community Manager, and
WebEx Social Metrics. Cannot access Server drawers. Cannot
change settings of the Administrator role

Community Owner A person who created antounity, and is therefore automatically
a super user of that community. They can assign community roles to
other users.

Community Administrator A person who is a super user of their community but cannot assign
the role of Community Administrator to any other users.

Community Member A person who belongs to a community.

Compliance Officer A person who monitaaad can act on content that users have

reported as inappropriate or incect. For more information, see the
“Compliance Officer Role” section on page 1:29
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Table 1-8 Roles and Definitions (continued)
Role Definition
Guest A person who does not log in with a username and password, but

can view content if permitted.

Owner This is an implied role with respect to objects the user creates.
Objects include blog entries, wikis, documents, and more.

Power User A person who can credtieir own public and private pages.

By default, all users are assignbe Power User and the User roles.

User A person who can browse other pages but not create public or
private pages.

By default, all users are assigned the User and the Power User roles.

Scopes of Roles

There are two kinds of roles:
« Portal Roles
«  Community Roles

These are called rokcopesRoles are used to define permissions across their scope: across the portal
or across a community. Roles exist as a buckegfanting permissions to the users who are members
of them.

Portal permissions cover portal-wide activities that are in several categories, such as community,
location, or password policy. In this way, you caeate a role that, for example, can create new
communities in the portal. With portal permissions, you can grant users a particular permission without
making them overall system administrators. Cisco WebExabdy default, has been set up so that users
can create communities.

Roles can also be granted permissions to varieoctions within Cisco WebEx Social applications. For
example, consider a role that grants access toeceeatessage board category. A portal role would grant
that access across the portal, wherdahere was a message board egapion. A community role would
grant that access only within a single community.

Because roles are used strictly for portal security, they also do not have their own pages.

Note  Users, user groups, and communities can all be members of a role.

For information about creating new roles, and defining and assigning roles, sBelb& section on
page 2-18

Compliance Officer Role

A compliance officer can be any Cisco WebEXx Socialrwsho is assigned this role by a Cisco WebEx
Social system administrator. &re can be any number of compliance officers on your Cisco WebEx
Social platform.
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Note

Even though the role of complianofficer can be performed by a negstem administrator, the role is
described in this document because it is an administrative type of role. Make sure to provide the
necessary information to your users.

The job of a compliance officer is to examine conhtdat users report as inappropriate or missing and
decide what to do witthis content. The compliae officer can request that the author change the
content in question or the compiiee officer can decide to makedecision without contacting the
author.

Threshold Set by System Administrator

One setting that affects reportedntent that only a system administatan configure is the threshold
for how many times the same content can be reported by Cisco WebEx Social users before Cisco WebEx
Social automatically hides this content.

For information about where 8t this threshold, see thieeported Content” section on page 2-52

Compliance OfficeE-Mail Setting

Another setting that only a system administrator camfigure is the e-mail address and “from” name
that are associated withreails that are sent to usefrom the compliance officer.

For information about where to configure this setting, seéGoenpliance Officer Email” section on
page 4-13

Adding Reported Content Application to Home Page

Step 1
Step 2
Step 3

If you are assigned the role ofrapliance officer, you mst first add the application called “Reported
Content” to your Home page. To do so, follow these steps:

Procedure

From your Home page, clic to add an application.
Locate the Reported Caait application (seEigure 1-9.
Drag and drop the Reported Content application to your Home page.

Figure 1-4 Reported Content Application

After the application loads, the Rerted Content window opens (s€igure 1-5. This window shows
all cases of reported content and the status of eaehioatuding cases that have already been resolved.
To see case details, click on a casel a window such as the example showfrigure 1-6opens.

Cisco WebEx Social Administion Guide, Release 3.0
m. oL-27467-01



| Chapterl  Cisco WebEx Social Administration Overview

Introduction to Users, Collections of Users, and Rollk

Figure 1-5 Reported Content Window

Figure 1-6 Example of a Case Details Window

Duties of Compliance Officer

To handle a case, you click on one of the cases in the “New” column in the Reported Content window
(Figure 1-5 on page 1-3land take an action, whether it berésolve the case right away, or to hide it
and request a change of content from the author.

Notes About Reported Content Cases:

« Only compliance officers and autlsoof reported content can view the content while the case is in
progress.

« The compliance officer can decide to immediately hide the content permanently.
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[ oL-27467-01



Chapter1  Cisco WebEacial Administration Overview|

M Basic Verification Stepfor the User Interface

» Compliance officers and authors ogmto their Library tab and loaat system-generd post that
provides up-to-date status on the case.

« Authors of reported content are notified by e-mail and in their Cisco WebEx Social watch list of case
developments.

- Compliance officers are notified by e-mail of case developments. Also, refreshing the Reported
Content Window provides up-to-date status on every case.

Basic Verification Steps for the User Interface

Before announcing to your users that Cisco WebEx&drunning and ready for them to use, you may
want to perform some simple tasks to make sure you obtain the expected behavior. This section covers
a few simple scenarios that you may want to try:

- Editing Your Profile, page 1-32
« Using the New Post Application, page 1-33
« Adding an Application, page 1-33

Editing Your Profile

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

Follow these steps to edit your Home page, and check that the steps work as described:

Procedure

Click your name or picture icon at the left of the Global Navigation bar.

Expected behavior: Your Profile page appears.

Click the Edit Pagt icon.

Expected behavior:The page opens in edit mode.

Click Edit Photo.

Expected behavior:A popup window appears that allows you to browse for a picture to upload.

Browse your hard drive to find the desired photo, cligkoad, crop the photo as desired, then click
Save

Expected behavior:The picture appears in the photo box.
Click the Edit button.
The page opens in edit mode.

Use the provided boxes tmter other information about yourself, such as e-mail addresses, phone
numbers, interests, areas of expertise, and tags, therSaiek

Expected behavior:The page exits edit mode and returns to the regular Profile view. All changes you
made while the page was in edit mode should have taken effect.
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Using the New Post Application

Follow these steps to create a post and shavilita community, and chedkat the steps work as
described:

Procedure

Stepl Click the +Postbutton in the global navigation bar.
Expected behavior:The New Post dialog box opens.
Step2 Enter a message and give your post the title of “test post.”
Step3 Click theBrowse my Connectionscon
Expected behavior:The Share With dialog box opens.

Step4 Under My Communities in the dialog box, use the boxes to indicate that you want to share the post witt
the a few users, then clickost

Expected behavior:You should see a message that your postsuasessful and that it can be accessed
in your Library, which is referring to the Library gathat you access from the Library tab in the global
navigation bar.

Step5 Your post appears in multiple locations. Check that the post appear in the following two places (navigate
the user interface as follows):

« Library > Posts > My Posts
« Communities >Selected_Community Library > Posts

Adding an Application
Follow these steps to add anpéipation to your Home page:
Procedure
Stepl Click Homein the Global Navigation bar.

Step2 Click the Add Application icon

Step3 Locate the application that you waotadd and drag and drop it in the desired location in your Home
page.
The application appears in your Home page.

Enabling or Disabling Gis WebEXx Social Components

Cisco WebEx Social components can be enabled and disabled by using the Topology window in the
Director. For complete information, see tf8ystem: Topology” section on page 4-8
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Serviceability

Cisco WebEx Social administrators can access a vasfetgrviceability features that allow monitoring
Cisco WebEx Social operations and assist with diagnosing issues.

Table 1-9provides an overview of the Serviceability fieias and provides references for more detailed
information. For additional related information, Seisco WebEx Social Troubleshooting Guide

Table 1-9 Cisco WebEx Social Serviceability Features

Feature Description Reference

Configuration options | Use the Configuration window in the Director|®ee the'System:
set up e-mail recipients for alert notifications andonfiguration” section
to configure an SNMP community stream. on page 4-2

Health information The Health window in the Director displays thesee the'System:
health status of various services that run on eattealth” section on
Cisco WebEx Social node page 4-11

Statistics Displays metrics of various Cisco WebEx Socj&lee the System: Stats”
components section on page 4-12

Logs Logs collect a varietgf information about the |See thé'Log
operation of Cisco WebEx Social. Properties” section on

page 3-3

Backup and Restore

For information about backing up Cisco WebEXx Social,Geeo WebEx Social Disaster Recovery
Using Snapshots, Release 3.0

Setting Up a CDN

This section describes how to set up a content delivery network (CDN) for your Cisco WebEx Social
deployment. A CDN can be useful when your users are geographically dispersed.

Before you Begin
Obtain the Cisco WebEx Social installation image from Cisco.

To set up a CDN, follow these steps:

Procedure

Step1 ldentify a a Linux server thas running Apache or nginx to be used as the CDN web server.
CDN files will be deployed in this server.

Step2 Take these actions to mount the Cisco WebEx Social installation image:
a. Use an SSH client to access the CDN web server and log in as the admin user.
b. Enter this command on the CDN web servecapy the CDN zip file from the Director:

scp admin@director_hostname:/opt/ciscolfiles/cdn.tar.gz
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Step3 Unzip the cdn.tar.zg file in the root directory of the CDN web server.
Step4 Take either of these actions:

- If your CDN web server is running Apache, used_headersadd the following header in the
<VirtualHost> sections:

Header set Access-Control-Allow-Origin *

With this configuration, an HTTP response ttted CDN web server sendsdaequest for an asset
includes this header, which allows a browser to accept the JavasSript that is served from this
alternate domain

« If your CDN web server is running nginx, enable Cross Origin Resource Sharing.
Step5 Sign in to the Director and take these actions:

a. Click Portal under Application.

b. In the Advanced Portal Properties area:

— If you are using HTTP for communication with the CDN web server, change the
static.cdn.host.http property to the hosteadRL of the CDN web server. Use the format
HTTP://hostname For example, http://static.host.com.

— If you are using HTTPS for communication with the CDN web server, change the
static.cdn.host.https property to the hosthame URL of the CDN web server. Use the format
HTTPS://hosthame For example, https://static.host.com.

c. Click Savein the Advanced Portal Properties area.

Proxy Server Authentication

Cisco WebEx Social supports the use basic and NWLButhentication for proxies. If you are using
features require access to the Internet (such as R&S integration, or Twitter integration) and your
proxy requires authentication, ensure sure that pooxy server supports one of these authentication
types.

Submitting Cisco WebEx Social APl Requests or Using a
Mobility App through a Load Balancer

Each time you submit a Cisco WebEx Social API request or use a mobility app that goes through a loat
balancer, the client and the server both use the regiRisto generate an OAuth security signature (the
oauth_signature Both oauth_signatures that are gener&bec request must match or the request is

not validated. If the client sends an API request through a networking device that performs URL
rewriting, the oauth_signatures will not match and the request will be denied with the error
oauth_problem=signature_invalid.

To avoid this situation, configure the expected URL in the networking device and pass it in the header
of the API request. This URL is the one that yapplication uses to access the Cisco WebEx Social API.
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Procedure

Step1 In the Director, seled®ortal under Application and in the Adnced Properties area, set the
guadapi.auth.quadauth-header tdrue.

Step2 Configure the networking device that API requests are sent through as follows:
« Remove all HTTP headers that start witiquad-oauth

« Add x-quad-oauth server_URL, server_URLs the URL that the device uses to access Cisco
WebEx Social

For example, on an Apache server, edit the condiioin file named httpd.conf and add the following
lines under VirtualHost. In the second line, replsesrer_URLwith the URL that a user enters to access
Cisco WebEx Sacial from a client (for example, https://mobileproxy.cisco.com).

RequestHeader unset x-quad-oauth
RequestHeader add x-quad-oautlserver URL

Downloading Images and Attachments to Mobile Clients

The Cisco WebEXx Social portal redite to HTTPS all HTTP requestsfionages or attachments that the
portal receives from mobile clients, if the HTTPS option is enabled in Cisco WebEx Social.

If this option is enabled, the Cisco WebEx Social administrator should inform mobile client users to take
either of actions to ensutbat images and attachmemfgspear on a mobile client:

+ On the mobile client, start the Cisco WebEx Social application, s8kttings selectClear
Settings then selecYes Next, log back in to Cisco WebEx Social using HTTPS (instead of HTTP)
in the Cisco WebEx Social servdRL. For subsequent log ins, users do not need to clear settings.
They only need to use HTTPS in the Cisco WebEXx Social server URL.

« On the mobile client, enable the option for using SSL.
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CHAPTER 2

Portal Settings

The Portal drawer contains selections that allowesysadministrators to set up and maintain the portal.
From this drawer, you can add and edit users, communities, roles, and configure the settings of the port:

To access the Portal drawer, log in to Cisco WebEoidavith your administratr credentials, click the
down-arrow  to the right of your name in the Global Navigation bar, and then Aetsmint Settings
from the drop-down menu. To expand the Portal draseethat you can access its selections, click the
right-arrow  next tdPortal.

This chapter includes these topics, eaclvbith is a selection ithe Portal drawer:
» Users, page 2-1
« Communities, page 2-11
« User Groups, page 2-15
* Roles, page 2-18
» Password Policies, page 2-23
«  Community Manager, page 2-25
« WebEx Social Functionality, page 2-32
« WebEx Social Metrics, page 2-33
» Settings, page 2-39
» Plugin Settings, page 2-53
« WSRP, page 2-55
- Content Repositories, page 2-58

Users can be arranged in multiple ways, including:

» User groups—Collections of users, createcalyisco WebEx Social system administrator. For
example, the administrator could create a useugrcalled Bloggers, and the members of this group
would be able to create blog entries in their personal spaces.

»  Communities—Organizations that have common interests. For example, one community might be
called “Business Sales,” for people withit@mpany focused on increasing business sales.

| oL-27467-01
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» Roles—Roles are used to define permissions across the scope of the role: portal or community. For
example, suppose there is a role for granting sxt@ creating a message board category. A portal
role would grant that access across the portareter there was a message board application. A
community role would grant that access only within a single community.

When you seledtsersfrom the Portal drawer, théiew All default window displays all the current
Cisco WebEx Social users.

This section contains the following topics:
* Adding a User Manually, page 2-2
» Performing Other Functions from the Users Window, page 2-2

Adding a User Manually

If you are using LDAP synchronization in your Cisco WebEx deploymetfit@AP Directory Sync”
section on page 2-44he system adds new users as follows:

« When a scheduled LDAP synchronization occurs

« When a user logs in to Cisco WebEx Sociathd# user was not added during the previous LDAP
synchronization

If necessary, you can add a new user to Cisco WebEx Social manually. To do so, follow these steps:

Procedure

Stepl Access the Users window:
a. Click the down-arrow to the right gour name in the Global Navigation bar.
b. SelectAccount Settings fromthe drop-down menu.
c. Click the right-arrow  next t®ortal
d. CLick Usersin the Portal drawer.
The Users window appears with thieew All tab selected.
Step2 Select theAdd tab in the Users window.
Step3 Complete the fields and clickave

After you receive a message that the request wasepsed successfully, you are presented with the
Users window again, which allows you to optionally enter additional information about the user. Click
links under User Information, Calender and WebEX, Notifications, Identification, and Miscellaneous and
enter information as needed.

At a minimum, you must click thBasswordlink and set a password for the user.

Step4 Click Savewhen you are finished.

Performing Other Functions from the Users Window

Other functions you can perform from the Users window include the following:

« Managing Custom Attributes, page 2-3

Cisco WebEx Social Administion Guide, Release 3.0
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- Creating a CSV File of Current Users, page 2-4
« Deactivating a Current User Manually, page 2-4

« Updating User Information for a User, page 2-5

Managing Custom Attributes

Note

The Custom Attributes tab in the Users window displays a list of the custom attributes that Cisco
WebEx Social is using. Many of these attributess gairt of the Cisco WebEx Social product and do not
require additional setup or configuration.

To access the Users window, click the down-ar w  to the right of your name in the Global Navigation
bar, selecAccount Settings fromthe drop-down menu, click the right-arrc v nexPfurtal, and then
click Usersin the Portal drawer.

Using custom attributes is optional, and is another way of configuring and passing parameter values t
Cisco WebEx Social users. If you use custom attributes, make sure to communicate their usage with
developers who are writing scripts that call these custom attributes.

Changing or Deleting a Custom Attribute

By clicking Actions to the right of the corresponding attribuyou access the following options from
the drop-down menu:

» Edit—Lets you edit the default value and any of the properties of the attribute. For a description of
a property, hover your mouse over its corresponding question mark icon. After making changes,
click Save or click Cancelto exit without saving your changes.

+ Permissions—Use the boxes to set the permissions yontwach role to have for the selected
custom attribute. After making changes, cli&&ve or click Cancelto exit without saving your
changes.

« Delete—Delete the custom attribute.

Adding a Custom Attribute

If you want to add your own custom attribute, follow these steps:

Procedure

Step1l Select theCustom Attributes tab in the Users window.
A list of currently used custom attributes appears.

Step2 Click Add Custom Attribute .

Step3 Enter a Key name for your attribute.
Cisco WebEx Social uses the Key name that you enter to access the attribute programmatically. If you
Key name is more than one word, Cisco WebEXx Social inserts an underscore between each word.
Cisco WebEXx Social assigns a Name for the attribuaeiththe equivalent dhe Key, except that each
word in the Name begins with an uppercase letter.

Step4  Select a type for the stom attribute from th&ype drop-down menu.

Step5 Click Save

Cisco WebEXx Social Administration Guide, Release
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Step 6 Make sure the attribute you justdstl now appears on the list of custom attributes and that the values
are set as desired.

If the values are not set as desired, you can @itions and selecEdit, then to make changes. For
example, if you add a Boolean attribute, its default valdealse If you want to immediately change
the value taTrue, use theéActions > Edit function.

Creating a CSV File of Current Users

To create a CSV file of current users, follow these steps:

Procedure

Stepl Access the Users window:
a. Click the down-arrow to the right gour name in the Global Navigation bar.
b. SelectAccount Settings fromthe drop-down menu.
c. Click the right-arrow  next t®ortal
d. CLick Usersin the Portal drawer.
Step2 Make sure that the View Atab is selected, and clidkxport Users.

Step3 Follow the on-screen instructions.

Deactivating a Cuent User Manually
This section describes how to mahlyaleactivate a user. You can uséstprocess to deactivate a user
that you added as described in tAdding a User Manually” section on page 2-2

If you are using LDAP synchronization in your Cisco WebEx deploymett@AP Directory Sync”
section on page 2-44he system deactivates a user when thelsymization occurs if the user no longer
exists or has been disabled in the LDAP directory.

If you manually deactivate a user who still is active.DAP, the system reactes that user when the
next LDAP synchronization runs.

After you deactivate a user, the lomger appears in the Cisco WebEXx Social People page, the user
cannot be searched for in Cisco WebEx Social, andgskecannot log in to thsystem. Comint that the
user created remains in Cisco WebEXx Social, but thél@mtture of the user is replaced with a deactive
user icon

To deactivate a current user, follow these steps:

Procedure

Stepl Access the Users window:
a. Click the down-arrow to the right gour name in the Global Navigation bar.
b. SelectAccount Settingsfrom the drop-down menu.

c. Click the right-arrow  next t®ortal
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d. CLick Usersin the Portal drawer.
Step2 Take either of these actions:

« Check the box next to each user that you want to deactivate, theiDelidtivateat the top of the
list of users.

« ChooseDeactivatefrom the drop-down menu next to the user that you want to deactivate.
You can use these functions to locate users:

« Sort the list of users in ascending or descending alphanumeric order by any field. To do so, click a
field as needed to toggle the sort order. An up-arrow = on in a field indicates that users are sortec
in ascending order on that field. A down-arrow ic rindicates that usersesorted in descending
order.

» Click theAdvancedlink and use the searalptions that appear.

Updating User Information for a User

On the View All tab in the Users window, an Actioth®p-down menu appears next to each user name.
Table 2-1describes the actions you can perform for each user:

Table 2-1 Actions for Users
Action Description
Edit Opens a list of the following links, which you can use to change many settings

for the user. You can also open this list of links by clicking the first name, last
name, screen name, or job title of the user in the list of users.

After making changes, clicBave or click Cancelto exit without saving your
changes.

The following sections describe the Edit options:
- Edit Options: Details, page 2-6
- Edit Options: Password, page 2-7
« Edit Options: Communities, page 2-7
- Edit Options: User Groups, page 2-7
- Edit Options: Roles, page 2-7
- Edit Options: Calendar and WebEx Login, page 2-8
- Edit Options: WebEXx Instant Meetings, page 2-8
- Edit Options: Email Notifications, page 2-9
» Edit Options: Social Network, page 2-10
- Edit Options: Display Settings, page 2-10
- Edit Options: Custom Attributes, page 2-10
- Edit Options: Phone Control Preference, page 2-11
« Edit Options: CMIS Settings, page 2-11
- Edit Options: Chat Password, page 2-11
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Table 2-1 Actions for Users (continued)
Action Description
Permissions Displays a list of roles (with links to each role definition). From this list you can

change which roles are given what pessions on the selected user record. You
can assign these roles:

« Delete—Lets someone assigned to theresponding role delete this user
record from the portal

« Impersonate—Not used

- Permissions—Lets someone assigned to the corresponding role perform
this Permissions action

- Edit—Lets someone assigned to the corresponding role edit this user record

- View—Lets someone assigned to the corresponding role view this user
record

After you make changes to permissions, clgdve

Manage Pages

Allows you to edit any publigpadrate page that the eshas created. You can
add and delete pages, change the ordénepages, hide page tabs, and more.

For related information, se&ppendix A, “Modifying Default Layouts and
Creating a Custom Template.”

Note Users have the rights to manage their Home and My Profile pages.
Community owners and administrators inherit these rights.

Deactivate

Provides one method of deactivatngser. You also can deactivate a user as
described in théDeactivating a Current User Manually” section on page 2-4

Edit Options: Details

The Details area appes when you sele@&dit from the Actions drop-down menu next to a user name
in the Portal > Users window, and then cli2&tails in the panel that appears on the right of the window.

This area displays and lets you edit basforimation about the user. (If you are using LDAP
synchronization in your Cisco WebEx deploymentld3AP Directory Sync” section on page 2-44
these fields are for display only.

Table 2-2describes the items in the Users area. if ypdate information in this area, cliaveat the
bottom of the panel on the right to save your changes.

Table 2-2 Users Window, Detail ltems
ltem Description
User ID System-assigned identifier of the user

Screen Name

Cisco WebEXx Social screen name of the user

Email Address

E-mail address of the user

Job Title

Job title of the user

First Name

First name of the user

Middle Name

Middle name of the user

Last Name

Last name of the user
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Edit Options: Password

The Password area appears when you sElittfrom the Actions drop-down menu next to a user name
in the Portal > Users window, and then clR&sswordin the panel that appears on the right of the
window.

The Password options is not available if you are using LDAP synchronization in your Cisco WebEXx
deployment aSLDAP Directory Sync” section on page 2-44

Table 2-3describes the items in the Password aregoufupdate information in this area, cliSaveat
the bottom of the panel on the right to save your changes.

Table 2-3 Users Window, Password ltems

ltem Description

New Password Enter a new password for the user
Enter Again Renter the mepassword for the user

Password Reset Check this box if you want to require the user to reset the password when the
Required user first logs in to Cisco WebEx Social

Edit Options: Communities

The Communities area appears when you sé&ditfrom the Actions drop-down menu next to a user
name in the Portal > Users window, and then cidtmmunities in the panel that appears on the right
of the window.

This area shows the name of eacmowunity in which the user is a member, and the roles that the user
has in each community.

To remove the user from a community, click Removebutton next to the community.

To add the user to a community, click tBelectlink then select the desired community.

Edit Options: User Groups

Edit Options: Roles

The User Groups areagars when you seleEdit from the Actions drop-down menu next to a user
name in the Portal > Users window, and then clisler Groupsin the panel that appears on the right
of the window. If you update information in this area for a user, Gakeat the bottom of the panel on
the right to save your changes.

This area shows the name of each user group to which the user is a belongs.
To add the user to a user group, click 8edectlink then select the desired user group.

The following areas appear when you seledit from the Actions drop-down menu next to a user name
in the Portal > Users window, and then clR&lesin the panel that appears on the right of the window.
If you update information in this area for a user, chaveat the bottom of the panel on the right to save
your changes.

» Regular Roles—Lists each regular role that is assigned to the user.

To unassign a role, click tHeemovebutton next to the role.

To assign a regular role to the user, click ®dectlink then select the role.
«  Community Roles—Listeach community in which the user has role.

| oL-27467-01
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To unassign a role, click tHeemovebutton next to the role.

To assign a community role to the user, click 8edectlink, select the community, then select the
role.

Edit Options: Calendar and WebEx Login

The Microsoft Exchange and the CisdebEx areas appear when you seledit from the Actions
drop-down menu next to a user name in the Portal > Users window, and thebatgaklar and WebEx
Login in the panel that appears on the right of the window.

These areas provide configuration settings fer@alender portlet on the Home page and WebEx
integration.

Table 2-4describes the items in these area. If you tpddormation in thesareas for a user, clickave
at the bottom of the panel on the right to save your changes.

Table 2-4 Users Window, Calendar and WebEx Login Items

ltem Description

MicroSoft Exchange Area Items

Connect to Check this box to cause Microsoft Exchamgents to appear in the calendar of
Microsoft Exchange|the user.

The other items in this area becomailable when you check this box.

Username Enter the user name (such astligmr the user principal name (such as
jsmith@cisco.com) for the user cagution to the Exchange server.

Password Enter the password for the uwsemection to the Exchange server.

Test Click this button before you save yahianges to ensureahthe Username and

Password values that you entered albbaonnection to the Exchange server.
Cisco WebEx Area Items

Connect to WebEx | Check this box to cause WebEx meetings to appear in the calendar of the user.

The other items in this area becomilable when you check this box.

WebEXx Site Choose the WebEXx site where the meetings of the user are stored.

Username Enter the user name (such agthgror the user principal name (such as
jsmith@cisco.com) for the usermoection to the WebEx server.

Password Enter the password for the usmrnection to the WebEXx server.

Test Click this button to ensure that the Username and Password values that you

entered allow a connection to the WebEXx site that you designated.

Edit Options: WebEXx Instant Meetings

The Meeting Options and the Audio Cenénce areas appear when you seiglit from the Actions
drop-down menu next to a user name in the Portal > Users window, and thewebé&k Instant
Meetingsin the panel that appears on the right of the window.

These areas provide configuration settings for WebEx Instant Meeting functionality. For existing WebEx
Meeting user, these settings are typically precomédiby the user in a WebEx application or plugin,
stored in the WebEx cloud, and pdgted in these areas automatically.

Table 2-5describes the items in these areas. If you updébemation in these areas for a user, click
Saveat the bottom of the panel on the right to save your changes.
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Window, WebE x Instant Meetings ltems

Item

Description

Meeting Options Ite

ms

Meeting Service
Type

Choose the desired meeting service, Wwidetermines the features that are
available for instant meetings.

Meeting Topic

Enter the topic for instant meetings.

Meeting Password

Enter the password to be used for instant meetings.

Confirm Password

Confirm the password to be used for instant meetings.

Audio Conference It

ems

Use Audio

Choose the system to use for the audio portion of instant meetings.

Additional options appear, depending on the value that you choose. Configure
these items as needed.

Display toll-free
number

If you chooseNebEx Audio from the Use Audio drop-down menu, check this
box to include in the e-mail messageatthsers receive about instant meetings
a toll-free telephone number that can be used to join the meeting

Display global
call-in numbers to
attendees

If you chooséNebEx Audio from the Use Audio drop-down menu, check this
box to include in the e-mail messageatthsers receive about instant meetings
a list of telephone numbers that can be used to join the meeting

Entry & Exit Tone

Choosénnounce Name Beep or No Toneto indicate the action that occurs

when a user joins or leaves a meeting

Edit Options: Email Notifications

Note

The Email Notifications areappears when you seldgtlit from the Actions drop-down menu next to a
user name in the Portal > Users window, and then &iokil Notifications in the panel that appears on
the right of the window.

The Email Notifications option appears only if the users.form.update.email-natifications is configured
in the director as described in th@onfiguring Properties for E-mail Integration” section on page 4-16

This area lets you configure settinigs digest notifications (also callafebEx Social Activity
Snapshotsand instant notifications. Digest notifications are e-mail messages that contain summaries of

Cisco WebEx Social

activities that a user is inséed in. Messages can include information about new

followers, posts, community memberships, and community discussions that apply to the user. Users ca

receive digest notific

ations daily (these notificatianslude a summary of awities that occurred that

day) or weekly (these notifications include a sumyra activities that occurred the past week).

Table 2-6describes the items in the Email Notifications area. If you update information in this area, click
Saveat the bottom of the panel on the right to save your changes.

Table 2-6

Users Window, Em ail Notifications ltems

Field

Description

Send me a summaryCheck this box to cause daily or weekly digest notifications to be sent to the

of all important
updates

user.
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Table 2-6 Users Window, Email No tifications Items (continued)

Field Description

Activity Snapshot |SelectDaily or Weekly to indicate how often the user receives digest
frequency notifications.

This option is availal@ only if you check th&end me a summary of all
important updates box.

Send me individual |Check this box then check boxes that correspond to people, content, and
emails for the community membership to designate the activities that are included in the
following events instant notifications that the user receives.

Edit Options: Social Network

The Social Network areappears when you seldgtlit from the Actions drop-down menu next to a user
name in the Portal > Users window, and then cBokial Networkin the panel that appears on the right
of the window.

Use theDelink my Twitter account button in this area to de-link the Twitter account of the user from
Cisco WebEx Social.

Edit Options: Display Settings

The Display Settings area appears when you sEldittfrom the Actions drop-down menu next to a user
name in the Portal > Usewindow, and then clicRisplay Settingsin the panel that appears on the right
of the window.

This area provides options for configuring the languagd time zone that are used in the Cisco WebEXx
Social display for the user.

Table 2-7describes the items in the Display Settingsaalf you update information in this area, click
Saveat the bottom of the panel on the right to save your changes.

Table 2-7 Users Window, Display Settings Items
ltem Description
Language Choose the language to use for the Cisco WebEx Social display for the user.

The available languages are definedhia Available Languages field as
described in théDisplay Settings” section on page 2-52

Time Zone Choose the time zone to use fer @isco WebEx Social display for the user

Edit Options: Custom Attributes

The Custom Attributes aresmppears when you seleg€tit from the Actions drop-down menu next to a
user name in the Portal > Users window, and then €icktom Attributes in the panel that appears on
the right of the window.

This area provides options for configuring custom attributes for a user. For assistance with configuring
these options, contact a Cisco support representative.
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Edit Options: Phone Control Preference

The Phone Control Preferencearappears when you sel&cit from the Actions drop-down menu next
to a user name in the Portal > Users window, and thenRhoke Control Preferencen the panel that
appears on the right of the window.

This area provides options for configuring the device or line to be used with the WebDialer Click to Call
feature.

Edit Options: CMIS Settings

The options in the CMIS areaahappears when you selé&dit from the Actions drop-down menu next
to a user name in the Portal > Users window are not use.

Edit Options: Chat Password

The Chat Password area appears when you detliicfrom the Actions drop-down menu next to a user
name in the Portal > Users window, and then ditlat Passwordin the panel that appears on the right
of the window.

This area provides theasswordand theEnter Again fields for designating the password for the user
connection to the chat server.

Communities

Communities are areas of Cisco WebEx Social tisars or administrators can create to house
information about a specific topic. This informatjovhich can include documents, videos, posts,
discussion boards and so on, can be shared among people who join that community.

Communities have their own pages. Members of camities can maintain their own public and private
pages (if they are granted the Manage Pages permission).

This section contains these topics:
- Adding a Community, page 2-11
« Managing an Existing Community, page 2-12

Note  When regular users create communities, they harraipsions, as owner, to administer the communities
they create. System administrators eaminister any community in the portal.

Related Topic
Community Manager, page 2-25

Adding a Community
To add a community, follow these steps:

Procedure

Stepl Click Communitiesin the Global Navigation bar.
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Step 2
Step 3
Step 4

Step 5
Step 6
Step 7
Step 8

Step 9

Step 10
Step 11
Step 12

Step 13
Step 14

Click New Community.
Select a category from the choices presented.
Select the membership type (open, restricted, or hidden) for the community.

«  Open—An open community appears in the All Communities application, which allows users to join
and leave the community whenever they want.

» Restricted—A restricted community also apgeiarthe All Communities application, but users
must request membership. A community administrator then must grant or deny that request.

» Hidden—A hidden community does not appear in the All Communities application; therefore, users
must be invited by a community administrator.

Click Next.

In the Community Name field, enter thenma of the community you wish to create.
In the Description field, enter some descriptive text about the community.

In the Tags field, enter any tags, angamate multiple tags with a blank space.

The Cisco WebEx Social tagging mechanism allows for easy searching. This is helpful if the community
has a specific, topical ppose within the portal.

(Optional) In the Invite Additional Owners field, begin typing the name of someone you want to help
you manage the community, then select a name from the list.

You may select as many additional owners as you want.

Click Next.

Choose one of the templates presented, then Nlick.

If you are satisfied with your choices, cliCkeate.

Your community is created in “draft mode” aaccustomization window for your community opens.
Use the links in the customizationmwdow to customize your community.

When you are ready for users to accand begin using the community, cliGo Live.

After you create a community, it appears in the list of communities within the main Communities tab.

Managing an Existing Community

When you clickCommunities in the Global Navigation bar, you can then view all communities within
the portal by clickingAll Communities in the upper-left portion of the window.

You can also view all communities within the portal by clicking the down-a w  to the right of your
name in the Global Navigation bar, selectihgcount Settings fromthe drop-down menu, clicking the
right-arrow  next tdPortal, and then clickingcommunities in the Portal drawer.

As an administrator, you can perform community-management activities for any community.

You can perform the actions thédible 2-8describes from the Actions drop-down menu next to a
community:
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Actions You Can Perform for An Existing Community

Function

Description

Edit

Lets you edit most of the informatitimat entered when ghcommunity was first
created.

When you select this action, use the tdiz appear near the top of the menu to
access the information thgou want to change. After making changes, click
Save or click Cancelto exit without saving your changes.

Join / Leave

If you are not a member of this community, you are presented with a Join or
Request Membership option. If you are a member of this community, you are
presented with a Leave option.

Delete

Lets you delete this community. Makere to notify member of a community
when you delete it.

Caution When you delete a community, it is permanently removed from the
portal, along with any pages and other data that belonged to this
community.

Deactivate

Lets you deactivate a community. After you do so, users who are not
administrators no longer see the community in the list of communities, and the
community is no longer searchable in Cisco WebEXx social.
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Table 2-8 Actions You Can Perform for An Existing Community (continued)

Function Description

Assign User Roles | Lets an administrator or community owner assign or remove one or more of the
following roles to members of the community.

Note Users can manage community roles for communities of which they are
the administrator or owner by hovering the cursor over the gear icon
that appears on a page within the community and choosing
Manage Community.

«  Community Administrator—Super user of the community. However, a
community administrator does not have the capability to change users into
community administrators.

«  Community Member—Role automatically given to all users who are
members of a specific community. This role has no special privileges.

«  Community Owner—Creator of the community. Only a community owner
can grant community administration rights to other users.

« Special community-scoped role creatydthe system administrator. For a
description of such a role, see ttoles” section on page 2-18

To assign a role to a ess, follow these steps:

1. SelectAssign User Roledrom the drop-down menu next to the
community.

2. Decide which role you want to assign to a particular member of the
community, and click thédd Members button for that role.

A window appears that displays any current members of the community
who are already assigned to this role.

3. To assign this role to other members to this community, &b
Members, then enter then name of a useatl. When the name of the user
appears in a pop-up list, select that user.

4. Click Add.
To remove members from this role:

1. SelectAssign User Roledrom the drop-down menu next to the
community.

2. Click theAdd Members button for the role.
3. Click Removenext to the user to remove from the role.
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Table 2-8 Actions You Can Perform for An Existing Community (continued)
Function Description
Assign Members Takes you to a window that displays current members of the community and lets

you add members.
To invite a members to join a community, follow these steps:
1. SelectAssign Membersfrom the drop-down menu next to the community.

2. Click the link under Members for the type of member that you want to
invites All Members or Owners).

3. Click thelnvite Typebutton, wherelypeis Members or Owners, or
Administrators, depending on the type of member that you are inviting.

4. Enter then name of a user to invite. ithe name of the user appears in a
pop-up list, select that user.

5. If you want to include a custom message with your invitation, check the
Send a Personalized Notbox, then enter the message in the field
provided.

6. Click Invite.

To remove members from this community, if you are an administrator or
community owner sele@ssign Membersfrom the Actions drop-down menu
next to the community, then chooRemove from Community from the
drop-down menu next to each user to remove.

View Membership |Applies to only restricted communities. Lets you view a request by a user to join
Request a community, and either deny or accept the request.

User Groups

User Groups are arbitrary groupings of users. As a system administrator, you can create user groups
bring together users who do not have a community-based attribute in common. User groups cannot hay
permissions, but user groups can be assigned roles.

This section contains these topics:
» Adding a User Group, page 2-15
» Performing Actions for a User Group, page 2-16
« Defining Page Templates for a User Group, page 2-17

Adding a User Group
To add a user group, follow these steps:

Procedure

Stepl Access the User Groups window:
a. Click the down-arrow to the right gour name in the Global Navigation bar.
b. SelectAccount Settings fromthe drop-down menu.
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Step 2
Step 3
Step 4
Step 5

c. Click the right-arrow  next t®ortal

d. Click User Groupsin the Portal drawer.

The User Groups window appears with tWfiew All tab selected.

Select theAdd tab.

In theNamefield, enter the name of the user group you wish to create.
In theDescription field, enter descriptive text about the user group.
Click Save

The name of the user group now appears in the list of user groups shown wki@wti#dl tab is
selected.

Performing Actions for a User Group

When theView All tab is selected in the User Groups windalliser groups within the portal are listed.
Next to each user group is &ctions drop-down menuTable 2-9lists and describes the selections in
this menu.

Table 2-9 Actions You Can Perform on an Existing User Group
Action Description
Edit Lets you edit the name and the description of the user group.

You can also edit a user group by clicking the name or description user group
in the list of user groups.

After making changes, clicBave or click Cancelto exit without saving
your changes.
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Table 2-9 Actions You Can Perform on an Existing User Group (continued)
Action Description
Permissions When you seldeermissions a list of roles appears (with links to each role

definition). This action allows yoto change which roles are given what
permissions on the selected user group. You can assign these permission
types:

« Assigh Members—Lets someonesaged to the corresponding role
assigh members to this user group

» Delete—Lets someone assigned te thorresponding role delete this
user group from the portal

- Manage Announcements—Lets someansigned to the corresponding
role manage announcements for this user group

- Permissions—Lets someone assigned to the corresponding role perform
these Permissions action

- Manage Pages—Lets someone assigoede correspnding role create
page templates for members of this user group

- Edit—Lets someone assigned to the corresponding role edit information
about this user group

« View—Lets someone assigned to the corresponding role view the
membership list of this user group.

After making changes, clickave or click Cancelto exit without saving
your changes.

Manage Pages

Though user groups do net ltheir own pages, you can create page
templates for a user group. With pagenplates, any users added to the
group have the group pages copied to their personal pages.

For more information about defining page templates for user groups, see the
“Defining Page Templates for a User Group” section on page 2-17

Assign Members

Takes you to a window that displays current members of the user group and
lets you add members.

To add members to this user group, click Available tab, check the box
next to each user that wish to becomembers of this user group, then click
Update Associations (You can click the Advanced link and use the Search
function to locate users.) Now, when you click errent tab, the users
that you added appeartine list of current members.

To remove members from this user group, clickGlherent tab, uncheck the
box next to the member you wish to remove, then dlpklate
Associations.The name no longer appears in the list of current members.

View Users

Lets you view the users who belong to this user group.

Delete

Deletes the user group.

Defining Page Templates for a User Group

When you select thelanage Pagesction for a user group as described in“®erforming Actions for
a User Group” section on page 2;3®u can create pages and manage them in a hierarchy.

| oL-27467-01
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You can create both public and private pages, whahespond to Home and My Profile, respectively.
Each set is used as templates and is be copiedsonzd public or private page sets, respectively, of a
user when the user becomesiamber of the user group.

For example, suppose that you ths system administrator, crea@&ew private portlet page call¥du

are a studenwithin theStudentaiser group. Because the page created is a portlet page, you can now
click theView Pagedutton to open the page, then add asynaortlets as desired to that page and
configure them as needed.

Applying Page Temples by Assigning Mebrers to the User Group

Roles

Step 1

Step 2

Step 3
Step 4

Note

After you create a page template, perform the following steps to assign it to an existing member of the
user group to verify that the page templgéds copied as a private page of a user.

Because the pages are copied to a set of pages for a user, those pages are now owned by the user and the
can be changed at any time if the pbis set up to allow users to edit their personal pages. When a user
is removed from a user group, thgsociated pages are not removed.

If you modify page templates for a user group afiteers have already been added to the group, those
changes are used only when new ssae assigned to the user group.

Procedure

In the list of available user groups, from thetions drop-down menu for the desired user group, select
Assigh Members

Click the Available tab.

A list of available users appears.

Check the box for one or more users in this users list.
Click Update Associations

Copies of any public or private page templates that are configured for the user group are copied to the
page sets of the users you selected.

Creating new roles, defining permissions for robesg assigning roles to users in Cisco WebEx Social
are among the most important taskat a system admistrator performs. You can assign roles to
individual users, user groups, and communities.

Modifying permissions for or deleting an existing role can prevent users from accessing certain system
functionality.

Roles are groupings of users that share a partitwhation within the portalRoles can be scoped across
the entire portal or for only a particular community.

Some types of roles you can create are:

» A portal-wide role to which you assign permissidor portal-wide activities, such as setting
password policies and adding roles and users.

Cisco WebEx Social Administion Guide, Release 3.0
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» A portal-wide role for the purpose of granting permissions to various functions within a specific
portlet application. An example is to creat@ortal-wide role called “Message Board
Administrator,” then assign permissions on was functions of a message board application (see
the“How to Define Application Permissions” section on page 2-80ch as moving threads, adding
subcategories, and adding files. Users to whom you give this role would then have whatever portle
permissions you assign, and the permissions would apply across the entire portal wherever a
message board portlet application has been added to a page.

« A community-wide role for the purpose of granting permissions to various functions within a
specific portlet application. An example is teate a community-wide role called “Message Board
Administrator,” then assign permissions on was functions of a message board application (see
the“How to Define Application Permissions” section on page 2-80ch as moving threads, adding
subcategories, and adding files. Users to whom you give this role would then have whatever portle
permissions you assign, but the permissions would apply only to users within a community who have
been assigned this role. Community roles must be assigned from within that community.

Note Community administrators can assign community-wide roles to users in their community.

This section contains these topics:
+ Adding a Role, page 2-19
» Performing Actions for a Role, page 2-20
- Defining Permissions for a Role, page 2-21

Adding a Role

To add a role, follow these steps:

Procedure

Stepl Access the Roles window:
a. Click the down-arrow to the right glour name in the Global Navigation bar.
b. SelectAccount Settings fromthe drop-down menu.
c. Click the right-arrow  next t®ortal
d. Click Rolesin the Portal drawer.
The rOLEs window appears with thMeew All tab selected.
Step2 Select theAdd tab.
Step3 In the Name field, enter a name of the role you wish to create.
Step4 In the Description field, enter some descriptive text about the role.
Step5 From theType drop-down menu, select one of the following types:
» Regular—Select this type if the role performed for the entire portal.
«  Community—Select this type if the role is to be assigned to various communities.
Step6 Click Save
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The name of the role appearstire list of roles shown when théew All tab is selected.

Performing Actions for a Role

When theView All tab is selected in the Roles window, all soleithin the portal arbsted. Next to each

role is an Actions drop-down mentable 2-10describes the selections in this menu. Not all selections

appear for all roles

Table 2-10 Actions You Can Perform for an Existing Role
Function Description
Edit Lets you edit the name and the description of the role.

Permissions

When you seldeeérmissions a list of roles appears (with links to each
role’s definition). This action allows you to change which roles are given
what permissions on the selected rétermission types that you can assign
are:

» Assigh Members—Lets someone gssd to the corresponding role
assign members to this role

- Define Permissions—Lets someorssigned to the corresponding role
perform the Define Permissions action that this table describes

» Delete—Lets someone assigned te torresponding role delete this
role from the portal

« Manage Announcements—Lets someassigned to the corresponding
role manage announcements for this role

« Permissions—Lets someone assigned to the corresponding role perform

this Permissions action

» Edit—Lets someone assigned to the corresponding role edit information

about this role

» View—Lets someone assigned to the corresponding role view the
membership list for this role

Define Permissions

Lets you define permissitorsthis role. For morénformation, see the
“Defining Permissions for a Role” section on page 2-21

Assign Members

Takes you to a window that displays current members who are assigned to

this role, and lets you assign additional users and user groups to this role.
These users and user groups inherit any permissions given to the role.

To assign members to this role, you can clickAbailable tab and you can
use the Search capabilities to locasers in the portal. Check the box next

to the users or user groups to which you wish to assign this role, then click

Update Associations Now, when you click th€urrent tab, the users and
user groups you just assigned to this role appears in the list of current
members.

To remove members from this role, click tBarrent tab, uncheck the box
next to the member you wish to remove from this role, then tljpttate
Associations.The name no longer appearstie list of current users with
this role.
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Table 2-10 Actions You Can Perform for an Existing Role (continued)

Function Description

View Users Lets you view the users who are assigned this role.
Delete Deletes this role.

Defining Permissions for a Role

When you select thBefine Permissionsaction for a portal-scoped role, you have a choice of two kinds
of permissions that can be defined for this rélertal Permissions and Application Permissions. For
other roles, you only have the option of defining portlet permissions.

Portal permissions cover portal-ve@ctivities that can exist in many categories, including Community,
Location, and Password Policy.

Application permissions cover permissionattiare defined within each application.
This section includes these topics:

- Defining Portal Permissions, page 2-21

« How to Define Application Permissions, page 2-21

» Deleting Application Permissions:, page 2-22

Defining Portal Permissions

Step 1

Step 2

Step 3
Step 4

Step 5

To define portal permissions, follow these steps:

Procedure

Access the Roles window:

a. Click the down-arrow to the right gour name in the Global Navigation bar.
b. SelectAccount Settings fromthe drop-down menu.

c. Click the right-arrow  next t®ortal

d. Click Rolesin the Portal drawer.

SelectDefine Permissionsrom the Actions drop-down list for the applicable role.
Not all actions appear for all roles.

In the Define Permissions tab, cliéddd Portal Permissions

For all categories that appear, select Portal from the Scope drop-down menu next to the action that yo
want this role to perform across the portal. For actions you do not want the role to perform, do not selec
anything from the Scope drop-down menu.

Click Save

How to Define Application Permissions

To define application permissions, follow these steps:

| oL-27467-01
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Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

Procedure

Access the Roles window:

a. Click the down-arrow to the right gur name in the Global Navigation bar.

b. SelectAccount Settings fromthe drop-down menu.

c. Click the right-arron  next t®ortal

d. Click Rolesin the Portal drawer.

SelectDefine Permissiongrom the Actions drop-down list for the applicable role.

Not all actions appear for all roles.

In the Define Permissions tab, cliéidd Application Permissions

A window displays the names of all applications that are currently installed in your portal.
Click the name of the application for which you wémtefine the actions that this role can perform.
A new window displays that shows all the configurable permissions for this application.

Select the scope from the Scope drop-down menu next to the actions that you want this role to perform.
There are two scopindhoices for each action:

- Portal—Selecting this option mesithat the permission is granted across the portal, in any
community where this application exists.

- Communities—Selecting this option invokeSalectbutton, which you use to select specific
communities (for a portal-scoped role) in which these permissions are valid for users in this role.

For actions you do not want the role to perform, do not select anything from the Scope drop-down menu.

Click Save

Deleting Application Permissions

Step 1

Step 2
Step 3

To delete application permissions, follow these steps:

Procedure

Access the Roles window:

a. Click the down-arrow to the right gour name in the Global Navigation bar.

b. SelectAccount Settings fromthe drop-down menu.

c. Click the right-arromn  next t®ortal

d. Click Rolesin the Portal drawer.

SelectDefine Permissionsrom the Actions drop-down list for the applicable role.
ChooseDeletefrom the Actions drop-down menu for the permission that you wish to delete.
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Password Policies

Password policies can enhance the security of your portal. Using password policies, you can set
password rules such as password strength, adiéncy of password expiration. You can assign
different password policies to different sets of users in the portal.

Password policies apply only to users that you add to Cisco WebEx Social as describeddllitige
a User Manually” section on page 242you are using LDAP synchronization to synchronize with an
LDAP directory, passwords are managed in the LDAP directory.

This section contains these topics:
« Adding a Password Policy, page 2-23
« Performing Actions for an Existing Password Policy, page 2-24

Adding a Password Policy

Step 1

Step 2
Step 3
Step 4
Step 5

Step 6

Step 7

Step 8

To add a password policy, follow these steps:

Procedure

Access the Password Policies window:
a. Click the down-arrow to the right gour name in the Global Navigation bar.
b. SelectAccount Settings fromthe drop-down menu.
c. Click the right-arron  next t®ortal
d. Click Password Policiesn the Portal drawer.
The Password Policies window appears with the View All tab selected.
Select theAdd tab.
In the Name field, enter a name for the password policy.
In the Description field, enter a description of the password policy.
If you want to allow users to chan@jeeir passwords, take these actions:
a. Check the Changeable box (unchecked by default).
The Change Required and Minimum Age options appear.

b. Check the Change Required box (unchecked by default) if you want to require users to change thei
passwords when they first sign in.

c¢. From the Minimum Age drop-down list, select how long users must wait before changing their
passwords again.

If you check the Syntax Checking Enabled box (unchecked by default), Cisco WebEx Social allows you
to select whether dictiomawords can be passwords as well as allowing you to set minimal lengths for
passwords.

If you check the History Enabled box (unchecked by default), Cisco WebEx Social does not allow users
to use a password they have already used.

If you check the Expiration Enabled box (uncheckgdiefault), you can configure how frequently users
must change their passwords ansioanuch advance warning to giusers that their password is about
to expire.
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Step9 If you check the Lockout Enabled box (unchecked by default), you can configure several items relating
to lockouts, including the maximum number of times users can attempt to log in to Cisco WebEx Social
before their accounts get locked.

Step 10 Click Save

Performing Actions for an Existing Password Policy

When theView All tab is selected in the Password Policies window, all password policies are listed. Next
to each policy is arctions drop-down menuTable 2-11describes the selections in this menu.

Table 2-11 Actions You Can Perform for an Existing Password Policy

Function Description

Edit Allows you to modify the selected password policy.

Permissions When you seldeeérmissions a list of roles appears (with links to each

role’s definition). This action allows you to change which roles are given
what permissions on the selected password policy. You can assign these
permission types:

» Assign Members—Not used

» Delete—Lets someone who is assighedhe corresponding role delete
this password policy from the portal

« Permissions—Lets someone who ssigned to the corresponding role
perform this Permissions action

» Edit—Lets someone who is assigned to the corresponding role modify
this password policy

« View—Lets someone who is assigned to the corresponding role view the
membership list that this password policy is assigned to

After making changes, clicBave or click Cancelto exit without saving
your changes.

Assign Members Takes you to a window thagpdays current users who are assigned this
password policy, and lets you assign this password policy to additional users.

To assign this password policy to users, you can cliclhadable tab and

you can use the Search capabilitie$oimate users in the portal. Check the

box next to the users to which you wish to assign this password policy, then
click Update AssociationsNow, when you click th€urrent tab, the users

you just assigned this password policy appears in the list of current members.

To remove users from being assigned this password policy, clicktrent

tab, uncheck the box next to the users you wish to remove from this policy,
then clickUpdate Associations.The members no longer appears in the list
of current members who are assigned this policy.

Delete Allows you to delete any passwqolicy that you added. However, you
cannot delete the default policy.

This option does not apply to the Default Password Policy.
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Community Manager

The Community Manager window in the Portal Drawblows you to create categories of communities

for your users. Then, when users create new communities, they can choose the category that best sui
their needs. The main differentiator among community categories is which templates you choose to ad
to a category. You can create custom templatesiaclude as many templates as you want for any
category.

This section contains these topics:
« Defining Settings for a Community Category, page 2-25
« Managing Templates for a Community Category, page 2-26
« Managing Community Categories, page 2-28
+ Reassigning Community Categories, page 2-29
» Properties You can Change That Affect theetJElick-to-Create-Community Feature, page 2-30

Related Topic
Communities, page 2-11

Defining Settings foa Community Category

Before creating new categories, follow these stemefme general settings &pply to all categories
that you create:

Procedure

Stepl Access the Community Manager window:
a. Click the down-arrow to the right gour name in the Global Navigation bar.
b. SelectAccount Settings fromthe drop-down menu.
c. Click the right-arrom  next t®ortal
d. Click Community Manager in the Portal drawer.
The Community Manager window appearish the Categories tab selected.
Step2 Select theSettingstab.
Step3 Complete the configuration in this window by referring to the field descriptions provideabla 2-12
Step4 Click Save
Cisco WebEXx Social Administration Guide, Release
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Table 2-12 Community Manager Window—Settings Tab
Field Description
Approval Required If unchecked, the follavg checkbox is included in the Create a

Category window:
“Communities in this category require approval”

In this case, users creating new communities within this category
need system-administrator approval before the new community can
go live.

Default: The checkbox called ‘@nmunities in this category
require approval’ does not appéaithe Create a Category window.

Code of Conduct or Terms and If checked, causes the Code of Conduct box to appear in the Create
Conditions Disable Community dialog box when aser creates a new community.

Default: The Code of Condubbx does appear in the Create
Community dialog.

Community profile picture If checked, community creators do not have the option of importing
customization Disable their own picture for their community profile that can be different
from the picture of the category itself.

Default: Community profile picture customization is allowed.

Default General Category If checketthe default General category is hidden in the Create
Community dialog box.

Default: General category is not hidden.

Link to “Code of Conduct” URL to the location whe you have stored the Code of Conduct text
that you want displayed to new users of a community.

Link to layout customization |URL to the location where you have stored a video file of the
tutorial tutorial for layout customization.

This link is opened when users click tfugorial link in the banner
of a community in draft mode.

Managing Templates for a Community Category

You can view or modify templates for a community category, and you can upload custom templates in
Cisco WebEx Social so that they can be used in community categories.

Procedure to View or Modify an Existing Template

Stepl Access the Community Manager window:
a. Click the down-arrow to the right gour name in the Global Navigation bar.
b. SelectAccount Settings fromthe drop-down menu.
c. Click the right-arrow  next t®ortal
d. Click Community Manager in the Portal drawer.
The Community Manager window appearigh the Categories tab selected.

Step2 Select theTemplatestab.
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Step3  Click one of the templates to view or modify that template.

Note The default standard templates for Open, Kdiddnd Restricted communities should already
appear in the Manage Templates window.

Step4 Make any desired changed for ttleanplate that you selected (sEsble 2-13for field definitions).
Step5 Click Save

Procedure to Add a Custom Template

Note To create a custom template, create a LfldRand save it as described in thi@reating a Custom
Community Template” section on page A-1

Stepl Access the Community Manager window:
a. Click the down-arrow to the right glour name in the Global Navigation bar.
b. SelectAccount Settings fromthe drop-down menu.
c. Click the right-arrom  next t®ortal.
d. Click Community Manager in the Portal drawer.
The Community Manager window appearigh the Categories tab selected.
Step2 Select theTemplatestab.
Step3 Click New Template
Step4 In the Template window, enter values for the fields shownhainle 2-13
Step5 Click Save

Step6 If you want to associate this template with a community category, follow the stepsRnotedure to
View or Modify an Existing Template, page 2-26

Table 2-13 Community Manager Window—Template Tab
Field Description
Name A descriptive name for the template you are adding or modifying.

Upload Template (.lar) | The .lar file of the templa you are adding. Use tBzowse button to locate
file the .lar file.

Upload Preview Image| The image that depicts the number and layout of the tabs the template uses
Use theBrowse button to locate the image file.

Membership Type Drop-down list from which you choose the type of community the template
is designed for: an Open, Rected, or Hidden community.

Note Be sure that the membership type you choose is consistent with the
page-level and portlet-level permissions of the .lar file. The system
cannot detect inconsistencies of this type.
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Table 2-13 Community Manager Window—Template Tab (continued)
Field Description
Description As complete a description as possible so that a user creating a community

knows which template to select.

Tabs Names of all tabs, separatedcbynmas, to appear in the template.

Managing Community Categories

Step 1

Step 2
Step 3
Step 4
Step 5

Step 1

Step 2
Step 3
Step 4

Step 5

You can view or modify community categories, and you can add a new category.

Procedure to View or Modify Existing Categories

Access the Community Manager window:

a. Click the down-arrow to the right glour name in the Global Navigation bar.

b. SelectAccount Settings fromthe drop-down menu.

c. Click the right-arrow  next t®ortal

d. Click Community Manager in the Portal drawer.

The Community Manager window appearigh the Categories tab selected.

Select theCategoriestab.

Click one of the categories to view or modify that category.

Make any desired changed for the category you clicked orTgdae 2-14for field definitions).
Click Save

Procedure to Add a New Category

Access the Community Manager window:

a. Click the down-arrow to the right gour name in the Global Navigation bar.
b. SelectAccount Settings fromthe drop-down menu.

c. Click the right-arrow  next t®ortal

d. Click Community Manager in the Portal drawer.

The Community Manager window appearigh the Categories tab selected.

Select theTemplatestab.

Click New Category

In the Create a Category window,tenvalues for the fields shown irable 2-14

Note  You cannot delete a category after it has been saved.

Click Save
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Table 2-14 Community Manager Window—Categories Tab

Field Description

Title A descriptive name for the category you are adding or modifying.

Image Image that depicts the category. UseBtmevse button to locate the image
file.

This image is used for any community created within this category unless
you have allowed (with the Settings tab) the community creator to import
their own community image.

Description A description of this category and the types of communities that should use
this category. For example, if youeate a category called “Hobbies and
Leisure,” you might want to have a description such as:

“Communities for all non-work related activities.”

You would also probably create a tentplapecifically for such a category
with the pages named accordingly.

Contact email E-mail address whereegtions about a community are sent.

Communities in this  |Box that appears if you unchecked the Approval Required Disabled box in
category require the Settings tab.

approval

Caution  This field should be used only by Cisco-Internal system
administrators for Cisco-internal users.

If you check this box, you then have the option to click a link called “Add a
Question,” which allows you to add customized questions for a category, and
assign an alternate, automated applavorkflow based on the users’
responses. A maximum of two quiess can be set per category.

Template List of default templates and any custom templates you have added. You
must select at least omemplate for a categorf.hen, when users create a
community, they are given the choice of which template to select for the
community category they select.

Reassigning Community Categories
You can reassign existing communities to new categories that you have created, and you can change
categories for new communities.
The following guidelines apply for changing the category of a community:

+  Communities that do not requiag@proval can be changed to aategory that does not require
approval.

» Live communities can be mogdo any community category.

- Communities remain in the same state they webefore they changed categories. States are either
“live” or “draft.”
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Properties You can Change That Affectuiser Click-to-Create-Community Feature
As a system administrator, there araumber of propertigfat you can edit to change the appearance
and text of the screens presentedisers as they create new communities.
This section describes the screenthwppearances that you can affbgtchanging specific properties:
« Properties You Can Change for Step 1 of the Click-to-Create Feature, page 2-30
« Properties You Can Change for the Community Summary Window, page 2-30
» Properties You Can Change For A Community in Draft Mode, page 2-31

Properties You Can Change for Step 1 of the Click-to-Create Feature

To create a new community, users start by clicking Community in the Global Navigation bar, and then
clicking theNew Community button. The first Create a Communitgndow appears. You can change

the “Select a Category amMdembership Type” heading and the téixat appears under this heading in

this window. To daso, follow these steps:

Procedure

Stepl Sign in to the Director.

Step2 Click Portal under Application.

Step3 In the Advanced Portal Propertieear change the following property tioe:
com.cisco.ecp.communities.categoselection_configured=false

Note If you want to revert to the default settings, set this property bafdigea

Step4 Take either or both of these actions:

« To change the “Select a Categondaviembership Type” text, edit the
com.cisco.ecp.communities.category.name property.

» To change the “Choose a category for your comityun appear in. Some categories may require
approval prior to activation” text, edit theraccisco.ecp.communities.category.desc property.

Step5 Click Savein the Advanced Portal Properties area.

Properties You Can Change for the Community Summary Window

The next window in the Click-to-Create community is the Review your community window, which is
presented to users after they have completed 2tepsl 3 (entering basic information and choosing a
community template).

If you did not disable the Code of Conduct in the Community Manager Window> Settings Tab, a user
creating a new community is be presented with the Code of Conduct box.

There are two items you can change regarding Code of Conduct:
« The wording “I will abide by the Company”
« The wording of the “Code of Conduct” link before the box.

If you want to change either ofd@ke properties, follow these steps:
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Step 1
Step 2
Step 3

Step 4

Step 5

Community Managerlll

Procedure

Sign in to the Director.

Click Portal under Application.

In the Advanced Portal Properties arehange the following property toue:
com.cisco.ecp.communities.code_of conduct.configured=false

Note If you want to revert to the default settings, set this property bafsdde

Take either or both of these actions:

» To change the “I will abide by the Company” text, edit the
com.cisco.ecp.communities.code_of_conduct.text property.

« To change the “Code of Conduct” link before the check box text, edit the
com.cisco.ecp.communities.code_of _conduct.link_tex property.

Click Savein the Advanced Portal Properties area.

Properties You Can Change For A Community in Draft Mode

After the communitycreator clickCreate in the Community Summary window, the community enters
“draft mode.” You can change the default values@®feral properties that affect the appearance of
communities that are in draft nodeésthe items thatre called out ifrigure 2-3. If you want to change
any of these properties, do the following:

Procedure

Step1 Sign in to the Director.

Step2 Click Portal under Application.

Step3 In the Advanced Portal Properties arehange the following property toue:
create-community-draft-mode-enable-customize-text=false
Note If you want to revert to the default settings, set this properisise.

Step4 SeeFigure 2-1for an explanation of what you can change and the corresponding properties you can edit
in the Advanced Portal Properties area.
Note Make sure to place any imagesuyare changing in the folder

/opt/cisco/quad/tomcat/webapps/ROGIMI/themes/classic/images/communities
Step5 Click Savein the Advanced Portal Properties area.
Cisco WebEXx Social Administration Guide, Release
[ oL-27467-01 i)m



Chapter2  Portal Settingp

M WwebEx Social Functionality

Figure 2-1 Properties You Can Change for a Community in Draft Mode
Item Corresponding Property To Set in Advanced Portal Properties area
1 create-community-draft-mode-stepl-image-path

create-community-draft-mode-stepl-title

create-community-draftnode-stepl-description

create-community-draft-mode-step2-image-path

create-community-draft-mode-step2-title

create-community-draftnode-step2-description

create-community-draft-mode-step3-image-path

create-community-draft-mode-step3-title

O o N |l WIN

create-community-drafinode-step3-description

WebEx Social Functionality

Step 1

Step 2
Step 3

The WebEx Social Functionality window allows ytmudisable and reenable a number of Cisco WebEx
Social features.

If you need to disable any features, Cisco recomtaéhat you do so before your users begin using
Cisco WebEx Social.

As a best practice, avoid enabling and disabling features that are used in a production environment unless
necessary.

To disable or reenable adture, follow these steps:

Procedure

Access the WebEXx Social Functionality window:

a. Click the down-arrow to the right gour name in the Global Navigation bar.

b. SelectAccount Settings fromthe drop-down menu.

c. Click the right-arrow  next t®ortal

d. Click WebEx Social Functionalityin the Portal drawer.

Check the box next to each feattinat you want to disable (or reeralif they are already disabled).
Click Save
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Step 4

WebEx Social Metrics Il

Go to the Director, sign in with your administrator user ID and password, and take these actions to caus
the changes that you made in the Cisco WebEx Social Functionality window to take effect:

a. Click Topology

b. Click theDisable button for each App Server node.
Click the Disable button for the Cache node.

d. Click theEnable button for the Cache node.

e. Click theEnable button for each App Server node.

e

Notes About Behavior
» Any features that you disable or reenahpply to all Cisco WebEx Social users.

« When a feature is disabled or rebted, all icons, tabs or othernts related to that feature either
disappear or reappear, depending on the action you took.

« If you decide to disable the videos or documdattures later, existing videos and documents can
still be located with a search.

WebEXx Social Metrics

The WebEx Social Metrics window lets you view inftation and generate reports about the use of Cisco
WebEXx Social.

The Total active unique users in the last minutdield shows how many unique users actively used
Cisco WebEx Social in the last minute. (Thisdieloes not refresh automatically. To see current
information this field, refresh your browser page.)

To generate and view reports, follow these steps:

Procedure

Stepl Access the WebEx Social Metrics window:
a. Click the down-arrow to the right gour name in the Global Navigation bar.
b. SelectAccount Settings fromthe drop-down menu.
c. Click the right-arrom  next t®ortal
d. Click WebEx Social Metricsin the Portal drawer.

Step2 In the WebEx Social Metrics window, check the box for each type of information that you want to be
included in the report.

Step3 In the Generate Report From and To fields, enter the start date and end date, respectively, for the
information to be included in the report.

Step4 Click Generate Reports
The system generates the report tontain the information that yoaquested and the reports appear
in the list at the bottom of the WebEx Social Metrics window.

Cisco WebEXx Social Administration Guide, Release
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The reports contain information far24-hour period for each day in the date range that you specified.
The start time and end time of the information intyeort is defined by the Hour of Day (UTC) option

in the Configuration page of the Director (see ‘Healytics Store Cron Job” section on page ¥-All
dates and times that the reports show are in Coordinated Universal Time (UTC).

For a description of the reports that you can generate, sé€idwm WebEx Social Metrics Reports”
section on page 2-34

You can take either of thesetions in the list of reports:

« Click the name in the File Name column foetreport to open a comma-separated value (CSV)
version of the report. You can then save the report to the location of your choice.

» Click the box for one or more reports and then cheketeto delete the selected reports.

Cisco WebEXx Social Metrics Reports

The following sections describes the Cisco Wellxial metrics reportthat you can generate:
» Top Contributors Report, page 2-34

« Active Users Report, page 2-35

« Top Communities By Activity Volume Report, page 2-36

« Top Communities by Member Count Report, page 2-36

» Total Number of Communities Report, page 2-37

»  Number of Discussion Messages per Community Report, page 2-37

- Storage Consumed Per User Library (in Bytes) Report, page 2-37

« Total Number of Microposts Report, page 2-38

« Total Number of Posts (All, including Microposts) Report, page 2-38

Top Contributors Report

A Top Contributors report is named metrics-top-contributiibscsv.

A contributoris a Cisco WebEx User who has created doagbed any single or combination of text

posts, video posts, wall posts, community wall pasiisyoposts, discussion posts, documents, images,
and attachments. Ttsy'stem calculatesa@ntribution scordor each contributor by multiplying the total
number of each item by a default weighting value, then totaling the weighted product for each item. This
calculation considers all items that a user has cdeateiploaded since the user was set up in Cisco
WebEXx Social.

By default, this report shows the five contributwsish the highest contribution scores for each 24-hour
period within the report period.

If you want to adjust the default number of contributors that this report shows for each 24-hour period
or the default weights that the system assigns to the items in a contribution score, contact Cisco support.

Table 2-15describes the fields in the Top Contributors report.
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Table 2-15 Top Contributors Report Fields

Field Description

Date Ending date and time of a 24-hour period

Top Contributors Cisco WebEXx Social users with the highest contribution scores as of the
end of the corresponding 24-hour period

Active Users Report

An Active Users report is named metrics-total-active-udérssv.

This report shows the total numbarunique users who accessed at least one Cisco WebEx Social page,
the total number of activities, and the browsemdmch activities were performed for each 60-minute
period within the report period.

The system determines that singléiaty occurs when a user accessme or more Cisco WebEXx Social
pages in a 1-minute period. For example, if a @@@esses two pages in 1 minute, then one page in
another 1 minute period, the system determines that two activities occurred.

Table 2-16describes the fields in the Active Users report.

Table 2-16 Active Users Report Fields

Field Description

Date Ending date and time of a 60-minute period

Unique Active Users The number of uniqueers who accessed at least one Cisco WebEx
Social page during the corresponding 60-minute period

Total Active Users Total number of activities performed during the corresponding
60-minute period

Mobile Total number of activities performed by a user using a mobile device
during the corresponding 60-minute period

Firefox 5.x + Total number of activities perfoed by a user usgnrelease 5 or above
of the Mozilla Firefox browser during the corresponding the 60-minute
period

Firefox 4 Total number of activities performed by a user using release 4 of the
Mozilla Firefox browser during theorresponding the 60-minute period

Flrefox 3 Total number of activities perfoed by a user usingelease 3 or above
of the Mozilla Firefox browser during the corresponding the 60-minute
period

IE 10 Total number of activities performéy a user using release 10 of the
Internet Explorer browser during the corresponding the 60-minute
period

IE 9 Total number of activities perfored by a user using release 9 of the
Internet Explorer browser during the corresponding the 60-minute
period

IE 8 Total number of activities perfored by a user using release 8 of the
Internet Explorer browser during the corresponding the 60-minute
period
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Table 2-16 Active Users Repo rt Fields (continued)

Field Description

IE 7 Total number of activities performed by a user using release 7 of the
Internet Explorer browser during the corresponding the 60-minute
period

IE 6 and below Total number of activities performed by a user using release 6 or below
of the Internet Explorer browser during the corresponding the 60-minute
period

Chrome Total number of activities performed by a user using the Google Chrome

browser during corresponding the 60-minute period

Safari Total number of activities performed by a user using the Apple Safari
browser during corresponding the 60-minute period

Opera Total number of activities performed by a user using the Opera browser
during corresponding the 60-minute period

Unknown Total number of activities performed by a user using an unidentified
browser during corresponding the 60-minute period

Top Communities By Activity Volume Report

A Top Communities By Activity Volume report is named metrics-top-communities-by-vollDnesv.

By default, this report shows the five communities with the highestity scoredor each 24-hour

period within the report period. The system calculates an activity score for a community by multiplying
the total number of posts, images, attachments, documents and discussions in the community by a default
weighting value, then totaling ¢hweighted product for each item.

If you want to adjust the default number of communities that this report shows for each 24-hour period
or the default weights that the sgst assigns to the items in an &iti score, contact Cisco support.

Table 2-17describes the fields in the Top Communities By Activity Volume report.

Table 2-17 Top Communities By Ac tivity Volume Report Fields

Field Description

Date Ending date and time of a 24-hour period

Top Communities by Communities with the highest actiyiscores as of the end of the
Activity corresponding 24-hour period

Top Communities by Member Count Report

A Top Communities by Member Count reptnamed metrics-top-communities-by-couiit.csv.

By default, this report shows the five communities with the highest number of members at the end of
each 24-hour period within the report period. This number includes active and inactive members.

If you want to adjust the default number of communities that this report shows for each 24-hour period,
contact Cisco support.

Table 2-18describes the fields in the Top Communities by Member Count report.
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Table 2-18 Top Communities by Member Count Report Fields

Field Description

Date Ending date and time of a 24-hour period

Top Communities Communities with the highest number of members as of the end of the

corresponding 24-hour period

Member Count Number of members in the corresponding community

Total Number of Communities Report

A Total Number of Communities report is named metrics-total-communibessv.

This report shows the total number of communities that exist in Cisco WebEx Social at the end of eact
24-hour period within the repopteriod. This number includes active and inactive communities.

Table 2-19describes the fields in the Total Number of Communities report.

Table 2-19 Total Number of Communities Report Fields

Field Description

Date Ending date and time of a 24-hour period

Total Number of Number of active and inactive commtias in Cisco WebEx Social as of
Communities the end of the corresponding 24-hour period

Number of Discussion Meages per Community Report
A Number of Discussion Messages per Community report is named
metrics-num-discussion-threadB.csv.
This report shows the following information:

« If the report period is 31 dayw fewer, the number of digssion messages that exist in each
community at the end of each 24-hour period in the report period

» If the report period is 32 days or more, the temof discussion messages that exist in each
community at the end of eachonth in the report period

Table 2-20describes the fields in the NumberQiscussion Messages per Community report.

Table 2-20 Number of Discussion Messa ges per Community Report Fields

Field Description

Group Name Ending date and time of a 24-hour period

Month-Date-Year Number of discussion messages that exist in each community as of the
or end of the corresponding day or month

MonthYear

Storage Consumed Per User Library (in Bytes) Report

A Storage Consumed Per User Library (in Bytes) report is named metrics-storage-coriBuosed
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This report shows, for each ustre number of bytes that are consdby all images, documents, and
attachments that the user has uploaded to Cisco WebEx Social. The report displays information as
follows:

- Ifthe report period is 31 days or fewer, the nemiytes consumed at the end of each 24-hour period
in the report period

- If the report period is 32 days or more, the number of bytes consumed at the end of each month in
the report period

Table 2-21describes the fields in the Number of Discussion Messages per Community report.

Table 2-21 Storage Consumed Per User Library (in Bytes) Report Fields

Field Description

Group Name Cisco WebEx User

Month-Date-Year(Storage |Number bytes consumed by all imagdocuments, and attachments that
consumed in Bytes) a user has uploaded as of the efithe corresponding day or month

or

Month-Year

Total Number of Microposts Report

A Total Number of Microposts report is named metrics-total-micropost-hDrasv.

This report shows the total number of microposts that exist in Cisco WebEx Social at the end of each
24-hour period within the report period.

Table 2-22describes the fields in the Total Number of Microposts report.

Table 2-22 Total Number of Microposts Report Fields

Field Description

Date Ending date and time of a 24-hour period

Total Microposts Number microposts in Cisco WebEx Social as of the end of the
corresponding 24-hour period

Total Number of Posts (Ailhcluding Microposts) Report

A Total Number of Posts (All, including Microposts) report is named metrics-total-postiBuosv.

This report shows the total number of posts, including microposts, that exist in Cisco WebEx Social at
the end of each 24-hour period within the report period.

Table 2-23describes the fields in the Total Number of Posts (All, including Microposts) report.

Table 2-23 Total Number of Posts (All, including Microposts) Report Fields

Field Description

Date Ending date and time of a 24-hour period

Total Posts Number posts in Cisco WebEx Social as of the end of the corresponding
24-hour period
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Settings

Settings W

The Settings window in the Portal Drawer provides access to most global portal settings.

To access the Settings window, click the dowroa  to the right of your name in the
Global Navigation bar, seleétccount Settings fromthe drop-down menu, click the right-arrc v next
to Portal, and then clickSettingsin the Portal drawer.

After making changes to setting options, cl&kve or click Cancelto exit without saving your changes.
Settings are arranged in these categories:

» General, page 2-39Lets you configure global settingscinding the company name, domain, and
virtual host

» Authentication, page 2-46Lets you configure login IDs, connection to LDAP, single sign-on, and
several other settings

» Users, page 2-5%Lets you configure default memberships to roles, user groups, and communities
for new users.

- Mail Host Names, page 2-52Lets you configure e-mail servers

« Reported Content, page 2-52 ets you set the number of times that Cisco WebEx Social users can
report content as inappropriate or incorredobe Cisco WebEx Social automatically hides the
content

- Display Settings, page 2-52Lets you configure the language, time zone, and custom log for Cisco
WebEXx Social

« Custom Settings, page 2-53d.ets you configure whether an activity is generated when a link is
created or updated in a post

General
General settings include global settings, such as your company name, domain, and virtual host, and
various navigation settings. To access the General settings options, cl@krbeal link at the right
side of the Settings window (tHi8ettings” section on page 2-3fescribes how to access this window).
Table 2-24describes the General settings options.
Table 2-24 General Settings Options
Field Description
Main Configuration Fields
Name The name of the company or organization that owns the portal.
Mail Domain The domain of your company mail server.
Virtual Host The fully qualified domain name of the Cisco WebEx Social node.
Navigation Fields
Home URL The home page of the portal.
For example, if the home page URLhigp://localhost:8080/web/guest/home
then set this field to /web/guest/home.
In general, the value in this field does not need to be changed.
Cisco WebEXx Social Administration Guide, Release
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Table 2-24 General Settings Options (continued)
Field Description
Default Landing Page | Page that users are automatically directed to after signing in to Cisco WebEx
Social.
For example, if the URL of the default landing page is
http://localhost:8080/web/guest/login then set this field to /web/guest/login.
This field typically needs to be updated only if you are using SSO.
Default Logout Page Page that users are autealtiredirected to after signing out of Cisco
WebEXx Social.
For example, if the URL of the default landing page is
http://localhost:8080/web/guest/logout then set this field to
/web/guest/logout.
This field typically needs to be updated only if you are using SSO.
Authentication
Authentication settings control how users autticate to Cisco WebEx Social. To access the
Authentication settings options, click tAethentication link at the right side of the Settings window
(the “Settings” section on page 2-3fescribes how to access this window).
Authentication settings options are arranged on these tabs:
» General, page 2-40
« LDAP Authentication, page 2-41
« LDAP Directory Sync, page 2-44
« LDAPS Authentication and Synchronization, page 2-46
« NTLM, page 2-47
» SiteMinder, page 2-49
« OAM, page 2-49
« Kerberos, page 2-50
« SAML SSO, page 2-51
General

The General tab in the Settings > Authentication window allows you to customize default authentication

behavior.

Table 2-25describes the options in this window.
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