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External Connectivity to a Node

Depending on how the Cisco Modeling Labs environment has been set up by the system administrator, you
may have several ways to externally connect to the nodes in a running simulation.

A

1

Bypass the Cisco Modeling Labs client and connect directly to nodes via Out of Band Management IP
access using FLAT

If enabled by the system administrator, when designing your virtual network, you can specify that you
want all nodes to be configured on a reserved management network. All management interfaces are
connected to a shared management network segment known as FLAT. This set up will allow you to bypass
the Cisco Modeling Labs client and connect directly via Telnet to the nodes.

Connecting to external devices using FLAT Inband access

When enabled, you can configure your virtual topologies to connect and pass data-plane and control-plane
packets to one or more external devices such as routers or traffic generators during a simulation. Since
FLAT is a Layer 2 solution, the IP addresses in your topology are reachable externally. The L2 External
FLAT tool in the Cisco Modeling Labs client GUI is used to enable this option.

Note

Your simulation continues to be driven through the Cisco Modeling Labs client GUI by communicating
with the Cisco Modeling Labs server at its IP address that is bound to the relevant management port.

3 Connecting to external devices using SNAT Inband access

As an alternative to Inband access using FLAT, you can set up the Static NAT (SNAT) approach. SNAT
is a Layer 3 solution that leverages the use of an internal SNAT router to hide the IP addresses in your
topology. This router, internal to the Cisco Modeling Labs server, translates IP addresses inbound and
outbound which means that the addressing schemes used on the virtual topology are not propagated outside
the virtual network.
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When configured, an internal and an external address are assigned to the SNAT-assigned interface on the
nodes. For example, configuring 10.11.12.1 as the internal address, and mapping it to 172.16.2.51 externally.
Traffic sent to 172.16.2.51 will be translated to the correct internal address and presented to the appropriate
node.

The L3 External SNAT tool in the Cisco Modeling Labs client GUI is used to enable this option.
S

Note  Your simulation continues to be driven through the Cisco Modeling Labs client by communicating with
the Cisco Modeling Labs server at its IP address that is bound to the relevant management port.

Set Up a FLAT Network for Out of Band (00B) Management
Access

By using an out-of-band (OOB) network connection to the Cisco Modeling Labs simulation, you can connect
an external application to the Management port of any router node in the simulated network. All management
ports will have an IP address on the OOB network, which is a separate network from the other interface IP
addresses.

Before You Begin
* Ensure that you have installed a third-party application for Telnet connections, such as PuTTY.

* Ensure that FLAT connectivity has been enabled by the system administrator.

Step 1 Log in to the Cisco Modeling Labs client.

Step 2 Verify you have connectivity to the Cisco Modeling Labs server.

Step 3 Open the Design perspective, if it is not already open.

Step 4 Open an existing topology or create your network topology. See Create a Topology for information on how to do this.
Step 5 Configure the OOB management network.

a) Click on the Topology Editor canvas.
b) Choose Properties > Topology.
¢) Locate Management Network and select Shared flat network from the drop-down list.
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Step 6

Step 7

Step 8

Step 9

Set Up a FLAT Network for Out of Band (00B) Management Access .

The Shared flat network option is what enables the OOB connectivity.

From the toolbar, click the Build Initial Configurations tool.

Note  For the purpose of this task, you may retain the default

settings.
After the build phase is completed, initiate the simulation by clicking the Launch Simulation tool in the toolbar, and

then change to the Simulation perspective.
(Optional) Enter the ping command on the PC to confirm that the management port on a running node can be reached.

a) In the Cisco Modeling Labs client simulation, select a node and display the IP address for its management port. In
this example, the IP address for the node management port is 172.16.1.51.

2 simulations EZ] ué"" S |
Last updated: Fri Mar 21 14:75:53 EDT 2014

4 (= guen

4 ‘:T-’C CML+ Draft+ Topologies-New+ Sample+ 3+ Node-_yMKS
—_

[ s 1t
f Telnet k to 2l 3 ports below
e
1 Telnet over Web Socket ¥ |[@ ot Console port (132168.20212817005)
to fts Monitor port (152 168 203 1 28:17007)
(b Stop this node @ b =]
- to its Management port (172161 51-23) N
&

b) In the PC command window, enter the ping command to target the node management port identified in Step 8a.

EH Administrator: C\Windows\system3Z\icmd exe

NP
C: >ping 172.16.1.51

Pinging 172.16.1.51 with 32 bytes of data:
Reply from 172 _.16.1.51: bytez=32 time=22ms
6.1.51: bytes=32 time=8ms

: bytes=32 tim TTL=255

bhytes=32 time=3ms TIL=255

TTL=255
TTL=255

cs for 172.16.1.51:
s: Sent = 4. Received = 4, Lost = B (Bx loss>,
fpproximate round trip times in milli-seconds:
Minimum = 2Zms. Maxinum = 22Zms,. Average = 8ms

C=n2>

391213

(Optional) In the Cisco Modeling Labs client simulation, connect to a console port on a node and confirm the management
network IP address exists. Enter the show ip interface brief command to display the IP addresses. For this example,
use the IP address 172.16.1.51.
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Set Up a FLAT Network for Out of Band (00B) Management Access

Telnet (152.168.203 12817006 - CONNECTED)

* be used for production purposes or deployed in a production k>

* environment. x

* *

* By using the software, you agree to abide by the terms and conditions *

* of the Cisco Early Field Trial Agreement as well as the terms and 5

* conditions of the Cisco End User License Agreement at *

* http://www.cisco.com/go/eula *

= *

* Unauthorized use or distribution of this software is expressly 5

* Prohibited. »
iosv-1»

iosv-1»show ip interface brief

Interface IP-Address 0K? Method Status Protocol
GigabitEtherneta/e 172.16.1.51 YES NVRAM up up
GigabitEthernet@/1 18.8.8.1 YES NVRAM up up
GigabitEthernet@/2 18.8.8.5 YES NVRAM up up
GigabitEthernet@/3 unassigned YES unset up up
Loopbacke 192.168.8.1 YES NVRAM up up
iosv—1>l

Step 10

PuTTY application is used.

a) Launch the PuTTY application.
b) Inthe PuTTY Configuration window, enter the IP address for a Telnet connection to the management port. In this

example, the IP address for the node management port is 172.16.1.51.

-
ﬁ PuTTY Configuration

o]

Category:
=] Sgssion Basic options f_orynur F'u'l_l'_Y session
i |..Og|ging Specify the destination you want to connect to
5 Tml-é:"board Host Name (or |P address) Port
- Bell 172.16.151| 3
- Features Connection type:
= Window () Raw @ Telnet (7 Rlogin () SSH (7 Senial
QDEE:::::_CE Load, save or delete a stored session
.. Translation Saved Sessions
- Selection
-~ Colours Default Settings losd
(=~ Connection
- Prony
- Rlogin
@~ SSH
s Close window on ext:
) Aways (0 MNever @ Only on clean exit
About [ QOpen ] l Cancel

I
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External Connectivity in Cisco Modeling Labs

Launch and configure a terminal emulator for a Telnet connection to the node management port. In this example, the

¢) When successful, a Telnet window opens and the router console information is displayed.
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Add an Additional FLAT Network to a Simulation

B 216151 - uTTy

=

3212

Add an Additional FLAT Network to a Simulation

The following procedure describes how to configure a second FLAT network to your simulation. A FLAT
network uses Layer 2 connectivity, in which the IP address information about your virtual network can be
viewed externally.

Step 1

With your topology open on the canvas, click the L2 External (FLAT) icon to add another FLAT network to your

topology, as shown.

Figure 1: Add an Additional FLAT Network
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Step 2 Click the FLAT network just added, and in the Extensions tab in the Properties view, click the Add new extension
icon.
The Edit extension dialog box is displayed.

Step 3 Add the following details for the new extension and click OK.
* Key: host_network
* Value: flatl

* Type: String

Figure 2: Edit Extension Dialog Box

®4 Edit Extension ﬁ

Key:  host_network

Yalue: fatl

4 b

Type!  String -

[ Ok l | Cancel

Note  You must add this new extension for the second FLAT network, as a second interface is not permitted in the
same subnet. This FLAT network is in the flatl subnet.

Step 4 From the toolbar, click the Build Initial Configurations tool.
Note  For the purpose of this task, you may retain the default

. settings, . . . . .
During the s1mguIat10n phase, the system automatically assigns an IP address to the node interface that is connected to
the FLAT cloud.

Step 5 After the build phase is completed, start the simulation by clicking the Launch Simulation tool in the toolbar, and then
change to the Simulation perspective.
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Add an Additional FLAT Network to a Simulation .

The IP addresses assigned to each of the interfaces in the FLAT network and connected to each node, are displayed in
the Simulations view. These IP addresses are automatically applied to the nodes when they become active.

Figure 3: Flat1 Subnet

A8 Simulations 2@1 € = 0
Last updated: Mon Jan 05 08:09:35 PST 2015
4 = guest
4 @ CML_Project@multiple_flat_topology-gPyZhk
4 (= flat-1
[&] External Address [172.16.1.196]
[ iosw-1 [GigabitEthernet(/3]
4 (= flat-2
[ External Address [172.16.1.194]
[ iosv-2 [GigabitEthernetl/3]
4 (= flat-3
[ External Address [172.16.1.195]
[ iosv-3 [GigabitEthernetl/3]
fl
[&] External Address [172.16.2.53
|s% Host Metwoaork [flatl]
el josv-1 [GigabitEthernetd/d
[ iosv-1 [ACTIVE]
[ iosv-2 [ACTIVE]
& iosv-3 [ACTIVE]
4 (= ~uc-flat
[&] External Address [172.16.1.197]
[l External Port [40895]
[&] ~magmt-lxc [eth0]
[&] ~mgmt-lxc [ACTIVE]
» 5 ~jumphost

1 E

1E

Step 6 Regarding the node that has two FLAT network connections, when its state has changed to [ACTIVE], log in to said
node.
Step 7 Enter the command show ip interface bri to view all interfaces available to the node.

Figure 4: Viewing the FLAT Networks
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Hiosy-1 (Management (via LXC - guestCML_Project@multiple_fl.. &2 | E Console = 0O

HEE @~ % da
S5H: (guest@172.23.81.12440953 - CONNECTED)

Password:

FHEEFEHEH R R R R R R R R R R R R
# 105y is strictly limited to use for evaluation, demonstration and
* education. IOSv is provided as-is and is not supported by Cisco's
* Technical Advisory Center. Any use or disclosure, in whole or in p
* of the IOSv Software or Documentation to any third party for any

* purposes is expressly prohibited except as otherwise authorized by
* Cisco in writing.

FHFEEEHEH R R R R R R R R R R R R R R R

iosv-1>en

Password:

ilosv-1#show ip interface bri

Interface IP-Address OK? Method Status

ocol

GigabitEthernetd/o 10.255.0.3 YES NVRAM up
GigabitEthernetd/1 18.9.9.9 YES WWRAM up
GigabitEthernste/2 MYRAM up 3

irabitEthernetd/3 172.16.1.196 YES NWRAM  up

ipabitEtherneta/4 172.16.2.53 YES WWRAM  up
Loopbacka 5 i up
iosv—l#l &=
— i . i -

You can see that the node has a connection into each of the external FLAT connectivity networks, 172.16.1.196 and
172.16.2.53.

Set Up a FLAT Network for Inband Access

The following procedure describes how to connect your virtual network topology to physical devices that are
external to the Cisco Modeling Labs server environment. In this procedure, you will be configuring a FLAT
network. A FLAT network uses Layer 2 connectivity in which the IP address information about your virtual
network can be viewed externally.

Before You Begin

* Ensure that the system administrator has configured the Cisco Modeling Labs server to allow FLAT
connections.

* Ensure that you obtain the IP address of the default gateway from the system administrator.

* Ensure that you have the IP address of the external device to which the nodes will connect.
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Step 1
Step 2
Step 3
Step 4
Step 5

Step 6

Step 7

Step 8

Step 9

Step 10
Step 11

Step 12

Step 13

Set Up a FLAT Network for Inband Access .

A

Note = We recommend that you first draw your intended design, and then label the devices with the appropriate
IP addresses.

Log in to the Cisco Modeling Labs client.

Verify you have connectivity to the Cisco Modeling Labs server.

Open the Design perspective, if it is not already open.

Open an existing topology or create your network topology. See Create a Topology for information on how to do this.

Click on the canvas to open the Topology tab in the Properties view and ensure that Management Network displays
<not specified>.

From the Palette view, under General, click the L2 External FLAT tool, and then click the canvas to add one FLAT
cloud network icon to each corresponding node icon on the canvas.

From the Palette view, under Tools, click the Connect tool and connect the L2 External FLAT to the desired nodes.

Note L2 External FLAT connections can only be assigned to one interface on one

node.
From the toolbar, click the Build Initial Configurations tool.

Note  For the purpose of this task, you may retain the default

settings.
The system automatically assigns an IP address to the node interface that is connected to the FLAT cloud during the
Simulation phase, not the Build phase.

After the build phase is completed, start the simulation by clicking the Launch Simulation tool in the toolbar, and then
change to the Simulation perspective.

Log in to the node that is connected to the FLAT network when its state has changed to ACTIVE.

View the IP address assigned to the FLAT network and determine if it is on the same subnet as the gateway [P address
provided by your system administrator. The L2 external address for each node can be viewed from the Simulations view
or from each individual node.

« If yes, continue to Step 12.

* If no, advise your system administrator and request the correct gateway IP address.

If the external device is on a different subnet, define a default gateway or a broadcast domain that points to the IP address
of the gateway that the system administrator supplies.

Prior to completing this step, if you do a show route, you will see that no default gateway is defined in the node. This
is the default set up. This step allows you to inform the node what path to take in order to reach the external environment
via the gateway. An alternative to defining a gateway or static route, with IOSv devices, is to enable DHCP on the
interface used for external connectivity.

Note  Not all virtual images support DHCP. Check the supported features for the virtual images to determine which
ones do support DHCP.

Test the connection by pinging from the node to the external (physical) device. If required, turn on debug ip icmp or
use the tracert command to see the progress through the network.
Note  You must repeat steps 10-13 for each node that is connected to the FLAT network.
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If the ping does not work, confirm with your system administrator that the Cisco Modeling Labs server is configured to
support FLAT connectivity and that the gateway IP address you have been provided is correct.

If these items are correct, ping to each of the key devices in the path to determine where the failure occurs and notify
your system administrator of the failure source if it is outside your Cisco Modeling Labs environment.

Set Up a SNAT Network for Inband Access

A

SNAT functionality also allows connected nodes to connect to external devices. Using SNAT, the connectivity
occurs at Layer 3 and allows you to hide the simulated virtual network behind a Static NAT address block.
The Cisco Modeling Labs server will do a static IP address translation (hence SNAT), translating the private
address range allocated to the SNAT ‘inside’ network into the IP network configured for the SNAT ‘outside’
network. By default, Cisco Modeling Labs uses an internal gateway function that acts as a SNAT router.

In the example used here, the iosv-1 GE 0/2 interface has two IP addresses. The addresses on the 172.16.22.0
subnet are reachable from the external devices and will be translated to the internal addresses which are on
the 10.11.58.0 network.

Figure 5: SNAT Functionality

A topology » Last updated: Fri Jan 17 17:50:04 CET 2014
[ 4 & guest
: 4 4 ralph-2vUpBe
T iosv-1 [ACTIVE]
[ iosv-2 [ACTIVE]
# = snat-1
[& External Address [172.16.22.53]
[ Internal Address [10.11.58.2]
[@ iosv-1[GigabitEthernet0/2]

snat-1

iosv-1

<
391830

iosve2

Using SNAT, the iosv-1 host will have an internal IP address from the 10.11.58.0 infrastructure network on
its interface facing the SNAT cloud (10.11.58.2). This will be mapped by the SNAT router for that segment
into 172.16.22.53. Assuming that the SNAT interface is connected and there is another host on that segment,
such as a gateway, you can now connect to the iosv-1 router via the 172.16.22.53 address.

Note

No default gateway is created on the IOSv router. A static route must be added to the iosv-1 router
configuration similar to the following example:
ip route 0.0.0.0 0.0.0.0 10.11.58.1

where 0.0.0.0 0.0.0.0 refers to all destination IP addresses not found in the routing table and 10.11.58.1
refers to the SNAT router.
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Step 1
Step 2
Step 3
Step 4
Step 5

Step 6

Step 7

Step 8

Step 9

Step 10
Step 11

Step 12

Set Up a SNAT Network for Inband Access .

Before You Begin

* Ensure that the system administrator has configured the Cisco Modeling Labs server to allow SNAT
connections.

* Ensure that the system administrator provides you with the internal and external IP addresses of the
SNAT router.

* Ensure that you have the IP address to the default gateway.

* Ensure that you have the IP address of the external device to which the nodes will connect.

Log in to the Cisco Modeling Labs client.

Verify you have connectivity to the Cisco Modeling Labs server.

Open the Design perspective, if it is not already open.

Open an existing topology or create your network topology. See Create a Topology for information on how to do this.

Click on the canvas to open the Topology tab in the Properties view and ensure that Management Network displays
<not specified>.

From the Palette view, under General, click the L3 External SNAT tool, and then click the canvas to add one SNAT
cloud network icon to each corresponding node icon on the canvas.

From the Palette view, under Tools, click the Connect tool and connect the L3 External SNAT to the desired nodes.

Note L3 External SNAT connections can only be assigned to one interface on one

node.
From the toolbar, click the Build Initial Configurations tool.

Note  For the purpose of this task, you may retain the default

settings.
The system automatically assigns the internal and external IP addresses to the node interface that is connected to the
SNAT cloud during the Simulation phase, not the Build phase. Therefore, no assigned addresses are visible at this point.

After the build phase is completed, start the simulation by clicking the Launch Simulation tool in the toolbar, and then
change to the Simulation perspective.

Log in to the node that is connected to the SNAT network when the status of the device has changed to ACTIVE.

Create a static route or define a default gateway for the external connection IP addresses that point to the SNAT router’s
internal IP address. For example, if the external connections are part of the subnet 172.16.2.0/24, and the SNAT router’s
internal IP address is 10.11.11.1, then the route statement would be:

ip route 172.16.2.0 255.255.255.0 10.11.11.1

An alternative to defining a gateway or static route, with IOSv devices, is to enable DHCP on the interface used for
external connectivity.

Note  Not all virtual images support DHCP. Check the supported features for the virtual images to determine which
ones do support DHCP.

Test the connection by pinging from the node to the external (physical) device. If required, turn on debug ip icmp or
use the tracert command to see the connectivity between the end points.

If the ping does not work, confirm with your system administrator that the Cisco Modeling Labs server is configured to
support SNAT connectivity and that the gateway IP address you have been provided is correct.
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If these items are correct, ping to each of the key devices in the path to determine where the failure occurs and notify
your system administrator of the failure source if it is outside your Cisco Modeling Labs environment.
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