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THE SPECIFICATIONS AND INFORMATION REGARDING THE PRODUCTS IN THIS MANUAL
ARE SUBJECT TO CHANGE WITHOUT NOTICE. ALL STATEMENTS, INFORMATION, AND
RECOMMENDATIONS INTHISMANUALAREBELIEVEDTOBEACCURATEBUTAREPRESENTED
WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED. USERS MUST TAKE FULL
RESPONSIBILITY FOR THEIR APPLICATION OF ANY PRODUCTS.

THE SOFTWARE LICENSE AND LIMITED WARRANTY FOR THE ACCOMPANYING PRODUCT
ARE SET FORTH IN THE INFORMATION PACKET THAT SHIPPED WITH THE PRODUCT AND
ARE INCORPORATED HEREIN BY THIS REFERENCE. IF YOU ARE UNABLE TO LOCATE THE
SOFTWARE LICENSE OR LIMITED WARRANTY, CONTACT YOUR CISCO REPRESENTATIVE
FOR A COPY.

The Cisco implementation of TCP header compression is an adaptation of a program developed by the
University of California, Berkeley (UCB) as part of UCB's public domain version of the UNIX operating
system. All rights reserved. Copyright © 1981, Regents of the University of California.

NOTWITHSTANDINGANYOTHERWARRANTYHEREIN,ALLDOCUMENTFILESANDSOFTWARE
OF THESE SUPPLIERS ARE PROVIDED “AS IS" WITH ALL FAULTS. CISCO AND THE
ABOVE-NAMEDSUPPLIERSDISCLAIMALLWARRANTIES,EXPRESSEDORIMPLIED, INCLUDING,
WITHOUTLIMITATION, THOSEOFMERCHANTABILITY, FITNESS FORAPARTICULARPURPOSE
AND NONINFRINGEMENT OR ARISING FROM A COURSE OF DEALING, USAGE, OR TRADE
PRACTICE.

IN NO EVENT SHALL CISCO OR ITS SUPPLIERS BE LIABLE FOR ANY INDIRECT, SPECIAL,
CONSEQUENTIAL, OR INCIDENTAL DAMAGES, INCLUDING, WITHOUT LIMITATION, LOST
PROFITS OR LOSS OR DAMAGE TO DATA ARISING OUT OF THE USE OR INABILITY TO USE
THIS MANUAL, EVEN IF CISCO OR ITS SUPPLIERS HAVE BEEN ADVISED OF THE POSSIBILITY
OF SUCH DAMAGES.

Any Internet Protocol (IP) addresses and phone numbers used in this document are not intended to be actual
addresses and phone numbers. Any examples, command display output, network topology diagrams, and
other figures included in the document are shown for illustrative purposes only. Any use of actual IP addresses
or phone numbers in illustrative content is unintentional and coincidental.

All printed copies and duplicate soft copies of this document are considered uncontrolled. See the current
online version for the latest version.

Cisco has more than 200 offices worldwide. Addresses and phone numbers are listed on the Cisco website at
www.cisco.com/go/offices.
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Cisco and the Cisco logo are trademarks or registered trademarks of Cisco and/or its affiliates in the U.S. and
other countries. To view a list of Cisco trademarks, go to this URL: https://www.cisco.com/c/en/us/about/
legal/trademarks.html. Third-party trademarks mentioned are the property of their respective owners. The use
of the word partner does not imply a partnership relationship between Cisco and any other company. (1721R)

About Cisco 1100 Terminal Services Gateway
Cisco 1100 Terminal Services Gateway are terminal servers that provides asynchronous connections to the
console ports for Cisco devices.

Table 1: Base Models of the Cisco 1100 Terminal Services Gateway

MemorySwitchNIM SlotAsynchronous PortsBase Models

2GB Dram/ 4GB
flash

NoneYes32C1100TG-1N32A

4GB Dram/ 4GB
flash

24 port L2 SwitchYes32C1100TG-1N24P32A

8GB Dram/ 8GB
flash

24 port L2 SwitchYes32C1100TGX-1N24P32A

Starting with Cisco IOS XE Amsterdam 17.3.2, with the introduction of Smart Licensing Using Policy, even
if you configure a hostname for a product instance or device, only the Unique Device Identifier (UDI) is
displayed. This change in the display can be observed in all licensing utilities and user interfaces where the
hostnamewas displayed in earlier releases. It does not affect any licensing functionality. There is no workaround
for this limitation.

The licensing utilities and user interfaces that are affected by this limitation include only the following:

• Cisco Smart Software Manager (CSSM),

• Cisco Smart License Utility (CSLU), and

• Smart Software Manager On-Prem (SSM On-Prem).

Note

Product Field Notice
Cisco publishes Field Notices to notify customers and partners about significant issues in Cisco products that
typically require an upgrade, workaround or other user action. Formore information, see https://www.cisco.com/
c/en/us/support/web/field-notice-overview.html.

We recommend that you review the field notices to determine whether your software or hardware platforms
are affected. You can access the field notices from https://www.cisco.com/c/en/us/support/web/
tsd-products-field-notice-summary.html#%7Etab-product-categories.
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New and Enhanced Hardware and Software Features

New and Changed Hardware Features

Table 2: New Hardware Features

DescriptionFeature

The Cisco 1100 Terminal Services Gateway are based on Cisco IOS XE
Amsterdam 17.2 release, multi-core data plane and 4 core CPU. The Cisco 1100
Terminal Services Gateway are in two platform series. The base model has a 32
async ports with 2 GB memory, the plus model has 32 ports, 24 L2 switch and
4GB or 8GBmemory to support programmability features. A 16 port async ports
daughter card is available to extend onboard async ports to 48 for both these
platforms.

Cisco 1100 Terminal
Services Gateway
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New and Changed Software Features

Table 3: New software features for Cisco 1000 Series Integrated Services Routers, Release 26.1.1

DescriptionFeatureProduct impact

Resilient InfrastructureSoftware Reliability
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DescriptionFeatureProduct impact

As part of the ongoing commitment
to network security, this release
introduces secure alternatives to
legacy commands. These updates
are designed to mitigate potential
risks and assist in establishing a
more robust and secure operational
baseline.

The identified insecure commands
are categorized as:

• Line transport: Updates to
secure remote accessmethods.

• Device server
configuration: Hardening of
server-side settings.

• File transfer
protocols: Transitioning to
encrypted transfer methods.

• SNMP: Enhancements to
secure management traffic.

• Passwords: Strengthening
authentication and credential
management.

• Miscellaneous: General
security improvements for
various system functions.

For all detected insecure
configurations during device boot
or upgrade, error messages are
displayed.

In Cisco IOS XE 26.1.1 release, all
insecure CLI commands are
blocked by default to strengthen
your network infrastructure. If your
environment requires the use of a
legacy command, you must enable
the systemmode insecure command
in global configuration mode.

• Recommendation: Do not use
insecure mode. This mode is
temporary and will be
removed in a future release.
Identify and replace all
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DescriptionFeatureProduct impact

insecure commands with their
secure alternatives.

• Upgrade behavior: If you
upgrade to Cisco IOS XE
26.1.1 release with insecure
commands already present in
the running configuration, the
system mode insecure
command is automatically
added to your configuration to
prevent service disruption.

For more information, refer this
document Routing-SD-WAN
Resilient Infrastructure

New and Changed Software Features in Cisco IOS XE 26.1.1

Table 4: New Software Features

DescriptionFeatureProduct
Impact

When a Border Gateway Protocol (BGP) process initializes during a
router reload or when BGP routing sessions are reset by using the clear
ip bgp* command, it could result in a temporary period of traffic loss.
The BGP Advertisement Startup Delay feature addresses this issue by
introducing a configurable delay before BGP begins advertising routes
to its neighbors. This delay allows sufficient time for routes to be installed
in the hardware, ensuring traffic forwarding is ready before new routes
are announced.

BGP Advertisement
Startup Delay

Ease of
Use

Resolved and Open Bugs

Resolved Bugs in Cisco IOS XE 26.1.1

Table 5: Resolved Bugs in Cisco IOS XE 26.1.1

HeadlineIdentifier

uCode failure due to a stuck thread during the NAT session database walk.CSCws40263

Failure at cft_engine_handle_vrf_associate_if_needed on the router with IPv6 traffic.CSCws89172

FMAN failure after FNF configuration changes on the device.CSCwq77458

Add a CLI command to change the per-MPLS label CEF statistics query interval on
the FMAN FP on the device.

CSCwr00088
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HeadlineIdentifier

Certificate verification fails and the identity certificate is not installed after a device
reload for certificates with an EC key of 521.

CSCwr06399

The NAT router is not responding to ARP requests.CSCwr08462

IOSd failure with match authen-status unauthenticated configured on the device.CSCws62501

Multicast traffic is not forwarded over the P2P DMVPN phase 1 tunnel on the device.CSCwq98154

Open Bugs in Cisco IOS XE 26.1.1

Table 6: Open Bugs in Cisco IOS XE 26.1.1

HeadlineIdentifier

High QFP utilization is caused by the "all-host" limit in Carrier Grade NAT mode on
the device.

CSCwt22873

Clarification regarding the operation that enables communication from outside the
NAT.

CSCws99246

A segmentation fault occurs in the cpp_cp_svr process while printing FIA trace data
on the device.

CSCwt18839

IPv6 IPsec packets are being dropped in SVTI AH in transport mode, causing ping
failures for packets of a specific size.

CSCwq00263

Documentation Feedback
To provide feedback about Cisco technical documentation, use the feedback form available in the right pane
of every online document.

Troubleshooting
For the most up-to-date, detailed troubleshooting information, see the Cisco TAC website at
https://www.cisco.com/en/US/support/index.html.

Go to Products by Category and choose your product from the list, or enter the name of your product. Look
under Troubleshoot and Alerts to find information for the issue that you are experiencing.
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