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Vulnerability Assessment
This document describes the impact of the Apache Log4j vulnerability on Cisco DNA Center.

In December 2021, the Apache Software Foundation disclosed vulnerabilities in the open-source Log4j logging
library. Log4j is widely used in the Cisco DNA Center solution and Cisco is actively evaluating the product
lineup to verify what is safe and what is affected.

For more information, see the Cisco Security Advisory: Vulnerabilities in Apache Log4j Library Affecting
Cisco Products: December 2021.

This document presents more information as it becomes available.Note

Prerequisites
There are no specific prerequisites or requirements for this document.

Components Used
The information in this document is based on the following software and hardware versions:

• Cisco DNA Center release 1.0 and later.

Advisory Table
The following advisory table lists the specific bug for this vulnerability, product versions that are impacted,
and available patch releases with a fix. Product versions with no patch release shown have passed the End of
Software Maintenance stage and are not considered for review.
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Defect ID: CSCwa47322

ImpactedImpactedImpactedImpactedImpactedImpactedImpactedImpactedImpactedImpactedCiscoDNA
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https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-apache-log4j-qRuKNEbd
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-apache-log4j-qRuKNEbd
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwa47322


2.3.x2.2.3.x2.2.2.x2.1.2.x2.1.1.x2.0.x1.3.x1.2.x1.1.x1.0.xApplication

2.3.2.1.70507
CA Release

2.2.3.42.2.2.82.1.2.8———————

Frequently Asked Questions
• Q1: How often is the document revised with the latest information?

Answer: The document is reviewed weekly and updated in the morning (U.S. hours).

• Q2: When are patches released?

Answer: All patched software for currently maintained releases has been released and documented in
the advisory table.

• Q3: Is there a workaround that can be implemented until the fix is ready?

Answer: We recommend that you follow the PSIRT advisory and ensure that patches are applied as soon
as possible once released for affected versions.

• Q4: I see older Log4j files on my patched Cisco DNA Center. Why?

Answer: Affected releases of Cisco DNA Center moved from Apache Log4j version 2.15 to 2.16. Some
open source services rely on 1.x versions of Log4j and 2.11; however, the offending class was removed
and our current configuration is not vulnerable. Instead of relying on filenames and version numbers for
identification, we recommend the following tools to help assess, identify, and reduce exposure to
vulnerabilities:

• https://www.cisa.gov/uscert/apache-log4j-vulnerability-guidance

• https://github.com/cisagov/log4j-scanner

• https://github.com/CERTCC/CVE-2021-44228_scanner

• Q5: What actions do I take if my organization's security scanner (for example, Qualys) picks up
CVE-2021-45105, CVE-2021-45046, and CVE-2021-44832 after I patched my Cisco DNA Center
product?

Answer: No action is needed. Cisco has reviewed CVE-2021-45105, CVE-2021-45046, and
CVE-2021-44832 and has determined that no Cisco products or cloud offerings are impacted by this
vulnerability. This information has been highlighted in the advisory as well.

Although we are not currently vulnerable to CVE-2021-44832 and
CVE-2021-45105, Cisco DNA Center release 2.2.3.5 and 2.3.2.3 will move to
Log4j 2.17, where applicable.

Note

• Q6: Will older impacted releases be patched?

Answer: All patched releases are currently available. Older releases are past the end of software
maintenance. See the EoS/EoL Notice for Cisco DNA Center Software Versions 1.0, 1.1, 1.2, and 1.3.
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https://software.cisco.com/download/home/286316341/type/286318832/release/2.2.3.4
https://software.cisco.com/download/home/286316341/type/286318832/release/2.2.2.8
https://software.cisco.com/download/home/286316341/type/286318832/release/2.1.2.8
https://www.cisa.gov/uscert/apache-log4j-vulnerability-guidance
https://github.com/cisagov/log4j-scanner
https://github.com/CERTCC/CVE-2021-44228_scanner
https://www.cisco.com/c/en/us/products/collateral/cloud-systems-management/dna-center/eos-eol-notice-c51-743426.html


To fix your impacted Cisco DNA Center, you must upgrade to a patched release. See the Cisco DNA
Center Upgrade Guide. For further guidance, contact the Cisco TAC.

• Q7: My security scanner shows that I'm vulnerable to CVE-2021-4104. What should I do?

Answer: Cisco DNA Center does not provide write access to the Log4j configuration and does not use
the JMSAppender, both of which are required for this vulnerability to be exploited. No action is required.
For more information, see https://nvd.nist.gov/vuln/detail/CVE-2021-4104.
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https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/dna-center/upgrade/b_cisco_dna_center_upgrade_guide.html
https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/dna-center/upgrade/b_cisco_dna_center_upgrade_guide.html
https://nvd.nist.gov/vuln/detail/CVE-2021-4104
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