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SD-Access Guest Automation for CWA, EWA, and Hotspot
SSIDs

This guide explains how Cisco DNA Center configures Central Web Authentication (CWA), External Web Authentication (EWA),
and hotspot SSIDs on Cisco AireOS and Polaris-based wireless LAN controllers (Cisco Catalyst 9800 and embedded wireless on
Cisco Catalyst 9000 platforms).

This guide is based on Cisco DNA Center 1.3.0.8; examples and steps will differ based on your Cisco DNA Center version.

Prerequisites

Before you start using Cisco SD-Access guest automation, note the following prerequisites:
* You must understand how to use Cisco DNA Center to design a wired and wireless SD-Access solution.
* You must understand how to design, discover, provision, and add fabric to a wireless LAN controller.

* Refer to the Cisco Software-Defined Access Compatibility Matrix for the supported Cisco DNA Center and wireless LAN
controller platform versions.

» SD-Access guest automation uses the following components:
* Cisco DNA Center to automate guest workflows.

* Cisco DNA Center configures the wireless LAN controller (WLC) and Cisco ISE for portal configurations, along with
authorization policies.

Configure SD-Access Guest Automation

The SD-Access guest automation configuration steps are same for both Cisco Catalyst 9800 (IOS) and Cisco AireOS WLC.

Configure CWA

Procedure

Step 1 In the Cisco DNA Center GUI, click the Menu icon and choose Design > Network Settings> Wireless.
Step 2 To add a new SSID under Guest Wireless, click Add and complete the following fields:

» Wireless Network Name (SSID): Enter the name of the wireless network.
* LEVEL OF SECURITY: Click the Web Auth radio button.
* AUTHENTICATION SERVER: Click the | SE Authentication radio button.


https://www.cisco.com/c/dam/en/us/td/docs/Website/enterprise/sda_compatibility_matrix/index.html
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From the drop-down list for guest redirection after authentication, choose Original URL, Success Page, or Custom
URL. To specify a redirection URL after authentication, choose Custom URL and enter the custom redirect URL.



Where will your guests redirect after successful authentication ?

Original URL

Success Page

Original URL

Custom URL
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Enter a redirect URL

* Modify the additional settings as necessary.

Step 3 Click Next.

Step 4 To configure wireless profiles, do one of the following:

* Create a wireless profile.

T

Where will your guests redirect after successful authentication ?

Custom URL «

* Select an existing wireless profile, where enterprise SSIDs are already broadcast on the required sites.
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After you select the wireless profile, a dialog box appears for editing the wireless profile, where you can define the fabric
or nonfabric capabilities for the SSID.

Step 5 To deploy SD-Access, under Fabric, click the Yesradio button.

If necessary, select more templates under Attach Template(s).



Edit a Wireless Profile
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Step 6 Click Next.
Step 7 To add a new portal, click Add.



Portal Builder X

Create a new portal for each CWA SSID; you cannot reuse the portals. Then customize the portal creation where you
can configure a custom portal within Cisco DNA Center GUI or select a default template.

Note This step is automated and does not require any additional configuration on Cisco ISE. Based on the portal
configuration, a new self-registered portal is configured on Cisco ISE for the SSID created. However, the
existing portals are not affected.

Step 8 Click Finish and reprovision the WLC on the Provision window.

Reprovisioning the WLC pushes the following configurations on each node:

* SSID is configured on the WLC and remains in disabled state as the IP Pool is not yet assigned.

* The portal that is created in Step 7, on page 6 is configured on Cisco ISE under Wor kstation > Guest Access >
Portals and Components with the same name provided during Step 7, on page 6.

* Authorization profile based on the portal name, which has the CWA portal redirection URL when the client is in
Web Auth pending state.

» Two authorization policies; one for redirecting CWA clients to the previously mentioned authorization profile after
MAC authorization and one for success profile.

What to do next
Assign IP pool for the SSID. See Assign IP Pool for SSID, on page 13.

Configure Hotspot

Procedure

Step 1 From the Cisco DNA Center GUI, click the Menu icon and choose Design > Network Settings > Wireless.
Step 2 To add a new SSID under Guest Wireless, click Add and complete the following fields:

» Wireless Network Name (SSI D): Enter the name of the wireless network.

* LEVEL OF SECURITY: Click the Web Auth radio button.



* AUTHENTICATION SERVER: Click the | SE Authentication radio button.

From the drop-down list for the kind of portal, choose HotSpot.

From the drop-down list for guest redirection after authentication, choose Original URL, Success Page, or Custom
URL. To specify where the redirection should happen after authentication, choose Custom URL and enter the
custom redirect URL.

Redirect options are same as CWA

Where will your guests redirect after successful authentication ?

Original URL 3
Original URL
Success Page
Original URL
it
Custom URL
TION SU
» Modify the additional settings as necessary.
Step 3 Click Next.
Step 4 To configure wireless profiles, do one of the following:

* Create a wireless profile.
* Select an existing wireless profile where enterprise SSIDs are already broadcast on the required sites.
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After you select the wireless profile, a dialog box appears for editing the wireless profile, where you can define the fabric
or nonfabric capabilities for the SSID.

Step 5 To deploy SDA, click the Yesradio button under Fabric.

If necessary, select more templates under Attach Template(s).



Edit a Wireless Profile
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Step 6 Click Next.
Step 7 To customize the portal, do one of the following:

* Configure a custom portal within Cisco DNA Center GUI.
* Select a default template.
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Portal Builder X
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Note This step is automated and does not require any additional configuration on Cisco ISE. Based on the portal
configuration, a new hotspot portal is configured on Cisco ISE for the SSID created. However, existing portals
are not affected.

Step 8 Click Finish and reprovision the WLC on the Provision window.

Reprovisioning the WLC pushes the following configurations on each node:

» SSID is configured on the WLC and remains in disabled state as the IP Pool is not yet assigned.

* The portal that is created in Step 6, on page 10 is configured on Cisco ISE under Wor kstation > Guest Access >
Portals and Components with the same name provided during Step 6, on page 10.

* Authorization profile based on the portal name, which has the hotspot portal redirection URL when the client is in
Web Auth pending state.

 Two authorization policies; one for redirecting hotspot clients to the previously mentioned authorization profile after
MAC authorization and one for success profile.

What to do next
Assign IP pool for the SSID. See Assign IP Pool for SSID, on page 13.

Configure EWA

Procedure

Step 1 From the Cisco DNA Center GUI, click the Menu icon and choose Design > Network Settings> Wireless.
Step 2 To add a new SSID under Guest Wireless, click Add and complete the following fields:

» Wireless Network Name (SSI D): Enter the name of the wireless network.
* LEVEL OF SECURITY: Click the Web Auth radio button.

« AUTHENTICATION SERVER: Click the Exter nal Authentication radio button and enter the external web URL
where the authentication portal is hosted.
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* Modify the additional settings as necessary.

Step 3
Step 4

Click Next.

To configure wireless profiles, do one of the following:

* Create a wireless profile.
* Select an existing wireless profile where enterprise SSIDs are already broadcast on the required sites.
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After you select the wireless profile, a dialog box appears for editing the wireless profile, where you can define the fabric
or nonfabric capabilities for the SSID.
Step 5 To deploy SDA, click the Yesradio button under Fabric.

If necessary, select more templates under Attach Template(s).
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Step 6 Click Finish.

What to do next
Assign IP pool for the SSID. See Assign IP Pool for SSID, on page 13.

Assign IP Pool for SSID
To enable the CWA, hotspot, and EWA SSIDs on the WLC, assign an IP pool for the SSID on the Host Onboar ding page.
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Verify Configuration on the Cisco Aire0S WLC

Example: CWA
The following is a sample WLC SSID configuration:

(sdawlc3504) >show wlan 22

WLAN Identifier.... ...t innenennenns 22

Profile Name........uiiiiuinneiiinneennnnennnnn Central We Global F 7e2e5fab
Network Name (SSTID) v v vt in ettt eeeeeeeneeneennn Central_ Webauth

S oA Enabled

MAC Filtering. .. eu i in ittt neeneenenn Enabled

Broadcast SSID. ..ttt ittt ittt Enabled

AAA Policy Override. ... ..ottt innennennenn Enabled

Network Admission Control
Client Profiling Status

Radius Profiling .......eiiiiiininninnennnnn. Disabled
2] 2 Disabled
I Disabled
Local Profiling ...t Enabled
) Y Enabled (Auto)
=N Enabled (Auto)
Radius-NAC State. ..ttt ittt inninnennennns Enabled
SNMP-NAC State. ittt ittt tintinenennenns Disabled
Quarantine VLAN. . ...ttt ittt ittt tinenennenn 0
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Maximum Clients Allowed. . ...ttt eeeneeenenneens Unlimited

SeCUTity GroUP Tag. . v w et n e e e eeneenennennenn Unknown (0)
Maximum number of Clients per AP Radio........... 200
N = B 0 2N 0
Number of Active Clients.........ciiiiiiiinnnnn. 0
Exclusionlist TimeouUtL......oiiiiiiiin e 180 seconds
Session TimeoUL .. v vt ittt ittt ittt eeeenenn 1800 seconds
User Idle TimeOUL . .v vt i ittt it n it s teneeneenennennns 300 seconds
Sleep Client. ..ttt ittt it ittt ieenenn disable
Sleep Client TimeoUt. ... .ottt innennnnn. 720 minutes
Sleep Client Auto Auth Feature................... Enabled
Web Auth Captive Bypass Mode........civiiiennenn. None
User Idle Threshold........iiiiiiiinninninnennns 0 Bytes
NAS-identifier. ...ttt ittt none
CHD per WLAN. ¢ ¢t ittt ettt ittt ittt e eenneeeennnns Enabled
Webauth DHCP excluSion........oeiiiiiinninnennenn. Disabled
D 0 o b - Y management
Multicast Interface.......uiiiiiii i innnennnnn Not Configured
WLAN TPV4 ACL. ittt ittt ettt ettt et teeeneenenns unconfigured
WLAN TPVO ACL. ittt ettt ettt tee et e teteeeenennenns unconfigured
WLAN Layer2 ACL . it vttt ittt ittt teeeneeneenenns unconfigured
WLAN URL ACL .t vttt ettt et ettt eeeeeeeeeeeeeeneenenns unconfigured
MDNS SEAtUS .ttt ittt ittt e et et ettt et e Disabled
MDNS Profile Name. ... .ot ii it i tnnenneeneenennens default-mdns-profile
DHCP SEr Vet v v ittt ittt ittt ettt ettt enneees Default
Central NAT Peer-Peer Blocking................... Unknown
DHCP Address Assignment Required................. Disabled
Static IP client tunneling.........c.oviieiennnen. Disabled
Tunnel Profile. ... ..ottt it Unconfigured
EOGRE Override VLAN state......uuiiiiinninnennenn. disable
EOGRE Override VLAN ID. ...ttt nnennennennenns 0
PMIPV6 MODIlity TypPe. v v ittt ettt tieeeennenn none
PMIPv6 MAG Profile......u.iiiiiiiiininninnennns Unconfigured
PMIPv6 Default Realm.....cvviiiiininnennennnn Unconfigured
PMIPVO NATL Ty D€t v vt e iteeeeeeeeeeeeeneenennns Hexadecimal
PMIPV6 MAG loCation......ee i innnnennennns WLC
Quality O0f Service. ...ttt Silver
Per-SSID Rate Limits...viiiii it Upstream Downstream
Average Data Rate. ... .ttt it innennenn 0 0
Average Realtime Data Rate........iiiiiiinnnnen. 0 0
Burst Data Rate......iiiiiiiiiii ittt 0 0
Burst Realtime Data Rate..........ciiiiiiiiinann. 0 0
Per-Client Rate Limits......ciiiiiiiiininnnnnn. Upstream Downstream
Average Data Rate. ... .ttt it 0 0
Average Realtime Data Rate........ciiiiiinnennen. 0 0
Burst Data Rate......iiiiiiiiiii ittt 0 0
Burst Realtime Data Rate..........coiiiiiiiinenn. 0 0
Scan Defer Priority.......c.o.iiiiiiiiniininnnnnnn. 4,5,6
Scan Defer Time. ...ttt ittt tieiennenn 100 milliseconds
MM v ettt ettt e e et et e e e Allowed
WMM UAPSD Compliant Client Support............... Disabled
Media Stream Multicast-direct.................... Disabled
CCX - AlronetIe SUPPOTrT ...ttt ittt ennennennnn Disabled
CCX - Gratuitous ProbeResponse (GPR) ............. Disabled
CCX - Diagnostics Channel Capability............. Disabled
Dotll-Phone Mode (7920) v v v ittt ettt eeenennnn Disabled
Wired ProtoCOl. i ittt ettt ettt teeeeeeeeeennnn 802.1P (Tag=0)
Passive Client FeatuUre......iuiiiiiininnennennnnn Disabled
Peer-to-Peer Blocking Action.........eeueevuenennen. Disabled
Radio POLliCy . i i it i ittt ettt it it et ieeeeens All
DTIM period for 802.1la radio............ovouviunn. 1
DTIM period for 802.11lb radio............o.vou.n. 1
Radius Servers
Authentication........i it 192.168.2.193 1812 ~*
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ACCOUNTING . v ittt ettt e ettt ettt et e e
Interim Update. ...ttt it
Interim Update Interval.............covou.n
Framed IPv6 ACCL AVP .. iiiiiiiiiinnnnnn

Authorization ACA. .. ...ttt ittt

AccoUNtIng ACA. i it ittt ittt ettt et eeeeeeen

Dynamic Interface........ .o

Dynamic Interface Priority....................

Local EAP Authentication..............oiiiiian..
Radius NAI-Realm. ... viiiiiiiiiiiiiiinnennnnn

Wi-Fi Protected Access (WPA/WPA2) ... .'ueennnn.
Wi-Fi Direct policy configured................
EAP-Passthrough........ .. i,
L
Web Based Authentication......................
Web Authentication Timeout....................
Web-Passthrough......... ..
Mac-auth-server..... ..ottt
Web-pPOortal—ServVer . ...ttt ittt
JrSCaAN=—AES=KeY e vt vttt ittt ettt ittt
Conditional Web Redirect......... ...
Splash-Page Web Redirect..........cviiiennn.
AULO ANChOT . . i ittt ittt i ittt it
FlexConnect Local Switching...................
FlexConnect Central Association...............
flexconnect Central Dhcp Flag......ooiviuneen.
flexconnect nat-pat Flag.......coouiiiiiiinneen.
flexconnect Dns Override Flag........c.oevuen..
flexconnect PPPOE pass-through................
flexconnect local-switching IP-source-guar....
FlexConnect Vlan based Central Switching .....
FlexConnect Local Authentication..............
FlexConnect Learn IP Address.........eeeeueunn.
Fleconnect Post-Auth IPv4 ACL.......vivivnnn.
Fleconnect Post-Auth IPv6 ACL.......oviuennnen.
Client MEP. .ttt ittt ettt ettt eeeeeenen

PMF SA Query RetryTimeout.....................
Tkip MIC Countermeasure Hold-down Timer.......
B R €T k= 1
AVC Visibilty.w ittt ittt i e i e
AVC Profile NamMe. ...t in i

OpenDns Wlan MoOde. ... v ittt nnnns
OpenDns Wlan Dhcp Option 6......cuiiiiiinnnn..
Flow Monitor Name........uiiiiin i enenenennns
Split Tunnel Configuration

Split Tunnel. ...ttt ittt eeeeeen
Call SNOOPING .t vttt ettt ettt ettt ettt
Roamed Call Re-Anchor PoliCy.....ciuveiiennennenn.
SIP CAC Fail Send-486-Busy Policy........c..ovun..
SIP CAC Fail Send Dis-Association Policy.........
KTS based CAC POLliCY. i it ii ittt titieennenns
Assisted Roaming Prediction Optimization.........
802.11k Neighbor List......uiiiiiiiiinninennenn.

192.168.2.193 1813 *

Enabled

Prefix
Disabled
Disabled
Disabled
wlan
Disabled
Disabled
Disabled
Enabled

Open System
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
300
Disabled
0.0.0.0
0.0.0.0

Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Enabled
Unconfigured
Unconfigured

Optional but inactive

Disabled

60

Not Applicable

Disabled
None
None
ignore
enable

Disabled
Disabled
Disabled
Enabled

Disabled
Disabled
Disabled
Enabled

(WPA2 not configured)
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802.11k Neighbor List Dual Band...........ovoueu.n Disabled
802.11v Directed Multicast Service............... Enabled
802.11v BSS Max Idle ServicCe........oeiiiiinennenn. Enabled
802.11v BSS Transition Service............cvoo... Enabled
802.11v BSS Transition Disassoc Imminent......... Disabled
802.11v BSS Transition Disassoc Timer............ 200
802.11v BSS Transition OpRoam Disassoc Timer..... 40
DMS DB is empty
Band SelecCt.. vttt i i e Disabled
Load BalanCing. ..t ot ti it ntnntnneeneenennennns Disabled
Multicast Buffer.........iiiiiiiiiiiiiininnnnn. Disabled
Universal Ap Admin........uiiiiiiiiiiiiiiiiinnnn. Disabled
Broadcast Tagging. ...ttt it Disabled
PR . ittt e ettt e e e Disabled
Fast RECEIVE. .ttt ittt e et e e i e e Disabled
Mobility Anchor List
WLAN ID IP Address Status Priority
S Disabled
MSAP SEIrVICES. ittt ittt ittt it it it Disabled
Local Policy
Priority Policy Name
Lync State ...t i i i i e e e Disabled
AUdio QOS POLliCy .t ittt ettt ittt Silver
Video QO0S POliCy . v it i it ittt ettt teeeneenenn Silver
App-Share Q0S POliCY. ..t iiiiiiiinnnnnn Silver
File Transfer QoS POliCy...iiiiiiiiiiininnnnnnn. Silver
Lync State ..ottt i i i i e Disabled
AUdio QOS POLliCy .t ittt ittt ittt et Silver
Video QO0S POLliCy . i it i ittt ittt teieeneenenn Silver
App-Share Q0S POliCY. ..ttt Silver
File Transfer QoS POliCy....iiiiiiiniininnnnnnn. Silver
File Transfer QoS POliCy...iiiiiiiiinininnnnnn. Silver
QoS Fastlane Status.........iiiiiiiiiiiiiinnnnn. Disable
Selective Reanchoring Status...............ovo.. Disable
Lobby AdmMin ACCESS . vt ittt ittt ettt teeteeenennns Disabled
Fabric Status
Fabric status......uiiiiiiiiii ittt i, Enabled
Vnid Name. ..ottt ittt e et 182 20 20 0-Guest Area
725 < 8196
Applied SGT Tag. .ttt 0
Peer TP AdGreSS. vt ii ittt ittt eeeeeneenennenn 0.0.0.0
FlexX ACL NaAmME. o vttt it ittt ittt e tennneeeennneees
Flex IPV6O ACL NaAME. .ttt vttt ittt et teeeeeeneenenn
Flex Avc Policy Name. ..ottt i iinttntnennennenn
U3-Interface. ...ttt ittt iieieenn Disable
U3-Reporting Interval........oiiiiiiininnennnnn 30

The following is a sample WLC ACL configuration:

(sdawlc3504) >show flexconnect acl detailed DNAC ACL_WEBAUTH_ REDIRECT

Source

16
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Index IP Address/Netmask IP Address/Netmask Prot Range Range DSCP Action

1 192.168.5.10/255.255.255.255 0.0.0.0/0.0.0.0 17 67-67 68-68 Any Permit
2 0.0.0.0/0.0.0.0 192.168.5.10/255.255.255.255 17 68-68 67-67 Any Permit
3 1.2.3.4/255.255.255.255 0.0.0.0/0.0.0.0 17 53-53 0-65535 Any Permit
4 0.0.0.0/0.0.0.0 1.2.3.4/255.255.255.255 17 0-65535 53-53 Any Permit
5 1.2.3.4/255.255.255.255 0.0.0.0/0.0.0.0 6 53-53 0-65535 Any Permit
6 0.0.0.0/0.0.0.0 1.2.3.4/255.255.255.255 6 0-65535 53-53 Any Permit
7 192.168.5.10/255.255.255.255 0.0.0.0/0.0.0.0 17 53-53 0-65535 Any Permit
8 0.0.0.0/0.0.0.0 192.168.5.10/255.255.255.255 17 0-65535 53-53 Any Permit
9 192.168.5.10/255.255.255.255 0.0.0.0/0.0.0.0 6 53-53 0-65535 Any Permit
10 0.0.0.0/0.0.0.0 192.168.5.10/255.255.255.255 6 0-65535 53-53 Any Permit
11 192.168.2.193/255.255.255.255 0.0.0.0/0.0.0.0 Any 0-65535 0-65535 Any Permit
12 0.0.0.0/0.0.0.0 192.168.2.193/255.255.255.255 Any 0-65535 0-65535 Any Permit

No URL rules are configured for this Flexconnect Acl.

The following sample shows a Cisco ISE authorization profile:

“dily dentity Services Engine Home  » Context Visiilty  » Operations » Administration  » Work Centers License Warning 4

Policy Sets  Profiling  Posture ~ Client Provisioning ~ Policy Elements.

Dictionaries  » Conditions  + Results

° *Name [ Central_Webauth,_Portal_Profie
KAuthentication Description | DNA generated Authorization Profie for portal: Central_Webauth_Portal p
~ Authorization YPe | ACCESS ACCEPT

Authorizaion Pofles Network Device Profie | Cisco | «|
Downloadable ACLs
Service Template [
RiEring) Track Movement () ;

» Posture Passive ldentity Tracking (] ;

» Client Provisioning

v Common Tasks

Web Redirection (CWA, MDM, NSP, CPP) i

Centralized Web Auth 8 ACL [ DNAC_ACL_WEBAUTH_REDI Value | Central_Webauth_Portal ~.

Display Cerficates Renewal Message
O Static IP/Host name/FQDN

(' suppress Profiler CoA for endpoints in Logical Profile

v Advanced Attributes Settings

[select an item ] =1

v Attributes Details

Access Type = ACCESS_ACCEPT
cisco-av-pair = url-redirect-acl=DNAC_ACL_WEBAUTH_REDIRECT
cisco-av-pair =

The following sample shows Cisco ISE authorization policies:
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Identity Services Engine

Home b Context Visibilty

» Operations. » Work Centers

Licanse Warning 4

Policy Sets | Profiing  Posture  Giient Provisioning  » Policy Elements.
Results
Status Rule Name Conditions Profiles Security Groups Hits  Actions
Search
B Wireless_MAB
Ceniral_Webauth_Portal_GuestAc .
(0] cosePoicy AND [E  Guest Flow xPermitAccess | + Guests + 0 o
L] Radius Called-Station-ID ENDS_WITH :Central_Webauh
Central Webauth_Portal_Redirect Sl Viroioes st * Contra_Webauih_Porta_Profie
@ i SR AND = = & | Selectfrom list M 0 -3
e Cd  RadiusCalled-Station-ID ENDS_WITH :Central_Webauth

The following sample shows a Cisco ISE portal that is pushed by the Cisco DNA Center:

Y

Note

After creating the portal, you cannot modify it from the Cisco DNA Center. Also, the Cisco DNA Center does not update the

portal. However, you can modify the portal on Cisco ISE after the initial configuration push.

» Network Access | ~ GuestAccess | » TrustSec  » BYOD b Profler  » Posture

[ —

» Devica Adrminisration  » PassivelD

» Policy Eloments  Polcy Sets

Oveiow » ntes oty Groups  Ext1d Sources» Admiaaton -
pr— Serivon: Fortal Name configared an DNAC
Guest Poras
[Conol Webacr ol I et Pl o st ure
Guest Types. 1]
‘Sponsor Groups l' Portal Behavior and Flow Settings @J Portal Page Customization
() Con e oot epechy b g expernce o o
‘Sponsor Portals L) portal \»u field names and messages displayec

Portal & Page Setings.

stomize potal pages by applying a theme and speciying
410 users.

 Portal Settings
HITPS port:* 3443 | (5000 -5999)
ona PSN, use: ona PSN, use
Gigabit Ethermet 0 Bond 0
Uses Gigabit Ehernet 0 a primary, 1 as backup.
Gigabit Ethemet 1
Bond 1
Gigabit Ethemet 2 Uses Gigabt Ethernet 2 as primary, 3 a5 backup.
Bond2

Gericate group tag: *

Authentication method: *

Employees using hs poral as guests
inherilogin options from: *

Display language:

18

Gigabt Eharot 3
s Goabt vt 435 pimary, 525 bockup.
Goabt Etamot 4

Gigabit Ethermet 5
Defaut Portal Certicate Group v
ot o
Work Canters > Guset Access > Adminisraton > System Cerifcatss

Guest_Portal_Sequence ]/

Confgure authenicaton methods
Work Contars > Guest Access > deniies > denty Source Sequences
Work Gontrs > Gust Access > Ext Id Sources > SAML Ideniy Providers

Contractor (defaut) v

® Use browser locale

Falback language: [ Engish - Engish v
© Aways use: [ Engish - Englsh v

P ——
D=

Language File +

» Sattings

‘Guest Fow (Basad on setings)

Sei Regisration

l !

e Regitraton S




~ Login Page Settings

1 R n acoess code:

Maximum faed logn atempis before
rat imiing: (1-559)

Time between login attempts when
rate limiting:

Include an AUP [asTink ]

([ Require acceptance

Alow guests o create their own accourts
O Alowsodialogin
O Alow guest to change password atr login

Allow the following identity-provider guest portal to be sed for login (i

Thers are no guest portals configured to use a SAML Id Provider as the Authentication Method.

» Registration Form Settings

» Self-Registration Success Settings

» Acceptable Use Policy (AUP) Page Settings

» Guest Change Password Settings

» Guest Device Registration Settings

» BYOD Settings

» Guest Device Compliance Settings

» Post-Login Banner Page Settings

» VLAN DHCP Release Page Settings

 Authentication Success Settings

noe authentcated, take guest o
@ Orgiating URL
O Authenttion Success page

O wRrL:
.. C15C0.COM, WWW.CISC0.Com or hHp:/WWW.CiSco.com

» Support Information Page Settings

Example: Hotspot

Based on the options selected in DNAC Design Page

The following is a sample WLC ACL configuration:

(sdawlc3504) >show flexconnect acl detailed DNAC_ACL_WEBAUTH_REDIRECT

Source

Index IP Address/Netmask

Destination

IP Address/Netmask

Source Port
Range

Action

1 192.168.5.10/255.
2 0.0.0.0/0.0.
3 1.2.3.4/255

4 0.0.0.0/0.0.
5 1.2.3.4/255

6 0.0.0.0/0.0.
7 192.168.5.10/255.
8 0.0.0.0/0.0.

9 192.168.5.10/255

10 0.0.0.0/0.0.

11 192.168.2.193/255

12 0.0.0.0/0.0.

255

0.0

.255

0.0

.255

0.0

255.

0.0

.255

0.0

.255

0.0

.255.

.255

.255

255.

.255

.255

.255

.255

255

.255

.255

0.0.0.0/0.0

192.168.5.10/255

0.0.0.0/0.0.

1.2.3.4/255

0.0.0.0/0.0.

1.2.3.4/255

0.0.0.0/0.0.

192.168.5.10/255

0.0.0.0/0.0.

192.168.5.10/255

0.0.0.0/0.0.

192.168.2.193/255

No URL rules are configured for this Flexconnect Acl.

.0.0

.255

0.0

.255

0.0

.255

0.0

.255

0.0

.255

0.0

.255

.255

.255

.255

.255

.255

.255

.255

.255

.255

.255

.255

.255

17

17

17

17

17

Any

Any

67-67

68-68

53-53

0-65535

53-53

0-65535

53-53

0-65535

53-53

0-65535

0-65535

0-65535

Dest Port
Range DSCP
68-68 Any
67-67 Any
0-65535 Any
53-53 Any
0-65535 Any
53-53 Any
0-65535 Any
53-53 Any
0-65535 Any
53-53 Any
0-65535 Any
0-65535 Any

Permit
Permit
Permit
Permit
Permit
Permit
Permit
Permit
Permit
Permit
Permit

Permit
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The following sample shows a Cisco ISE authorization profile:

f— Ty —

i[O generated Athoization rfifor portal:Hospot Poal

eSS jccerT g

» Cllent Provisioning

. [OWAC AG WeBUTH DT Voo tspo ol

~ Advanced Attibutes Settings.

= 3 -

Poley - Local Excoptons

Poley - Global Excaptions

v Authorzaton Polcy (58)
Resuts

Stats RuloNamo Gonditons Profios Securty Groups i Actons

P — -~ — B . - N

) AND ot poraprotie + + 2|

The following sample shows a Cisco ISE portal that is pushed by the Cisco DNA Center:

A\

Note  After creating the portal, you cannot modify it from Cisco DNA Center. Also, the Cisco DNA Center does not update the
portal. However, you can modify the portal on Cisco ISE after the initial configuration push.
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st dentity Services Engine

» NetworkAccess | +GuestAccess | » TustSec  » BYOD b Profler » Posture b Device Admiisiration  » PassivelD

Oveiew  » danities ety Groups  ExtidSources » Adriniiraton » Polcy Elaments  Polcy Ses Repors  Cusom Poral Fles » Saings
Guest Portals Portals Settings and Customization
[ s =
Guest Typos Portal Name: * Descripton:
e [Fotsot_pora 1 [ hrspor Pl Portaltost URL Language Fie +

Sponsor Porials
Portal Behavior and Fow Setings -\ Portal Page Customization
EYRC T T e PR ([ )  Customize poral pages by apping a theme and speciying
B/ poral i names and messages dsplayed o users.

Portal & Page Setings.

 portal settings
HTTPS port * (s000- 8599

ona SN, use ona PSN, use:
Bond 0

Uses Gigabit Etheret 0 s primary, 1 2 backup.
Bond 1
bit Ethenet 3 Bond 2

Uses Gigabi Etheret 4 as primary, § 2 backup.
Gigabit Ethornet 4

Gigabit Ethornet .

Gorticate group tag:* [ Defaut Portal Certificate Group v

Configure cortcaes at:

Endpoint identy group:* [ GuestEndpoints v
oo denty groups ot
= Guest Access > dentty Groups

CoAType: ® Con Reautnentcate
O conTemiate
Dislayanguage: ® Usa browser ocale
Fallback language:
O Aaysuses Engih-Engish ]

 Acceptable Use Policy (AUP) Page Settings

Include an AUP page
) Require an access code:

0 Require scrolling to end of AUP

» Post-Access Banner Page Settings

» VLAN DHCP Release Page Settings

(Guest Fiow (Based on setings)

e

"

'+ Authentication Success Settings

One authenticated,take gusst o
@ Originating URL ;.
O Authenticaion Success page

O uRL:
.. CisCo.com, w.ci5Co.com or hilp:/www.cisco.com

» Support Information Page Settings

Example: EWA
The following is a sample WLC SSID configuration:

WLAN TIdentifier..... ..t ininnennnnns
Profile NamMe. ..ot i ittt ettt et
Network Name (SSID) v v v vt ie et et eeeeneennns
S =
MAC Filtering. ..o u it ieeieeeeeeenennenns
Broadcast SSID. ..t ittt ittt ettt
ARAA Policy Override......ou i iiinnineeenennnnn

Network Admission Control
Client Profiling Status

Radius Profiling .......ciiiiiiinnnennnn.
)2
2

Local Profiling ....ciiiiiiiinninnnnnnn.
)
2

Radius-NAC State..c ittt ttntenennennennns
SNMP-NAC State......iiiiiiiiiiiiiiiiiinn
Quarantine VLAN. .. vttt it et et ettt eeeennnn

Maximum Clients Allowed........oviiiienenennnn
SeCUTItY GIOoUP Tag . e v et e et et eeeeeeeeenennens
Maximum number of Clients per AP Radio........

... 21

... External A Global F 0c2bc4lf
... External AuthenticationURL
... Enabled

... Disabled

... Enabled

... Enabled

... Disabled
... Disabled
... Disabled
... Enabled
... Enabled
... Enabled
... Disabled
... Disabled

... Unlimited
... Unknown (0)
... 200
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N = B 0 I 0

Number of Active Clients.........ciiiiiiiinnenn. 0
Exclusionlist TimeouUL ... .ottt nnennenn. 180 seconds
Session TimeoUL .. v vt ittt ittt it eeeeenenn 1800 seconds
User Idle TimeOUL . vttt it it nteneenennennennns 300 seconds
Sleep Client ...ttt ittt it i eieenenn disable
Sleep Client TimeoUt. ...ttt inennnnn. 720 minutes
Sleep Client Auto Auth Feature................... Enabled
Web Auth Captive Bypass Mode........civiiiennenn. None
User Idle Threshold........iiiiiiiiiininninnennns 0 Bytes
NAS-identifier. ...ttt it iie i none
CHD per WLAN. ¢ ¢t ittt ettt ittt ittt ettt eennnns Enabled
Webauth DHCP excluSion......c.ueiiiiiinninnennenn. Disabled
D 0 o b > Y management
Multicast Interface. ... ..t inennennnnn Not Configured
WLAN TPV4 ACL. ittt ittt ettt e te et teteeeenennenns unconfigured
WLAN TPVO ACL. ittt ittt ettt teeteeteeeeeeenennenns unconfigured
WLAN Layer2 ACL . it vttt ittt teeeeeeneeneenenneens unconfigured
WLAN URL ACL .t vttt ettt et ettt eeeeeeeeeeeeeeneenenns unconfigured
MDNS SELAtUS . vttt it ettt ettt et ettt et e Disabled
MDNS Profile Name. ... .o iiittntnnenneenennennens default-mdns-profile
DHCP SEr Vet it ittt ittt ittt ettt ettt enneees Default
Central NAT Peer-Peer Blocking................... Unknown
DHCP Address Assignment Required................. Disabled
Static IP client tunneling.........c..oeiieiennnen. Disabled
Tunnel Profile. ... ..ttt ittt Unconfigured
EOGRE Override VLAN state......iuiiiiiininnennenn. disable
EOGRE Override VLAN ID. ...ttt einennennennenns 0
PMIPV6 MODIlity TypPe. v v it ittt et tieeieenenn none
PMIPv6 MAG Profile......uiiiiiiiiininnnnennns Unconfigured
PMIPv6 Default Realm.....cvviiiiiinnnnennnn Unconfigured
PMIPVO NATL TyP€ .t v oot iteeeeeeeeeeeeenennennns Hexadecimal
PMIPV6 MAG locCation.....u.eieiininninnennennns WLC
Quality O0f Service. ...ttt inenennns Silver
Per-SSID Rate Limits...viiiiii it Upstream Downstream
Average Data Rate. ...ttt it 0 0
Average Realtime Data Rate........iiiiiiinnnnen. 0 0
Burst Data Rate......iiiiiiiiiiin it iiiinenn. 0 0
Burst Realtime Data Rate..........c.iiiiiiinnenn. 0 0
Per-Client Rate Limits......cciiiiiiiinninnnnnn. Upstream Downstream
Average Data Rate. ...ttt it 0 0
Average Realtime Data Rate........ciiiiiinnnnen. 0 0
Burst Data Rate......iiiiiiiin ittt iiiiinenn. 0 0
Burst Realtime Data Rate..........coiiiiiiinenn. 0 0
Scan Defer Priority.......c.o.iiiiiiiiniininnennnnn. 4,5,6
Scan Defer Time. ...ttt ittt einennenn 100 milliseconds
MM e ettt ettt e e e e et e e e e Allowed
WMM UAPSD Compliant Client Support............... Disabled
Media Stream Multicast-direct.................... Disabled
CCX - AlronetIe SUPPOrL ...ttt ittt eenennennennnn Disabled
CCX - Gratuitous ProbeResponse (GPR) ............. Disabled
CCX - Diagnostics Channel Capability............. Disabled
Dotll-Phone Mode (7920) v i v ittt ettt eeneennn Disabled
Wired ProtoCOl. i ittt i i ettt ettt eteeeeeeeeeennnn 802.1P (Tag=0)
Passive Client FeatuUre......iuiiiiiininnennennnnn Disabled
Peer-to-Peer Blocking Action.........ceuvevuenennen. Disabled
Radio POLliCy . i ittt ittt ettt te e et All
DTIM period for 802.1la radio..........cvvuin.n. 1
DTIM period for 802.11lb radio............o.vou.n. 1
Radius Servers
Authentication........i ittt 192.168.2.193 1812 ~*
ACCOUNTING . v ittt ettt e et et e ittt et 192.168.2.193 1813 ~*
Interim Update. ...t iiiiininennenn. Enabled
Interim Update Interval.........c.cvveinen.. 0
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Framed IPV6 ACCL AVP ...t iiiinneeeennneenn Prefix

Authorization ACA. .. ...ttt ittt neenenn Disabled
AccoUNting ACA. o ittt ittt ittt ittt et e Disabled
Dynamic Interface........ .o Disabled
Dynamic Interface Priority.................... wlan
Local EAP Authentication..............ciiiiion.. Disabled
Radius NAI-REalM. ot vttt ittt ittt teenennenns Disabled
Radius Authentication caching.................... Disabled
B 5 1T I Enabled
Security
802.11 Authentication:........cviiiiiiinnenn. Open System
FT SUPP O L e v ittt et e et e et e et ettt Disabled
StaticC WEP KeYS .t i ittt ittt teeeeeeenennens Disabled
ST O Disabled
Wi-Fi Protected Access (WPA/WPA2/WPA3)........ Disabled
Wi-Fi Direct policy configured................ Disabled
EAP-Passthrough.........iiiiiiiiiiiinnnnnn. Disabled
[ Disabled
Web Based Authentication...................... Enabled
Web Authentication Timeout.................... 300
T N Unconfigured
2 TN Unconfigured
Web-Auth Flex ACL. ...ttt titnneeeeiennneeennn EXT REDIRECT ACL 91.195.241.136

Web-Auth Flex IPV6 ACL....eeuneeenneennneennnnn. EXT RE ACL IPV6 91.195.241.136
Web Authentication server precedence:
L e e e e e e e e, radius
Web-Auth done locally on AP:.....iiiiiiiieennnn NO
Web-Passthrough.........iiiiiiiiiiiininenn. Disabled
Mac-—auth-server..... ...t innennn 0.0.0.0
Web-POrtal—SEervVer. vttt ittt ittt 0.0.0.0
JrSCaAN=—AES=KeY 4ttt ittt ittt ettt et
Conditional Web Redirect...........ciiiiin.. Disabled
Splash-Page Web Redirect............. .. ... ... Disabled
AULO ANChOTr. . ittt i it i i i i Disabled
FlexConnect Local Switching................... Disabled
FlexConnect Central Association............... Disabled
flexconnect Central Dhcp Flag......ovevvneen. Disabled
flexconnect nat-pat Flag.......coouiiiiiiinneenn Disabled
flexconnect Dns Override Flag..........ovue... Disabled
flexconnect PPPoOE pass-through................ Disabled
flexconnect local-switching IP-source-guar.... Disabled
FlexConnect Vlan based Central Switching ..... Disabled
FlexConnect Local Authentication.............. Disabled
FlexConnect Learn IP Address.........eeeeueuun. Enabled
Flexconnect Post-Auth IPv4 ACL........cccvvunn. Unconfigured
Flexconnect Post-Auth IPv6 ACL.......cvuveuvnnn. Unconfigured
Client MEP. .ttt ittt ettt ettt tieeeeenen Optional but inactive (WPA2 not configured)
P L e e e e e e e e e e Disabled
PMF Association Comeback Time................. 1
PMF SA Query RetryTimeout..................... 200
Tkip MIC Countermeasure Hold-down Timer....... 60
AP ParamS .« vttt ittt it e e e e e Not Applicable
AVC Visibilty. o u ittt ittt i e i e Disabled
AVC Profile Name. ...t ittt n it tnnennennennenn None
OpenDns Profile Name........oiuiiiiiiiiininennnn. None
OpenDns Wlan MoOde. ... ittt nnnns ignore
OpenDns Wlan Dhcp Option 6......cuiiiiiiinnnn.. enable
Flow MONitor Name. ..t i it i iin it ennennennennens None
Split Tunnel Configuration
Split Tunnel. ...ttt ittt eeeeeen Disabled
Call SNOOPING .t v ittt ittt ettt ettt et Disabled
Roamed Call Re-Anchor PoliCy.....ciuveiiennennenn. Disabled

SIP CAC Fail Send-486-Busy Policy........c.ovvnnn. Enabled
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SIP CAC Fail Send Dis-Association Policy......... Disabled

KTS based CAC POliCY. i iit ittt tieiinennenns Disabled
Assisted Roaming Prediction Optimization......... Disabled
802.11k Neighbor List........ciiiiiiiiiiiiinnn. Enabled
802.11k Neighbor List Dual Band...........ooueu.n Disabled
802.11v Directed Multicast Service............... Enabled
802.11v BSS Max Idle ServicCe........oeiiiinennenn. Enabled
802.11v BSS Transition Service..........c..cve... Enabled
802.11v BSS Transition Disassoc Imminent......... Disabled
802.11v BSS Transition Disassoc Timer............ 200
802.11v BSS Transition OpRoam Disassoc Timer..... 40
802.11v BSS Transition Neigh List Dual Band...... Disabled
DMS DB is empty

Band SelecCt.. vttt i i e Disabled
Load BalanCing. .. et et tniin e teneeneenennennes Disabled
Multicast Buffer.........oiiiiiiiiiiiiininnnnnn. Disabled
Universal Ap Admin........uiiiiiiiiiiiiiiiiinnnn. Disabled
Broadcast Tagging. ...ttt it Disabled
PR . ittt e ettt e e e e Disabled
Fast Receive. ...ttt i Disabled
1lax Downlink MU-MIMO. ...ttt nnennennennennn Enabled
llax Uplink MU-MIMO. ...ttt ininnennnenenennn Enabled
1lax Downlink OFDMA. .. v vt it mtteennenneenennenns Enabled
1lax Uplink OFDMA. .ttt ittt ittt ittt Enabled
Wifi Alliance Multiband Operation................ Disabled
llax Target Wake Time........ciiiiiiiiininnnnnn Enabled

Mobility Anchor List

WLAN ID IP Address Status Priority
S Disabled
MSAP ServViCeS. .ttt ittt ittt Disabled
Local Policy
Priority Policy Name
Lync State ittt e e e e e e Disabled
AUdio QOS POLliCy .t ittt ittt ittt et Silver
Video QO0S POLliCy . v it ittt ittt ettt Silver
App-Share Q0S POliCy ..t iiiii ittt tinenennenn Silver
File Transfer QoS POliCy... it Silver
Lync State ittt e e e e Disabled
AUdio QOS POLliCy .t it ittt ittt et Silver
Video QO0S POliCy . v it i it ittt ettt teeeneenenn Silver
App-Share Q0S POliCyY ..t iii ittt tinenennenn Silver
File Transfer QoS POliCy... it Silver
File Transfer QoS POliCy...v.iiiiiiiiiininnnnnn. Silver
QoS Fastlane Status.........uiiiiiiiiiiiininnnn. Disable
Selective Reanchoring Status.............c.oovuo.. Disable
Lobby AdmMin ACCESS . vt ittt ittt ittt et Disabled

Fabric Status
Fabric status......iiiiiiiiiii ittt i, Enabled
Vnid Name. ..ottt ittt e et 182 20 20 0-Guest Area
725 < 8196
APPlied SGT Tag. . e ettt eeneeneeneenenneenenn 0
Peer TP AdAreSS. vttt i ittt ettt eeeeeneenennenn 0.0.0.0
Flex ACL NaAmME . ittt ittt it tit i it itet i
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Flex IPv6 Acl Name
Flex Avc Policy Name

U3-Inte

U3-Repo

rface. .o e e Disable

rting Interval..... ...t 30

The following is a sample WLC ACL configuration. ACL is created based on DHCP, DNS, and Cisco ISE or external AAA server
added for configured sites.

Source Destination Source Port Dest Port
Index IP Address/Netmask IP Address/Netmask Prot Range Range DSCP Action
_____ I_ 192.168.5.10/255.255.255.255 0.0.0.0/0.0.0.0 17 67-67 68-68 Any Permit
2 0.0.0.0/0.0.0.0 192.168.5.10/255.255.255.255 17 68-68 67-67 Any Permit
3 1.2.3.4/255.255.255.255 0.0.0.0/0.0.0.0 17 53-53 0-65535 Any Permit
4 0.0.0.0/0.0.0.0 1.2.3.4/255.255.255.255 17 0-65535 53-53 Any Permit
5 1.2.3.4/255.255.255.255 0.0.0.0/0.0.0.0 6 53-53 0-65535 Any Permit
6 0.0.0.0/0.0.0.0 1.2.3.4/255.255.255.255 6 0-65535 53-53 Any Permit
7 192.168.5.10/255.255.255.255 0.0.0.0/0.0.0.0 17 53-53 0-65535 Any Permit
8 0.0.0.0/0.0.0.0 192.168.5.10/255.255.255.255 17 0-65535 53-53 Any Permit
9 192.168.5.10/255.255.255.255 0.0.0.0/0.0.0.0 6 53-53 0-65535 Any Permit
10 0.0.0.0/0.0.0.0 192.168.5.10/255.255.255.255 6 0-65535 53-53 Any Permit
11 91.195.241.136/255.255.255.255 0.0.0.0/0.0.0.0 Any 0-65535 0-65535 Any Permit
12 0.0.0.0/0.0.0.0 91.195.241.136/255.255.255.255 Any 0-65535 0-65535 Any Permit
No URL rules are configured for this Flexconnect Acl.
A
Note There is no configuration push for EWA SSID on Cisco ISE.

Verify Configuration on Cisco Catalyst 9800 Series WLC (I0S-Based)

Example: CWA

The following is a sample WLC SSID configuration:

wireless profile fabric Central We Global F 7e2e5fab

client

-12-vnid 8193

description Central We Global F 7e2e5fab

wireless profile policy Central We Global F 7e2e5fab
aaa-override

no central dhcp

no central switching
description Central We Global F 7e2e5fab

dhcp-t

lv-caching
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exclusionlist timeout 180

fabric Central We Global F 7e2e5fab

http-tlv-caching

nac

service-policy input silver-up

service-policy output silver

no shutdown

wlan Central We Global F 7e2e5fab policy Central We Global F 7e2e5fab

wlan Central We Global F 7e2e5fab 26 Central Webauth
mac-filtering default

no security ft adaptive

no security wpa

no security wpa wpa2 ciphers aes

no security wpa akm dotlx

no shutdown

The following is a sample WLC ACL and Default-flex-profile configuration:

Extended IP access list DNAC_ACL_WEBAUTH_REDIRECT
1 deny udp host 192.168.5.10 eqg bootps any eqg bootpc
2 deny udp any eq bootpc host 192.168.5.10 eg bootps
3 deny udp host 192.168.5.10 eq domain any range 0 65535
4 deny udp any range 0 65535 host 192.168.5.10 eg domain
5 deny tcp host 192.168.5.10 eqg domain any range 0 65535
6 deny tcp any range 0 65535 host 192.168.5.10 eq domain
7 deny ip host 192.168.2.193 any
8 deny ip any host 192.168.2.193
9 permit tcp any range 0 65535 any eq www
10 permit tcp any range 0 65535 any eq 443

wireless profile flex default-flex-profile
acl-policy DNAC ACL WEBAUTH REDIRECT
central-webauth

The Cisco ISE configurations are same as the Cisco AireOS WLC configurations.

Example: Hotspot

The following is a sample WLC SSID configuration:

wireless profile fabric Hotspot Global F e42ed6d8
client-12-vnid 8196
description Hotspot Global F e42ed6d8

wireless profile policy Hotspot Global F e42ed6d8
aaa-override

no central dhcp

no central switching

description Hotspot Global F e42ed6d8
dhcp-tlv-caching

exclusionlist timeout 180

fabric Hotspot Global F e42ed6d8
http-tlv-caching

nac

service-policy input silver-up

service-policy output silver

no shutdown

wlan Hotspot Global F e42ed6d8 policy Hotspot Global F e42ed6d8

wlan Hotspot Global F e42ed6d8 25 Hotspot
mac-filtering default

no security ft adaptive

no security wpa
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no security wpa wpa2 ciphers aes
no security wpa akm dotlx

The following is a sample WLC ACL and Default-flex-profile configuration:

\}

Note  Hotspot uses the same ACL that the CWA uses.

Extended IP access list DNAC ACL WEBAUTH REDIRECT
1 deny udp host 192.168.5.10 eq bootps any eq bootpc
2 deny udp any eqg bootpc host 192.168.5.10 eg bootps
3 deny udp host 192.168.5.10 eq domain any range 0 65535
4 deny udp any range 0 65535 host 192.168.5.10 eqg domain
5 deny tcp host 192.168.5.10 eq domain any range 0 65535
6 deny tcp any range 0 65535 host 192.168.5.10 eg domain
7 deny ip host 192.168.2.193 any
8 deny ip any host 192.168.2.193
9 permit tcp any range 0 65535 any eq www
10 permit tcp any range 0 65535 any eq 443

wireless profile flex default-flex-profile
acl-policy DNAC ACL WEBAUTH REDIRECT
central-webauth

Example: EWA
The following is a sample WLC SSID configuration:

wireless profile fabric External A Global F Oc2bc4lf
client-12-vnid 8193
description External A Global F 0Oc2bc4lf

wireless profile policy External A Global F Oc2bc4lf
aaa-override

no central dhcp

no central switching

description External A Global F 0Oc2bc4lf
dhcp-tlv-caching

exclusionlist timeout 180

fabric External A Global F Oc2bc4lf
http-tlv-caching

service-policy input silver-up

service-policy output silver

no shutdown

wlan External A Global F Oc2bc4lf policy External A Global F 0Oc2bc4lf

wlan External A Global F Oc2bc4lf 28 External AuthenticationURL
ip access-group web EXT REDIRECT ACL 91.195.241.136

no security ft adaptive

no security wpa

no security wpa wpa2 ciphers aes

no security wpa akm dotlx

security web-auth

security web-auth authentication-list dnac-cts-list

security web-auth parameter-map https---google-wnbu-com

no shutdown

The following is a sample WLC ACL configuration:

Extended IP access list EXT REDIRECT ACL 91.195.241.136
1 permit udp host 192.168.5.10 eg bootps any eq bootpc
2 permit udp any eqg bootpc host 192.168.5.10 eqg bootps
3 permit udp host 192.168.5.10 eqg domain any range 0 65535



4 permit udp any range 0 65535 host 192.168.5.10 eg domain
5 permit tcp host 192.168.5.10 eg domain any range 0 65535
6 permit tcp any range 0 65535 host 192.168.5.10 eg domain
7 permit ip host 91.195.241.136 any
8 permit ip any host 91.195.241.136
wireless profile flex default-flex-profile

acl-policy EXT REDIRECT ACL 192.168.2.193
description "default flex profile"

Troubleshoot: Client CWA Debugging

Complete the following steps to find out at what stage the issue occurs:

Before you begin

You must use Cisco DNA Center to deploy CWA in SD-Access. After deployment, the Cisco DNA Center deploys authorization
policy, authentication policy, and authorization profile on the Cisco ISE. Manually configure the identities for authentication similar
to the configuration for Dotl1x.

Procedure

Step 1 Verify if the client is getting the IP address and moving to Web Auth pending and do one of the following:

* If yes, go to Step 2, on page 28.
* If no, then the issue is at initial joining stage.

* Check the configuration on WLC and Access Point (AP).

* Check if the ACL is being pushed on AP and matches the ACL on the WLC. If the ACL is not pushed correctly,
reload the AP and check if it is an interim state, where the configuration is not pushed. After confirming on
one AP, make sure to provision the APs through Cisco DNA Center.

Step 2 Verify if the client is able to load the redirect page and do one of the following:

* If yes, go to Step 3, on page 28.
* If no, then the issue may be at multiple places.

* Check the configuration on WLC and AP.

* Check if the ACL is being pushed on AP and matches the ACL on the WLC. If the ACL is not pushed correctly,
reload the AP and check if it is an interim state where the configuration is not pushed. After confirming on one
AP, make sure to provision the APs through Cisco DNA Center.

* Check the reachability from WLC to Cisco ISE and the switch, where the AP is connected to Cisco ISE. Make
sure that there is no firewall in between.

* Check if the DNS is configured correctly.

Step 3 Verify if the client is able to see the web page, but the issue is with logging in and moving to success.
Make sure to double check the configurations in Step 1, on page 28 and Step 2, on page 28.

Make sure that the authorization profile, authentication policy, and authorization policy are correct.
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Check the Cisco ISE live logs.
Make sure that the username and password are correctly configured in the Cisco ISE identities.
If everything looks good, collect the following debugs on the WLC and AP:
* Debugs on WLC:
* Run the following show commands for Cisco AireOS and Polaris:

Cisco AireOS- show run-config, show wlan summary, show wlan ID_for_Guest, show flexconnect acl
summary , and show flexconnect acl detailed ACL_from previous_command

Polaris/IOS-show running, show tech-support wireless, show wlan summary, show wlan id ID_for_guest,
show ap hame AP_name config general, show running-config | sec ACL, show wireless profile flex
summary, and show wireless profile flex detailed profile_name from above

* Enable the following debugs on Cisco AireOS and Polaris:

Cisco AireOS-debug client client_mac, debug aaa all enable. Reproduce the issue. Collect console, SSH, or
telnet logs.

Polaris (Cisco Catalyst 9300, Cisco Catalyst 9400, and Cisco Catalyst 9500 platforms)-Use the set platform
softwar e trace wncd switch active r0 all-modules debug command. Reproduce the issue. Use the show
platform softwar e trace message wnced switch active RO reverse | redirect flash:filename command.
Request platform software trace archive. Collect both files from flash.

* Debugs on AP:

* Collect the ACL information using the show ip access-lists

* Collect the following debug information from AP using the debug capwap client avc all, debug capwap client
acl, debug client client mac, debug dot11 client level info address mac, debug dot11 client level events
address mac, and debug flexconnect pmk commands.

* Packet captures from AP uplink port on the switch.
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