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Solution Overview

This guide serves as a validated reference for a Cisco Prime Infrastructure customer to migrate to Cisco DNA Center. This guide
provides an end-to-end requirement checklist, readiness assessment, migration tool details, and postmigration day-n operations
guidance.

The audience for this guide includes the technical staff responsible for migrating the enterprise network from Cisco Prime Infrastructure
to Cisco DNA Center.

\)

Note If you are viewing this guide on cisco.com, click any of its figures to view a full-sized version.

Migrate from Cisco Prime Infrastructure to Cisco DNA Center

Cisco Prime Infrastructure has served as a vital management platform for customers, enabling them to oversee their campus networks
effectively. However, the advantages presented by Cisco DNA Center and its approach of orchestrating campuses and branches with
intent, security and assurance, and third-party device integration surpass the capabilities of Cisco Prime Infrastructure.

Cisco has created a solution called the Prime Data Migration Tool (PDMT) to streamline the process of migrating sites, devices,
maps, configuration, CLI templates, Cisco ISE, and Cisco Connected Mobile Experiences (CMX) from Cisco Prime Infrastructure
to Cisco DNA Center. The PDMT enables seamless coexistence between Cisco Prime Infrastructure and Cisco DNA Center, granting
the flexibility to transition gradually to Cisco DNA Center.

This guide focuses on coexistence model between Cisco Prime Infrastructure and Cisco DNA Center. In the coexistence model,
network devices are managed by both Cisco Prime Infrastructure and Cisco DNA Center. Cisco Prime infrastructure is used for device
automation, and Cisco DNA Center is used primarily for assurance and other nonintent-based automation. Wireless controller
automation is done from Cisco Prime Infrastructure, which is a temporary solution until Cisco DNA Center brownfield learning of
wireless controllers is available.

The following sections describe the end-to-end flow to complete the Cisco Prime Infrastructure to Cisco DNA Center migration.



Prime Infrastructure to
Cisco DNA Center Migration

.

Step 1: Prime Migration Assessment
(PDART Toal)

!

Step 2: Complete Prime Migration
(FDMT Toal)

!

Step 3: Adaptation of Cisca DNA
Center for Assurance

Yes Prime Coexistence Model with
Metwork Automation in Prime and
Assurance in Cisco DNA Center

Is Prime used for
MNetwork Automation

Gracefully remove Prime Infrastructure
and Adapt Cisca DNA Center Management

Procedure

Step 1 Assess Cisco Prime Infrastructure deployment usage and Cisco DNA Center capability.

The Cisco Prime Infrastructure Cisco DNA Center Assessment & Readiness Tool (PDART) analyzes Cisco Prime
Infrastructure and provides details such as:

 a comprehensive summary of Cisco Prime Infrastructure usage
* Cisco DNA Center compatibility of network devices
* use case

e reports



Step 2

Step 3

Step 4

* wireless template
* network scale

» recommended appliance

Prepare for data migration.

Follow recommendations from the Cisco PDART report. If required, upgrade Cisco Prime Infrastructure to the latest
version, optimize network hierarchy, onboard Cisco DNA Center appliance, and so on.

Initiate and complete data migration.

Use the data migration tool (coexistence tool) within Cisco Prime Infrastructure to port your network easily and securely
Cisco DNA Center.

Adopt Cisco DNA Center.

Cisco DNA Center offers superior automation, greater visibility, artificial intelligence (AI)-driven analytics to help keep
the network healthy and reduce operation expenditures.

Cisco DNA Center is a powerful management system that leverages Al to connect, secure, and automate network
operations. Cisco DNA Center simplifies the management of the Cisco Catalyst network infrastructure, ensuring a
consistent user experience across wired and wireless networks. It delivers enterprise-scale, secure, seamless, and reliable
connectivity among users and applications.

Comparison of Cisco Prime Infrastructure and Cisco DNA Center Use Cases

The following table shows the use case summary comparison of Cisco Prime Infrastructure and Cisco DNA Center.

Feature Cisco Prime Infrastructure Cisco DNA Center

Cisco Prime Infrastructure monitoring of | Supported Supported

alarms and incidents; Cisco DNA

Assurance for monitoring and

troubleshooting

Device 360, Client 360, App 360 Supported Supported

Maps Supported Supported

User CLI Templates Supported Supported

Note The wireless template

configuration push is done
from Cisco Prime
Infrastructure. The migrated
wired user CLI can be used
from Cisco DNA Center.

Compliance Supported Supported

Reports Supported Supported




Feature Cisco PrimeInfrastructure Cisco DNA Center

SWIM Supported Supported

Cisco Prime Lightweight Access Supported Supported

Points/Cisco DNA Center AP

Configuration workflow

Rogue AP Supported Supported

aWIPS Supported Supported

Configuration Archive Supported Supported

Cisco ISE and CMX integration Supported Supported

Configure HA Supported Supported

Configure Mobility Tunnel Supported Supported

Intelligent Capture Not Supported Supported

Machine Reasoning Engine Not Supported Supported

Hardware and Software Specifications
The solution is validated with the hardware and software listed in the following table.

Role Model Name Har dwar e Platform Softwar e Version

Cisco DNA Center DN2-HW-APL Cisco DNA Center Appliance Cisco DNA Center 2.3.5.5
Identity Management, RADIUS | ISE-VM-K9 Cisco Identity Services Engine Cisco Identity Services Engine

Server

Virtual Appliance

3.1 Patch 6

Cisco Prime Infrastructure

Prime Infrastructure

Cisco Prime Infrastructure Virtual
Appliance

3.104

3850-48U

PDMT Prime Data Migration Cisco Prime Infrastructure Virtual | PI 3.10.4 Prime Data Migration
Tool Appliance Tool Update 05.x
Cisco Collapsed Core Node C9500-32C 9500 Series Switches 17.9.4a
C9500-24Q
Cisco Access Node C9300-48P Cisco Catalyst 9300/3850 Series |17.9.4a
C9300-24P Switches
C9407R
C9200-48P




Role Model Name Hardware Platform Software Version
Cisco Wireless Controller C9800-40-K9 Cisco Catalyst 9800 Wireless 17.9.4a
C9800-L-K9 Controller

Cisco AireOS Wireless Controller

AIR-CT5520-K9

Cisco 5520 Wireless Controller

AireOS 8.10.162.0

Cisco Access Points 9120-AXI Cisco Catalyst/Cisco Aironet 17.9.4a
9130-AXI Access Points
2800
3800

CMX — — 10.6.3

Solution Topology

The following figure shows the solution topology.
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Category Functions Use Case
PDART Migration Tool Install, run, verify use case, scale, reports, device compatibility
PDMT Migration Tool Install, verify location group, maps, inventory, device credential,
CLI template, CMX and Cisco ISE are migrated to Cisco DNA
Center
Assurance Assurance Device 360
Client 360
App 360
Network services like AAA, DHCP
Maps Floor map view with APs overlaid
Heatmap wireless coverage
Interferers using maps
MRE MRE for wired network events
MRE for wireless client like AAA events
Rogue and aWIPS Threat detection and mitigation on WLAN
Template User CLI Template User CLI template for configuration push
Compliance Compliance Compliance startup versus running configuration for any
configuration change
Reports Reports AP summary and AP utilization
Client session and count
Client traffic and traffic stream metrics
Radio performance and AP RF quality
Inventory
Wireless uptime
SWIM SWIM Image upgrade or downgrade of network switch, wireless
controller
AP Configuration Workflow | AP Workflow Perform AP workflow to configure AP name, radio parameter
change, schedule radio task, and so on
Cisco ISE and CMX Migration | Cisco ISE Migration Configure and integrate with Cisco ISE and CMX
CMX Migration

Wireless Controller HA and
Mobility

Wireless Controller HA and

Mobility

Configure C9800 HA and mobility from Cisco DNA Center
automation




Category Functions Use Case

Intelligent Capture ICAP Perform AP, client capture for AP and client troubleshooting
Configuration Archive Configuration Archive View, schedule network device archive configuration

Remove the Device from Cisco | Cisco Prime Infrastructure Remove the device from Cisco Prime Infrastructure after migration
Prime Migration

Scale Matrix

Solution testing has verified the scale numbers that are listed in the following table. To view the scale numbers for the Cisco DNA
Center appliance, see the Cisco DNA Center Data Sheet.

Category Value

Device inventory 1000

Number of sites with maps 450 sites with 5 floors

Cisco DNA Center appliances 1

Number of buildings and floors 450

Number of wireless controllers 4

Number of APs in inventory 2500

Number of endpoints (10,000 wireless) + (1000 wired)
Number of SSIDs 10

Number of user CLI templates 100

Solution Keynotes

Cisco Prime Infrastructure Cisco DNA Center Assessment and Readiness Tool

The Cisco PDART analyzes a Cisco Prime Infrastructure deployment and assesses whether Cisco DNA Center supports the current
deployment.

For more information on Cisco PDART, see Use PDART - a Cisco DNA Center Readiness Tool.
* Copy the Cisco PDART file to Cisco Prime Infrastructure:

(base) USER-M-32NQ:Downloads USERS scp pdart 3 10 4 root@209.165.201.0:/

root@209.165.201.0's password:

pdart 3 10 4 1005  14MB
945.3KB/s 00:15

(base) USER-M-32NQ:Downloads USERS

* Change the file to an executable:


https://www.cisco.com/c/en/us/products/collateral/cloud-systems-management/dna-center/nb-06-dna-center-data-sheet-cte-en.html
https://www.cisco.com/c/en/us/support/docs/cloud-systems-management/prime-infrastructure/217059-cisco-pdart-a-cisco-dna-center-readine.html

[rOOtQUSER-prime /]# chmod 755 pdart 3 10 4

* Run the following command:

[root@USER-prime /]# ./pdart_3_10_4

ifdddddsdssdssddstsasddtdadddittatd st datddddEidti
## #HH#
#H# Welcome to Cisco PDART #H#
#H# version: 3.02 #H#
## #HH#
ifdddddsddsssaddsttadddddadddittatd st add i adddddEiddi
##

#
## Script Start Time: 2023-07-07_02:47:04

##

#
## Script End Time: 2023-07-07_02:51:30

##

* k ok ok ok ok

Cisco PDART Tool has successfully completed.

After you run the PDART in CLI, the outputs-PDF report, run logs, and a JSON file are found at:
PDART tarfile - /localdisk/defaultRepo/pdart.d/PDART_2023-07-07_02-47-04.tar.gz
[root@USER-prime /]#

* To go through the PDF report, copy it to a file server or to the desktop:

[root@USER-prime ~]# scp /localdisk/defaultRepo/pdart.d/PDART 2023-07-07_02-47-04.tar.gz
admin@209.165.201.0.247:/home/admin/
admin@209.165.201.0.247"'s password:

PDART 2023-07-07_02-47-04.tar.gz
100% 704KB 11.0MB/s 00:00

[rOOtRQUSER-prime ~]#

Before initiating any migration, we recommend that you carefully evaluate the migration readiness and supported devices, use
cases, and reports. A careful evaluation will help ensure that you have a holistic view of supported and unsupported features
before migrating.

The following figure shows the Cisco PDART-generated PDF report.



Cisco PDART Results - v3.02

The Cisco PDART (Cisco Prime Infrastructure DNA Center Assessment & Readiness Toal) analyzes your Cisco
Prime Infrastructure and assesses whether Cisco DNA Center supports the current deployment. It summarizes the
deployment in this report and performs certain health checks, without affecting any of the devices. This PDF is auto
generated by the tool and summarizes all the checks. No sensitive information is captured. Thank you for running it,

please reach out to pdart-tool-support@cisco.com for any feedback.

- [

Cisco DNA Center Ready

Current Cisco Prime Infrastructure Version : 3.10.0
DNAC Version Assessed : 2.3.5

Script Execution Time Migration Readiness

Cisco Prime Data Migration Tool

Use the Cisco Prime Data Migration Tool (PDMT) or a coexistence tool within Cisco Prime Infrastructure to port your network from
Cisco Prime Infrastructure to Cisco DNA Center easily and securely. When using the PDMT, data is sent from Cisco Prime Infrastructure
to Cisco DNA Center, but not from Cisco DNA Center to Cisco Prime Infrastructure. This means that the network hierarchy, maps,
and devices remain unchanged in Cisco Prime Infrastructure, even if changes are made within Cisco DNA Center.

You can migrate devices, location groups, associated site maps, user-defined CLI templates, and CMX data from Cisco Prime
Infrastructure to Cisco DNA Center and manage your enterprise network over a centralized dashboard.

Launch PDMT Provide Dnac Define Sync Select Location

Pre migration
Credential Settings Group

Check from Pl

Provide CMX/ISE
credential

Post migration Summary &

check on DNAC Sync

For more information on the PDMT, see Cisco Prime Infrastructure to Cisco Digital Network Architecture Center Prime Data Migration
Guide.
Install the PDMT:

i Administration / Licenses and Software Updates / Software Update

56 this page to instal the latest published updates. You can downioad the latest updates from cisco.com or Upload an Update fle 10 your server.

~ Status of Updates

Updates | Files

Software Update Files

FileName InUse Corresponding Updates

PI_3_10_2_SystemPatch-1.0.5.ubf ves P13.10.2 System Paich No

PL3_10_4-1.020.00 ves £13.10.4 Mantenance Rolease o
(@] PL3.10.4_Prime Data Mgrson Tool_.  Yes £13.10.4 Prime Data Miraton Tool Update 05

P13.10.4 System Paich No

H
R

PI3_10_4_SystemPatch-1.0.12.ubf Yos

10


https://www.cisco.com/c/en/us/td/docs/net_mgmt/prime/infrastructure/3-9/migration/guide/bk_Cisco_Prime_Infrastructure_to_DNAC_Co-existence_guide/m_migrate_pi371_dnac_ubf_to_cisco_dnac.html
https://www.cisco.com/c/en/us/td/docs/net_mgmt/prime/infrastructure/3-9/migration/guide/bk_Cisco_Prime_Infrastructure_to_DNAC_Co-existence_guide/m_migrate_pi371_dnac_ubf_to_cisco_dnac.html

The following figure shows the PDMT launch point in Cisco Prime Infrastructure:

a=~ B o oo EE««—-—
Managed Elements| Tool
Dashboard Abesied
- e -~ Monitoring Tools
Monitor > Prime Data Migration Tool
wonior
-
Configuration - > [k
Maps. Users ” -
Relces > Wireless Technologies
Reports > o =
Ioterte
Administration >

Prime Data Migration Tool

1 Add Cisco DNA Ce erver 2 | 2 Ssync Settings > | 3 Select Groups > | 4 ISE&CMX Server 2 | 5 Select CLI Templates 2 | 6 Summary

) Enables data integy Cisco DNA Conter @
) Include newty added data during dynamic synchronization @

) Enable CHX settings @

) Enable 1S€ settings @

(7] Migrate User Defined CLI Templates @

Supported / Available Limits

Recommen: ded Seale Available

Site Groups / Site Maps 500 24
Devices. 1000 are
Key points:

* Check the Enables automatic synchronization of data integrated with the Cisco DNA Center check box to synchronize the
already migrated data set for the groups and devices from Cisco Prime Infrastructure to Cisco DNA Center automatically after
modification.

* Check the Include newly added data during dynamic synchronization check box to move the newly created groups and the
newly added devices during dynamic synchronization, if any, from Cisco Prime Infrastructure to Cisco DNA Center automatically
after addition.

Dynamic synchronization does not support the add, update, or delete operations for the already migrated data and won’t
synchronize the data automatically for the following components:

* Maps
* CLI templates

* Cisco ISE Server

* Check the Enable CM X settings check box to push the CMX with floor groups. If the Enable CM X settings check box is not
checked, CMX data will not be pushed to the Cisco DNA Center server.

11



\)

Note * Both the PDART and PDMT (coexistence) tools run on Cisco Prime Infrastructure and are nonintrusive.

* During the migration over the sharing channel, Cisco Prime Infrastructure shares the following items with Cisco DNA
Center:

* Maps

* Topology

* Devices

* Configurations

* CLI templates

* Gradual migration allows dynamic (incremental) changes that are made to the Cisco Prime Infrastructure to be synchronized
with Cisco DNA Center. Note that this is a one-way synchronization. The changes made to Cisco DNA Center are not
synchronized with Cisco Prime Infrastructure.

* Cisco Prime Infrastructure does not enforce the civic locations for location/site groups. When you migrate a site/hierarchy
without civic location information to Cisco DNA Center, the migration fails.

* Before you begin the migration process, read the important notes in the Cisco Prime Infrastructure to Cisco Digital
Network Architecture Center Prime Data Migration Guide.

Cisco DNA Assurance

Cisco DNA Assurance uses unique network graph technology developed by Cisco. This technology draws from a combination of
data sources, such as NetFlow, Application Visibility and Control (AVC), DDI (DNS, DHCP, and IP address management), Cisco
ISE, RADIUS information, topology data, CMX, and other device metrics to construct a real-time and historical capture of
interrelationships among users, devices, applications, and network services across time and location.

Cisco Catalyst 9800 wireless controllers are managed by Cisco Prime Infrastructure for read/write and configuration push using Cisco
Prime Infrastructure templates and monitoring. Cisco DNA Center is used for assurance purposes only. Currently, wireless controllers
are monitored by both Cisco Prime Infrastructure and Cisco DNA Center in a coexistence model. The subscription channels established
for C9800 wireless controllers to publish streaming telemetry data have peer addresses to both Cisco Prime Infrastructure and Cisco
DNA Center.

NETCONEF discovery in Cisco DNA Center inventory is mandatory for wired switches (access, core, and so on) for the telemetry
subscription to be pushed to wired switches.

To enable wired telemetry, you must:

* Postmigration: Discover the device with NETCONF, and edit the device with NETCONF port 830.

* Repush/force telemetry pushes after NETCONEF discovery.

12


https://www.cisco.com/c/en/us/td/docs/net_mgmt/prime/infrastructure/3-9/migration/guide/bk_Cisco_Prime_Infrastructure_to_DNAC_Co-existence_guide/m-migrate-cisco-prime-infrastructure-data-to-cisco-dna-center-using-prime-data-migration-tool-update-05.html
https://www.cisco.com/c/en/us/td/docs/net_mgmt/prime/infrastructure/3-9/migration/guide/bk_Cisco_Prime_Infrastructure_to_DNAC_Co-existence_guide/m-migrate-cisco-prime-infrastructure-data-to-cisco-dna-center-using-prime-data-migration-tool-update-05.html
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Note  After migration, for Assurance to work correctly, ensure that:

» Network devices have been added to sites correctly.
* Devices are in managed state in the inventory.
* Device controllability and telemetry configuration (such as syslog, SNMP, and NetFlow collection) are configured.

* Devices are reachable from Cisco DNA Center and ports are open for SNMP, syslog, NetFlow, HTTPS, and so on.

Before migration to Cisco DNA Center:

9800-L-HYD-eWLC#show telemetry connection all
Telemetry connections

Index Peer Address Port VRF Source Address State State Description

192.0.2.0 208300 209.165.201.0 Active  Connection up

C9800-L-HYD-eWLC#sh telemetry ietf subscription summary
Subscription Summary

Maximum supported: 128

Subscription  Total Valid  Inwalid

All 30 30 0
Dynamic 0 0 0
Configured 30 30 0
Permanent 0 0 0

After migration to Cisco DNA Center, 116 total subscriptions are migrated:

13



C9800-1.-HYD-eWIL.CHshow telemetry connection all
Telemetry connections

Index Peer Address Port VRF Source Address State State Description
192.0.2.0 20830 0 209.165.201.0 Active  Connection up
192.0.2.1 251030 209.165.201.0 Active  Connection up

C9800-L-HYD-eWLC#show telemetry ietf subscription summary
Subscription Summary

Maximum supported: 128

Subscription  Total Valid Invalid

Al 116 116 0
Dynamic 0 0 0
Configured 116 116 0
Permanent 0 0 0

The following table compares the assurance use cases of Cisco Prime Infrastructure and Cisco DNA Center.

Feature Cisco PrimelInfrastructure | Cisco DNA Center

Health Dashboard Supported Supported

Historical Troubleshooting Supported Supported

Alarms and Events Supported Supported (Issue and Events)
Device 360 Supported Supported

Client 360 Supported Supported

Network Services Not Supported Supported (AAA, DHCP, and

DNS)

Application Visibility Not Supported Supported

Maps Supported Supported

Rogue and aWIPS Supported Supported

MRE Not Supported Supported

Reports Supported Supported

CMX Integration Supported Supported

14




Feature Cisco Prime Infrastructure | Cisco DNA Center

Intelligent Capture Not Supported Supported

Cisco DNA Assurance offers the following benefits:
» Automatically detect and prioritize issues.
* Instant guided remediation for quick resolution.

* Increased performance and less time spent on troubleshooting.

Assurance Health Dashboards in Cisco DNA Center

Assurance dashboards give a high-level overview of the health of every network device and wired or wireless client in the network.
Assurance dashboards provide the top 10 global issues and allow administrators to expand views by:

* geographical site
* device list
* client list

* topology

Any poorly connected devices or communication issues are highlighted, with suggested remediation. You can customize how the
health score is computed.

To view the Assurance health dashboard, choose Assurance > Health > Select Overall.

= Cisco DNA Cente Assurance | Dashboards / Health

Overall  Network  Client Network Services Applications ~ SD-Access

24 Hours

Network Devices Wired Clients

aer 100% i, @ o sssr 67 % wun,© comneeren:a
:

Wireless Clients

23 @ AcTive: 10891

To view the Cisco DNA Center Top 10 Global issues, choose Assurance > Health > Select Overall > Top 10 Issue.

Top 10 Issue Types

Prony » sue Type ~ Device Roie Category Issue Count Site Count (Area Device Count Last Occurred Time =
poor RF (5 GHz) on a floc ACCESS POINT Availabi

DISTRIBUTION Device 1 1

DISTRIBUTION Device 1 1 1

To change the status of issues in Cisco DNA Center, choose Assurance > Dashboard > I ssues & Events.
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= Cisco DNA Center Assurance / Dashboards / Issues and Events ae o

Issues v Events
= (P3)Interface is Flapping On Network Device
O cloval : 24 Hours
; 1 23
11:308
o Area
» 1 Open issues 1 1 DISTRIBUTION
ey [ 1 Buildings, 0 Floors
o
i Q. Search Table v
1Se d Actions A NE 1
Most Impacted Areas by Is § ISR
8 e sie Device Dovice Tt
& Kolkata . Resolve
271 | 5 Open y—
B e sitEthernet2/0/11 (Interface description: -} is flapping an network device " C9500-24Q-CORE-KOL" B CSCO INDIA/Kolkata/BLOCK-A  (C3500-24Q-CORE-KOL - Cls
1 Records Show Records: 10~ 11 o
Total Open: 8
O SearchTaht

To create user-defined issues based on syslog, choose Assurance > Settings > | ssue Settings.

= Cisco DNA Cente

= Tey Haw Featnrel Uizt Assurance / Settings / Issue Settings Qe co

Defined Issue

Global Profile  Custom Prf Manage Subscription &

System User Defined

Q. Search Table v
Priority ~  lIssue Name Issue Resolution Enabled Global Current Setting Last Modified Subscription
p1 Dual-Active Detection Link has failed Manual @ Yes Yes Default Not Subscribed
p1 Fabric facing port channal comnectivity Manuai @ ves Yos Datault Not Supported

Pt Intertace Connecting Network Devices is Down Auto © Yes Vs Datault Net Subscribed
pi WAN Interface Down Manual Yos Yos Defauls Not Subscribed
P1 Stack Port Link has failed Auto Yes Yes Default Not Subscribed
p1 StackWise Virtusi Link has failed Manual D Yes Yes Default Not Subscribed
o1 Eatie Coon Plase - |15P Seesion Sy . fetau e inect

Cisco DNA Center event notification allows you to associate multiple channels inside one notification that delivers the details of
selected events that occur at multiple points.

To view the event notification channels, choose Platform > Developer toolkit > Event Notification.

= Cisco DNA Ce

Step 1 - Select Site and Events

Pick the site and events for your notification

Select a site S

Q, searenTable

1 Selected

B  Eventhame « Channels Supported

[0 Access Contract (SGACL) access policy installation failed on the device REST  SVSLOG  EMAIL  WEBEX  PAGERDUTY
[0  Add device failed REST  SYSLOG  EMAIL  WEBEX  PAGERDUTY
O Add device successful REST  SYSLOG  EMAL  WEBEX  PAGERDUTY
O AP Coverage Hole REST  SYSLOG  EMALL  WEBEX  PAGERDUTY
[J AP CPU High Utilization REST  SYSLOG  EMAIL  WEBEX  PAGERDUTY
O AP disconnected from WLC REST  SYSLOG  EMAIL  WEBEX  PAGERDUTY

To view the Cisco Prime Infrastructure Health Dashboard, choose Dashboard > Network Summary > Overview.
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M Dashboard / Network Summary

Overview | Incidents | Client Summary Site Summary | +

v Metrics
ICMP Reachability Status.

¢ 2o

Reachatle  Unreachable A Reachable

Last Updataa: Frday, August 11, 2023 at 11:25:06 AM IST

Fiters  Time Frame | Past i Week ¥ Apply

Coverage Area | viewisss
oo AP not et assigned fomaps Uit 304 | Aunomous:0

Radio
Name Total APs

=™ soH:
Hyserbad 2155 s 257
Kokata 452 o a9
Pune 2 o 2
KKcampus 1 0 1
GHENNAI o o )
Gmos 0 0 o
M8 o o o
Gampus-1 o o o
Gampus-2 o o o

A v Friday, August 11, 2023 at 11:26.08 AMIST

SNMP Reachabilly Status ©

17
Unreachable

246H v
2155

asz

© o 0o o0 o0 = wn

65

A

larm Summary

B

Crical

Clients

© Alarms
09
@o
o2
Go
Go

Major

Unified AP Status. Controlier Status System Health

oo CAGE 0 ENEN EEREEN >

Associated  Dissociated Reachable  Unreachable Criical Major Minor

Client Count By Association/Authentication | view Detsis 700 -X
Associated | Authenticated

Zoom: h | 60 1 10 T | 2w 1w 1 3m | om | 1y | From | w2023, 1r26AM ()| To| m0zs mzsAn ()

et Coumt.

10000

gt A? At Ao At

Associted Wrsiss Count (&) () Assacaed Weod Count

E| ||| A/ Fricay August 11, 20232t 112613 AMIST

o

To view the Cisco Prime Infrastructure Alarms & Events, choose Monitor > Monitor Tools > Alarms and Events.

A Monitor / Monitoring Tools / Alarms and Events
ALL

Aarms | Events | Take Snapshot

« Compute Resources Network Health (549)  Rogue AP (1211)  Securlty (17)  System (4)
Custars
JR— ‘Showing Active Alarms Show Alarm History Selected0/Toml 549 (J @3 LF -
Hosts n Show | Quick Fiter v
Hesc Poftsd Hosle k! Yite Sevarity Message Status Fallure Source Timestamp v owner Categary Condition
Viwal Machines
> Dovica Type =
bikeattn » © cocal Port"1' Descripton: NotAvalasl...  NotAcknowed...  101.1.1.25 Cisco_67 a4 6. August 11, 2023, 1145.04AM ... Contraller Link down.
; Geretned O * & e Iterteranca teshoid violaton ro..  Not Acknowied... AP APBSOC ADAD EBAC, iter. () Auqust 11,2023, 114558 AM » Radio ntderence theosh
[ 4 Moor Intererence treshold viotaion .. Nol Acknowed... AP APBS9C ADSD EBAC. Inor...())  August 11, 2023, 100711 AM e Radio torferenca throsh
O * & seeor Device '102.1:1.63' Aunen 10211 GHYD...()  August 11,2023, 63617 AML Swichos and .. Auhenscaton aiod
O > © Grkal tertace of AP A, , ntert. August 11,2023, 23028 A AP Radio adninistratively up
> O caea APAP.. imer. () August 11,2023, 23028 AM 1 » Ratio aamiisuatnely p .
O » © cmea 802 laivaciax interface Of APA...  NotAcknowled... AP APB3SC ADSASFT4, Intert August 11,2023, 23027 AM1, AP Radio administratively up
» O caca 802 1abiginacax nerfaceof .. NotAcknowled... AP APISSCADSADFTA, Iner... (1) August 11,2023, 23027 AMIL.. w» Radio adminstatvely up ..

Historical Troubleshooting

Time-based filters are used to zoom in to a specific period of low health score to understand the cause of the reduced health. Information
on the network health page is divided into the device roles, such as core, access, distribution, router, or wireless. Time ranges of 3
hours, 24 hours, and 7 days are supported to get an idea of the current and past health of the network.

For time-based filters, choose Dashboard > Assurance > Health > Network.
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= Cisco DNA Center Assurance [ Dashboards / Health Qe o b

Overall Network Client Network Services Applications Al Analytics
Q Global : 24 Hours Aug 10,2 20 AM - Aug 11, 2023 11:02 AM
00a 1028
Time Range T
- . <
) 3Hous @ 28Hours O 7 Days
Start Date
8 /10 ! 2023 ) s :
103 AN v Actions
N End Date
8 I 1 2023 i)

Network Devi

10040 1o A o

TOTAL DEVIGES ¢

Good Health :
Cancel Apply
Fair Haalty

Poor Health

No Health Data

This window shows the site-specific health scores for network devices and clients and provides an indication of the health of devices
by their role (access, core, distribution) with healthy percent.

To view the site-specific health scores, choose Dashboard > Assurance > Health > Network > Global > Site Details.

= Cisco DNA Center Assurance / Dashboards / Health X @ S D
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Device 360

The Network Health by Device Roles/Type dashlet contains health scores for the device category by role. For a 360-degree view of
a specific network element, click the device name in the Network Devices table.

The Device 360 view provides the following information:

* Device-critical KPIs such as CPU, memory, and so on
* List of top issues
* Physical neighbor topology of the device

* Event Viewer
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* Path Trace
» Application Experience

« Connectivities and interface utilization information

For the Cisco DNA Center Device 360 view, choose Health > Network > Network Devices> Wireless Controller > Click Device
Name.
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The Cisco Prime Infrastructure Device 360 view provides the following information:

* Device-critical KPIs such as CPU, memory, and so on

* List of top alarms

For the Cisco Prime Infrastructure Device 360 view, choose M onitor > M anaged Elements> Networ k Devices> Networ k Devices
> Click information (i) icon adjacent to the IP Address for additional information.

A Monitor / Managed Elements / Network Devices eown
Device Groups Biies ioes
All Devices o < R
& + -
+ Asmin s+ Groups &5tes w srow Bl v |
Roachability  Admin Status Device Name 4 IPAddress DHS Hama Davica Tvna. Last Invanion Cola us__Last Succasstul Collec
360° View:C9800-L-HYD-eWLC komondal-sda.com B2 X
] images 02111 [ vievoe- [REEETRAR PO
™ ] TREr S €9800-L-HYD-eWLC.komondal-s... B2 ks mance craphe | Latency 1 Ve
10211 0 Catayst 9800.LF ‘
ane 101112 ]
¥ Managed oz = © Al Locations Hyderbad Banjara Hils BIU@1 e,
o Managed 1021141 0019 P
a ‘Managed 1024140 ) Software Version 17, Fsied.
Licence-used/ capacity ot Avai
Managed 130.1.1.68 s s A A 5102241
) Mansged 122901 Number of Active Clients o b 101800
(] Managed 1223010 CPU Utilization(1 Hour) Memory Utilization (1 hour) 310218
Managed 12230100 o 36.00% 51033
] 14.00 36.00
) [rrse] 12230101 e Areswe Moo Momam  Aveoge  Masun § 10104
V] Managed 12230102 310201
] Managed 12230.103 31028:5:
Managed 12230104 larms ||~ Civic Location freless Interfaces ecent Changes 3104200
] Al Civic L Wireless Interf WLAN | R Chi
Managed 12230105 310361t
g0
Severity v Status  Timestamy Message Cate...
Managed 12230108 % . ’ 3102440
) ol A o NotA.. 100823, 120134  Pon TwoGigabitEthemet0/0/0’ (De...  Conir. e
g Mansged 1220108 o NetA. 100823120134  Pod TwoGRHAbIEMOmeOZ (De...  Conlr broamat
V] Managad 12230100 o NotA 1008123, 1201:34  Port ‘TwoGigabitEthemet0/0/1' (De. Contr b=l
yem—) rppesyn ©  NoiA. 300723141815 APTSMHYDAP-186 dsassacate.. AP Pt
ot a - 405 daassociate
™ ey T ° NotA. ~180723,184348 AP TSIMHYDAPASS o to.. AP b
] Managed 1220011 31016:0¢
m

Client 360

The Client Health Dashboard shows the client health score and has multiple filters to effectively drill down to specific clients of
interest.

To view 360 views of client health in Cisco DNA Center, click the Client tab > Client devices.

The Details 360 view of the client helps to troubleshoot the client's issues.
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The Client 360 view provides the following information:
* Historical view of client traffic usage
¢ Client details like MAC, IP, VLAN, SSID, AP, and controller
* List of top issues
* Client joining summary like onboarding, roaming, RF quality, and traffic
* Path Trace
* Device information

¢ Connectivities and RF information

For the Cisco DNA Center Client 360 view, choose Assurance > Client > Client details> Click Client > Client 360.
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For client device information, choose Assurance > Client > Client details> Click Client > Client 360 > Device Info.

Detail Information

Deviceinfo  Connectivity ~ RF

Information Gonnection information
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For better client troubleshooting, client connectivity provides details of Tx (bytes), RX (bytes), data rate, retries, and Cisco DNA

Center request and response.

For client connectivity information, choose Assurance> Client > Client details> Click Client > Client 360> Detail | nfor mation >

Connectivity.
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Client RF information provides details of RSSI and SNR.

For client RF information, choose Assurance > Client > Client details> Click Client > Client 360 > Detail I nfor mation > RF.

Detail Information  aug 11, 2023 1:58

Device Info  Connectivity = RF

B B R BT

View the Cisco Prime Infrastructure client overview to:
¢ Monitor clients
¢ View alerts and events

* Configure controllers and client location

Attributes like ISE, endpoint type, posture, and authorization profile name are populated with Cisco ISE added to Cisco Prime

Infrastructure.
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The Cisco Prime Infrastructure User 360 view provides details about user IP, controller, alarm, session details, and so on.

For the Cisco Prime Infrastructure User 360 view, choose Monitor > Monitor Tools> Client and users. Click the information (i)
icon on the username for additional information.
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Application 360 provides a general overview of the health of all applications on the network, including a special section on applications

that have been tagged as business relevant. Business-relevant application issues are highlighted, with suggested remediation for any
anomalies.

Application telemetry is enabled from Cisco DNA Center for the wireless controllers after migration. There might be a chance that
the controllers already have NetFlow exporter, monitor, and records before migration. In that case, the NetFlow-related configuration
is removed before enabling application telemetry from Cisco DNA Center.

Enable application telemetry to configure application telemetry for the selected devices.

To enable application telemetry, choose | nventory > Select device > Actions > Telemetry > Enable Application Telemetry.
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Enable the SSID type before enabling application telemetry, as shown in the following figure.
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The Application Telemetry column shows the telemetry configuration status. If you do not see the Application Telemetry column
in the default column setting, click the ellipsis icon at the right end of the column headings and check the Application Telemetry
check box.

To view the application dashboard, choose Assurance > Dashboard > Application.
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For more information, see Criteria for Enabling Application Telemetry on Devices.

Network Service 360

The following capabilities include the overall health of the critical services all in one place:

» View Authentication, Authorization, and Accounting (AAA)

» Dynamic Host Configuration Protocol (DHCP) services for wireless devices across Cisco and all third-party servers in a global

comprehensive view

These capabilities help network operators reduce overall issue-ticket resolution time and lead to lower ticket volume.

To view network services, choose Assurance > Dashboard > Network Services.
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View AAA Dashboard

View DNS Dashboard

For more information, see Monitor Network Services.
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Maps

There are several reasons to add floors with floor maps. One reason is to see your wireless network the way it exists today. Another

reason is to help you plan and visualize future changes.

You can visualize your wireless network by creating or importing a floor map that contains various building components, like walls
and windows, and then positioning your wireless devices on it. Using the floorplan, Cisco DNA Center computes 2D and 3D heatmaps
that show the relative intensity of the RF signals in the coverage area. For 2D wireless maps, the heatmap is only an approximation
of the actual RF signal intensity because it does not consider the attenuation of various building materials, such as drywall or metal

objects, nor does it display the effects of RF signals bouncing off obstructions. 3D maps are primarily used to plan and analyze a

wireless network on a floor. As such, there are minimal configurations and edit functions that you can perform in 3D maps. With 3D
wireless maps, you can view a 3D representation of your wireless network. A near real-time predictive model dynamically updates

the 3D map to show changes in RF coverage.

The data migration tool (PDMT) is used to migrate the maps along with groups, devices, and associated floor maps.

The following figure shows a Cisco DNA Center 2D floor map view with AP overlaid and heatmap coverage.
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3D wireless maps offer the following features and functionalities:

* Navigate through your wireless network in a 3D environment with a first-person view or third-person view.

* Gain insights into the areas in your wireless network where service-level agreements (SLAs) are not being met.

* Run an optimizer tool to compute the best AP layout to meet your SLAs.

* View the RF coverage for different elevations and use the Scanner tool to view the RF coverage for specific elevations.

* Crop the KPI heatmap with the clipping tools.

The following figure shows a Cisco DNA Center 3D map view.
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The following figure shows Cisco CMX for a wireless map (migrated from Cisco Prime Infrastructure using the PDMT).
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Note Dynamic synchronization of PDMT does not support add, update, or delete operations for the already migrated data and does
not synchronize the data automation for maps. Maps migration is achieved only by force sync.

For more information, see Work with Wireless 2D and 3D Floor Maps.

Rogue and aWIPS

The Rogue Management application in Cisco DNA Center detects and classifies threats in the WLAN and enables the network
administrator and operator to monitor these detected threats. The Rogue unauthorized access point (AP) is used to hack sensitive
information in the WLAN.

The Cisco Adaptive Wireless Intrusion Prevention System (aWIPS) is a wireless intrusion threat detection and mitigation mechanism.
With a fully infrastructure-integrated solution, you can continually monitor wireless traffic on both wired and wireless networks and
use that network intelligence to analyze attacks from many sources to pinpoint accurately, and proactively prevent attacks, rather
than wait until damage or exposure has occurred.

For more information on turning on Rogue and aWIPS, see Cisco DNA Center Rogue Management and aWIPS Application.
The Cisco DNA Center Rogue and aWIPS dashboard offers the following benefits:
* Built on wireless telemetry that communicates based on more reliable transport protocol like HTTPS/TCP

* Better classification engine

* Reduce false positives when managed APs are reported as rogue due to different RF group name, compared with Cisco Prime
Infrastructure

» Reduce complexity by aggregating rogue AP with multiple SSIDs into a single threat
» Contextual data on rogue AP (time and location) for users to consume

* Better correlation algorithms to trace rogue APs on wire (multi-vendor algorithms with BSSID to Ethernet MAC address mapping)

To view the Cisco DNA Center Rogue and aWIPS dashboard, choose Assurance > Rogue and aW|PS.
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To view the Cisco Prime Infrastructure Rogue and aWIPS dashboard, choose Dashboard > Wireless> Security.
This page displays all the rogue APs detected in the past hour and the past 24 hours. Click the rogue AP number to view the rogue

AP alarms.
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To view general information for the rogue AP, issue severity, and recent events for the rogue AP alarm, choose M onitor > Monitoring
Tools> Alarmsand Events> Rogue AP.
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For more information, see the Cisco DNA Assurance User Guide.

Templates

User-defined CLI templates provide out-of-the-box configuration templates that you can use to make changes on your network
devices. If you have sufficient privileges, you can also create new templates that meet the exact needs of your environment, and then
make those templates available for others to use. You can make the templates as simple or as complex as needed, including grouping
multiple templates together into a composite template. Finally, you can associate templates with particular devices by creating
configuration groups.

Cisco DNA Center templates offer the following benefits:
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* Validate errors in the template
* Simulate the template
* Version control the template for tracking purposes

* Day-0 onboarding and day-n templates

Template Features Cisco Prime Infrastructure Cisco DNA Center
Feature and technologies templates Supported Brownfield learning1
Create regular CLI template Supported Supported
Composite template Supported Supported
Import/export template Supported Supported

Tagging template Supported Not supported

! We don't recommend using the learn device configuration workflow to learn the existing configuration from wireless devices.
Cisco Prime Infrastructure can be used for wireless configuration management until the learn device configuration solution is

complete and ready.

User-Defined CLI Templates

User-defined CLI templates provide customized configurations using CLI commands that you can use in your templates. You can
use a blank CLI template to create new CLI commands.

User-defined CLI template created in Cisco Prime Infrastructure can be migrated using the PDMT. Migrated CLI templates are shown
in the Cisco DNA Center Template Hub. Only user-defined templates are migrated by default.

To view the user-defined templates in Cisco Prime Infrastructure, choose Prime Data Migration Tool > Summary > CL| Templates.

Download logs Job history Logout

N P AT ol
1 Add Cisco ONA Center Server 3 | 2 synesetings > | 3 Selectaroup > > | 5 Setect CLI Template > ‘ 6 Summary

Groups | Devices | Maps | CLiTemplates | SyncSeltings

To view the migrated templates in the Cisco DNA Center Template Hub, choose Tools> Template Hub > Project Name > Prime
Imported Templates.
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Prime Imported Templates Regular 1 © 03 Jul 2023 01:02 PM
Prime Imported Templates Regular 1 © 03 Jul 2023 01:02 PM
Prime Imported Templates Regular 1 @ 03 Jul 2023 01:02 PM

Provision Status Network Profiles Actions

Not Provisioned

Not Provisioned

Not Provisioned

Not Provisioned

You must associate the template to a network profile before provisioning the template to network devices. To attach the template to
a network profile, choose Tools> Template Hub > Project Name > Prime Imported Templates > Select Template > Attach to

Network Profile.

= Cisco DNA Center

Templates

spanning tree mode mst
spanning tree mst

instance vlan
instance 1 vlan

Template History

priority
spanning-tree mst configuration

Attach to Network Profile

stp-mst-cli (I0S-XE)

10S-XE

Attached to Network Profiles (1)

Profile Name ~

SWITCH-PROF-HYD

Cisco Catalyst 9300 Series Switches

Global/Hyderbad/Banjara Hills BId@1

Global/Hyderbad/Banjara Hills BId@1/Floor3
Global/Hyderbad/Banjara Hills BId@1/Floor1
Global/Hyderbad/Banjara Hills BId@1/Floor2

Global/Hyderbad
Global/Hyderbad/Banjara Hills BId@1/FloorS
Global/Hyderbad/Banjara Hills BId@1/Floord

System-Defined CLI Templates

Use the Cisco Prime Infrastructure wireless Feature & Technologies templates and System CLI templates to push configurations to
wireless controllers. By default, these templates can't be migrated with the PDMT.

However, you can save the System CLI templates under My Templates> CLI| Templates (User Defined) > System Templates -
CLI (User Defined), and then migrate them.
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M Configuration / Templates / Features & Technologies

Templates / My Templates / CLI Templates (User Defined)

cu
 Composite Tampiates
System Templates - Compasite.
‘Composite Templates (5
> Feature Templates
> My Tags
v My Termplates (3)
¥ CLI Templates (User Defined) (;
System Templates - CL (user Define *
Composita Templates (User Defined)

» Discovered Templates

Tomplates
System Templates - CLI (User Defined)
=g
Import
O,
(] Name 4 Feature Category Folder Created On Author
> Features and Technologies
¥ CU Tempiates.
Syslem Templates - LI bost_Pratice_Accass_3k @ eu (i) My Tomplatos/CLI Templates (User Dafined)Sys...  2023-Aug-14, 03:59:02 India Standard. . oot

‘Sellcted 0/ Total 1

Show | Quick Filler

Deploy times.

eocwn

[0

| v

Then, use the PDMT to migrate the saved System CLI templates.

Prime Infrastructure to Cisco DNA Center Data Migration Status

9- 99— >—-0-0

Initializing Groups Maps ISE Templates
Migration Migration Migration Migration

Description Start Time

Prime Infrastructure - Cisco DNA Center data migration has startad (1/4 Completed) el . 04:06:35

Groups
Migration of Grous from Prime Infrastructure to Cisco DNA Center
Maps

Migration of Maps from Prime Infrastructure to Cisco DNA Center

ISE

Migration of ISE Servers from Prime Infrastructure to Cisco DNA Center
CLI Templates

Migration of Templates from Prime Infrastructure to Cisco DNA Genter

End Time

NA

Complete

After migration, the templates are shown in the Cisco DNA Center Template Hub.

= Cisco DNA Center Tools / Template Hub

FILTERED BY Templates (3/25) ©

Prime Imported Templ... x o
SUMMARY 3 Selected i Export v b Import % Delete |

Project Name (7) 8 Neme- Project Type Version Commit State ()

@ Prime Imported Templates

ratice. i v i

o Pp—— @ best Pratce_Access_3k (Gis. Prime Imported Templates Regular i © 14 Aug 2023 10:18 AM

O sample Jinja Templates [ ] best_Pratice_access_3k (105) ¥ Prime Imported Templates Regular 1 @ 14 Aug 2023 10:18 AM

(O sample Velocity Templates

@  best Protice_Access_3k (105... ¥ Prime Imported Templates Regular 1 © 14 Aug 2023 10:18 AM

() DNAC-COMPOSITE_TEMPL

how all | Y

Pravision Status (

Not Provisioned

Not Provisioned

Not Provisioned

Qo oo
Onruv @
XRAY

As of: Aug 14,2023 10:49 AM 3

Network Profiles ()

Attach

Attaen

Attach

<

Actions

To view Cisco Prime Infrastructure built-in wireless templates, choose Configuration > Templates> Features & Technologies>

Controller > WLANs>WLAN Configuration.
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A D538 ro01 - ROOT-DOMAIN  £F

A C ion / / Features & L] =0
omplates WLAN Configuration
=2 T

v Template Basic
* Name o * Device Type | CUWN (dofautt) v @ Author
Description Fasture Category WLAN Confguraton

Tags )

» Template Detail

General | Security QoS  Advanced  HotSpot  PolicyMappings  802.11 ax Configuration

Wired LAN () Enable
*profile Name |7
*ssID

Admin Status () Enabl

Configure Wian 1d {J Enable

Security Policies None

BroadCast 5510 & Enable

prioritize Apple FTAg
Fastiane QoS

\}

Note Port-based templates of Cisco Prime Infrastructure require extra CLI modification on Cisco DNA Center before provisioning
the template. Provisioned templates from the Template Hub can be used to provision templates.

For more information about the Cisco DNA Center Template Hub, see Create Templates to Automate Device Configuration Changes.

Compliance

Cisco Prime Infrastructure provides compliance features that you can use to audit whether device configurations comply with network
requirements. Compliance policy defines how the system evaluates device configurations for compliance with network standards and
expectations.

A compliance profile is a method of organizing custom and system compliance policies that the system uses to perform configuration
audits.

Cisco DNA Center built-in compliance ensures that devices comply with business intent.

Compliance helps to identify any intent deviation or out-of-band changes in the network that can be injected or reconfigured without
affecting the original content.

Cisco DNA Center compliance summary:

» Network settings: Indicates that the device configuration complies with what was designed and provisioned from Cisco DNA
Center.

* End of life: Indicates that are no end-of-life alerts on the device.
» Startup vs running configuration: Indicates that both the startup and running configuration are in sync.
* Software image: Indicates that the device is running the golden image.

» Critical security advisories: Indicates that there are no critical advisories for the device.
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A network administrator can conveniently identify devices that do not meet compliance requirements in Cisco DNA Center. Compliance
checks can be automated or performed on demand:

» Automated compliance check: By default, a compliance check is triggered for any out-of-band change.
* Manual compliance: Can be triggered from the Inventory window or a device-specific window.

* Scheduled compliance check: Weekly trigger for all devices.

To view a compliance summary in Cisco DNA Center, choose Provision > Inventory > Select Device > View Device Details>
Compliance> Summary.

= Cisco DNA Center

C9800-L-HYD-eWLE komor

(+) C9800-L-HYD-eWLC.komondal-sda.com Run Commands Learn \

@ Reachable © Managed P Address: 102.1.1.1 Device Model: Cisco Catalyst 9800-L-F Wireless Controller Device Role: ACCESS Jptime: 18 days 20 hrs 49 mins e: Global/CSCO INDIA/Banjara Hills BId@1

Compliance Summary
are & Software

User Defined Fields

1 day e 0

MPLIANGE

Summary

17.09.03 17.93 0

In Cisco DNA Center, the Startup vs. Running Configuration compliance check identifies whether the startup and running configurations
of'a device are in sync. If the configurations are out of sync, a compliance check is triggered and a detailed report of the out-of-band
changes is displayed. The check is triggered within 5 minutes of any out-of-band changes. To view the Startup vs. Running Configuration
compliance check in Cisco DNA Center, choose Provision > Inventory > Select Device > View Device Details> Compliance >
Summary > Startup vs. Running Configuration.

= Cisco DNA Center

©9800-L-HYD-eWLE komondal-sda

() C9800-L-HYD-eWLC.komondal-sda.com Run Commands Learn WLC Gonfig 3 View 360

@ Reachabl @ Managed P Address: 102.1.1.1 Device Model: Cisco Catalyst 9800-L-F Wireless Controller Role: ACCESS time: 18 days 20 hrs 49 mins Site: Global/CSCO INDIA/Banjara Hills BId@ 1

DETAILS
Interfaces
Startup vs Running Configuration

Hardware & Software

User Defined Fields

Config Drift
Wireless Info wox @ » L » * ® * L »
Mobility “
- | |
Advisories ® inSync @ Outof Sync
Startup Config (5577 Lines) - Aug 02, 2023 02:37 AM Running Config (5577 Lines) - Aug 02, 2023 02:37 AM

COMPLIANG!

Summary

The tooltip in

er. This is because the position between the modified
/ commana: e

ade
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In Cisco DNA Center, you can view open violations after a template CLI push. You can acknowledge less-important device compliance
violations. You can opt the violations in or out of the compliance status calculation.

= Cisco DNA Center Qe @@L

All Devices | C9300-24P-HYD-ACC-1

(£) C9300-24P-HYD-ACC-1 3 Run Commands 4 View 360 Last updated: 12:12 PM

@ Reachable | @ Managed | IPAddress: 1.1.1.2 | Device Model: Cisco Gatalyst 9300 Switch | Device Role: ACCESS | Uptime: 67 days 12 hrs 28 mins |  Site: Global/CSCO INDIA/Banjara Hills BIO@1

DETAILS

Interfaces > You can now fix all configuration compliance issues on this device. You will be able to review before the fix is applied. Fix All Configuration Compliance Issues

Hardware & Software

Configuration

Compliance Summary | Network Profiles. View Preference for Acknowiedged Violations

Power
Fans CLI Template (0)
SFP Modules sof Jul17,20231213PM 3

Gl Deviatian3 As e P Realize Template: storm-control-access-port &
User Defined Fields

1 interface range GigabitEthernet1/0/1

Config Drift Q Search Table v 2 storm-control broadeast level 20
SECURITY Open Violations (0)
Advisories Tempiste Action
COMPLIANCE ©  storm-control-access-port Move to Open Violations
Summary

1 Records ShowRecords:10 v 1-1 ¢ @ >

To view rule-based compliance in Cisco Prime Infrastructure, choose Configuration > Compliance > Palicies.

Edit Conditions And Actions
" Condition Details | Action Detais
Condition Scope Details
Condition Seope | Configuration
Device Property

Show Commands

Parse as Blocks
*Block Start Expression  *snmp-server community."
Block End Exprassion

Advanced Block Options

CGondition Match Criteria

Operator | Matches the expression

Valg | SAP-server community ()

To view a compliance violation summary in Cisco Prime Infrastructure, choose Configur ation > Compliance> Violation Summary.
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For more information, see Compliance Audit for Network Devices.

Reports

Cisco Prime Infrastructure reports provide information about system and network health and fault information. You can customize
and schedule reports to run on a regular basis. Reports can present data in a table, in a graph, or in a mixture of both formats. You
can save reports in CSV or PDF format on the Cisco Prime Infrastructure server for download, or send reports to an email address.

Cisco Prime Infrastructure provide the following types of report data:

* Current: Provides a snapshot of data that is not time dependent.

* Historical: Periodically retrieves data from the device and stores it in the Cisco Prime Infrastructure database.

* Trend: Generates a report using aggregated data, which is collected and summarized as minimums, maximums, and averages.
With Cisco Prime Infrastructure, you can filter reports based on specific criteria. You can export reports, sort reports into logical
groups, and archive reports for long-term storage.

Cisco DNA Center uses data from the reports feature to derive insights from the network and its operation. Cisco DNA Center reports
data in several formats, such as CSV and PDF. Cisco DNA Center provides flexible scheduling and configuration options to meet
operational needs. For more information, see Reports.

\}

Note Not all Cisco DNA Center reports are supported in PDF file format.

The following table compares Cisco Prime Infrastructure and Cisco DNA Center reports.

Features Cisco Primelnfrastructure | Cisco DNA Center
AP summary Supported Supported
AP utilization Supported Supported
Client session Supported Supported
Client count, client detail Supported Supported
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Features Cisco Prime Infrastructure | Cisco DNA Center

Radio performance and AP RF quality/AP radio report in Cisco | Supported Supported
DNA Center

Inventory Supported Supported

Wireless uptime, AP summary Supported Supported

Composite report, flexible report Supported Supported

The following figure shows the Cisco DNA Center Reports window:

= Cisco DNA Center Reports ® s 0
Generated Reports Report Templates Usage Insights

All Generate a Flexible Report

Al Endpoint Analytics

Access Point gt A o i -

Aire0S Controllers All Data All Data AP AP - Usage And Client
Glient Licenses Breakdown
Compliance 1 —
Configuration Archive ( ] (=9

\
8

HE

EoX

Executive Summary

b 00 || e o . P
Inventory
Licensing
{ong Tean AP Performance Report AP Radio AP RRM Events Busiest Client Channel Ghange Gount
Network Devices
Rogue and aWIPS

(=] ( ] (
SWIM
Security Advisorles
Tolormetry : . i

Client Deta Client Session Client Summary Client Trend Configuration Archive

H
|
Bl

The following figure shows a Cisco DNA Center-generated report:

= Cisco DNA Center Reports i}
Generated Reports  Report Templates  Usage Insights
us: Select #}  Last Updated: 11:57 AM Refresh
Q. Search Tabie
Report Nama Senaduie LastRun = Reports  Format Template Category Report Template Actions
Access Point Report - AP - Jul 10 2023 at 19:21 One:lime... ..o Expired ] csv AP AP
ccass Point Report - AP - Usage and Client Breakdown - Jul e -Time p - Usage an
Access Point Report - AP - Usage and Client Breakd J Ono-Time e i o8 ib AP - Usage and
112023 at 12113 1,20 Client Breakdown
Access Point Report - Worst Interferers = Jul 11 2023 at o-Time "
oo i3 Ona-Tims i Expired o osv AP Worst Interferers
Executive Summary Report - Executive Summary - Jul 13 One-Time
it F acutive ecutive Sums
psig e ikl Expired 0 PO Executive Executive Summary
—_— e i _— One-Time - ; —
Client Report - Client Session - Jul 14 2023 at 09:01 . Expired 0 csv Client Client Session
Flexible Report - Jul 13 2023 at 10:46 One Expired ] csv

The following figure shows a Cisco Prime Infrastructure-generated report (Reports> Reports> Scheduled Run Results):



A @542  rool-ROOTDOMAN £¥

A Reports / Reports / Scheduled Run Results eocwn

Show: Report Category Al | Report Type A1 ~|  From| 1212023 ] To| 822023 ] Report Generation Method Al ~ =3k |

Report Title + Report Type Status Message Run Date/ Tim woload  Virtual Domain

Software Image Management

The Cisco DNA Center software image management (SWIM) process manages software upgrades and controls the consistency of
image versions and configurations across your network. SWIM speeds and simplifies the deployment of new software images and
patches. Prechecks and postchecks help ensure that an upgrade has no adverse effects. SWIM provides an easy way to build a central
repository of software images and apply them to devices. Administrators can mark software images as golden for a device family,
and then upgrade devices to the software image and patch versions that follow the golden versions defined in the repository. Cisco
DNA Center supports patches from intent to prechecks and postchecks in the same way that it manages regular images. SWIM tracks
when software maintenance updates, subpackages, ROMMON, AP service pack, and AP device pack upgrades are applied to the
base image.

Feature Cisco PrimeInfrastructure | Cisco DNA Center
SWIM preinstall check Not Supported Supported
Software image summary Supported Supported
Add/import image Supported Supported
Golden image Not Supported Supported
Distribute image Supported Supported
Activate image Supported Supported
Commit changes Supported Supported
Last n SWIM jobs Supported Supported
SMU support Not Supported Supported
ROMMON upgrade Not Supported Supported
SWIM postinstall check Not Supported Supported

Cisco DNA Center SWIM provides the following benefits:

* Provides prechecks and postchecks as part of the SWIM workflow, comparing the difference before and after an upgrade.

* Provides complete flexibility and simplicity to choose show commands based on your network requirement.
With the Cisco DNA Center software image upgrade, you import the image from cisco.com and then mark the image as golden. You

can specify a golden software image for a device family or for a particular device role. The device role is used to identify and group
devices according to their responsibilities and placement in the network.
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= QGlobal

< Image Repository

SUMMARY
Images (7)
> Roles & Tags (6)
Q_ search Tabl
> Major Versions (6)
> Golden Images (2)
image Name =

©9800-40-universalk_wic.17.03.07.SPA bin

B ©9800-40-universalk9_wic.17.06.05.SPA bin
Verified

©9800-40-universalk
@ Verified

wic.17.09.03.SPA.bin

©9800-40-universalk9_wic.17,09.04,SPA bin

©9800-40-universalk9_wic.17,11.01,SPA.bin

Design / Image Repository / Image Family

= Cisco Catalyst 9800-40 Wireless Controller

varsion Dovices Advisories
o
0 +
0
o
17.09.03.04111 o
(Suggested) ] E
Add On (N/A
Cupertino-17.9.4 o i
)
(L 0 About 12
Dublin=17.11.1 2
(Latest) 0 =
Add On (N1A)

= Show Tasks

Golden Image @

minutes left

Clsco.com ID

Device Roles & Tags @

o

Show Records: 25

komondal (Not me?)

Y

To start the image upgrade, Cisco DNA Center compares each device software image with the image that you designate as golden
for that specific device type. If the software image and the golden image differ, Cisco DNA Center specifies that the software image
of the device is outdated. You can then update the outdated software image.

Before pushing a software image to a device, Cisco DNA Center performs upgrade readiness prechecks on the devices, such as
checking the device management status, disk space, and so on. If any prechecks fail, you cannot perform the software image upgrade.

You must correct any issues before you can upgrade the software image on the devices.

If all prechecks succeed, you can distribute (copy) the new image to the device and activate it (that is, make the new image the running
image). The activation of the new image requires a reboot of the device. Because a reboot might interrupt the current network activity,
you can schedule the process for a later time.

After the software image is successfully upgraded, Cisco DNA Center performs upgrade postchecks, such as checking the CPU usage,
route summary, and so on, to ensure that the state of the network remains unchanged.

To start the image upgrade, choose Provision > Inventory > Select Device > Actions > Software | mage > I mage Update.

= QGlobal

an

DEVICE WORK ITEMS Devices (8)

schable Q Fiter c
© Add Device

e Device Name =

9800L-MUMBAILkomond

€9800-L-HYD-¢\

€9840-eWLC-HYD komondal

Cisco_B7:fb:d4

WLC komond:

Provision

Routors  Switenes Accoss Points

Sensors

Tag  Actions

Device Family site
Saftware Image >
Image Update C 8LD1
\/Banjara Hills BId@1
\/Banjara Hills BId@2
5 Wireless Controller  .../Kolkata/BLOCK-C

Reachability

@ Reachable

@ Reachable

© Reachable

© Reachable

Take a tour (*

Software Image

€9800-L-universa

s Update

€9800-L-universa

€9800[17.9.3]
@ Needs Update

Image Versi

1711

17.9.3

£.10.185.(
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@ Global
M, To provision subscriptions on devices that have not been discovered with NETC
SR WORITHES Devices (22)  Focus: Softwa
O unreachable Q  Fifter devices
(O unassigned 1 Selected © Add Device
(O Failed Provision = .
(O Non Compliant
(m] 8WLC-CL-HYD- 1.komol
(O Outdated Software Image
(O No Golden Image
0 @WLC-OL-MUM-3.kom
(O under Maintenance
<
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Provision / Inventory

Image Update

@ Analyze Seloction @ Distibute

Schedule

Summary

@ Activate o Schedule and Clean Up. 5

Schedule when you want the software distribution and activation 1asks to occur.

‘ (i) ‘Your time zone will be used as the default site time zone.

Software Distribution

A f the ITSM ServiceNow application is enabled,
O Now (O Later

Software Image Distribution

Software Activation

oose Later.

.

After Distribution

A If the ITSM ServiceNow application is enabled, choose Later.

O Later

Task N
Software Image Activation

Start DaterTime
Aug4,2023 [

12:16 AM wv

Time Zon

GMT v

The following figure shows the Cisco Prime Infrastructure SWIM landing page:

]
SCP M SFTP BFIP D TFTP

\age Management Settings | Ecs

Modity cisco.com credentials | EGi

Current Protocol order

Somwars Image Repostory | Link @
Softwaro image Upgrade Analysis |

A Inventory / Device Management / Software Images
Software Image Upgrade/Downgrade Workflow
Software Image Summary @ o Settings
Addimport Distribute 9 Sofwara
Show | All v ||Y S ovop 1 e
Image Count v
> S6T64 1 0 o
» C9800-CL 1
Useful Links
Activate
pe Launch Devica Invenory | L
Avcriva Device Configu
Last 10 Software Image Management Jobs | All Jobs
Run ID Job Type Job Name Dovico Count  Status Start Timestamp End Timostamp
1124339512 Software Image Distibutio Job Type: Sortable |_Distribution_12_56_05_707_PM_7_29_2023 1 @ Faiure 2023-07-29 12:56:39.591 2023-07-20 1256:29.621
1121127235 Sofware Image Distibution  Job_SWIM_Distribution_10_d6_43_542_AM_7_29_2023 1 © Faiure 20230729 10:47:44.744 20230729 10:49:34.825
1117930731 Sofware Image Import Job_SWIM_File_image_Collection 9 01_14_783 AM_7_29 2023 NA Success 2023.07-29.09:10:43.962 20230729 09:10:54.973

]

@

(2]

o

Total 3

The following figure shows the Cisco Prime Infrastructure image upgrade:

A Inventory / Device Management / Software Images / Distribute

1 image Selocton

>

Distribute Options.
Backup Running Image

‘Smart Flash Daléte Before Distributon @

2 Dovico Selection

> |3

Image Detais Verification

Activate Options
() tnsert baot command
Actvate

v|@

Parallel

Devies Running mode

Retain Current Running Mode

> > | 5 scheauie Disyibuton
Advance Job Options
Continue on falure
L

Note: By defaull, this page displays

You can

for each job

(2}

For more information about Cisco DNA Center SWIM, see Manage Software Images.
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AP Configuration Workflow

The Configure Access Points workflow lets you configure and deploy AP-level parameters, such as the AP location, admin status,

mode, and so on. You can also configure radio-level parameters, such as the radio power level, channel settings, and so on.

The Configure Access Points workflow in Cisco DNA Center is similar to the Lightweight Access Point feature in Cisco Prime

Infrastructure.

The following settings configured using the Configure Access Points workflow aren't overwritten when the wireless controllers or
APs are reprovisioned:

» Admin status for radios (only applicable for Cisco AireOS wireless controllers)

* AP primary controller

» AP secondary controller

To launch the Configure Access Points workflow in Cisco DNA Center, choose Wor kflow > Configure Access Points:

-

e

=]

&

How do you want to configure APs?

onfigure the AP and Radio parameters

Configure AP And Radio -] Schedule Recurring Events For AP
Parameters And Radio Parameters

8 Configure Tri-Radio Parameters

The following figure shows an AP primary controller name change for HA:

41



Configure AP Parameters

High Availability

eWLC-CL-HYD-1
C9800-L-HYD-eWLC
Clear

\0‘2‘“ 40

rightness Leve 102.1.1.1

To launch the Cisco Prime Infrastructure Lightweight Access Point feature, choose Configuration > Template> Lightweight Access
Points> AP Template Detail > LAP1:

A Configuration / Templates / Lightweight Access Points / Lightweight AP Template Detail : LAP1 (] "0
TompiatoBasic | AP Parameters || Mesh | 802 11ainiaciax || 80211a S 802.11bignax | 802Malbighiaciax | 802.116GHz | 80211XORS6GHz | BLE | COP >
L3 Contiguration Stats Gotlecton intervat > o e
Cisco Discovery Protocol @ Enavie TCP Adjust ss > Enatie
ﬂ' AP Sour

AP Failover Priceity TCP Agjust s

@3 AP Seecton

Pre-Standard 802. 3af Switches @ Enavle VLAN Tagging ©
— Antenna Band Mode Trunk VAN 10
AP Group Name
@ Deworsuns
Reboot AP @

» Power Injector Configuration @

Username Pass onfiguration @

» AP Retransmit Configuration

~ Controllers Configuration @

Primary Controer Name ©

» Supplicant Credentials Configuration @
‘Secondary Controlier Name @ | SWLC-CLHYD-1

» AP LAN Port Configuration @ SR

» USB Configuration @ Primary Controller IP Address. 102111
Secondary Controller IP Address. 102.1.1.40
Tertiary Controller 1P Address 0000

» Venue Configuration

Cancel

For more information, see AP Configuration in Cisco DNA Center.

Cisco ISE and CMX Migration

If you check the Enable | SE settings check box, the Cisco ISE server details are pushed. If you don't check the Enable | SE settings
check box, Cisco ISE data isn't pushed to the Cisco DNA Center server.

If you check the Enable CM X settings check box, CMX is pushed with floor groups. If you don't check the Enable CM X settings
check box, CMX data isn't pushed to the Cisco DNA Center server.

When the Cisco Prime Infrastructure — Cisco DNA Center migration tool is active and auto sync is enabled, CMX is pushed dynamically
to Cisco DNA Center floor groups, and Cisco DNA Center tracks the location data for assigned groups.
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After CMX is migrated to Cisco DNA Center, it is not managed by Cisco Prime Infrastructure.
The following figure shows how to enable the Cisco ISE setting in the PDMT for migration:

1 Add Cisco DNA Center Server > 2 SyncSetings. > 3 Select Groups > | 4 ISE&CMX Server > 5 Select CLI Templates 2> | 6 Summary

ISE | CMX

Server Status Server IP Port FQON Usemanne Shared secret Timeout Retries
10.78.96.95 243 10.78.9695 - 2 i

Note: Please ensure the following on the ISE server prior to migration

1. PXGrid needs to be activated on ISE
2. ERS needs to be enabled on ISE
3.1SE CLI and GUI passward needs to be the same

The following figure shows how to enable CMX settings in the PDMT for migration:

€ 2 C O A NotSecure | https:/[10.78.96 s 6 %« » 0@
5 personal B Newspaper 5 Cerification % Cisco Wireless Co.. BS Project {5 Stocks {5 Cisco [ SDA B3 Leaming £ Apple ES Automation [ DNAC E3 Travel B3 CvP 5 Other Bookmal

Once integrated, the CMX for the selected site maps will

not be managed by Prime Infrastructure. Do you want o
continue’

The following figure shows the dynamic synchronization and CMX settings enabled:

1 Add Cisco DNAGenter Server > | 2 synesetings > | 3 selectGroups 2> | 4 isEsCMXServer = | 5 selectClITempiates > | 6 summay

Groups || Devices | Maps | ISE | CMX | CliTemplates | Sync Settings

Enabiss @

Inclug nowy added data during dynamic synchvonization: Enabled @)
CMX settings: Enstied @)

ISE setiings: Enabled )

Migrate User Defined CLI Tempiates: Enabled @)

Sy only new selection: Disabled @)

The following figure shows CMX on Cisco Prime Infrastructure before migration:

A Services / Mobility Services / Connected Mobile Experiences eown
Selecwd0/Tomi 1 (J L+
+ Aga Export Map from PI Show | Quick Filter v
Device Name & IPAddress. Software Version Owner Reachability Status
Komondal-cmx 999191 1063148 Reachable

The following figure shows CMX settings after migration to Cisco DNA Center:
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= Cisco DNA Center System / Settings QeoL

Fa cmx Sottings | Extomnal Services

CMX Servers/Cisco Spaces

Results for cmx 4
To integrate Cisco DNA Genter with Gisco Spaces, please provide the Gisco Spaces tenant token.

CMX Servers/Cisco Spaces
i s To integrate Cisco DNA Center with CMX Servers, please provide the CMX Server credential

Gisco Spaces  Activate

@ Not Registered

None

CMX Servers

M £ (T Export © Add

- Y
( eae Deiete ) 1 Selected

@  PAddess - UserName

B sosim admin

The following figure shows a floor map on CMX:

Al st ot togn v [ s &
CISCO 1063146  Altomot acare AMNALYTICS  MANAGE SYSTEM

e stock

Activity Map 2 AP, 1 Associoted ients, 0 Probing Only Cients, 103 Rogue APs, 2 Rogue Clints, 0 Zones, O lnterferers, 0 RFID Togs

i < Msp Hyderbad | Banjara Hills BId@3 / Floorl 000 E-Xi]

AL ALIR

o1 n

When you migrate Cisco ISE from Cisco Prime Infrastructure to Cisco DNA Center, Cisco ISE is added to Cisco DNA Center in the
failed state. To avoid this, you must:

* Activate pxGrid on Cisco ISE.
* Enable ERS on Cisco ISE.

» Make sure that the Cisco ISE CLI and GUI passwords are the same.

Wireless Controller HA and Mobility

Cisco Catalyst 9800 Series wireless controllers support the ability to be configured in an active/standby high availability (HA) stateful
switch-over (SSO) pair. Cisco DNA Center supports the ability to take two controllers of the same model, running the same OS
version, and configure them into an HA SSO pair.



For Catalyst 9800 Series wireless controllers, the redundancy management IP and peer redundancy management IP addresses that
need to be configured in Cisco DNA Center are actually the redundancy port and peer redundancy port IP addresses. These are referred
to as the local IP and remote IP addresses in the web UI of the Catalyst 9800 Series wireless controllers. The IP subnet for the
redundancy port must be a separate IP subnet from any other interface on the Catalyst 9800 Series wireless controller. Also, the
primary and standby Catalyst 9800 Series wireless controllers must use the same IP subnet for the redundancy port, meaning the
redundancy port connection must be a Layer 2 connection or back-to-back.

Using Cisco DNA Center base automation for wireless controller HA and mobility offers the following benefits:

» Automated workflow to enable or disable wireless controller HA

» Automated workflow to enable or disable mobility tunnels

Procedure
Step 1 To configure wireless controller HA or mobility tunnels in Cisco DNA Center, choose Provision > | nventory > Select
Controller > Actions> Provision > Configure WLC HA.
L]
p— =
L]
-]
i 0
B .
¥
L]
] L]

Step 2 To disable HA on the wireless controller (if HA is already provisioned), click Disable HA.
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Step 3 To configure or reset the mobility group, choose Provision > Inventory > Select Controller > Actions> Provision >
Configure WL C M obility.

= QCSCO INDIA Provision / Inventory Qeacld
This release enables new telemelry subseription for Cisco DNA Genter Assurance dat . .
@ These telemetry subscriptions are configured via NETCONF and will be applied to tne{  CONfigure Mobility Group
To provision subscriptions on devices that have not been discovered with NETCONF, re
Mooty Group Name RF Group Name® o)
€WLC-HYD-MOB AL default Data Link Encryption [:.
vicE woRKiTaE Devices (4) Focus: Provision v
o & P o1LS High Cioher ony © () Restart for DTLS Ciphers to take effect @ [ JJ)
(@] 1 Selected © Add Device  Tag
Mobility Peers © Add
= a Device Name
ONa Q Search v
O o ge [} g C9800-L-HYD-eWLC kos R
Delete 1 Selected

a
- 4o ¢ C3840-eWLC-HYDkomd @ Device Name P Address MAC Adoress Managesbilty () Hasn Mobilty Group Name

0 Under Mainten.

S C9800-L-HYD-
a o SWLC-CL-HVD-Tkomon| Bl eWLC komoncal- 102,111 8c:10:80:6c:40:20. Dt SWLC-HYD-MOB

O Ma for Replacement sda.com

) Sy Beacon Enabled
= o @ WLC-5520

Shawing 1 of
Cancel [ Resetmobiiey | Configure Mobility

For more information, see Catalyst 9800 Non-Fabric Deployment Using Cisco DNA Center.

Intelligent Capture

Intelligent Capture (ICAP) is Cisco’s state-of-the-art, intent-based networking solution. ICAP provides live technical insight into
various wireless metrics from both the client and AP perspective, allowing you to easily resolve the most difficult wireless issues.
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ICAP provides support for a direct communication link between Cisco DNA Center and APs. Using this channel, Cisco DNA Center
can receive packet capture (PCAP) data, AP and client statistics, and spectrum data. With the direct link from the AP to Cisco DNA

Center via gRPC, ICAP allows you to access data from APs that is not available from wireless controllers.

Cisco DNA Center ICAP supports the features listed in the following table.

Cisco DNA Center Feature Name

Wireless Controller and AP Feature Name

Data Packet Capture Full Packet Capture
Live Capture Partial Packet Capture
Client Filtered

AP Stats Capture

AP WLAN Statistics
AP RF Statistic

Client RF Statistics

Anomaly Stats Capture

Anomaly Detection
Anomaly Packet Capture
Anomaly Individual Reports

Anomaly Summary Reports

Spectrum Analysis

Spectrum Analysis

For more information, see the Cisco Intelligent Capture Deployment Guide.

Procedure

Step 1 To enable AP stats capture using ICAP, choose Assurance> Settings> | ntelligent Capture Settings> Access Points>

AP Stats Capture> Enable AP.

= Cisco DNA Center

Access Point

Access Point

AP Stats Capture

© Specific - select specific APs and enable or disable

Enabled APs (2)

Step 2 Start the AP capture.
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= Cisco DNA Center [&RyA
Intelligent Capture: APE44E.2D32.650C Fioor?
vice Model: C9130AXI-0 1P Address: 174.21.0.21 oftware Version: 17.9.3.50 Mode: Local Uptime: 42 days 18 hr 21 min Connected to WLC: C9800-L-HYD-8WLC. komondal- sda.com
RF Statistics  Spectrum Analysis
1 hour weann T 1 B0
st 18 225 2350 Ve 2asm free 255 oo o . 200
—
@ Clients
Channel Utilization Channel Utilization by This Radio
ssiD ~ Cent Packet
Chagast Udiization bharosaHydDot1x 1 248
i 5%
° bharosaOpenHydH$ 0 0
2Records  Show Records: 25 v < (@)
12:200 12:308 121408 12:50
®This AP (Tx+Rx) @ OtherWi-Fi  ® Non Wi-F
Tx/Rx Frame Count per Type Total Frame Error Over the Air
145
Step 3 Start the client ICAP capture.
= Cisco DNA Center QOe®adl
Intelligent Capture: wireless-nf-user3 Disabling... 4 Download
1 hour v roar T 1 I <1
1e 209 125 138 :a0 Tase 1:50p 55 2008 215
v RF Statistics
Onboarding Events ouive RSS1, SNR, Tx Data Rate, Rx/Tx Packet, Rx Retry Coun
Jul 18,2023 Time Duration o o B . —
@ oxce 1:47:19 M
N T e W o —
@ INTRA-WLC Roaming 1:47:19 PM 17ms A T e " 77 o =
® RSSI (dBm ® SNR (0B
@ DHCP 1:44:16 PM
@ INTRA-WLG Roaming 1:48:16 PM 199 ms B 10,000 g
@ DHCP 1:41:13 PM 2 o 100
P 250 30p asp i
@ OhoR e ® Average Data Rate From Client ® Last Data Rate From Client
@ INTRA-WLC Roaming 1:38:10 PM 289 ms
@ DHCP 1:35:07 PM )
W WA
Sommomay o MJ\J\WJ\MVU\ M e WMWY /
\ |
| DHOF. 13203 7M ? s 200 1:2% 0n 1:35 1:40p 1245 1:5 2:00p 2:08p 2:100 2:15
@ Packets To Client @ Packets From Client
@ INTRA-WLC Roaming 32:03 PM 305 ms

Configuration Archive

Cisco DNA Center uses configuration archive functionality to save the latest device configuration in its internal databases. The
configuration of a device is archived when a new device is added to Cisco Prime Infrastructure and updated by periodic triggers or
event-based triggers. Event-based triggers occur when there is a change in the configuration.

Cisco DNA Center exports the device configuration of the switch from the inventory and exports the CLI output.
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Cisco DNA Center uses Command Runner to export the running configuration for Catalyst 9800 wireless controllers.

= Cisco DNA Center Tools / Command Runner

(i) Only Reachable devices are displayed in the list. Meraki Devices and APs are not supported

Device IP

Cisco DNA Center exports the wireless configuration.

= Clsos DNA

Use config drift to check the configuration difference between drift versions.
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= Cinco

Comiig Dot

il 5, ) g B N1

Network Resync Interval
SNMe

ICMP Ping

Device EULA Acceptance
PnP Device Authorization
Device Prompts

Configuration Archive

TR & By (B 7 11
i
Archive the configuration to internal and external servers.
= Cisco DNA Center System / Settings @
3 Search Settings Settings
Configuration Archive
Do r O Cisco DNA Center internal server will periodically back up your device's run
> configuration. You can select the day and time for the backup and select thi al
i of config drifts being backed up (note: total config drifts being saved included all the
configure an external server.
SSM Connection Mode interna External
Device Seitings 2 External Repository s
Host. Protocel User Name Backup Format Backup Cycle Connectivity Action
Device Controllability (3 None
10.78.96.247 SFTP admin RAW T 4:28 PM © Connected

Cisco Prime Infrastructure maintains an archive summary.
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A iveesory [ Devics Wasagement | Confguration Archive [*) L

AN Duiziel

T gy a  Bhamms [N L] Ty et e st ¥

Cisco Prime Infrastructure exports the device configuration.

Running Configuration: eWLC-CL-HYD-1.komondal-sda.com

A Inventory / Device el Raw Configurat

Stanup/Running Configuration eomparison stat || .,

Configuration Archive Details

Schedule Archive Rollback | | Schedule |

Date Outof band

@ v August08, 2023, 05:59:14 AM Incia S

Vian Configuration

Running Configuration
NelormisDevie o

Compare  Binary file comparison s not supported

Remove a Device from Cisco Prime Infrastructure After Migration

If you aren't using Cisco Prime Infrastructure for wireless automation and Cisco DNA Center Assurance and you want to remove
Cisco Prime Infrastructure permanently, review the following two workflows.

When Force Sync Is Enabled

When force sync is enabled and you initiate device deletion from the Cisco Prime Infrastructure, the device is removed from the
Cisco Prime Infrastructure but not from the Cisco DNA Center inventory and Cisco DNA Center is used for Assurance.

\)

Note Make sure that dynamic sync is disabled in the PDMT before removing the device from Cisco Prime Infrastructure.
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sscese

Enables automatic synchronization of data integrated with Cisco DNA Center @

(2]
Enable CMX settings @
Enable ISE settings @
Migrate User Defined CLI Templates @
Supported / Available Limits
Rocommended Scale  Available
Sito Groups /Sito Maps 500 2
Devices 1000 268

> | 6 summay

The device deletion initiates from Cisco Prime Infrastructure.

© b Prime Infrastructure

A Monitor / Tools / Change Audit Dashboard

Show | Quick Fier

ROOT-DOMAIN %F

e

Toial 23324 (J

2

IP Addrass Device Name Audit Deseription Usar Name Gliont IP Address  Audit Component Audit Time
[102.1.1.40] NA Following device(s) are Deleted. Devices are listed in the format ‘Hostname-IP Address-Device root 10.65.54.106 Device Management 2023-Aug-15 04:38:03 UTC
N NA @WLC-CL-HYD- 1 komondal sda.com_102.1.1.40_deleteAPs’ ob of ype Delele AP scheduled oot NA Job Management 2023-Aug-15 04:37:40 UTC
"aWLC-CLHYD- 1 komondal-
102.1.1.40 WLC-CLHYD-1komandal-...  Configuralion Archive Callected U <ga uom 102 11 46, ds stoaps:job of type 25:AUG 15 D4:35:26.., NA NA figuration Archive
Delete AP scheduied
NA NA Login successful for user root from 11.00.24. 1ve b root 10.65.54.106 ADMIN 2023-Aug-15 04:31:34 UTC
NA NA Logout successiul for user root from 10.65.54.106 oot 10.66.54.106 ADMIN 2023-Aug-15 04:31:08 UTC
Ul
CWICE WORE ITTL
L]
— * A — — - ——— S— s
o o - LR L]
a L] L L] =" L
o - L AU L]
) ™ & & @
v L] e L L]

When the device is removed from Cisco Prime Infrastructure after migration, the telemetry subscription for Cisco Prime Infrastructure

is removed and the telemetry connection is up.

When Dynamic Sync Is Enabled

When dynamic sync is enabled and you initiate device deletion from Cisco Prime Infrastructure, the device is deleted from the Cisco
Prime Infrastructure inventory and dynamic sync triggers removal of the device from the Cisco DNA Center inventory.

\}

Note Make sure all the telemetry subscriptions for Cisco Prime Infrastructure and Cisco DNA Center are cleared.

Removing the device from the Cisco Prime Infrastructure inventory initiates device deletion from Cisco DNA Center.
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sl Prime Infrastructure A ©49  0-ROOTDOMAN £
A Monitor / Tools / Change Audit Dashboard eowmQO
o
s [ -8
1PAddress D Audit Deseription User Name Client IP Address Audit Timo
A NA INVENTORY: Devico delete from 10.78.96.39 successhal for device: 101.1.1.25 sysTEM 127001
NA vices are listed n the o Address.Device oot 10.142.80.70
K09800-L-HYD-eW NA NA CONFIG 2023-Ju1-26.06:19:29 UTC
C8800-L-HYD-oWLC komond orot ’ NA NA CONFIG 2023-Jul-26 06:19:28 UTC

pdate the Tel

o swicres (TSR ..., onts  sensors B

DEVIGE WORK ITEMS

Compliance Heath Score  Site

® Compliant 10 CSCO INDIA/Bar

Currently, device deletion from Cisco DNA Center doesn’t remove the telemetry subscription for Cisco DNA Center.

To delete all the telemetry subscriptions from the wireless controller configuration, enter the following commands:

WLC#term shell

WLC#function removeall () {

for id in “sh run | grep telemetry | cut -f4 -d' '~
do

conf t

no telemetry ietf subscription $id

exit

done

}
WLC#removeall

For more information, see Delete All Telemetry Subscriptions from the WLC Configuration.

Scale and Performance

The following tables show the scale used in the PDMT migration.

Entity Amount
Sites with buildings and floor maps 450
Wired devices 1000
Templates 100

APs 2500
Wireless controllers 4
Wireless clients 10,000
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Cisco Prime Infrastructure VM Footprint

Cisco DNA Center

Length of Time

16 vCPU
24 GB RAM
1.2 TB HDD

44-core appliance

DN2-HW-APL

1 hour, 48 minutes

Cisco Prime Infrastructure usage summary for migration:

1 Ada Cisco DNAContor Server 3 | 2 spesomngs

> | 3 selectGroups >

> [ 5 somacurmmmes

> ‘ 6 Summary

sssssse

b

* Usage details

Last Retreshad Time : Weanasaay, August 9, 2023 at T1:59:56 AMIS™

Recommended

I e —

Available

v £ 3

=
Devices.

Recommended 1000
Solected for Migration 877
Available 116

Syme orty new setecton @
) v M (]

Prime Infrastructure Location Groups.

v AlLocatons
¥ B Campus-1 - Marked for migration!
» O Campus-2
» () CHENNAI
> B GMOS - Marked for migration!
> (G tyderbad - Marked for migrationt
> (8 KKcampus - Marked for migrationt

0 System Campus.

Group Movement Log

Pl Group Hierarchy Cisco DNA Center Group Hierarchy
LocatioAll Locations/Campus-1 GIobal/CSCO INDIAICampus-1
Locatio/All Locations/GMOS. Global/CSCO INDIA/GMOS
Location/All LocationsKokata Globol/CSCO INDIAKokata
Locatio/All LocationsMGB Global/CSCO INDIAMGS
Location/All Locations/Pune GloballCSCO INDIAPune.

Status

BLD1

Location/All LocationsPuneiPune BLDZIFloo2  GlobalCSCO INDIAPUne/Pune BLDZIFIoor2

oo | [

Migration time taken:

Prime Data Migration Job History

Forco Sync || Dynamic Sync

10789639
10789639
10789639
1078.96.39
1078.96.39
1078.96.39
1078.96.39
1078.96.39

10789639

08-Aug-2023 06:32:56: Prime Intrasiructure - DNA Contav data migeation has started
3256 from
09-Aug-2023 07:17:46: Retrying Device assocation due to DNAC s0fl Gelete, fhis may take some time._please wa
212 rom Prime
72102
16:56: o
16:56: Infrastuciure 1o DHA Center has staried

has started

Infrastructure 1o strted

1656, irassucture 1o DNA Center siigped

08-Aug-2023 08:16:56: Mration of X module from Prima Inirastructure 1o DNA Center has staried
16:56. Inrastructure shoped
16:56: Migration of

20:22- Mraion of

hos started
successtuly
09-Aug-2023 08:20:22: Prime Infrssiructurs - DNA Canter data migraton complated ccesshly NG

/

0730608 12 IETEBET 20730808 TIZIITOT =

2023.07-31 11:3042.705 202307:311201:10.161 Falod

2023:07-20 08.58:16.218. 202307:2009.28.01.634 Completed

Completed

2023:07-17 04:33:12673 n Progress

2023.07-14 092730782 20230714 102847969 Compioted

2023.07-14 07:58.09.486 202307:1408:00:19.392 Compieted

Cisco DNA Center inventory after migration:




Q CSCO INDIA

DEVICE WORK ITEMS.
(O Unreachable

(O Unassigned

(O Failed Provision

(O Non Compliant

() Outdated Software Image
(O No Golden Image

(O Under Maintenance

(O security Advisories

(O Marked for Replacement

(O system Beacen Enabled

Provision / Inventory

This release enables new telemetry subscription for Cisco DNA Center Assurance data and optimizes existing
[l switching platforms. These telemetry subscriptions are configured via NETCONF and will be applied to the applicable devices which have been discovered with NETCONF. Apply Fix
To provision subscriptions on devices that have not been discovered with NETCONF, rediscover the devices with NETCONF, and update the Telemetry Settings with the

for pe

An additional

Routers  Switches  Wireless Controllers  Access Points  Sensors.

Devices (3266) Focus: Select ~
Q  Filter devices
©Add Device Tag Actions v @

0 Selected

Device Name
APQOF2.8826 BE48

AP34ED.1B8D.49EC

0O OO0 0O O O

APB43D.C62C.967A

APBBOC.ADAD.EBAC

AP1006.EDB4.5888

Q Q[0 0 QO

APAC4A.56BF.1884

1P Address

174.25.0.12

174.25.0.11

174.22.0.2

174.18.0.5

174.18.0.4

174.24.0.13

Device Family Reachability (1)

Unified AP @ Reachable
Unified AP © Reachable
Unified AP © Reachable
Unified AP © Reachable
Unified AP © Reachable
Unified AP @ Reachable

Qo ocd

is provided in this release for Security-Group Policy monitoring on %

Force Configuration Push option.

EoX Status D Manageability @
& Not Scanned © Managed
& Not Scanned © Managed
& Not Scanned © Managed
& Not Scanned ® Managed
&NotScanned @ Managed
& Not Scanned © Managed

Take a tour (T Export &}
-

V

As of: Aug 14, 2023 10:54 AM

Compliance (7) Health Score
NIA 1
N/A 6
NIA i
NIA 6
NIA 6
N/A 6

Cisco DNA Center dashboard after migration:

= Cisco DNA Center

Assurance Summary

Health

Healthy as of Aug 18, 2023 11:03 AM

100

Network Devices

Network Snapshot

Sites

A3 of Aup

Network Profiles

As of Aug 18, 2023 11:08 AM

4

Critical Issues

Last 24 Hours

23. 60 0

Wireless Clients Wirea Clients P

View Details

Netwerk Devices

6 AN

3680

DNS Servers : 2
NTP Servers : 1

Add Sites

Images

aso

Routing: 0 i 7

s 06 AM

View Details

Unclaimed: 2
Unprovisioned: 3059
Unreachable: 1

Untagged Images : 10

Unverified Images : 0

Trends and Insights

0

AP Performance
Advisories

Application QoS Policies

0

Software Image Updates

A1

Q6o o

0

Trend Deviations

View Details

Successful Deploys: 0
Errored Deploys: 0
Stale Policies: 0

Add New Plicy

Success

8

°

In Progress

Assurance dashboard after migration:
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= Cisco DNA Center Assurance / Dashboards / Health SNG4 JAY
Overall Network Client Network Services Applications: SD-Access Al Analytics

Q Global 24 Hours

Actions

Network Devices Wired Clients

sest 100% wun® romuases uresr B0% i, © commecreo:s
Devices ! s 412,350

Wireless Clients

st 2 3% s @ AcTVE: 10888

Network Services ()

(5] AAA (1 SERVER) [5) DNS (2 SERVERS) DHCP (1 SERVER)
Successtul Failed  Successful Falled  Successful Failed
100% (31912) 0% 0 0% 100% (3730)  100% (50} 0% ©

Roadmap and References

The current version of this guide focuses on the Cisco Prime coexistence model, where Cisco Prime Infrastructure is used for network
automation and provisioning and Cisco DNA Center is used for assurance and monitoring. Future revisions of this guide will cover
the use cases of learning device configurations in Cisco DNA Center and adapting the network automation functionality in Cisco
DNA Center. These use cases will enable the complete migration from Cisco Prime Infrastructure to Cisco DNA Center, and eventually
replace Cisco Prime Infrastructure with Cisco DNA Center for full management of the enterprise network.

To learn more about the Cisco Prime Infrastructure-to-Cisco DNA Center migration, consult the following references:

« Cisco Prime Infrastructure to Cisco DNA Center Prime Data Migration Guide
« Cisco Intelligent Capture Deployment Guide

« Cisco Catalyst 9800 Nonfabric Deployment Using Cisco DNA Center

+ Cisco DNA Assurance User Guide

* Cisco DNA Center User Guide
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