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About SWIM Closed Loop Automation

This release supports closed loop automation for software image management (SWIM) between Cisco DNA
Center and ServiceNow. Closed-loop automation consists of a user configuring the provisioning of software
device images in Cisco DNA Center. This configuration information is then communicated directly from
Cisco DNA Center to ServiceNow as an immediate or scheduled change request. The ServiceNow administrator
reviews the change request and either approves or rejects it in ServiceNow. The change request acceptance
or rejection is then communicated back to Cisco DNA Center.

After receipt of an approved change request from ServiceNow, Cisco DNA Center performs the software
update at that time (immediately) or at its scheduled future time.

After Cisco DNA Center successfully performs the software update, a notification (task completed) is sent
back to ServiceNow. If the software update fails, then this is also communicated back to ServiceNow (task
fail), so that the user can then manually perform the software update in Cisco DNA Center.

)

Note Ifthe SWIM provisioning is stopped by the user in Cisco DNA Center during this process, a task termination
notification is sent to ServiceNow.

Perform the following procedures to enable SWIM closed loop automation between Cisco DNA Center and
ServiceNow:

1. Review the requirements to ensure that the prerequisites for this feature have been met. See SWIM Closed
Loop Automation Requirements, on page 2.

2. Review the SWIM closed loop automation workflow to ensure that the required Cisco DNA Center admin
and ServiceNow admin tasks are performed for this feature. See SWIM Closed Loop Automation Workflow,
on page 2.
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SWIM Closed Loop Automation Requirements

The following table lists the requirements for SWIM closed loop automation.

Table 1: SWIM Closed Loop Automation Requirements

Software Product, App, or Procedure Requirement
Cisco DNA Center Release 2.3.3.
Service Now Install or upgrade to a compatible version of ServiceNow mentioned on the

ServiceNow Store website.
Click the following link to access the ServiceNow Store website:

https://store.servicenow.com/sn_appstore_store.do#!/store/application/
03eb0f4ddbf6ba00127978b5ae96197b/2.1.1

Cisco DNA Center app Cisco DNA app (version 2.1.1)
This app is available through the ServiceNow website located at:

https://store.servicenow.com/sn_appstore_store.do#!/store/application/
03eb0f4ddbf6ba00127978b5ae96197b/2.0.0

https://store.servicenow.com/sn_appstore_store.do#!/store/application/
03eb0f4ddbfoba00f27978b5ae96197b/2.1.1

The Cisco DNA app must be installed in your ServiceNow instance by a
ServiceNow administrator.

Cisco DNA Center-to-ServiceNow ITSM integration | See Cisco DNA Center Integration with ServiceNow Using the Cisco DNA
App.

SWIM Closed Loop Automation Workflow

The following table describes the SWIM closed loop automation workflow between Cisco DNA Center and
ServiceNow.

Table 2: SWIM Closed Loop Automation Workflow

Step Description

Step 1 The Cisco DNA Center admin configures the Image Repository to prepare for the provisioning of devices
in the network.

Note See the Manage Software Images chapter in the Cisco DNA Center User Guide for
information about setting up the Image Repository, as well as to review the software image
provisioning process.
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https://store.servicenow.com/sn_appstore_store.do#!/store/application/03eb0f4ddbf6ba00f27978b5ae96197b/2.1.1
https://store.servicenow.com/sn_appstore_store.do#!/store/application/03eb0f4ddbf6ba00f27978b5ae96197b/2.1.1
https://store.servicenow.com/sn_appstore_store.do#!/store/application/03eb0f4ddbf6ba00f27978b5ae96197b/2.0.0
https://store.servicenow.com/sn_appstore_store.do#!/store/application/03eb0f4ddbf6ba00f27978b5ae96197b/2.0.0
https://store.servicenow.com/sn_appstore_store.do#!/store/application/03eb0f4ddbf6ba00f27978b5ae96197b/2.1.1
https://store.servicenow.com/sn_appstore_store.do#!/store/application/03eb0f4ddbf6ba00f27978b5ae96197b/2.1.1
b_dnac_itsm_ig_2_3_3_chapter3.pdf#nameddest=unique_12
b_dnac_itsm_ig_2_3_3_chapter3.pdf#nameddest=unique_12
https://www.cisco.com/c/en/us/support/cloud-systems-management/dna-center/products-user-guide-list.html
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Step

Description

Step 2

The Cisco DNA Center admin distributes the software image to a device or devices at the present time
or schedules this activity for a later time.

Note Before this step is done, ensure that the Cisco DNA Center Automation eventsfor | TSM
(ServiceNow) bundle is configured and activated.
* From the Cisco DNA Center home page, the admin clicks Provision.

* From the Focus drop-down list, the admin chooses Software | mages and selects the device with
the image to upgrade.

* From the Actions drop-down list, the admin chooses Software | mages > Update | mage and does
the following:

« Distribute: Clicks Now to start the distribution immediately or clicks L ater to schedule the
distribution at a specific time.

* Clicks Next.

« Activate: Clicks Now to start the activation immediately or clicks L ater to schedule the
activation at a specific time.

+ Confirm: Clicks Confirm to confirm the update.

Figure 1: Cisco DNA Assurance Provision

= Cisco DNA Center Provision - Devices - Inventory
Inventory Plug and Play
[m] Device Name IPAddress  Device Family HealthScore  Site MAC Address
= A Ao miiiEe
O 20EE 0:63:17:30:18:60
O 18:8b:9d:c7:1f:20
O H 00:01:31:00:04:00 85971
O Ha 1:31:00:05.0 85971
O H 1:31:00:06:00 £ ACCES! 85971
O 0:01:31:0007:00 & ACCES: 85971
O 8597.1
O 85971
o
Note See the Manage Software Images chapter in the Cisco DNA Center User Guide for

detailed information about this step.
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Step

Step 3

Description

After a software image distribution is created in Cisco DNA Center (software image update to be activated

immediately or later), a SWIM event is created and communicated directly to the ServiceNow ITSM as

a change request ticket. This is done through the use of APIs from the Cisco DNA app. The change request

ticket status is new.

The SWIM event appears in the ServiceNow GUI in the ServiceNow Change Requests table.

Figure 2: ServiceNow Change Requests

SErVICENOW. service Management @ cwoem Q@&
Filter navigator = Change Requests m Search  Updated v W 1 to200f224 B PP
= * o K
e 5 8, = Number = Short description = Type = state = Planned start date = Planned end date = Assigned to = Updated v
Search Search Search Search Search Search Search Search

()  cHooowess f‘;z’;‘;'}:‘ d‘:::;i:::::m""“m“y Standard New (empty) (empty) (empty) 2019-10-2213:10:52
()  cHeoososs2 Device Image Outdated Standard New (empty) (empty) (empty) 2019-10-2213:03:48
@ CHG0030653 Device Image Outdated Standard New (empty) (empty) (empty) 2019-10-22 13:03:48
()  cHeoos0ss1 Device Image Outdated Standard New (empty) (empty) (empty) 2016-10-22 13:03:47
5 Network Device Interface Connectivity _
()  CHG0030650 e ey Standard New (empty) (empty) (empty) 2019-10-2209:43:46
() cHoo0068 f‘:g;‘;': d'::i:‘:::: Connecthly  ciandard New (empty) (empty) (empty) 2019-10-22 08:57:10
() cHGo030ses Device Image Outdated Standard New (empty) (empty) (empty) 2019-10-2208:42:17
(D)  cHG0030647 Device Image Qutdated Standard New (empty) (empty) (empty) 2019-10-22 08:42:16
(O Device Image Outdated Standard New (empty) (empty) (empty) 2019-10-2208:42:13
@  CHG00306s ‘Smw;:e"tﬁt:m B Clpationy Standard Closed 2019-10-21 23:47:00 (empty) (empty) 2019-10-2123:52:50
() CcHoooweu fx:@‘ﬂmﬁ:ﬂq R Cination Standard Canceled 2016-10-2200:13:00 (empty) (empty) 2019-10-21 23:44:18
@  CHeoososs3 —Nugls“:;': d?::;i;:‘::j:: Connectivity g ndard New (empty) (empty) (empty) 2019-10-2123:14:40
@  cHGomoeaL Device Image Outdated Standard New (empty) (empty) (empty) 2019-10-2122:58:26
()  CHG0030642 Device Image Outdated Standard New (empty) (empty) (empty) 2019102122682
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Step Description

Step 4 In the Change Requests table, the ServiceNow admin clicks the change request number (identifier) to
open and review its status and data. In the ServiceNow GUI, the ServiceNow admin can edit the change
request. For example, the admin can change the State from 'New' to 'Scheduled' and enter 'Change
Management' for the Assignment group. The ServiceNow admin can also identify the SWIM change
request with information in the Short Description field.

Figure 3: Change Request

SErviCenOW: service Management @ cotmioveer + QP @ &
[r— [ = i @ VM IS oo olow | - Update  CreateCiscoDNAChangeRequest | Resolve || Delete
Number INC0011945 Contact type —None—
% Gler | Cisco Employee 1001 allslo sate | nprogress
DNAAppLog
Gategory | inquiry/Help . mpact | 4
Problems -All
Subcategory ~None-- v Urgency 4
Events - All
Business service Q prosty | 5-Planning
Alerts - All
Configuration tem allalle Assignment group a
Incidents - All
Assignedto Q
= Import Sets.
5 Short description Device name:'CSR_REG_4.cisco.com’ at site: tronic city - *L1LI failed due to Aut te Number m Q
Change - All
Descrption
Related Search Results »
Notes  Related Records = Closure Information ~ Cisco DNA
‘Watch list &l 2 Work notes list &ll&a
Worknotes | Worknotes =

Step 5 The ServiceNow admin now clicks the Cisco DNA tab in the change request. Important additional data
synchronized from Cisco DNA Center to ServiceNow can be viewed in this tab.

Figure 4: Cisco DNA Tab

SErviCeNOW. service Management @ ot - Q @ £
[T — Q= e @ W IS oo folow |~ Updste  CreateCiscoDNAChangeRequest | Resolve | Delete
Number | INCOOL1945 Contacttype None-
* Galler | cisco Employee1001 all«| o Stte | inProgress
DNAADP Log
Category | Inquiry / Help . impact | 4
Problems - All
Subcategory None-- v ugeny | 4
Events - All
Business senvice Q priorty | 5-Planning
Alerts- Al
Configuration item Q&|@ Assignment group aQ
Incidents - All
Assignedto Q
= Import Sets.
% short description Device name:'CSR_REG_4.cisco.com’ at site: dty'- 'LLLL' (AS) Numberm Q
Change-All
Description
Related Search Results >
Notes  Related Records | Closure Information | Cisco DNA
Cisco DNA Network Userid
CiscoDNAEventDomain | ~None--
Cisco360View  htps/ i &
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Step

Description

Step 6

The ServiceNow admin now either approves or rejects the change request ticket in the ServiceNow GUI.

In the Cisco DNA tab, the ServiceNow admin clicks the Approval Statusfield and clicks either Approved
to approve the request or Rejected to reject the request.

Note Before the change request is executed, it must be approved in ServiceNow. Only after an
approval in ServiceNow will the change request be executed in Cisco DNA Center.

Figure 5: Cisco DNA Approval Status Field

— Change Request
< CHGONATT &

11
i

Planning  Schedule Conflicts Nofes  Clasure information  Crsco DNA

Related Links

Miected Cis  Impacted Services/Cls  Appravers  Change Tasks(2)  Problems  Incidents Fined By Change  Incidents Caused By Change

Step 7

After the ServiceNow admin approves the ticket and the status of the change request is changed to
Implement, a notification is sent to Cisco DNA Center. In case the ticket is rejected, the update is sent to
Cisco DNA Center in Scheduled state itself and the ServiceNow ticket is automatically canceled.

Step 8

After a successful software image update in Cisco DNA Center, a notification (task completed) is sent
back to ServiceNow. ServiceNow then closes the change request ticket. The change request ticket closure
is done through the use of APIs from the Cisco DNA app.

Note For a failed software update, ServiceNow reports the failure so that the ServiceNow admin
can manually take action on the change request ticket. For a terminated software update,
the change request ticket is canceled in ServiceNow. The reporting of both a failed software
image update and a terminated software image update are also done through the use of APIs
from the Cisco DNA app.
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Step

Description

Step 9

The Cisco DNA Center admin can review the SWIM event by choosing Runtime Dashboard > Event

Summary.

Note By clicking the individual events in the GUI window, the admin accesses additional GUI
windows that permit direct access to the event in ServiceNow.

Figure 6: Event Summary

= Cisco DNA Center

Runtime Dashboard

API Summary @
Call Status
Total API's
Completed Call Performance

APl Name Version Average Low

No data to display

Integration Flow Summary @

REST-Based (0) | O Fased Schedule-Based (0) | O Foied

Platform - Runtime Dashboard

Event Summary @

2 Y Fiter

Domain ~

published

Know Your Network

DNA Event
Severity  Count

1 o

2
3 o
4

Know Your Network.

Qa e o

Refresh  Last 6 hours v

Event Name Count
BGP Tunnel C 6
Network Device Interface Connectivity - OSPF Adjacency Faiure 6

Showing 2 of 2

Step 10

The Cisco DNA Center admin clicks an event name (link) to view additional detailed data.

Figure 7: Event History

Last 6 hours v

Filter

Eventld

ecf17b41-
4148-45a3
6777
630efibess23

a6
566840075830

cBBBicT2-
Odbe-45a8
034
0891ee4a24af

29b59b1720e

21d6464e-
8a60-dedb
963

84edad3b:

BGP Tunnel Connectivity (6)

Last In-Event Flow

Source

ServiceNow

ServiceNow

ServiceNow

ServiceNow

ServiceNow

Destination

DNACP

DNACP

DNACP

DNACP

DNACP

sm

o 1TSM Status
Incident n Progress
Incident Resolved
Problem Closed/Resolved
RFC Scheduled
Incident Resolved

TsMid

INC0011945

INCO011843

PRB0040050

CHGO030363

INC0011941

Last Updated: a few seconds ago < Refresh

=Q e
fTsM Last 1TSM Entity
1TSM Link
UpdatedTime ~ Severity/Priority

httpsi/ven02561.sevice-now.com/nav_todo?  October 23rd
urisincident.d 2019, 9:3234 5 - Planning
Sys_id=63210e6bdbasdcS0A15(E2a0610f am
hitpsi/ven02561.service-now.com/nav_todo?  October 23rd
urisincident do? 2019,9:0039 5 - Planning
sys_id=45dDa263dbad4cS064154E2ba061974  am

61.senvice-nowcom/nav_todo?  October 23rd

07 2019,8:39:13 4-Low
sys.k 630b344c506415(452089619db o
itpsi/ven02561.service-now.com/nav_todo?  October 23rd
uri=change_request.do? 2019, 731:23 4-Low
Sys_id=44facae7db68cE50475355d3ca061978  am

61 senvice-nowcom/nav_todo?  October 23rd
u o2 2019, 7:2014 5 - Planning

0270068085047 505ad3cag6199  am
Miine /an0DS1 sanica-news cominay ncda?  Cetohes 23t
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Step

Description

Step 11

The Cisco DNA Center admin clicks an event ID number (link) to view only data associated with that
specific event.

Figure 8: Event ID Data

< BGP Tunnel Connectivity

Event History - ecf17b41-4148-45a3-b777-630effbe8623 Last Updated: a few seconds ago < Refresh
V' Filter =

Last In-Event Flow

Soorce Beetination sm Tsm o et ITSM Last ITSMEntity DNA Event
Workflow Status. UpdatedTime ~  Severity/Priority Severity
" av_to.do? October 23rd
ServiceNow  DNACP Incident progress | INC0011845 2019, 9:32:34 5 - Planning 2
“ babaddc5064151482029619fe am
1.service-now.com/nay._to.do? October 23rd
ServiceNow ~ DNACP. Incident New INCOD11945 2019, 9:12:47 5 - Planning 8
5064151482029619fe am
October 23rd
DNACP ServiceNow Incident New NA NA 2019, 9:12:46 NA 2

Step 12

The Cisco DNA Center admin clicks the ITSM Link to return to the ServiceNow Service Management
GUI and specific incident.

Figure 9: ServiceNow Incident

ServiCenOW. service Management

[— < | = e @  I= cco Folow v  Update  CreateCiscoDNAChangeRequest || Resolve  Delete
=
Number | INCOOL1945 Contacttype | ~None- v
Home
* Caller Cisco Employee 1001 alf=] o Sate | Inprogress v
DNAABD Log
Cotegory | Inquiry Help . mpact | 4 E
Problems -All
Subcategory  ~None-- - Ugeny | 4 .
Events-Al
Business service Q priorty | 5-Planning
Alerts-Al
Configuration item Q &0 Assignment group Q
Incidents- All
Assignedto Q
ImportSets
* shortdescription | Device nameCSR_REG_4.cisco.com’ at it , ‘L1 Numberm Q
Change-All
Description

Related Search Results >

Notes | Related Records | Closure Information ~ Cisco DNA

Watchlst | & || & Worknoteslit | @ || &

Work notes Work notes =

. SWIM Closed Loop Automation



	SWIM Closed Loop Automation
	About SWIM Closed Loop Automation
	SWIM Closed Loop Automation Requirements
	SWIM Closed Loop Automation Workflow


