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Subscribe to the Amazon SNS Email Subscription

To receive email notifications from Amazon Simple Notification System (SNS), you can subscribe to the
Amazon SNS email subscription in Cisco Global Launchpad settings. Amazon SNS sends AWS alerts about
deployed resources, changes, or resource over-utilization to the provided email.

Step 1 In the left navigation pane, click the settings icon ().
Step 2 In the Settings pane, in the Email to notify area, enter the preferred email address in the Email I D field.
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Email Address

aws
e aes nter the email address to which notifications should be sent when AWS infrastructure alerts are logged.

Email Id

Region(:)
Al >

aunchpad 1.8.0 - © 2024 Cisco Systems, Inc. Privacy policy Terms of service

When you update an email ID, the old email address is unsubscribed and the new email address is subscribed. Alerts
about VA pods that are created after the email change are sent to the new email address. Alerts about existing VA Pods
are not sent to the new email address.

If an existing user account has not confirmed their email subscription and updates their subscription with a new email
address, both the old and new email addresses are subscribed and remain configured in Amazon SNS.

Note Multiple user accounts should not concurrently update their email ID. If this occurs, the latest updated email
ID is used for email notification.

Step 3 Click Save.

Configure Log Retention

You can set the number of days to keep Amazon CloudWatch logs. By default, the logs are kept indefinitely.

Step 1 In the left navigation pane, click the settings icon ().
The Settings pane is displayed.
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Settings

Email Address

Enter the email address to which notifications should be sent when AWS infrastruct

Email Id
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Log Group Retention in Days

How many days would you like to retain the Amazon CloudWatch logs?

Log Group Retention in Days

3 Days (3 Days) v
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Step 2 Under Log Group Retention In Days, click the Select L og Group Retention In Days drop-down list and choose a
retention period for the Amazon CloudWatch logs.

Step 3 Click Save.

Trigger a Root Cause Analysis (RCA)

On Cisco Global Launchpad, you can trigger a root cause analysis (RCA) to help you identify the root cause
of AWS infrastructure or Catalyst Center VA deployment issues. The RCA operation collects logs from AWS
and stores them in the AWS S3 bucket. The RCA bundle includes backup logs, backend logs, Amazon
CloudWatch alarm logs, and AWS resources and event logs.

Step 1 On the Dashboar d pane, locate the VA pod containing the Catalyst Center VA that you want to trigger an RCA on, and
in the VA pod card, click Create/M anage Cisco Catalyst Center (9).

Step 2 In the bottom-right corner of the Catalyst Center VA card, click the ellipsis icon (...) and choose Trigger RCA.
Step 3 In the Trigger RCA window, in the RCA L ogs area, click Trigger RCA to gather and bundle the AWS logs.
Cisco Global Launchpad uses AWS Config and Amazon CloudWatch to record, assess, and audit the used resources.
Note In the Trigger RCA window, if previous RCAs have been performed, you can view the last five successfully
triggered RCAs in the RCA Logstable.

Dashboard > Test-ip (ap-south-1)
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This process takes a few minutes. After the process completes, the URL to the S3 bucket, where the AWS logs are located,
is displayed.

Step 4 Under Destination, click the URL displayed to go to the AWS S3 bucket.
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AWS Config and Audit Log Details .

The AWS console opens in a new browser window. After you log in to AWS, the contents of the S3 bucket are displayed.
Depending on the resources created, the number of log groups vary.

Objects Properties

Objects (14)

Objects are the fundamental entities stored in Amazon S3. You can use Amazon S5 inventory [} to get a list of all objects in your bucket. For others to access your objects, you'll need to explicitly grant them permissions. Learn more [2}

Actions ¥ Create folder ‘ M upload

[c]

Q. Find objects by prefix
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aws-lambda-LatestAMI_DNScheck/

aws-lambda-LatestAMI_FQDNcheck/
aws-lambda-LatestAMI_PostValidation/
aws-lambda-LatestAMI_VA_CheckCustomerGateway/
aws-lambda-LatestAMI_VA_CheckVPNGateway/
aws-lambda-LatestAMI_VA_DNACInfraCFTStateCheck/
aws-lambda-LatestAMI_VA_DNACRouteTableRoutesCheck/
aws-lambda-LatestAMI_VA_DNACSubnetStateCheck/
aws-lambda-LatestAMI_VA_DNACVPCStateCheck/
aws-lambda-LatestAMI-1673520674407_VA_BackuplnstanceStateCheck/
aws-lambda-LatestAMI-1673520674407_VA_DNACInstanceSGRuleCheck/
aws-lambda-LatestAMI-1673520674407_VA_DNACInstanceStateCheck/

cloud-formation-logs json
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meta-information.json

Type
Folder
Folder
Folder
Folder
Folder
Folder
Folder
Folder
Folder
Folder
Folder
Folder
json

json

1 @
Last modified v Size 4 Storage class
January 12, 2023, 17:13:33 (UTC+05:30) 568.1 KB Standard
January 12, 2023, 17:13:22 (UTC+05:30) 308.0B Standard

AWS Config and Audit Log Details

AWS Config is an AWS tool that continually assesses, monitors, and evaluates resource configurations to aid
in operational troubleshooting by correlating configuration changes to specified events and states. Cisco Global
Launchpad uses AWS Config to audit the configuration. When AWS Config detects a change in the
configuration, Cisco Global Launchpad generates an email notifying you that configuration changes have

taken place.

View Amazon CloudWatch Alarms

Cisco Global Launchpad uses Amazon CloudWatch alarms to monitor resource usage and check for unusual
behavior. The AWS RCA feature also uses Amazon CloudWatch alarms.

If a threshold is met, alerts are sent to the email ID that you configured during your first log in to Cisco Global
Launchpad or to the email ID in the user settings, if it was updated. For more information, see Subscribe to
the Amazon SNS Email Subscription, on page 1.
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\)

Note * The Amazon CloudWatch alarms for lambda functions remain in the insufficient data state unless a
failure occurs in the corresponding lambda function execution. When a lambda function fails, Amazon
CloudWatch gathers the metrics and triggers the alarm. The threshold for all lambda alarms is one, so
Amazon CloudWatch can capture alerts if there are any failure.

* For some alarms, like S3, the metrics are only reported once per day at midnight in Greenwich Mean
Time (GMT). So it may take 24 to 48 hours for the dashboard metrics to update, which is an expected
behavior.

Before you begin

Make sure you successfully configured your AWS account. For more information, see the Cisco DNA Center
on AWS Deployment Guide.

Step 1 Log in to the AWS console.
The AWS console is displayed.

Step 2 From the AWS dashboard, click CloudWatch > Alarms> All Alarms.
The Alarms page displays the status of all the alarms.
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Step 3 On the Alar ms page, enter the environment name used to deploy Catalyst Center in the Search field.

Alarms pertaining to the Catalyst Center instance with the specified environment name are displayed.

Step 4 Click the name of an alarm.

Details about the alarm are displayed in the Detailstab. To view other information, click the Actions, History, or Parent
alarmstabs.
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View Amazon CloudWatch Alarms .
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