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CHAPTER 1

Review the Catalyst Center Appliance Features

« Appliance hardware specifications, on page 1
« Front and rear panels, on page 7

« Physical specifications, on page 21

« Environmental specifications, on page 23
 Power supply specifications, on page 24

Appliance hardware specifications

Cisco provides Catalyst Center as a rack-mountable physical appliance with these hardware specifications.

Medium Catalyst Center appliance

This table provides the hardware specifications for the third-generation medium Catalyst Center appliance.

Table 1: Medium Catalyst Center appliance hardware specifications

Feature Description

Cisco part number DN3-HW-APL

Chassis One rack-unit (LIRU) Cisco Unified Computing System (UCS) C220 M6 chassis
Number of cores 32

Processors Two Intel Xeon Gold 6326 processors.

Memory Eight 32 GB DDR4 3200 MHz registered DIMMs (RDIMMs).

Storage/Disk Management (RAID) | Cisco RAID Controller with 4GB FBWC:
*2x960 GB SSD, RAID 1 (slots 1 and 2)
*2x1.9TB SSD, RAID 1 (slots 3 and 4)

* 6 x 1.9 TB SSD, RAID 10 (slots 5 through 10)
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Review the Catalyst Center Appliance Features |
. Medium Catalyst Center appliance

Feature Description

Network and management 1/0 Supported connectors:

* Two 1-Gbps/10-Gbps/25-Gbps Ethernet ports on the Intel E810-XXVDA2 network
adapter

« Four 1-Gbps/10-Gbps/25-Ghps Ethernet ports on the Intel E810-XXVDA4 network
adapter

Note
These ports are active only when NIC bonding is enabled on the appliance. For more
information, see NIC bonding overview, on page 78.

* One 1-Gb Ethernet dedicated management port (RJ-45 connector)

» Two 1-Gb/10-Gb BASE-T Ethernet LAN ports (RJ-45 connectors)
The dual LAN ports support 10 Gbps, 1 Gbps, 100 Mbps, or 10 Mbps. They
autonegotiate to the correct link speed based on the link partner capability.
These connectors are available but not typically used in the day-to-day operation of Catalyst
Center:
* One RS-232 serial port (RJ-45 connector)
« One VGA video connector port (DB-15 connector)

* Two USB 3.0 ports

« One front-panel keyboard/video/mouse (KVM) connector for use with the KVM
breakout cable. The breakout cable provides two USB 2.0 connectors, one VGA
connector, and one DB-9 serial connector.

Power Two 2300 W AC power supplies.

1 + 1 redundancy.

Cooling Eight hot-swappable fan modules for front-to-rear cooling.

Video The Cisco Integrated Management Controller (CIMC) provides video using the Matrox
G200e video/graphics controller:

« Integrated 2D graphics core with hardware acceleration

* DDR3 memory interface supports up to 512 MB of addressable memory (8 MB is
allocated by default to video memory)

« Supports display resolutions up to 1920 x 1200 16bpp @ 60Hz
« High-speed integrated 24-bit RAMDAC

« Single lane PCI-Express host interface running at Gen 2 speed

ACPI The advanced configuration and power interface (ACPI) 4.0 standard is supported.
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| Review the Catalyst Center Appliance Features

Large Catalyst Center appliance .

Feature Description

Integrated Management Processor | Baseboard Management Controller (BMC) running Cisco Integrated Management
Controller (Cisco IMC) firmware.

Depending on the CIMC settings, you can access the CIMC through the 1GE dedicated
management port, the 1GE/10GE LOM ports, or a Cisco virtual interface card (VIC).

Large Catalyst Center appliance

This table summarizes the hardware specifications for the third-generation large Catalyst Center appliance.

Table 2: Large Catalyst Center appliance hardware specifications

Feature Description

Cisco part number DN3-HW-APL-L

Chassis 1RU Cisco UCS C220 M6 chassis

Number of cores 56

Processors Two Intel Xeon Gold 6348 processors
Memory Twelve 32 GB DDR4 3200 MHz RDIMMs

Storage/Disk Management (RAID) | Cisco RAID Controller with 4GB FBWC:

*2x 960 GB SSD, RAID 1 (slots 1 and 2)
*2x3.8TB SSD, RAID 1 (slots 3 and 4)

* 6 x 3.8 TB SSD, RAID 10 (slots 5 through 10)
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Review the Catalyst Center Appliance Features |
. Large Catalyst Center appliance

Feature Description

Network and management 1/0 Supported connectors:

» Two Ethernet ports (1-Gbps/10-Gbps/25-Gbps) on the Intel E810-XXVDA2 network
adapter

« Four Ethernet ports (1-Gbps/10-Gbps/25-Gbps) on the Intel E810-XXVDA4 network
adapter

Note
These ports are active only when NIC bonding is enabled on the appliance. For more
information, see NIC bonding overview, on page 78.

* One 1-Gb Ethernet dedicated management port (RJ-45 connector)

» Two 1-Gb/10-Gb BASE-T Ethernet LAN ports (RJ-45 connectors)
The dual LAN ports support 10 Gbps, 1 Gbps, 100 Mbps, or 10 Mbps. They
autonegotiate to the correct link speed based on the link partner capability.

These connectors are available but not typically used in the day-to-day operation of Catalyst
Center:

* One RS-232 serial port (RJ-45 connector)
« One VGA video connector port (DB-15 connector)
* Two USB 3.0 ports

« One front-panel keyboard/video/mouse (KVM) connector for use with the KVM
breakout cable. The breakout cable provides two USB 2.0, one VGA, and one DB-9
serial connector.

Power Two 2300 W AC power supplies.

Redundant as 1 + 1.

Cooling Eight hot-swappable fan modules for front-to-rear cooling.

Video Cisco IMC provides video using the Matrox G200e video and graphics controller:

« Integrated 2D-graphics core with hardware acceleration

* DDR3 memory interface supports up to 512 MB of addressable memory (8 MB is
allocated by default to video memory)

« Supports display resolutions up to 1920 x 1200 16bpp @ 60Hz
« High-speed integrated 24-bit RAMDAC

« Single lane PCI-Express host interface running at Gen 2 speed

ACPI The ACPI 4.0 standard is supported.
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Extra large Catalyst Center appliance .

Feature

Description

Integrated Management Processor

BMC running Cisco IMC firmware.

Depending on your CIMC settings, the CIMC can be accessed through the 1GE dedicated
management port, the 1GE/10GE LOM ports, or a Cisco VIC.

Extra large Catalyst Center appliance

This table provides the hardware specifications for the third-generation extra large Catalyst Center appliance.

Table 3: Extra large Catalyst Center appliance hardware specifications

Feature

Description

Cisco part number

DN3-HW-APL-XL

Chassis Two rack-unit (2RU) Cisco UCS C240 M6 chassis
Number of cores 80

Processors Two Intel Xeon Platinum 8380 processors
Memory Twelve 64 GB DDR4 3200 MHz RDIMMs

Storage/Disk Management (RAID)

Cisco RAID Controller with 4GB FBWC:
* 2 x 960 GB SSD, RAID 1 (slots 1 and 2)

*2x3.8TB SSD, RAID 1 (slots 3 and 4)
* 8x 3.8 TB SSD, RAID 10 (slots 5 through 12)

Disk Management (RAID)

Cisco RAID Controller with 4GB FBWC:
* RAID 1 onslots 1 through 4

* RAID 10 on slots 5 through 12
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. Extra large Catalyst Center appliance

Feature Description

Network and management 1/0 Supported connectors:

» Two Ethernet ports (1-Gbps/10-Gbps/25-Gbps) on the Intel E810-XXVDA2 network
adapter

« Four Ethernet ports (1-Gbps/10-Gbps/25-Gbps) on the Intel E810-XXVDA4 network
adapter

Note
These ports are active only when NIC bonding is enabled on the appliance. For more
information, see NIC bonding overview, on page 78.
 One Ethernet port (1-Gbps) dedicated management (RJ-45 connector)
 Two Ethernet LAN ports (1-Gbps/10-Gbps BASE-T) (RJ-45 connectors)
The dual LAN ports support 10 Gbps, 1 Gbps, 100 Mbps, or 10 Mbps. They
autonegotiate to the correct link speed based on the link partner capability.
These connectors are available but not typically used in the day-to-day operation of Catalyst
Center:
* One RS-232 serial port (RJ-45 connector)
« One VGA video connector port (DB-15 connector)
* Two USB 3.0 ports

« One front-panel keyboard/video/mouse (KVM) connector for use with the KVM
breakout cable. The breakout cable provides two USB 2.0, one VGA, and one DB-9
serial connector.

Power Two 2300 W AC power supplies

1 + 1 redundancy

Cooling Six hot-swappable fan modules for front-to-rear cooling.

Video Cisco IMC provides video using the Matrox G200e video/graphics controller:

« Integrated 2D graphics core with hardware acceleration

* Embedded DDR memory interface supports up to 512 MB of addressable memory
(8 MB is allocated by default to video memory)

« Supports display resolutions up to 1920 x 1200 16bpp @ 60Hz
« High-speed integrated 24-bit RAMDAC

« Single lane PCI-Express host interface running at Gen 1 speed

ACPI The ACPI 4.0 standard is supported.
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Front and rear panels .

Feature Description

Integrated Management Processor | BMC running Cisco IMC firmware.

Depending on your CIMC settings, the CIMC can be accessed through the 1GE dedicated
management port, the 1GE/10GE LOM ports, or a Cisco VIC.

Front and rear panels

Click the appropriate link to view a description of the front and rear panels for your third-generation Catalyst
Center appliance.

32-core and 56-core appliances

The figures and tables describe the front and rear panels of the 32- and 56-core third-generation Catalyst
Center appliances.

Figure 1: Front panel
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. 32-core and 56-core appliances

Callout number Description

1 The appliance includes 10 drives.
32-core appliance:
» Two 960 GB SSD (in slots 1 and 2)

* Eight 1.9 TB SSD (in slots 3 through 10)

56-core appliance:
» Two 960 GB SSD (in slots 1 and 2)

* Eight 3.8 TB SSD (in slots 3 through 10)

Each installed drive includes two LEDs: a fault LED on the left and an activity LED on the right.
When the drive fault LED indicates:
« Off: The drive is operating properly.

» Amber: The drive has failed.
» Amber, blinking: The drive is rebuilding.

When the drive activity LED indicates:

* Off: There is no drive in the sled (no access, no fault).
* Green: The drive is ready.

* Green, blinking: The drive is reading or writing data.

i Unit identification (%= :
« Off: The unit identification function is not in use.
* Blue, blinking: The unit identification function is activated.
3 (0
Power button (Z=4):
« Off: There is no AC power to the server.
» Amber: The server is in standby power mode. Power is supplied only to the Cisco IMC and some
motherboard functions.
 Green: The server is in main power mode. Power is supplied to all server components.
4 KVM connector

(used with KVM cable that provides one DB-15 VGA, one DB-9 serial, and two USB 2.0 connectors)
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32-core and 56-core appliances .

Callout number

Description

5

System LED cluster:

(A
* Fan status ( "'j/):
 Green: All fan modules are operating properly.

» Amber, blinking: One or more fan modules breached the non-recoverable threshold.

<
* System health ):

« Green: The server is running in normal operating condition.

« Green, blinking: The server is performing system initialization and memory check.
« Amber, steady: The server is in a degraded operational state (minor fault).

* Amber, 2 blinks: There is a major fault with the system board.

* Amber, 3 blinks: There is a major fault with the memory DIMMs.

« Amber, 4 blinks: There is a major fault with the CPUs.

L
* Power supply status (U):
« Green: All power supplies are operating normally.
* Amber, steady: One or more power supplies are in a degraded operational state.

* Amber, blinking: One or more power supplies are in a critical fault state.

* Network link activity (@Pq>):
« Off: The Ethernet LOM port link is idle.
 Green: One or more Ethernet LOM ports are link-active, but there is no activity.

« Green, blinking: One or more Ethernet LOM ports are link-active, with activity.

» Temperature status (@):

« Green: The server is operating at normal temperature.
« Amber, steady: One or more temperature sensors breached the critical threshold.

« Amber, blinking: One or more temperature sensors breached the non-recoverable threshold.

Cisco Catalyst Center Third-Generation Appliance Installation Guide, Release 3.1.x .



Review the Catalyst Center Appliance Features |

. 32-core and 56-core appliances

Figure 2: Rear panel
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Callout number

Description

1,4

10-Gbps Enterprise Port (Network Adapter 1): In the Maglev Configuration wizard, this port appears as
Network Adapter 1. Connect this port to a switch that provides access to your Enterprise network.

 The primary instance (callout 1) is the left port on the Intel E810-XXVDAZ2 network adapter, in the
appliance's PCle riser 1/slot 1.

« The secondary instance (callout 4) is the second port on the Intel E810-XXVDA4 network adapter, in
the appliance's PCle riser 3/slot 3.

This port has a link status (ACT) LED and a link speed (LINK) LED.
When the link status LED indicates:
« Off: Link is active, but there is no traffic present.

* Green, blinking: Traffic is present on the active link.

When the speed LED indicates:
« Off: No link is present.

« Amber: Link speed is 10 Gbps or less.

Note
Although capable of operating at lower speeds, this port is intended to operate at 10 Gbps only.

. Cisco Catalyst Center Third-Generation Appliance Installation Guide, Release 3.1.x



| Review the Catalyst Center Appliance Features

32-core and 56-core appliances .

Callout number

Description

2,3

10-Gbps Intracluster Port (Network Adapter 2): "In the Maglev Configuration wizard, this port is called
Network Adapter 2. Connect this port to a switch that provides access to the other nodes in the cluster.

» The primary instance (callout 2) is the right port on the Intel EB10-XXVDAZ2 network adapter, in the
appliance's PCle riser 1/slot 1.

* The secondary instance (callout 3) is first port on the Intel E810-XXVDA4 network adapter, in the
appliance's PCle riser 3/slot 3.

This port has a link status (ACT) LED and a link speed (LINK) LED.
When the link status LED indicates:
« Off: Link is active, but there is no traffic present.

« Green, blinking: Traffic is present on the active link.

When the speed LED indicates:
« Off: No link is present.

« Amber: Link speed is 10 Gbps or less.

Note
Although capable of operating at lower speeds, this port is intended to operate at 10 Gbps only.

1-Gbps/10-Ghbps Internet Port (Network Adapter 4): This Ethernet port can support 1 Gbps and 10 Gbps,
depending on the link partner. It is identified as Network Adapter 4 in the Maglev Configuration wizard.
This port is optional. Use it to connect to the internet if you cannot use the 10-Gbps enterprise port. Connect
the port to the internet or to a proxy server that connects to the internet.

This is the secondary instance of the internet port. It is the third port on the Intel E810-XXVDA4 network
adapter, located in the appliance's PCle riser 3, slot 3.

This port has a link status (ACT) LED and a link speed (LINK) LED.
« When the link status LED indicates:

« Off: Link is active, but there is no traffic present.

* Green, blinking: Traffic is present on the active link.

* When the speed LED indicates:
* Off: No link is present.
* Amber: Link speed is 10 Gbps or less.

Note
Although capable of operating at lower speeds, this port is intended to operate at 10 Gbps only.
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. 32-core and 56-core appliances

Callout number

Description

6

1-Gbps/10-Gbps Management Port (Network Adapter 3): This Ethernet port can support 1 Gbps and 10
Gbps, depending on the link partner capability. It is identified as Network Adapter 3 in the Maglev
Configuration wizard. Connect this port to a switch that provides access to your enterprise management
network.

This is the secondary instance of the Management port. It's the fourth port on the Intel E810-XXVDA4
network adapter, in the appliance's PCle riser 3/slot 3.

This port has a link status (ACT) LED and a link speed (LINK) LED.
When the link status LED indicates:

« Off: Link is active, but there is no traffic present.

* Green, blinking: Traffic is present on the active link.

When the speed LED indicates:
« Off: No link is present.

e Amber: Link speed is 10 Gbps or less.

Note
Although capable of operating at lower speeds, this port is intended to operate at 10 Gbps only.

7 Power supplies (two, 1+1 redundancy)
Note
The power supplies receptacles are oriented in the opposite direction from the direction shown in the picture.
8 Modular LAN-on-motherboard (mLOM) card bay (x16 PCle lane)
9 Unit identification button/LED
10 USB 3.0 ports (two)
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32-core and 56-core appliances .

Callout number

Description

11

1-Gbps/10-Gbps Management Port (Network Adapter 3): This Ethernet port can support 1 Gbps and 10
Gbps, depending on the link partner capability. It is identified as Network Adapter 3 in the Maglev
Configuration wizard. Connect this port to a switch that provides access to your enterprise management
network.

This is the primary instance of the Management port. It's labeled 1 on the appliance's rear panel.
This port has a link status (ACT) LED and a link speed (LINK) LED.
* When the link status LED indicates:
* Off: No link is present.
* Green, blinking: Traffic is present on the active link.

« Green: Link is active, but there is no traffic present.

* When the speed LED indicates:
« Off: No link is present.

* Green: Link speed is 10 Ghps.
« Amber: Link speed is 1 Gbps.

Note
Although capable of operating at lower speeds, this port is intended to operate at 10 Gbps only.

12

1-Gbps/10-Ghbps Internet Port (Network Adapter 4): This Ethernet port can support 1 Gbps and 10 Gbps,
depending on the link partner capability. It is identified as Network Adapter 4 in the Maglev Configuration
wizard. This port is optional. Use it to connect to the internet if you cannot use the 10-Gbps enterprise port.
Connect the port to the internet or to a proxy server that connects to the internet..

This is the primary instance of the internet port. It's labeled 2 on the appliance's rear panel.
This port has a link status (ACT) LED and a link speed (LINK) LED.
* When the link status LED indicates:
« Off: No link is present.

* Green, blinking: Traffic is present on the active link.

* Green: Link is active, but there is no traffic present.

* When the speed LED indicates:
« Off: No link is present.
* Green: Link speed is 10 Gbps.
* Amber: Link speed is 1 Gbps.

Note
Although capable of operating at lower speeds, this port is intended to operate at 10 Gbps only.
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. 80-core appliance

Callout number Description

13 1-Gbps Cisco IMC Port: This is the embedded port to the right of the internet port. The port receives an IP
address when you enable browser access to the appliance's Cisco IMC GUI (see Enable browser access to
the Cisco Integrated Management Controller, on page 70). This port is reserved for out-of-band management
of the appliance chassis and software. Connect this port to a switch that provides access to your enterprise
management network.

This port has a link status LED and a link speed LED.
When the link status LED indicates:
 Off: No link is present.

* Green, blinking: Traffic is present on the active link.

« Green: Link is active, but there is no traffic present.

When the speed LED indicates:
« Off: Link speed is 10 Mbps or less.

 Green: Link speed is 1 Ghps.
* Amber: Link speed is 100 Mbps.

14 COM port (RJ-45 connector)

15 VGA video port (DB-15 connector)

80-core appliance

The figures and tables describe the front and rear panels of the 80-core third-generation Catalyst Center
appliance.
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80-core appliance .

Figure 3: Front panel
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Callout number

Description

1

* Off: There is no AC power to the server.

Power button (

« Amber: The server is in standby power mode. Power is supplied only to the Cisco IMC and some
motherboard functions.

« Green: The server is in main power mode. Power is supplied to all server components.

Unit identification (

« Off: The unit identification function is not in use.

« Blue, blinking: The unit identification function is activated.
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. 80-core appliance

Callout number Description

’ System health ():

* Green: The server is running in normal operating condition.

* Green, blinking: The server is performing system initialization and memory check.
« Amber, steady: The server is in a degraded operational state (minor fault). For example:
* Power supply redundancy is lost.
* CPUs are mismatched.
* At least one CPU is faulty.
* At least one DIMM is faulty.

« At least one drive in a RAID configuration failed.

« Amber, 2 blinks: There is a major fault with the system board.
* Amber, 3 blinks: There is a major fault with the memory DIMMs.
« Amber, 4 blinks: There is a major fault with the CPUs.

4 o
Fan status ( "'j/)
« Green: All fan modules are operating properly.

« Amber, blinking: One or more fan modules breached the non-recoverable threshold.

i 8
Temperature status (\.)):
« Green: The server is operating at normal temperature.
« Amber, steady: One or more temperature sensors breached the critical threshold.
» Amber, blinking: One or more temperature sensors breached the non-recoverable threshold.
6

6
Power supply status (Q\:,%:
* Green: All power supplies are operating normally.
« Amber, steady: One or more power supplies are in a degraded operational state.

» Amber, blinking: One or more power supplies are in a critical fault state.
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80-core appliance .

Callout number

Description

7

Network link activity (@F‘ED):
« Off: The Ethernet LOM port link is idle.

* Green: One or more Ethernet LOM ports are link-active, but there is no activity.

« Green, blinking: One or more Ethernet LOM ports are link-active, with activity.

The appliance includes 12 drives:
» Two 960 GB SSD (in slots 1 and 2)
» Ten 3.8 TB SSD (in slots 3 through 12)

Each installed drive has two LEDs: a fault LED on the left and an activity LED on the right.
When the drive fault LED is:

« Off: The hard drive is operating properly.

» Amber: Drive fault detected.

» Amber, blinking: The device is rebuilding.

» Amber, blinking with one-second interval: Drive locate function activated in the software.

When the drive activity LED indicates:
* Off: There is no hard drive in the hard drive tray (no access, no fault).
« Green: The hard drive is ready.

« Green, blinking: The hard drive is reading or writing data.

KVM connector

Use this with a KVVM cable that provides one DB-15 VGA connector, one DB-9 serial connector, and two
USB 2.0 connectors.

Figure 4: Rear panel

PE__ F9PP

50e060680000000400006020
0802030$0308030%e805030"

000000000

OrPALALAPALALELHLHLHL!
050595062620625206000,
282528262626262625252

481954

CRi=n

Cisco Catalyst Center Third-Generation Appliance Installation Guide, Release 3.1.x .



. 80-core appliance

Review the Catalyst Center Appliance Features |

Callout number

Description

1,4

10-Gbps Enterprise Port (Network Adapter 1): This port is identified as Network Adapter 1 in the Maglev
Configuration wizard. Connect it to a switch with connections to the Enterprise network.

« The primary instance (callout 1) is the left port on the Intel E810-XXVDAZ2 network adapter in the
appliance's riser 1A/slot 2.

 The secondary instance (callout 4) is the second port on the Intel E810-XXVDA4 network adapter in
the appliance's riser 3A/slot 5.

This port has a link status (ACT) LED and a link speed (LINK) LED.
When the link status LED indicates:

« Off: Link is active, but there is no traffic present.

« Green, blinking: Traffic is present on the active link.

When the speed LED indicates:
« Off: No link is present.

« Amber: Link speed is 10 Gbps or less.

Note
Although capable of operating at lower speeds, this port is intended to operate at 10 Gbps only.

2,3

10-Gbps Intracluster Port (Network Adapter 2): This port is identified as Network Adapter 2 in the Maglev
Configuration wizard. Connect this port to a switch with connections to the other nodes in the cluster.

« The primary instance (callout 2) is the right port on the Intel E810-XXVDAZ2 network adapter, in the
appliance's riser 1A/slot 2.

 The secondary instance (callout 3) is the first port on the Intel E810-XXVDAA4 network adapter, in the
appliance's riser 3A/slot 5.

This port has a link status (ACT) LED and a link speed (LINK) LED.
When the link status LED indicates:
« Off: Link is active, but there is no traffic present.

« Green, blinking: Traffic is present on the active link.

When the speed LED indicates:
« Off: No link is present.
e Amber: Link speed is 10 Gbps or less.

Note
Although capable of operating at lower speeds, this port is intended to operate at 10 Gbps only.
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Callout number Description

5 1-Gbps/10-Gbps Internet Port (Network Adapter 4): This Ethernet port can support 1 Gbps and 10 Gbps,
depending on the link partner. It is identified as Network Adapter 4 in the Maglev Configuration wizard.
This port is optional and is used for connecting to the internet when it is not possible to do so via the 10-Gbps
Enterprise port. Connect to the internet or a proxy server that has connections to the internet.

This is the secondary instance of the internet port. It's the third port on the Intel E810-XXVDAA4 network
adapter, in the appliance's riser 3A/slot 5.

This port has a link status LED and a link speed LED. When the status LED is:
* When the link status LED indicates:

« Off: Link is active, but there is no traffic present.

* Green, blinking: Traffic is present on the active link.

« When the speed LED indicates:
« Off: No link is present.
« Amber: Link speed is 10 Gbps or less.

Note
Although capable of operating at lower speeds, this port is intended to operate at 10 Gbps only.

6 1-Gbps/10-Gbps Management Port (Network Adapter 3): This Ethernet port can support 1 Gbps and 10
Gbps, depending on the link partner. It is identified as Network Adapter 3 in the Maglev Configuration
wizard. Connect this port to a switch that provides access to your enterprise management network.

This is the secondary instance of the Management port. It's the fourth port on the Intel E810-XXVDA4
network adapter, in the appliance's riser 3A/slot 5.

This port has a link status LED and a link speed LED. When the status LED is:
« When the link status LED indicates:

« Off: Link is active, but there is no traffic present.

* Green, blinking: Traffic is present on the active link.

* When the speed LED indicates:
* Off: No link is present.
* Amber: Link speed is 10 Gbps or less.

Note
Although capable of operating at lower speeds, this port is intended to operate at 10 Gbps only.

7 Modular LAN-on-motherboard (mLOM) card bay (x16 PCle lane)
8 Unit identification button and LED
9 USB 3.0 ports (two)

Cisco Catalyst Center Third-Generation Appliance Installation Guide, Release 3.1.x .



. 80-core appliance

Review the Catalyst Center Appliance Features |

Callout number

Description

10

1-Gbps/10-Gbps Management Port (Network Adapter 3): This Ethernet port can support 1 Gbps and 10
Gbps, depending on the link partner. It is identified as Network Adapter 3 in the Maglev Configuration
wizard. Connect this port to a switch that provides access to your enterprise management network.

This is the primary instance of the Management port. It's on the rear panel of the appliance, to the right of
the second USB port.

This port has a link status (ACT) LED and a link speed (LINK) LED.
* When the link status LED indicates:

« Off: No link is present.

* Green, blinking: Traffic is present on the active link.

« Green: Link is active, but there is no traffic present.

* When the speed LED indicates:
« Off: No link is present.

* Green: Link speed is 10 Gbps.
« Amber: Link speed is 1 Gbps.

Note
Although capable of operating at lower speeds, this port is intended to operate at 10 Gbps only.

11

1-Gbps/10-Gbps Internet Port (Network Adapter 4): This Ethernet port can support 1 Gbps and 10 Gbps,
depending on the link partner. It is identified as Network Adapter 4 in the Maglev Configuration wizard.
This port is optional and is used for connecting to the internet when it is not possible to do so via the 10-Gbps
Enterprise port. Connect to the internet or a proxy server that has connections to the internet.

This is the primary instance of the internet port. It's on the rear panel, between the Management and Cisco
IMC ports.

This port has a link status (ACT) LED and a link speed (LINK) LED.
» When the link status LED indicates:
* Off: No link is present.
* Green, blinking: Traffic is present on the active link.

« Green: Link is active, but there is no traffic present.

* When the speed LED indicates:
« Off: No link is present.

* Green: Link speed is 10 Ghps.
« Amber: Link speed is 1 Gbps.

Note
Although capable of operating at lower speeds, this port is intended to operate at 10 Gbps only.
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Callout number

Description

12

1-Gbps Cisco IMC Port: This is the embedded port to the right of the internet port. It is assigned an IP
address when you enable browser access to the appliance's Cisco IMC GUI (see Enable browser access to
the Cisco Integrated Management Controller, on page 70). This port is reserved for out-of-band management
of the appliance chassis and software. Connect this port to a switch that provides access to your enterprise
management network.

This port has a link status LED and a link speed LED.
When the link status LED indicates:
« Off: No link is present.

* Green, blinking: Traffic is present on the active link.

« Green: Link is active, but there is no traffic present.

When the speed LED indicates:
« Off: Link speed is 10 Mbps or less.

 Green: Link speed is 1 Ghps.
« Amber: Link speed is 100 Mbps.

13 COM port (RJ-45 connector)
14 VGA video port (DB-15 connector)
15 Power supplies (two, 1+1 redundancy)

Physical specifications

Click the appropriate link to view the physical specifications for your third-generation Catalyst Center appliance.

32-core and 56-core appliances

This table lists the physical specifications for the 32-core and 56-core third-generation Catalyst Center
appliances.

Description | Specification

Height 1.7in. (43.2 mm)

Width 16.9in. (429.0 mm)

Depth Server only: 30 in. (762 mm)

(length) Server with slide rail: 31.5 in (800.1 mm)
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Weight « Maximum, fully configured with rail kit: 42.432 1b (19.25
kg)
« Maximum, not configured, no rail kit: 22.32 1b (10.13
kg)

80-core appliance

This figure shows the height, width, and depth of the chassis as measured to different locations.

31.45 [798.8] Bezel to Rear 1/O
30.57 [776.5] Front Drive to Rear /O
- 29.99 [761.7] slam laich to Rear I/O
.55 [13.9] Slam latch to Rack post
7.60 [193.1] Rear I/0 to CMA rear end
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This table lists additional physical specifications for appliance.
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Description

Specification

Server weight

¢ SFF 12-drive server:

» Maximum, fully configured with rail kit:
49.2 Ib (20.28 kg)

* Minimum, empty chassis, no rail kit: 35.7
Ib (16.2 kg)
 SFF 24-drive server:

« Maximum, fully configured with rail kit:
61.7 Ib (26.67 kg)

« Minimum, empty chassis, no rail kit: 33.14
Ib (15.03 kg)
e LFF 12-drive server:

» Maximum, fully configured with rail kit:
66.75 Ib (28.0 kg)

* Minimum, empty chassis, no rail kit: 39.13

Ib (17.75 kqg)
Front Clearance 3in. (76 mm)
Side Clearance lin. (25 mm)
Rear Clearance 6 in. (152 mm)

Environmental specifications

Table 4: Catalyst Center appliance environmental specifications

Table 4: Catalyst Center appliance environmental specifications, on page 23 lists the environmental
specifications for the 32-core, 56-core, and 80-core third-generation Catalyst Center appliances.

Description

Specification

Temperature, Operating

Dry bulb temperature of 10°C to 35°C (50°F to 95°F)

Maximum temperature change of 20°C (36°F) per hour (a temperature change
within a specified period of time and not a rate of change)

Humidity condition: Uncontrolled, not to exceed 50% RH starting condition

Reduce the maximum operating temperature by 1°C (33.8°F) per every 305 meters
(1001 feet) of altitude above 900 meters (2953 feet)
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Temperature, Extended Operating

5°C to 40°C (41°F to 104°F) with no direct sunlight
Humidity condition: Uncontrolled, not to exceed 50% RH starting condition

Reduce the maximum operating temperature by 1°C (33.8°F) per every 305 meters
(1001 feet) of altitude above 900 meters (2953 feet)

Temperature, non-operating

(when the server is stored or transported)

Dry bulb temperature of 40 °C to 65 °C (-40°F to 149 °F)

Humidity (RH), operating

10% to 90% and 28°C (82.4°F) maximum dew-point temperature, non-condensing
environment

Minimum to be higher (more moisture) of -12 °C (10.4 °F) dew point or 8% relative
humidity

Maximum to be 24 °C (75.2 °F) dew point or 90% relative humidity

Humidity (RH), non-operating

(when the server is stored or transported)

5% to 93% relative humidity, non-condensing, with a maximum wet bulb
temperature of 28 °C across the 20 °C to 40 °C dry bulb range.

Altitude, operating

A maximum elevation of 3050 meters (10,006 feet)

Altitude, non-operating

(when the server is stored or transported)

An elevation of 0 to 12,000 meters (39,370 feet)

Operation at 73°F (23°C)

Maximum Operating Duration Unlimited
Sound power level 55
Measure A-weighted per ISO7779 LwAd (Bels)

Operation at 73°F (23°C)

Sound pressure level 40

Measure A-weighted per ISO7779 LpAm (dBA)

Power supply specifications

The specifications for the power supplies provided with the Catalyst Center appliance are listed in these topics.
All versions of the third-generation appliance ship with two 2300 W power supplies (Cisco part number

UCSC-PSU1-2300W).

Click the appropriate link to view the power supply specifications for your appliance.
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\)

Note » For specific power information for the exact configuration of your appliance, use the Cisco UCS Power
Calculator: http://ucspowercalc.cisco.com.

* For the 80PLUS platinum certification documented in these topics, you can find test results at
https://www.clearesult.com/80plus/.

32-core and 56-core appliances

Parameter Specification
Input Connector IEC320 C20
Input Voltage Range (Vrms) 100 to 240

Maximum Allowable Input Voltage Range (Vrms) |90 to 264

Frequency Range (Hz) 50 to 60
Maximum Allowable Frequency Range (Hz) 47 t0 63
Maximum Rated Output (W) 2300

Limited to 1200 W when operating at low-line input
voltage (100-127 V)

Maximum Rated Standby Output (W) 36

Nominal Input Voltage (Vrms) 100 120 208 230

Nominal Input Current (Arms) 13 11 12 10.8
Maximum Input at Nominal Input Voltage (W) 1338 1330 2490 2480
Maximum Input at Nominal Input Voltage (VA) 1351 1343 2515 2505
Minimum Rated Efficiency (%) 92 92 93 93

This is the minimum rating required to achieve
80PLUS platinum certification. For certified values,
see the test reports published at
http://www.80plus.org/.

Minimum Rated Power Factor 0.99 0.99 0.97 0.97

This is the minimum rating required to achieve
80PLUS platinum certification. For certified values,
see the test reports published at
http://www.80plus.org/.

Maximum Inrush Current (A peak) 30

Maximum Inrush Current (ms) 0.2
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Parameter

Specification

Minimum Ride-Through Time (ms)

Time output voltage remains within regulation limits
at 100% load during input voltage dropout.

12

80-core appliance

Parameter Specification
Input Connector IEC320 C20
Input Voltage Range (Vrms) 100 to 240
Maximum Allowable Input Voltage Range (Vrms) |90 to 264
Frequency Range (Hz) 50 to 60
Maximum Allowable Frequency Range (Hz) 4710 63
Maximum Rated Output (W) 2300

Limited to 1200 W when operating at low-line input
voltage (100-127 V)

Maximum Rated Standby Output (W) 36

Nominal Input Voltage (Vrms) 100 120 208 230
Nominal Input Current (Arms) 13 11 12 10.8
Maximum Input at Nominal Input Voltage (W) 1338 1330 2490 2480
Maximum Input at Nominal Input Voltage (VA) 1351 1343 2515 2505
Minimum Rated Efficiency (%) 92 92 93 93
This is the minimum rating required to achieve

80PLUS platinum certification. For certified values,

see the test reports published at

http://www.80plus.org/.

Minimum Rated Power Factor 0.99 0.99 0.97 0.97
This is the minimum rating required to achieve

80PLUS platinum certification. For certified values,

see the test reports published at

http://www.80plus.org/.

Maximum Inrush Current (A peak) 30

Maximum Inrush Current (ms) 0.2
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Parameter Specification

Minimum Ride-Through Time (ms) 12

Time output voltage remains within regulation limits
at 100% load during input voltage dropout.
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CHAPTER 2

Plan the Deployment

* Planning workflow, on page 29

« Catalyst Center and Cisco Software-Defined Access, on page 30

« Interface cable connections, on page 30

« Required IP addresses and subnets, on page 34

* Required internet URLs and fully qualified domain names, on page 37
* Provide secure access to the internet, on page 41

» Communication ports, on page 41

« HTTP port 80 exception list, on page 46

« Disaster recovery ports, on page 47

* Required ports and protocols for Cisco Software-Defined Access, on page 49
* Required configuration information, on page 56

« Required first-time setup information, on page 57

« Password policy, on page 58

« Password requirements, on page 59

Planning workflow

Complete these planning and information-gathering tasks before installing, configuring, and setting up your
Catalyst Center appliance. After you finish these tasks, install your appliance in the data center.

1.

Review the recommended cabling and switching requirements for standalone and cluster installations.
See Interface cable connections, on page 30.

Gather IP addresses, subnets, and other IP traffic information to apply during appliance configuration.
See Required IP addresses and subnets, on page 34.

Prepare a solution that provides the required access to web-based resources. See Required internet URLS
and fully qualified domain names, on page 37 and Provide secure access to the internet, on page 41.

Reconfigure the firewalls and security policies for Catalyst Center traffic. See Communication ports, on
page 41. If you are using Catalyst Center to manage a Cisco Software-Defined Access (SD-Access)
network, see also Required ports and protocols for Cisco Software-Defined Access.

Gather the additional information that is used during appliance configuration and first-time setup. See
Required configuration information, on page 56 and Required first-time setup information, on page 57.
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Catalyst Center and Cisco Software-Defined Access

You can use Catalyst Center to manage any type of network, including networks that employ the Cisco
SD-Access fabric architecture. Cisco SD-Access transforms conventional networks into intent-based networks,
so that you can automate tasks such as configuration, provisioning, and troubleshooting. The Cisco SD-Access
solution accelerates network adaptation to business needs, improves issue resolution, and minimizes
security-breach impacts.

This guide provides an overview of the Cisco SD-Access solution. If you plan to implement a Cisco SD-Access
fabric with Catalyst Center, you can find more information and guidance in these resources

« For more information about how Catalyst Center leverages Cisco SD-Access to automate solutions that
are not possible with typical networking approaches and techniques, see the Cisco Software-Defined
Access Solution Design Guide.

« For guidance in using Cisco SD-Access access segmentation to enhance network security, see the
SD-Access Segmentation Design Guide.

« For more information about Catalyst Center and the Cisco SD-Access solution working together with
other Cisco and third-party products, see the Design Zone.

Interface cable connections

Connect the ports on the appliance to a switch that provides these types of network access. You must configure
the Enterprise port and Intracluster port interfaces at a minimum, because they are essential for Catalyst Center
functionality.

When NIC bonding is enabled on a third-generation appliance, a secondary instance of the Enterprise port,
Intracluster port, Management port, and Internet port resides on the Intel E810-XXVDA4 NIC. Connect these
ports to a switch that's different from the one that you will connect to the primary instance of these ports (see
NIC bonding overview, on page 78).

\)

Note » During appliance configuration, the Maglev Configuration wizard prevents you from continuing until
you assign the Cluster Link option to an interface. For both single-node and three-node deployments
in a production environment, assign the Intracluster port as the Cluster Link.

* You cannot change the interface marked as the Cluster Link after configuration completes. To change
it, you must reimage the appliance. (For a description of the tasks you need to complete in order to
reimage your Catalyst Center appliance, see Reimage the appliance, on page 80.) Set up the Cluster Port
with an IP address to support the expansion to a three-node cluster. Connect the cluster link interface to
a switch port, and ensure it is in the UP state.

* To build multiple clusters, you must use a separate IP scheme for each cluster to prevent cross-cluster
interaction and corruption.

* (Required) 10-Gbps Enterprise port (network adapter 1): The purpose of this port is to enable Catalyst
Center to communicate with and manage your network. Connect this port to a switch with connections
to the enterprise network and configure one IP address with a subnet mask for the port.
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Interface cable connections .

Primary instance:

* This is the left port on the 32-core and 56-core Intel E810-XXVDAZ2 NIC, in the appliance PCle
riser 1/slot 1.

* This is the left port on the 80-core Intel E810-XXVDA2 NIC, in the appliance riser 1A/slot 2.

Secondary instance:

* This is the second port on the 32-core and 56-core Intel EB10-XXVDA4 NIC, in the appliance PCle
riser 3/slot 3.

« This is the second port on the 80-core Intel E810-XXVDA4 network adapter, in the appliance riser
3A/slot 5.

* (Required) 10-Gbps Intracluster port (network adapter 2): The purpose of this port is to enable

communications among the primary and secondary nodes in a cluster. Connect this port to a switch with
connections to the other nodes in the cluster and configure one IP address with a subnet mask for the
port.

Primary instance:

* This is the right port on the 32-core and 56-core Intel EB10-XXVDA2 NIC, in the appliance PCle
riser 1/slot 1.

* This is the right port on the 80-core Intel E810-XXVDA2 network adapter, in the appliance riser
1A/slot 2.

Secondary instance:

* This is first port on the 32-core and 56-core Intel E810-XXVDA4 NIC, in the appliance PCle riser
3/slot 3.

« This is the first port on the 80-core Intel E810-XXVDAA4 NIC, in the appliance riser 3A/slot 5.

* (Optional) 1-Gbps/10-Gbps Management port (network adapter 3): This port provides access to the

Catalyst Center GUI so you can use the software on the appliance. Connect this port to a switch with
connections to your enterprise management network, and configure one IP address with a subnet mask
for the port.

Primary instance:

* This is labeled 1 on the 32-core and 56-core appliance rear panel.

* This is on the 80-core appliance rear panel, to the right of the second USB port.

Secondary instance:

* This is the fourth port on the 32-core and 56-core Intel EB10-XXVDA4 NIC, in the appliance PCle
riser 3/slot 3.

* This is the fourth port on the 80-core Intel E810-XXVDA4 network adapter, in the appliance riser
3A/slot 5.

* (Optional) 1-Gbps/10-Gbps Internet port (network adapter 4): This port, labeled 2 on the rear panel,

is optional. Use it only if you cannot connect the appliance to the Internet (including to your Internet
proxy server) using the 10-Gbps Enterprise Port (Network Adapter 1). If you need to use this port, connect
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it to a switch with connections to your Internet proxy server and configure one IP address with a subnet
mask for the port.

Primary instance:

* This is labeled 2 on the 32-core and 56-core appliance rear panel.

« This is on the 80-core appliance rear panel, between the Management and Cisco IMC ports.

Secondary instance:

* This is the third port on the 32-core and 56-core Intel E810-XXVDA4 NIC, in the appliance PCle
riser 3/slot 3.

* This is the third port on the 80-core Intel E810-XXVDA4 network adapter, in the appliance riser
3A/slot 5.

« (Optional, but strongly recommended) 1-Gbps Cisco IMC port: This port, located to the right of the
Internet port on all third-generation Catalyst Center appliances, provides browser access to the Cisco
IMC out-of-band appliance management interface and its GUI. Its purpose is to allow you to manage
the appliance and its hardware. Connect this port to a switch with connections to your enterprise
management network and configure an IP address with a subnet mask for the port.

These figures show the recommended connections for a single-node Catalyst Center cluster, as well as the
label that's assigned to each interface:

Figure 5: Recommended cabling for 32-core and 56-core appliance
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D 1-Gbps/10-Gbps Management Port (Network Adapter 3)
@ 1-Gbps/10-Gbps Internet Port (Network Adapter 4)
@ 1-Gbps Cisco IMC Port
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Note  For both the management and internet interface, their primary instance has a bandwidth of 1 Gbps and their
secondary instance 10 Gbps.
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Figure 6: Recommended cabling for 80-core appliance
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Note For both the Management and Internet interface, their primary instance has a bandwidth of 1 Gbps and their
secondary instance 10 Gbps.

The connections for each node in a three-node Catalyst Center cluster are the same as those for a single-node
cluster and use the same ports. Do this when you cable a three-node cluster:

« Connect the primary instance of each node's Enterprise Port, Intracluster Port, Management Port, Internet
Port, and the Cisco IMC port to the primary switch.

« Connect the secondary instance of each node's Enterprise Port, Intracluster Port, Management Port, and
Internet Port to the secondary switch.

For more details on each of the ports, see the rear panel diagram and accompanying descriptions for your
chassis in Front and rear panels, on page 7.

\)

Note  Multinode cluster deployments require all the member nodes to be in the same network and at the same site.
The appliance does not support distribution of nodes across multiple networks or sites.

Supported media types for cabling the 10 Gbps enterprise and cluster ports include:
» SFP-10G-SR-S (Short range, MMF)
* SFP-10G-LR (Long range, SMF)
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* SFP-H10GB-CU1M (Twinax cable, passive, 1 meter (3.28 feet))
» SFP-H10GB-CU3M (Twinax cable, passive, 3 meters (9.84 feet))
* SFP-H10GB-CU5M (Twinax cable, passive, 5 meters (16.4 feet))
* SFP-H10GB-ACU7M (Twinax cable, active, 7 meters (23 feet))

Required IP addresses and subnets

Before beginning the installation, you must ensure that your network has sufficient IP addresses available to
assign to each of the appliance ports that you plan on using. Depending on whether you are installing the
appliance as a single-node cluster or as a primary or secondary node in a three-node cluster, you will need
these appliance port (NIC) addresses:

 Enterprise port address (Required): One IP address with a subnet mask.
* Cluster port address (Required): One IP address with a subnet mask.
» Management port address (Optional): One IP address with a subnet mask.

« Internet port address (Optional): One IP address with a subnet mask. This is an optional port, used
only when you cannot connect to the cloud using the Enterprise port. You do not need an IP address for
the Internet port unless you must use it for this purpose.

* CIMC port address (Optional, but strongly recommended): One IP address with a subnet mask.

\}

Note  All of the IP addresses called for in these requirements must be valid 1Pv4 addresses with valid IPv4 netmasks.
Ensure that the addresses and their corresponding subnets do not overlap. Service communication issues can
result if they do.

You will also need additional IP addresses and dedicated IP subnets, which are prompted for and applied
during the configuration of the appliance, including:

« Cluster virtual IP addresses: One virtual IP (VIP) address per configured network interface per cluster.
This requirement applies to three-node clusters and single-node clusters that are likely to be converted
into a three-node cluster in the future. You must supply a VIP for each network interface you configure.
Each VIP should be from the same subnet as the IP address of the corresponding configured interface.

There are four interfaces on each appliance: Enterprise, Cluster, Management, and Internet. At a minimum,
you must configure the Enterprise and Cluster port interfaces, because they are required for Catalyst
Center functionality. An interface is considered configured if you supply an IP address for that interface,
along with a subnet mask and one or more associated gateways or static routes. If you skip an interface
entirely during configuration, that interface is considered as not configured.

. Cisco Catalyst Center Third-Generation Appliance Installation Guide, Release 3.1.x



| Plan the Deployment

Required IP addresses and subnets .

A

Note « If you have a single-node setup and do not plan to convert it into a three-node
cluster in the future, you are not required to specify a VIP address. However,
if you decide to do so, you must specify a VIP address for every configured
network interface as if you were configuring for a three-node cluster.

« If the intracluster link for a single-node cluster fails, the VIP addresses
associated with the Management and Enterprise interfaces also fail. When
this happens:

« Catalyst Center is unusable until the intracluster link is restored.

* The Software Image Management [SWIM] and Cisco Identity Services
Engine [ISE] integration becomes non-operational.

« Cisco Catalyst Assurance data cannot be gathered from Network Data
Platform [NDP] collectors.

« Do not use a link-local or nonroutable IP address for the Enterprise or
Management interface.

* Default gateway IP address: The IP address for your network's preferred default gateway. If no other
routes match the traffic, traffic will be routed through this IP address. Typically, you should assign the
default gateway to the interface in your network configuration that accesses the internet. For information
on security considerations to keep in mind when deploying Catalyst Center, see the Cisco Catalyst Center
Security Best Practices Guide.

DNS server IP addresses: The IP addresses for your network's preferred Domain Name System (DNS)
servers. Specify up to three DNS server IP addresses as a space-separated list during configuration. Make
sure the DNS servers have an entry for localhost that resolves to 127.0.0.1; otherwise, network validation
will fail.

A

Caution  Problems can occur if you specify more than three servers for an appliance.

(Optional) Static route addresses: The IP addresses, subnet masks, and gateways for one or more static
routes. During configuration, you can specify multiple static-route IP addresses, netmasks, and gateways
by entering them as a space-separated list.

You can set one or more static routes for an interface on the appliance. You should supply static routes
when you want to route traffic in a specific direction other than the default gateway. Each of the interfaces
with static routes will be set as the device through which the traffic will be routed in the IP route command
table. For this reason, it is important to match the static route directions with the interface through which
the traffic will be sent.

Static routes are not recommended in network device routing tables, like those used by switches and
routers. Dynamic routing protocols are better for this. However, you should add static routes where
needed, to allow the appliance access to particular parts of the network that can be reached no other way.

* NTP server IP addresses: The DNS-resolvable hostname or IP address for at least one Network Time
Protocol (NTP) server.
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During configuration, you can specify multiple NTP server IP addresses/masks or hostnames by entering
them as a space-separated list. For a production deployment, we recommend that you configure a minimum
of three NTP servers.

Specify these NTP servers during preflight hardware synchronization, and again during the configuration
of the software on each appliance in the cluster. Time synchronization is critical to the accuracy of data
and the coordination of processing across a multihost cluster. Before deploying the appliance in a
production environment, make sure that the time on the appliance system clock is current and that the
NTP servers you specified are keeping accurate time. If you are planning to integrate the appliance with
ISE, you should also ensure that ISE is synchronizing with the same NTP servers as the appliance.

Container subnet: Identifies one dedicated IP subnet for the appliance to use in managing and getting
IP addresses for communications among its internal application services, such as Assurance, inventory
collection, and so on. By default, Catalyst Center configures a link-local subnet (169.254.32.0/20) for
this parameter. We recommend that you use this subnet. If you decide to enter another subnet, ensure
that it does not conflict or overlap with any other subnet used by Catalyst Center's internal network or
any external network. Also ensure that the minimum size of the subnet is 21 bits. The subnet you specify
must conform with the IETF RFC 1918 and RFC 6598 specifications for private networks, which support
these address ranges:

+10.0.0.0/8
+172.16.0.0/12
+ 192.168.0.0/16
+ 100.64.0.0/10

For details, see RFC 1918, Address Allocation for Private Internets, and RFC 6598, IANA-Reserved
IPv4 Prefix for Shared Address Space.

Important

« Ensure that you specify a valid CIDR subnet. Otherwise, incorrect bits will
be present in the 172.17.1.0/20 and 172.17.61.0/20 subnets.

« After configuration of your Catalyst Center appliance is completed, you
cannot assign a different subnet without first reimaging the appliance (see
Reimage the appliance, on page 80).

Cluster subnet: Identifies one dedicated IP subnet for the appliance to use in managing and getting IPs
for communications among its infrastructure services, such as database access, the message bus, and so
on. By default, Catalyst Center configures a link-local subnet (169.254.48.0/20) for this parameter, and
we recommend that you use this subnet. If you decide to enter another subnet, ensure that it does not
conflict with or overlap any other subnet used by Catalyst Center's internal network or any external
network. Also ensure that the minimum size of the subnet is 21 bits. The subnet you specify must conform
with the IETF RFC 1918 and RFC 6598 specifications for private networks, which support these address
ranges:

+10.0.0.0/8
+172.16.0.0/12
+192.168.0.0/16
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» 100.64.0.0/10
For details, see RFC 1918, Address Allocation for Private Internets, and RFC 6598, IANA-Reserved
IPv4 Prefix for Shared Address Space.

If you were to specify 10.10.10.0/21 as your Container subnet, you could also specify a Cluster subnet
of 10.0.8.0/21 since these two subnets do not overlap. Also, the configuration wizard detects overlaps
(if any) between these subnets and prompts you to correct the overlap.

|

Important « Ensure that you specify a valid CIDR subnet. Otherwise, incorrect bits will

be present in the 172.17.1.0/20 and 172.17.61.0/20 subnets.

« After configuration of your Catalyst Center appliance is completed, you
cannot assign a different subnet without first reimaging the appliance (see
Reimage the appliance, on page 80).

« When entering an IP address for the Cluster port, container subnet, or cluster
subnet, don't specify an address that falls within the 169.254.0.0/23 subnet.

The recommended total IP address space for the two Container and Cluster subnets contains 4,096 addresses,
broken down into two /21 subnets of 2,048 addresses each. The two /21 subnets must not overlap. The Catalyst
Center internal services require a dedicated set of IP addresses. This is a Catalyst Center microservice
architecture requirement. To accommodate this requirement, you must allocate two dedicated subnets for each
Catalyst Center system.

The appliance requires this amount of address space to maintain system performance. It uses internal routing
and tunneling technologies for east-west (internode) communications. Using overlapping address spaces forces
the appliance to run Virtual Routing and Forwarding (VRF) FIBs internally. This process creates multiple
encapsulation and decapsulation steps for packets going between services. These steps cause high internal
latency and result in cascading impacts at higher layers.

The Kubernetes-based service containerization architecture of Catalyst Center is another reason. Each appliance
uses the IP addresses in this space for each Kubernetes K8 node. Multiple nodes can make up a single service.
Currently, Catalyst Center supports more than 100 services, each requiring several IP addresses, and new
features and corresponding services are being added all the time. The address space requirement is intentionally
large to ensure that Cisco can add new services and features without running out of IP addresses. This also
avoids requiring the reallocation of contiguous address spaces when upgrading systems.

The services supported over these subnets are also enabled at Layer 3. The Cluster space, in particular, carries
data between application and infrastructure services, and is heavily used.

The RFC 1918 and RFC 6598 requirement is because of the requirement by Catalyst Center to download
packages and updates from the cloud. If the selected IP address ranges do not conform with RFC 1918 and
RFC 6598, this can quickly lead to problems with public IP address overlaps.

Required internet URLs and fully qualified domain names

You must provide secure access to the required URLSs and Fully Qualified Domain Names (FQDNSs) for the
appliance to function.
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This table describes the features that make use of each URL and FQDN. You must configure either your
network firewall or a proxy server so that IP traffic can travel to and from the appliance and these resources.

A

Caution  If you do not provide access to the listed URLs and FQDNSs, the associated features will not work as intended.

)

Note » The appliance interface configured to route internet-bound traffic serves as the source for all
communications.

» Since the destination domain names for third-party vendors may change without notice, it is mandatory
to specify them using wildcards.

For more information about internet proxy access requirements, see Provide secure access to the internet.

Table 5: Required URLs and FQDN access

In order to... ...Catalyst Center must access these URLs and FQDNs

Download updates for system software and Recommended: https://*.ciscoconnectdna.com/* 1
application packages, and submit user feedback to

the product team. To avoid wildcards, specify these URLSs instead.

« https://www.ciscoconnectdna.com

« https://catalogsvc-cdn.ciscoconnectdna.com

« https://catalogsvc-reg.ciscoconnectdna.com

« https://catalogsvc-reg-cdn.ciscoconnectdna.com
« https://catalogsvc-cm.ciscoconnectdna.com

« https://app-cdn.ciscoconnectdna.com

Submit user feedback to the product team. https://dnacenter.uservoice.com

Smart Account and SWIM software downloads. « https://apx.cisco.com
« https://cloudsso.cisco.com/as/token.oauth2
« https://*.cisco.com/*

« https://download-ssc.cisco.com/

Authenticate with the cloud domain. https://dnaservices.cisco.com

Integrate with ThousandEyes. « app.thousandeyes.com

This URL uses AWS and might map to *.awsglobalaccelerator.com. Other
services that might use AWS could also map to the AWS domain.

« api.thousandeyes.com
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In order to...

...Catalyst Center must access these URLs and FQDNs

Allow API calls to enable access to Cisco CX Cloud
Success Tracks. Otherwise, the enhancements made
to extended configuration-based scanning for the
Security Advisories, Bug Identifier, and EOX
features that Machine Reasoning Engine (MRE)
supports will not operate as expected.

https://api-cx.cisco.com

Integrate with Webex.

« http://analytics.webexapis.com

« https://webexapis.com

User feedback.

https://dnacenter.uservoice.com

Connectivity with Cisco Catalyst Cloud and apps
hosted there (e.g. AppX MS Teams Integration,
Talos integration).

*.cisco.com:443
Otherwise, specific FQDNs are:

« neoffers.cisco.com
« neoffers-de.cisco.com
« neoffers-sg.cisco.com

« dnaservices.cisco.com

Integrate with Cisco Meraki.

Recommended: *.meraki.com:443
Customers who want to avoid wildcards can specify these URLs instead:

» dashboard.meraki.com:443

« api.meraki.com:443

Check SSL/TLS certificate revocation status using
OCSP/CRL.

« http://validation.identrust.com

« http://commercial.ocsp.identrust.com

Note
These URLs must be reachable both directly and through the proxy server
configured for Catalyst Center.

Allow Cisco authorized specialists to collect
troubleshooting data when Catalyst Center Remote
Support functionality is enabled.

wss://prod.radkit-cloud.cisco.com:443
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In order to...

...Catalyst Center must access these URLs and FQDNs

Integrate with cisco.com and Cisco Smart Licensing.

*.cisco.com:443
To avoid wildcards, specify these URLSs instead:

« software.cisco.com

« cloudsso.cisco.com

« cloudssol.cisco.com

« cloudsso2.cisco.com

« apiconsole.cisco.com

* api.cisco.com

* apXx.cisco.com

* smartreceiver.cisco.com

* $50.cisco.com

e apmx-prod1-vip.cisco.com
e apmx-prod2-vip.cisco.com
« tools.cisco.com

« toolsl.cisco.com

« tools2.cisco.com

Connect to the Network-Based Application
Recognition (NBAR) cloud.

prod.sdavc-cloud-api.com:443

Enable the Rogue Management application to detect
rogue vendor names.

https://standards-oui.ieee.org/

Render accurate information in site and location
maps.

* www.mapbox.com

« * tiles.mapbox.com/* :443. For a proxy, the destination is
* tiles.mapbox.com/*

Note
« These URLSs are required by the browser to render maps.

« Browsers must support WebGL (https://webglreport.com/?v=1).

For Cisco Al Network Analytics data collection,
configure your network or HTTP proxy to allow
outbound HTTPS (TCP 443) access to the cloud
hosts.

« https://api.usel.prd.kairos.ciscolabs.com (US East Region)

« https://api.eucl.prd.kairos.ciscolabs.com (EU Central Region)

Access a menu of interactive help flows that let you
complete specific tasks from the GUI.

https://ec.walkme.com
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In order to... ...Catalyst Center must access these URLs and FQDNs
Access the licensing service. https://swapi.cisco.com
Integrate with Cisco Spaces. « https://dnaspaces.io

« https://dnaspaces.eu

« https://ciscospaces.sg

1 Cisco owns and maintains ciscoconnectdna.com and its subdomains. The Cisco Connect DNA infrastructure meets Cisco
Security and Trust guidelines. It is tested for security on a continuous basis. This infrastructure is robust, with built-in load
balancing and automation capabilities. A cloud operations team monitors and maintains the infrastructure to ensure continuous
availability.

Provide secure access to the internet

By default, your appliance connects to the internet to download software updates, licenses, device software,
map information, and user feedback. Maintain an internet connection for these configuration tasks.

)

Note  The appliance interface that's configured to route internet-bound traffic acts as the source for all
communications.

Use an HTTPS proxy server to access remote URLS securely. Also use an HTTPS proxy server so your
appliance can access the URLs in the Required internet URLs and fully qualified domain names list. During
appliance installation, you are prompted to enter the proxy server's URL, port number, and login credentials
if needed.

Your appliance currently supports communication with proxy servers over HTTP only. Place the HTTPS
proxy server anywhere within your network. The proxy server communicates with the internet using HTTPS,
while the appliance uses HTTP to communicate with the proxy. Specify the proxy’s HTTP port when
configuring the appliance.

To change the proxy setting after configuration, use the GUI.

Communication ports

Use the table to learn which ports Catalyst Center uses, which services communicate over them, and the
reasons for their use. The Recommended Action column explains if you can restrict network traffic to known
IP addresses or ranges, block connections without affecting Catalyst Center functionality, or if you must keep
the port open.
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e

Important  Outbound communications from Catalyst Center use the routable interface IP address of the node hosting
a service. For multinode clusters, include each node's interface IP and VIP address in the proxy and
firewall rules.

* Security recommendations:

« Deploy a firewall between Catalyst Center and the management or enterprise network to secure
your Catalyst Center deployment using a layered approach.

« Open the ports to specific IP addresses or ranges.

Some destination ports in Catalyst Center are duplicated. Review the relevant section to learn how and why
to use each network service. Limit source or destination IP addresses or ranges in the firewall rules. If a service
is not used in your Catalyst Center deployment, keep the port closed.

Table 6: Communication ports used by Catalyst Center

Port Service |Purpose Recommended action
name

Administering or configuring Catalyst Center

TCP 443 Ul, REST, | GUI, REST, HTTPS management port. Keep the port open.
HTTPS

TCP 2222 Catalyst | Connect to the Catalyst Center shell. Keep the port open. Restrict the known IP
Center address to be the source.
shell

TCP 9004 Web Ul | Serves the GUI-based installation page Keep the port open until you complete the node

installation | (required only if you decide to install Catalyst | installation.
Center using the web-based option).

TCP 9005 Web Ul | Serves the API for the web-based installation | Keep the port open until the cluster formation
installation | (connected by the browser client from port is complete.
API 9004; no external agent requires access).
service

Administering or configuring Cisco IMC

TCP 22 Catalyst | Connects to the Catalyst Center shell. Keep the port open. Configure the known IP
Center address as the source.
shell

UDP and TCP 53 DNS Used to resolve a DNS name to an IP address. | Keep the port open if DNS names are used

instead of IP addresses for other services, such
as an NTP DNS name.

UDP and TCP 389 LDAP Cisco IMC user management LDAP. Optional if external user authentication via
LDAP is needed.
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Port Service |Purpose Recommended action
name

TCP 443 Ul, REST, | Web Ul, REST, HTTPS management port. Keep the port open.
HTTPS

UDP and TCP 636 LDAPS | Cisco IMC user management via LDAP over |Optional if external user authentication via

SSL. LDAPS is needed.
TCP 2068 HTTPS | Remote KVVM console redirect port. Keep the port open until you complete the node
installation.

UDP 123 NTP Synchronize the time with an NTP server. Keep the port open.

UDP 161 SNMP SNMP server polling and configurations. Optional for SNMP server polling and
pollingloonfig configurations.

UDP 162 SNMP Send SNMP traps to an external SNMP server. | Optional for a SNMP server collector.
traps

UDP 514 Syslog View faults and logs on an external server. Optional for sending message logs to an

external server.

Catalyst Center outbound to device and other systems

authentication such as Cisco ISE with a
TACACS+ server.

— ICMP Catalyst Center uses ICMP messages to Enable ICMP.
discover network devices and troubleshoot
network connectivity issues.
TCP 22 SSH Catalyst Center uses SSH to connect to network | SSH must be open between Catalyst Center and
devices so that it can: the managed network.
« read the device configuration for discovery
and
» make the configuration changes.
Catalyst Center also uses SSH (port 22) for
automation backup to the remote sync (rsync)
storage server.
TCP 23 Telnet Avoid using Telnet. Use SSH for secure If you must use Telnet for device management,
communication. understand that Telnet does not provide security
Note mechanisms such as encryption. Use SSH for
Although Telnet is discouraged, Catalyst secure management.
Center can use Telnet to connect to devices in
order to read the device configuration for
discovery, and make configuration changes.
TCP 49 TACACS+ | Needed only if you are using external Open the port only if you use external

authentication with a TACACS+ server.
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Port Service |Purpose Recommended action
name
TCP 80 HTTP Catalyst Center uses HTTP for trust pool To access Cisco-supported trust pools,
updates. configure your network to allow outgoing
traffic from the appliance to this URL:
http://www.cisco.com/security/pki/
TCP 80 OCSPICRL | Catalyst Center verifies SSL/TLS certificate | Ensure these URLS are reachable directly and
revocation status using OCSP/CRL. through the proxy server configured for Catalyst
Center. If they are not reachable, Catalyst
Center skips certificate revocation checks when
connecting to cisco.com.
http://validation.identrust.com
http://commercial.ocsp.identrust.com
UDP 53 DNS Catalyst Center uses DNS to resolve hostnames. | Keep the port open for DNS hostname
resolution.
TCP and UDP 111, NFS Used for Assurance backups. Keep the port open.
20048, and 32767
UDP 123 NTP Catalyst Center uses NTP to synchronize the | Keep the port open for time synchronization.
time from the source that you specify.
UDP 161 SNMP Catalyst Center uses SNMP to discover network | Keep the port open for network device
devices; to read device inventory details, management and discovery.
including device type; and for telemetry data
purposes, including CPU and RAM.
TCP 443 HTTPS | Catalyst Center uses HTTPS for cloud-tethered | Keep the port open for cloud tethering,
upgrades. telemetry, and software upgrades.
Keep the port open for Cisco ISE.
TCP 830 NETCONF | Catalyst Center uses NETCONF for device Keep the port open for network device
inventory, discovery, and configuration. management and discovery of devices that
support NETCONF.
UDP 1645 or 1812 RADIUS |Needed only if you are using external Keep the port open only if an external RADIUS
authentication with a RADIUS server. server is used to authenticate user login to
Catalyst Center.
TCP 5222, 8910 Cisco ISE | Catalyst Center uses Cisco ISE XMP for Keep the port open for Cisco ISE.
PxGrid.
TCP 9060 Cisco ISE | Catalyst Center uses Cisco ISE ERS API traffic. | Keep the port open for Cisco ISE.

Device to Catalyst Center

ICMP

Devices use ICMP messages to communicate
network connectivity issues.

Enable ICMP to allow device communication.
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Port Service |Purpose Recommended action
name
TCP 22, 80, 443 HTTPS, |Software image download from Catalyst Center | Ensure that firewall rules limit the source IP
SFTP, through HTTPS:443, SFTP:22, HTTP:80. address for hosts or network devices granted
HTTP Certificate download from Catalyst Center access on these ports.
through HTTPS:443, HTTP:80 (Cisco 9800 | For more information on HTTP 80 usage, see
Wireless Controller, PnP), Sensor/Telemetry. |the "HTTP Port 80 Exception List" topic in the
JWT (auth token) fetch from Catalyst Center g'jﬁj% Catalyst Center Security Best Practices
through HTTPS:443 (any Access Point using '
the Cisco Catalyst Assurance Intelligent
Capture feature).
Note
Block port 80 if you don't use Plug and Play
(PnP), Software Image Management (SWIM),
Embedded Event Management (EEM), device
enrollment, or Cisco 9800 Wireless Controller.
UDP 67 BOOTP | Used to initiate communication between a Keep the port open.
network device and Catalyst Center.
UDP 123 NTP Devices use NTP for time synchronization. Keep the port open to allow devices to
synchronize the time.
UDP 162 SNMP Catalyst Center receives SNMP network Keep the port open for data analytics based on
telemetry from devices. SNMP.
UDP 514 Syslog Catalyst Center receives syslog messages from | Keep the port open for data analytics based on
devices. syslog.
2049 NFS Used for Assurance backups. Keep the port open.
UDP 6007 NetFlow | Catalyst Center receives NetFlow network Keep the port open for data analytics based on
telemetry from devices. NetFlow.
TCP 9991 Wide Area | Catalyst Center receives multicast Domain Keep the port open on Catalyst Center if the
Bonjour | Name System (mDNS) traffic from the Service | Bonjour application is installed.
Service Discovery Gateway (SDG) agents using the
Bonjour Control Protocol.
UDP 21730 Application | Application Visibility Service CBAR device | Keep the port open when CBAR is enabled on
Visibility | communication. a network device.
Service
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Port Service

name

Purpose

Recommended action

TCP 25103 Cisco
9800

Wireless

Catalyst
9000
switches
with

telemetry
enabled

Controller
and Cisco

streaming

Used for telemetry.

Keep the port open for telemetry connections
between Catalyst Center and Catalyst 9000
devices.

TCP 32626
Capture
(9RPC)
collector

Intelligent

Used to establish a gRPC channel for receiving
AP/client statistics and packet capture data
related to the Cisco Catalyst Assurance

Keep the port open if you are using the Cisco
Catalyst Assurance Intelligent Capture (QRPC)
feature.

Intelligent Capture feature.

HTTP port 80 exception list

Table 7: List of HTTP port 80 exceptions

Area Why HTTP port 80 is needed | Applicable Catalyst How security is accomplished
Center/device version despite the lack of E2E
encryption
SCEP RFC 8894 - Simple Certificate | All Catalyst Center and device | SCEP uses shared secret and
Enrollment Protocol versions. PKCS12 encrypted
CSR/certificate exchange.
Plug and Play PnP Hello runs over HTTP but | All Catalyst Center and device |los.p7b is protected with an

switches to HTTPS when the
device downloads ios.p7b.

The device establishes HTTPS
with Catalyst Center by
anchoring trust on the i0s.7b
trusted bundle.

Versions.

encrypted hash signed by Cisco
Manufacturing CA.

Telemetry Certificate Download

The certificate is downloaded
using HTTP.

All Catalyst Center and device
versions.

Certificates downloaded are
encrypted in PKCS12.

SWIM

You can import images from the
remote server (HTTP) to the
Catalyst Center image
repository.

All Catalyst Center versions.

Images imported through HTTP
are verified for integrity by
checking the hash of the file.
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Disaster recovery ports

If you are using disaster recovery in your production environment, use the firewall and security policies that
secure your disaster recovery setup. Open the ports given in the table to ensure that Catalyst Center has the
access it requires to set up disaster recovery across your network's data centers.

\)

Note  For three-node clusters, ensure that you allow the source Enterprise IP address of each node.

Table 8: Catalyst Center disaster recovery ports

Source |Source Destination Destination Description

port port

Any Catalyst Center TCP 443 Catalyst Center REST API Access
Enterprise IP/VIP Enterprise VIP

Any Catalyst Center UDP 500 Catalyst Center IPSec tunnel
Enterprise IP/VIP Enterprise VIP

Any Catalyst Center TCP 873 Catalyst Center Replication of GlusterFS data through rsync
Enterprise IP/VIP Enterprise VIP

Any Catalyst Center UDP 4500 Catalyst Center IPSec tunnel
Enterprise IP/VIP Enterprise VIP

Any Catalyst Center TCP 8300 Catalyst Center Consul RPC communication
Enterprise IP/VIP Enterprise VIP

Any Catalyst Center TCP 8301 Catalyst Center Consul SERF LAN port
Enterprise IP/VIP Enterprise VIP

Any Catalyst Center UDP 8301 Catalyst Center Consul SERF LAN port
Enterprise IP/VIP Enterprise VIP

Any Catalyst Center TCP 8302 Catalyst Center Consul SERF WAN port2
Enterprise IP/VIP Enterprise VIP

Any Catalyst Center UDP 8302 Catalyst Center Consul SERF WAN port!
Enterprise IP/VIP Enterprise VIP

Any Catalyst Center TCP 8443 Catalyst Center HA proxy API access 3
Enterprise IP/VIP Enterprise VIP

Any Catalyst Center UDP 500 Witness IP IPSec tunnel
Enterprise IP/VIP

Any Catalyst Center TCP 2222 Witness IP TCP ping for witness reachability
Enterprise IP/VIP
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Enterprise VIP

Source | Source Destination Destination Description
port port
Any Catalyst Center UDP 4500 Witness IP IPSec tunnel
Enterprise IP/VIP
Any Catalyst Center TCP 8300 Witness IP Consul RPC communication
Enterprise IP/VIP
Any Catalyst Center TCP 8301 Witness IP Consul SERF LAN port
Enterprise IP/VIP
Any Catalyst Center UDP 8301 Witness IP Consul SERF LAN port
Enterprise IP/VIP
Any Catalyst Center TCP 8302 Witness IP Consul SERF WAN port!
Enterprise IP/VIP
Any Catalyst Center UDP 8302 Witness IP Consul SERF WAN portl
Enterprise IP/VIP
Any Catalyst Center TCP 8443 Witness IP HA proxy API access 2
Enterprise IP/VIP
Any Catalyst Center TCP 179 Neighbor router BGP session with neighbor router
Enterprise/
Management VIP Note . . . .
Open this port if BGP is configured to advertise the
disaster recovery VIP.
Any Witness IP UDP 53 DNS Server From witness to DNS server
Any Witness IP UDP 123 NTP Server From witness to NTP server
Any Witness IP TCP 443 Catalyst Center Access APIs during disaster recovery registration
Enterprise VIP
Any Witness IP UDP 500 Catalyst Center IPSec tunnel
Enterprise VIP
Any Witness IP UDP 4500 Catalyst Center IPSec tunnel
Enterprise VIP
Any Witness IP TCP 8300 Catalyst Center Consul RPC communication
Enterprise VIP
Any Witness IP TCP 8301 Catalyst Center Consul SERF LAN port
Enterprise VIP
Any Witness IP UDP 8301 Catalyst Center Consul SERF LAN port
Enterprise VIP
Any Witness IP TCP 8302 Catalyst Center Consul SERF WAN portl
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Source | Source Destination Destination Description
port port
Any Witness IP UDP 8302 Catalyst Center Consul SERF WAN portl

Enterprise VIP

Any Witness IP TCP 8443 Catalyst Center HA proxy API access 2
Enterprise VIP

2 This requirement will be removed in a future Catalyst Center release.
% This requirement will be added in a future Catalyst Center release.

Required ports and protocols for Cisco Software-Defined Access

This topic describes the ports, protocols, and types of traffic involved in a typical Cisco SD-Access fabric
deployment, similar to what is shown in the figure.

Figure 7: Cisco SD-Access fabric infrastructure

If you have implemented Cisco SD-Access in your network, use this table to plan your firewall and security
policies for your Cisco SD-Access infrastructure. This setup also allows Catalyst Center to automate your
network management.

)

Note  The appliance interface configured to route internet-bound traffic serves as the source for all communications.
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