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Cisco Crosswork Situation Manager Licensing 

Apply a Cisco Crosswork Situation Manager License 

When you purchase Cisco Crosswork Situation Manager, Cisco provides you with a license key. After you install Cisco 

Crosswork Situation Manager, you can maintain your license key in the System Settings UI. 

Navigate to Settings > System > Licensing to apply a new Cisco Crosswork Situation Manager license or to view details 

of your current license. You can set up a system notification to alert you within 1 to 120 days of a pending license 

expiration. 

To add a new license key, copy and paste the license text into the Add New License Key text box and click Update 

License. A green panel confirms "Your new license key has been applied" when you enter a valid license. 

Reporting and Dashboards 

Insights 

Operations managers can take advantage of Cisco Crosswork Situation Manager Insights to analyze trends in operational 

performance. Insights is built on the Stats API that exposes time-series data so you can report on: 

■  Active Situations, the teams they're assigned to, and the services they impact 

■  Reoccurring Situations that could indicate deeper systemic issues  

■  Key performance indicators like Mean Time To Resolution 

You can use the reporting tool of your choice to take advantage of the Stats API. Otherwise, check out the Moogsoft 

AIOps app for Grafana to view and modify the default dashboard. 

Example Insights 

Insights exposes a variety of statistics and metrics to help you understand your operations. For example, consider the 

valuable data in the default dashboard: 

https://grafana.com/plugins/moogsoft-aiops-app
https://grafana.com/plugins/moogsoft-aiops-app
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You can see how your teams are managing active Situations: 

■  View the number of open Situations system-wide and see how many open Situations are unassigned, 

unacknowledged, or that have been reassigned. 

■  Identify if the number of open reoccurring Situations which can highlight areas of impact that need increased 

attention or resource allocation. 

You can monitor the distribution of your Situations over time, to see which teams handle the most Situations and which 

services are most impacted by Situations. 

Key Performance Indicator metrics reveal how quickly Cisco Crosswork Situation Manager detects Situations and how 

quickly teams address open Situations over time: 

■  Mean Time To Detect: the mean time to detect a Situation from the first event time. 

■  Mean Time To Acknowledge: the mean time to acknowledge a Situation from the first event time.  

■  Mean Time To Resolution: the mean time to resolve a Situation from the first event time. 

For details on all the available Insights, see the Stats API reference. 

Grafana Dashboards 

You can view Cisco Crosswork Situation Manager statistics and reports in dashboards using Grafana. 

To set up Grafana Dashboards, you must install Grafana, install the Moogsoft AIOps plug-in, and install the Grafana 

integration in Cisco Crosswork Situation Manager. 

https://grafana.com/plugins/moogsoft-aiops-app
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Prerequisites 

Before you install the Moogsoft AIOps app, ensure you have met the following requirements: 

■  You have installed Grafana or you have a hosted instance of Grafana. 

■  Enable HTTPS is you are using an on-premises instance of Grafana. See the Grafana docs for how to edit the 

protocol, cert_file, and cert_key properties in the Grafana configuration .ini file. 

Remove the initial semicolon ';' used to comment properties in the Grafana .ini files. 

You can use the Grafana Setup Tutorial for an example of how to install Grafana on a host running Cisco Crosswork 

Situation Manager. 

■  The port for Cisco Crosswork Situation Manager is open and accessible from Grafana. 

Install the Moogsoft AIOps App 

To install the Moogsoft AIOps app in Grafana, follow these steps: 

1. Install the app. 

2. Find it under Apps in your Grafana plug-ins and enter the following settings:  

Field Value 

URL <Your Cisco Crosswork Situation Manager URL> 

User Your Graze username 

Password Your Graze password 

 

3. Enable the app. A "Test Success" message appears if successful. 

After you have set up the app, you can configure your dashboards. 

Create a Grafana Dashboard 

You can add and configure multiple dashboards to display customized Cisco Crosswork Situation Manager statistics in 

Grafana. For more information see the Grafana documentation. 

To create a dashboard, follow these steps: 

1. Log in to your Grafana instance. 

2. Click + and Dashboard. 

3. Configure the dashboard to meet your requirements. 

Once created, statistics from Cisco Crosswork Situation Manager appear in the dashboard. 

http://docs.grafana.org/installation/configuration/
https://grafana.com/plugins/moogsoft-aiops-app
http://docs.grafana.org/guides/getting_started/
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Defaults Dashboards 

There are two default dashboards that have been preconfigured to meet your needs. 

One is included as part of the Cisco Crosswork Situation Manager app and another can be imported from the Grafana 

dashboards library. 

Ops Insights Dashboard 

The Ops Insights dashboard is included as part of the Moogsoft AIOps app. It provides a broad overview of your 

Situation statistics, teams insights, and mean times to acknowledge, detect and resolve. 

The dashboard's panels display the number of open Situations, unassigned Situations, reassigned Situations and 

reoccurring Situations. Other panels include the top 10 teams by open Situations, the top 10 services by open Situations, 

the number of Situations by status, the number of Situations by severity and a graph view of MTTA, MTTD and MTTR. 

 

To edit the dashboard, click the header of any panel and edit the statistic endpoint or add a query. Alternatively, click 

Add Row at the bottom of the screen. 

Noise Reduction Dashboard 

The Noise Reduction dashboard displays an overview of the noise reduction performance of Cisco Crosswork Situation 

Manager. 
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This dashboard shows statistics including the number of accumulated events reduced into alerts and Situations over a 

period of time, the percentage reduction of events to alerts, the percentage reduction of alerts to Situations and the 

overall reduction. 

 

It can be imported from the Grafana dashboards library. See Noise Reduction dashboard for more information. 

Legacy Dashboards 

Cisco is deprecating support for the legacy built-in Cisco Crosswork Situation Manager Dashboards. Use the Cisco 

Crosswork Situation Manager Insights feature built on the Stats API. You can get started with the default Insights 

dashboard built for Grafana. 

Dashboards are screens comprising a series of Portlets that offer overviews and statistics for different aspects of Cisco 

Crosswork Situation Manager. 

This allows you to analyze statistics such as the average number of Alerts per Situation and offers visual diagrams 

displaying the distribution of open Alerts etc. 

https://grafana.com/dashboards/5640
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Click to open the different 'Dashboards' in the top-left corner of the screen. By default these are the Management 

Dashboard and the Cisco Crosswork Situation Manager Dashboard. 

You can toggle the Dashboard between full screen and standard size using the resize arrows in the top-right corner of 

your screen. 

Portlets 

Portlets are the configurable components of the Dashboard, similar to widgets, which offer different overviews and 

statistics relating to the Alerts, Situations and other aspects of Cisco Crosswork Situation Manager. 

 

These include: Bar Charts, Numbers, Tables, Self Monitoring, and so on.  
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Cisco Crosswork Situation Manager Dashboard 

The Cisco Crosswork Situation Manager Dashboard is displayed by default when you open Dashboards. 

 

This Dashboard features the following Portlets: Situation Overview, Open Alerts per Situation, Events per Situation, All 

Alerts, Impacted Services, Top 10 Situation Operator Actions, Open Alert Distribution (All Alerts), Open Alert Distribution 

(Alerts not in Situations) and Open Alert Distribution (Noisy Causal Alerts).  

Management Dashboard 

The Management Dashboard offers a Manager's perspective and overview of useful Cisco Crosswork Situation Manager 

statistics. 
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This Dashboard includes the following Portlets: 

Portlet Description 

Situation Overview This shows if the number of Situations is increasing or decreasing and if 

they are being assigned and resolved in a timely manner. 

Most active Situation hosts This monitors which hosts are experiencing the most operational issues. 

Top Situation operator actions This helps you to understand the amount of effort involved in maintaining 

Situations. 

Top moderators This determines which moderators have the highest workload. 

Legacy Dashboard Configuration 

Cisco is deprecating support for the legacy built-in Cisco Crosswork Situation Manager Legacy Dashboards. Use the 

Cisco Crosswork Situation Manager Insights feature built on the Stats API. You can get started with the default Insights 

dashboard built for Grafana. 

Each Dashboard is customizable so different Portlets can be added and removed as required and the columns in each 

Dashboard can be resized. 

Portlets can also configured to display different statistics and moved around on the Dashboard. 
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Actions that can be performed by Administrators are listed in the table below: 

Icon Action 

 

Edit Properties: This allows you to edit the properties of the Dashboard or Portlet. 

 

Close Panel: This closes the Portlet panel and removes it from the Dashboard. 

 

Add Portlet: This can be used to add a new Portlet to the Dashboard. 
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Add Dashboards 

To add a new Dashboard, click + Add Dashboard in the top-left corner of the screen. 

 

On the 'General' tab you can configure the Dashboard with the following fields: 

Field Input Description 

Name String A name for the new Dashboard. 

Description String A text description of the new Dashboard. 
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Background None 

Uploaded 

Image 

Select whether to have no background or an uploaded image as 

the background. 

Uploaded Image Fill Window 

Fit to Window 

Stretch to Fill Window  

Center 

After uploading an image, select the position of the image in the 

background. 

Portlet Theme Minimal 

Full (default) 

Select a theme: 

 Full to show Portlet borders and title bars 

 Minimal to hide Portlet borders, title bars, and so on 

Stretch Behavior Stretch to Window 

Height 

Stretch to Longest 

Column 

Select the stretch behavior of the Dashboard: 

 Stretch to Window Height means all available space is filled 

with the Portlets 

 Stretch to Longest Column means all Portlets expand to 

match the longest column in the Dashboard 

 

On the 'Shared with' tab you can select who the new Dashboard is shared with. The options are either 'Everyone' or 

'Specific Teams'. 

Add Portlets 

Click the + Add Portlet... icon to add a new Portlet to the Dashboard that is open. This opens the Add Portlet pop-up 

window: 
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Type the name of the Portlet you want to add in the search bar at the top or scroll down and select the required Portlet. 

Then click Add Portlet to continue. 

Depending on the Portlet type, you may need to enter further details to configure the Portlet. 

Portlets 

Portlets are the configurable components of the Dashboard, similar to widgets, which offer different overviews and 

statistics relating to the Alerts, Situations, and other aspects of Cisco Crosswork Situation Manager. 

 



D r a f t  L a b e l C i s c o  C o n f i d e n t i a l  

Cisco Crosswork Situation Manager Administration Guide 

(Powered by Moogsoft AIOps 6.5) 

Reporting and Dashboards 

 

13 

Note: Administrators can add, remove, and configure different Portlets depending on your requirements.  

Portlet Actions 

There are a number of common actions that can be performed on most Portlets relating to resizing and reordering. 

These include: 

Icon Description 

 

Click and hold to move a Portlet to a new location in the Dashboard. 

 

Click and drag the edge or column of any Portlet to increase or decrease the column or 

the Portlet width. 

 

Click and drag the edge of a Portlet to increase the height of a Portlet. 

 

Click to sort the Portlet rows in alphabetical ascending order. 

 

Click to sort the Portlet rows in alphabetical descending order. 

 

Click and then check or uncheck the columns you want to be shown or hidden. 
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Portlet Types 

There are a different types of Portlets that can be added to your Dashboards. 

Bar Chart Portlet 

The Bar Chart Portlet is like a standard chart that presents data in horizontal rectangular bars with lengths proportional to 

their respective values. 

 

The statistics displayed in the Bar Chart Portlet update dynamically as Alerts and Situations change. 

Examples 

Some examples of the different Bar Chart Portlets are shown below: 

Top Situation Moderators by Assignment 
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Open Alert Distribution/All Alerts 

 

Most Active Situation Hosts/Last Week 

 

Click any of the bars in the Bar Chart Portlets to open a Filter view of that specific value. For example, clicking the orange 

bar in Open Alerts Distribution opens a Filter of all open Alerts with major severity. 

Configure a Bar Chart 

Enter a title for the Bar Chart under 'Title'. If you don't manually enter a title, it automatically adopts the name of the 

statistic. 

Next, click the ellipsis next to 'Statistic' to choose which statistics are displayed. These include the following: 
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Statistic Options 

Most Active Situation Host Last Day, Last Hour, Last Month, Last Week 

Open Alert Distribution Alerts not in Situations, All Alerts, Noisy Causal Alerts, Custom 

Filter* 

Process Impacted All Situations, Open Situations with Impacted Services, Custom 

Filter* 

Service Impacted All Situations, Open Situations with Impacted Services, Custom 

Filter* 

Top Situation Moderators by Assignment  

Top Situation Operators by Assignment Last Day, Last Month, Last Day 

  

*Note: You can click the + icon to add a Custom Filter for these three statistics 

Select a 'Value' and then choose whether to hide category labels or not. Finally, click Save to continue. 

Number Portlet 

The Number Portlet displays a single numeric statistic as a number or a state and its trend over time. 
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This Portlet displays dynamically updated data on Events, Alerts, and Situations attributes. 

Examples 

Some examples of the default Number Portlets are displayed below: 

Open Alerts per Situation 

 

All Alerts 

 






























































































































