	Cisco Crosswork Cloud User Guide
	Contents
	Short Description
	About Crosswork Cloud
	About Crosswork Cloud External Routing Analytics
	About Crosswork Cloud Network Insights

	About Crosswork Cloud Traffic Analysis
	About Traffic Analysis

	About Crosswork Cloud Trust Insights
	About Trust Insights
	Data Used by Trust Insights
	How Trust Information is Gathered from Devices
	How Trust Insights Measures Trust
	What Trust Insights Can Verify


	Get Started with Crosswork Cloud
	Log In
	Supported Browsers
	Log In
	Main Window Controls
	Set Your Home Page

	Use Setup Tools
	Use External Routing Express Setup
	Use the Traffic Analysis Setup Checklist

	Install Crosswork Data Gateway
	Install Crosswork Data Gateway
	Add Crosswork Data Gateway Information


	Monitor Your Network
	Monitor Overview
	Monitoring Overview

	Monitor Alarms
	Alarm descriptions
	View active alarms
	Temporarily suppress (snooze) alarm notifications
	View and resume snoozed alarms
	View alarm details
	Alarm Overview details
	Alarm Looking Glass details
	Relevant BGP update details for alarms

	View alarm history

	Monitor ASNs
	View all ASNs
	View ASN details
	ASN Overview details
	ASN Alarm details
	ASN BGP Update details
	ASN Looking Glass details
	ASN ROA details
	ASN RPSL coverage
	View ASN Traffic Details
	View daily ASN changes (ASN Routing Report)
	AS Peers Report
	IPv4 and IPv6 prefix report


	Monitor Prefixes
	Prefixes Overview
	Add Prefixes
	View all prefixes
	View prefix details
	Prefix Overview details
	Prefix alarm details
	Prefix BGP Update details
	Prefix Looking Glass details
	Prefix ROA Details
	Prefix RPSL details

	View Prefix Traffic Details

	Monitor BGP Updates
	View BGP Updates

	Monitor Devices
	View Device Status
	View Device Traffic Details
	View Trust Insights Details
	View Device Inventory
	View Device Changes
	View Device Software Changes
	View Device Package Mismatched Files
	View File Anomalies

	Monitor Interfaces
	View Interface Traffic Details


	Configure Crosswork Cloud
	Configure Prefixes
	Add prefixes
	Edit and unlink prefixes
	Delete and unsubscribe prefixes
	Temporarily suppress prefix notifications

	Configure ASNs
	Add an ASN to Monitor

	Configure Peers
	Import peers
	Add peers
	View peer details
	Configure peer devices
	Edit peers
	Disable peers
	Remove peers

	Configure Policies
	Policies Overview
	Crosswork Cloud Network Insights Policies
	Add Crosswork Cloud Network Insights policies
	Manage Crosswork Cloud Network Insights policies

	Crosswork Cloud Traffic Analysis Policies
	Add Crosswork Cloud Traffic Analysis policies
	Manage Crosswork Cloud Traffic Analysis policies

	Crosswork Cloud Trust Insights Policies
	Add Crosswork Cloud Trust Insights policies
	Manage Crosswork Cloud Trust Insights policies


	Configure Notification Endpoints
	About Notification Endpoints
	Configure Notification Endpoints
	Configure Google Storage Endpoints
	Configure Webex Endpoints
	Configure Microsoft Teams Endpoints
	Create the Authentication Flow
	Create the Alarm Data Card Flow
	Complete the Microsoft Teams Endpoints Configuration
	Verify the Microsoft Teams Endpoints Configuration

	Resend Confirmation Code for Endpoints
	Notification Message Examples
	Email Endpoint Notification Example
	Slack Endpoint Notification Example
	Microsoft Teams Endpoint Notification Example
	Cisco Webex Endpoint Notification Example
	Amazon S3 and Google Storage Endpoint Notification Examples by Alarm Type
	AS Origin Violation Example
	AS Path Length Violation Example
	DNS Root Server Withdrawal Example
	New AS Path Edge Example
	Parent Aggregate Change Example
	Peer Advertised Prefix Count Example
	Peer Down Example
	Prefix Advertisement Example
	Prefix Withdrawal Example
	Prohibited IP Prefix Example
	ROA Expiry Example
	ROA Not Found Example
	ROA Failure Example
	SubPrefix Advertisement Example
	Unexpected AS Prefix Example
	Upstream AS Change Example
	Valid AS Path Example



	Configure Devices
	Device limits
	Add devices to Crosswork Traffic Analysis
	Add devices to Crosswork Cloud Trust Insights
	Prerequisites for adding devices to Crosswork Cloud Traffic Analysis
	SNMP configuration examples
	BGP configuration example for Cisco IOS devices
	Netflow configuration example for Cisco IOS XR devices
	IPFIX configuration example for Cisco IOS XR devices
	SNMP object identifiers used by Crosswork Cloud Traffic Analysis

	Configure interfaces
	Designate an external interface for Crosswork Cloud Traffic Analysis
	Assign a Committed Information Rate (CIR) to an interface
	Identify CIR interfaces


	Prerequisites for adding Devices to Crosswork Cloud Trust Insights
	Verify router configuration for Crosswork Cloud Trust Insights
	Configure limited privilege access for Crosswork Cloud Trust Insights

	Add devices
	Dossier information for Crosswork Cloud Trust Insights
	Collect Data for Trust Insights Device Dossier
	Change Device Dossier Collection Frequency
	Troubleshoot device connectivity for Crosswork Cloud Trust Insights

	Disable devices
	Delete devices
	Restore removed devices

	Configure Crosswork Data Gateways
	Manage Crosswork Data Gateways
	Workflow: Add a Crosswork Data Gateway to Crosswork Cloud Traffic Analysis
	Workflow: Add a Crosswork Data Gateway to Crosswork Cloud Trust Insights
	Add Crosswork Data Gateway Information
	Manually Add Crosswork Data Gateway Information
	Install Crosswork Data Gateway
	View Data Gateway Health
	Link Devices to Crosswork Data Gateway
	Troubleshoot Crosswork Data Gateway and Device Connectivity for Traffic Analysis
	Disable Crosswork Data Gateways
	Delete Crosswork Data Gateways

	Send NetFlow Traffic to Multiple Destinations
	Send NetFlow Traffic to Multiple Destinations

	Configure Credentials
	Create Credentials
	Edit Credentials
	Link Devices to a Credential

	Configure Device Groups
	Create Device Groups

	Configure Known Good Files
	About Known Good Files
	Add Known Good Files
	Disable Known Good Files
	Delete Known Good Files

	Configure Reports
	Configure ASN Routing reports
	Generate reports on demand


	Use Crosswork External Analysis Tools
	Validate Route Origin Information
	Validate Route Origin Information

	View Prefix Path Topology
	View prefix path topology
	Compare Path Topology changes


	Use Crosswork Traffic Analysis Tools
	Optimize Interface Utilization
	Optimize Interface Utilization

	Traffic Drilldown
	Traffic Drilldown

	Peer Prospecting
	Peer Prospecting Overview
	Find Recommended Peers
	Optimize Peers
	Ignore Recommended Peers

	Compare Traffic
	Compare Traffic


	Use Crosswork Trust Insights Tools
	Compare Devices
	About Device Comparison
	Compare Devices

	Find Packages
	Find Packages

	Find Hardware
	Find Hardware
	View Hardware Changes
	View Hardware Inventory

	Find Files
	Find Files


	Administrative Tasks
	Manage Users
	Add Users
	User Roles
	Change User Permissions
	View User Profiles

	Manage Licensing
	Activate a Subscription or Trial
	Modify Organization Name

	Import and Export Configuration Files
	Upload a Configuration File
	Download a Configuration File

	View a List of Actions Performed
	View a List of Actions Performed

	Get Product Help and Support
	Open a Support Case
	Submit Product Feedback
	Access the Cisco Community Forum

	Crosswork Cloud APIs
	Overview of the Crosswork Cloud APIs
	API Help and Documentation
	Get Started with APIs
	API Key Definition
	Crosswork Cloud Network Insights Client Script
	Client Script Options
	Crosswork Cloud Network Insights Client Script Example
	How to Use the Client Script

	Crosswork Traffic Analysis Client Script Example


	Purchase and Manage Subscriptions
	View Subscription Plan Options
	View Subscription Plan Options
	Free Subscription Plan Requirement

	Purchase Crosswork Cloud
	Purchase through Amazon Web Services (AWS) Marketplace
	Purchase Directly from AWS Marketplace
	Purchase through a Cisco Partner or Reseller
	Troubleshoot Purchasing Issues

	Activate a Subscription or Trial
	Activate a Subscription or Trial

	View Your Subscription and Licenses
	View Subscription and Trial Details

	Modify a Subscription
	Update a Subscription

	Transfer a Subscription to Another Organization
	Transfer a Subscription to Another Organization

	Modify Organization Name
	Modify Organization Name


	Modify User Settings
	Modify User Settings
	Change User Interface Theme
	Modify Time Zone


	Alarm Descriptions
	View Alarm Descriptions
	Alarm descriptions
	Alarm Notifications
	Alarm types for Crosswork Network Insights
	Alarm thresholds for Crosswork Cloud Network Insights

	Unexpected AS Prefix
	Unexpected AS Prefix

	AS Origin Violation
	AS Origin Violation

	New AS Path Edge
	New AS Path Edge

	AS Path Length Violation
	AS Path Length Violation

	Parent Aggregate Change
	Parent Aggregate Change

	Prefix Advertisement
	Prefix Advertisement

	Prefix Withdrawal
	Prefix Withdrawal

	ROA Expiry
	ROA Expiry

	ROA Failure
	ROA Failure

	ROA Not Found
	ROA Not Found

	DNS Root Prefix Withdrawal
	DNS Root Prefix Withdrawal

	Subprefix Advertisement
	Subprefix Advertisement

	Upstream AS Change
	Upstream AS Change

	Valid AS Path Violation
	Valid AS Path Violation

	Peer Down
	Peer Down

	Advertised Prefix Count
	Advertised Prefix Count

	Prohibited IP Prefix
	Prohibited IP Prefix

	Gateway Connectivity
	Gateway Connectivity

	Device Connectivity
	Device Connectivity

	Interface TX Utilization
	Interface TX Utilization

	Interface RX Utilization
	Interface RX Utilization

	Prefix Utilization
	Prefix Utilization

	Device Certificate Expiring
	Device Certificate Expiring

	Device Certificate Violation
	Device Certificate Violation

	Device Running Configuration Change
	Device Running Configuration Change

	Device SSH Host Key Violation
	Device SSH Host Key Violation

	Dossier Collection Failure
	Dossier Collection Failure

	Expired Device Certificate
	Expired Device Certificate

	Hardware Integrity Validation
	Hardware Integrity Validation

	Mismatched Files
	Mismatched Files

	Package Validation
	Package Validation

	Unknown Files
	Unknown Files


	About Alarms
	Alarm Notifications
	Alarm types for Crosswork Network Insights
	Alarm thresholds for Crosswork Cloud Network Insights



