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CHAPTER 1

Overview

This section contains the following topics:

* Audience, on page 1

* Overview of Cisco Crosswork Change Automation and Health Insights, on page 1
* API Documentation, on page 2

* Licensing, on page 2

* Log In and Log Out, on page 3

* Use the Main Window Controls, on page 4

* Set, Sort and Filter Table Data, on page 6

This guide is for experienced network administrators who want to use Cisco Crosswork Change Automation
and Health Insights in their network. This guide assumes that you are familiar with the following topics:

» Networking technologies and protocols (IS-IS, BGP, and so on)
» Network monitoring and troubleshooting

* Familiarity with the different operating systems used on devices that form your network, such as Cisco
I0S-XR, ISO-XE, and NX-OS.

Overview of Cisco Crosswork Change Automation and Health

Insights

Cisco Crosswork Change Automation and Health Insights is part of the Cisco Crosswork Network Automation
suite of products. Cisco Crosswork Change Automation and Health Insights retrieves real-time information

from the network, analyzes the data, and uses APIs to apply network changes. The Cisco Crosswork Change
Automation and Health Insights platform brings together streaming telemetry and model-driven application
programming interfaces (APIs) to redefine service provider network operations.

Cisco Crosswork Change Automation and Health Insights enables service providers to quickly deploy
intent-driven, closed-loop operations. The platform provides a ready-to-use solution supporting the following
use cases:
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* Monitor Key Performance Indicators (KPIs) and notify of any anomalies.
* Intergration with other Crosswork products such as the Cisco Crosswork Situation Manager.
* Prepare network changes triggered by changes in KPIs and roll out these changes.

» Automate change-impact and remediation.

The data collection functionality is carried out by Cisco Crosswork Data Gateway, a software package that
is separated out into its own VM. Cisco Crosswork Data Gateway gathers all the information from the managed
devices and it to Cisco Crosswork Change Automation and Health Insights for analysis and processing. Cisco
Crosswork Change Automation and Health Insights can then be used by the operator to manage the network
or respond to changes in the network. Apart from Cisco Crosswork Change Automation and Health Insights,
Cisco Crosswork Data Gateway can also be used for external data collection integration, which requires an
additional license.

Cisco Crosswork Change Automation and Health Insights uses Cisco Network Services Orchestrator (Cisco
NSO) as the default provider to configure the devices according to their expected functions, including
configuring any required model-driven telemetry (MDT) sensor paths for data collection. Cisco NSO is vital
in supplying device management and configuration-maintenance services

Cisco WAN Automation Engine (Cisco WAE) providers supply traffic and topology analysis to Cisco
Crosswork Change Automation and Health Insights. The foundation software is Cisco WAE Planning, which
provides a cross-sectional view of traffic, topology, and equipment state.

This guide explains how to use both Cisco Crosswork Change Automation and Health Insights and Cisco
Crosswork Data Gateway.

For more information about the Cisco Crosswork Network Automation platform and Cisco Crosswork Change
Automation and Health Insights, see the Cisco Crosswork Network Automation Product page on Cisco.com.

APl Documentation

Licensing

Advanced users can extend Cisco Crosswork Change Automation and Health Insights functions by using the
product APIs.

For more about the product APIs, see the Cisco Crosswork Network Automation API Documentation on
Cisco DevNet.

Licenses determine the applications you can use and the numbers of devices that Cisco Crosswork Change
Automation and Health Insights can manage.

Change Automation, Health Insights, and Crosswork Zero Touch Provisioning (ZTP) are separately licensed
applications. Change Automation license count is incremented each time a playbook is run. Health Insights
is licensed based on the number of KPIs you have enabled (via a KPI Profile), with the license count
incrementing for each enabled KPI. Crosswork Zero Touch Provisioning license count is incremented each
time a device successfully completes the Zero Touch Provisioning process.

Cisco Crosswork Data Gateway license is included in Cisco Crosswork Change Automation and Health
Insights license apart from Cisco Crosswork Data Gateway API access for external data collection integration
which is separately licensed.
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To purchase a Cisco Crosswork Change Automation and Health Insights license, contact your Cisco account
representative.

For more about licensing, see the Cisco Crosswork Network Automation Product Data Sheet on Cisco.com.

Note For demonstrations and field trials, Cisco Crosswork Change Automation and Health Insights can be used
without a license for up to 90 days.

Log In and Log Out

Step 1

Step 2

The Cisco Crosswork Change Automation and Health Insights user interface is browser based. It supports the
following browsers:

* Google Chrome, version 70 or later

» Mozilla Firefox, version 60 or later

Open a web browser and enter:
https://<Crosswork VM management IPv4_adddress>:30603/

or

https://[<Crosswork VM management IPv6_adddress>]:30603/

Note Please note that the IPv6 address in the URL must be enclosed with brackets.

When you access Cisco Crosswork Change Automation and Health Insights from your browser for the first time, some
browsers display a warning that the site is untrusted. When this happens, follow the prompts to add a security exception

and download the self-signed certificate from the server. After you do this, the browser accepts the Cisco Crosswork
Change Automation and Health Insights server as a trusted site in all subsequent logins.

The Cisco Crosswork Change Automation and Health Insights browser-based user interface displays the login window.
Enter your username and password.

N
Cisco

Crosswork Network Automation

Username

Password

© 2019 Cisco Systems. Inc. All rights reserved.
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. Use the Main Window Controls

Note The default Cisco Crosswork Change Automation and Health Insights administrator user name and password
is admin. This account is created automatically at installation (see Administrative Users Created During
Installation, on page 164). The initial password for this account must be changed during installation verification,
as explained in the Cisco Crosswork Change Automation and Health I nsights Installation Guide. Cisco strongly
recommends that you keep the default administrator credential secure, and never use it for routine logins.
Instead, create new user accounts with appropriate privileges and their own credentials (as explained in Add
Users, on page 165) and use only those accounts for all subsequent user logins.

Step 3 Click Log In.
Note:

* You might need to log in again when you cross-launch from one application to another.

* A cross-launched application might remain open even after you log out of Cisco Crosswork Change Automation
and Health Insights.

« [f this is your first time logging in using your own user account, you will be prompted to create a new password for
your account.

Step 4 To log out, click 0 in the top right of the Cisco Crosswork Change Automation and Health Insights main window and
choose Log out.

Use the Main Window Controls

The Cisco Crosswork Change Automation and Health Insights main window (also known as the dashboard)
provides the controls and dashboard tiles described below.

Figure 1: Main Window
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Table 1: Main Window Controls

Item

Description

1

More: Toggles the main menu between compact mode, which requires you to click on each
menu icon before you can select the options under it, and expanded mode, which displays the
entire menu and lets you pick options directly.

Zero Touch Provisioning Tile: Gives you a summary view of current ZTP processing status,
with counts for all the devices, images, configuration files and profiles currently in use, and
the number of devices in each of the possible ZTP transition states. Click on the View ZTP
Devices link at the bottom of the tile to open the Zero Touch Devices application and get more
details.

Network Visualization Tile: Summarizes overall device and link health across the network,
showing the current number of high-use, degraded, or down links. Click on the Show Topology
Map link at the bottom of the tile to open the Network Visualization application and get more
details.

Health Insights Tile: Summarizes the number of affected devices and KPIs reporting problems,
as a result of alerts generated over the reporting interval. Click on the View Health Insights
Dashboard link at the bottom of the tile to open the Health Insights application and get more
details.

Change Automation Tile: The ring chart summarizes the state of Playbook execution, showing
how many of your playbooks are running, scheduled to run, succeeded, and failed. Click on
the View Change Automation Dashboard link at the bottom of the tile to the Change
Automation application and get more details.

The & icon lets you access the list of current notifications, alerts and messages.

© The About icon displays the current version of Cisco Crosswork Change Automation and
Health Insights.

0 The User Account icon lets you view the currently logged in user's name, change your
password, and log out.

Home: Returns you to the Dashboard from any other window. The dashboard tiles on this
window provide at-a-glance views of the most important data in your network.

Change Automation Menu: Lets you select from the options available in the Change
Automation application, which automates the process of deploying changes to the network.
Click the blue View Change Automation Dashboard link at the bottom of the Change
Automation tile to bypass the menu and open the Change Automation application directly.

Health Insights Menu: Lets you select from the options available in the Health Insights
application, which allows you to view the Alert Dashboard, Manage KPIs and KPI Profiles,
enable or disable KPI Profiles on selected devices, and see the KPI Profile Job History. Click
the blue Show Health Insights Dashboard link at the bottom of the Health Insights tile to
bypass the menu and open the Health Insights application directly.
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Item Description

10 Network Visualization Menu: Lets you select from the options available in the Network
Visualization application, which presents both a geographical and a logical map view of the
devices in your network, their topology and the links between them, the general condition of
those devices and links, and other information. Click the blue Show Topology Map link at
the bottom of the Network Visualization tile to bypass the menu and open the Network
Visualization application directly.

11 Device Management Menu: Lets you select from the options available in the Device
Management application, which lets you add, organize, update and view information about the
devices in your network; manage the credential profiles you use; provision and onboard devices
to inventory; and view Job History for all device-related tasks.

12 Admin Menu: Lets you access the Administrative section of the user interface, where you
can:

* Collect Cisco show-tech and logs

* Monitor system activity and restart services

* Manage users, roles, AAA TACACS+, and AAA LDAP servers
* Manage the providers and tags you use

* Change Network Visualization topology map settings

» Manage certificates

* Manage Cisco Crosswork Data Gateway and collection jobs

* Register with Cisco Smart Licensing

Set, Sort and Filter Table Data

Many Cisco Crosswork Change Automation and Health Insights windows show database records in tables.
For example: You will see tables in the Devices and Credentials windows accessed directly from Device
Management, and also in the Links window accessed via the topological map in Network Visualization.

Any window with a table will also provide column selection, sorting, and filter functions that let you control
the database records shown in the tables and help you locate particular records quickly.

Click ¥¥ to display a list of all the fields in the database for the kind of data record displayed in the table. You
can choose which fields you want to display as table columns by checking or unchecking the box next to any
field in the list. Your choices are enabled immediately and are permanent.

You can also sort all the records displayed in the table according to the data in any one column by clicking
that column'’s title:

* To sort the records in ascending order, click the column title once.

* To sort the records in descending order, click the column title again.

Sorting takes place immediately. You can only have one active sort at a time. The example Links window,
below, shows an active sort on the Link Type field.
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You can also filter the table to show only the records you want, using a quick filter or an advanced filter.
Many tables have all these features enabled by default. If you cannot see the quick and advanced filter features

displayed on a window with a table, click Adl

The quick filter displays only the records that match the value you enter above the column in the quick filter
field (see item 2, below). Filtering takes place immediately, as you type.

The advanced filter (only available in some tables) narrows the content in the table by applying a filter that

includes both a value and a logical operator, such as Equals, Starts with, Contains, and so on. Click " in the
column header to access the advanced filter (see items 4 and 5, below).

In addition to these quick and advanced filters, you can also use tags to filter the devices shown in the Devices
window and on the Network Topology map (see Filter Network Devices by Tags, on page 101).

Figure 2: Links Window With Active Sort and Filters

@
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Item

Description

Sort active icon: This arrow icon indicates that the user has sorted the links by clicking
on the column header. The arrow's direction shows that the table is sorted by Link Type,
in ascending order.

Quick filter field: Type a text or numeric value in this field to show only the links that
match the value you enter. The field shows the values you entered for both quick and
advanced filters.

Filter active icon: This icon shows that a quick or advanced filter is currently applied to
the data in this column.

Advanced filter icon: Click ', shown in each column header, to specify an advanced
filter on that column, using logical operators as well as alphanumerical values.

Note Advanced filtering is not available on all tables.

Filter criteria fields: These fields appear in a popup next to the column after you click the

‘' icon. Set the filter criteria by selecting the logical operator from the drop down list in
the first field, and then entering the filter value in the second field. Your criteria will be
applied immediately. You will then be prompted to enter more operators and values, and
to decide if you want to concatenate them using logical AND or OR. The quick filter field
shows the values you entered (but not the operators). Logical operators include Equals,
Not equal, Starts with, Ends with, Contains, and Not contains.
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CHAPTER 2

Get Started

This section contains the following topics:

* Basic Concepts, on page 9

* Before You Begin, on page 10

* High-Level Workflow, on page 11

» Workflow 1: Setup, on page 12

» Workflow 2: Monitor Key Performance Indicators, on page 14

» Workflow 3: Respond to KPI Data, on page 14

» Workflow 4: Schedule Playbooks, on page 15

» Workflow 5: Develop Custom KPIs, on page 16

» Workflow 6: Develop Custom Playbooks, on page 16

» Workflow 7: Set Up Data Collection for External Data Destinations, on page 17
» Workflow 8: Add Additional Device Collection Support, on page 19

Basic Concepts

Cisco Crosswork Change Automation and Health Insights makes extensive use of three basic concepts. It is
helpful to be familiar with them before you get started.

Tags: Tags will be familiar from other Web applications. They are simple text strings you can attach to
objects to help group them. Cisco Crosswork Change Automation and Health Insights comes with a short
list of ready-made tags used to group network devices. You can create your own tags and use them to
identify, find, and group devices for a variety of purposes. For example, in addition to type and geolocation,
which are already stored when you on-board devices, you may want to identify and group them by their
location in your network topology (Spine vs. Leaf), or the function they serve on your network (Provider
vs. ProviderEdge). Tags are especially useful when setting up KPI monitoring, as you can apply a KPI
to every member of a tagged group. You will want to develop your own tags for your purposes, and
rework them as needed to meet changing needs.

Providers: Cisco Crosswork Change Automation and Health Insights does not perform network discovery,
inventory collection, monitoring, or configuration changes directly. Instead, it relies on providers, such
as Cisco Network Services Orchestrator and Cisco WAN Automation Engine, to deliver these special
services. The provider family determines the type of service that provider supplies to Cisco Crosswork
Change Automation and Health Insights, and the parameters unique to that service, which must be
configured. Because these providers are separate applications, you will be asked to register them and
provide values for their unique parameters when you set up Cisco Crosswork Change Automation and
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Health Insights. This architecture permits Cisco Crosswork Change Automation and Health Insights to
devote all of its resources to processing and interpreting network events and rolling out changes in
response to these events.

Credential Profiles: For Cisco Crosswork Change Automation and Health Insights to be able to access
a device or to interact with a provider, it must be able to present credentials. Rather than entering
credentials each time they are needed, you can instead create credential profiles to securely store this
information. The platform supports unique credentials for each type of access protocol, and allows you
to bundle multiple protocols and their corresponding credentials in a single profile. Devices that use the
same credentials can share a credential profile. For example, if all of your routers in a particular building
share a single SSH user ID and password, you can create a single credential profile to allow Cisco
Crosswork Change Automation and Health Insights to access and manage them.

Before You Begin

Before you begin using Cisco Crosswork Change Automation and Health Insights, Cisco recommends that
you complete the following planning and information-gathering steps:

User Accounts : Cisco recommends as a best practice that you create separate accounts for all of your
users, so that there is an audit record of user activity on the system. Prepare a list of the people who will
use Cisco Crosswork Change Automation and Health Insights. Decide on their user names and preliminary
passwords, and create user profiles for them (see Manage Users, on page 164).

User Roles: Cisco recommends that you use role-based access control to confine users to just the software
functions needed to perform their job duties. By default, every new user you create has full administrative
privileges. Unless you want to extend the same privileges to every user, you will need to plan a system
of user roles, create them, and assign them to the user profiles you create (see Create User Roles, on page
168).

Credentials: Gather the access credentials for your providers and for each supported protocol that you
will use to monitor and manage your devices. For providers, this always includes user IDs, passwords,
and connection protocols. For devices, it includes user IDs, passwords, and additional data such as the
SNMP v2 read and write community strings, and SNMPv3 auth and privilege types. You will use these
to create credential profiles (see Basic Concepts, on page 9 and Manage Credential Profiles, on page
81).

Tags: Plan a preliminary list of custom tags to create when setting up the system, so that you can use
them to group your devices when you first onboard them. As explained in Basic Concepts, on page 9,
you will want to consider grouping devices by functionality, so that you can apply KPI monitoring to
tagged groups easily. You need not have a complete list of tags at first, as you can always add more later,
but please note that all the tags you do plan to use must be in place before you need them; you cannot
create them "on the fly" (see Manage Tags, on page 188 and Create Tags, on page 190).

Providers: As explained in Basic Concepts, on page 9, providers do the basic work of direct interaction
with network devices, so that Cisco Crosswork Change Automation and Health Insights can automate

monitoring and responses to network events. Cisco Network Services Orchestrator (Cisco NSO) is the

default provider used in nearly every Cisco Crosswork Change Automation and Health Insights installation,
so you will need to gather the Cisco NSO IP address or host name, port and protocol, and the credentials
to be used to communicate with it (which you will need to add as a credential profile). You will need to
do the same for any other providers you may plan to use, such as Cisco Software Manager or Cisco WAN
Automation Engine (see Manage Providers, on page 170 and Add Cisco NSO Providers, on page 178).
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This includes system service providers, such as an FTP server to store syslogs, or Cisco Crosswork
Situation Manager for processing alerts.

* Devices: Decide how you are going to onboard your devices: manually, via the user interface, or
automatically via synchronization or CSV import. This determines the amount of additional information
you will need to onboard your devices, which is covered in About Adding Devices to Inventory, on page
90.

+ External Data Destination(s): Decide which external data destination (Kafka or gRPC) you are going
to use and ensure it is set up to receive input from Cisco Crosswork Data Gateway.

» KPI Profile(s): KPIs (Key Performance Indicators) are used to monitor the health of the network. You
can establish unique performance criteria based on the way a device or devices are used in the network.
KPIs can be grouped to form a KPI Profile. It is helpful if you to have a good idea of the data you plan
to monitor and the performance targets that you want to establish as you setup Health Insights.

Note that you can capture the devices, credential profiles, tags, and providers lists in spreadsheet form, convert
the spreadsheet to CSV format, and then upload them in bulk to Cisco Crosswork Change Automation and
Health Insights. You do this using the Import feature (accessed using the Import icon, |ﬁ)

You can access CSV templates for each of these lists by clicking the Import icon in the corresponding places
in the user interface. Select the Download template link when prompted to choose an export destination path
and file name.

High-Level Workflow

The following workflow describes the main steps to getting started with Cisco Crosswork Change Automation
and Health Insights.

Step For details, see...

1. Populate the Cisco Crosswork Change Automation and Health | Workflow 1: Setup
Insights environment and set up Cisco Crosswork Data Gateway.

2. Create KPI Profiles to monitor device Key Performance Indicators | Workflow 2: Monitor Key Performance

(KPIs) for issues and anomalies. Indicators, on page 14

3. Link KPIs to playbooks. Workflow 3: Respond to KPI Data, on
page 14

4. Schedule Playbooks to perform routine maintenance. Workflow 4: Schedule Playbooks, on
page 15

5. Expand telemetry insight with custom KPIs. Workflow 5: Develop Custom KPIs,
on page 16

6. Remediate common scenarios and automate routine tasks with | Workflow 6: Develop Custom
custom playbooks. Playbooks, on page 16
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Step

For details, see...

7. Create collection jobs for external data destinations.

Note This is applicable only if the add on entitlement license
for Cisco Crosswork Data Gateway API access has been
purchased.

Workflow 7: Set Up Data Collection
for External Data Destinations, on page
17

8. Adding additional device collection support

Workflow 8: Add Additional Device
Collection Support, on page 19

Workflow 1: Setup

The first step in getting started with Cisco Crosswork Change Automation and Health Insights is to prepare
the system for use. The table below provides topics to refer to for help when executing each of the following

tasks:

Create a credential profile for at least one provider

Gather the setup for the provider using that credential profile
Create credential profiles for the devices from that provider
Get the devices from that provider

Create tags.

o U oA W N

credential profiles for the devices from those providers

7. Add devices to Cisco Crosswork Data Gateway.

Create any additional credential profiles for other providers you need, the setup for those providers, and

Note This workflow assumes that you have already installed and enrolled Cisco Crosswork Data Gateway as
explained in Cisco Crosswork Change Automation and Health Insights 3.2 Installation Guide.

If you were able to complete the recommended planning steps explained in Before You Begin, on page 10,
you should have all the information you need to finish each step in this workflow.

Step

Action

1. Ensure that your devices are themselves configured properly for
communication and telemetry.

Refer to the guidelines and sample
configurations in:

Prerequisites for Onboarding Devices,
on page 91

Sample Configuration for Devices in
Cisco NSO, on page 93

Prerequisites for Device Model Driven
Telemetry, on page 239
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Step

Action

2. Create credential profiles for your device provider and for your
devices.

Follow the steps in Create Credential
Profiles, on page 82

3. Add the provider (Cisco NSO).

Follow the steps in About Adding
Providers, on page 172

4. Validate communications with the provider.

Check on the provider's reachability
using the steps in Get Provider Details,
on page 186

5. Import or create tags.

To import them: Import Tags, on page
190

To create them: Create Tags, on page
190

6. Onboard devices using the method you prefer.

See About Adding Devices to
Inventory, on page 90

7. Attach devices to Cisco Crosswork Data Gateway.

Review the Data Gateways pane (see
Manage Cisco Crosswork Data
Gateway Instances, on page 208). The
operational state of the Cisco
Crosswork Data Gateway instance to

which you want to attach devices must
be Up.

Follow the steps in Attach a Device to
a Cisco Crosswork Data Gateway
Instance, on page 217

8. Validate Cisco Crosswork Change Automation and Health Insights
communications with devices.

Review the Devices window (see
Manage Network Devices, on page 89).
All the devices you have onboarded
should be reachable.

Click @ to investigate any device
whose Reachability State is marked

as © (unreachable), % (degraded), or
7] (unknown).

9. (Optional) Create additional user accounts.

Follow the steps in Add Users, on page
165

10. (Optional) Import or create additional credential profiles and
providers.

To import providers: Import Providers,
on page 175

To create providers: Add Providers
Through the UI, on page 173
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Workflow 2: Monitor Key Performance Indicators

Once you have completed initial setup, use Cisco Crosswork Change Automation and Health Insights to begin

device performance monitoring using KPI Profiles.

Step

Action

1. (Optional) Tag all of the devices whose KPIs you plan to monitor
with a tag indicating the function they perform, per your plan.

Follow the tasks in the Manage Tags,
on page 188 section. You can Create
Tags, or Import Tags, and then Apply
or Remove Device Tags you want to
monitor.

2. Plan which Cisco-supplied KPIs you want to begin using, based
on each device's function and the device performance characteristics
you want to monitor.

Review the Cisco-supplied KPIs
documented in List of Health Insights
KPIs, on page 58.

3. Group the relevant KPIs to form KPI Profiles.

Follow the instructions in Create a New
KPI Profile, on page 44.

4. Enable the appropriate KPI Profiles on the devices you want to
monitor.

Review and follow the instructions in
Monitor Network Health and KPIs, on
page 41

Workflow 3: Respond to KPI Data

The following workflow describes the steps to follow when using Cisco Crosswork Change Automation and
Health Insights Playbook to reconfigure the network in response to changes in performance detected by your

selected KPIs (after associating the Playbooks to the KPIs):

Step

Action

1. Research the KPIs that are triggering alerts, and determine the
best corrective action to take for the situation your network has
experienced.

Follow the instructions in Monitor
Network Health and KPIs, on page 41,
using the View Alerts for Network
Devices to research the alerts and their
possible causes.

2. Review the Cisco-supplied Playbooks and determine which ones
will allow you to address the situation.

Review the list of Plays, Playbooks,
and generic parameters in the
"Playbooks" and "Verbs" references in
the Change Automation Developer
Guide on Cisco Devnet.
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Step

Action

3. Try out the selected Playbooks and see if they are applicable to
your purposes. As you experiment, adjust the Playbook parameters
as needed.

See:

Perform a Dry Run of a Playbook, on
page 25

Run Playbooks In Single Stepping
Mode, on page 27

Run Playbooks In Continuous Mode,
on page 30

4. If the Playbooks are appropriate for your purposes, and the
situation occurs often, link the selected Playbooks and KPIs, so
alerts triggered by a KPI will always display the linked Playbook
for selection by operators.

Once the KPI and Playbook are linked, operators can click on the
Remediation icon, modify the Playbook parameters as needed, and
execute the selected Playbook.

Follow the steps in Link KPIs to
Playbooks, on page 55. Use the
Remediation icon shown in View Alerts
for Network Devices, on page 50 to
trigger a run of a linked Playbook from
a device or KPI alert.

Workflow 4: Schedule Playbooks

The workflow below describes the steps to follow when using Cisco Crosswork Change Automation and
Health Insights to automate routine network upkeep, and to verify that each routine change completed correctly.

Step

Action

1. Identify routine maintenance tasks (such as throughput checks,
software upgrades, SMU installs, and so on) that you perform on a
regular schedule and that may be suitable for automation using one
or more Cisco Crosswork Change Automation and Health Insights
Playbooks.

See About Running Playbooks, on page
23 and View the Playbook List, on
page 22

2. Configure Playbooks to perform these tasks at the desired time.

See About Running Playbooks, on page
23 and Schedule Playbook Runs, on
page 32

3. Review the Change Automation Job History to review the current
status of the Playbook and confirm that it ran successfully.

See Use the Change Automation
Dashboard, on page 22 and View or
Abort Playbook Jobs, on page 34

4. Use the APIs to perform routine maintenance tasks from your
own scripts and applications.

See the Cisco Crosswork Network
Automation API Documentation on
Cisco DevNet.
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Workflow 5: Develop Custom KPls

The following workflow describes the steps to follow when considering whether or not to develop Cisco
Crosswork Change Automation and Health Insights custom KPIs for your special needs, and how to proceed

if you decide you do.

Step

Action

1. Review the existing KPIs to make sure the telemetry you want to
monitor is not already available.

Follow the instructions in Monitor
Network Health and KPIs, on page 41,
using the View Alerts for Network
Devices to research the alerts and their
possible causes.

2. Review the data available from the devices you want to monitor
to see if they can supply the needed information:

* If they can, proceed with building a custom KPI.

« If they cannot: Contact Cisco to see if we can include the
required data in a future version of the device code.

The latest information on the data your devices can provide is always
available at the Cisco Telemetry Data Mapper
(https://tdm.cisco.com).

Review the KPIs in List of Health
Insights KPIs, on page 58.

3. Build the custom KPI and add it to a KPI Profile.

See Create a New KPI, on page 54 and
Create a New KPI Profile, on page 44

4. Enable the new KPI Profile on a test device and confirm that the
data reported matches your expectations. Be aware that KPIs that

See Enable KPI Profile on Devices, on
page 47 and View Alerts for Network

depend on data over time to establish baseline performance will | Devices, on page 50

need some time to "calibrate" before they provide meaningful data.

5. If the KPI Profile is meeting expectations, enable it on all devices
where you consider it applicable.

Follow the steps in Enable KPI Profile
on Devices, on page 47.

6. Review the Health Insights Job History to make sure the KPI
Profile was deployed to all targeted devices

See Verify the Deployment Status of
Enabled KPIs, on page 57

Workflow 6: Develop Custom Playbooks

The following workflow describes the steps to follow when deciding to develop a Cisco Crosswork Change
Automation and Health Insights custom Playbook.
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Step Action

1. Review the existing Playbook to see if any of them meet your | Review the Plays, Playbooks, and
needs fully or partially. parameters in the "Playbooks" and
"Verbs" references in the Change
Automation Developer Guide on Cisco
Devnet.

2. Find the Playbook that most closely matches your requirements | See Export Playbooks, on page 37
and export that Playbook. Once you get good at modifying Playbook,
you may choose to build them from scratch and skip this step.

3. Modify the exported Playbook or create a new Playbook as Review the "Custom Playbooks"
necessary to meet your requirements. tutorial in the Change Automation
Developer Guide on Cisco DevNet.

4. Import the new Playbook and then perform a dry run, or run it in | First, follow the instructions in Import
single-stepping or continuous mode against a test device or devices, | Playbooks, on page 38. Then:

to confirm that it performs as expected. Perform a Dry Run of a Playbook, on

page 25

Run Playbooks In Single Stepping
Mode, on page 27

Run Playbooks In Continuous Mode,

on page 30
5. For a Playbook you have developed that meets your needs: See:
* In response to KPI alerts: If the Playbook is meeting Link KPIs to Playbooks, on page 55

expectations, link it to the KPI that indicates the need for the
Playbook to be run, so that it is easy for operators to trigger the
Playbook in response.

Schedule Playbook Runs, on page 32

* For planned maintenance or configuration changes: Schedule
the Playbook to run, or run it, at the planned time.

Workflow 7: Set Up Data Collection for External Data
Destinations

Crosswork allows you to add two types of external data destinations:

» Kafka Server
* gRPC Server

The following workflow describes the steps to follow to add external destinations to Crosswork and create
collection jobs to feed these external data destinations.
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Step

Action

1. Ensure that you have set up the external data destination servers
that you want to use.

Also, if you are using an external Kafka server, ensure that you have
created Kafka topics prior to Crosswork using them.

The target destination installation and
administration are left to the user and
outside the scope of this document.
Please refer your Kafka/gRPC
administration and configuration guide.

Refer to the guidelines and sample
configurations in:

Prerequisites for Onboarding Devices,
on page 91

Sample Configuration for Devices in
Cisco NSO, on page 93

Prerequisites for Device Model Driven
Telemetry, on page 239

2. Add a data destination to Crosswork.

Review the Data Destinations pane
(see Manage Data Destinations, on page
224).

Follow the steps in Add a Data
Destination, on page 225.

3. Ensure that prerequisites for device telemtery are met.

Refer to the guidelines and sample
configurations in:

Prerequisites for Device Model Driven
Telemetry, on page 239

4. Create collection jobs

Refer to the following topics (in order
of their listing) for guidelines and
sample configurations:

1. About Collection Jobs, on page 242

2. Collection Job Payload Model, on
page 242

3. Collection Jobs, on page 249

4. Best Practices and Limitations for
Creating Collection Jobs, on page
248

Then, follow the steps in Create
Collection Jobs, on page 248.

5. Monitor collection jobs for status updates, issues, and alerts.

See Monitoring Collection Jobs, on
page 259.
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Workflow 8: Add Additional Device Collection Support

Cisco Crosswork Data Gateway allows you to register and deploy three types of custom software packages

to expand device coverage for external data collection:

1. CLI Device Package
2. Custom MIB Packages
3. SNMP Device Packages

The following workflow describes the steps to follow to add a custom package.

Step

Action

1. If you want to use a CLI Device Package, Custom MIB Package,
or an SNMP Device Package, add them to Cisco Crosswork Data
Gateway prior to creating collection jobs.

Review the Custom Software pane
(see Manage Custom Software
Packages, on page 232).

Follow the steps in Add a Custom
Software Package, on page 234
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CHAPTER 3

Automate Network Changes

This section contains the following topics:

* Change Automation Overview, on page 21

» About Running Playbooks, on page 23

» About Customizing Playbooks, on page 35

* Troubleshoot Change Automation, on page 39

Change Automation Overview

The Change Automation application automates the process of deploying changes to the network. You can
define automation tasks to achieve the intended network states in Change Automation using Playbooks that
consists of plays written using YAML. You can then push configuration changes to Cisco Network Service
Orchestrator (NSO), which deploys these changes to the network devices.

The difference between Change Automation and other existing scripted automation frameworks is that Change
Automation is a closed-loop framework. Changes are deployed to the router or other device using programmable
APIs, and the intent of the change is verified using telemetry that comes back from the router. Change
Automation relies on telemetry to verify the intent of the change, avoiding the need to frequently poll the
device for updates.

Traditional open source-based implementations use CLI towards network devices without a configuration
store, which leads to out-of-sync states. Driving network configuration change with a store provides transactional
rollback and locking abilities and enables a single source of truth for device configuration.

The following is a high-level Change Automation workflow:
1. Define your desired network changes in a Change Automation Playbook.

2. Push configuration changes to the network device indirectly, using Cisco Network Services Orchestrator,
a configuration services provider.

3. Receive real-time feedback via telemetry from the devices, telling you that the network changes were
made and the impact of the changes. You can also use post-change KPIs to determine if a particular change
should be undone and the devices returned to their previous configuration.

Change Automation comes with a robust library of Playbooks, each with its own collection of atomic
configuration and check plays. (A Playbook consists of multiple plays.)

You can configure what each Playbook does by specifying the values of runtime parameters to create a
Playbook Job. With the correct programming skills, you can download, modify and then upload and run your
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own versions of the Cisco-supplied Playbooks, or create your own custom Playbooks. For more information,
see About Customizing Playbooks, on page 35

Use the Change Automation Dashhoard

The Change Automation application's Dashboard window (shown in the following figure) lets you view all
Playbook-related activity and initiate Playbook runs. It displays an alphabetical list of Playbooks, the most
recently run Playbook jobs, and the same network topology map you see when you select Network
Visualization > View Topology. For help using the topology map, see Network Visualization Overview, on
page 65.

To view the Change Automation Dashboard window, select Change Automation > Dashboard.

The View All Playbooks and View All Jobs links on the Dashboard window give you direct access to the
Change Automation Run Playbook and Job History windows, respectively. For help using these two windows,
see the topics in the section About Running Playbooks, on page 23.

Figure 3: Change Automation Dashboard Window

f / Change Automation / Dashboard
v Playbooks o v/ Jobs
Playbook Status Name Last Update

Ad List to XE Router SUCCEEDED  interface-485320a6b9 2020-Apr-02, 01:36:01 (GMT +05:30)

map to a XE router
S View All Jobs
Add VRF under BGP on a XE router

Add/remove RD under BGP VRF on a router

Add/remove route policy

—> View All Playbooks

spac-adis115
o 4 spnac-adk-s112.cisco.com o

spnac-agk-s111.cisco.com

View the Playbook List

The Change Automation application's Playbook List window (in the following figure) gives you a consolidated
list of all the Playbooks in the system. To view the Playbook List window, select Change Automation >
Playbook List.
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®

@

A / Chang|s Automation / Playbook List
Predefi|ed Playbooks (55) My Playbooks (0) All Playbooks (55)
All Pl¥ybooks Selected 0/ Total SAD
@[] & vk
Name. Description Version Software Platform Last Modifed
Y

Check cpu usage of the router @ Check cpu usage percentage on a r 1.0.0 108 XE 2019-Nov-21, 04:15 ~
Check whether given interface is configured with specified.. ()  Check whether given interface is configured with specified ipvd addr..  1.0.0 108 XE 2019-Nov-21, 04:15
Augment Bundle Capacity @ Augment capacity of a bundle by IGP cost out of both ends of bund!. 100 108 XR 2019-Nov-21, 04:15
Creale bgp neightor on a router @ Create bgp neighbor on a router 100 108 XR 2019-Nov-21, 04:15
Addfremove RD under BGP VRF on a router (@ Addiremove RD under BGP VRF on a router 100 108 XR 2019-Now-21, 04:15
Add VRF under BGP on a xe router @ Add under BGP on a xe router 1.0.0 105 XE 2019-Nov-21, 04:15
Remove VRF under BGP on a xe router @ Remove VRF under BGP on a xe router 100 108 XE 2019-Nov-21, 04:15
Create[Delete Bridge domain on a XE router @ CreatejDelete Bridge domain on a XE router 100 108 XE 2019-Nov-21, 04:15
Create/Delete community set on router @ CreatejDelete community set on router 100 108 XA 2019-Now-21, 04:15
Create Port-Channel and add interface(s) (@ Create a Pont-Channel and add interface(s) to the Port-Channel on 2. 1.0.0 105 XE 2019-Now-21, 04:15
Remove address family under bgp for XE on the designate. @ Remove address family under bgp for XE on the designated router 1.0.0 105 XE 2019-Nov-21, 04:15
Delete bgp neighbors on a router @  Delete bgp neighbors on a router 1.0.0 10S XRIOS XE 2019-Nov-21, 04:15
Delete community list on router @ Delete community list on router 100 105 XE 2019-Nov-21, 04:15

< ’

Item Description

page 38.

Click ‘T to delete the currently selected custom Playbook. See Delete Custom Playbooks, on

Click == to import Playbooks from a gzipped TAR archive file. See Import Playbooks, on page
38.

Click & to export the currently selected Playbook(s) as a gzipped TAR archive file. See Export
Playbooks, on page 37.

Click @ toseca popup Playbook Details window showing the Playbook's description, hardware
and software compatibility, version number, and its plays. When you are finished viewing these
details, click X to close the popup window.

Click on the Name, Description, Version, Software Platform, and Last Modified column
headings in the table to sort the table by that column's data. You can also choose which columns
are shown, and set quick or advanced filters on any column. See Set, Sort and Filter Table Data,
on page 6.

Click © to refresh the Playbooks list.

Click E to set filter criteria on one or more columns in the table.

Click the Clear Filter link to clear any filter criteria you may have set.

About Running Playbooks

Running any Playbook consists of five steps:

1. Select the Playbook you want to run (see View the Playbook List, on page 22).
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2. Select the device or devices you want to run it on.
3. Enter the appropriate runtime parameters you want the Playbook to apply.

4. Select the execution mode you want to use:

a. Perform a Dry Run of a Playbook, on page 25, where you can see what the Playbook will do before
you commit to making changes to the network.

b. Run Playbooks In Single Stepping Mode, on page 27, so you have a chance to pause after each
Playbook check or action, and roll back changes you did not intend.

C. Run Playbooks In Continuous Mode, on page 30 and apply the changes immediately.

While selecting the execution mode, you can also choose to:

* Schedule Playbook Runs, on page 32 for another calendar date or time.

* Collect syslogs during and after the run. Syslog collection is available only when running the Playbook
in single-stepping or continuous execution mode, and only if you have already configured a syslog
storage provider (see Add Syslog Storage Providers, on page 183).

* Specify a Failure Policy, where you decide what the system should do in case a failure occurs at
any time during the Playbook run.

5. Confirm your settings and run the Playbook in the execution mode you selected.

Depending on their complexity and on network factors, some Playbooks may take a lot of time to run. At any
time during and after completion of a run, you can view the run details and status. If the Playbook is still
running, you can also choose to abort it. For details, see View or Abort Playbook Jobs, on page 34.

Playbook Execution Order

When it is running, every Playbook conducts checks and configuration changes in four phases, which correspond
to sections of the Playbook code (identified using the tags discussed in Playbook Components and Files, on
page 36):

1. Pre-Maintenance—This phase of the Playbook includes non-disruptive checks and any other operations
on the device that prepare it for potentially traffic-impacting changes. For example:

» Take snapshots of various routing protocol states.
* Take snapshots of memory, CPU, and system health parameters.

* Validate the capacity (storage, memory) on active and standby routers for the new software patch
upgrade.

2. Maintenance—This phase of the Playbook includes any task that may disrupt traffic flowing through the
router or impact neighboring routers. For example:

* Cost out the router and wait until traffic drains out completely.
* Verify that the redundant router is healthy and carrying traffic.
* Perform the upgrade procedure on the device.

» Reconfigure the device(s) to support a new configuration or feature.
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3. Post-Maintenance—This phase of the Playbook includes verification tasks to perform on the router after
any disruptive operation. For example:

* Verify that the current state matches the desired state.

 Cost in the router and wait for traffic to return to normal levels.

4. Continuous—In addition to the three serial phases already described, Change Automation also runs check
tasks that span the entire duration of Playbook execution. These tasks check the state of the router while
the Playbook is being deployed, and cancel the Playbook execution if any catastrophic or undesirable
state change occurs. The checks in the Playbook may also monitor a neighboring router to guarantee that
there are no second-order failures in the network while the changes are being deployed.

Perform a Dry Run of a Playbook

Step 1
Step 2

Step 3

A dry run lets you view configuration changes that the Playbook will send to the device, without performing
the actual commit of the changes, as you would with a run in the single-stepping or continuous execution
modes.

It is a best practice to perform a dry run and verify the configuration changes before you deploy those changes
to the router. If the dry run fails, you may want to debug its parameter values using another dry run. You can
also debug by performing a single-stepping run, which will allow you to abort and rollback changes after one
or more of the plays, instead of only at the end, as part of a continuous run's Failure Policy.

Note that dry run mode is intended for use only with Playbooks that perform actual device configuration
changes via Cisco NSO. See the "Playbooks" and "Verbs" references in the Change Automation Developer
Guide on Cisco Devnet for details on Playbooks that do not support dry run mode. These will include, for
example, Node state snapshot, Install optional package or SMU, and Uninstall optional package or SMU.

From the main menu, choose Change Automation > Run Playbook.

In the Select Playbook list on the left, click on the Playbook you want to dry run. On the right, the window displays
the Playbook name, hardware and software compatibility information, and descriptions for all the plays in the selected
Playbook.

Click Next. The Select Devices window appears. Using this window:

* You can toggle between the table view and topology map view by clicking and selecting the relevant option on
the drop-down button on the upper left corner of the window. Choose Select Devices From List or Select Devices
From Map to select the table view or topology map view respectively. By default, the table view is displayed.

 With the topology map view displayed, you can toggle between the map's geographical and logical views by

clicking on the -/ or the 4%~ You can also zoom, display bandwidth utilization, and change logical view layouts
as you do with the topology map you see when you select Network Visualization > View Topology (see Network
Visualization Overview, on page 65).

* You can select the devices using Static or Dynamic using Tags device selection options. Static selection allows
you to select devices from the list using quick and advanced filters and filter by tags on the left. Dynamic using
Tags selection targets you to select the relevant tag intead of devices from the table on the left side, and all devices

=5
associated with the relevant tag are selected. Hover the mouse pointer over the &9 icon next to the options for
more information. You can also view the selection criteria such as number of devices required for the selected
playbook.
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Step 4

Step 5

Step 6
Step 7

Step 8
Step 9

Step 10

» In Static selection mode, you can check the Allow Bulk Jobs check box to select multple devices and run the
selected playbook on them at the simultaneously. Based on your selection, the system creates a static group of

2
multiple jobs. Hover the mouse pointer over the &9 icon next to the check box for more information. There is no
limitation on the number of devices you can select for a bulk job.

Note Allow Bulk Jobs option is enabled for playbooks that can be executed on a single device.

The Select Devices window will prompt you to select one or more of the devices shown (depending on the Playbook).
Click on the devices you want to select, then click Next. The Parameters window appears.

In the fields provided in the Parameters window, enter the Playbook parameter values to use for this dry run.
With the Parameters window displayed, you can also:

* Click JSON to enter the parameter values in JSON format. A popup text window displays the full list of JSON
parameters, with empty values in quotes. Edit the values and, when you are finished, click Save.

« Click* lto upload a JSON file with the parameter values you want. You will be prompted to navigate to the JSON
parameters file you have previously prepared (or downloaded from a previous Playbook run) and then upload it
as appropriate for your browser and operating system.

* Click + Add to add additional instances of a particular parameter, if required for the Playbook you are running.
Click X Remove to delete instances added in this way.

« Click _* | to clear all the parameter values entered so far.

With the parameter values set, click Next. The Execution Policy window appears.
Choose Dry Run and click Next. The Review your Job window appears, displaying a summary of all of your choices:
playbook, devices, parameters, and execution policy. In this window:

* You must provide a relevant Name for the job.

* You can assign tags to your job. Click New Job Tag, provide a name and color and save your settings to create
your own tag. You can also select from the list of existing job tags by clicking the corresponding checkboxes.
Click Manage Job Tags to create, edit or delete job tags.

* You can click on any of the Change links in the Review your Job window summary to modify your choices.

When you are ready to continue, click Run Playbook.
At the confirmation prompt, click Confirm. The Execution Mode window is displayed.
After the dry run is complete:
* Click the Dry Run tab and verify the configuration changes that would be pushed to the device had this not been
a dry run. This tab will display a no config change message if no changes would have been made. Please
note that this tab shows only cumulative configuration changes, not each individual change made. For example,

if a Playbook configures set-overload-bit in one step and then unconfigures it using no set-overload-bit in
a later step, the tab will show no config change.

* Click the Events tab to see success and failure messages for each step of the Playbook. This can help you diagnose
and correct problems with individual plays and the run as a whole.

* Click the Console tab to see messages that are generated during the run.

As syslog collection is disabled for drying runs, the Syslog tab will contain only a message stating that.
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Step 11 (Optional) If you want to perform a single-step debugging run, or are ready to commit the changes to the device, click
Execute Now. The Execution Policy window will display, with all of your parameter values from the dry run pre-filled.

Run Playbooks In Single Stepping Mode

Single-stepping execution mode is a handy way to test a custom or modified Playbook, or diagnose problems
with a pre-packaged Playbook that is not giving you the results you want. Unlike a dry run, a single-stepping
execution commits configuration changes to the device as the Playbook runs. However, you can set breakpoints
on or pauses after any Maintenance or Post-Maintenance action in the Playbook. Please note that, while you
can set breakpoints on Pre-Maintenance actions, doing so will have no effect, and these actions will not pause.

Whenever the Playbook hits a breakpoint, it will stop, and will not continue until you issue the command to
proceed. At each pause, you can also choose to abort the entire run and roll back all changes made, or rollback
to any previous play.

Step 1 From the main menu, choose Change Automation > Run Playbook.

Step 2 In the Select Playbook list on the left, click on the Playbook you want to run. On the right, the window displays the
Playbook name, hardware and software compatibility information, and descriptions for all the plays in the selected
Playbook.

Step 3 Click Next. The Select Devices window appears. Using this window:

* You can toggle between the table view and topology map view by clicking and selecting the relevant option on
the drop-down button on the upper left corner of the window. Choose Select Devices From List or Select Devices
From Map to select the table view or topology map view respectively. By default, the table view is displayed.

+ With the topology map view displayed, you can toggle between the map's geographical and logical views by

clicking on the "/ or the %= You can also zoom, display bandwidth utilization, and change logical view layouts
as you do with the topology map you see when you select Network Visualization > View Topology (see Network
Visualization Overview, on page 65).

* You can select the devices using Static or Dynamic using Tags device selection options. Static selection allows
you to select devices from the list using quick and advanced filters and filter by tags on the left. Dynamic using
Tags selection allows you to select the relevant tag from the table on the left side, and all devices associated with

the relevant tag are selected. Hover the mouse pointer over the & icon next to the options for more information.
You can also view the selection criteria such as number of devices required for the selected playbook.

* In Static selection mode, you can check the Allow Bulk Jobs check box to select multple devices and run the
selected playbook on them at the simultaneously. Based on your selection, the system creates a static group of

multiple jobs. Hover the mouse pointer over the & icon next to the check box for more information. There is no
limitation on the number of devices you can select for a bulk job.

Note Allow Bulk Jobs option is enabled for playbooks that can be executed on a single device.
Step 4 The Select Devices window will prompt you to select one or more of the devices shown (depending on the Playbook).
Click on the devices you want. Click Next.
Step 5 Click Next. The Parameters window appears.
Step 6 In the fields provided in the Parameters window, enter the Playbook parameter values to use for this run.
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With the Parameters window displayed, you can also:
* Click JSON to enter the parameter values in JSON format. A popup text window displays the full list of JSON
parameters, with empty values in quotes. Edit the values and, when you are finished, click Save.

« Click | " lto upload a JSON file with the parameter values you want. You will be prompted to navigate to the JSSON
parameters file you have previously prepared (or downloaded from a previous Playbook run) and then upload it
as appropriate for your browser and operating system.

* Click + Add to add additional instances of a particular parameter, if required for the Playbook you are running.

Click X Remove to delete instances added in this way.

« Click _* I to clear all the parameter values entered so far.

Step 7 With the parameter values set, click Next. The Execution Policy window appears.
Step 8 Choose Single Stepping. The Execution Policy window displays additional features to customize the job:

* Under Collect Syslogs, click Yes if you want syslogs to be collected during and immediately after the run, No if
you do not. Yes is the default selection only if you have a syslog provider configured (see Add Syslog Storage
Providers, on page 183).

* From the Failure Policy dropdown, select:

« Abort to abort the entire run, without rolling back any changes, if a failure occurs at any point. This is the
default. Any configuration changes made up to the point of failure will not be rolled back.

* Pause to pause the run and allow you to decide how to handle the failure. This pause will be in addition to
any breakpoints you set using the Single stepping breakpoints dropdown.

» Complete Roll Back to abort the entire run and roll back all configuration changes made.

* In the Schedule area, uncheck the default Run Now selection to schedule the job for a later time. See Schedule
Playbook Runs, on page 32 for help on using the Schedule area features

Step 9 From the Single stepping breakpoints dropdown, select either
* Every step to pause automatically after every step in the Playbook.
* Customize to select the steps where you want the Playbook to pause.
If you select Customize, the Customize Breakpoints popup displays a list of all the plays in the Playbook, with a Wat

the step between each play. Click the (D at each step where you want to set a breakpoint. When you are finished, click
Done.

Step 10 Click Next. The Review your Job window appears, displaying a summary of all of your choices: playbook, devices,
parameters, and execution policy. In this window:

* You must provide a relevant Name for the job.

* You can assign tags to your job. Click New Job Tag, provide a name and color and save your settings to create
your own tag. You can also select from the list of existing job tags by clicking the corresponding checkboxes.
Click Manage Job Tags to create, edit or delete job tags.

* You can click on any of the Change links in the Review your Job window summary to modify your choices.

Step 11 When you are ready to continue, click Run Playbook.
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Step 12 At the confirmation prompt, click Confirm. The Job History window is displayed, with the details of the current job
displayed on the right side. The job details include information such as job status, job set tags, title of selected playbook,

execution parameters and policy, last updated date and update comments (if any). Click the  icon next to the detail
to view more information.

Step 13 While the run is executing, the blue Running tile at the top of the window will change to Paused for each step at which
you have set a breakpoint. Your choices at each pause will be displayed as buttons below the blue tiles:

* Click Resume to resume running from this point, with no changes. The Resume request includes the runtime
parameters from the previous step; you can edit these, as needed, later.

* Click Roll Back to roll back any changes made so far. You can choose how far to rollback:

* Click Complete Roll Back to roll back all changes to the start of the Playbook run. Once you have rolled
back to the start, you can choose to Resume from that point, Abort the run entirely, or Edit runtime
parameters of the run.

* Click Select Roll Back Point to roll back changes to the step you select. All the previous steps will then have
a roll back point icon displayed next to them: *3. Click the *3 for the step to which you want to roll back.
Once you have selected the step, you can choose to Resume from that step, Roll Back further, Abort the
run entirely, or Edit runtime parameters.

* Click Abort to abort the run entirely. No changes made will be rolled back.

* Click Edit runtime parameters to edit the parameters the run is using. You edit using a popup version of the
Parameters window, just as you did in step 6. The parameters exposed for editing when resuming are specific to
the task being resumed, which means that they are not the same global parameters you defined in step 6. Most of
the time, they are a subset of the global parameters. When you are finished, click Apply. You can then choose to
Resume execution with the changed parameters.

Step 14 While the run is executing, you can also use the following features of the progress window:

* View the execution status of each play in the Playbook in the Maintenance play list at the left side of the window.
Plays that fail are indicated with a red icon; plays that succeed are indicated with a green icon.

* See reminders of your choices in the blue Playbook and Devices tiles at the top of the window.
* See the current status of the run in the blue Running tile at the top of the window.

* Click View in the Parameters tile to view the run's parameters. While viewing the parameters, you can click
Download Parameters to save them in a JSON file. You will be prompted to name and save the file as appropriate
for your browser and operating system.

* Use the network topology in the map at the right side of the window to view the device and its connections to the
rest of your network.

Step 15 After the run is complete:

* Click the Events tab to see success and failure messages for each step of the Playbook. This can help you diagnose
and correct problems with individual plays and the run as a whole.

* Click the Syslogs tab to access syslog messages collected during and immediately after the run. If syslog collection
is enabled, the tab will provide a pointer to the path on the syslog storage provider where collected syslogs are
stored. If you chose not to collect syslogs, or no syslog storage provider has been configured, this tab will display
a message indicating that syslog collection is disabled.
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* Click the Console tab to see relevant commands and responses from the device consoles that took place during
the run. These messages can also help with diagnostics.

Run Playbooks In Continuous Mode

Continuous execution mode is the standard way to run Playbooks. Configuration changes are committed to
the device during the run, with no checks or delays except those programmed into it for system resets or other
purposes. The run continues until it succeeds or fails. If it fails, you can use the run's Failure Policy to abort,
rollback all changes made to the device, or pause execution at the failure point.

It is always good practice to perform a dry run and verify the configuration changes before committing to a
continuous run (see Perform a Dry Run of a Playbook, on page 25). You can also run the Playbook in
single-stepping mode, which will allow you to pause execution after any play you select, abort and rollback
changes as needed, and even change runtime parameters in the middle of the run (see Run Playbooks In Single
Stepping Mode, on page 27).

Step 1 From the main menu, choose Change Automation > Run Playbook.

Step 2 In the Select Playbook list on the left, click on the Playbook you want to run. On the right, the window displays the
Playbook name, hardware and software compatibility information, and descriptions for all the plays in the selected
Playbook.

Step 3 Click Next. The Select Devices window appears. Using this window:

* You can toggle between the table view and topology map view by clicking and selecting the relevant option on
the drop-down button on the upper left corner of the window. Choose Select Devices From List or Select Devices
From Map to select the table view or topology map view respectively. By default, the table view is displayed.

+ With the topology map view displayed, you can toggle between the map's geographical and logical views by

clicking on the -/ or the 4%~ You can also zoom, display bandwidth utilization, and change logical view layouts
as you do with the topology map you see when you select Network Visualization > View Topology (see Network
Visualization Overview, on page 65).

* You can select the devices using Static or Dynamic using Tags device selection options. Static selection allows
you to select devices from the list using quick and advanced filters and filter by tags on the left. Dynamic using
Tags selection allows you to select the relevant tag from the table on the left side, and all devices associated with

e
the relevant tag are selected. Hover the mouse pointer over the & icon next to the options for more information.
You can also view the selection criteria such as number of devices required for the selected playbook.

+ In Static selection mode, you can check the Allow Bulk Jobs check box to select multple devices and run the
selected playbook on them at the simultaneously. Based on your selection, the system creates a static group of
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multiple jobs. Hover the mouse pointer over the & icon next to the check box for more information. There is no
limitation on the number of devices you can select for a bulk job.

Note Allow Bulk Jobs option is enabled for playbooks that can be executed on a single device.

Step 4 The Select Devices window will prompt you to select one or more of the devices shown (depending on the Playbook).
Click on the devices you want to select them, then click Next. The Parameters window appears.

Step 5 In the fields provided in the Parameters window, enter the Playbook parameter values to use for this dry run.
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With the Parameters window displayed, you can also:

* Click JSON to enter the parameter values in JSON format. A popup text window displays the full list of JSON
parameters, with empty values in quotes. Edit the values and, when you are finished, click Save.

« Click | " lto upload a JSON file with the parameter values you want. You will be prompted to navigate to the JSSON
parameters file you have previously prepared (or downloaded from a previous Playbook run) and then upload it
as appropriate for your browser and operating system.

* Click + Add to add additional instances of a particular parameter, if required for the Playbook you are running.
Click X Remove to delete instances added in this way.

« Click _* I to clear all the parameter values entered so far.

Step 6 With the parameter values set, click Next. The Execution Policy window appears.
Step 7 Choose Continuous. The Execution Policy window displays additional features to customize the job:
* Under Collect Syslogs, click Yes if you want syslogs to be collected during and immediately after the run, No if

you do not. Yes is the default selection only if you have a syslog provider configured (see Add Syslog Storage
Providers, on page 183).

* From the Failure Policy dropdown, select:

« Abort to abort the entire run, without rolling back any changes, if a failure occurs at any point. This is the
default. Any configuration changes made up to the point of failure will not be rolled back.

* Pause to pause the run and allow you to decide how to handle the failure.

» Complete Roll Back to abort the entire run and roll back all configuration changes made.

* In the Schedule area, uncheck the default Run Now selection to schedule the job for a later time. See Schedule
Playbook Runs, on page 32 for help on using the Schedule features.

Step 8 Click Next. The Review your Job window appears, displaying a summary of all of your choices: playbook, devices,
parameters, and execution policy. In this window:

* You must provide a relevant Name for the job.

* You can assign tags to your job. Click New Job Tag, provide a name and color and save your settings to create
your own tag. You can also select from the list of existing job tags by clicking the corresponding checkboxes.
Click Manage Job Tags to create, edit or delete job tags.

* You can click on any of the Change links in the Review your Job window summary to modify your choices.

Step 9 When you are ready to continue, click Run Playbook.

Step 10 At the confirmation prompt, click Confirm. The Job History window is displayed, with the details of the current job
displayed on the right side. The job details include information such as job status, job set tags, title of selected playbook,
execution parameters and policy, last updated date and update comments (if any). Click the  icon next to the detail
to view more information.

Step 11 While the run is executing, the blue Running tile at the top of the window will change to Paused if you chose a Failure
Policy of Pause. Your choices will be displayed as buttons below the blue tiles:

* Click Resume to resume running from this point, with no changes.
* Click Roll Back to roll back any changes made so far.
* Click Abort to abort the run entirely. No changes made will be rolled back.
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Step 12 While the run is executing, you can also use the following features of the progress window:

* View the execution status of each play in the Playbook in the Maintenance play list at the left side of the window.
Plays that fail are indicated with a red icon; plays that succeed are indicated with a green icon.

* See reminders of your choices in the blue Playbook and Devices tiles at the top of the window.
* See the current status of the run in the blue Running tile at the top of the window.

* Click View in the Parameters tile to view the run's parameters. While viewing the parameters, you can click
Download Parameters to save them in a JSON file. You will be prompted to name and save the file as appropriate
for your browser and operating system.

* Use the network topology in the map at the right side of the window to view the device and its connections to the
rest of your network.

Step 13 After the run is complete:

* Click the Events tab to see success and failure messages for each step of the Playbook. This can help you diagnose
and correct problems with individual plays and the run as a whole.

* Click the Syslogs tab to access syslog messages collected during and immediately after the run. If syslog collection
is enabled, the tab will provide a pointer to the path on the syslog storage provider where collected syslogs are
stored. If you chose not to collect syslogs, or no syslog storage provider has been configured, this tab will display
a message indicating that syslog collection is disabled.

* Click the Console tab to see relevant commands and responses from the device consoles that took place during
the run. These messages can also help with diagnostics.

Schedule Playbook Runs

The Change Automation application's Execution Mode window allows you to schedule future Playbook runs
as jobs, and view all the jobs that have been scheduled. Use the Schedule area on the left to schedule a job.
Use the All Scheduled Jobs area on the right to view scheduled jobs on the calendar.

The Execution Mode window's scheduling features are only displayed when you have chosen to run a Playbook
in continuous or single-stepping mode. You cannot schedule a dry run of a Playbook.
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Figure 4: Execution Mode Scheduling Features
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Description

Run Now: Running Playbooks immediately is the default for continuous and single-stepping
execution modes. To schedule a run for a future time and date, you must uncheck this box.

Schedule Selectors: Use these fields to select the future time and date when the Playbook
runs. Although it is the default for the Pre-Maintenance and Maintenance phases of a
scheduled Playbook to start at the same time, you can use the upper Schedule Pre-check
and lower Schedule Perform fields to schedule the start of Pre-Maintenance and the start
of Maintenance independently. Note that the Schedule Perform time must always be greater
than or equal to the Schedule Pre-check time.

Previous/Today/Next Selectors: Use these three selectors with the Month/Week/Day
selectors to focus the calendar's display of scheduled jobs on the time range in which you
are interested. For example: To show only those jobs scheduled for next week, click Next
and Week.

Job Icons: Red, numbered icons in the squares representing each calendar date show how
many jobs are scheduled for that date. Yellow circle icons represent each scheduled job.

Job Details Popup: Hover your mouse cursor over a yellow circle icon to see the details
for the scheduled job represented by that icon. The popup shows the execution ID of the job
and the name of the Playbook to be run.

Show jobs for selected devices only: Check this box to restrict the calendar display to only
those jobs scheduled to run on the devices you have already selected. This is a handy way
to see if the schedule you plan for your Playbook run will conflict with other scheduled jobs
on the same devices.

Month/Week/Day Selectors: Use these three selectors with the
Previous/Today/Nextselectors to focus the calendar's display of scheduled jobs on the time
range in which you are interested. For example: To show only those jobs scheduled for last
month, click Last and Month.

Cisco Crosswork Change Automation and Health Insights 3.2.2 User Guide .



Automate Network Changes |

. View or Abort Playbook Jobs

\}

Note

Change Automation Playbooks have a mop_timeout parameter, which is a user specified input needed to
schedule any Playbook. If your are scheduling a Playbook with Failure Policy set to Complete Roll
Back, you must double the value of the mop_timeout parameter as it can possibly take as much time to
roll back the Playbook as it takes to run it until the last step. For example, if Playbook timeout is typically set
to 1 hour, set it to 2 hours instead when enabling complete rollback on failure policy. Without sufficient
mop_timeout, the Playbook can end up in a bad state if the timeout gets triggered while roll back is in
progress.

View or Abort Playbook Jobs

There are two ways to view Playbook jobs:

1. The Change Automation Dashboard window's Jobs panel, which shows general information about the
Playbook jobs that have been run most recently, including whether these jobs succeeded or failed.

2. The Change Automation Job History window lists all Playbookjobs, with much more detail.
Both methods let you click on any individual job in the list to see that job's detailed execution progress panel,

which displays the name of the Playbook, its plays, the devices it ran on, the parameters used, and all event,
syslog, console and other messages. These details are useful when diagnosing failures.

The Job History window also allows you to abort running jobs.

Step 1 From the main menu, select Change Automation > Dashboard. The Jobs panel at the upper right displays summary
information for jobs that are running or have been recently run.

Vv Jobs O
Job Status Time Stamp
router_check_accessibility ABORTED 2019-Apr-09, 21:56:36 (GMT -07:00)
router_check_accessibility SUCCEEDED 2019-Apr-09, 21:45:36 (GMT -07:00)
router_op_backup_restore_config  FAILED 2019-Apr-09, 21:10:31 (GMT -07:00)
router_config_bgp_vrf FAILED 2019-Mar-14, 05:06:29 (GMT -07:00)

> View All Jobs

Step 2 To view information about a specific Playbook job in the Jobs panel, click the blue job title link in the Job column. The
job's execution progress panel displays.

Step 3 To view information about all jobs:

* Click the View All Jobs link at the bottom of the Jobs panel.
* From the main menu, choose Change Automation > Job History
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Step 5

About Customizing Playbooks .

The Job History window opens with a table of detailed job information. The table data is sorted by the Last Update
Time, with running or most recently executed jobs at the top. You can apply quick or advanced filters to the Playbook
Title and Devices columns as you would with columns in other table windows (see Set, Sort and Filter Table Data, on

page 6).
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[ SID-BKOUMBEF-2D211119 Success  SJC-Router—NW395  21-SEP-2019 6:00:00 am PST  21-SEP-2019 8:30:00 am...  4462123621790-7d17bdef-22..
) SID-OCEGAS2X-1E211119 Success  SJC—Router-NW399  21-SEP-2019 6:00:00 am PST  21-SEP-2019 8:30:00am...  4462123621790-7d17bdef-49...
(-] SID-J7HYYHNW-5D211119 Success ~ SFO-Router—NW440  21-SEP-2019 6:00:00 am PST  21-SEP-20198:30:00 am...  4462123621790-7d17bdef-52...
[x] SID-TGSIL3VTP-6T211119 Success  SFO-Router-NW444  21-SEP-2019 6:00:00 am PST  21-SEP-2019 8:30:00 am...  4462123621790-7d17bdef-56..
) SID-DLNXCDJQ-7R211119 Success  SFO-Router-NW395  21-SEP-2019 6:00:00 am PST  21-SEP-2019 8:30:00am...  4462123621790-7d17bdef-51...
[x] SID-BX3326VIW-5R211119 Success ~ SFO-Router-NW399  21-SEP-2019 6:00:00 am PST  21-SEP-2019 8:30:00 am...  4462123621790-7d17bdef-45...
® SID-RGRMBYOE-8B211119 Success  SFO-Router—NW440  21-SEP-2019 6:00:00 am PST  21-SEP-20198:30:00 am...  4462123621790-7d17bdef-14
[ SID-N7LL4R3TR-6D211119 Success  PHX-Router—NW779  21-SEP-2019 6:00:00 am PST  21-SEP-2019 8:30:00 am...  4462123621790-7d17bdef-25..
) SID-RGRMBYOE-8B458780 Success  PHX—Router-NW787  21-SEP-2019 6:00:00 am PST  21-SEP-2019 8:30:00am...  4462123621790-7d17bdef-51...
] SID-N7LL4R3TI-6D277819

—> View Failed Job Sets

To view information about a specific Playbook job in the Job History window, click the relevant job ID checkbox on
the left. in the Execution ID column. The job's status and execution details are displayed on the right side.

With the Job History window displayed, you can abort running, paused or scheduled jobs, as follows:

« To abort a specific job, click the check box next to it and then click Abort Selected.
+ To abort all jobs immediately, click Abort All.

When prompted, click Confirm. Jobs that are currently paused or scheduled will abort once the current task has run to
completion.

About Customizing Playbooks

Users can download and customize Cisco-supplied Playbooks, or create their own based on Cisco models or
from scratch.

Creating and modifying Playbooks are engineering tasks that take place outside of the user interface for Cisco
Crosswork Change Automation and Health Insights. As such, they are outside the scope of this User Guide.

Cisco supplies developer-level documentation for Cisco-supplied Playbooks, Cisco verbs used in these
Playbooks, and tutorials on how to create custom plays and Playbooks. For help, see the:

* "Playbooks" and "Verbs" references in the Change Automation Developer Guide on Cisco Devnet

* "Custom Playbooks" tutorial in the Change Automation Developer Guide on Cisco DevNet
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Playbook Components and Files

Change Automation Playbooks contain a variety of components, referred to using specialized names. The
components are implemented in the Playbook as files. Some of these components' names are borrowed from
the Ansible specification, but all have their own definitions, and not all of the corresponding files can be
customized by users. Some components are Cisco-proprietary intellectual property; while you can use them
in custom Plays and Playbooks, you cannot customize them directly. The following table explains the function
of each of these components, explains how they are implemented, and shows which of them you can customize.

Table 2: Playbook Components and Files

Component Description File/Format Customizable?

Play A play is a single task to be executed. A task | YAML/YML in | Yes
is a list of actions to be performed in service | the Playbook file
of that play. A play is typically a script that
uses one or more verbs.

Playbook A Playbook is an aggregation of one or YAML/YML file |Yes
more plays, and is structured by the plays
it contains. There can be many plays inside
a Playbook. The function of a Playbook is
to map a set of actions onto the features of
a particular host. For example: A query and
configuration change script with abstract
variables that can be mapped to a particular
instance of a device. For more details, see
the "Playbooks" and "Verbs" references in
the Change Automation Developer Guide
on Cisco Devnet.

Verb A verb is a Cisco-supplied module, and Binary executable | No
functions as a granular unit of activity. file
These are Cisco intellectual property,
supplied as object code, used under license
and not modifiable by users. For more on
Cisco verbs and how to use them, see the
"Custom Playbooks" tutorial in the Change
Automation Developer Guide on Cisco
DevNet.

Params Params are simply variables, used in JSON file Yes
Playbooks just as variables are used in any
programming language. A Params file in a
Playbook is an optional file that collects all
the user-defined input variables in one place.
It is optional because all these variables are
also in the plays.
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Component Description File/Format Customizable?

Specs Short for "specifications", specs are Cisco |JSON Schema file | Yes
verb-specific object files, written in JSON
schema format. They define all the Playbook
input parameters and their constraints.

Tags Tags are predefined phases of execution for | Binary Executable | No, but you select
plays within a Playbook, and define the files from the predefined
order of execution of all plays: tag set.

« Continuous
¢ Pre-Maintenance
* Maintenance

« Post-Maintenance

Any play tagged as Continuous or
Pre-Maintenance runs in parallel with other
plays with the same tags. All plays tagged
as Maintenance or Post-Maintenance run
serially. These tags are Cisco intellectual
property, used under license and not
modifiable by users.

Role A role is a built-in wrapper for Cisco’s YAML/YML file |No
verbs. These files are Cisco intellectual
property, used under license and not
modifiable by users.

Export Playbooks

You can export any Playbook as a gzipped tar archive. This includes any Cisco-supplied Playbook, as well
as custom Playbooks that you or another party have authored and have imported into Cisco Crosswork Change
Automation and Health Insights.

The exported archive will contain only the user-customizable files listed in Playbook Components and Files,
on page 36. Once you extract them from the archive, you can identify the Playbook components by their file
names and filename extensions. The filename will include the Playbook's unique ID (for example:

router config bgp rd.yaml forthe Playbook YAML code). If files share the same filename extension,
the filename will also include an indicator of the type of Playbook component it is (for example:

router config bgp rd specs.jsonand router config bgp rd params.json for the
Specs and Params files, respectively). For details on each Cisco-supplied Playbook and its components, see
the "Playbooks" and "Verbs" references in the Change Automation Developer Guide on Cisco Devnet.

You can edit the exported files as needed, following the guidelines in the "Custom Playbooks" tutorial in the
Change Automation Developer Guide on Cisco DevNet. You can then import them as explained in Import
Playbooks, on page 38.

You cannot re-import an exported Cisco-supplied Playbook with the same name as the original.

Your user ID must have Change Automation read permission to export Playbooks.
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Step 1 From the main menu, choose Change Automation > Playbook List.
Step 2 (Optional) In the Playbook List window, filter the table as needed (see ).

Step 3 Check the check boxes for the Playbooks you want to export. Check the check box at the top of the column to select all
of the Playbooks for export.

Step 4 Click [®]. Your browser will prompt you to select a path and the file name to use when saving the gzipped tar archive.
Follow the prompts to save the file.

Import Playbooks

You can import any custom Playbook, provided it meets the following requirements:
* The Playbook files must be packaged as a gzipped tar archive.
* The archive must contain a Playbook YAML file and a Specs JSON file, at minimum.

* The archive file must have a unique name.

Cisco recommends that your imported archive also contain:

* An ASCII TXT file documenting the Playbook, its plays, and their input parameters.

* A Params JSON file.
The individual files included in the archive must meet the additional validation requirements described in the
"Custom Playbooks" tutorial in the Change Automation Developer Guide on Cisco DevNet.

Note that you cannot overwrite a Cisco-provided Playbook. You can overwrite a custom Playbook. The system
will warn you when you are about to overwrite a custom Playbook, but will not prevent you from doing so.
Take precautions to ensure that you do not overwrite your custom Playbooks accidentally.

Your user ID must have Change Automation write permissions to import Playbooks.

Step 1 From the main menu, choose Change Automation > Playbook List.

Step 2 Click ‘Ei‘ Your browser will prompt you to browse to and select the gzipped archive file containing the Playbooks you
want to import.

Make sure there is no existing Playbook with the same name as the Playbook you intent to import, unless it is your intent
to overwrite the existing Playbook.

Step 3 Follow the prompts to import the archive file.

Delete Custom Playbooks

You can delete user-defined Playbooks only. You cannot delete a Cisco-supplied Playbook.

Your user ID must have Change Automation delete permission to delete Playbooks.
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Step 1 From the main menu, choose Change Automation > Playbooks List.

Step 2 In the Playbooks List window, select the custom Playbook that you want to delete
Step 3 Click Delete.

Step 4 Click Delete again to confirm.

Troubleshoot Change Automation

The following table describes issues you may encounter when using the Change Automation application, and

their solutions or workarounds.

Table 3: Change Automation Troubleshooting

Issue

Solution

Playbook run fails with messages indicating that Cisco
Network Services Orchestrator (Cisco NSO) and the
target device are out of sync or otherwise out of
communication. Message text will vary, but may
include "device out of sync", "NC client timeout",
and other text indicating that there are connectivity
or sync issues between Cisco NSO and the device.

Run the Playbook again. Under normal circumstances,
doing so will initiate a sync operation between the
device and NSO. Alternatively, you can also perform
a sync-from or sync-to operation in NSO.

"Failed to end NSO transaction,
500:fatal: YClientError: Failed to send RPC:" error
is displayed while running the playbook.

Include the below settings in the Cisco NSO
configuration file (ncs.conf):

<ssh>
<client-alive-interval>infinity</client-alive-interval>|

<client-alive-count-max>5</client-alive-count-max:
</ssh>

Playbook aborted due to failure in locking the device
nodes.

In the Devices window, select the relevant devices
and clear the lock by moving the device to DOWN
and then UP. Go to Admin > Crosswork Manager,
and restart the robot-nca process. Once the protocols
are reachable, you can schedule to run a new
playbook.
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CHAPTER 4

Monitor Network Health and KPIs

This section contains the following topics:

* Health Insights Overview, on page 41

* Health Insights Alert Dashboard, on page 42

* Create a New KPI Profile, on page 44

* Enable KPI Profile on Devices, on page 47

* View Alerts for Network Devices, on page 50

» Manage KPI Profiles, on page 52

* Manage KPIs, on page 53

* Create a New KPI, on page 54

* Link KPIs to Playbooks, on page 55

* Verify the Deployment Status of Enabled KPIs, on page 57
* Disable KPI Profile on Devices or Device Groups, on page 57
* List of Health Insights KPIs, on page 58

* Troubleshoot Health Insights, on page 63

Health Insights Overview

\}

Health Insights is a network health application that performs real-time key performance indicator (KPI)
monitoring, alerting, and troubleshooting. The Health Insights application enables programmable monitoring
and analytics. With Health Insights, network operators can create a platform to dynamically address changes
to the network infrastructure. Health Insights builds dynamic detection and analytics modules that allow
operators to monitor and alert network events with user-defined logic. Health Insights uses the Device
Management component to bring devices on board. For more information, see Device Management Overview.

Health Insights provides prebuilt KPIs that are based on model-driven and SNMP-based telemetry. The Health
Insights Recommendation Engine uses data mining to analyze your network and then recommends which
telemetry paths you should enable and monitor.

Note

For the recommendation engine to work in Health Insights, the reachability should be established between
Cisco Crosswork Change Automation and Health Insights and the device. When a device is onboarded, Cisco
Crosswork Change Automation and Health Insights installs an explicit static route pointing to the data network
gateway on the device subnet. You need to ensure that direct connectivity is established between Cisco
Crosswork Change Automation and Health Insights and the device.
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. Health Insights Alert Dashboard

The following high-level example shows how Health Insights interacts with the other Cisco Crosswork
Network Automation components:

1. Health Insights detects an anomaly: The optical bit error rate that you are monitoring on each of the links
in your network suddenly increases.

2. Change Automation Playbooks automate remediation: Switch to the backup link immediately. Restore
service. Open an RMA ticket (manually initiated by the user). Alert the network engineer.

Any network remediation can be orchestrated via Change Automation Playbooks, which closes the loop
on problem detection and resolution.

Health Insights Alert Dashboard

The Health Insights alert dashboard provides device health summary information that is based on real-time
network state events. The dashboard displays a network view of KPI sensors that are paired to specific device
groups. Health Insights raises customizable events and alerts that are based on user-defined logic.

\}

Note  Alert dashboard displays individual KPI alerts, even though the mechanism of enabling KPI on a device is
done through a KPI profile.

To display the Health Insights dashboard, choose Health Insights > Alert Dashboard from the main menu.
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Item Description
1 Device/KPI1 Alert Selector: Click here to toggle between device alert and KPI alert
information.
2 Alerts History: This dashlet shows the total number of device alerts or KPI alerts that have
been raised during the chosen time period, with detailed time lines showing both individual
sets of alerts and the overall alert trend.
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Health Insights Alert Dashboard .

Item

Description

Alerts Trend Line: This line shows the overall trend in alerts for the chosen time period.
You can use the Alerts Trend Line to select and zoom in on a specific time period within
the Alerts History Line, as follows:

1. Click the time-period starting point in the Alerts Trend Line and hold down the mouse.

2. Drag the cursor to the endpoint and then release the mouse.

The time range you selected is indicated by light gray shading on the Alerts Trend Line,
with + and - zoom icons shown above the Alerts History Line. Click the + icon to zoom
in on the time range you selected. Click the - to zoom out. To restore the full view of the
Alerts History Line, click on any point outside of the light gray shading on the Alerts
Trend Line.

Top 20 Impacted Devices/ Top 20 Impacted KPIs: When selected, this dashlet displays
a map of tiles, each tile representing one of the 20 devices or KPIs with the most alerts
during the selected time period. The amount of space that each tile occupies in the map
corresponds to the number of alerts raised: the more alerts, the bigger the tile. To view more
detailed information for a particular device or KPI, click the device or KPI name link in the
center of the tile.

Filter By Tags: This field lets you filter the alert dashboard information by associated tag
names. To select a tag, do one of the following:

* If you know the tag that you want to use, enter it in the Type to filter by Tags field
and then check its check box. Repeat this step to select more tags.

« If you want to select a tag from the tags that are currently available:

1. Inthe Type to filter by Tags field, type any character to open the results list.

2. Click the View All Tags link at the bottom of the list.

3. Check the check box for each tag you want to use and then click Apply Filters.
4

Delete the character that you typed in Step 1 to clear the results list.

Tag filters you create are not saved. If you open another window and then return to the alert
dashboard, you will need to re-create tag filters.
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Item

Description

All Impacted Devices/All Impacted KPIs: When selected, this dashlet provides a complete
list of all devices or KPIs affected by alerts. The information for each affected device or
KPI includes:

* Device Name or KPI Name
* Device or KPI Type

* [P address: The IP address of the impacted device. This column is only displayed for
devices.

* Alert count: The total number of alerts for that device or KPI during the selected period.

* Impact score—This value is determined using the following formula: (4 x number of
critical alerts) + (3 x number of major alerts) + (2 x number of minor alerts) + number
of warning alerts. When monitoring the health of your network, focus on devices or
KPIs with a higher impact score.

* Severity distribution—Provides a visual breakdown of the severity that is associated
with a device or KPI's alerts. To view a tooltip that indicates the number of raised
alarms (by severity and in total), place your cursor over the appropriate bar segment.

Alerts History: The Alerts History line shows alerts as discrete bar indicators whose height
represents the total number of alerts gathered at each point in time. To see the total for each
type of alert, hover your mouse cursor over the bar indicator. You can also use the Alerts
Trend line to zoom in on particular portions of the alert history.

Time Period: Specifies the time period for which the dashboard provides alert information:
The past one hour, past day, past week, and so on. Please note that the dashboard provides
alert information only, not telemetry information.

Severity Legend: Maps the bar indicator colors that are used in the Alert History dashlet
to the corresponding alert severity. To display or hide the alerts for a particular severity,
click the circle representing that severity. A filled circle indicates that alerts of that severity
have been raised and are being displayed. An empty circle indicates that alerts of that severity
are either not being displayed or have not been raised during the displayed time period.

10

Auto Refresh: Specifies how often the dashboard is automatically refreshed.

11

Refresh Icon: Refreshes the dashboard.

\}

Note Composite Alerting is not displayed in the Alert dashboard.

Create a New KPI Profile

A KPI Profile is a collection of KPIs and their corresponding parameters such as alert frequency, alert type,
cadence, and more. You can group relevant KPIs into a KPI Profile, give it meaningful name based on the
purpose (for example, environmental or health check), and configure parameters that are relevant to monitoring
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Step 1

Step 2
Step 3

Step 4

Step 5
Step 6

Step 7

Create a New KPI Profile .

a specific type of devices (for example, edge routers). Once the KPI profiles are created and validated by the
system, they are ready to be used. You can select the device(s) in Health Insights, select appropriate KPI
Profiles and enable them. This action enables all the KPIs in the selected KPI Profile. Similarly, you can select
the device(s) and choose to disable the KPI Profiles. This removes all KPIs enabled as part of the selected
KPI profile(s).

You can create a KPI Profile and enable it on the desired devices. The workflow is as follows:
1. Supply basic information, such as the Profile name and a description.

2. Add KPI(s) and save the profile.

3. Edit KPI parameters and create alert groups.

4. Enable the KPI Profile on the devices.

The following steps explain how to perform all of these tasks.

From the main menu, choose Health Insights > Manage KPI Profiles. The Manage KPI Profiles window opens.

Click the [* . The Create New Profile window opens.

In the text fields provided, enter a unique Profile Name, a short Description. The Profile Name can contain a maximum
of 32 alphanumeric characters, plus underscores ("_"). No other special characters are allowed.

Add KPI to the profile, using the following filter options:

a) All KPIs: By default, this option is selected and the list of all KPIs are displayed in the list. You can select the
required KPI by checking the relevant checkbox.

b) Recommended KPIs: You may also select KPIs based on the KPI recommendation for a specific device. Click
Recommended KPIs and the device list is displayed. You may filter the device list by entering relevant values in
the Name and State fields, or filter by tags. using tags. Select a device from the list and the recommended KPI list
is displayed on the right side. Select the required KPI by checking the relevant checkbox.

Note Selecting KPIs from the recommended KPI list of a selected device does not automatically enable the
KPI Profile in the selected device. The KPI Profile can be enabled after it is created. For more information,
see Enable KPI Profile on Devices, on page 47

Click Save save the new KPI Profile and display the Manage KPI Profiles window.

In the KPI Profiles area on the left side, choose the KPI Profile that you created, and the individual KPI details are
displayed on the right side.

You can leave the KPI parameters at the default or choose a different value. To edit the KPI parameters, click Edit
Details, and the KPI Details window is displayed. Edit the parameter values as appropriate for the purpose of your
KPI. The common parameters are:

* Alert: This is an on/off toggle switch for alerting. Based on the Alert parameter value, the corresponding alerting
logic is deployed. Alerting can be enabled even after the KPI Profile has been applied to the devices.

Note Any KPI using the composite alerting logic need to have the alerting flag set to ON.

« Cadence (sec): Set the frequency of sensor data. Set the frequency (in seconds) in which the KPI will gather sensor
data from the devices on which the KPI Profile is enabled.

+ Alerting Down Sample Rate: Alert frequency rate. It determines how often KPI data will be evaluated for any
alert conditions, and is relative to the Cadence. For example, if Cadence is 60 seconds and you want to do an
alerting evaluation every 300 sec, then specify Alerting Down Sample Rate as "5".
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Step 8

Step 9

Step 10

Step 11
Step 12

Step 13

Note Setting the alert flag as ON for an enabled KPI profile is not displayed on the corresponding Health Insights
job details page as the update operation is an internal system transaction. If the job completes successfully,
the alert triggered can be viewed on the alert dashboard.

You can also edit the alert logic parameters of the selected KPI. To learn more about a parameter, hover your mouse

cursor over the @ shown next to the parameter name.

Note When different thresholds are desired for different types of devices in the network, it is advisable to create
multiple profiles and split the KPIs across them to meet the needs of different device types.

When you are finished making changes, click Save to save the new KPI Profile. Health Insights validates your input
parameters and displays the Manage KPI Profiles window.

Note You can create up to 50 KPI profiles, and an individual KPI Profile can consist up to 50 KPIs. KPI profile
creation can fail if the total number is exceeded, or if Health Insights could not create the required tags in
Inventory manager. This status is reflected in the profile state. Once profile is ready, it can be applied on
devices.

With the Manage KPI Profiles window displayed, you can enable the new KPI Profiles on one or more devices
immediately, following the steps given in Enable KPI Profile on Devices, on page 47.

See Disable KPI Profile on Devices or Device Groups, on page 57 for instructions to disable KPI Profiles.

(Optional) You can also create alert groups for a KPI Profile. Alert groups use boolean logic (cascaded OR and AND)
to combine alert outputs from primary KPIs in your KPI profile and create a composite logic query. To create an alert
group, click + Alert Group. The Create Alert Group window is displayed.

Note Configuring an alert provider enables composite alert forwarding. For information on adding alert providers,
see Add an Alert Provider, on page 184

Provide a relevant entry in the Name field. Summary and Details are optional fields.

The Alert Group Conditions area on the right side lets you select a logic gate (AND/OR) and add a KPI on which the
logic is applied. Your alert group can be based on the alert criteria of a single KPI, or it can be a combination of mutliple
KPI outputs. Click the desired logic (AND gate is selected by default), and click the + ADD dropdown list to add an
Item or a Group.

Item allows you to add individual KPI items and set the corresponding alert level, and Group allows you to add a
nested alert group.

Choose the desired KPI from the Select KPI dropdown, and select the desired level(s) for which the alerts need to be
set for the chosen KPI. The alert levels are CRITICAL, MAJOR, MINOR, WARNING and INFO. Based on the logic
gate and alert criteria you select, the output of the KPIs are evaluated and the alert is generated.
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A / Health Insights / Manage KPI Profiles / Create Alert Group

Create Alert Group

Name* Testl
Summary

Details

¢ CPU utilization v = MAJOR MINOR i
KPI List : (Ao +ADD v @
> CPU utilization ¢ Memory utilization v = MAJOR v i}
> Interface bandwidth monitor
> Memory utilization ¢ Interface bandwidth moniter = CRITICAL v @

-

In the example shown above, the alert is set based on the output of two logic gates. The first logic gate is the output of
an OR operation between the Memory Utilization and Interface Bandwidth monitor KPIs. If the set alert levels are
met for either of the KPIs, the output of the first logic gate is set as true. This output is considered as the input for the
second logic gate, which is an AND operation with the CPU Utilization KPI. If the alert levels of both the KPIs are
met, the output of the second logic gate is set as true.

Step 14 Click Save to save the new alert group and display the Manage KPI Profiles window. Click Edit Details or @ to edit
or delete an existing alert group respectively.

Enable KPI Profile on Devices

| o

With Health Insights, you can enable and monitor the KPI Profiles in which you are interested. Instead of
sifting through all the data that a given device can supply, you choose to monitor only the information relevant
to the role the device plays in your network. Your equipment and management infrastructure operates as
efficiently as possible, without requiring the collection and storage of data that is unrelated to device roles.
This operational efficiency reduces the amount of time required to set up specific monitoring, leading to faster
problem identification and resolution.

Note that some KPIs trigger alerts based on deviation from an established level of performance. For these
types of KPlIs, it is necessary to allow the system some annealing time in order to establish normal performance
levels.

Important

You can only enable KPI Profiles with MDT-based KPIs on a device that has been mapped to a Cisco Network
Services Orchestrator (Cisco NSO) provider. See the following topics for more information:

* Add Providers Through the Ul
* Import Providers
» Sample Configuration for Devices in Cisco NSO

* Prerequisites for Onboarding Devices, on page 91
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. Enable KPI Profile on Devices

Step 1

Step 2

Step 3

Step 4
Step 5

To enable KPI Profile on devices:

From the main menu, choose Health Insights > Enable-Disable KPI Profiles. The Enable-Disable KPI Profiles window
is displayed.

Select the devices for which you want to enable KPI Profiles. You can click the Devices or Device Tags buttons above
the table on the left to toggle between selecting the devices by name or by tagged device group membership. Depending
on your selection, the device list or the device tag list is displayed on the left.

If you choose to select by Devices:

« Click | ¥/ in the table on the right. Type a Name or Device Type in the filter fields. As you type, the table displays
only the devices whose name or type match the text you typed.

* Click the check box next to the device(s) you want. You can select multiple devices at the same time.

If you choose to select by Device Tags:

* Type a tag name in the Name field to find a Device Group in the table. As you type, the table displays only the tag
names that match the text you typed.

* Click the check box next to the group you want. The names of all the devices in that group appear in the devices
table on the right.

A / Health Insights / Enable-Disable KPI Profiles

Select by (@) Devices Device Tags
Devices Selected 7/ Total 20 & £
[ Enable KPI Profiles || Disable KPI Profiles Y

Reachability Name Device Type Operational State Enabled Profiles

ROUTE

ROUTER

<]

cw1-r67 ROUTER

(< <<

ROUTER

<]

ROUTE

(<<

cwl-170 ROUTE
ROUTER
ROUTE

R
R
R
R
R
ROUTER
R
R
R
R
ROUTER

R

Q0000303000000
Q00000000000

ROUTE

»

Click Enable KPI Profiles to continue. Health Insights detects the selected devices, their types and models, and retrieves
and analyzes their running configurations. The KPI Profiles window presents the KPI Profiles available for your selected
devices.

Choose the KPI Profiles you want to enable by clicking the check box next to the KPI Profile name. :

When you are finished, click Next. The Verify Details window appears, listing all the KPI Profiles you have chosen to
be enabled on the selected devices, as shown in the following figure.
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Step 6

Step 7

Step 8

Step 9

Enable KPI Profile on Devices .

A / Health Insights / Enable-Disable Kpi Profiles

Select Devices Select KPI Profiles

Verify Details
Selected Device(s) Selected Profile(s;
Name Name Test1 3 0
spnac-adk-s078 ® Testl Description: Test1 HKPIs on Enabled
Profile Devices
il KPI On Profile
CPU utilization Interface bandwidth monitor Memory utilization
Alerts OFF Alerts OFF Alerts OFF
cwi-170 Cadence(sec) 60 Cadence(sec) 60 Cadence(sec) 120
Alert Frequency 1 Alert Frequency 1 Alert Frequency 1
Alert Type Statistica Alert Type Two Level Alert Type Statistica..
View More Details View More Details View More Details
(Ccancel) (Crreviovs ) (EEZD)

(Optional) To get information about the KPIs included in the KPI Profile. Click the KPI Profile in the Selected Profile(s)
table, and the content of the selected KPI Profile is displayed on the right side. Click View More Details to view the
parameters of a specific KPI. A popup window provides the details of the KPI. Click the X to close the popup window.
To enable the selected KPI Profiles on the selected devices, click Enable. Health Insights schedules the KPI Profile(s)
as a series of job sets.

From the main menu, choose Health Insights > Job History to watch the progress of each job set, as shown below.
You should see job sets completing with a status of "Success". If job sets complete with a "Partial" or "Failed" status, be
sure to read the job completion messages, and check that the selected devices are still reachable.

aliale: Craesiiienk T e
ciseo. Crosswork Network Automation 000
A / Health Insights / Job History
ob Details
otal 2 O Job Details
Job Set ID Status 0 Start Time Wed Nov 27 2019 10:41:23 GMT+5:30
State Job Set ID Start Time G 0001 0 Job Completed o Failures End Time Wed Nov 27 2019 10:42:13 GMT+5:30
Jobs (2) ‘ Y ‘
- v
) 0001 Status Operation KPIs or *Alert Group KPI Profile Device Message
) re: p X cw1-r66
° Create pulse_cpu_utilization 11 1

When the job sets complete successfully, the KPIs are now associated to the devices and the platform begins the process
of enabling the relevant collection procedures for those network elements. In making these changes, you are automating
the configuration of both the platform and the devices themselves to collect only the information required.

From the main menu, choose Health Insights > Alert Dashboard. The dashboard shows the alert status for the devices
on which you have enabled KPI monitoring.

N

Note * SNMP/MDT jobs may take more time than expected to reach the completed state when there is an increase
in the number of devices, interfaces and KPIs.

* Enabling KPI profile per device takes around 3 to 5 seconds. If the device is not reachable, it will keep
trying until it is timed out. This may result in the job taking more time to reach the completed state.
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. View Alerts for Network Devices

View Alerts for Network Devices

Step 1
Step 2

Step 3

Step 4

After enabling KPIs on a device, you can view alerts for that device and get data for each performance indicator
being monitored.

\}

Note

The KPIs shown in the following steps are examples. There are many more KPIs available in Health Insights.
For the complete list, see List of Health Insights KPIs, on page 58.

From the main menu, choose Health Insights > Alert Dashboard. The Health Insights dashboard opens.

Make sure that the Device Alerts view is displayed (select the Device Alerts toggle, if needed). Then scroll down below
the Total Alerts panel and click on the All Impacted Devices tab. The dashboard displays a list of devices with alerts.

Click on the Device Name for the device whose details you want to see. Health Insights displays the device's basicOverview
information, Total Alerts, a Topology map, and the list of the device's currently Enabled KPIs.

The Topology map is a version of the map you see when you select Network Visualization > View Topology. For help
using it, see Network Visualization Overview, on page 65.

To see detailed KPI data, scroll down to the Enabled KPIs panel at the bottom of the window and click on one of the
enabled KPIs in the list at left. A graphical representation of that KPIs data, along with a list of alert messages and other
information, is displayed on the right.

In the example shown below, the Interface rate counters KPI was selected, so the accompanying information includes
a list of the interfaces at the right of the graphic time-series data.

v X ® 9

v Enablpd KPls
Q JNerts for the past 1 Hour
KPI Impact Actions -
XRVR:(1-103 - CPU Us|ge ( total-cpu-five-minute )
Summary O 30% :
# CPU uilizatio -_— - Lt = oo 130 001
. . om0 o8 0w o
% CPU wiization - i /
- H 2019-11-2213:43:[6.055  /
= Device uptime Wi *\, —o/m/cpuo:  [oow
' O/RPQ/CPUC: 0%
: |
315 320 335 45 13, 3:5¢ 4130 1405 1410
Y
Se. Message Alert ID Timestamp (UTC)
[i] INFO : 0/0/CPUOQ 5min CPU Utilization: 15.00 % has returned to Usu. pulse_cpu_utilization Fri, 22 Nov 2019 13:50:59
[i] INFO : 0/0/CPUOQ Smin CPU Utilization: 15.00 % returned to Usu. pulse_cpu_util ion Fri, 22 Nov 2019 13:50:59
[-] CRITICAL : 0/0/CPUOQ Smin CPU Utilization: 13.00 % is Unusual, Thr pulse_cpu_util Fri, 22 Nov 2019 13:47:57
(-] CRITICAL : 0/0/CPUO Smin CPU Utilization: 13.00 % is Unusual, Thr. pulse_cpu_utilization Fri, 22 Nov 2019 13:47:57
Item Description
1 Click on the KPI name in the list to display its data on the right.
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Telemetry Data Retention .

Item

Description

Graphical time-series data for the selected KPI appears here. In the example shown, the KPI graphic
shows real-time data that has been collected on the interfaces and the points at which the sensor
detected an alert event.

To have the graphic display data for a single interface instead of all interfaces, click on the interface
name in the list at right.

To zoom in on a period within the time series graph, click and drag within the graph.

Hover the mouse cursor over any data point in the KPI graphic to see additional popup information
for that data point.

A red line or tag represents a point at which the KPI was triggered. This can occur on any subscribed
statistic the KPI is monitoring. Health Insights collects and identifies the time points and frequency,
which help determine when these events become an operational concern.

Below the KPI timeline, the alerts panel shows each KPI alert that was generated on the device. It
also shows which link or interface was affected and when the alert occurred. The blue color indicates
that the alert has cleared and is informational only. Red signifies a critical alert.

Search for alert messages in the list below by severity, any part of the message text, the alert ID, or
by time and date.

View additional information by clicking the Summary and Raw graph pages in the View widget.

Click the empty square icon to use the whole page to display the Enabled KPIs panel only.

If you choose to enlarge the Enabled KPIs panel, a blue < icon appears next to the list of KPIs.
Click the icon to hide the list.

Click the inverted versions of these icons to restore the KPI list and return the Enabled KPIs panel
to its normal size.

Telemetry Data Retention

Telemetry data is collected from devices and stored in the time-series database. This data is retained for one
hour, and is used in the Health Insights Alert dashboard to identify alerts using a process known as stream
based alerting. The resulting 'alerts’, if any, are stored in the same time-series database. The alerts are retained
for 30 days, and the messages showing the duration of alerts are displayed in the top right corner of the
Device/KPI view in the Alert dashboard. For more information, see View Alerts for Network Devices, on
page 50. The alerts can also be queried using REST APIs.

)

Note The telemetry data displayed in the Alerts dashboard is limited to last only for one hour.
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Manage KPI Profiles

The Health Insights Manage KPI Profiles window allows you to create, edit, and delete KPI Profiles.

To display the Health Insights Manage KPI Profiles window, choose Health Insights > Manage KP1 Profiles
from the main menu.

Item

Description

Filter KPI1 Profile: To find a KPI category, enter all or part of the KPI Profile name in this

field, and the list is automatically filtered based on your input. Click Ad to clear any filters
you have set.

Create KPI Profile: Click [*] to create a new, user-created KPI Profile. For help with this
task, see Create a New KPI Profile, on page 44.

Edit KPI Profile: Select a user-created KPI Profile in the list and then click [/ to edit it.
For help with this task, see Create a New KPI Profile, on page 44.

Delete KPI Profile: Select a user-created KPI Profile in the list and then click [@ to delete
it. You cannot delete a KPI Profile that has been enabled on any device(s).

KPI1 On Profile: The KPI(s) added on the selected KPI Profile and the associated parameters
are displayed here. You can edit the KPI parameters, or remove a KPI from the selected
KPI Profile using the appropriate options here. For more information, see Create a New KPI
Profile, on page 44.

#KPIs on Profile: This is the number of KPIs added on the selected KPI Profile.

Enabled Devices: This is the number of devices on which the selected KPI Profile is enabled.

+Alert Group: Click this option to create Alert Group for the selected KPI Profile. For help
with this task, see Create a New KPI Profile, on page 44
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Manage KPlIs

Manage KPIs .

The Health Insights Manage KPIs window gives you complete access to Cisco-supplied and user-created
KPIs. You can add, edit, delete, import, and export your KPIs. You can also link your KPIs to the Change
Automation application's Playbooks, which enable scripted responses to KPI changes.

To display the Health Insights Manage KPIs window, choose Health Insights > Manage KPIs from the main

menu.

Item

Description

Add KPIs: Click [*] to add a new, user-created KP1. For help with this task, see Create a
New KPI, on page 54.

Delete KPlIs: Select one or more existing user-created KPIs in the list and then click [@. You
will be prompted to confirm that you want to delete the KPIs. Click Delete to confirm.

Note that you can delete user-created KPIs only. You cannot delete Cisco-supplied KPIs.
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Item

Description

Import KPIs: Click €] to import new user-written or Cisco-supplied KPIs.

You will be prompted to browse to the gzipped tar archive containing the KPIs to be imported.
When you have selected the archive, click OK to begin importing it. Once imported, the
new KPIs will appear immediately in the list of KPIs, with each KPI name and category
assigned based on the definition in the KPI itself.

In order for Cisco Crosswork Change Automation and Health Insights to import them, KPI
files must:

* Be packaged as a gzip tar archive. You can include more than one KPI in a single
archive; each will be imported as a separate KPI.

* Have unique names and descriptions. These must not match the name or description
of any Cisco-supplied KPI. If the name or description of the KPI matches an existing
user-created KPI, the import will overwrite the existing KPI.

* Meet other minimum requirements for Health Insights KPIs, as explained in the Cisco
Crosswork Network Automation Custom KPI Tutorial Documentation on Cisco DevNet.

Export KPIs: Select one or more existing KPIs in the list and then click Elto export them.
Health Insights will package the exported KPIs as a single TGZ archive with a unique name.
Your browser will then prompt you to save the archive to a name and location in your local
file system that you select.

Link Playbooks: Select a KPI and then click to link it to a Playbook. That Playbook
will execute whenever the KPI raises an alert thereafter. You can specify the values the
Playbook will use when operators trigger it in response to the KPI alert. For help with this
task, see Link KPIs to Playbooks, on page 55.

Unlink Playbooks: Select a KPI with a linked Playbook and then click to unlink the
Playbook. You will be prompted to confirm that you want to unlink the Playbook. Click
Unlink to confirm.

Clear Filters: Click Clear All Filters to clear any filters you have set.

Filter KPI Categories: To find a KPI category, enter all or part of the KPI Category name
in this field. Then click | 7 to filter the list below.

Filter KPIs: To find a KPI, enter all or part of the KPI Name, Category, Description, or
Linked Playbook in the fields provided. The list below is automatically filtered to match
your typed entry.

Create a New KPI

You can create a custom KPI and enable it on the desired devices. The workflow is as follows:

1. Supply basic information, such as the KPI name and a summary description.

2. Set the KPI cadence.
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3. Select a YANG module and choose sensor paths
4. Select an alert template and set its parameters

5. Enable the KPI on the devices.

The following steps explain how to perform all of these tasks.

Step 1 From the main menu, choose Health Insights > Manage KPIs. The Manage KPIs window opens.

Step 2 Click the "], The Create KPI window opens.

Step 3 In the text fields provided, enter a unique KPI1 Name, a short KPl Summary description, and KPI details. The KPI
Group is preset to User Created.

Step 4 The Cadence field sets the number of times per minute the KPI will gather sensor data from the devices on which the
KPI is enabled. Leave it at the default or use the numerical selector to choose a different value.

Step 5 In the Select YANG Paths area, choose one module and one or more sensor leaf paths from which to stream data:
a) Use Filter Modules to filter and choose the desired Cisco I0S XR YANG module.

b) Use Filter Paths to filter and choose the desired sensor path. When you choose a path, the leaf node gets resolved
to the base encoding path. If the YANG module is hierarchical, the field names are concatenated down from the base
path. Note that only one gather path is supported for user-created KPIs.

c¢) Click Next to display the Select Alert Templates window.

Step 6 Choose the alert template you want to use with your new KPI: No Alert, Standard Deviation, Two-Level Threshold
or Rate Change. Then click Next to display the Alert Parameters window appropriate for the type of alert template
you chose.

Step 7 Edit the alert template parameter values as appropriate for the template and the purpose of your KPI, as follows:
» Use the Basic and Advanced Parameters dropdowns to view and edit the parameter sets you need.

* Change alert parameter numerical values using the selectors or by editing the field contents
* Change alert parameters with discrete choices using parameter field dropdowns and select each choice as needed.

* Learn more about an alert parameter: Hover your mouse cursor over the @ shown next to the parameter name.

» Click the View Tick Script link to view the tick script code you are generating with your changes. The tick script
code updates as you make your edits. At any time, click the Hide Tick Script to close the tick script code window.

Step 8 When you are finished making changes, click Finish to save the new KPI and display the Manage KPIs window.

Link KPls to Playbooks

You can link any Health Insights KPI to one Change Automation Playbook of your choice. A user can run
the linked Playbook whenever the linked KPI raises an alert in response to the event associated with the
performance indicator the KPI is monitoring. The KPI alert can be raised in response to a threshold crossing,
topology changes, flapping conditions, and other parameters. These parameters will vary, as appropriate, for
each KPIL

You can specify the Source of the parameter values the linked Playbook will use when you run it. You can
select these sources:

* Playbook: Use default values coded into the Playbook itself
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» KPI Alert: Use values taken from the alert raised by the linked KPI.

* Runtime Input: Use values you enter only at the moment you run the Playbook.

The ability to set the source of these Playbook parameter values gives you flexibility in how you use the linked
Playbook. For example: Link the KPI Interface flap detection, which detects interface flapping, to the
Playbook Interface state change, which can be used to set the interface up or down. Depending on
circumstances, you might want to set the Playbook parameters as follows:

* Playbook: You want to run the Playbook as it normally does, so you would set the Source as PLaybook
for the provider, collection_type and mop_timeout parameters. In the case of the collection_type, you
can still choose between telemetry and snmp, depending on whether you want to use MDT or SNMP
to gather device data.

» KPI1 Alert: You want the Playbook to run only on the host device and interface affected by the flapping,
which are identified in the flap-detection Alert. So set the Source of the Playbook's hosts and if_names
parameters to KPI Alert. You can then use the alert's data about the Producer device and the
interface_name of the flapping interface on that device.

* Runtime Input: You want the freedom to decide at runtime whether to bring the flapping interface up
or down. So set the Source of the Playbook parameter admin_stateto Runtime Input. The Playbook
will prompt you for an up or down choice when you initiate the run.

The following figure shows what this set of choices will look like:

Figure 5: Example: Specifying Parameter Value Sources for a Linked Playbook

Step 1 From the main menu, choose Health Insights > Manage KPIs. The Manage KPIs window opens, displaying lists of
the KPI categories and the KPIs available in each category.

Step 2 Select the KPI you want to link to a Playbook. You can use filters to find the KPI you want, as explained in Manage
KPIs, on page 53.
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Step 3
Step 4

Step 5

Step 6

Step 7

Step 8

Verify the Deployment Status of Enabled KPls .

Click . The Link KPI to Playbook window opens.
The left side of the window lists the name of the selected KPI and the Playbooks appropriate for linking to it. Scroll

through the list, or use the Playbook Name field and the | to restrict the list to just the Playbooks you want.
When you have found the Playbook you want to link, click on its name. The right side of the window will then list the
Playbook Details for the selected Playbook, including:

* The hardware and software platforms with which it is compatible.
» The minimum software version requirement

* The Source and default values that will be used when the Playbook runs. In many cases, you can select from a range
of default values, or enter your own.

Verify or modify the Source and parameter values as needed.

During the maintenance cycle, the Playbook will perform a variety of actions. To see a list of these actions, click the

View Maintenance link. A popup Maintenance panel opens, listing them. Click  if you want to continue to refer to
this action list while you adjust the Playbook runtime parameter sources and values. Click X at any time to close the
Maintenance panel.

When you are finished making changes, click Link to KPI.Change Automation displays the Manage KPIs window
again, this time with the linked Playbook shown next to name of the KPI in the Key Performance Indicators (KPIs)
list.

To change the Playbook linked to a given KPI, repeat steps 3 through 7 for that KPI, this time choosing the Playbook
you want. To unlink a Playbook entirely, select the KPI and click

Verify the Deployment Status of Enabled KPIs

Step 1

Step 2

After you enable KPIs, you can verify their deployment status.

From the main menu, choose Health Insights > Job History The Job History window lists the jobs that have been run
most recently, indicating whether they succeeded or failed, when they ran, and on what devices.

Click the transaction ID in the job listing to view detailed KPI job information, including the device on which the KPI
was enabled and the KPI ID.

Disable KPI Profile on Devices or Device Groups

Step 1

Step 2

You can use the Enable-Disable KP1 Profiles window to disable all of the KPI Profiles running on device(s).

From the main menu, choose Health Insights > Enable-Disable KPI Profiles. The Enable-Disable KPI Profiles window
opens.

To disable all KPI Profiles enabled on all the devices within a device group:
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[l List of Health Insights KPIs

Step 3

a)
b)

<)

Click the Device Tags button above the table on the left. The table displays the list of device tags.
Click the checkbox next to the device tag(s) on which you want to disable KPI Profiles.

When you select a device tag, the Devices table on the right shows all the devices that are associated with that tag.
All of the devices are preselected.

Click Disable KPI Profiles. You will be prompted to confirm that you want to disable all the KPIs running on all
the devices in the group. Click Disable to confirm.

To disable KPIs enabled on one or more devices:

a)

b)

Click the Devices button above the table on the left. The Devices table on the right shows all the devices, with the
total number of KPIs enabled on each device.

Click the checkbox next to the devices on which you want to disable KPIs.

If you select one device, you can disable all KPI Profiles for the device or just some of the KPI Profiles. If you select
more than one device, you can only disable all KPIs for them.

Click Disable KPI Profiles. You will be prompted to confirm that you want to disable the KPIs running on all the
selected devices. If you selected only one device, click the checkboxes next to the KPI Profiles you want to disable
on that device, or click the checkbox at the top of the column to disable all the KPI Profiles running on that device.
Click Disable to confirm.

List of Health Insights KPls

The table below lists the prebuilt Health Insights KPIs supplied with Cisco Crosswork Change Automation
and Health Insights.

Alerting types in the table that you can select when you create a new KPI (see Create a New KPI, on page
54 are:

* No Alert: The KPI gathers, tracks and reports performance data without triggering alerts.

« Standard Deviation: The KPI detects spikes or drops in measured values and alerts when these values
deviate some number of standard deviations away from their normal values.

» Two-Level Threshold: The KPI detects abnormal measured values using two custom thresholds and
the ability to provide dampening intervals on the thresholds.

+ Rate Change: The KPI detects abnormal rates of change in measured values to detect rising or falling
values.
Additional alerting types that you can use when you export and use a prebuilt KPIs to create KPIs with custom
parameters are:
« Standard Deviation of Rate Change: The KPI alerts on standard deviations of the rate of change.
* Low Single Threshold: The KPI alerts on a single threshold when the value falls below that threshold.

« Direct Alarm Forwarding: The KPI uses the alarm from the device directly, as a Health Insights KPI
alert.

» Major/Minor/Low/High Thresholds: The KPI alerts on Major high, Minor high, Minor low, and Major
low values.
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