	Cisco Crosswork Network Controller 6.0 Installation Guide
	Contents
	Get Started
	Overview
	About this guide
	Audience
	Introduction
	Security

	Plan Your Deployment
	Before You Begin
	Determine How Many VMs You Need
	Identify the Resource Footprint
	Special Considerations


	Choose Your Installation Workflow
	Overview
	Install Cisco Crosswork Network Controller on VMware vCenter
	Install Cisco Crosswork Network Controller on AWS EC2


	Install Cisco Crosswork Network Controller on VMware vCenter
	Installation Prerequisites for VMware vCenter
	Overview
	Supported Network Topology Models
	VMware Settings
	Host VM Requirements
	Crosswork Cluster VM Requirements
	Crosswork Data Gateway VM Requirements

	Crosswork TCP/UDP Port requirements
	IP Address Restrictions

	Install Crosswork Cluster on VMware vCenter
	Installation Overview
	Installation Parameters
	Install Cisco Crosswork on VMware vCenter using the Cluster Installer Tool
	Sample manifest templates for VMware vCenter
	Set seed node explicitly

	Manual Installation of Cisco Crosswork using vCenter vSphere UI
	Build the OVF template
	Deploy the template

	Monitor Cluster Activation
	Log into the Cisco Crosswork UI
	Troubleshoot the Cluster

	Install Cisco Crosswork Data Gateway on VMware vCenter
	Cisco Crosswork Data Gateway Installation Workflow
	Cisco Crosswork Data Gateway Parameters and Deployment Scenarios
	Install Cisco Crosswork Data Gateway using vCenter vSphere Client
	Install Cisco Crosswork Data Gateway via OVF Tool
	Sample Script for Crosswork Data Gateway IPv4 Deployment
	Sample Script for Crosswork Data Gateway IPv6 Deployment


	Log in and Log out of Crosswork Data Gateway VM
	Access Crosswork Data Gateway VM from SSH
	Access Crosswork Data Gateway through vCenter
	Log Out of Crosswork Data Gateway VM

	Cisco Crosswork Data Gateway Authentication and Enrollment
	Crosswork Data Gateway Post-installation Tasks
	Configure Timezone of the Crosswork Data Gateway VM

	Troubleshoot Crosswork Data Gateway Installation and Enrollment
	Import Controller Signing Certificate File
	View the Controller Signing Certificate File



	Install Cisco Crosswork Network Controller on AWS EC2
	Installation Prerequisites for AWS EC2
	Overview
	Amazon EC2 Settings
	Host VM Requirements
	Crosswork Cluster VM Requirements
	Crosswork Data Gateway VM Requirements

	Crosswork TCP/UDP Port requirements
	IP Address Restrictions

	Install Cisco Crosswork Network Controller on AWS EC2
	Installation Overview
	Extract CF Template Image
	Roles and Policy Permissions
	Configure the CloudFormation (CF) Template Parameters
	CF Template Parameters for Installing Cisco Crosswork Cluster VMs
	CF Template Parameters for Installing Crosswork Data Gateway
	CF Template Parameters for Installing NSO
	CF Template Parameters for Installing Single Hybrid Cluster or Worker Node

	Install Using Module Deployment Method
	Install Cisco Crosswork Cluster on Amazon EC2
	Install Crosswork Data Gateway on Amazon EC2
	Auto-Configuration for Deploying Crosswork Data Gateway

	Install Cisco NSO on Amazon EC2
	Deploy an Additional Crosswork Cluster Node

	Manage CF Template Deployment
	Deploy a CF Template
	Monitor the Installation

	Accessing the Crosswork UI
	Crosswork Data Gateway Post-installation Tasks
	Configure Timezone of the Crosswork Data Gateway VM
	Log in and Log out of Crosswork Data Gateway VM
	Access Crosswork Data Gateway VM from SSH
	Log out of Crosswork Data Gateway VM

	Troubleshoot Crosswork Data Gateway Installation and Enrollment
	Import Controller Signing Certificate File
	View the Controller Signing Certificate File




	Install Crosswork Applications
	Install Crosswork Applications
	Install Crosswork Applications


	Integrate Cisco NSO and SR-PCE with Cisco Crosswork Network Controller
	Integrate Cisco NSO
	NSO Integration Workflow
	Install Cisco NSO Function Pack Bundles from Crosswork UI
	View NSO Function Pack Bundles
	Manage NSO Function Pack Bundles
	Deploy NSO Function Pack Bundles
	Troubleshoot the NSO Function Pack Installation
	View NSO Function Pack Job History

	Install Cisco NSO Function Packs Manually
	Add Cisco NSO Providers
	(Optional) Set up Cisco NSO Layered Service Architecture

	Integrate SR-PCE
	SR-PCE Integration Workflow
	Configure SR-PCE
	Sample SR-PCE config

	Add Cisco SR-PCE Providers


	Upgrade Cisco Crosswork Network Controller
	Upgrade Cisco Crosswork
	Upgrade Overview
	Upgrade Requirements
	Upgrade Using Existing Hardware
	Shut Down Cisco Crosswork Data Gateway VMs
	Create Backup and Shut Down Cisco Crosswork
	Install the latest version of the Cisco Crosswork Cluster
	Install the Cisco Crosswork Applications
	Migrate Cisco Crosswork Backup
	Upgrade Crosswork Data Gateway
	Troubleshoot Crosswork Data Gateway Upgrade Issues

	Post-upgrade Checklist

	Upgrade Using Parallel Hardware
	Deploy a new Cisco Crosswork Cluster
	Backup Cisco Crosswork Cluster
	Update DNS Server and Run Migration
	Add Crosswork Data Gateway to Cisco Crosswork
	Shut Down the old Cisco Crosswork Cluster

	Update a Crosswork Application (standalone activity)


	Uninstall Cisco Crosswork Network Controller
	Uninstall Cisco Crosswork
	Uninstall the Crosswork Cluster
	Delete the VM using the Cluster Installer
	Delete the VM using the vSphere UI

	Uninstall Crosswork Data Gateway
	Delete Crosswork Data Gateway VM from Cisco Crosswork
	Delete Crosswork Data Gateway from the Crosswork Cluster

	Uninstall Crosswork Applications


	Enable Geo Redundancy
	Geo Redundancy Overview
	Disclaimer
	Introduction

	Geo Redundancy Requirements
	Crosswork Cluster Requirements
	Crosswork Data Gateway Requirements
	Port Requirements
	Unified Endpoint Requirements

	Enable Geo Redundancy Solution
	Geo Redundancy Workflow (Day 0)
	Connectivity Checks
	Enable Geo Redundancy
	Sample Cross Cluster Inventory Template

	View Cross Cluster Status
	Configure Cross Cluster Storage Settings
	Configure Cross Cluster Sync Settings
	Configure Cross Cluster DNS Settings
	Configure Cross Cluster Arbitration Settings
	Configure Cross Cluster Notification Settings

	Geo Redundancy Scenarios
	Install Geo HA Crosswork Data Gateway

	Upgrade to Geo Redundancy Solution
	Upgrade from Crosswork Network Controller 5.0 to 6.0 (Geo Redundant)
	Convert Single Instance NSO to NSO HA
	Create Backup of the Cisco Crosswork Cluster
	Install the Cisco Crosswork 6.0 Cluster and Applications
	Run Migration
	Install the Standby Cluster and Enable Geo Redundancy
	Upgrade Crosswork Data Gateway 5.0 to 6.0 Geo Redundancy
	Update Providers
	Complete Geo Redundancy Enablement


	Geo Redundancy Switchover
	Perform Switchover
	Geo Redundant Cluster Disaster Recovery
	Destruction of Standby Cluster
	Destruction of Active Cluster




