atfran]n,
CISCO

Cisco Crosswork Hierarchical
Controller 9.0

Service Provisioning User Guide

July 2024



Introduction

This document is a how -to- use guide for provisioning services for use in  Cisco Crosswork Hierarchical

Controller .

The services supported are :

o  Cisco Crosswork Hierarchical ~ Controller for optical services

Co Co o ¢

C«

u

IP Link

OCH Link
OCH- NC Link
OTN- Line
SDH- Liner
Circuit E- Line

Packet E- Line

6  Cisco Crosswork Hierarchical Controller for dynamic IP VPN services

U

U

L2- VPN

L3- VPN

Note: The optical services are provisioned in Service Manager and the dynamic IP VPN services are
provisioned via NSO. The dynamic IP services may be viewed in the Service Assurance application.

Architecture

The Crosswork Hierarchical Controller solution includes the Brain and embedded NSO. In the southbound
interface , both the Brain and embedded NSO communicate with the domain controller.
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Figure 1.
Crosswork Hierarchical Controller Architecture

In the Northbound interface:

6 The embedded NSO provides an RESTCONF IETF based interface to L2-VPN and L3- VPN service
CRUD (Create, Read, Update, Delete).

o The Brain provides a REST- based interface to get full topology, inventory, and TE paths, all using
SHQL queries embedded into REST APIs, and get traffic utilization APIs for ports and TE tu  nnels.

Contents

The document contains the following sections and explains:
o The need for services management
3 Tunnels
s Point to Point
8 NSO Provisioning
o  Service Settings
6  Service Manager Operations

o  Network Services Orchestrator Crosswork Hierarchical Controller - Function Pack Appendix

Terminology

Table 1. Terms
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Adapter

Agg link

BGP

Circuit E- Line
CNC

CcO

Device

Device Manager
eMBB

ETH link

ETH chain

Fiber segment

Fiber
GIS

IGP

IP- MPLS

L3- VPN link

L3 physical

L3- VPN

Logical link, IGP,
LSP

LSP

MLPS Tunnels

NMC (OCH- NC,
OTSIMC)

NMS

Nokia NSP
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The software used by Cisco Crosswork Hierarchical Controller to connect to devices or to device
managers .

A Link Aggregation Group (LAG) where multiple ETH links are grouped to create higher bandwidth and
resilient link .

Border Gateway Protocol

An Ethernet connection between two ETH client ports on Transponder or Muxponder over OTN signal.
Cisco Crosswork Network Controller.

Domain controller.

Optical network element, router, or microwave device.

The application that manages the deployed adapters.

Enhanced Mobile Broadband.

An ETH L2 link that spans from one ETH UNI port of an optical device to another, and rides on top of
ODU.

A link whose path is a chain of Ethernet links cross - subnet- connected (found using Crosswork
Hierarchical Controller cross- mapping algorithm). Eth - chain is a replacement for R_PHYSICAL link in
cases where one side of the link is in  a device out of the scope discovered by  Crosswork Hierarchical
Controller .

Physical fiber line that spans from one passive fiber end point (manhole, splice etc.) to another and is
used as a segment in a fiber link .

Chain of fiber segments that spans from one optical device to another .
Geographic Information System .

The link between two routers that carries IGP protocol = messages. The link represents an IGP adjacency .
IP multi- protocol label switching.

The connection between two sites of a specific L3
path).

- VPN (can be a chain of LSP connections or IGP

L3 physical is the physical link connecting two router ports. It may ride on top of an ETH link if the IP link
is carried over the optical layer .

A virtual private network based on L3 routing for control and forwarding.

Logical link connects VLANs on two IP  ports.

Label Switched Path, used to carry MPLS traffic over a label
created between two routers over IGP links, with or without

- based path. LSP is the MPLS tunnel
Traffic Engineering (TE) options .

MPLS TP tunnels may use ETH (L1 Ethernet links) or R_PHYSICAL (L2 Ethernet links) underlay
topologies , and can be used as an underlay for Packet E - Line services,

The link between the xPonder facing ports on two ROADMs . This link is the underlay for OCH and it is
an overlay on top of OMS links. This is relevant only for disaggregation cases where the ROADM and OT
box are separated .

Network Management System.

Nokia Network Service Provider.
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OC/OCG

OCH

OCH-NC

ODuU

ONC
OSPF
OTN- Line

OTS

out

Packet E- Line

PCC

PCE
QAM

QPSK

Radio Media

Radio Channel

RD
RSVP-TE
RT

SCH
SDH- Line

SDN Controller

SR Policy

STS

TDM
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SONET/SDH links that span from one optical device to a nother and carry SONET/SDH lower bandwidth
services, the links ride on top of OCH links and terminate in TDM client ports

OCH is a wavelength connection spanning between the client port one OT device (transponder,
muxponder , regen) and another. 40 or 80 OCH links can be created on top of OMS links.
can be a TDM or ETH port.

Wavelength link. New service is added as NMC link.

ODU links are sub - signals in OTU links . Each OTU links can carry multiple ODU links, and ODU links can
be divided into finer granularity ODU links recursively

Cisco Optical Controller (ONC) .
Open Shortest Path First, an Interior Gateway Protocol between routers.
An OTN connection between two ODU cl ient ports over OTN path.

OTS is the physical link connecting one line amplifier or ROADM to another. An OTS can be created

over a fiber link .
OTU is the underlay link in OTN layer, used for ODU links. It can ride on top of an OCH

A point - to- point connection between two routers or transponders/muxponders over MPLS -TP or IP-

MPLS.

Path Computation Client. Delegated to controller. Router is responsible for initiating path setup and
retains the control on path updates.

Path Computation Element. Controller - initiated.
Quadrature Amplitude Modulation .

Quadrature Phase Shift Keying modulation. This carries less information per symbol than QAM
modulation.

The media layer as a carrier of radio channels

Multiple radio channels can be on top of
its own rate .

radio media, each channel represents a different ETH link with

Route Distinguisher.

Resource Reservation Protocol to control traffic engineered paths over MPLS network

Route Target.

A super - channel is an evolution of DWDM in which multiple, coherent optical carriers are combined to
create a unified channel of a higher data rate, and which is brought into service in a single operational
cycle.

SDH line between STM - 64 or STM - 256 ports.

Software that manages multiple routers or optical network elements.

Segment Routing Policy. A segment routing path between two nodes, with mapping to the IGP links

based on SIDs list .

Large and concatenated TDM circuit frame (such as STS - 3c) into which ATM cells, IP packets, or
Ethernet frames are placed. Rides on top of OC/OCG as optical carrier transmission rates

Time Division Multiplexing .

The client port
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uRLLC Ultra- Reliable Low Latency Communications.

VRF Virtual Routing Function, acts as a router in L3 - VPN.

ZR Media The media layer as a carrier of ZR channels, on top of OCH link

ZR Channel Multiple ZR channels can be on top of ZR media, each channel represents a different IP link with its own
rate.

Service Provisioning

Crosswork Hierarchical Controller supports the creation of new transport client services and photonic
services.

Crosswork Hierarchical Controller abstracts the service model and provides users with a simple and
intuitive user interface to provision new services.

It is assumed that domain controller implicitly handles the creation/use of the underlay path (OTSIMC, OTN,
MPLS- TP) as required to fulfil the service request.

The table below defines the required parameters  per service type.

Crosswork Hierarchical Controller requires the optical controller to support the connectivity - service API by
TAPI. A proper use of the layers is needed per the service type

Table 2. Provisioning parameters

Service Type Provisioning Parameters

IP Links 5 Service name
s Service ID
¢ Link rate mode
¢ Endpoints and transmit power
8 Link IP addresses
¢ L Band/C Band
6 Frequency
o Digital-to- Analog Converter (DAC) rate
¢ Modulation
% Included nodes/links in path
o Excluded nodes/links from path

s Disjoint from a path of an existing service

OCH-NC/OTSiMC
(between ROADMS)

& Service name
o Service ID

6 Bandwidth
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Service Type Provisioning Parameters

s Baud rate
6 Frequency
8 Protection option (1+1, 1+1+r)
o Endpoints
6 Optimization goal (minimize path by admin cost, latency , or number of hops)
o Per path, for main, redundant, and restored paths
U Included nodes/links in path
U Excluded nodes/links from path

o Disjoint from a path of an existing service

Photonic Services (OCH 5 Service name
Trail between
OT/Transponders) 5 Service ID
6 Bandwidth
o Baud rate
6 Frequency
o Protection option (1+1, 1+1+r)
¢ Endpoints
o Optimization goal (minimize path by admin cost, latency , or number of hops)
o Per path, for main, redundant, and restored paths
U Included nodes/links in path
U Excluded nodes/links from path
o Disjoint from a path of an existing service

Line/SDH Line
& Service ID

6 ODU signal/ETH rate/SDH STM rate
8 Protection option (1+1, 1+1+r)
6 Endpoints
6 Optimization goal (minimize path by admin cost, latency, or number of hops)
o Per path, for main, redundant, and restored paths
U Included nodes/links in path
U Excluded nodes/links from path

o Disjoint from a path of an existing service
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Service Type Provisioning Parameters

Packet E - Line % Service name
& Service ID

8 Protection option (1+1, 1+1+r)

o Endpoints
U CIR/EIR
U VLAN IDs

o Optimization goal (minimize path by admin cost, latency, or number of hops)
o Per path, for main, redundant, and restored paths

U Included nodes/links in path

U Excluded nodes/links from path

Disjoint from a path of an existing service

o«

Crosswork Hierarchical Controller in Brief

The Crosswork Hierarchical Co ntroller product family is a set of software  applications built on a common
Crosswork Hierarchical Controller platform, designed to accelerate automation and to increase efficiency
and reliability of service providers networks. Crosswork Hierarchical Contr  oller addresses the role of the
multi- domain, multi - layer, and multi - vendor network controller.

This innovative capability to learn the mapping between IP/MPLS and optical layer ports (cross - layer
mapping) is key to providing a comprehensive view of the ne  twork. This has historically been a very
difficult problem to solve since there are no standards to automatically provide discovery of such links. This
process applies to IPIMPLS - optical links, as well as to cross - domain optical links.

Achieving automation of the complete process, without compromising on resiliency must involve fibers
discovery and GIS information. Both enable the understanding of risks in planning phases and crucial
information to assess failure impact on services in operations.

Crosswork Hierarchical Controller is fully multi - layer and multi - vendor. The system interfaces with SDN
Domain Controllers for the packet layers (IP, MPLS) and transport layers (WDM, OTN, Packet - Optical,
Microwave) to create a coherent view of the entire transport network, as shown in Figure 1 below, and
enables automation of its functions and simplified abstracted interaction with Service Orchestrators and
OSS tools.
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Figure 2.
Transport SDN Architecture

Service Managemerg The Need

Service Manager is a key Cisco Crosswork Hierarchical Controller application that allows for the creation of
L1-L3 services and L1 - L3 underlay tunnels and links across the entire SP network.

Crosswork Hierarchical Controller can discover L1 - L3 services fr om area/domain controllers. It can
discover intra - domain and inter - domain E- Line and L3 - VPN services while completing the information on
all LSPs along the path, VRFs, and all inter - AS options. This allows Crosswork Hierarchical Controller to
discover exis ting services, as well as new services it has provisioned.

Crosswork Hierarchical Controller supports service lifecycle state (provisioned, pending, planned),
operational state and admin state.

Basic service instantiation is supported by the Domain Contro ller for each domain. However, none of the
Domain Controllers understand how to achieve a globally optimal path for an end -to- end service.

Using its own global Path Computation Element (PCE), Crosswork Hierarchical Controller can calculate the
optimal end - to- end multidomain path for the service, set it up in each Domain Controller and make sure
the service parts are stitched together across domain boundaries.

In fact, a service can span different layers for its delivery. For example, an E - Line service can start on an
OTN metro network, then be handed off to the MPLS core network, where it is carried over a pseudowire
(PW) in an MPLS tunnel, and then over a packet - optical access network to its final destination. Crosswork
Hierarchical Controller figures out which layers should be used to set up the service, based on user -
defined policies.

Crosswork Hierarchical Controller supports IP services as defined by IETF in L2NM, L3NM and optical
services as defined by ONF TAPI interface.
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Crosswork Hierarchical Contro ller abstracts the service configuration and provides simple, intent - based
API and Ul to create new services with endpoint details, SLA, and associations to a predefined template
that can be overridden for better adjustment.

Services and tunnels currently supported for provisioning and modification by the  Service Manager :
6 Tunnels:
U RSVP-TE tunnel over single domain
U SR policy over single domain
U MPLS- TP tunnel

6 Point-to- Point:

U IP links between two routers over ZR/+ and over  alien lambda (as multi- vendor optical
network )

U OCH Link

U OCH-NC Link

U OTN Line

U SDH Line

U Circuit E- Line

U Packet E- Line over packet - optical network

Endpoints can be added to the Ul wizard by selecting them from the inventory. Ports enabled for selection
are those applicable for the service type.  Per endpoint, the bandwidth can be defined (as CIR, EIR, CBS,
PBS) and VLAN and COS classification can be added.

Crosswork Hierarchical Controller has a sophisticated global multilayer PCE to calculate services and
underlay paths. The calculation is based on the selected criteria: number of hops, latency, or admin cost. It
also considers the preferences for protection, diversity, SRLG, specific links, devices, or service paths to
include or exclude, and resources available per the requested bandwidth.

PCEwor ks over multiple domains, where it can calcul ate pat
end- to- end service.

Depending on the implementation, PCE knows how to work with vendor - specific capabilities and
constraints and how to verify the feasibi lity of a path before putting it in action.

Creation of a service is managed as a network transaction. Commands are sent to all participating Domain
Controllers. Upon completion, the configuration undergoes validation in all domains before notifying the
user of configuration success. In the event of failure, PCE knows to roll back and leave no broken
configuration in any Domain Controller.

This transaction mechanism knows how to overcome a failure in Crosswork Hierarchical Controller because
the backup system can continue tracking the transaction and act according to the response from the
Domain Controllers.

Each action on a service or tunnel (creation, modification, deletion) done via the Ul or via APIs is recorded
as an operation. An operation contains the full details of the action and its results, log of the service
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scheme sent to the controllers, the returned results, error messages from domain controllers, and the
operation status.

Operations can be viewed per selected service or tunnel and as alis  t of all operations.

Brownfield Services

Service Manager allows you to view and delete services that were not created by  Crosswork Hierarchical
Controller but are discovered and managed by the CO (domain controller). For these services, they appear
as Is Brownfield: True .

The following delegated service types are supported: Packet E- Line, Circuit E-Line, OTN- Line, and OCH
(Wavelength) services .
Tunnels

A tunnel is a unidirectional link between source and destination routers, riding over IGP links with only
primary, or primary and secondary LSPs. You can create tunnels of type:

RSVP

O«

O«

SR Policy
MLPS- TP Tunnel
View Tunnels

O

You can view a list of the tunnels.
To view tunnels:

1. Inthe applications bar in Crosswork Hierarchical Controller , select Service Manager > Tunnels . A list of
the tunnels appears in the Tunnels pane with the following information:

U Tunnel Name: The tunnel name.

U Type: The type of tunnel, for example, Segment Routing .

U Configuration State : The configuration state (OK, ABANDONED, REMOVED).
U Creation Date: The date the tunnel was created.

U BW Reservation (Mbps): The bandwidth reserved for the tunnel.

U Control Method: The control method: by device (PCC) or by controller (PCE).
U Last 24H Operations: The volume of operations in last 24 hours.

U Last Operation: The last operation executed on the tunnel.
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Create New Tunnel | b

Tunnel Name - Type = Configuration State = 4 Creation Date - .« -t = LastOperation
[Mbps]

121mems

SR Policy Tunnel <SR Policy4 - reverse> Segment Routing oK 5000 PCE 0
SR Policy Tunnel <SR Policy4> Segment Routing oK 5000 PCE 0
SR Policy Tunnel <SR Policy3 - reverses Segment Routing oK 10000 PCE 0
SR Policy Tunnel <SR Policy3> Segment Routing 0K 10000 PCE 0
SR Policy Tunnel <SR Policy1002 - reverse> Segment Routing oK 3000 PCE 0
SR Policy Tunnel <SR Policy1002» Segment Routing oK 000 PCE 0
SR Policy Tunnel <SR Policyz - reverses Segment Routing oK 3000 PCE )
SR Policy Tunnel <SR Policyz> Segment Routing oK 000 & 0
SR Policy Tunnel <SR Policy1001 - reverse> Segment Routing 0K 1000 P o
SR Policy Tunnel <SR Policy1001> Segment Routing 0K 1000 PCE 0
SR Policy Tunnel <SR Policy] - reverse Segment Routing oK 1000 Pt 0
SR Policy Tunnel <SR Policyl» Segment Routing oK 1000 PCE 0

2. Select the required tunnel.

3. To view more tunnel details, see the lower pane view with the following tabs :

Ce

Summary: Additional details about the tunnel, such as, Description, Admin State.

C¢

Endpoints: The source and destination endpoint details.

Ce

Underlay Path: The underlay path items traversed by the tunnel.

C¢

Operations: The tunnel operations.

Ce

Events: The tunnel events.

U

Actions: The modification actions (if applicable) and the optionto  Delete Tunnel.

"
Services Manager Tunnels PP MP Operations €8 Settings
Tunnel Name - e - Configuration state =+ Creation Date © BWRessnaton - ContolMethod  *  Last2hOperations -  LastOperation -
{Mbps)
12rmems
5 Policy Tunnel <SR Policy - reverse Segment Routing oK 5000 pee o
SR Policy Tunnel <SR Policy4> Segment Routing. oK 3000 PCE o
SR Policy Tunnel <SR Policyl - reverse Segment Routing * 10000 PeE o
SR Palicy Tunnel <SR Policy®= Segment Routing K 10000 pee 0
S8 Policy Tunnel <SR Policy 1002 - reverse Segment Routing K 3000 peE o
St Policy Tunnel <SR Policy1002~ Segment Routing " 000 pee 0
SR Policy Tunnel <SR Policy2 - reverses Segment Routing K 000 3 o -
EH
SR Policy Tunnel <SR Policy4>
Summary Endpoints Underlay Path Operations Events Actions.

GUID: SI/SRPolicys
Name: SR Policy Tunnel <SR Policyd>

Tunnel 1D: -

Description: SR Policy Tunnel <SR Policy SR Policys fram ZR_ER2 MAD to ZR_ER2.SQ via ZR_CRZ.MAD, ZR_CR2.BCN, ZR_CR2 MIL, ZR_CR2.5Q¥>
Creation Time:

Last Changed:

BW Reservation [Mbps]: 5000

Virtual Network: -

Tunnel Type: Segment Routing

Control Method: PCE

Template Name: Default SR Policy Template

Admin State: Up

Path Priority:

Holding Priority: -

Add RSVP Tunnel

You can create an RSVP tunnel between source and target endpoints, with a bandwidth reservation,
controlled by device or controlle r, associate d with a specific virtual network. Various advanced settings and
limitations (items to be included or excluded from the path) can be added. An RSVP tunnel can only be
created over a single domain.

To add a RSVP tunnel :
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1. Inthe applications bar i n Crosswork Hierarchical Controller, select Service Manager .
2. Click Create New Tunnel .

3. Select RSVP.

RSVP Tunnel Creation

GENERAL
Tunnel name*
Tunnel description

BW reservation [Mbps]

Control method

PCC -
Virtual Network -
Template

default-template -

4. Specify the following GENERAL settings:

U Tunnel name : The unique user defined name of this tunnel.

U Tunnel description : A description of the tunnel.

U BW reservation (Mbps) : The bandwidth reserved for this tunnel.

U Control method : The control method, by device ( PCC) or by controller ( PCE).

U Virtual Network : The virtual network ( tunnels can be grouped using tags to construct a
virtual network. L3 - VPN can be assigned to specific virtual network).

U Template : This is not available in the current version (there isa  default - template ).
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5. Click Next.

RSVP Tunnel Creation

ADVANCED

Admin State e

Up w

Setup Priority
7

Holding Priority

7

Path Criteria
Number of Hops -

Max Delay [ms]

Max Hops

Path Policy v

6. Specify the following ADVANCED settings:

U Admin State : The admin state ( Up or Down ).

U Setup Priority : The setup priority (between 0 and 7). Default is 7.

U Holding Priority : The holding priority (between 0 and 7). Default is 7.

U Path Criteria: The path control method ( Number of Hops or Latency or Admin Cost ).

U Max Delay (ms) : The maximum permissible delay in 100 of ms  (betwe en 0 to 500). Only

relevant when the path criteria is setto  Latency .

U Max Hops : The maximum number of hops (between 1 to 100). Only relevant when path
criteria is setto  Number of Hops .

C«

Path Policy : Select a policy ( Strict or Loose). If Strict , must include the list of nodes and
IGP links to be included in the new tunnel path.
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7. Click Next.

RSVP Tunnel Creation

LIMITATIONS

¥ Include Nodes or Links

Select Node or Link

¥ Exclude Nodes or Links

Select Node or Link

8. Specify the following LIMITATIONS settings:

U Include Nodes or Links : Click and in the Advanced tab, select node or IGP link, or click
on the 3D Explorer tab to select node or IGP link.

U Exclude Nodes or Links : Click and in the Advanced tab, select node or IGP link, or
click on the 3D Explorer tab to select node or IGP link.
U (Optional) Click U to remove any of the include/exclude items.
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RSVP Tunnel Creation

LIMITATIONS

¥ Include Items in Path

Model Item

ZR_ER2.ROM [m]

ERLATH [m]
v Exclude Items from Path

Model Item

CR2VIE [m]

9. Click Next.

RSVP Tunnel Creation

ENDPOINTS

Source Endpoint®

Destination Endpoint*

10. Specify the following ENDPOINTS settings:

U Source Endpoint : Click and select the node (router) or IGP interface as the source
endpoint.
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U Destination Endpoint : Click and select the node (router) or IGP interface as the
destination endpoint.

11. Click Next.

12. Review the SUMMARY .

RSVP Tunnel Creation

SUMMARY

Name: TestTunnel
Description: Nane

BW Reservation [Mbps]: None
Control Method: PCC
Template Name: default-template
Admin State: Up

Setup Priority: 7

Holding Priority: 7

Path Criteria: Number of Hops
Max Delay [us]: None

Max Hops: None

Path Policy: Strict

Excluded List: -

Included List: -

Sourca Fndnaint: TR7 MAD

13. Click Finish.
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Add SR Policy Tunnel

The Crosswork Hierarchical Controller network model supports Segment Routing (SR) Policies and SR
Segments over IGP links, and the Crosswork Hierarchical Controller adapters can discover policies from
network controllers, with their SID list, color, preference, and candidate path attributes. It maps all

discovered policies to create SR Segments as a layer between IGP links and SR policies. An SR Segment is
the path between two SIDs, shared by multiple S R policies. An SR Policy tunnel can only be created over a
single domain.

To add an SR Policy tunnel
1. Inthe applications bar in Crosswork Hierarchical Controller, select  Service Manager .
1. Click Create New Tunnel .

2. Select SR Policy .

SR Policy Creation

GENERAL
Name*

Description

3. Specify the following GENERAL settings:

U Name: The unique user defined name of this SR Policy.

U Description : A description of the SR Policy.
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4. Click Next.

SR Policy Creation

ADVANCED

[ Min Criteria (Metric)* - ]

Color*

Candidate path preference*
100

5. Specify the following ADVANCED settings:

U Min Criteria (Metric) : The criteria metric to minimize ( IGP, TE, Delay or Number of Hops).

U Color: The SR Policy color (a unique identifier of the policy) . This is a numerical value that
distinguishes between two or more policies to the same node pairs
U Candidate path preference : The candidate path preference (integer value) . The highest

preference path is the active one. Multiple candidate paths per policy are currently not
support.
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6. Click Next.

SR Policy Creation

LIMITATIONS

¥ Include Nodes or Links

¥ Exclude Nodes or Links

7. Specify the following LIMITATIONS settings:

U Include Nodes or Links : Click and in the Advanced tab, select node or IGP link, or click
on the 3D Explorer tab to select node or IGP link .

U Exclude Nodes or Links : Click and in the Advanced tab, select node or IGP link, or
click on the 3D Explorer tab to select node or IGP link.
U (Optional) Click O to remove any of the include/exclude i tems.
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8. Click Next.

SR Policy Creation

ENDPOINTS

Source Endpoint*

Destination Endpoint*

9. Specify the following ENDPOINTS settings:

U Source Endpoint : Click and select the node (router) or IGP interface as the source
endpoint.
U Destination Endpoint : Click and select the node (router) or IGP interface as the

destination endpoint.
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10. Click Next.

11. Review the SUMMARY .

SR Policy Creation

SUMMARY

Name: Test

Description: None

BW Reservation [Mbps]: None
Control Methed: PCC

Min Criteria (Metric): IGP
Color: 1

Candidate path preference: 100
Excluded List: -

Included List: -

Source Endpoint: CR2.0VE
Destination Endpoint: CR1.ATH

12. Click Finish.

© 2024 Cisco and/or its affiliates . All rights reserved. Page 22 of 128



Add MPLS-TP Tunnel

You can create an MPLS- TP tunnel as an underlay for Packet E- Line services between source and target
endpoints, with a bandwidth reservation. Various advanced settings and limitations (items to be included or
excluded from the path) can be added.

To add an MPLS-TS tunnel :

1. Inthe applications bar in Crosswork Hierarchical Controller, select  Service Manager .
2. Click Create New Tunnel .

3. Select MPLS-TS.

MPLS-TP Creation

GENERAL

Name*
[ Description
BW Reservation [Gbps] I )]
Protection
No Protection v

X Cancel m

4. Specify the following GENERAL settings:

U Name: The unique user defined name of this  MPLS- TS tunnel.

U Description : A description of the MPLS- TS tunnel.

U BW Reservation [Gbps] : The bandwidth reserved for the tunnel.

U Protection : The service protection ( No Protection or Protection 1+1 )
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5. Click Next.

MPLS-TP Creation

ENDPOINTS ¥ EL

(PORTS )  NODES
PORTS A

Port A*

Port B*

MPLS-TP Creation

1 3 4
GENERAL ENDPOINTS ADVANCED SUMMARY
ponrs
NODES
Node A*
Node B*
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6. Specify the following ENDPOINTS settings , by selecting the PORTS or NODES:

U PortA: Click and select the source port.
U PortB: Click and select the destination port.
U Backup Port A : Click and select the backup source port (only available for Protection
1+1).
U Backup Port B : Click and select the destination port (only available for Protection 1+1 ).
U Node A: Click and select the source endpoint (only available for No Protection ).
U Node B: Click and select the destination endpoint (only available for No Protection ).
7. Click Next.

MPLS-TP Creation

ADVANCED

Path Computation By

Domain Controller v

Optimization Goal

Minimize Admin Cost v

» Include Nodes, Links, Sites

» Exclude Nodes, Links, Sites v‘w

8. Specify the following ADVANCED settings:

U Path Computation By : Select Domain Controller or HCO.

C¢

Optimization Goal : The optimization goal ( Minimize Latency or Minimize Admin Cost ).

Ce

Include Nodes , Links , Sites : Click , select node, link, or site , or click on the 3D Explorer
tab to select node, link, or site .
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9.

Ce

Exclude Nodes , Links , Sites: Click

and in the Advanced tab, select node or IGP link, or
click on the 3D Explorer tab to select node or IGP link.

U (Optional) Click m] to remove any of the include/exclude items.

Click Next.

MPLS-TP Creation

SUMMARY

Name: Test

Description: None

BW Reservation [Gbps]: 100000000000

Protection Policy: No Protection

Port A: CR1.MIL - MPLS TP port on top of HundredGigE0/0/2/6
Port B: CR1.STO - MPLS TP port on top of Bundle-Ether3
Backup PortA: -

Backup PortB: -

Node A: -

Node B: -

Computation Provider: Domain Controller
Optimization Goal: Admin Cost k

Included List: -

Excluded List: -

Disjoint From Link: -

10. Review the SUMMARY .

11. Click Finish.

Delete Tunnel

To delete a tunnel:

1.

2
3
4.
5

In the applications bar in Crosswork Hierarchical Controller, select Device Manager .

Select a tunnel.

Select the Actions tab.

Click Delete Tunnel . A confirmation message appears.

Click Confirm . The tunnel is deleted.
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Pointto-Point

You can create a point -to- point service of type :

6 IP Link

8 OCH Link

8 OCH- NC Link
8 OTN-Line

8 SDH- Line

o  Circuit E- Line

o Packet E-Line

View Point to Point

You can view a list of the Point to Point services.

To view PSP services:

1. Inthe applications bar in Crosswork Hierarchical Controller , select Service Manager > Pointto Point . A
list of the point-to- point services appears in the Point to Point pane.

Create New P2P | P

Name

TITEMS

E-Line Packet Service <MPL...
E-Line Packet Service <IP D...
E-Line Packet Service <IP D...
E-Line Packet Service <IP D...
OTN Line Service <OTN Line...
E-Line Circuit Service <E-Lin...

E-Line Circuit Service <E-Lin...

P2P Type ~

Packet ...
Packet ...
Packet ...
Packet ...
OTN Line
Circuit E...

Circuit E...

Configure ~
State
INSTALL
INSTALL
INSTALL
INSTALL
INSTALL
INSTALL

INSTALL

+ Creation Date

Endpoint A -

CRLMIL -

Endpoint B -

CR1.STO -

ZR_ER2.SQY - FourHu...

CR2.HEL - bitEth

ZR_ER2.LIS - FourHun...

CR2.PRA - dredGi...

CR2.BEL - dredGi

CR2.COR - dredGi...

OTNI1ROMO1 - 1-1-2

OTN1CORO1 - 1-1-2

OTN2WARO1 - OPT-1-1-2

2. Select the required point-to- point service.

OTNI1VALOL - 1-1-2

OTNIMILOL - 1-1-2

OTNIMANOI - 1-1-2

Speed

10000 M....

5000 Mb...

10000 M....

100000...

0obu2
Eth 40G

Eth 406

Operatior ~
State

up

Up

up

Up

Up

Up

Up

Last2ah ~  Last Operation -
Operatior

3. Toview more point to point link details, see the lower pane view with the following tabs:

Co Co Co Co

C¢
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Events: The point to point link events.

Endpoints: The source and destination endpoint details.
Underlay Path: The underlay path items traversed by the

Operations: The point to point link operations.

Summary: Additional details about the point to point links.

link.

Actions: The modification actions (if applicable) and the option to Delete P2P.
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testWSS_2

Summary Endpoints Underlay Path

GUID: SI/b5d6e0f698d24e918962166d6ddd4828
Name: testWsS_2

Creation Time: 31-05-2022 12:36:41 UTC

Last Changed: 31-05-2022 12:36:41 UTC
Template Name: default-template

v Service Links:

Operations

Events

Actions

LI/R_PHY/PO/xr/PHY-P-BOTTOMLEFT:FourHundredGigE0/0/0/2/PO/xr/PHY-P-BOTTOMRIGHT:FourHundred GigE0/0/0/2

IP Address Assignment Policy: User Allocated
Is Bundle? No

Channel Config: 1 X 400G

Path Criteria: Latency

For services that were created by using the MCP controller and not the Services Management

. The Crosswork Hierarchical Contro ller MCP
adapter discover s these services and creat es service intent for each of them. The following delegated
service types are supported: Packet E- Line, Circuit E-Line, OTN- Line, SDH- Line and OCH (Wavelength)

application, the service appears

services.

Create New P2P u

Kame * PPType  ~  Configunation =
State

SITEMS

CHO3-OTUCA-WSAI-ROUTEL Wavelength INSTALLED
oTuA Wavelength INSTALLED
CHO3-10G-OTN-TESTR1_HCO 1-14-1 Circuit E-Line. INSTALLED
CHO3-OTUCH-PKT/OTH-ROUTEL Wavelength INSTALLED
CHO4-OTUCH-PKT/OTH-ROUTE2 Wavelength INSTALLED

CHO09-0TUC4-WSAI-ROUTEL

Summary Endpoints Underlay Path Operations

GUID: S1/61f1315f-20b4-459d -acac-badBbedafac?
Name: CH09-OTUCA-WSAI-ROUTEL

Creation Time: 04-04-2023 06:31:08 UTC

Last Changed: 04-04-2023 06:31:08 UTC
Template Name: None

Is Brownfield: True

Service Link: CH09-OTUC4-WSAI-ROUTEL
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as Is Brownfield: True

+ Creation Date

04-04-2023 06:31:08 UTC.
04-04-2023 06:31:08 UTC
04-04-2023 06:31:08 UTC
04-04-2023 06:31:08 UTC
04-04-2023 06:31:08 UTC

Events

= EndpointA

Actions

PTHLAB-WGS-102 - 1-1-2
PTHLAB-WGS-103 - 1-1-1
PTHLAB-WGA-102 - 1-14-1
PTHLAB-WGA-102 - 1-1-1

PTHLAB-WGA-102 - 1-2-1

= EndpointB

PTHLAB-WGS-101- 1-1-2
PTHLAB-WGB-104 - 1-1-1
PTHLAB-WGA-101 - 1-14-1
PTHLAB-WGA-101 - 1-1-1
PTHLAB-WGA-101 - 1-2-1

40068
400GB
Eth 106
10068
10068

Operational
State

up
Up
up
Up

Up

T Lastzh

Operations

e e e e

= LastOperation

Create OCH: v Done
Create OCH: ¥ Done
Create Circuit E-Line: ¥ Dane
Create OCH: ¢ Dane

Create OCH: ¥ Done
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Create IP Link

You can create an IP Link between two ZR pluggable components in routers (creating a new link or adding

it to a LAG). Various advanced settings and limitations (such as  node or link to be included in the path or
excluded from the path of the OCH Link) can be added. The end  -to- end service between ZR/+ ports may
optionally traverse through OLSs (or ONEs, Optical Network Elements, Cisco, or 3rd party). Crosswork
Hierarchical Controller decomposes the service into domains and provisions the optical line between
ROADMs on the opt ical domain controller. The activation mode works directly from Crosswork Hierarchical
Controller to IP and optical domain controllers ( Cisco Crosswork Network Controlle r, ONC).

ZR and ZR+ pluggables manufactured by Cisco output a maximum of - 10dBm. There are ROADM setups
that can benefit from or require a stronger signal. The new  ZR bright pluggable output s 0dBm and is
supported for IP provisioning . BRT appears in the device description, for example, Cisco QDD 400G BRT

ZRP Pluggable Optics Module .
Hierarchical Control (Crosswork HCO)

‘ Network-level models t Network-level standard YANG models ‘
3rd Party Optical Controllers IP Controller (CNC) Optical Controller
: * : -+

Node-level models I Node-level standard YANG models

Network-level models

3rd Party IP and MW Controllers

You can create L Band and C Band links. L-Band introduce s a second OMS over the line -side OTS.

For example, Fiber -1 (OTS link is used) by two OMS -1 and OMS - 2 (OMS links).

Q Search...

= Fiber-1

Info
Filter
oMS-2
wxr_site_l-roadm wr_site_5-roadm
L L] Q000
OMS-1
wxr_site_1-roadm waer_site_5-roadm

ojofo/n 0/0/0/0

With both L Band and C Band, f or a single OTS there are 2 (or more) OMS links .
For example:

port[.type = "OMS" and .provider = "onc -titan"] | link [.layer ="OMS "]
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SHQL ©)
Saved Queries v Save A
port[.type = "OMS" and .provider = "onc-titan"] | link [.layer = “OMS"] RUN

RESULTS (2

OMS Link (2)
Guid ~ layer <~ Protectiov Desc ~ OperStat~ Paths <~ PathGroo~ PortA ~ PortB ~ Name ~ Provider ¥ Role v  Extra
2ITEMS
Li/onc-titan/oms/5bbb1e00-88c7-3132-a654-14c13cab...  OMS N_A OMS:0/... UP [{'guid... SINGLE... POJonc-... POfonc-... 0/0/0/0-... onc-titan REGULAR  {'onc-tit.
Ll/onc-titan/oms/c7c1f4fa-20ae-3797-bcc7-384f288667... OMS N_A OMS: 0/... UP [{'guid"... SINGLE... POJonc-... PO/onc-... 0/0/0/0-... onc-titan REGULAR  {'onc-tit.

For a single OTS link, there are 2 OTS ports and 4 (or more) OMS ports where the UpperPorts field hold s
thesuppersea OMS ports .for each OTS port

For example:

port[ .type = "OMS"] | link | port | downward ("OTS ")

SHQL

Saved Queries v Save A

port[.type = "OMS" and .provider = "onc-titan"] | link | port | downward ("0TS")

RESULTS (6)

Y
[\PTS Port (2)/‘ OMS Port (4)

Guid ~ Type ~  UpperPorts -
2ITEMS

PO/onc-titanfo... 0TS [{'guid": 'PO/onc-titan/oms/1568d 1bc-ca43-3d61-ad67-be39a92570de/c7c1f4fa-20ae-3797-bcc7-384f288667c3), 'type': "OMS'}, {'guid": 'PO/onc-ti...
PO/onc-titanfo... OTS [{'guid": 'PO/onc-titan/oms/1bfc10a3-2559-3b7c-a26a-4175eb00e79b/9aab7383-165¢e-3c4f-a2fc-4ec2d28283el’, 'type': 'OMS'], {'guid": 'PO/onc-ti...

For more info on how to view links and ports in SHQL, see the  Cisco Crosswork Hierarchical Controller NBI
and SHQL Reference Guide .
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To create an IP Link :

1. Inthe applications bar in Crosswork Hierarchical —Controller, select Service Manager .
2. Select the Pointto Point tab.

3. Click IP Link.

IP Link Creation

GENERAL

Name*

Description

Link Rate Mode* -

Router Configuration Only

X Cancel > Next

4. Specify the following GENERALSsettings:

U Name: Enter a name for the service .

U Description : Enter a description for the service

U Link Rate Mode : Select a link rate mode, for example, 100G d1x100G . Bundles are offered
when the selected rate is for muxponder mode. From version 7.0, a bundle option is offered
for 400G .

U Router Configuration Only : Select this option when configuring a router only (dire  ct routers

connections, not via OLS).
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5. Click Next.

IP Link Creation

ENDPOINTS
ENDPOINT A

Site A
Port A*
Transmit Power [dBm]

ENDPOINT B

Site B
Port B*

Transmit Power [dBm]

¥ Cancel > Next

6. Specify the following ENDPOINTS settings:

U Site A: Click and in the Advanced tab, selecta site, or click on the 3D Explorer tab to
select a site.
U PortA: Click and in the Advanced tab, select a n OCH port, or click on the 3D Explorer

tab to select a port. If the port selected is an adjacency port, endpoint B is automatically
updated and cannot be edited.

U Transmit Power (dBm): Select the transmit power for Endpoint A.

U Site B: Click and in the Advanced tab, select a site, or click on the 3D Explorer tab to
select a site.

U PortB: Click and in the Advanced tab, select a n OCH port, or click on the 3D Explorer
tab to selecta port.

U Transmit Power (dBm): Select the transmit power for Endpoint B.

U LINK #1 IP ADDRESSES Enter the IP Address A (CIDR) and IP Address B (CIDR) .

U (Optional depending on the Link Rate Mode selected ) Enter the LINK #2 IP ADDRESSES,

LINK #3 IP ADDRESSES and LINK #4 IP ADDRESSES.
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7. Click Next.
IP Link Creation
1 2 4
HENE E ADVANCED SUMMARY
Add to existing LAG v
FREQUENCY
L Band

@ CBand

Frequency THz*

191.3 <
Digital-to-Analog Converter (DAC) rate v

Set Path Preferences

v Include Nodes or Links

Select Node or Link

© 2024 Cisco and/or its affiliates . All rights reserved. Page 33 of 128



IP Link Creation

ADVANCED

¥ Include Nodes or Links

Select Node or Link

¥ Exclude Nodes or Links

Select Node or Link

¥ Disjoint From Links

8. Specify the following ADVANCED settings:

U Add to existing LAG: Select one of the existing LAGs (bundles) between the two selected
routers. This option is only available if there is a bundle already configured between the
routers.

C¢

Frequency : Select L Band or C Band and specify the Frequency Thz for this link. L- Band
introduce s a second OMS over the line -side OTS.

Ce

Digital - to- Analog Converter (DAC) rate : The DAC rate is only relevant for ZR+ and bright

ZR port selection. For 100G, there is no need to change the DAC rate. Select 1 X 1 (standard
compat ible mode) or 1 X 1.25 (Cisco- proprietary mode if both ends of the link are Cisco
pluggables ). For QAM modulation, only 1 x 1.25 is supported.

C¢

Modulation : Select 8 QAM, 16 QAM or QPSK (default) to reduce the baud rate for 200G
links. It is not necessary to apply modulation to 100G, 300G or 400G links as the correct
modulation is automatically applied: 100G (QPSK), 300G (8 QAM) and 400G (16 QAM).

U Set Path Preferences : Not enabled . Setto Latency .

U Include Nodes or Links : Click and in the Advanced tab, select a ONE node or
OTS/OMS link, or click on the 3D Explorer tab to select the required item .
U Exclude Nodes or Links : Click and in the Advanced tab, select a ONE node or

OTS/OMS link, or click on the 3D Explorer tab to select the required item .

U Disjoint F rom Link : Not enabled .
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U (Optional) Click g to remove any of the include/exclude items.

9. Click Next.

IP Link Creation

SUMMARY

Name: TestIPOO1 -
Description: -

¥ EndpointA
Port: ron-8201-32FH-3 - Optics0,/0/0/16
Transmit Power: -

¥ EndpointB

Port: ron-ncs5504-1 - Optics0/0/0/0
Transmit Power: -

Link Rate Mode: 400G - 1x400G
Frequency: -

DAC rate: -

Modulation: -

Path Criteria: Latency
Optical Excluded List: -

Included List: -
Disjoint From Links: -

10. Review the SUMMARY .

11. Click Finish.
Create OCH Link

You can create an OCH Link between line side of Transponders/Muxponders , define its capacity, add 1+1
protection if required, and optimize based on  number of hops, latency, or admin cost.  Various advanced
settings and limitations ( such as nodes or links to be included or excluded from the  OCH Link) can be
added.

In this phas e, the Transponder and the ROADM must be controlled by the same optical controller.

To create an OCH Link:
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1. Inthe applications bar in Crosswork Hierarchical Controller, select  Service Manager .
2. Selectthe Pointto Point tab.

3. Click OCH Link.

OCH Creation
|
O -

GENERAL
|

Name*

Description

Template

default-template -

X Cancel m

4. Specify the following GENERAL settings:

U Name: The unique user defined name of this link.

U Description : A description of the link.
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5. Click Next.

OCH Creation
1 @ 3 4 5

GENERAL SETTINGS ENDPOINTS PATH SUMMARY

Bandwidth Capacity [Gbps]

100 GB -
Baud Rate
Auto -

6. Specify the following SETTINGS:

U Bandwidth Capacity (Gbps) : The bandwidth capacity for this OCH link (100 GB, 200 GB,
300 GB, 400 Gb or 800 GB).

U Baud Rate : The baud rate for this IP link (Auto or 35 G or 56 G).
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7. Click Next.

OCH Creation
1 2 @ 4 5

GEMERAL SETTINGS ENDPOINTS PATH SUMMARY
Endpoint A*

NE13-13-1-1 X
Endpoint B*

WSAil - 1-3-1 X

8. Specify the following ENDPOINTS settings:

Endpoint A : Click and in the Advanced tab, select an OCH endpoint, or click onthe 3D
Explorer tab to selectan OCH endpoint.

C«

Endpoint B : Click and in the Advanced tab, select an OCH endpoint, or click on the 3D
Explorer tab to select an OCH endpoint.

Ce
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9. Click Next.

OCH Creation

1

GENERAL

( Optimization Goal

2 3 @ 5

SETTINGS ENDPOINTS PATH SUMMARY

Number of Hops - ‘

Disjoint From Link

P Include Nodes or Links

» Exclude Nodes or Links

X Cancel

10. Specify the following PATH settings:

Ce

C«

C«

Ce

Optimization Goal : The optimization goal ( Number of Hops or Latency or Admin Cost ).

Disjoint From Link: and in the Advanced tab, select an OCH link, or click on the 3D
Explorer tab to select an OCH link. This means that the new OTN - Line must not traverse this
exclusionary path (this would be equivalent to adding  all the links that constitute the disjoint
path to the exclude items from path list).

Include Nodes or Links : Click and in the Advanced tab, select an optical node or OMS
link, or click on the 3D Explorer tab to select an optical node or OMS link .

Exclude Nodes or Links : Click and in the Advanced tab, select an optical node or
OMS/OTS link, or click on the 3D Explorer tab to select an optical node or OMS/OTS link .

(Optional) Click O to remove any of the include/exclude items.
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11. Click Next.

OCH Creation

SUMMARY

MName: test

Description: None

Customer Name: None

Capacity [Gbps]: 100 GB

Baud Rate: Auto

Protection Policy: No Protection
Computation Provider: Domain Controller
Path Criteria: Number of Hops
Disjoint From Link: None
Excluded List: -

Included List: -

Endpoint A: NE13 - 13-1-1

Endnnint B« \WCAIT - 1.2.1
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12. Click Finish .

Create OCH - NC Link

You can create an OCH- NC (or OTSIMC) link. This is the connection between client sides of ROADMs, the
ports facing Transponder/Muxponder . You can define its capacity, add 1+1 protection , if required, and
optimize based on number o f hops or admin cost. Various advanced settings and limitations (such as
nodes or links to be included or excluded from the OCH - NC Link) can be added.

Before using this wizard , go to the Settings page and upload a file of app codes. Once the file is uploaded,
the wizard enable s you to select specific codes, which selects an item from the list in the uploaded file

This only works with  Cisco Optical Controller (ONC) . The new service is added as an NMC link.
CE
i ;

United
Name: onc_ron_poc_ols_1_ron_poc_ols_2_2_otsimc Kingdom
Layer: Nmc
Description: NMC: 1/CHAN 29 (194.000) to 1/CHAN 29 Ireland
Role: Regular
Operational Status: Up Voo
Protection Status: Unknown Belgium
Path Group Type: Single Path lpAR
Port A: 1/CHAN 29 (194.000) (Site-B-roadm) & Haire
PortB: 1/CHAN 29 (194.000) (Site-A-roadm)

FRRrMany

France

Andorra
.y BAR

Svap . S—
Partugal Sp’_.a'frjﬁ VAL
LIS "."'\ "“: b

ey MKL’;‘.':‘_;

To create an OCH - NC Link::
1. Inthe applications bar in Crosswork Hierarchical Controller, select  Service Manager .
2. Select the Point to Point tab.

3. Click OCH-NC Link.
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OCH-NC Creation

GENERAL

Name*

Description

Template
default-template -

X Cancel > Next

4. Specify the following GENERAL settings:
U Name: The unique user defined name of this link.

U Descr iption : A description of the link.

5. Click Next.

OCH-NC Creation

SETTINGS

Allow Auto Regeneration

Optical Feasibility Threshold

NONE -
Admin State
ENABLED -

Central Frequency (Thz)
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6. Specify the following SETTINGS:

Co Co

Ce

7. Click Next.

Allow Auto Regeneration:  Whether to allow auto regeneration.
Optical Feasibility Threshold : Select RED, GREEN YELLOW or NONE.
Admin State : Select ENABLED or DISABLED.

Central Frequency (Thz) : The frequency for this OCH- NC link. A number in range of nine
digits, with a dot after the first 3 digits (xxx.xxxxxx). Range is between 000.000000 to
999.999999 in steps of 000.000001

OCH-NC Creation

APPLICATION
CODE

Vendor Name*

X Cancel

¢« Reset

8. Specify the following APPLICATION CODE settings to generate the required Application Code

U

Co Co o ¢

Ce

Vendor Name : The vendor name.

Product ID : The product ID.

FEC: The FEC depending on the product, for example, CFEC or OFEC.
Data Rate : The data rate supported by the selected product.

Baud Rate : The baud rate supported by the selected product.

Sub Mode : This may appear depending on the other settings.
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9. Click Next.

OCH-NC Creation

ENDPOINTS

(®) single Channel
Multiple Channel

BASE ENDPOINTS

Endpoint A*

Endpoint B*

10. Specify the following ENDPOINTS settings:

U Select Single Channel or Multiple Channel

U Endpoint A : Click and in the Advanced tab, selectan NMC port, or click on the 3D
Explorer tab.
U Endpoint B : Click and in the Advanced tab, selectan NMC port, or click on the 3D

Explorer tab.
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11. Click Next.

OCH-NC Creation

Optimization Goal

PATH

Number of Hops -

Disjoint From Link

» Include Nodes or Links

» Exclude Nodes or Links

X Cancel

12. Specify the following PATH settings:

U

U

C¢

C¢

C¢

Optimization Goal : The optimization goal ( Numb er of Hops or Admin Cost ).

Disjoint From Link: and in the Advanced tab, select an OCH- NC link, or click on the 3D
Explorer tab to select an OCH- NC link. This means that the new OCH- NC link must not
traverse this exclusionary path (this would be equivalent to adding all the links that constitute

the disjoint path to the exclude items from path list).

Include Nodes or Links : Click and in the Advanced tab, select a ONES or OMS link, or
click on t he 3D Explorer tab to select a ONES or OMS link.

Exclude Nodes or Links : Click and in the Advanced tab, select a ONES or OMS/OTS
link, or click on the 3D Explorer tab to select a ONES or OMS link.

(Optional) Click m] to remove any of the include/exclude i tems.
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13. Click Next.

OCH-NC Creation

SUMMARY

Name: TestOCHNCLink -
Description: None

Customer Name: None

Allow Auto Regeneration: False

Optical Feasibility Thresheld: RED

Admin State: ENABLED

Baud Rate: 36.63G

Data Rate: R300G

Central Frequency(Thz): None

Application Code: 00BOBE#NCS1K4-1.2T-K9#2#SD_FEC_15_DE_OFF#R300G#QPSK_32QAM#36.63
Optimization Goal: NUMBER_OF_HOPS

Disjoint From Link: -

Included List: -

Excluded List: -

-

Endpoints:

14. Click Finish.
Create OTN Line

You can create an OTN Line service between OTN client ports on Transponders/Muxponders , define its
capacity, add 1+1 protection and/or restoration if required, and optimize based on number of hops
latency, or admin cost. Various advanced settings and limitations ( such as node or links to be included in
or excluded from the OTN Line) can be added.

© 2024 Cisco and/or its affiliates . All rights reserved. Page 46 of 128



To create an OTN Line:

1. Inthe applications bar in Crosswork Hierarchical Controller, select ~ Service Manager .
2. Select the Pointto Point tab.

3. Click OTN Line.

OTN Line Creation
0 0 0 ¢

GENERAL SETTINGS ENDPOINTS PATH SUMMARY

w

Name'I

Customer Name

Template

default-template v

4. Specify the following GENERAL settings:

U Name: The unique user defined name of this OTN  Line.

U Customer Name : The OTN Line customer name.
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5. Click Next.

OTN Line Creation
OO

GENERAL SETTINGS ENDPOINTS PATH SUMMARY
[N
3
‘ Service Capacity* v \
Protection
No Protection v

6. Specify the following SETTINGS:

U Service Capacity : The cap acity for this OTN Line, for example, ODU2.

U Protection : The service protection ( No Protection or Protection 1+ Restoration or
Protection 1+1 or Protection 1+ 1+ Restoration ).
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7. Click Next.

OTN Line Creation

ENDFOINTS

Endpoint A*

Endpoint B*

Path Calculation By
Domain Controller -

8. Specify the following ENDPOINTS settings:

U Endpoint A : Click and in the Advanced tab, select an endpoint as ODU client port , or
click on the 3D Explorer tab to select an endpoint.

U Endpoint B : Click and in the Advanced tab, select an endpoint as ODU client port , or
click on the 3D Explorer tab to select an endpoin t.
U Path Calculation By : Select Domain Controller or HCO.
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9. Click Next.

OTN Line Creation

PATH

Optimization Goal

Number of Hops -
Disjoint From Link

» Include Nodes or Links

» Exclude Nodes or Links

10. Specify the following PATH settings:

U Optimization Goal : The optimization goal ( Number of Hops or Latency or Admin Cost ).

U Disjoint From Link: and in the Advanced tab, select an OTN line, or click on the 3D
Explorer tab to select an OTN line. This means that the new OTN Line must not traverse this
exclusionary path (this would be equivalent to adding all the links that constitute the disjoint
path to the exclude items from path list).

U Include Nodes or Links : Click and in the Advanced tab, select a node or OTU link , or
click on the 3D Explorer tab to select a node or OTU link .

U Exclude Nodes or Links : Click and in the Advanced tab, select a node or any optical
link, or click on the 3D Explorer tab to select a node or any optical link .

U (Optional) Click g to remove any of the include/exclude items.
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11. Click Next.

OTN Line Creation

SUMMARY

Name: TestOTN

Customer Name: None

Template: default-template

Service Capacity: ODU3E2
Protection Policy: No Protection
Computation Provider: Domain Controller
Path Criteria: Number of Hops
Disjoint From Link: -

Excluded List: -

Included List: -

Endpoint A: OTN1PRADL - 1-1-3
Endpeint B: OTN2STO01 - OPT-1-1-4

12. Click Finish.
Create SDH Line

You can create an SDH Line service between STM client ports , define its capacity, add 1+1 protection if
required, allow the path to be calculated by the Domain Controller or HCO,  and optimize based on number
of hops , latency, or admin cost. Various advanced settings and limitations (  such as node or links to be
included in or excluded) can be added.

To create an SDH Line:
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1. Inthe applications bar in Crosswork Hierarchical Controller, select  Service Manager .
2. Select the Pointto Point tab.

3. Click SDH Line.

SDH Line Creation

GENERAL

Name*

Customer Name

Template
default-template -
X Cancel > Next

4. Specify the following GENERAL settings:

U Name: The unique user defined name of this SDH Line.

U Customer Name : The SDH Line customer name.
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5. Click Next.
SDH Line Creation
SETTINGS
| Service Capacity* - |
Protection
No Protection -

¥ Cancel > Next

6. Specify the following SETTINGS:

U Service Capacity : The capacity for this SDH Line, for example, STM64 or STM256 .

U Protection : The service protection ( No Protection or Protection 1+1 ).
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7. Click Next.

SDH Line Creation

ENDPOINTS

Endpoint A*

Endpoint B*

Path Calculation By
Domain Controller -

8. Specify the following ENDPOINTS settings:

U Endpoint A : Click and in the Advanced tab, select an endpoint as STM client port , or
click on the 3D Explorer tab to select an endpoint.

U Endpoint B : Click and in the Advanced tab, select an endpoint as STM client port , or
click on the 3D Explorer tab to select an endpoint.

Path Calculation By : Select Domain Controller or HCO.

C«

© 2024 Cisco and/or its affiliates . All rights reserved. Page 54 of 128



Name
14 ITEMS
1-2-1P2

1-3-1P1
1-5-1P2
1-3-1P2
1-14-4

1-4-1P2
1-2-1P1
1-2-1P2
1-4-1P1
1-3-1P2
1-4-1P2

1-5-1P1

9. Click Next.

SDH Line Creation

GENERAL

Optimization Goal
Number of Hops

Disjoint From Link

Device

PTHLAB-Y30-106
PTHLAB-Y30-106
PTHLAB-WG4-103
PTHLAB-Y30-106
PTHLAB-WG4-102
PTHLAB-WG4-103
PTHLAB-Y30-106
PTHLAB-Y30-106
PTHLAB-WG4-103
PTHLAB-Y30-106
PTHLAB-WG4-103

PTHLAB-WG4-103

3

ENDPOINTS

» Include Nodes or Links

» Exclude Nodes or Links

X Cancel

U

Ce
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Disjoint From Link:
Explorer tab to select an SDH line. This means that the new SDH Line must not traverse this

Advanced 3D Explorer
PORTS

Type ~  Capability

OPTICAL_CLIENT STM16,Eth100Gig, Eth40Gig, Eth1Gi. ..
OPTICAL_CLIENT STM16,Eth100Gig, Eth40Gig, Eth1Gi...
OPTICAL_CLIENT STM16,Eth100Gig, Eth40Gig, Eth1Gi...
OPTICAL_CLIENT STM16,Eth100Gig, Eth40Gig, Eth1Gi...
OPTICAL_CLIENT STME4

OPTICAL_CLIENT STM16,Eth100Gig, Eth40Gig,Eth1Gi...
OPTICAL_CLIENT STM16,Eth100Gig,Eth40Gig,Eth1Gi...
OPTICAL_CLIENT STM16,Eth100Gig,Eth40Gig,Eth1Gi...
OPTICAL_CLIENT STM16,Eth100Gig,Eth40Gig,Eth1Gi...
OPTICAL_CLIENT STM16,Eth100Gig,Eth40Gig, Eth1Gi...
OPTICAL_CLIENT STM16,Eth100Gig,Eth40Gig,Eth1Gi...
OPTICAL_CLIENT STM16,Eth100Gig,Eth40Gig,Eth1Gi...

SUMMARY

10. Specify the following PATH settings:

Description

Admin Status -

Cancel m

Optimization Goal : The optimization goal (Number of Hops or Latency or Admin Cost ).

and in the Advanced tab, select an OTN line, or click on the 3D
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exclusionary path (this would be equivalent to adding all the links that constitute the disjoint
path to the exclude items from path list).

U Include Nodes or Links : Click and in the Advanced tab, select a node or SDH link , or
click on the 3D Explorer tab to select a node or SDH link .

C«

Exclude Nodes or Links : Click and in the Advanced tab, select a node or any optical
link, or click on the 3D Explorer tab to select a node or any optical link .

U (Optional) Click O to remove any of the include/exclude items.

11. Click Next.

SDH Line Creation

SUMMARY

Name: Test-1-SDH

Customer Name: None

Template: default-template

Service Capacity: STM64

Protection Policy: No Protection
Computation Provider: Domain Controller
Path Criteria: Number of Hops
Disjoint From Link: -

Excluded List: -

Included List: -

Endpoint A: PTHLAB-WGA4-103 - 1-5-1P2
Endpoint B: PTHLAB-Y30-106 - 1-3-1P1
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12. Click Finish.

Create Circuit E -Line

You can create a Circuit E - Line, as an Ethernet connection between ETH client ports on
Transponders/Muxponders , define its capacity, add 1+1 protection if required, and optimize based on

number of hops , latency, or admin cost. Various advanced settings and limitations ( such as nodes or links
to be included in or excluded from the Circuit E - line) can be added.

To create a Circuit E - Line:

1. Inthe applications bar in Crosswork Hierarchical Controller, select  Service Manager .
2. Select the Point to Point tab.

3. Click Circuit E - Line.

Circuit E-Line Creation
@ 2 3 4 5

GENERAL SETTINGS ENDPOINTS PATH SUMMARY
‘, Name* ’

Customer Name

Template
default-template v

4. Specify the following GENERAL settings:

U Name: The unique user defined name of this  Circuit E- Line.

U Customer Name : The Circuit E- Line customer name.
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5. Click Next.

Circuit E-Line Creation
) 0 0 0 ¢

GENERAL SETTINGS ENDPOINTS PATH SUMMARY
‘ Service Capacity* - ’
3
Protection
No Protection v

6. Specify the following SETTINGS:

U Service Capacity : The capacity for this Circuit E - Line, for example, 10 GB WAN .

U Protection : The service protection ( No Protection or Protection 1+1 ).
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7. Click Next.

Circuit E-Line Creation

EMDFOINTS

Endpoint A*

Endpoint B*

Path Calculation By
Domain Controller v

8. Specify the following ENDPOINTS settings:

U Endpoint A : Click and in the Advanced tab, selectan ETH endpoint, or click on the 3D
Explorer tab to select an endpoint.

U Endpoint B : Click and in the Advanced tab, selectan ETH endpoint, or click on the 3D
Explorer tab to select an endpoint.
U Path Calculation By : Select Domain Controller or HCO.
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9. Click Next.

Circuit E-Line Creation

PATH

Optimization Goal

Number of Hops v
Disjoint From Link

» Include Nodes or Links

» Exclude Nodes or Links

10. Specify the following PATH settings:

U Optimization Goal : The optimization goal ( Number of Hops or Latency or Admin Cost ).

U Disjoint From Link : and in the Advanced tab, select Circuit E- Line, or click on the 3D
Explorer tab to select Circuit E- Line. This means that the new Circuit E - Line must not
traverse this exclusionary path (this would be equivalent to adding all the links that constitute
the disjoint path to the exclude items from path list).

U Include Nodes or Links : Click and in the Advanced tab, select a Circuit E- Line, or click
on the 3D Explorer tab to select a Circuit E- Line.

U Exclude Nodes or Links : Click and in the Advanced tab, select node or any optical link ,

or click on the 3D Explorer tab to select node or any optical link .

U (Optional) Click m] to remo ve any of the include/exclude items.
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11. Click Next.

Circuit E-Line Creation

SUMMARY

Name: TestE

Customer Name: None

Template: default-template

Service Capacity: 1 GB

Protection Policy: No Protection
Computation Provider: Domain Controller
Path Criteria: Number of Hops
Disjoint From Link: -

Excluded List: -

Included List: -

Endpoint A: OTN2TAMPO1 - OPT-1-1-2
Endpoint B: OTN1BCNO1-1-1-4
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12. Click Finish.
Create Packet E-Line

You can create a Packet E- Line as an Ethernet service between Routers over RSVP- TE tunnels or SR
policies, or between Transponders/Muxponders over MPLS - TP tunnels, define its capacity, add 1+1
protection if required, and optimize based on  number of hops , latency, or admin cost. Various advanced
settings and limitations ( such as items to be included or excluded from the Circuit E - line) can be added.

To create a Pac ket E-Line:

1. Before creating a Packet E- Line service, create the MPLS- TP tunnels to be used (this is assumed to be
handled implicitly by the optical controller)

2. Inthe applications bar in Crosswork Hierarchical Controller, select ~ Service Manager .
3. Select the Point to Point tab.

4. Click Packet E - Line.

Packet E-Line Creation
@ 2 3 4 5

GENERAL SETTINGS ENDPOINTS PATH SUMMARY

i~ L

Customer Name

Template

default-template v

Activate OAM

5. Specify the following GENERAL settings:
U Name: The unique user defined name of this Packet E- Line.

U Customer Name : The Packet E- Line customer name.

C«

Activate OAM : Whether to enable OAM PM activation.
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6. Click Next.

Packet E-Line Creation

SETTINGS

Underlay Mode
Use any tunnels Ad

Underlay Technology

SR-CS Policy -

Pseudowire Signaling

EVPN-VPWS (BGP) -
EVI

Protection

No Protection -

7. Specify the following SETTINGS:

U Underlay Mode : The underlay mode , for example, Use any tunnels .

U Underlay Technology : The underlay technology , for example, MPLS-TP.

U Pseudowire Signaling : The pseudowire signaling, for example, EVPN-VPWS (BGP).
U EVI The EVPNinstance.

U Protection : The service protection ( No Protection or Protection 1+1 ).
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8. Click Next.

Packet E-Line Creation

ENDFOINTS.

¥ EndpointA

Port*

VLAN ID (format: 2,5-7)

o S CBS [KBytes] EBS [KBytes] Local AC
¥ EndpointB

Port*

VLAN ID (format: 2,5-7)

CIR [Mbps]* EIR [Mbps] CBS [KBytes] EBS [KBytes] Local AC

9. Specify the following ENDPOINTS settings for Endpoint A and Endpoint B :

U Port: Click and in the Advanced tab, select a port, or click on the 3D Explor er tab to
select an Ethernet port . The port rates should be the same. In case selected ports has
already a packet E - Line service defined, with VLAN IDs, the VLAN IDs must be specified for
per endpoint for the new service

C¢

VLAN ID: The VLAN ID in a range of 1-4094. Enter a single value, multiple values separate
by commas, and/or ranges,wh er-e- desi gnat efrexample: 398 n780e . If the
selected endpoint has no services on it, the VLAN ID field is optional. Once defined, a VLAN
ID must be defined in both endpoints, although different values/ranges can be  specified. If
you specify multiple VLANS, you must use the same values for both endpoints.

Bandwidth parameters are all optional

U CIR (Mbps) : The CIR rate in Mbps, range is 0 to <portra te>. The values can be different per

endpoint.

U EIR (Mbps): The EIRrate in Mbps, range is 0 to <port rate> . The values can be different per
endpoint.

U CBS (Kbytes) : The CBS rate in Kbytes, range is 0 to <port rate> . The values can be different
per endpoint.

U EBD (Kbytes) : The CBS rate in Kbytes, range is 0 to <port rate> . The values can be different
per endpoint.

U Local AC : The local AC.

U Endpoint B : Click and in the Advanced tab, selecta port, or click on the 3D Explorer

tab to select a port.
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10. Click Next.

Packet E-Line Creation

PATH

Optimization Goal

Number of Hops -

Path Calculation By

HCO -
Disjoint From Link

» Include Nodes or Links

» Exclude Nodes or Links
Disjoint From Link (Protection)

» Include Nodes or Links (Protection)

» Exclude Nodes or Links (Protection)

11. Specify the following PATH settings:

U (Only required if tunnels are implicitly created) Optimization Goal : The optimization goal
(Number of Hops or Latency or Admin Cost ).

C¢

(Only required if tunnels are implicitly created) Path Calculation By: The path calculation
mechanism : Domain Controller or HCO. Currently in this version only the Domain Controller
option is available.

C¢

Disjoint From Link: and in the Advanced tab, select a Packet E- Line, or click on the 3D
Explorer tab to select a Packet E- Line. This means that the new Circuit E - Line must not
traverse this exclusionary path (this would be equivalent to adding all the links that constitute

the disjoint path to the exclude items from path list).

C¢

Include Nodes or Links : Click and in the Advanced tab, select node or underlay link
(IGP or OTU), or click on the 3D Explorer tab to select node or underlay link (IGP or OTU) .

U Exclude Nodes or Links : Click and in the Advanced tab, select node or underlay link
(IGP or OTU) or click on the 3D Explorer tab to s elect node or underlay link (IGP or OTU) .

Ce

(Only required with protections) Disjoint From Link (Protection): and in the Advanced
tab, select a Packet E- Line, or click on the 3D Explorer tab to select a Packet E- Line. This
means that the new Circuit E - Line must not traverse this exclusionary path (this would be
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equivalent to adding all the links that constitute the disjoint path to the exclude items from
path list).

(Only required with protections) Exclude Nodes or Links (Protection) : Click and in the

U (Only required with protections) Include Nodes or Links (Protection) : Click and in the
Advanced tab, select node or underlay link (IGP or OTU), or click on the 3D Explorer tab to
select node or underlay link (IGP or OTU) .

U
Advanced tab, select node or und erlay link (IGP or OTU) or click on the 3D Explorer tab to
select node or underlay link (IGP or OTU) .

U (Optional) Click g to remove any of the include/exclude items.

12. Click Next.

Packet E-Line Creation

Name: Test P

SUMMARY

Customer Name: None

Template: default-template

Activate OAM: No

Protection Policy: Protection 1+1
Computation Provider: HCO

Path Criteria: Number of Hops

Disjoint From Link: -

Excluded List: -

Included List: -

Disjoint From Link (Protection): -

Excluded List (Protection): -
Included List (Protection): -
Endpoint A: ER1.MOS - GigabitEtherneti/1/2
Endpoint B: ER1.BUD - GigabitEthernet1/1/5
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13. Click Finish.

Delete P2P
To delete a P2P Link:

=

In the applications bar in Cro sswork Hierarchical Controller, select Service Manager > Point to Point .
2. Select a link.

3. Selectthe Actions tab.

4. Click Delete P2P. A confirmation message appears.

5

Click Accept . The link is deleted.

Service Settings

You can configure which rollbacks are allowed. For example, to prevent partial provisioning for IP Link, if
the ONC provisioning succeeds and the CNC provisioning fails, and rollback is selected, the ONC
provisioning is rolled back.

To view the service settings:

1. Inthe applications bar in Crosswork Hierarchical Controller , select Service Manager > Settings . A list of
the service settings appears.

Services Settings
NSO ADDRESS
Port

Hostname or ip address ¢ 8080 m Cancel
OPTICAL TRANSCEIVERS APPLICATION CODES

Select a file to upload
CONFIGURATION

Develop Mode

DEMO MODE

RSVP Tunnel
L3-VPN

1P Link

SR Policy

TE++ Container

Circuit E-Line

2. In NSO ADDRESS, enter the NSO host name or IP address. This appears inthe NSO Provisioning tab.

3. In OPTICAL TRANSCEIVERS APPLICATION CODES, click to select a file with the application codes. It
is recommended to export the required JSON file from the ONC controller.

4. Select which rollbacks are allowed when the services are provisioned (  RSVP Tunnel, L3 - VPN, IP Link,
SR Policy, TE++ Container, Circuit E- Line, OTN Line, OCH, Packet E -Line and/or OCH-NC).
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Service Manager Operations

You can view the latest Service Manager operations.

To view the operations:

1. Inthe applications bar in Crosswork Hierarchical Controller , select Service Manager

of the operations appears.

> Operations . A list

(Operation Type *  Service Intent *  Source *  + Created *  LastUpdate Flow - State *  Duration .
R2ITEMS
Create Packet E-Line TEST-PACKET-VLAN-301-401 u 08-12-2021 17:56:53 UTC 08-12-2021 18:01:32 UTC Roliback + Done 0:00:00.278745
Create Packet E-Line TEST-PACKET-PROT-0712-1 w 07-12-2021 23:18:32 UTC 07-12-2021 23:23:07 UTC Roliback ¥ Done 0:00:00.275480
Create Circuit E-Line SI/f9a3eTe36ac444/cb10916daTd90e8bC u 17-11-2021 21:05:09 UTC 17-11-2021 21:06:57 UTC Normal ¥ Done 0:00:00.107706
Create Circuit E-Line. S1/1e7458965a2c4730bd0ab 78372286142 w 16-11-2021 07:35:42 UTC 16-11-2021 07:36:41 UTC Normal ¥ Done 0:00:00.058800
Delete Circuit E-Line SI/34d6ecS39a24cd1918712edbdf 1a0f w 16-11-2021 07:31:41 UTC 16-11-2021 07:32:58 UTC Normal ¥ Done 0:00:00.077402
Create Circuit E-Line SI/34d6ec53/9a24cd19187f12edbdf1a0f w ummm 14-11-2021 15:11:41 UTC Normal + Done 0:00:00.071759
Delete Circuit E-Line SI/38bb50a02875403d852¢ TS TcT9edel T UL 14-11-2021 15:06:04 UTC 14-11-2021 15:06:08 UTC Normal X Failed 0:00:00.003507
Delete Circuit E-Line SI/2b710e7145c04ddc9d26/8108282d233 U1 14-11-2021 15:04:22 UTC 14-11-2021 15:05:50 UTC Normal + Done 0:00-00.088153
Delete Circuit E-Line SI/d2cT2b86bA5I4ebIBAITITHE0269MT8 UL 14-11-2021 15:00:23 UTC 14-11-2021 15:02:38 UTC Normal ¥ Done 0:00:00.134841
Delete Circuit E-Line SI/1725¢e05e3be4c4193e9586061120980 UL 14-11-2021 15:00:19 UTC 14-11-2021 15:02:34 UTC Normal ¥ Done 0:00:00.135178
Delete Circuit E-Uine SI/d2cT2b86bASI4ebIBaITITHESO26978 UL 14-11-2021 14:48:39 UTC 14-11-2021 14:48:42 UTC Normal X Failed 0:00:00.003085
Delete Circuit E-Line SI/17a5ce05e3bedc4f93e95860611ad980 UL 14-11-2021 14:48:05 UTC 14-11-2021 14:48:08 UTC Normal X Failed 0:00:00.002605
Create Circuit E-Line SI/17a5ce05e3be4cAfI3e9586061120980 UL 11-11-2021 16:32:46 UTC 11-11-2021 16:34:20 UTC Normal + Done 0:00:00.084374
Create Circuit E-Line SI/d2cT2b86DASIebIBAITITHEI026978 UL 11-11-2021 16:17:38 UTC 11-11-2021 16:19:14 UTC Normal ¥ Done 0:00:00.099545
Create Circuit E-Line S1/92d14395ce 3e49d9adeda8obObSeBA36 I 11-11-2021 15:43:45 UTC 11-11-2021 15:44:19 UTC Roliback + Done 0:00:00.033931
Create Circuit E-Line SI/38bb50a02875403d8S2cT5TcT9edel 7! UI 11-11-2021 15:33:57 UTC 11-11-2021 15:3520 UTC Normal ¥ Done 0:00:00.083147
Delete Circuit E-Line. SI/bd328da97583422490010cf950056be2 UL 11-11-2021 15:23:43 UTC 11-11-2021 15:25:19 UTC Normal ¥ Done 0:00:00.096597
Delete Circuit E-Line Si/cTc3e1cfObOe4fdcbS036880 3138582 w 11-11-2021 1521:27 UTC 11-11-2021 152225 UTC Normal ¥ Done 0:00:00.057368
Create Circuit E-Line Si/cTc3el1cf0b0e4fdcbS036/8803138582 w 09-11-2021 21:46:30 UTC 09-11-2021 21:47:51 UTC Normal  Done 0:00:00.081065
Create Circuit E-Line SI/32c0a215(7de4818ef634d06c532334 u 09-11-2021 21:39:44 UTC 09-11-2021 21:40:18 UTC Rollback ¥ Done 0:00-00.034169
Delete Circuit €-Line Si/efc6a8T8e9c5422db183263306ecbble w 09-11-2021 21:35:58 UTC 09-11-2021 21:36:45 UTC Normal ¥ Done 0:00:00.047147
Create Circuit E-Line Sl/efc6a878e3c5422db183263306ecbble. w 09-11-2021 21:11:19 UTC 09-11-2021 21:1223 UTC Normal ¥ Done 0:00:00.064012
Create Circuit E-Line Si/1ac1TbdcbedcabeSaadd2edeal 559033 UL 09-11-2021 20:58:59 UTC 09-11-2021 20:59:07 UTC Roliback X Failed 0:00:00.007709
Create Circuit E-Line SI/bd328da97583422490010cf95b056be2  UI 09-11-2021 20:32:07 UTC 09-11-2021 20:33:19 UTC Normal ¥ Done 0:00:00.072413
Create Circuit E-Line S1/e50697abfd2e4c3T988e3dIIC646398 u 09-11-2021 20:05:55 UTC 09-11-2021 20:06:33 UTC Roliback ¥ Done 0:00:00.037934
2. Select the required operation.
Operation Type v Service Intent ~  Source ~ 4 Created v LastUpdate v Flow v State ~  Duration -
82ITEMS
Create Packet E-Line TEST-PACKET-VLAN-301-401 u 08-12-2021 08-12-2021 Rollback ¥ Done 0:00:00.278745
Create Packet E-Line TEST-PACKET-PROT-0712-1 ul 07-12-2021 23:18:32 UTC 07-12-2021 23:23:07 UTC Rollback ¥ Done 0:00:00.275480
Create Circuit E-Line S1/19a3eTe36ac4441ch10916daTd90e8be u 17-11-2021 21:05:09 UTC 17-11-2021 21:06:57 UTC Normal ¥ Done 0:00:00.107706
Create Circuit E-Line S1/fe7458965a2c4730bd0ab78372286(42 VI 16-11-2021 07:35:42 UTC 16-11-2021 07:36:41 UTC Normal ¥ Done 0:00:00.058800
Delete Circuit E-Line 51/34d6ec539a24cd19187f12edbdf1a0f u 16-11-2021 07:31:41 UTC 16-11-2021 07:32:58 UTC Normal ¥ Done 0:00:00.077402
Create Circuit E-Line $I/34d6ec5319a24cd1918712edbdf1a0f ul 14-11-2021 15:10:30 UTC 14-11-2021 15:11:41 UTC Normal ¥ Done 0:00:00.071759
Delete Circuit E-Line $1/38bb50a02875403d852c757cT9edel 7l VI 14-11-2021 15:06:04 UTC 14-11-2021 15:06:08 UTC Normal X Failed 0:00:00.003507
Delete Circuit E-Line $1/2b710e7145¢04ddc9d26(8fd8a82d233 Ul 14-11-2021 15:04:22 UTC 14-11-2021 15:05:50 UTC Normal ¥ Done 0:00:00.088153
Delete Circuit E-Line 51/d2c72b86b4594eb98a37(7b690269178 VI 14-11-2021 15:00:23 UTC 14-11-2021 15:02:38 UTC Normal + Done 0:00:00.134841
u
f20d24b06b3449e0b1756d492cbd965¢
Summary Logs Errors.
wuin;
Action: Create Packet E-Line
et L
Service GUID: None
Source: Ul
Created at: 08-12-2021 17:56:53 UTC

Status: Rollback v Done
» Extra

3. To view more details, select the

Co

C¢

Last Updated at: 08-12-2021 18:01:32 UTC

required tab:

Summary : Additional details about the operation, e.g., Status: Rollback Done.

Logs : The operation logs for normal and rollback flows.

Errors : The operation errors, e.g., Discovery took too long.
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Service Manager APIs

Crosswork Hierarchical Controller provides APIs to create OTN Line, Packet E- line, and MPLS- TP tunnel
service - intents, and provision OTN Lines, Packet E - Lines, and MPLS - TP tunnels on underlying controlle rs.

You can access the Shared Risk API using Swagger:

6  https://[<host>/8443/service - manager - app/public/rest/doc
The APIs include:

o Get the list of the operations created by calling the create/update/delete service intent APIs
o Get existing OTN Line service - intents and matching discovered services from underlying controll  ers
o Create new OTN Line service -intents and provision a new OTN Line on underlying controlle rs

o Get existing Packet e- Line service - intents and matching discover ed services from underlying
controll ers

o Create new Packet e- Line service-intents and provision a new Packet e - Line on underlying
controlle rs

o Get existing MPLS- TP tunnel service - intents and matching discovered tunnel services from
underlying controll ers

o Create new MPLS- TP tunnel service - intents and provision a new MPLS - TP tunnel on underlying
controlle rs

o Delete and unprovision an existing service intent of any type
For more details, see the Cisco Crosswork Hierarchical Controller NBl and SHQL Reference G uide.

Network Services Orchestrat@rosswork Hierarchical ControllefFunction Pack
Appendix

Crosswork Hierarchical Controller uses the Network Services Orchestrator (NSO) Crosswork Hierarchical
Controller - Function Pack to provision dynamic IP VPN services (L2- VPN and L3- VPN services).

Provisioning of L2 - VPN and L3- VPN services in Crosswork Hierarchical Controller is based on the IETF RFC
L2NM and L3NM service scheme. However, not all vendors support the same set of attributes in these

models. To avoid failures in provisioning, it is recommended to review the available service scheme

options.

There are several payload combinations that allow you to create or modify a service using Network
Services Orchestrator :

I Common Payload : The attributes that are com monly supported by Nokia NSP and Cisco
Crosswork Network Controlle rs. This is the minimum subset that supports both Nokia NSP and
Cisco Crosswork Network Controlle rs.

1 Nokia NSP Payload : All attributes supported by Nokia NSP IP controller.  Although the Nokia NSP
controller will accept the full set of parametersin the RFC LxNM, the Nokia NSP controller may not
use all the data.

9 Cisco Crosswork Network Controller Payload : All attributes supported by Cisco Crosswork
Network Controller |P controller. The Cisco Crosswork Network Controller does not accept the full
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set of parameters in the RFC LxNM and if a parameter is not supported, Crosswork Network
Controller returns an error message.

Once the services are provisioned using NSO (using the Ul or JSON files), they are detected by Cisco
Crosswork Hierarchical Controller and can be viewed in the Service Assurance application

This appendix describes some examples of the Network Services Orc hestrator (NSO) deployment, as part
of Cisco Crosswork Hierarchical Controller .

Note: These payload examples were tested with specific versions of the adapters. There may be some
variation in the se payloads with different versions of the adapters.

Note: This appendix is intended to introduce you to the capabilities of the function pack. For full details on

L2- VPN and L3- VPN service provisioning using NSO, see the Cisco NSO Crosswork Hierarchical Controller

- Function Pack User Guide. There are sample templ ates included in the function pack, for example, cisco -
nsp- 12vpn - service.xml, cisco - nsp- 13vpn- service.xml, cisco -cnc-|2vpn- service.xml, and cisco -cnc-3vpn-
service.xml.

NSO has two major components to provide the service CRUD:

o NED da driver to map the rel evant get and set operations towards a device or controller and
provide them as a YANG model that can contain configuration, NED provides a device configuration
model (device can be controller as well). The NEDs for IP COs implement the LXNM  model as
exposed by the vendors.

o Function pack da template of service specific configuration and  the mapping to NED model. A
function pack can abstract the service request, can include a complex processing to generate the
request to the NED. Such proces sing can be to decompose a request into multiple NEDs, use
topology info to complete configuration not provided by user, and more.

Note: Since optical services are not handled in NSO, NSO has no role in the deployment of optical use
cases.

Configure Commo n L3-VPN (JSON)

A subset of the L3NM service scheme, with the attributes that are commonly supported by Nokia NSP and
Cisco Crosswork Network Controllers.

For full details on L3 - VPN service provisioning using NSO, see the Cisco NSO Crosswork Hierarchical
Controller - Function Pack User Guide .

Table 3. Common L3 - VPN Parameters

vpn - service
vpn-id The VPN ID.
vpn- service - topology The topology: ietf - vpn - common: hub - spoke or any-to-any.

vpn - instance - profiles
vpn - instance - profile
profile - id

role The profile role: ietf - vpn - common:hub - role
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rd

address - family

address - family

vpn - targets

vpn - target

id

route - targets

route - targets

route - target - type

vpn - node s

vpn - node

vpn- node- id

local- as

active - vpn -instance - profiles
vpn - instance - profile
profile - id

vpn - network - access es
vpn - network - access

id

interface -id

connection

encapsulation

type

dotlq

tag - type
cvlan-id

ip- connection
ipv4

local - address

prefix - length
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For example: 0:171:171

The address family, for example: ietf - vpn - common:ipv4

The VPN target ID.

The route target, for example: 0:71:71

For example: both or import or export .

The VPN node ID. Use the vpn -id and add - R3 or - R4 as a sulffix.

The VPN instance profile ID.

The VPN network access ID.

The VPN network access interface ID, for example, GigabitEthernet0/0/0/2
This is the access port and may change according to the router.

The connection encapsulation type:
untagged (port- mode).

ietf - vpn - common: dotlg (VLAN) or

The tag type: ietf - vpn - common:c - vlan

The CVLAN ID (circuit ID) for the dotlq encapsulation, for example, 2060.
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routing - protocols

routing - protocol

id The routing protocol id, for example: EBGP

type The routing protocol type: ietf - vpn - common:bgp - routing
peer- as

address - family ietf- vpn- common:ipv4

neighbor

multihop

redistribute - connected

address - family ietf- vpn- common:ipv4

Detailed JSON Example

{
"ietf - 13vpn - ntw:Bvpn - ntw": {
"vpn - services": {
"vpn - service": [
{

"vpn -id":  "I3vpn - hub- spoke",

"vpn - service - topology": "ietf - vpn - common:hub - spoke”,
"vpn -instance - profiles": {

"vpn -instance - profile": [

{
"profile  -id": "I3vpn - pl- 70",
"role": "ietf - vpn- comnon:hub - role",
"rd": "0:171:171",
"address - family": [
{
"address - family": "ietf - vpn - common:ipv4",

"vpn - targets™ {

"vpn - target": [

{
"id": 71,
"route - targets": [
{
"route - target™: "0:71:71"
}

I
"route -target -type":"both"
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h
{
"id": 72,
"route - targets": [
{
"route -targe t":"0:72:72"
}
1,
"route -target - type": "import"
h
{
"id": 73,
"route -targe ts" [
{
"route - target": "0:73:73"
}
1,
"route -target -type": "export"
}
]
}
}
]
h
{
"profile  -id": "I3vpn - p2-70",
"role™: "ietf - vpn - common:spoke - role",
"rd": "0:171:171",

"address - family": [

{

"address - family": "ietf - vpn - common:ipv4",

"vpn - targets": {

"vpn - target": [

{
"id": 71,
"route - targets": [
{
"route - target™ "0:71:71"
}
I
"route -target -type": “"both"
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{
"id": 72,
"route - targets": [
{
"route - target": "0:72:72"
}
1,
"route -target - type": “import"
h
{
"id": 73,
"route - targets": [
{
"route - target": "0:73:73"
}
1,
"route -target - type": "export"
}
]
}
}
]
h
{
"profile  -id": "I3vpn - p3-70",
"role™: "ietf - vpn - common:spoke - role",
"rd": "0:171:171",
"address - family": [
{
"address - family": "ietf - vpn - common:ipv4",

"vpn - targets™ {

"vpn - target": [

{
"id": 71,
"route - targets": [
{
"route - target™: "0:71:71"
}
I
"route -target -type":"both"
h
{
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"id": 72,

"route - targets": [

{
"route - target": "0:72:72"
}
I
"rou te -target - type" "import"
h
{
"id": 73,
"route - targets": [
{
"route - target™: "0:73:73"
}
I
"route -target -type™: "export"
}

]
b
"vpn - nodes": {

"vpn - node™: [

{
"vpn - node-id" "PE - A",
"local -as":1,
"active - vpn-instance - profiles": {
"vpn -instance - profile™: [
{
"profile  -id": "I3vpn - pl-70"
}
]
h

"vpn - network - accesses": {
"vpn - network - access™: [
{
“id" "1,
"interface - id™: "GigabitEthernet0/0/0/2",

"connection": {
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"encapsulation™: {

"type": "ietf - vpn - common:dotlq",
"dotlq": {
"tag - type": “ietf - vpn - common:c - vlan",

"cvlan -id"; 401

}
}
h
"ip - connection": {
"ipv4": {
"local - address™ "70.70.10.1",
"prefix - length": 30
}
h

"routing - protocols": {
"routing - protocol™: [
{
"id": "EBGP",
"type": "ietf - vpn - common:bgp - routing"”,
"bgp™: {
"peer -as": 100,
"addre ss - family": "ietf - vpn - common:ipv4",
"neighbor™: [
"70.70.10.2"
1,
"multihop": 11,
"redistribute - connecte d": [

{

"address - family": "ietf - vpn - common:ipv4"

"vpn - node-id" "PE -B",

"local -as":1,
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"active - vpn-instance - profiles": {
"vpn -instance - profile™: [
{
"profile  -id" "I3vpn - p2-70"

}
"vpn - network - accesses": {

"vpn - network - access " [

{
“id": "1,
"Iinterface - id™: "GigabitEthernet0/0/0/1",
"connection™: {
"encapsulation”: {
"type": "ietf - vpn - common:dotlq"”,
"dotlq": {
"tag - type": "ietf - vpn - common:c - vlan",
"cvlan -id": 401
}
}
h
"ip - connection™: {
"ipv4": {
"local - address": "70.70.11.1",
"prefix - length": 30
}
h

"routing - protocols": {
"routing - protocol™: [
{
"id": "EBGP",
"type": "ietf - vpn - common:bgp - routing”,
"bgp": {
"peer -as": 100,
"address - family": "ietf - vpn - common:ipv4",
"neighbor": [
"70.70.11.2"
1,
"multihop™: 11,
"redistribute - connected™: [

{

"address - family": "ietf - vpn - common:ipv4"
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}
]
}
}
]
}
}
]
}
h
{
"vpn - node - id": "Spitfire - RON 16",
"local -as" 1,
"active -vpn-instance - profiles": {
"vpn -instance - profile": [
{
"profile  -id": "I3vpn -p3-70"
}
]
h

"vpn - network - accesses": {

"vpn - network - access": [

{
“id" 1,
"interface - id": "FourHundredGigEO0/0/0/1",
"connection": {
"encapsulat  ion": {
"type": "ietf - vpn - common:dot1q",
"dot1q": {
"tag - type": "ietf - vpn - common:c - vlan",
"cvlan -id": 401
}
}
h
"ip - connection”: {
"ipv4": {
"local - address":"70.70.12.1",
"prefix - length": 30
}
h

"routing - protocols": {

"routing - protocol": [
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{
"id": "EBGP",
"type": "ietf - vpn - common:bgp - routing",
“bgp™: {
"peer -as": 100,
"address - family": "ietf - vpn - common:ipv4",
"neighbor": [
"70.70.12.2"
1,
"multihop™: 11,
"redistribute - connected™: [
{
"address - family": "ietf - vpn - common:ipv4"
}
]
}
}

12

"cisco -hco-nm:hco - controller": "CNC"

}
Configure Common L2 -VPN using NSO (JSON)

A subset of the L2NM service scheme, with the attributes that are commonly supported by Nokia NSP and
Cisco Crosswork Network Controllers.

For full details on L 2- VPN service provisioning using NSO, see the Cisco NSO Crosswork Hierarchical
Controller - Function Pack User Guide .

Table 4. Common L2 - VPN Parameters

vpn - service s

vpn - service
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vpn-id

vpn- type

vpn- service - topology
global - parameters - profiles
global - parameters - profile
profile - id

vpn - target

id

route - targets

route - target

route - target - type

vpn - node s

vpn - node

vpn- node- id

role

signaling - option

evpn - policies

mac- learning - mode

vpn - network - access es
vpn - network - access

id

interface - id

connection

encapsulation
encap - type

dotlq

cvlan-id
tag - operations
push

tag-1
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The VPN ID.
The VPN type: ietf - vpn - common:mpls -evpn.

The topology: ietf - vpn - common: hub-spoke or any-to-any.

The route target, for example: 0:12:12

The route target type, for example: both

The VPN node ID. Use the vpn -id and add - R3 or - R4 as a suffix.

The VPN node role, for example:
ietf - vpn - common:spoke -role

ietf - vpn - common:hub -role or

The mac learning mode: ietf - I2vpn - ntw:control - plane

The VPN network access ID in the format
int 223 1.

int_<number> , for example,

The VPN network access interface ID, for example, GigabitEthernet0/0/0/2
This is the access port and may change according to the router.

The connection encapsulation type: ietf - vpn - common: dot 1q (VLAN).

The CVLAN ID (circuit ID) for the dotlg encapsulation, for example, 2060.

null

The tag, for example: 202
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cisco - hco- nm:hco - controller The controller, for example: CNC
Detailed JSON Example

{
“ietf - 12vpn - ntw:l2vpn - ntw": {
"vpn - services": {
"vpn - service": [
{
"vpn -id": "ETREE -HS ABCD",
"vpn - type": “ietf - vpn - common:mpls - evpn",
"vpn - service - topology": "ietf - vpn - common:hub - spoke",
"global - parameters - profiles": {

"global - parameters - profile": [

{
"profile -id": "test",
"vpn - target": [
{
"id": 1,
"route - targets": [
{
"route - target": "0:12:12"
}
I
"route -target - type": "both"
}
]
}

h
"vpn - nodes": {

"vpn - node": [

{
"vpn - node-id": "PE - A",
"role": "ietf - vpn - common:hub - role",
"signaling - option™: {
"evpn - policies": {
"mac- lear ning - mode": "ietf - 12vpn - ntw:control - plane”
}
h

"vpn - network - accesses": {

"vpn - network - access": [
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"id": "285",
"interface - id": "GigabitEthernet0/0/0/2",
"connection™: {
"encapsulation”: {
"encap - type": "ietf - vpn - common:dot1q”,
"dotlq": {
"cvlan -id": 285,
"tag - operations": {
"push™: [
null
1,
"tag -1":202

"vpn - node-id": "PE - B",
"role™: "ietf - vpn - common:spoke - role",
"signaling - option™: {

"evpn - policies": {

"mac- learning - mode": "ietf - 12vpn - ntw:control

h
"vpn - network - accesses": {
"vpn - network - access": [
{
"id": "285",
"interface - id™: "GigabitEthernet0/0/0/2",
"connection": {
"encapsulation": {
"encap - type": "ietf - vpn - common:dot1q",
"dot1q": {
"cvlan -id": 285,
"tag - operations": {
"push™: [

null
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- plane”
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I
"tag -1":202

"vpn - node-id": "PE -C",
"role": "ietf - vpn - common:spoke - role",
"signaling - option™: {

"evpn - policies™: {

"mac- learning - mode": "ietf -12vpn - ntw:contro | - plane”

h
"vpn - network - accesses": {
"vpn - network - access": [
{
"id": "285",
"interface - id": "GigabitEthernet0/0/0/2",
"connection": {
"encapsulation”: {
"encap - type": "ietf - vpn - common:dot1q",
"dotlq": {
"cvlan -id": 285,
"tag - operations": {
"push™: [
null
1,
"tag - 1": 202
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12

"cisco - hco-nm:hco - controller": "CNC"

}
Configure Nokia NSP L3- VPN using NSO (JSON)

For full details on Nokia NSP L3- VPN service provisioning using NSO, see the Cisco NSO Crosswork
Hierarchical Controller - Function Pack User Guide .

The L3- VPN JSON requires the following high - level structure.

{
"ietf - 13vpn - ntw:l3vpn - ntw":{
"vpn - services":{
"vpn - service":[
{
"vpn -id"" Abcd100",
"vpn - name™" Abcd 100",
"vpn - description™:" Abcd 100",
"customer - name":"1",
"vpn - type":“ietf - vpn - common:I3vpn",
"vpn - service - topology":"ietf - vpn - common:hub - spoke”,
"status":{},
"vpn -instance - profiles":{},
"underlay - transport":{},
"vpn - nodes":{}
}
]
}
}
}

This corresponds to the L3- VPN service page in the NSO user interface.
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Configuration editor
cisco

NSOVERSIONCS. 1 235322, 15084242 Icccafer o0

ERE

AL Ivpr

See "Bert222" in Service manager

—]

parent-service-id

vpn-instance-profiles -

underiay-transport

vpn-service-topology
(any-to-any)

nsp-controller

Table 5. Nokia NSP L3- VPN Parameters

vpn - service

vpn-id
vpn- name
vpn- description

customer - name

vpn-type
vpn- service - topology

status
admin - status

status

vpn - instance - profile s
vpn - instance - profile
profile - id

rd

address - family
address - family

vpn - targets

vpn - policies

import - policy
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The VPN ID.
The VPN name as a string .
The VPN description as a string .

The ¢ u s t o nmamesgesactly as configured in the Nokia NSP controller (this is
an integer and not a string)

The VPN type, ietf - vpn- common:I3vpn.
The topology: ietf- vpn- common: hub - spoke or any-to-any.

The status of the vpn - service: vp n- common: admin - up.

The profile ID.

The rd. For example, 0:65000:223 .

The address family. For example, ietf- vpn- common:ipv4 .

The import policy.
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export - policy
underlay - transport
protocol

vpn - node s
vpn-node

vpn- node- id
description

ne-id

router - id

active - vpn - instance - profiles
vpn - instance - profile

profile - id

vpn - network -access

id

interface - id
description
vpn- instance - profile

status
admin - status

status

connection

encapsulation

type
dotlq

cvlan-id

ip- connection
ipv4

local- address

prefix - length

Detailed JSON Example

"ietf - 13vpn - ntw:13vpn
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The export policy.

The underlay - transport: ietf- vpn- common: rsvp - te

The VPN node ID.

The VPN node description.
The NE ID.

The router ID.

The profile ID.

The VPN network access ID in the format int_<number> , for example,
int_223 1.

The VPN network access interface ID, for example, 1/1/c1/1 .
The VPN network access description.
The VPN network access VPN instance profile.

The status of the VPN network access interface.

The connection encapsulation type: ietf- vpn- common:dotlq

The CVLAN ID for the dotlq encapsulation.

The IP connection local address.

The IP connection prefix length.

- ntw™: {

Page 86 of 128



"vpn - services": {
"vpn - service": [

{
"vpn -id" " Abcd100",
"vpn - name": " Abcd 100",
"vpn - description™: " Abcd 100",
"customer -name": "1",
"vpn - type": "ietf - vpn - common:I3vpn",
"vpn - service -topology": “ietf - vpn - common:hub - spoke",
"status": {
"admin - status": {
"status": "ietf - vpn - common:admin - up"
}
h
"vpn -instance - profiles™: {
"vpn -instance - profile™: [
"profile  -id": "profile_1",
"rd": "0:65000:223",
"address - family": [
"address - family": "ietf - vpn - common:ipv4",
"vpn - targets™: {
"vpn - policies": {
"import - policy": " Alpha - 223- Import",
"export - policy": " Alpha - 223- Export"
}
}
}
]
}
]
b
"underlay - transport™: {
"protocol": [
"ietf - vpn-common:rsvp -te"
]
}

pn - nodes": {
"vpn - node": [
{
"vpn - node-id" " Alpha - 223- R1",
"description™: " Alpha - 223- R1",
"ne -id" "10.10.10.1",
"router -id™ "10.10.10.1",
"active - vpn-instance - profiles": {
"vpn -instance - profile™: [

"profile  -id": "profile_1"
}
]

tatus": {
"admin - status": {
"status": "ietf - vpn - common:admin - up"

}

pn - network - accesses": {
"vpn - network - access": [
{
"id": "int_223_1",
"interface -id" "1/1/c1/1",
"description™: "int_223 1",
"vpn -instance - profile": "profile_1",
"status": {
"admin - status": {

}

}
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"status": "ietf - vpn - common:admin - up"

}
h
"connection™: {
"encapsulation”: {
"type": "ietf - vpn - common:dotlq",
"dotlq": {
"cvlan -id": 223
}
}

ip - connection": {
"ipv4": {
"local - address": "1.1.1.1",
"prefix - length": 24

}

"vpn - node-id":" Al pha-223-R5",

"description": " Alpha - 223- R5",

"ne -id" "10.10.10.5",

"router -id" "10.10.10.5",

"active -vpn-instance - profiles": {
"vpn -instance - profile™: [

"profile  -id": "profile_1"
}

]
b
"status": {
"admin - status": {
"status": "ietf - vpn - common:admin - up"
}
h
"vpn - network - accesses": {
"vpn - network - access": [
{
"id": "int_223_1",
"interface  -id™ "1/1/3",
"description™: "int_2 23 1",
"vpn -instance - profile": "profile_1",
"status": {
"admin - status": {
"status": "ietf - vpn - common:admin - up"

}
h
"connection": {
"encapsulation™: {
"type": "ietf - vpn - common:dot1q"”,
"dot1q": {
"cvlan -id": 223
}

}
b
"ip - connection™: {
"ipv4": {
"local - address":"5.5.5.5",
"prefix - length": 24
}
}
}
]
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Configure Nokia NSP L3- VPN using NSO (Ul)
To add a Nokia NSP L3- VPN service, add two VPN nodes,

testing a L3 - VPN service.

To add a Nokia NSP L3-VPN:

1. Launch NSO.

each with their interface.

This is useful for

thaln
C'iﬂo

At ]

SO VERSONE. 1230332, 10 U22

Configuration editor
Toscwansa

admin v

PACKAGES

cisco-nsp-fp
nokia-nsp_rc-gen-1.0

MODULES

if:interfaces-state
it:interfaces-state
Kkey-chain:key-chains
key-chain:key-chains

12vpn-ntw:i2vpn-ntw

if:interfaces

ifiinterfaces

PN

13nm:3vpn-ntw

lastlast-logins
nacm:nacm
nacm:nacm
ncminetconf-state
nes:cluster
necs:compliance
ncs:customers

ncs:devices

ncs:high-availability ncs:smant-license

scheduler:scheduler

ncs:java-vm
ncs:metric
ncs:packages
nes:python-vm

tiep:policy

tinm:ncs-state

ts:tis

nes:service-progs

webui:webul

ncsiservices

ncs:side-eflect-queue

remon:restconf-state

roliback:roliback-files

2. Click I3nm:I3vpn - ntw .

thah i i . None v
‘Uses’  Sonfiguration editor Cong | Operdaa | Actons ) ISRl covuces ) admin
A Lrmasvpnoonf ]

3. Click vpn - services .
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il nfiguration editor : " "
e Contg | Operaa | ctns ) o

A T 13om13vpo-niwivpo-senvices ]

i
®

nm:vpn-id="105)

:vpn-id="106']

-vpn-id="111']

N3nm:i3vpn-ntw/I3nm...sp-nm:vpn-id='3456')

N3nm:13vpn-ntw/I3nm...m:vpn-id="Bert-432') 432
N3nm:i3vpn-ntw/I3nm...m:vpn-id="Bert-678']  Bert Bert
/i3nm:i3vpn-ntw/I3nm...m:vpn-id="Bert2345'] 2345 2345
/130m:13vpn-ntw/I3nm...m:vpn-id='Bert7654']  Bert7654 Bert7654

o N et R o e I s IO J )

L3VPNO1-multi-instance-2120_New ; _New'] L3VPNO1-multi-instance-2120_New L3VPNO1-multi-instance-2120_New 1

4. Click +.

Add new list item

vpn-id
U I )

5. Enter a unique vpn-id and click confirm .

admin v

thiah N { i :
‘duco  Configuration editor (OISR ot | operasa [ acins )

A T mnmiidven-nowivpn-sendces |

pn-id="105"]

pn-id="106) VF

:vpn-id="111") VF_Test_111

N3 -nm:vpn-id="3456') 1
N3nm:13vpn-ntw/I3nm...mvpn-id="Bent-432'] 432 432
N3nm:13vpn-ntw/i3nm...m:vpn-id="Bert-678']  Bert

N3nm:i3vpn-ntw/I3nm...mivpn-id="Bert2345'] 2345

&M:ﬂm-nlw/l&m.‘.mm-ldl'&n705"l Bert7654 Bert7654

L3VPNO1-multi-instance~-2120_New /I3nm:13vpn-ntw/I3nm...~instance-2120_New’] L3VPNO1-multi-instance-2120_New L3VPNO1-multi-instance-2120_New 1

6. Click the vpn service .
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il ration edi z -
‘cisco Eomgcgl)?)t:)?sufgntgym Goalg l Opentots l Actions ) None Contsiners ) admin v
AL ipo A

See ‘Bert222' in Service manager

vpn-service-topology
(any-to-any)

7. Enter the customer -name exactly as configured in the Nokia NSP controller (this is an integer and not a
string) .

8. Enter the vpn-name as a string.

9. Enter the vpn-description as a string.

10. Set the vpn-type to I13vpn.

11. Setthe vpn-service -topology to hub-spoke or any-to-any.

12. Select the nsp-controller (if there is a default nsp - controller, then you can skip this).

13. Click status .

@ TextCompare! - A.. &5 BertRansky $ Getting Started —.. @ Everythingis Pyth.. % Core Components.. [ Cisco [EX) slides and videos £ from DN
tiseg  Configuration editor (RIS Coofg | Opertia | Acins ) None admin v
AL 0 {

14. Click admin - status , and then set the status to admin -up.

alialie Configuration editor =
CISCO. L s Edit config ] l Operdata I “"W) None m s
Ay fe ws]

last-change

yyyy-mm-ddThh:mm:ss

15. Return to the vpn (using the breadcrumb s at the top of the page).
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aluilie Configuration editor N =
ecn Configuration editor (@IS cog | opectia | Actons ) DO corioers ) admin v
e —)

See ‘Bent222" in Service manager

Al
vpn-|
Bent2:
vpn-!
PN~

id

22
name
description

-nodes

16. Click vpn-instance - profiles .

il i i . A
sy Sotonsbyeer, ooty | oo | tete ) —
AL Ioor {Bert222)vpn-instnce-prfies )

vpn-instance-profile This fist is empty Add list item 4

17. Click +.

Add new list itern .

profile-id
[0

o

18. Enter a profile -id and then click confirm .

thal i i e Noas
‘dises  Conbguration editor | (RN oo | ovewen | s ) aamin

AL e { instance-profies{____|

19. Click on the profile.
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il i i confi 5 ne v
"cisco Configuration editor. _ Rl Cofs | Opeaa [ Actons ) DSl coviioes ) admin
at - g - -

See 'Bent222" in Service manager

directly-assigned  directly-assigned-suffix  auto-assigned  auto-assigned-suffix  no-rd

This list Is empty Add list item - °

20. Enter the rd in the directly -assigned tab.

21. Click + in the address - family .

Add new list itern

address-family
(ipva )

(o) D

22. Select ipv4 and click confirm .

alialn i i == - . .
c:sc'o Eﬂ?‘ﬂg.u)r’a)t}’osfgn&u Edtconfiy ] ] Operdata I Amn) None m sdmin
AL e ]

See Ben222" in Service manager
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23. Click on the address - family.

il i i -
T Soosion s, Coty_| ope | et ) ) sonin
AL Ivpo Insta P . 1}/address-famiyivpr :

This list is empty Add list item + °

24. Click vpn - targets .

bl Configuration editor : : -
cisco Configurstion editor’_ Rl Coofo | Opertaa | actons ) [l cortaers ) admin v
At o tnstance ) phos voe-targs )

25. Click vpn - policies .

alials nfiguration editor " ; A
ey’ Configuration editor  (CEESIRY coo | opertwa | actons ) e admin .
At o . . PO S —

26. Specify the import - policy and export - policy .
27. Navigate back to the L3VPN service page and click underlay - transport .

28. Select the protocol tab.

aliili Configuration editor N 3 _
L oot [ oveen | et ) w
AL v o

type
abstract  protocol

protocol @ s istis empty  Add listitem @

29. Click +.
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Add new list item

protocol
[rsvp-te 2)

k

30. Select rsvp -te and click confirm .

31. Navigate back to the L3VPN service page and click vpn-nodes (external - connectivity is not required).

il EEDE oo | owom | rows) Cl ) oo
[ QU Ee—— ; —

Configurat

32. Click +. The vpn=node is a router participating in the VPN.  For example, R1 and R5 in this topology.

R3-P.(21.10

R1-RE(20:7R2)

R5-PE (20.7R2)
s

Add new list item

vpn-node-id

33. Enter the vpn-node -id and click confirm . This will appear on the router as the endpoint of the tunnel.

alaln onfiguration editor = :
il Configuration editor (@SN coig | Opewata | Actors ) e R

A T momis passenik 2 des{ )

See ‘Bert222' in Service manager

34. Click on the vpn - node.
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«luili Configuration editor ; " ‘ i
CISCO. S o s e Contg [ Opersoa | ctens ) [l Covores ) admin

At o desivpn-node(Bent-222-R1{ ]
See ‘Bert222" in Service manager

vpn-node-id

Bert-222-R1

35. Enter a description
36. Specify the router -id and the ne-id.

37. Click active - vpn - instance - profiles .

alial nfiguration editor Operdats | Actions
cisco’ S?mmgng:?mummumu cont_| I D [l covorers) aominv
AL P nodes/vpn f active-vpn-i profies

This list is empty Add list item %

38. Click +.

Add new list item

profile=id
[profile_1 |

39. Enter a profile -id and click confirm .
40. Navigate back to the vpn -node page and click status . And as done previously, set thisto admin - up.

41. Navigate back to the vpn -node page and click vpn - network -accesses .

alialie Configuration editor : A
osen  Configuration editor  (CHESEA confg | opectss | actons ) None admin v
AL o nodes/vpn-node(Ber 1)ivpn-network-accesses{ |

This list is empty Add list item °

42. Click +. This defines the interfaces participating in the VPN.
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Add new list item

id
[ J

) G

43. Specify the interface id and click confirm . This is in the format int_<number> , for example, int 222 1.

44. Click on the interface.

thah i i % : .
thuehse  Configuration editor Conig | Operton | hcrs ) admin v
ES—

AL 0 nodes/vpn-nodef ivpr 2220 |
See Bert222'in Service manager

45. Enter the interface_id . This is the interface name, for example, from R1
46. Enter the description as a string.

47. Select the vpn-instance - profile .

48. Click status .

49. Click admin - status , and then set the status to admin - up.

50. Navigate back to the interface page.

51. Click Connection .
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il Configuration editor
cisco

NSOVERSONS. 1_110)72. 150840422 Tcskatet 1450

@ = (o [ =)

At or ipn-nodef R1}ivpr int_222_ ‘|

I2-service

I2-tunnel-service  12vpn
I2-tunnel-service

52. Click encapsulation

aliah nfi ion editor 5 . 3 -
cisco En?mgllv{fgsz?wsgvsgmm Edit config ] | Onerets | m) None admin v
AL oo pn-node Thivpr fint_222_ ]

53. Set the type to dotlq .
54. Click dotlq .

il nfi ion editor - .
e, Gonnguistonediol Conty | opertaa [ pctons ) [l covsiers ) admin
At e des/pa-node(B Mvpr 5, e, fint_ 222 '“‘:

cvian-id

I Valid rgnge: 0 .. 4084

55. Enter the cvlan -id.
56. Navigate back to the interface page.

57. Click ip- conne ction .

thaly i ji < =
it Comfigurationediior (R o | oreee | aesms ) st

AL Ivpr nodes/vpn-node{Bert-222-R1}/vpn {int_222_1}ip {

58. Select ipv4 .
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aluili Configuration editor -
dsco’  Configuration editor  (CEEEGR] Coofe | overtsn | Aciors )

A 3o o desipn-nodelBn-222-R o etk wkaccessla 222_11p ——

prefix-length

Valid range: 0 .. 32

This list s empty Add list item » @)

59. Enter the local - address .
60. Enter the prefix -length .
61. Navigate back to the VPN service page.
62. Add another vpn-node following the process previously described to also add an interface.
63. Click Commit Manager (at the bottom of the screen ).
C* =
64. Review the configuration.
65. Click Commit .

Commit changes to NSO?
No commit options set s~

(o) D

66. Click Yes, commit .

67. Once it has finished, check the VPN.
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VRE=FPEF show service id "Bere=222-R&"°
Vi RS-PErahowrgnrvicexidd all

iervice Detailed Information
iervice Id r 39 Vpa Id r 0

rvicea Typa : VPRN

WCEeo anabled ! no

E B ] Bart-222-R5
meoription Bort=223=R%
rugtosar Id I |

A8t Status Change: 04/05/2023 12:16:51
Ant Mgmt Change DRS05,2023 12:16:51
dmin State Up

Craation Origin

Oper State up

touter Oper State op

boute Disk. 65000:232
per Route Dist 3000243
par RD Tvpa conl igured
5 Humbar Hono

bCHP Enablad
fax IPvd Routos Ho Limit

VERH Type rofgular

Router Id 16.16.00.58
ECHP Max Routaes 1

wto Bind Tunnol

tagolutisn filtar
*ilter Protocol ravp
lightod ECHP DEmakLlod ECHP Max Routos
Mo Limit

Dimablod

fax IPv6 Routes
gnore MH Metric
lagh Lakbal Dimakbled
Intropy Label Disabled
Ief Target Hone

Icf Import
fef Export
WFH vrf Targot

Bart=222=Tnport
Bart-222-Export
Rono

VPN Vef Import Rano
WFH Vrf Export 1 Hone
:ar. Sap C-VPH Dimakblod
abal mode wrf
EP VPN Backup Dimaklod
WP Expart Inactv Disabled
oG all ovents ¢ DEimakblad

_'t'-l!lﬂi any kay to continug (0 Eo quiul

For full details on Nokia NSP L2- VPN service provisioning using NSO, see the Cisco NSO Crosswork
Hierarchical Controller - Function Pack User Guide .

The L2- VPN JSON requires the following high - level structure.
{

"letf - 12vpn - ntw:l2vpn - ntw":{
"vpn - services":{
"vpn - service"[
{
"vpn -id™" Abcd 100",
"vpn - name™" Abcd 100",
"vpn - description™:" Abcd 100",
"customer -name™":"1",
"vpn - type":"ietf - vpn - common:vpws",
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"vpn - service - topology":“ietf - vpn - common:any - to - any",
"signaling  -type™ ietf -vpn-common:ldp - signaling”,
"underlay - transport":{},

"status":{ 1,

"vpn - nodes":{}

}
]
}
}
}
This corresponds to the L2 - VPN service page in the NSO user interface.
'Icllls'tl:loh Configuration editor (" gt config Opersota | hctons ) ((wggers v Conuiners | Usts ) admin v
A T n2ven-niw:i2vpn-ntwivpn-senvices |

vpn-service ( Fotar ey voys

vpn-id plan-location vpn-name vpn-description

PWOB-tldp-single-Instance-901  /I2vpn ingle-ls 901']  PWO06-tidp-single-Instance-901  PW06-tidp-single-Instance-901

902 | )

p=singl /12vpn Ip=sing| Ip=singl

PWO9-tldp-single-Instance-1002 /I2vpn ...ngle -l 1002'] PWO09-tidp-single-Instance-1002 PWO09-tidp-single-Instance-1002

PoSng: fevpn s d l P gl P 9!

PW2021-tidp-single-Instance N2vpn ingl ] PW2021-tidp-single-Instance PW2021-tidp-single-Instance

‘dice Gonfouration editor (R ois | opeen | s ) N ) e

A L 12n-snetzipn-nvahon (PW2060-td-sni-nstancel{ ]

See "PW2060-tidp-single-instance' in Service manager
vpn-id custoinur-nam

PW2060-tidp-single-instgnce

parent-service-id

nsp-controlier

global-parameters-profiles
underlay-transport

Table 6. Nokia NSP L2- VPN Parameters

vpn - service

vpn-id The VPN ID.

vpn- name The VPN name as a string .

vpn- description The VPN description as a string .
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customer - name The ¢ ust o meexaetlg ascoafigwed in the Nokia NSP controller (this is

vpn- type

vpn- service - topology
signaling - type
underlay - transport
protocol

status
admin - status

status

vpn - node s
vpn - node
vpn-node-id
description
ne-id

router - id

status
admin - status

status

signaling - option
signaling - type
Idp - or- 12tp
t-1dp- pw - type
pw-type

ac- pw - list

peer- addr

ve-id

pw - priority

vpn - network - access es
vpn - network - access

id

interface - id

© 2024 Cisco and/or its affiliates . All rights reserved.

an integer and not a string)
The VPN type: ietf - vpn - common: vpws .
The topology: ietf - vpn - common: hub - spoke or any-to-any.

The signaling type: ietf - vpn - common: Idp - signaling .

The underlay - transport: ietf - vpn - common: rsvp - te

The status of the vpn - service: ietf - vpn - common: admin - up

The VPN node ID. Use the vpn -id and add - R3 or - R4 as a suffix.
The VPN node description.

The NE ID.

The router ID.

The status of the node: ietf - vpn - common:admin - up

The signaling type: ietf - vpn - common: Idp - signaling

The t- Idp- pw- type: ietf - 12vpn - ntw:vpws -type

The pseudowire type: ietf - 12vpn - ntw:ethernet

The peer address. When configuring R3, this is R4 , and when configuring R4,
this is R3.

The pseudowire id, for example, 2060.

The PW priority, for example, 1.

The VPN network access ID in the format
int 223 1.

int_<number> , for example,

The VPN network access interface ID , for example, Port 1/1/9 . This is the
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access port and may change according to the router.

status The status of the interface: ietf - vpn - common:admin - up
admin - status

status

connection

encapsulation

encap - type The connection encapsulation type: ietf - vpn - common: dotlg (VLAN) or
priority -tagged (port- mode).

dotlq /priority -tagged The CVLAN ID (circuit ID) for the dotlg encapsulation , for example, 2060.

cvlan-id

service

mtu The MTU.

Detailed JSON Example

“ietf - 12vpn - ntw:l2vpn - ntw":{
"vpn - services"{
"vpn - service"[
{
"vpn -id™:"PW2060 -tldp - single -instgnce",
"vpn - name":"PW2060 - tldp - single - instgnce",

"vpn - description":"PW2060 -tldp -single -instgnce",
"customer - name":"1",
"vp n- type":"ietf - vpn - common:vpws",
"vpn - service - topology":"ietf - vpn - common:any - to - any",
"signaling - type":"ietf - vpn - common:ldp - signaling”,
"underlay - transport":{

"protocol”:[

"ietf -vpn-common:rsvp -te"

]
2
"status":{
"admin - status":{
"status":"ietf - vpn - common:admin - up"
}

\ pn - nodes"{
"vpn - node™:[

}

"vpn - node - id":"PW2060 -tldp -single -instgnce -R3",
"description":"PW2060 -tldp -single -instgnce",

"ne -id":"10.10.10.3",

"router -id""10.10.10.3",

"status":{
"admin - status":{
"status":"ietf - vpn - common:admin - up"
}
b
"signaling - option":{
"signaling - type":"ietf - vpn - common:ldp - signaling”,
“ldp - or - 12tp"{
"t -ldp - pw- type":"ietf -12vpn - ntw:vpws - type",
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"pw - type":"ietf - 12vpn - ntw:ethernet”,
"ac - pw- list™:[
{
"peer -addr*:"10.10.10.4",
"vc -id":"2060",
"pw - priority":1

}

pn - network - accesses"{
"vpn - network - access":[

{

}

"id™"1,
"interface -id":"Port 1/1/9",
"status":{
"admin - status":{
"status":"ietf - vpn - common:admin - up"
}
}

"connection™:{
"encapsulation":{
"encap - type":"ietf - vpn - common:dotlq",
"dotlq"{
"cvlan -id":2060
}

}
3
"service"{
"mtu":1492
}

"vpn - node - id":"PW2060 -tldp -single -instgnce -R4",
"ne -id""10.10.10.4",
"router -id":"10.10.10.4",

"status":{
"admin - status":{
"status":"ietf - vpn - common:admin - up"
}
h
"signaling - option":{
"signaling - type™" ietf -vpn-common:ldp - signaling”,
"ldp -or - 12tp":{
"t -ldp - pw- type":"ietf - 12vpn - ntw:vpws - type",
"pw - type":"ietf - 12vpn - ntw:ethernet",

"ac - pw- lis "]
"peer -addr":"10.10.10.3",
"vc -id":"2060",
"pw - priority":1
}

pn - network - accesses"{
"vpn - network - access":[

}

{
"id™" 1,
"interface -id":"Port 1/1/9",
"status":{
"admin - status":{
"status":"ietf - vpn - common:admin - up"
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}
I3

"connection":{
"encapsulation":{

"encap - type":"ietf - vpn - common:dotlq”,
"dotlqg"{
"cvlan -id":2060
}
}
3
" service":{
"mtu":1492
}

}

Configure Nokia NSP L2- VPN using NSO (UI)
To add a Nokia NSP L2- VPN service, add two VPN nodes, each with their interface. This is useful for
testing an L2 - VPN service.

To add a Nokia NSP L2-VPN:
1. Launch NSO.
2. Click [2vpn:ntwl2vpn -ntw .

3. Click vpn - services .

::Inlsélc; Configuration editor  (“carconrs [ overcsn | Acions ) (wdgets v Comainers | Uists ) admin v

A L n2vpn-niwizvpn-ntwivpn-services| |

/PN-COMMON:VAWS =

P

vpn-common:vpws =

VPN-COMMON:VpWSs =

4. Click +.

Add new list item

vpn-id
U I ]
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5. Enter a unique vpn-id, for example, PW2060 - tidp - single - instance , and click confirm .

6. Click the vpn service .

lyly Conveiontr @R -
‘cisco Sﬂﬁ‘?‘,"m" sdior Config I Oparcien l — ) LT m sy
A T n2vpn-ntw:i2vpn-niwivpr . ip-single-instance)

See "PW2060-tidp-single-instance’ in Service manager

vpn-id
PW2060-tldp-single-instance

global-parameters-profiles -—_ 000

7. Enter the customer -name exactly as configured in the Nokia NSP controller (this is an integer and not a
string) .

8. Enter the vpn-name as a string.

9. Enter the vpn-description as a string.

10. Setthe vpn-type to vpws .

11. Set the vpn - service -topology to hub-spoke or any-to-any or hub - spoke - disjoint .
12. Set the signaling - type to idp - signaling .

13. Select the nsp - controller (if there is a default nsp - controller, then you can skip this).

Wty Contguraton etor R
A T n2vpn-ntw:i2vpn-ntwivpr { p-single-instance)

See 'PW2060-tidp-single-instance' in Service manager

vpn-id
PW2060-tidp-single-instqnce

nsp-controlier

1

14. Click under lay - transport .
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thilie - Configuration editor (@SS coig | opersota | dctions )

A L n2vpn-ntwi2vpn

vpn 15

type

abstract  protocol

transport-instance-id

15. Click protocol .

sthali Configuration editor
CISCO  rovmsons.

Edtcony ] | Operdata | N.vjons)

A T n2vpn-niw:i2vpn-ntwiver ( tidp-single sporf

type

abstract  protocol

protocol @) Thisiistis empty  Add ist item + @)
X

16. Click +.

Add new list item

protocol
[Select...,

17. Select rsvp -te and click confirm .

18. Return to the vpn (using the breadcrumbs at the top of the page) and click status .

aliilie - Configuration editor
CISCO movssone,

PN o [ ow | )

A L 12wz (PW2060-s0p-sig —

last-change

yyyy-mm-ddThh:mmiss

20. Return to the vpn (using the breadcrumbs at the top of the page).
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mim 3 n -
tlisihi+ Configuration editor Corte | oparin | _pctons )

A L n2vpn-ntw:12vpn-ntwivon { p-single-instance){

See "PW2060-tidp-single-instgnce’ in Service manager

vpn-id customer-name
PW2060-tidp-single-instgnce 1

parent-service-id signaling-type

Idp-signaling

global-parameters-profiles —

@ vpn-nodes
\2

21. Click vpn-nodes .

wlialie - Configuration editor
CISCO sowssos

o | o | )
A T n2vpn-ntwi2von-niwiver { tdp-singl s

This list is empty

Add list item > @)

22. Click +.

23. Use the vpn -id and add - R3 as a suffix (when you configure the second node use

Add new list item

vpn-node-id
|_PW2060-tidp-single-instance-R3 |

o) G

24. Click confirm .

il Configuration editor
o L DRl oo | Operdaa [ Actons )

A L n2vpn-ntwii2vpn-ntwivpr { p-single

odes ]

See 'PW2060-tidp-single-instqne! in Service manager

vpn-nodoo (i oy v D)

[7] vpn-node-id

[] PW2060-tidp-single-instance-R3
&

25. Click on the vpn - node.
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-R4).

o

role

vpn-common:any-to-any-role
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il nfi ion edif
idilre ggm g.tljrauo editor TP config

A T n2vpn-ntw:1zvpn-ntwivpr f tidp-single: nodes/vpr {

'vpn-node-id

PW2060-tidp-single-instqnce-R3

26. Enter a description
27. Specify the router -id and the ne-id.
28. Click status . And as done previously, set this to

29. In the vpn-node, click signaling - option .

admin - up.

mtu-allow-mismatch
Select...

signaling-type
Select...

30. Click signaling -type and select Idp - signaling .

A L n2vpn-ntwii2vpn-ntwivpr ! tidp-singl des/vpn-nodef

See "PW2060-tidp-single-instgnce' in Service manager

mtu-allow-mismatch
Select...

signaling-type
Idp-signaling

31. Selectthe Idp-or-2tp tab and then click
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ldp-or-12tp .
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mm 0 n -
L Eﬂtmyrauon editor p— ] pre I Mm)

A T n2vpn-ntw:izvpn-ntwiven . tidp-single: des/vpn

Idp-or-12tp
Idp

t-Idp-pw-type mac-addr-withdraw
Select... Select...

pw-description

Add listitem > @)

This list is empty

Add listitem » @)

remote-targets This fist is empty

32. Click t-1dp - pw - type and select vpws -type .

ldp-or-12tp

ldp

t-ldp-pw-type
vpws-type

33. Click pw-type and select ethernet .

34. In the ac- pw - list, click +.

Add new list item

peer-addr
0 ]

ve-id

35. Enter a peer - addr (of the router) .

36. Enter the vc-id, for example, 2060, and click confirm .

ac-pw-list o (Fawtvion )

(0] peer-addr
ID 10.10.10.4 L]
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37. Navigate back to the vpn -node page and click vpn-network -accesses .

alialie Configuration editor i
el Configy Pl Config | Operdata ] Actions ) None m admin v
A T n2von-ntwi2vpn-niwivpe { tdp-single nodes/vpn-nodef tidp-single-instance-R3)vpn-network-accessesf |

This fist is empty Add list item °

38. Click +. This defines the interfaces participating in the VPN.

Add new list item

id
[ J

) G

39. Specify the interface id and click confirm . This is in the format int_<number> , for example, int 222 1. In
this example itis setto 1.

40. Click on the interface.

iy Coniguraton er v | o | ) I o)
A T 12vpn-niwci2von-nowivr {PW2060-tdp-single odesivpn-node{PW2060-tdp-single-instance-R3)pa-network resccess( ]

See "PW2060-tidp-single-instanee in Service manager

“This list is empty Addlistitem > @)

41. Enter the interface_id as Port 1/1/9 (this is the access port and may vary according to the router ).

interface-id o
[ Port 11119 |

42. Enter the description as a string.
43. Click status .
44. Click admin - status , and then set the status to admin - up.

45. Navigate back to the interface page.
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alinli Configuration editor . i
datly Conto BN v [ oo [ men) o

A T n2vo-mmwizpn-ntwipn ' o-sinl wpn-nodel —T ) —

See 'PW2060-tidp-single-Instqnce' in Service manager

This list is empty Add list item °

46. Click Connection

cisco Sggiglll.uratonedltor Config lo.nml m) e m admin

i i A - . o ke akceca-elh Eaccans]
A T n2vpn-ntw:i2vpn-ntwiven { p-singl nodes/vpn-nodef o-single-instance-R3}/vpn { A

12-termination-point

Es - — ——

47. Click encapsulation

uluili Configuration editor "
tiate,  Sonfigy PRl Cofe | Operdaa | Acions ) [l covsvers)  acmin v
A T n2von-nwe2vpo-atwiver f p-sing nodesfvpa-nodef p-single-instance-R3)/vpn-network access| ]

48. Set the encap -type to dotlq .
49. Click dotlq .
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il Configuration editor Config | Opersata | Actons )

cisco NSO VERSIONS.

A T n2von-niw:izven-ntwiver { tidp-single-instance}/vpn-nodes/vpn-nodef tidp-single-instan

50. Enter the cvlan -id.

51. Alternatively, you can setthe encap -type to priority -tagged , and then click priority -tagged and select

the tag- type (c-vlan).

52. Navigate back to the interface page.

«halie Configuration editor Actions
cisco nsammmgn Sl Dol

A T n2vpn-ntwi2vpn-ntwivpr { p-sing nodes/vpn-nodef tdp-single-instar

This list is empty.

53. Click ethernet - service - oam.
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