Get Started with Crosswork Cloud Trust Insights

This workflow lists the high-level tasks to quickly start using Crosswork Cloud Trust Insights.

Since Crosswork Cloud Trust Insights uses Crosswork Data Gateway for data collection, the workflow also
includes high-level information on how to install and set up Crosswork Data Gateway.

* Get Started with Crosswork Cloud Trust Insights, on page 1
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Table 1: High-level Crosswork Cloud Trust Insights Set Up and Get Started Workflow

Step |Action Procedure and Notes

Crosswork Data Gateway

Cisco Crosswork Data Gateway is initially deployed as a VM called Base VM that contains only enough
software to enroll itself with Crosswork Cloud. Once the Crosswork Data Gateway is registered with
Crosswork Cloud, Crosswork Cloud pushes the collection job configuration down to the Crosswork Data
Gateway, enabling it to gather the data it needs from the network devices.

The following steps are done outside of Crosswork Cloud.

1 Confirm Crosswork Data Gateway requirements. Installation Requirements
2 Gather information needed during Crosswork Data Gateway | Deployment Parameters and
installation. Make sure you have the following: Scenarios

* A network where Crosswork Data Gateway can connect
to Crosswork Cloud (Management Interface)

* A network where Crosswork Data Gateway can connect
to the devices (optional Southbound Interface)

« IP address information for each interface

* A proxy, if it is required to connect to the internet
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https://www.cisco.com/c/en/us/td/docs/net_mgmt/crosswork_data_gateway/7-0-0-Cloud/InstallConfigGuide/bk-cdg-7-0-installation-configuration-guide-for-cloud/m_requirements.html#Cisco_Generic_Topic.dita_dd736a1b-d529-4d3f-9ad8-a052aff83b99
https://www.cisco.com/c/en/us/td/docs/net_mgmt/crosswork_data_gateway/7-0-0-Cloud/InstallConfigGuide/bk-cdg-7-0-installation-configuration-guide-for-cloud/m_install_cloud.html#Cisco_Concept.dita_45c5d68c-4c6c-47a7-8ed5-09365ee429fe
https://www.cisco.com/c/en/us/td/docs/net_mgmt/crosswork_data_gateway/7-0-0-Cloud/InstallConfigGuide/bk-cdg-7-0-installation-configuration-guide-for-cloud/m_install_cloud.html#Cisco_Concept.dita_45c5d68c-4c6c-47a7-8ed5-09365ee429fe

Get Started with Crosswork Cloud Trust Insights |

. Get Started with Crosswork Cloud Trust Insights

Step

Action

Procedure and Notes

* For Crosswork Data Gateway 6.0.1 or later:

Create and copy an enrollment token (.json registration
file) to use during Crosswork Data Gateway installation.
The .json registration file contains unique digital
certificates that are used to enroll Crosswork Data
Gateway into Crosswork Data Gateway.

* For Crosswork Data Gateway versions earlier than 6.0.1,
follow the steps described in Manually Add Crosswork
Data Gateway Information, then go to Step 6.

Add Crosswork Data Gateway
Information

For Crosswork Data Gateway 6.0.1
or later:

1. Crosswork Data Gateway >
Data Gateways > Use
Enrollment Token

2. Create or select an enrollment
token.

3. Copy the enrollment token
somewhere so that it is readily
available when you install
Crosswork Data Gateway.

Note After you copy the enrollment
token, you will need to install
Crosswork Data Gateway
before you can continue in
Crosswork Cloud Traffic
Analysis.

Install Crosswork Data Gateway.

During Crosswork Data Gateway installation, you will need
to paste the enrollment token in the following platforms:

* VMware

* vCenter vSphere Client—Paste the token text into
the Auto Enrollment Package Transfer >
Enrollment Token Ul field

* OVF Tool—Locate the script and under the ##
Enrollment Token for Crosswork Cloud section,
paste the token text after cloudEnrollmentToken=

» OpenStack—Locate the config.txt file and under the ##
Enrollment Token for Crosswork Cloud section, paste
the token text after cloudEnrollmentToken=

* Amazon EC2—Paste the token in the CloudFormation
template or as part of the user data after
CloudEnrollmentToken=

Install Crosswork Data Gateway

Note  * For complete instructions
on all supported
platforms, see Install
Crosswork Data

Gateway.

* As a quick reference, you
can also see Install
Crosswork Data Gateway
Using vCenter vSphere
Client. This example
takes you from getting
the latest supported
Crosswork Data Gateway
image to verifying a
successful installation.
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https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/crosswork-network-automation/b_cisco-crosswork-cloud-user-guide/m_configure-crosswork-data-gateways.html#Cisco_Task_in_List_GUI.dita_9eb946cc-9297-4d30-93a8-471b9cd81ffc
https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/crosswork-network-automation/b_cisco-crosswork-cloud-user-guide/m_configure-crosswork-data-gateways.html#Cisco_Task_in_List_GUI.dita_9eb946cc-9297-4d30-93a8-471b9cd81ffc
https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/crosswork-network-automation/b_cisco-crosswork-cloud-user-guide/m_configure-crosswork-data-gateways.html#task_zz4_g1l_tzb
https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/crosswork-network-automation/b_cisco-crosswork-cloud-user-guide/m_configure-crosswork-data-gateways.html#task_zz4_g1l_tzb
https://www.cisco.com/c/en/us/td/docs/net_mgmt/crosswork_data_gateway/7-0-0-Cloud/InstallConfigGuide/bk-cdg-7-0-installation-configuration-guide-for-cloud/m_install_cloud.html#id_125629
https://www.cisco.com/c/en/us/td/docs/net_mgmt/crosswork_data_gateway/7-0-0-Cloud/InstallConfigGuide/bk-cdg-7-0-installation-configuration-guide-for-cloud/m_install_cloud.html#id_125629
https://www.cisco.com/c/en/us/td/docs/net_mgmt/crosswork_data_gateway/7-0-0-Cloud/InstallConfigGuide/bk-cdg-7-0-installation-configuration-guide-for-cloud/m_install_cloud.html#id_125629
https://www.cisco.com/c/en/us/td/docs/net_mgmt/crosswork_data_gateway/7-0-0-Cloud/InstallConfigGuide/bk-cdg-7-0-installation-configuration-guide-for-cloud/m_install_cloud.html#id_125629
b-cisco-crosswork-cloud-quick-start-guide_chapter8.pdf#nameddest=unique_14
b-cisco-crosswork-cloud-quick-start-guide_chapter8.pdf#nameddest=unique_14
b-cisco-crosswork-cloud-quick-start-guide_chapter8.pdf#nameddest=unique_14
b-cisco-crosswork-cloud-quick-start-guide_chapter8.pdf#nameddest=unique_14
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Step |Action Procedure and Notes
5 Authorize Crosswork Data Gateway access to Crosswork Cloud | 1 > Data Gateways > Use
Trust Insights. Enrollment Token

Note Each Crosswork Data Gateway can be applied to one 2. Click Next. The newly installed
Cisco Crosswork Cloud application only. This means
that you cannot use thisinstance of Crosswork Data
Gateway for Crosswork Cloud Trust Insights.

Crosswork Data Gateway
should appear with then
Enrollment State as Pending.

3. Click Allow to authorize the
Crosswork Data Gateway

access.
6 Confirm you have all the Cisco IOS XR supported images, * Cisco I0S XR Supported
enrollment keys, certificates, and requirements needed for Images

Crosswork Cloud Trust Insights. ) )
* Verify Router Configuration

7 Configure a user with limited access to devices for Crosswork | Configure Limited Privilege User
Trust Insights to prevent unauthorized operational or
configuration changes to your Cisco IOS XR routers.

8 Add device credential profiles to be used when adding devices. | Create Credentials

> Configure > Credentials >
Add Credential

9 Add devices. ¢ Add Devices

Note If devices have already been added in Crosswork Devices > Add Device
Cloud, you can simply link them to Crosswork Cloud
Trust Insights ( > Data Gateways >
data-gateway-name > Linked Trust Devices tab). Devices > device_name >
Status tab

* Confirm all connections are up.

Note You must have the following
information populated:

* Name

* Hostname

* Device timezone
» Data Gateway

* Credential group
(defined in previous step)

10 Give it some time to collect data, then verify that the device > Monitor > Devices >
data collection was successful. device-name Trust Insights tab

Get Started with Crosswork Cloud Trust Insights .


https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/crosswork-cloud/b-crosswork-cloud-release-notes.html#Cisco_Concept.dita_0639d17f-7fce-4c03-bd17-e5e20238f9f7
https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/crosswork-cloud/b-crosswork-cloud-release-notes.html#Cisco_Concept.dita_0639d17f-7fce-4c03-bd17-e5e20238f9f7
https://www.cisco.com/content/en/us/td/docs/cloud-systems-management/crosswork-network-automation/b_cisco-crosswork-cloud-user-guide/m_configure-devices.html#id_131013
https://www.cisco.com/content/en/us/td/docs/cloud-systems-management/crosswork-network-automation/b_cisco-crosswork-cloud-user-guide/m_configure-devices.html#Cisco_Concept.dita_277199da-23d3-4d14-b4e6-bd2bde130d90
https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/crosswork-network-automation/b_cisco-crosswork-cloud-user-guide/m_configure-credentials.html#Cisco_Task_in_List_GUI.dita_dc5d1d38-d892-4fb4-b2b9-24cd7d6dff2d
https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/crosswork-network-automation/b_cisco-crosswork-cloud-user-guide/m_configure-devices.html#Cisco_Task_in_List_GUI.dita_113eaef2-3601-47e5-b69f-38c2e09240ce
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Step

Action

Procedure and Notes

11

Initiate a dossier collection to get the latest device information

Collect Data for Trust Insights
Device Dossier

> Configure > Devices >
device-name > Trust Insights >
Collect Dossier

12

View and create policies to monitor device integrity.

Policies

5 P8 Configure > Policies

What's

Next?

13

Verify software and view runtime signature analytics.

* Does the software inventory reflect correct IOS XR
inventory on a device?

* Do software packages show verified software signatures
(IMA “Observed Running”)

* Are software patches (SMU) successfully deployed across
production systems?

* [s software in compliance?

> Monitor >Devices >
device-name Trust Insights tab

14

Verify hardware inventory.

View Device Inventory

> Monitor > Devices >
device-name Trust Insights tab.
Click the Inventory tab.

15

View historical changes observed in systems.

* Confirm a scheduled maintenance has been completed.
* Further investigate known network issues
* View device reboots or configuration changes

* [s software in compliance?

View Device Changes

> Monitor > Devices >
device-name Trust Insights tab.
Click the Changes tab.

16

Compare device configurations where a single device is chosen
to be used as a baseline. Identify differences in installed
software packages on similar devices deployed within
production environments.

Generate a “Punch List” of recommended changes to bring
deviant devices into compliance.

Device Comparison

> Tools > Device Comparison
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https://www.cisco.com/content/en/us/td/docs/cloud-systems-management/crosswork-network-automation/b_cisco-crosswork-cloud-user-guide/m_configure-devices.html#Cisco_Task_in_List_GUI.dita_eae37594-353b-4082-9d8f-a2f84a65857c
https://www.cisco.com/content/en/us/td/docs/cloud-systems-management/crosswork-network-automation/b_cisco-crosswork-cloud-user-guide/m_configure-devices.html#Cisco_Task_in_List_GUI.dita_eae37594-353b-4082-9d8f-a2f84a65857c
https://www.cisco.com/content/en/us/td/docs/cloud-systems-management/crosswork-network-automation/b_cisco-crosswork-cloud-user-guide1/m_configure-policies-external-routing-analytics.html
https://www.cisco.com/content/en/us/td/docs/cloud-systems-management/crosswork-network-automation/b_cisco-crosswork-cloud-user-guide/m_monitor-devices.html#Cisco_Task_in_List_GUI.dita_e86bc0e8-17b2-45db-8b01-f002bc0f2508
https://www.cisco.com/content/en/us/td/docs/cloud-systems-management/crosswork-network-automation/b_cisco-crosswork-cloud-user-guide/m_monitor-devices.html#id_131463
https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/crosswork-network-automation/b_cisco-crosswork-cloud-user-guide/m_compare-devices.html
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