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Cisco Crosswork Al, Release 2.0

Cisco Crosswork Al is a network intelligence platform designed to enhance network reliability and
operational efficiency through Al-driven insights. Its multi-agent Al framework distributes tasks across
specialized Al agents to solve complex network problems efficiently and proactively. Supporting both on-
demand and scheduled analysis, Crosswork Al enables continuous monitoring with early detection and
agent-driven troubleshooting of network issues.

Crosswork Al is vendor and device agnostic, applying consistent detection and troubleshooting processes
across diverse network devices and operating systems. It automates routine network audits, anomaly
detection, risk-pattern identification, and root-cause investigation, helping reduce manual effort and
human error. Crosswork Al integrates with Cisco Crosswork Network Controller (CNC) and Network
Services Orchestrator (NSO), providing intelligent automation and analytics.

New software features

This section provides a brief description of the new features introduced in this release.

Table 1. New software features for Crosswork Al

Ease of use Configuration Drift Detection Uses machine learning to learn typical configuration patterns and
identify unintended changes or anomalies in network device
configurations. This capability helps maintain network consistency and
compliance by detecting deviations early and enabling intelligent
review of configuration changes. You can run analysis on demand or
schedule it to run later for continuous review. You can also provide
feedback for anomalies that do not require further action, helping
suppress similar anomalies in future results.

Supported with Crosswork Network Controller and NSO.

Ease of use Toxic Factor Identification Uncovers hard-to-spot patterns associated with network events by
analyzing events and inventory data. The agent uses data-driven
insights to proactively identify risk factors associated with link down
and BGP session down events that can contribute to network failures,
downtime, and instability. You can run analysis on demand or
schedule it to run at defined intervals for continuous monitoring.

Supported with Crosswork Network Controller.

Ease of use Deep Network Diagnoses complex network issues with agent-driven
Troubleshooting troubleshooting. The agent analyzes a natural language issue
description, generates candidate root-cause hypotheses, and
validates them using available network data. You can review, remove,
or add custom hypotheses and continue the investigation through
additional iterations when more analysis is needed.

Supported with Crosswork Network Controller and NSO.
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Ease of use Knowledge Graph Provides a structured view of network entities and relationships,
helping agentic use cases understand topology and dependencies.
The Knowledge Graph provides a normalized representation of the
managed network for the agent, allowing you to browse node types,
attributes, relationships, schema, and entity instances. You can also
run GraphQL queries to explore network context and troubleshoot
agent outcomes. Data is populated via Data Retrieval Adapters
(DRAS), which act as an abstraction layer to integrate with any
controller using the Crosswork Al SDK. The Crosswork Network
Controller and Crosswork Network Service Orchestrator DRAs are
included by default.

Ease of use Observability Provides visibility into agent and service activity through logs, metrics,
traces, and default dashboards. Use observability views to monitor
agent execution, LLM requests, token usage, tool calls, users, and
model-related metrics. This observability data can also be analyzed
using external tools, such as Splunk Observability Cloud, by importing
the OpenTelemetry stream from Crosswork Al.

Available for Crosswork Al agents and services.

API Experience Developer APIs and SDKs Provides REST APIs and Python SDKs for building, operating, and
integrating Al-assisted network automation use cases. Developers
can build and deploy custom agents, MCP servers, and DRAs, while
programmatically accessing Crosswork Al services such as LLM
management, retrieval context, the Knowledge Graph, observability,
and platform configuration. The Agent Catalog provides a central
location to onboard and manage these custom agents.

Compatibility information

Crosswork Network Controller must be licensed for CNC Premier to support Crosswork Al integration and
cross-launch.

Cisco Crosswork Network Controller 7.2.1(SP)

Cisco Network Services Orchestrator 6.4.12

Security compliance and known limitations

SSO IdP metadata upload fails for Crosswork Network Controller IPv6 deployments

When configuring SSO with a Crosswork Network Controller 7.2.1 IPv6 deployment, uploading the IdP
metadata to Crosswork Al fails with an Invalid metadata error. This issue is caused by incorrectly formatted
Subject Alternative Name (SAN) entries in the X.509 certificates generated by Crosswork Network
Controller.

Open CVEs in TensorFlow dependencies

This release includes SQLite components with unresolved security vulnerabilities inherited from TensorFlow
that affect the Configuration Drift Detection agent.

o CVE-2025-6965
o CVE-2024-0232
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Open issues

To get additional information about the caveats, click the bug ID to access the Bug Search Tool (BST).

Table 2. Open issues for Crosswork Al

CSCww70674 When the maximum number of Deep Network Troubleshooting threads is reached, a new
session may remain idle for several minutes and fail with an error. This occurs when the
available resources for Deep Network Troubleshooting sessions are exhausted.

Delete completed or older Deep Network Troubleshooting sessions from Al Assistant or wait
for active sessions to be completed. After the sessions are complete, obsolete pods are
terminated automatically and resources become available for new sessions. You can monitor
pod status from Administration > System > Pods.

CSCww74586 The Configuration Drift Detection job may fail when an LLM model is updated during an active
Deep Network Troubleshooting investigation.

When the LLM model configuration is updated while a Deep Network Troubleshooting
investigation is running, the existing pod is marked as draining and continues the active
investigation using the previous LLM configuration. A new DNT pod is created for new requests
using the updated LLM configuration. On a Large deployment profile, the additional DNT pod
can consume resources required to start a Configuration Drift Detection pod.

CSCww74590 When Configuration Drift Detection runs inference on very large device configurations, the task
may exceed the default FORESIGHT_AGENT_TIMEOUT value of 48 hours and fail. This issue
has been observed with large configurations of approximately 48,000 lines.

Increase the FORESIGHT_AGENT_TIMEOUT value using the following command:
kubectl set env deployment/foresight FORESIGHT AGENT TIMEOUT=<value-in-
seconds> -n cisco-crosswork-ai

CSCww74592 When Configuration Drift Detection training is run for an XRv9k logical group with a large
number of devices, the task may remain in a running state even after training has completed.

CSCww81968 In rare cases, after adding or deleting an external observability exporter, the Observability
deployment may stop running. When this occurs, the Observability Ul is not accessible and
Observability API requests may return HTTP 500 errors.

Delete and redeploy the Observability deployment with the default collector configuration:

kubectl delete deployment observability -n cisco-crosswork-ai

kubectl apply -f /data/firmwared/cisco-crosswork-ai-<YOUR VERSION>/nap-
image-specs/on-enable/foresight-observability.yaml

After the deployment restarts, it retrieves the latest stored configuration from the database and
resynchronizes the collector configuration.
Related resources

To view all the Crosswork Al user documentation, go to this URL:

Crosswork Al User Documentation, Release 2.0

Table 3. Crosswork Al documentation
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https://bst.cloudapps.cisco.com/bugsearch/bug/CSCww70674
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCww74586
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCww74590
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCww74592
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCww81968
https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/crosswork-ai/2-0/collections/cisco-crosswork-ai-documentation.html
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Release Notes for Crosswork Al, Release
2.0

Cisco Crosswork Al Getting Started,
Release 2.0

Cisco Crosswork Al Administration. Release
2.0

Cisco Crosswork Al Configuration Drift
Detection. Release 2.0 - For CNC

Cisco Crosswork Al Configuration Drift
Detection, Release 2.0 - For NSO

Cisco Crosswork Al Toxic Factor
Identification. Release 2.0

Cisco Crosswork Al Deep Network
Troubleshooting, Release 2.0

Cisco Crosswork Al Knowledge Graph,
Release 2.0

Cisco Crosswork Al Observability, Release
2.0

Crosswork Al API documentation

Legal information

The current document.

Describes how to deploy and set up Crosswork Al and integrate it with
Crosswork Network Controller.

Describes how to manage Crosswork Al, including system settings,
software, backup and restore, certificates, users and roles, authentication
settings, and audit logs.

Describes how to use the Configuration Drift Detection agent to identify and
review configuration anomalies.

Describes how to use the Configuration Drift Detection agent with Cisco
Network Services Orchestrator.

Describes how to use the Toxic Factor Identification agent to identify factors
associated with network events and instability.

Describes how to use Deep Network Troubleshooting to investigate network
issues, evaluate hypotheses, and identify probable root causes.

Describes how to explore network entities, attributes, relationships, and
graph data using the Knowledge Graph Explorer.

Describes how to use observability data, including traces, logs, and metrics,
to understand agentic flows and agent behavior.

Provides REST APIs and Python SDKs for building, operating, and integrating
Al-assisted network automation use cases.

Cisco and the Cisco logo are trademarks or registered trademarks of Cisco and/or its affiliates in the U.S.
and other countries. To view a list of Cisco trademarks, go to this URL: www.cisco.com/go/trademarks.
Third-party trademarks mentioned are the property of their respective owners. The use of the word partner
does not imply a partnership relationship between Cisco and any other company. (1110R)

Any Internet Protocol (IP) addresses and phone numbers used in this document are not intended to be
actual addresses and phone numbers. Any examples, command display output, network topology
diagrams, and other figures included in the document are shown for illustrative purposes only. Any use of
actual IP addresses or phone numbers in illustrative content is unintentional and coincidental.
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