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Cisco’s new SaaS-based cloud-managed campus fabric solution is now generally available. Customers
can deploy and manage a BGP EVPN VXLAN campus fabric via the Meraki Dashboard Ul. The campus
fabric configurations are orchestrated from the cloud, eliminating the need for complex manually created
CLI configuration. Combining new Meraki capabilities such as Routed Ports, VRFs, and cloud CLI, with the
existing robust onboarding, orchestration and management capabilities brings “Meraki Easy” to the world
of campus fabric.

This design guide provides an overview of the case study used to validate the Campus Cloud Fabric
solutions. It discusses the architecture and components of the solution, including the routed underlay,
VXLAN-based fabric overlays, BGP EVPN control plane, and VRF-based segmentation.

The intended audience is for network architects, design engineers, and implementation engineers
responsible for planning, deploying, and operating campus networks. It is also relevant for technical
leaders and operations teams evaluating cloud-managed campus fabric solutions. Readers are expected to
have a working knowledge of enterprise campus networking concepts.

This design guide focuses on a validated deployment that follows Cisco best-practice recommendations,
including the use of a Layer 3 routed underlay, dynamic routing with OSPF and BGP, and redundant fabric
borders connected to VRF-aware upstream handoff devices. The guide highlights key design
considerations and workflows for access, wireless, DHCP, Adaptive Policy/Trustsec, and multi-VRF
deployments to support scalable and resilient Campus Cloud Fabric operations through the cloud UI.
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Use Case: Cloud-managed campus fabric with Cisco Cloud Fabric

In this validated use case, a three-tier spine-and-leaf campus fabric deploys with redundant spines,
leaves, and dedicated border devices. A Layer 3 routed underlay using OSPF provides fast convergence
and predictable connectivity, while VXLAN overlays deliver scalable segmentation across multiple VRFs.
Border devices use automated eBGP peering to integrate the fabric with upstream networks, maintaining
VRF separation beyond the fabric edge.

This approach allows Cisco customers to:
e Simplify campus fabric deployment through Ul-driven workflows
e Reduce operational risk by eliminating manual overlay CLI configuration
e Maintain Cisco-recommended Layer 3 design best practices
e Scale segmentation using VRFs without redesigning the physical network
e Integrate access, wireless, DHCP, and Adaptive Policy/Trustsec consistently across the fabric

The validated design demonstrates how Cisco Cloud Fabric enables network architects and operators to
deploy and operate a modern campus fabric that combines the architectural rigor of traditional Cisco
campus designs with the simplicity and automation of cloud-managed operations, all while remaining
aligned with Cisco enterprise networking standards and lifecycle practices.
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Validated deployment scope and case study context

Cisco Cloud Fabric supports designs with dedicated border devices and border-on-spine deployments
(border-on-leaf is not currently supported). The upstream devices that connect to the borders may vary in
capabilities resulting in design differences. Given these permutations, two Cisco Validated case study
networks were created for validation testing.

This document briefly references a border-on-spine case study; however, the remainder of the document
focuses on the full-featured I0S-XE-based device case study that follows best practice recommendations
using redundant borders and redundant upstream handoff devices.

Case study: Border-on-spine topology

This case study uses a border-on-spine topology with a pair of MX105 security appliances in an
active/warm standby configuration as the handoff devices. In this configuration, the MX functions as a
single logical device. The MX does not support VRFs and therefore acts as a fusion device, combining the
underlay and overlay routing domains into a single routing domain outside the fabric. Static routes are used
for underlay routing between the MX and the borders, and eBGP is used for overlay routing between the
MX and the borders. This configuration is supported but not ideal.

Case study: Full-featured I0S-XE-based devices

This case study uses a pair of full-featured I0S-XE-based devices in a VRF-Lite active/active
configuration. OSPF is used between the handoff devices and the borders for dynamic underlay routing,
and eBGP is used between the borders and the handoff devices for dynamic overlay routing. VRF
separation is maintained to and beyond the handoff devices, with a fusion device routed further upstream.
This is the recommended deployment option and, as such, is detailed in this document.

In both case study setups, the links between the borders and the handoff devices are IEEE 802.1Q trunks.
These trunks carry both underlay and overlay traffic. For overlay routing, eBGP is used, and the
configurations are automated on the border side as part of the fabric workflow. In typical fabric networks,
the underlay IGP is redistributed into BGP on the borders, and eBGP is also used for underlay routing
between the borders and the handoff devices, typically in a VRF-Lite handoff when the handoff devices are
VRF-aware. However, redistribution from OSPF into BGP is not currently available on the switches. As a
result, the available options are static routing or extending OSPF from the underlay to the handoff devices.
The validated setup uses OSPF due to its dynamic nature.
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Architectural and Foundational Components
Fabrics - Fabrics are built using an underlay and overlay model.

Fabric Device Roles - Fabrics are typically deployed following a Clos architecture using a spine-and-leaf
approach. The Cisco Cloud Fabric architecture uses a three-tier model similar to traditional Core-
Distribution-Access layer designs, with spines at the core, leaves at the distribution layer, and traditional
switches and Access Points at the access layer. The border function is deployed on a limited number of
devices within the fabric to connect the fabric to external networks. Cisco Cloud Fabric supports both
dedicated border deployments and border-on-spine deployments.

Fabric Underlay - In campus fabric environments, the underlay uses an IGP with Layer 3 point-to-point
links to eliminate spanning tree, enable rapid convergence, and support equal-cost multi-pathing (ECMP).
Cisco Cloud Fabric uses Routed Ports and OSPF to establish underlay reachability. The fabric control plane
runs MP-BGP EVPN (AFI 25 / SAFI 70) over the underlay to distribute overlay endpoint reachability, with
BGP peering established using OSPF reachability. The data plane uses VXLAN encapsulation to transport
overlay traffic. The underlay is manually configured in the current Cisco Cloud Fabric solution. The fabric
underlay connects to external handoff devices through border nodes using OSPF routing.

Fabric Overlay(s) - An overlay is a logical network in which traffic is encapsulated and transported
between underlay devices. Cisco Cloud Fabric uses IP-based underlay packets sourced and destined to
devices within the underlay routing domain, with overlay traffic carried using VXLAN encapsulation. Virtual
Network Identifier (VNI) and Security Group Tag (SGT) information is conveyed in the VXLAN header. VRFs
define logical overlays on fabric devices, including leaves and borders, where VXLAN tunnels terminate.
Fabric borders use eBGP for dynamic routing into and out of overlay networks. Overlay eBGP peering on
fabric borders toward external handoff devices is fully automated, while external handoff devices are
manually configured to interoperate.
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Solution considerations
Handoff considerations

The border role must be present on at least one fabric device to connect the fabric to the outside world.
Fabrics are typically configured with two borders for high availability. As stated in the Case Study Context
section, Cisco Cloud Fabric supports designs with dedicated border devices and border-on-spine
deployments (border-on-leaf is not currently supported). In either case, one or more upstream devices are
required at the other end of the border handoff.

DHCP considerations

When the Cisco Cloud Fabric creates fabric overlay subnets, DHCP is automatically configured to relay
requests to external DHCP servers. These relayed packets are sourced from an underlay loopback address
on the fabric leaf where the requesting client’s IP gateway resides. As a result, IP reachability is required
from the DHCP infrastructure outside the fabric environment to the underlay loopback range inside the
fabric, and the DHCP infrastructure must be VRF-aware.

Meraki device default behavior

In Meraki cloud-controlled mode, the default device configuration sets all ports as trunks with VLAN 1
configured as the native VLAN. The devices will attempt to obtain IP and DNS settings via DHCP and
connect to the Meraki Cloud for configuration and management.

Best of breed hardware

Many modern Cisco switches and wireless devices can be configured locally or from the Meraki cloud. The
supported hardware models can be switched between modes as required. The Cloud Fabric solution
requires that device configurations are controlled by the Cloud. If existing catalyst switches are running
17.15.n and are Meraki-monitored with locally controlled CLI, they must be removed from their current
Meraki network. Once the cloud-driven cleanup scripts complete, upgrade the switches to 17.18.2, and
re-add them to the target Meraki network where the fabric will be created.

Note: When adding them back into that network, the option for them to be cloud-managed must be selected.
The devices do not need to be unclaimed and reclaimed; they only need to be removed and re-added to the
Meraki network.

Cloud reachability considerations

In environments where additional cabling and IP reachability to the Meraki Cloud infrastructure is available,
it is convenient to use that for device to cloud management communications. Currently, this requires the
use of additional “front panel” ports to connect to the dedicated cabling, and that IP connectivity and
related routing is in the global routing table of the managed devices. In the Cisco Cloud Fabric solution, the
UAC (Uplink Autoconfigure) and the resulting IP connectivity to the cloud-delivered control plane are in-
band in the fabric underlay network. This validated deployment does not use additional dedicated cables
for UAC traffic. This is relevant during the conversion from the default Layer 2 trunks to the recommended
Layer 3 routed connections between the devices that will become fabric devices.

Note: It is important not to break UAC management's connectivity to the cloud during that conversion.
Dedicated management cabling makes that simpler but is not always an option.
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Fabric design best practice considerations

The Cisco Cloud Fabric solution is based on a 3-tier architecture with access layer routing occurring at
SVIs configured on the fabric leaves at tier-2. The leaf routing can be deployed in one of three ways:

In order of preference
1. Routed SVI on leaf with unique subnet(s) per leaf
2. Routed SVI on leaf as Distributed Anycast Gateway (DAG) - same subnet on multiple leaves
3. Routed SVI on leaf as DAG with bridging - same subnet and bridging on multiple leaves

The ideal situation will have unique subnets deployed off each leaf which does not require a DAG. This
approach provides the greatest scalability and is preferred whenever possible. When the same subnet is
required on multiple leaves, a DAG routed configuration is used, and when bridging is required, a DAG
bridged configuration is used. These options can be combined within a fabric; however, Cisco best
practice is to route unique subnets and use DAG routed or DAG bridged designs only when necessary,
minimizing the use of less preferred options. These best-practice recommendations are based on years of
large-scale campus fabric customer deployment experience.

One additional Cisco best practice recommendation is to use a Layer 3 routed underlay, which currently
requires some manual configuration. Layer 2 trunks, STP and SVIs can be used and may be advantageous
in some brownfield migration scenarios, particularly when no spare cabling exists between fabric devices.
However, a Layer 3 underlay is the preferred and proven approach with years of customer proven
scalability and reliability and should always be the target end state.

Dot1x/Trustsec/Adaptive policy considerations

Cloud-provisioned 802.1X authentication for wired and wireless access is supported, along with dynamic
VLAN assignment (by name or number) and filter-list assignment. Micro-segmentation using SGTSs,
including dynamic classification during 802.1X authentication, SGT propagation via Cisco Metadata Header
and/or AutoVPN, and egress enforcement, is provided through Meraki Adaptive Policy on supported
platforms. Because Cisco Cloud Fabric does not alter the access-layer architecture, these capabilities
remain fully supported and unchanged.

Trunks between the access layer and fabric leaves can be configured for inline tagging using the Peer SGT
Capable option. SGTs are preserved for overlay traffic, as they are carried in the VXLAN header across the
fabric, and can optionally be propagated through the border using inline tagging.

Note: Border handoffs must be trunks with SVIs. The option to include the CMD header on routed port traffic
is not currently supported, and the automation assumes the handoff links are trunks with SViIs.

Access layer to leaf EtherChannel

In Cisco Cloud Fabric, the access layer devices are not fabric-aware and operate unchanged and typically
have trunks connecting to their upstream device. In a Cloud Fabric, the upstream device is a leaf that acts
as the fabric edge and functions as a VXLAN Tunnel Endpoint (VTEP); border nodes also operate as VTEPs.
EtherChannels are supported between access-layer devices and their upstream leaf to provide increased
bandwidth and redundancy.

Access layer to leaf high availability considerations
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High availability for access devices connecting to fabric leaves is provided through Multi-Chassis
EtherChannel (MEC). Back-panel stacking forms a leaf stack, with multiple links from different stack
members to the access device bundled into an EtherChannel using the aggregate function in the Ul. This
can be to a single access switch or an access switch stack providing even greater redundancy with a stack
on both ends of the connection. Currently, an access device can only be connected to a single leaf or leaf
stack.

MTU considerations

The Ul defaults the system MTU to 9198, which maps to the system MTU command; however, the
recommended best practice is an MTU of 9100, configured at the network level and applied to all switches
in the network.

Note: All the devices at a given site are grouped together and referred to as a single network in the UI.

Fabric automation configures EBGP peer SVIs with an IP MTU of 9100 by default, which can be overridden
if required. External devices connected to border nodes must be configured with matching MTUs for both
underlay and overlay traffic. With an MTU of 9100, underlay traffic remains unfragmented up to 9100 bytes,
while IPv4 VXLAN encapsulation adds 50 bytes of overhead, allowing unfragmented overlay payloads up to
9050 bytes.

Spanning tree considerations

Meraki deploys Multiple Spanning Tree (MST) by default. The best practice recommendation for Cisco
Cloud Fabric is to use Rapid Per VLAN Spanning Tree (RPVST+). STP is configured at the network level in
the Ul, ensuring all switches at a site use the same STP version; this is part of the Layer 3 underlay
preparation performed before running the fabric workflow.

Note: Care must be taken when changing this setting so as not to disrupt UAC connectivity.

The Routed Underlay deployment steps in this document provide guidance for this configuration. During
the Layer 3 underlay conversion process, RPVST+ is enabled; spine bridge priorities are set to 4096
(spine1) and 8192 (spine2), and most interfaces are shut down with remaining trunks tightly restricted.
After migration, STP no longer runs between fabric nodes, and leaf bridge priorities are set to 0, resulting
in a leaf being the root bridge for accessing VLANs on the trunks to the downstream access devices.

Wireless considerations

The access layer operates as it traditionally does and is not fabric aware. Access Points will trunk to an
access switch or leaf, while wireless capabilities and outcomes vary according to the physical environment
and the fabric options deployed.

e Unique routed subnets per leaf - Using unique routed subnets in each leaf, as recommended best
practice, clients are required to obtain a new IP address when roaming between APs on different leaves.
An SSID may bridge to the same VLAN name or number; however, the VLAN represents a unique
broadcast domain on each leaf. For clarity, fabric VLAN 100 (leaf1) is a separate broadcast domain and
subnet from VLAN 100 (leaf2). This design is best suited for deployments where a leaf or leaf stack
serves a single building or space, and seamless wireless coverage between buildings or spaces is not
required.

e Common subnet on two or more leaves - When seamless roaming is required between buildings or
spaces with contiguous wireless coverage, a routed DAG is used. This design routes the same IP subnet
on multiple leaves, with each participating leaf using the same VLAN number and the SSID bridging to
that VLAN. As a client roams between APs on different leaves, the client's IP address remains
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unchanged. The upstream fabric detects client movement and updates routing to forward traffic to the
new servicing leaf, effectively enabling a fabric leaf roam.

e Bridging is required - When bridging is also required, the routed DAG could include the bridge option
and thus become a bridged DAG. This is the least preferred deployment option and should only be used
when necessary and judiciously.
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Deployment planning prerequisites and considerations
The following information should be gathered in advance of any configuration work.
Underlay network IP and VLAN information

Allocate sufficient IP address space accounting for the following:

e Underlay point to point links - Each leaf connects to each spine; the spines connect to each other, and if
dedicated borders are used, each border connects to each spine. Additionally, the border handoff links
must be considered in the underlay design. Links between fabric devices are converted to Layer 3 links,
and /31 subnets are recommended. The links from the borders to the handoff devices remain trunks,
only carry specific underlay and overlay VLANSs, and function as routed interconnects using SVils.

e Underlay IP address range entered during the fabric workflow - The automation uses IP addresses from
the selected range for the underlay loopback 100 interface on each fabric device. Additional IP
addresses from this range include the loopback 600 address on each spine for MSDP peering and the
loopback 300 address on each spine, which is the PIM anycast RP address. Assume an additional 32
host addresses must be reserved for other infrastructure SVI IPs allocated from this pool. Ensure
sufficient IP address space is provided for current and future needs, including adding new leaves.

Note: Note that changing this IP address range requires rebuilding the fabric.

e Temporary DHCP pools - Pools are used when converting fabric devices with default configurations to a
Layer 3 underlay configuration. These devices initially obtain addresses via DHCP on VLAN 1 and are
then manually converted to routed interconnects. In the event of an RMA or new fabric device addition,
this pool or a similar temp pool must be activated to facilitate the onboarding and conversion to Layer 3
underlay. This is also necessary if a fabric device is reset to factory default settings.

e Permanent DHCP pools for access layer devices - Access layer devices are managed in VLAN 1 by
default. Cisco’s best practice recommendation is to use a different VLAN. VLAN 2 was used in the Cisco
Validated setup. Management traffic routes on an SVI that is manually created as part of normal setup.
SVIs for access-layer devices terminate on their upstream leaf, requiring a unique subnet per leaf, which
must be sized to support current and future downstream devices, including switches, access points, and
cameras that require UAC control-plane connectivity to the cloud.

e Optional traditional subnets and VLANs - Subnets can be routed on a leaf that is not part of the fabric,
which are no different than the management network required on each leaf. Subnets must be unique per
leaf and manually configured. If traditional subnets are created, they will be part of the underlay routing
domain, which may be relevant in a migration scenario. And existing deployment can be migrated in
stages:

o First to a traditional three-tier design with unique subnets per distribution switch,
o Then to Layer 3 links between core and distribution, and
o Finally, to fabric.

e Subnets can then be gradually transitioned from underlay SVI routing to fabric overlay SVI routing. If a
traditional subnet is configured on a fabric leaf, a corresponding VLAN is required. The same VLAN
number can be used across leaves if required, as those VLANs are discrete broadcast containers and are
not connected over the routed connections between the spines and leaves. This assumes the use of a
best practice Layer 3 underlay.

Note: Note it is ideal if all the underlay networks can be summarized into a single prefix for
summarization at the handoff devices out to the rest of the Intranet.
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e Underlay OSPF information - It is important to plan a unique OSPF Area number for this handoff for the
underlay between the borders and handoff devices. OSPF Area 0 is used between the spines and leaves,
and spines and borders. Be prepared to match the interface MTU and media type on the handoff
devices. The validation setup used OSPF Area 1 between the borders and handoff devices.

e Overlay networking IP and VLAN information - The subnets and associated VLAN numbers are entered in
the fabric workflow. The planning depends on the options being configured:

o Routed - 1 Subnet and VLAN number for each leaf selected (the VLAN number can reused if desired
and can be beneficial in certain wireless scenarios)

o Routed DAG - 1 subnet and VLAN number per set of selected leaves
o Bridged DAG - 1 subnet and VLAN number per set of selected leaves

Note: Note that multiple instances of each option can be deployed; options may be combined in
any manner, and the target leaf or leaves are selected independently for each deployment.
For example, two routed subnets can be defined, with one existing only on a subset of
leaves. Less-preferred DAG options should be deployed only on the leaves where they are
required.

e BGP information - A new BGP AS number is required for the fabric and is specified during the fabric
workflow; a private AS may be used if needed. The workflow also collects handoff device BGP details,
including the remote AS number and any MD5 authentication strings to automate border eBGP
configuration.
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NNJ 204 planning sheets

The following section documents the pre-planning details for the CV 204 NNJ network.

IP address, VLAN, and DHCP information

Subnet Description Fabric Leaf/Leaves |VLAN DHCP Server Location
10.204.0.0/16 Assigned range for this location / network
10.204.192,0/18 Underlay and any traditional layer subnets
Initial DHCP poaol for default underlay (DHCP Server
10.204.253.0/24 on Handoff-01) Handoff-01
Manually configured /31s between spines and
10.204.250.0/24 leaves/borders and /30s overlay Borders Handoffs
10.204.255.0/24 Underlay Subnet for Fabric workflow
10.203.251.0/25 leaf-01 access layer UAC Management WVLAN 2 leaf-01
10.203.251.128/25 leaf-02 access layer UAC Management WLAN 2 leaf-02
10.204.252.0/25 leaf-03 access layer UAC Management WLAN 2 leaf-03
10.204.252.128/25 leaf-04 access layer UAC Managemen WLAN 2 leaf-04
10.204.211.0/24 leaf-01 traditional user subnet WLAN 11 Corp Server 10.100.0.5 via Underlay
10.204.212.0/24 leaf-02 traditional user subnet WLAN 12 Corp Server 10.100.0.5 via Underlay
10.204.213.0/24 leaf-03 traditional user subnet VLAN 13 Corp Server 10.100.0.5 via Underlay
10.204.214.0/24 leaf-04 traditional user subnet VLAN 14 Corp Server 10.100.0.5 via Underlay
10.204.0.0/18 Overlay Range
10.204.11.0/24 leaf-01 routed fabric subnet - no DAG leaf-01 WLAN 200 Corp Server 10.100.0.5 with VRF via Underlay
10.204.12.0/24 leaf-02 routed fabric subnet - no DAG leaf-02 WLAN 200 Corp Server 10.100.0.5 with VRF via Underlay
10.204.13.0/24 leaf-03 routed fabric subnet - no DAG leaf-03 VLAN 200 Corp Server 10.100.0.5 with VRF via Underlay
10.204.14.0/24 leaf-04 routed fabric subnet - no DAG leaf-04 WLAN 200 Corp Server 10.100.0.5 with VRF via Underlay
10.204.21.0/24 1st routed DAG fabric subnet leaf-01, leaf-02 WLAN 221 Corp Server 10.100.0.5 with VRF via Underlay
10.204.21.0/24 2nd routed DAG fabric subnet leaf-02, leaf-03 leaf-04 |VLAN 222 Corp Server 10.100.0.5 with VRF via Underlay
10.204.31.0/24 1st Bridged DAG fabric subnet leaf-02, leaf-03,leaf-04 |VLAN 231 Corp Server 10.100.0.5 with VRF via Underlay

BGP and OSPF routing information
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OSPF (Underlay)
Handoff Description Border Interface Handoff Interface |VLAN 5VI |Subnet Trunk Interface OSPF Area MTU
Border-01 to Handoff-01 10.204.250.10 10.204.250.11 VLAN 3 10.204.250.10/31 |Border g1/0/14 to Handoff g1/0/14 |1 9100
Border-01 to Handoff-02 10.204.250.14 10.204.250.15 VLAN 5 10.204.250.14/31 |Border g1/0/13 to Handoff g1/0/14 |1 9100
Border-02 to Handoff-01 10.204.250.12 10.204.250.13 VLAN 2 10.204.250.12/31 |Border g1/0/14 to Handoff g1/0/13 |1 9100
Border-02 to Handoff-02 10.204.250.16 10.204.250.17 VLAN 4 10.204.250.16/31 | Border g1/0/13 to Handoff g1/0/13 |1 9100
OSPF Area Number Name Type
0 backbone normal
1 handoffs normal
11 leafl stub
12 leaf2? stub
13 leaf3 stub
14 leald stubs
BGP (Overlay)
B . BGP Autonomous
Routing Domaiin
System Number / ASN
External Handoff Fabric VRF |65207
NNJ204 Fabric overlay 65208
Handoff Description Border Interface Handoff Interface |WVLAN SVI |Subnet Trunk Interface MDS5 String MTU
Border-01 to Handoff-01 10.204.0.14 10.204.0.13 VLAN 7 100.204.0.12/30  |Border g1/0/14 to Handoff g1/0/14  |Clsco12345  [9100
Border-01 to Handoff-02 10.204.0.18 10.204.0.17 VLAN 9 100.204.0.16/30 _ |Border g1/0/13 to Handoff g1/0/14  [Cl5c012345  [9100
Border-02 to Handoff-01 10.204.0.6 10.204.0.5 VLAN 6 100.204.0.4/30 Border g1/0/14 to Handoff g1/0/13  |Clsco12345 9100
Border-02 to Handoff-02 10.204.0.10 10.204.0.9 VLAN B 100, 204.0.8/30 Border g1/0/13 to Handoff g1/0/13  |Clsco12345  |9100
RPVST+ Spanning Tree priorities
Fabric Device |Bridge Priority |VLAN List Notes
spinel 4096 1-4094 Just for underlay conversion and RMA or new leaf add
spine2 8192 1-4094 Just for underlay conversion and RMA or new leaf add
leafl 0 2,11,200,221 should match the truk allow list betwene leaf and access devices
leaf2 0 2,12,200,221-222,231 |should match the truk allow list betwene leaf and access devices
leaf3 0 2,13,200,222,231 should match the truk allow list betwene leaf and access devices
leafd 0 2,14,200,222,231 should match the truk allow list betwene leaf and access devices
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Routed underlay

The validated setup is a greenfield deployment built on top of a manually configured Layer 3 underlay. It is
important to have the underlay network complete with stable routing before attempting the fabric workflow.
This section outlines building the CV underlay by following recommended best practices.

Initial topology

Initial setup includes all devices be in the default configuration:
e All interfaces are trunks with a native VLAN of 1 and an allowlist of 1-1000.
e All switches run MST.

e The upstream handoff devices are fully configured and out of scope in this document (their final configs
are available in the appendices).

e A temporary initial DHCP pool is configured in VLAN 1 on Handoff-01.

e All devices have UAC control plan management connectivity to the cloud and have been added to a
network called CV-204-NNJ.

e All switches are running I0S-XE 17.8.12.

Figure 1. Initial Layer 2 topology
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Figure 2. Initial Layer 3 topology
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Layer 3 underlay conversion process

Care must be taken when converting the fabric links from Layer 2 trunks to Layer 3 routed interfaces. The
process assumes best practice topology is in place such that each spine is connected to each

leaf and to each border, and that each border is connected to each handoff, and the spines are connected
to each other. This provides fully redundant physical paths. Using an outside-in approach, begin with the
handoff-to-border links and convert one side of each redundant link to Layer 3 with OSPF routing.

Note: The first link being converted to Layer 3 on a given switch will automatically become the new UAC
link. As links are converted from the borders to the spines and then spines to leaves, OSPF routing must
provide reachability to the Internet. Once all fabric switches are using Layer 3 and OSPF routing for their
UAC connectivity, the other half of the redundant links can be converted to complete the Layer
3 underlay.

The specific steps used in the validated network are as follows:
1. Set the network-wide MTU value for all switches to 9100.

CuIna -

MU configuraticn Swrznm T setiona

Etewm contrel S

2. Adjust the Spanning Tree settings according to current planning.
a. Before changing the settings, it is critical to shut down all ports on the leaves except for their
uplinks to the spines.
b. Itis also important to then adjust the trunk allowlist on the remaining active links on all fabric
devices to only include the required VLANS.
VLAN 1 is needed for temporary management. In the validation setup underlay VLANs 2-5
were required for the border to handoff trunks. The goal is to reduce the required instances of STP to
the minimum required before switching to RPVST+ to avoid traffic disruptions.
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3. Set the network-wide OSPF settings according to current planning.

Open Shortest Path First (OSPF) routing

V- 204-NI

VRFs

Arsas

Find in Man

4. ldentify the current uplink port on a switch to allow converting the other port. The initial temporary UAC
should be in VLAN 1. There should be two uplink trunks on each switch carrying VLAN 1. Ensure that
the link not currently used for UAC is chosen for modification. Use the show uac uplink command
using the Cloud CLI capability to quickly determine which link is currently used for UAC.

Note: Since the bridge priority of spine1 was set to 4096, the root port for VLAN 1 should be very
predictable and that should align with the Port Used: field in the UAC display.
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5. Convert the “alternate” port that is not currently the UAC uplink to Layer 3. Note that when the change
is saved, it will automatically navigate the user to the Layer 3 settings for this port.

Update 1Ports

Selected Switch | Port
Interface mode
Name

Tags

Port status
Port profile

Link negotiation

EEE

Port schedule

PoE

Type

© 2026 Cisco Systems, Inc., and/or its affiliates. All rights reserved.
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Allowed VLANS

Page 17 of 37



Update 1Ports

Selected Switch [ Port

() Switeh part @ Besuted part

Interface moda
Navigate Lo configure routed port
Hame GigabilEthernat1/0N2
Tags
Port status () Enatied
Port profile () enaksea
Link negotiation st negotiate
EEE [ enasea
Port schedule Unschaduled
PoE Enabled
Peér SGT capable | Enatied
Adaptive policy group

4o Pwors
T oa0a-N -

m a

 Monwerk wide

Since this is the first Layer 3 interface on this switch, the Preferred Uplink > IPv4 Preferred

e

Management Connectivity setting is automatically selected. This configuration cannot be saved
unless the option is selected. If another interface is later converted to Layer 3, the management
function can be moved. A static route is automatically created according to the specified next-hop

default gateway.

Ruiirg & HED

Edit Interfaces

Secum Cannmct
Intarface aditor
Assurance
Switching

Wirsdus

¥ Caneras

1PV management
connectivity

1Pvd

Intertace mode
VLGN (&) Foutsdport () Loopback
Swltich of switieh stack
L

Seact modube (o0t

Switch perts
2

Hame

VRF

Dafaur
P toggle
Ban (@ Pelaiy () PV anly
B ekt oth i IF Toggie to confgure both v and PG
Prafurend uplink
Enaiod

Subnet

Inertace IP

Bataul gteinsy 98]

Mt iouting

Dbt

DS sarver 1
MWI000S

i

2008

High Awaliabiity [VRSPI
") Enatied
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There are also options for DHCP and OSPF. Because OSPF is required for the Layer 3 management
routing, OSPF must be enabled and the interface placed in the desired area defined previously.
P2P is recommended to avoid unnecessary DR/BFR election. DHCP is typically off for fabric links. It

may be temporarily enabled for day-two RMA or new leaf add activities.
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DHCP settings
1Py only

OSPF settings

1Py anly

Client addressing

p-
Do not respond to DHCP reguests
\

Do not respond to DHCP requests
Refay DHCP 1o ancther server

Run a DHCP server

DHCP settings
Pv4 only

OSPF settings
Pvd only

Client addressing

Do not respond to DHCP requests

Area

[ Disabled

Disabled

Cancel plieq 0: backbone

11: leafl
12 leaf
130 leaf3
14: leafd

1: handoffs

The resulting Layer 3 interface and static route definitions can be found by navigating to Switching

> Configure > Routing and DHCP in the Ul.

Routing & DHCP

Note: The default behavior for the static route that is automatically created, is to have

the available additional OSPF settings both set to No. This is important, aligned to best practice,
and will result in a static route being added to the configuration with an administrative distance
(AD) of 120 and not redistributed into OSPF. Since OSPF uses an AD of 110, the OSPF learned
default route advertised from the handoff devices into the borders will be preferred in the active
routing table. The static route is essentially a floating static backup route.

When the Layer 3 underlay conversion is complete, the underlay routing table will have discrete
OSPF learned or connected routes for all the fabric links and the default for traffic outside the
underlay via the borders. Access layer management subnets, and any traditional non-fabric
subnets will also reside in the underlay routing table, which is the global routing table.
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k Static route editor

Switch or switch stack NNJ204-Leaf-02
4
| VRF Default
K
Name Default route
Subnet 0.0.0.0/0
Mext hop IP 10.204,250.34
Global Enabled
OSPF

Advertise via OSPF? No

Prefer over OSPF rouites? Mo

- ..

Note: When an interface is converted from a routed port back to a switched port, any associated Layer
3 configuration is automatically removed.

6. Complete the conversion of all underlay links to Layer 3 and confirm. On each fabric device, verify
the correct number of OSPF neighbors, IP routing including redundant default routes, and minimal
spanning trees. There should be no STPs on the spines.

At this stage, the DHCP scope for VLAN 1 on Handoff-01 can be removed but is often retained to
support a day-two RMAs or factory resets. If a spine is replaced or reset, a temporary DHCP pool
must be created on a border, and one border interface temporarily converted back to Layer 2 to
support the onboarding of the RMAed spine. A similar process is required for a leaf with the DHCP
and the temporary Layer 2 link living on the spine and is the most common scenario when adding
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new leaves. In all cases, the objective is to use a temporary VLAN 1 for initial cloud connectivity
and then convert to Layer 3 connectivity.

7. Once the routed underlay is stable, the leaf-to-access layer trunks can be enabled. These trunk
links carry the UAC management VLAN for all downstream cloud-managed devices. VLAN 2 was
used for this in the validation setup. Before activating the ports, clear the VLAN allowlist to include
just the management of VLAN and any other traditional subnets if present. The access layer
devices will run MST initially until they connect to the cloud and are configured to run RPVST+.
These devices require DHCP, and these DHCP scopes will remain in place.

a. Add Layer 3 SVI for the access layer VLANs on each leaf and set the DHCP settings as
required.

b. Remember these VLANS are unique broadcast domains and not connected between leaves
allowing for the same VLAN numbers to be used if desired.

c. Unique IP subnets are required.

d. Remember to enable OSPF on the SVIs in the desired non-zero OSPF Area. Set them to
OSPF Passive as there will be no downstream OSPF neighbors in the access layer.

8. It is best practice to enable automatic fallback to preferred uplink in the global switch settings and
set the preferred uplink VLAN on the access switches. This ensures the UAC traffic remains in the
underlay as intended.

9. Set up EtherChannels for increased throughput and redundancy.
10. Set up access ports and enable dot1x for desired access devices.

11. Enable CTS in-line tagging using the Peer SGT capable setting on both sides of the leaf ports
facing the access layer devices and border ports facing the handoff devices. Any APs attached to
access switch ports must also have Peer SGT enabled. Always select Adaptive policy group 2:
Infrastructure when enabling the CMD header for infrastructure-to-infrastructure links.

Ending underlay topology

When complete underlay connectivity is in place, all devices are registered in the Ul and stable; the setup
is ready for the fabric workflow to create the desired fabrics and related configurations.
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Figure 3. Underlay Layer 2 topology
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Figure 4. Underlay Layer 3 topology

NNJ204 Meraki Cloud Fabeic Site
Routed Underiay Layer 3 Logical Topology
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At this point, the underlay is ready for overlay provisioning via the fabric workflow.
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Fabric overlay setup

Fabric setup

Once the underlay is prepared and stable, the fabric workflow is used to create and maintain the fully
automated campus fabric. The first portion of the workflow collects the information required for the
infrastructure including the name of the fabric, the fabric BGP AS, and the underlay type and subnet.

The best practice recommendation is to use a Layer 3 underlay, which is known as a Custom underlay in
the Ul. As the workflow progresses, VRF and eBGP handoff information are added along with one or more
fabric subnets, which can be Routed, Routed DAG, and/or Bridged DAG subnets in any combination and
leaf distribution.

Figure 5. Fabric planning sheet for NNJ204

Fabric Settings

Fiald Value

Fabric Name nnj204-fabric
Fabric BGP AS 65208
Selected Networks CV-204-NNJ

Underlay Loopback IP Poof

10.204.255.0/24

Underlay core IP Pool

M/A as setup is using L3 Underlay

Fabric workflow

The screen captures and related information below outlines the current fabric workflow.

Custom Underlay "Enabled"
Device Roles
Device Fabric Role
NNJ204-Spine-01 Spine
NNJ204-5pine-02 Spine
NNJ204-Border-01 Border
NNJ204-Border-02 Border
NNJZ04-Leaf-01 Leaf
NMNJ204-Leaf-02 Leaf
MMI204-Leaf-03 Leaf
NNJ20A-Leaf-04. Leaf
Fabric Subnets
Anycast  |Broadeast

Subnet Name 'WVLAN name Type WLAN IDv SV IP and Mask DHCP Server(s) |VRF Leaves Gateway |Replicatio
leafl-routed leafl-routed routed {mo DAG) 200 10.204.11.1/24 10.100.0.5 Fabric leaf-01 unchecked |uncheckec
leaf2-routed leaf2-routed routed (no DAG)Y 200 10.204.12.1/24 10.100.0.5 Fabric |leaf-02 unchecked |uncheckec
leaf3-routed leaf3-routed routed (no DAG) 200 10.204.13.1/24 10.100.0.5 Fabric leaf-03 unchecked |unchecker
leaf4-routed leafd-routed routed (no DAG) 200 10.204.14.1/24 10.100.0.5 Fabric leaf-04 unchecked |uncheckec
Routed-DAG-1 Routed-DAG-01 routed [no DAGY 221 10.204.21.1/24 10.100.0.5 Fabric leaf-01, leaf-02 checked |uncheckec
Routed-DAG-2 Routed-DAG-02 routed (no DAG) 222 10.204.22.1/24 10,100.0.5 Fabric leaf-02, leaf-03,leaf-04 [chedked  |uncheckec
Bridged-DAG-1 Routed-DAG-02 routed [no DAG) 231 10.204.23.1/24 10.100.0.5 Fabric leaf-02, leaf-03,leaf-0M |checked  |checked
BGP Layer3 Connection Information
Switch Name VRF VLAN MTU IP/Mask
Border-01 borderl-handoffl Fabric 7 3100 10.204.0.14/30
Border-01 borderl-handoff2 Fabric 9 9100 10.204.0.18/30
Border-02 border2-handoffl Fabric 6 9100 10.204.0.6{ 30
Border-02 border2-handoff2 Fabric 8 3100 10.204.0.10/30

BGP Peer Information
Neighbor IP AS VRF Source Int MD5 String

Peers on Border-01
10.204.0.5 65207 Fabric 10.204.0.6/30 | Clscol234s
10.204.0.9 65207 Fabric 10.204.0.10/30 |Clscol2345

Peers on Border-02
10.204.0.13 65207 Fabric 10.204.0.14/30 [Clsco12345
10.204.0.17 63207 Fabric 10.204.0.18/30 |Clscol2343

1. Navigate to Organization > Configure in the cloud Ul to view the fabric workflow. The initial fabric
values are set along with the fabric device roles. One or more VRFs are added.
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Note: There is one VRF called Fabric that will be created by default as part of the workflow.

Note: Other VRFs created outside the fabric workflow will display, but they are not eligible for use in
the workflow.

One or more fabric subnets are added, and the leaves where the subnet should be deployed are
selected.

2. Select Anycast Gateway and/or Broadcast Replication to control whether the fabric subnet is
Routed, Routed DAG, or Bridged DAG.
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Create subnet

Subnet name * VLAN name

[ leaf1-routed | att-routed )
VLANID* VNIID

[ 200 ]

IPv4 configuration IPv6 configuration

Interface IP/Mask Interface IP/Mask

[10208111/24 ) |

DHCP server IPs IPvE EUIGA

(1010005 ]

: () Enable (@ Disable

VRF Anycast Cateway [ Enabled
[ Fabric Broadcast replication

Add to leaf

| Q Search

-] Device Network Roles
NNJ204-Leaf-01-stack CV-204-NNJ Leaf

() wnJz0a-Leat-03 CV-204-NNJ Leaf

0 wniz0a-Leat-02 CV-204-NNJ Leaf

0 wnJ204-Leat-04 CV-204-NNJ Leaf

Rows per page | 20 « 1-4 of 4

(4]

3. Select the Configure L3 Interface option to add the settings for each Layer 3 handoff link. The
validation setup process is repeated four times; one for each handoff link in the fabric VRF.

4. After adding the Layer 3 link information, click Configure > Create eBGP Peer to add the
corresponding eBGP peering information for each link.
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Create fabric

() Wataric stup:
() wars Barsier dak

() Fabric st L Search

o Falric border routing configuration
Barer

& Summary Local IP

20425018

L3 intartace created

Boeder2-nandofl1 & [ _
Beeder2-handofts & [

Fabric border routing configuration

To s marm your maw rartwas |the “tabe

MNIT0A-Berdar-02 1 Onine

Matwons WRF
cv-g04-teu -

BB created

Ptk ans tha intmeean you ness

HHIZ04 - Border-01 ) Online
f—

Local @

0.204.25004

HNatworks VRF
V- 204-NNI -
L3 intarfaca cruated

Border1-handsttt & () _
border1-hangettz & [

BGF created

e ]

Curvarety, sriy 40GP in supperte for tha rocts hase]

This is done uniquely on each border resulting in two peers on each border in the validated setup.

The screenshot below displays the completed border configuration screen. This information can be
updated at any time if the border configurations require modification.

or Fabric border routing configuration
T A dastt i’ i BTk (188 TR A TS SPTASCEN WY 1N 1 O (A4 AR Y B TN ORI s Sl 1) Ry R T i (A 0N Ml el I S Lt Sy S0P e ppenied tar e riwe e
Vs -

[ =) Fawie sutsots a
© 1o i s oo P —

i B
3 Summary cup [— - Locuin [o— v

10.204 25018 s = 10304 35014 - -

L3 it tace coustes
srderd-harollt & 01
barderd-haraeti2 1

Caneet

[EpTT——
e 1-hasedtt & 3 =
arder-handuit # 1)

P covated &

ey ]

5. Click Save to Staging once the values are set as intended.
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6. Once the information is saved to staging, select Preview Changes to display the high-level
sections of configuration that will be deployed.

ni204-fobric (ASM 03200} 5 8 s Ce—— |

"

Breviaw chongee

7. Click Deploy to start the deployment.

@ Fabric deployed
Successfully deployed nnj204-fabric

L R

Within a few minutes the configurations will be delivered to the devices from the cloud, and the fabric
subnets and related capabilities are ready for use.

The entire fabric can be deleted with a fully automated cleanup using the Delete option.
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Final topology

Figure 6.

Fabric Layer 2 physical topology
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Figure 7. Fabric Layer 3 logical topology
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Multiple VRFs

It is possible to create multiple VRFs in a fabric. An additional VFR was created on two access switches in

the validated setup to isolate guest traffic on wired guest ports.

VRF workflow

Figure 8. Planning sheet for adding NNJ204 guest access

Fabric Settings - additional guest VRF

Field [value |
Fabric Name |||||j204 Buest |
Fabric Subnets

Anycast  |Broadcast
Subnet Name VLAN name Type VILAN 1D 5V IP and MasHDHCP Server(s) |VRF Leaves Gateway |Replication
leaf1-guest leafl-guest routed {no DAG) |64 10.204.64.1/24/10.100.0.5 nnj204-guest |[leat-01 unchecked |unchecked
leaf2-guest leaf2-guest routed {no DAG) |65 1.0.204.65.1,-"24| 10.100.0.5 nnj204-guest |[leat-02 unchecked [unchecked

Switch

Name

BGP Layer3 Connection Information (border side has higher host IP address)

VRF VLAN MTU IP/Mask
Border-01 borderl-handoffl-guest nnj204-guest 64 fa100 10.204.127.0/3
Border-02 border2-handoff2-guest nnj204-guest 65 fa100 10,204,127 .4/3
BGP Peer Information
ighbor IP Re: AS VRF Source Int MDS5 String

Peers on Border-01
10.204,127.1 65207 nnj204-guest 10.204.127.2/30 |Clscol2345

Peers on Border-02
10.204.127.5 65207 nnj204-guest  |10.204.127.6/30 |C1sco12345

1. A new VRF is added.

VRFs

nnj204-fabric (ASN: 65208)

© Depiapen

Burdes conliguration  Fabric subrets

Aubs RORT

2. A new routed fabric subnet is created for Leaf 1.

Hatwaris

Migrate underiay submets

nnj204-fabric (ASN: 65208) ~

Bawer conlin

Fabrie subinsts

Migrats undsriay susnets

B pevios

T —"
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3. A new routed fabric subnet is created for Leaf 2.

nnj204-fabric (ASN: 65208) # © seer [P chaneen. | [
Summary  Devicersles  VRFs  Bordes configuiabion  Falbrie subneis
+ Baok
Migrate underiay subnets Wigrads sncleiay ustmets
® e
Subnet detoils Susnet name VLAR nams
alz-guest leaf2-quest
VAN v i
1]
IPwd comfiguration 1PvE configuration
innartaca Bk Innartaca (Fikask
0204 651 74
BHER server B et B4
"
—— ) Enatsn (@) Dinasie
VRF Anyoan Doteway [ Enatniea
[— - Bracdcast ressiation
ket Lwart O Saar
B oee Watmark et
O WNz0s-Leat-01-sties 204K Lest
[ #nizos-iest-0s C¥-204-h st
O ihiisbi-Leat&3 - 2bd-hei Lest
- ] CH-204-KM Lewt

4. Connectivity from the new guest VRF fabric subnets to the network outside of the fabric is
provisioned by adding two border interfaces and their related BGP peering information

Create L3 interface
Interface editor Intarface moda

@® vian O Routed part

Switch or switch stack®

| NNu204-Border-01

| bordert-nandorn-guest

VRF*
| nni204-guest

VLAN*
[ 10

MTU
| 9100

P toggha

@ wvsooly (O ®vbony () Both
M Scect ‘Bot” in ¥ Toggie to configure both (Pva and IPvG

interface IP/mask *

10.204127.2/30

(-
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Create L3 interface
Interface editer Imtorfaca mode

(@) vian () Routed part

Switch or switch stack”

[ Mns204-arder-a2

border?-handoff2-guest

VREY

rnj204-guest

VLAN®

7

MU

/00
1P togighe:

® Pedonty () IPvBonly () Bath

@ Sciect “Both” in IF Toggle to configure both (Pvd and (Pvé

Interface IPfmask
W0.2041276/30 @

...

Create eBGP instance

BEP autonomeous system number

65208

&BGP neighbore + Add cBGP instance

SupPArts up ta 10 eBOP nesghbars.

Maighbor IPvd. Meighbor [Py Remote AS VRF ‘Source interface MDE passw
(12204013 @ [ ] [ES):? @] [ Fabeia v ['u: 204004030 v)
[1az0e017 a] [ | [es2r @] [Fabic v [rw2eapmin v [
([ro.2041274 2] | [es2r @] [nnlio-l-msl v [wz0azn2i30 v I p—
4 »
e
Create eBGP instance

BGP autonomous system number
E5208

@BGP neighbors + Add eBOP instance

Supparts up to 10 eBGF neghbors.

MNeighbor IPwd Neighbor IPvE Remote AS VRF Source interface MDS passw
(1020005 @] [ ] [s=2r @ 1 | Faoric -] [ 10204080 v
[10.20808 @ | [es2r @ :| [ Fauric - ] | 10204010430 v

102041275 ® "| [55107 (ij:l | Pi204-guest v'| [m.zcmam:m v‘_ m
L] [ ]
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nnj204-fabric (ASN: 65208) ¢ © vepioyes
Summary Device roles VRFs Border configuration Fabric subnets

To make sure your new network (the “fabric”) can seamlessly communicate with the rest of your organization's network and the internat,
you need to properly configure the border switches and the connected gateways. Currently, only eBGP is supported for the route

handoff.
| Q Search
NNJ204-Border-01 @ Online NNJ204-Border-02 & Online
Border Border
Local IP MNetworks VRF Local IP MNeatworks VRF
10.204.250.14 CV-204-NNJ _— 10.204.250.16 CV-204-NNJ _
L3 interface created L3 interface created
border1-handoff2 & [ eBGP created & border2-handoff2 & [ eBGP created P
border1-handoff1 & [J a border2-handoff1 & 17
border1-handeff1- & [ border2-handoff2- & [
guest guest

Create L3 interface Create L3 interface

5. To complete the work, changes are reviewed, saved, and deployed. In several minutes, the new
VRF connectivity will be ready for use.

Wired guests can come into play in various deployment scenarios. The validation setup uses both
statically set guest ports with the guest VLAN and SGT hard coded, and dynamic 802.1x
authentication with the VLAN and SGT set from the ISE policy.

6. Static guest port set to guest VLAN 65 with guest SGT (6) set.

7. Dynamic VLAN and SGT assignment via 802.1x that also requires the fallback VLAN in the access
policy.

Note: When an Access policy is set, the Adaptive policy group cannot be set on the port.
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Final topology with guest VRF
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Figure 9. Fabric with guest VFR - Layer 2 physical topology
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Conclusion

Through this Cisco Cloud Fabric validate case study, Cisco provides a future-ready foundation for mission-
critical networks, combining deterministic performance, post-quantum security, Zero Trust enforcement,
and intelligent automation in a unified architecture. By decoupling physical transport from policy-driven
overlays, enforcing air-gapped trust boundaries, and standardizing on validated configurations,
organizations can reduce risk, simplify operations, and scale securely across diverse environments.
Powered by Cisco Secure Routers and enhanced by integrated observability and orchestration, this
architecture ensures continuous availability, rapid adaptability, and long-term resilience for the most
demanding missions.
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