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C H A P T E R  1
Overview

This chapter contains the following sections:

• About Cisco Intercloud Fabric, page 1

• About the Cisco Intercloud Fabric Product, page 2

• Cisco Intercloud Fabric Architecture, page 2

• Recommended Network Topology for Cisco Intercloud Fabric, page 6

About Cisco Intercloud Fabric
Cisco Intercloud Fabric provides a faster and flexible response to business needs and addresses the potential
challenges with hybrid clouds. A hybrid cloud is an interaction between private and provider clouds where
private clouds extend to provider clouds and use provider cloud resources in a secure and scalable way. Cisco
Intercloud Fabric enables you to place workloads across heterogeneous environments in multiple provider
clouds. Cisco Intercloud Fabric provides the architectural foundation for secure hybrid clouds, which allows
enterprises to easily and securely connect the private clouds to the provider cloud as needed and on demand.
With a hybrid cloud, enterprises can combine the benefits of private and provider clouds. Cisco Intercloud
Fabric provides the following benefits:

• Provides a single point of management and control for virtual workloads across multiple provider clouds.

• Provides a choice of cloud providers, such as Amazon Web Services, Microsoft Azure, and multiple
Intercloud Fabric provider-based clouds.

• Provides highly secure, scalable connectivity to extend private clouds to service provider clouds.

• Enforces consistent network and workload policies throughout the hybrid cloud.
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• Enables workload mobility to and from service provider clouds for virtual workloads.

Figure 1: Cisco Intercloud Fabric

About the Cisco Intercloud Fabric Product
The Cisco Intercloud Fabric architecture provides the following two product configurations to address the
enterprise and service provider customers.

• Cisco Intercloud Fabric for Business

• Cisco Intercloud Fabric for Providers

Cisco Intercloud Fabric for Business is intended for enterprise customers who want to transparently extend
their private clouds into provider cloud environments, while keeping the same level of security and policy
across environments. Cisco Intercloud Fabric for Business consists of the following components:

• Intercloud Fabric Virtual Machine

• Secure Cloud Extension

The Cisco Intercloud Fabric Getting Started Guide provides information on installing the components for
Cisco Intercloud Fabric for Business.

Cisco Intercloud Fabric for Providers is intended for provider-managed cloud environments, allowing their
enterprise customers to transparently extend their private cloud environments into the provider's cloud, while
keeping the same level of security and policy across cloud environments.

The Cisco Intercloud Fabric Provider Platform Installation Guide provides information on installing the
components for Cisco Intercloud Fabric for Providers.

Cisco Intercloud Fabric Architecture
Cisco Intercloud Fabric is a hybrid cloud solution deployed as virtual machines (VMs) in the private cloud
and in the provider cloud. The Cisco Intercloud Fabric for Business consists of the following components:

• Intercloud Fabric Virtual Machine: This VM contains Intercloud Fabric Director and Prime Network
Services Controller.
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• Secure Cloud Extension: This component contains Intercloud Fabric Extender (ICX) and Intercloud
Fabric Switch (ICS).

Figure 2: Intercloud Fabric for Business Architecture

Intercloud Fabric Provider Platform provides an extensible adapter framework to allow integration with
different provider cloud infrastructure management platforms, and other cloud APIs. It is a virtual appliance
that is deployed on the provider cloud for providing service provider customers with the ability to access
cloud resources using Intercloud Fabric APIs. It also translates the API calls to different provider infrastructure
platforms, giving customers the choice to move their workloads regardless of the cloud API exposed by the
service provider.

Figure 3: Intercloud Fabric for Providers Architecture
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Intercloud Fabric Director
Intercloud Fabric Director is the single point of management and consumption for hybrid cloud solutions for
end users and IT administrators. It offers a single console so that end users and IT administrators can provision
workloads to private and provider clouds. Intercloud Fabric Director exposes northbound APIs that allow
customers to programmatically manage their workloads in the hybrid cloud environment or to integrate with
other cloud management platforms.

Intercloud Fabric Director also provides a self-service portal for IT administrators to manage and consume
hybrid cloud offers, and for end users to consume services. For end users, Intercloud Fabric Director provides
a service catalog that combines offers from multiple clouds and a single self-service IT portal for multiple
provider clouds.

For IT administrators, Intercloud Fabric Director has an IT administrative portal from which administrators
can perform various administrative tasks, such as configure users, create catalogs, and create VM template.

Figure 4: Intercloud Fabric Director Features

Secure Cloud Extension
The Secure Cloud Extension forms the basis for the core switching and services infrastructure in the Cisco
Intercloud Fabric solution. The Secure Cloud Extension provides the following features:

• Secure Layer 2 network extension from a private cloud to a provider cloud

• Advanced switching features for applications running in the provider cloud

• Support for services such as zone-based firewalls and routing in the provider cloud

The Secure Cloud Extension consists of several components working together to provide these functions. The
private cloud is connected to the provider cloud through a highly secure tunnel that is established between a
pair of virtual appliances. The Intercloud Fabric Extender (ICX) runs in the private cloud, and the Intercloud
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Fabric Switch (ICS) runs in the provider cloud. These appliances can be deployed in a high availability pair
to provide redundancy. Virtual services are deployed within this environment to provide firewall and routing
support in the provider cloud.

Figure 5: Secure Cloud Extension

Intercloud Fabric Extender

The Intercloud Fabric Extender is a virtual machine that runs in the private cloud. It is responsible for
establishing a secure tunnel for interconnecting the Intercloud Fabric components in the private cloud with
the provider cloud. The main functions of the Intercloud Fabric Extender are as follows:

• Establishes a secure tunnel to interconnect all of the cloud resources.

• Interacts with the virtual switch, such as the Cisco Nexus 1000V, at the private cloud.

Intercloud Fabric Switch

The Intercloud Fabric Switch is a virtual machine that runs in the provider cloud. It is responsible for
establishing secure tunnels for connecting VMs in the provider cloud to the private cloud VMs and other VMs
in the cloud. The main functions of the Intercloud Fabric Switch are as follows:

• Runs the Virtual Ethernet Module (VEM) to provide the Cisco Nexus 1000V functions.

• Establishes a secure tunnel to connect the VEM with Intercloud Fabric Extender.

• Establishes secure tunnels to connect all of the cloud VMs.

• Monitors and reports statistics of VMs in the cloud.

• Monitors and reports any component failures in the cloud to Cisco Prime Network Services Controller
(PNSC).

The VEM is embedded in the Intercloud Fabric Switch and is responsible for the following:
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• Communicates with the Virtual Supervisor Module (VSM) function that runs at the private cloud for
retrieving VM-specific network policies such as port profiles.

• Switches the network traffic between cloud VMs.

• Switches the network traffic between cloud VMs and the private cloud.

• Applies network policies to any switching network traffic.

• Collects and reports VEM-related statistics.

Cisco Intercloud Fabric Agent

The Cisco Intercloud Fabric Agent (ICA) provides a network overlay for the VMs in the cloud. It secures the
guest VM traffic in the cloud and abstracts the cloud infrastructure. It is deployed in the provider cloud as a
secure tunnel driver that runs within the cloud VM's operating system. It also redirects network traffic to the
secure overlay network as follows:

• Establishes a secure tunnel to connect to an Intercloud Fabric Switch that allows VMs in the cloud to
communicate with private cloud VMs and provider cloud VMs.

• Collects secure overlay-related statistics.

Recommended Network Topology for Cisco Intercloud Fabric
We recommend the following network topology for Intercloud Fabric:
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The two servers are deployed on a VMware HA-enabled cluster.Note

Figure 6: Recommended Network Topology for Intercloud Fabric
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C H A P T E R  2
Installing Cisco Intercloud Fabric

This chapter contains the following sections:

• About Installing Cisco Intercloud Fabric, page 9

• System Requirements, page 10

• Prerequisites, page 12

• Guidelines and Limitations, page 14

• About Cisco Intercloud Fabric Licensing, page 14

• Workflow for VMware Environments, page 15

• Reserving System Resources, page 21

About Installing Cisco Intercloud Fabric
The Cisco Intercloud Fabric for Business software is available at Cisco.com. The Cisco Intercloud Fabric for
Business software contains the following zip images:

DescriptionName

Software to install Intercloud Fabric in VMware environments.

Use this file to install the Intercloud Fabric Director and Cisco
Prime Network Services Controller. See Installing Intercloud
Fabric in VMware Environments, on page 16.

icfb-k9-2.3.1-pkg.zip

Software to manage Intercloud Fabric services.

Use this file to manage services such as Intercloud Fabric
Firewall and Intercloud Fabric Router (CSR) using the cloud
setup wizard. See Creating an Intercloud Fabric Cloud, on page
34.

icfb-k9-services-2.3.1-pkg.zip
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DescriptionName

Software to upgrade Intercloud Fabric from 2.2.1a to 2.3.1 in
VMware environments.

See Upgrading Cisco Intercloud Fabric, on page 153.

icfb-k9-upgrade-2.3.1-pkg.zip

System Requirements
The following tables identify the system requirements for installing Cisco Intercloud Fabric.

Table 1: System Requirements

DescriptionRequirement

Intercloud Fabric

8 vCPU (64-bit x86 CPU [VT-capable])CPUs

1Network interface cards (vNICs)

20 GBRAM

350 GBDisk

Intercloud Fabric Extender

2 GBMemory

2 vCPUCPU

3 GBDisk

Intercloud Fabric VSM

2 GBMemory

1 vCPUCPU

3 GBDisk

The virtual disk must be capable of at least 40 MB/s bandwidth.Note

Table 2: Hypervisor Requirements

DescriptionRequirement

VMware
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DescriptionRequirement

5.1, 5.5, and 6.0, ESXiVersion

Table 3: Client Browser Requirements

DescriptionRequirement

Google Chrome 32.0 or later

We recommend that you use Google Chrome for Intercloud
Fabric.

Note

Browser

Table 4: System Requirements for Provider Clouds

Disk (GB)Memory (GB)vCPUDeviceProvider/Model

AWS

20158Intercloud Fabric Switchc3.2xlarge

87.54Intercloud Fabric Routerc3.xlarge

23.751Intercloud Fabric Firewall
(VSG)

m3.medium

Azure

2074Intercloud Fabric SwitchA3

23.52Intercloud Fabric Firewall
(VSG)

A3

All Other Providers

2044Intercloud Fabric Switch

331Intercloud Fabric Firewall
(VSG)

844Intercloud Fabric Router
(CSR)
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For optimal performance, we recommend reserving extra system resources for Intercloud Fabric Director
above the minimum system requirements listed in the preceding table. For more information, see Reserving
System Resources, on page 21.

Note

Cisco Intercloud Fabric for Business Disk Throughput Requirements

Intercloud Fabric for Business requires a minimum disk throughput of 40 MB/s in the data store or disks
where it is installed. Lower disk throughput impacts the solution installation and virtual machine migration,
to or from the cloud.

Prerequisites
Cloud Provider Prerequisites

• Create a provider account in the cloud provider.

• Find the public IP address range(s) that the cloud provider assigns for virtual machines created in the
provider cloud.

The cloud provider IP address in the desired region must be open.Note

• Certain ports must be open in the firewall to allow the Intercloud Fabric Extender to communicate with
the Intercloud Fabric Switch. Port 443 must always be open. For a UDP tunnel, port 6644 must also be
open. For a TCP tunnel, either port 6646 or port 443 can be used. Specify the choice of tunnel protocol
and port when configuring the tunnel profile.

• TCP ports 22 and 443 must be open in the firewall that is outbound from the Cisco Prime Network
Services Controller IP address to the cloud provider.

Virtual Machine Manager Prerequisites

• For VMware environments:

◦Install and prepare the vCenter Server for host management using the instructions from VMware.

◦Install the VMware vSphere Client.

◦Verify that all Intercloud Fabric cloud hosts are running a supported version of ESX or ESXi: 5.1,
5.5, or 6.0.

◦Have admin access to VMware vCenter.

◦Have two physical network interface cards (NICs) on each host for redundancy. Deployment is
also possible with one physical NIC.

◦Cisco Intercloud Fabric Director and Cisco Prime Network Services Controller must have IP
connectivity on port 443 to all ESXi hosts. Cisco Prime Network Services Controller uses this path
to upload the Intercloud Fabric Extender image to the host.
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Cisco Intercloud Fabric Prerequisites

• Know the IP, subnet mask, and gateway information for ICF, ICFD, and PNSC.

• Know the DNS server and domain name information.

• Make sure the correct NTP server is configured during Intercloud Fabric OVA deployment. We
recommend that you check the NTP settings on the ESX/ESXi host to avoid any conflicts with ESX
host and Intercloud Fabric virtual machine time synchronization.

• Verify that the date and time are set accurately to connect to the cloud provider.

• Know the management port profile or management network name for the virtual machine (management).

The management port profile can be the same port profile that is used for the Cisco
Nexus 1000V VSM. The port profile is configured in the VSM and is used for the Cisco
Prime Network Services Controller management interface. This requirement applies
only if you are using a Cisco Nexus 1000V switch; it does not apply if you are using a
VMware virtual switch.

Note

• For OpenStack environments, a Cisco Nexus 1000V switch is required.

• If you do not configure NAT and PAT policies correctly for cloud providers, incoming traffic cannot
reach the provider.

• Make sure that any IPS or IDS (such as Cisco Sourcefire) and any SSL inspection (such as Cisco IronPort)
allow connections from the ICFD IP addresses.

Virtual Switch Prerequisites

• VMware

◦For a security policy for the trunk port group on the VMware virtual switch, set the Promiscuous
Mode,MACAddress Changes, and Forged Transmits to Accept in the VMware vSphere GUI.
This requirement applies only if you are using a VMware virtual switch and distributed switch; it
does not apply if you are using a Cisco Nexus 1000V switch.

◦If Intercloud Fabric Extender is hosted on a VMware vSwitch or distributed switch (VDS) and if
the vSwitch or distributed switch is connected to multiple physical NICs, you must enable the
setting Net.ReversePathFwdCheckPromisc=1 in the ESX host where the Intercloud Fabric
Extender is hosted. This setting is found underHost >Configuration >Advanced Settings >Net
in the VMware vSphere GUI. If this setting is not enabled, you might experience traffic loss or
duplicate packets between enterprise and cloud VM traffic or Intercloud Fabric Switch module
flap at the Intercloud Fabric VSM. This requirement applies only if you are using a VMware virtual
switch or distributed switch to host the Intercloud Fabric Extender; it does not apply if you are
using a Cisco Nexus 1000V switch.

If the value of the Net.ReversePathFwdCheckPromisc configuration option is changed
while the ESXi host is running, youmust toggle (disable then re-enable) thePromiscuous
Mode check box in the Intercloud Fabric Extender trunk port group security settings
for the change to take effect.

Note
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◦For the VMware virtual switch, you must set the trunk port group to allow All VLAN IDs in the
VMware vSphere GUI.

• Cisco Nexus 1000V switch

You must disable Unknown-Unicast-Flooding-Block (UUFB) if you are using a Cisco Nexus 1000V
switch in the private cloud. Enter the command no uufb enable to disable UUFB. Enter the command
show run | include uufb to verify that you disabled UUFB.

Guidelines and Limitations
• Cisco Intercloud Fabric supports only the English version of vCenter.

• For VMware environments, the Cisco Nexus 1000V for VMware vSphere, VMware vSwitch, or VDS
is already installed in the private cloud. See Cisco Nexus 1000V for VMware for more information.

• An Intercloud Fabric cloud can support up to a maximum of 100 VMs.

About Cisco Intercloud Fabric Licensing
In Cisco Intercloud Fabric, the license count is based on the number of virtual machines that can be provisioned
in the provider cloud. The license count is based on the type of provider cloud.

For Amazon Web Services and Microsoft Azure, at least two licenses are checked out per virtual machine.
For example, if the license count is ten, five VMs can be provisioned in the provider cloud.

For Cisco Intercloud Services – V, at least one license is checked out per virtual machine. For example, if the
license unit is ten, ten VMs can be provisioned in the provider cloud.

There are two types of licenses for Cisco Intercloud Fabric: evaluation license and permanent license.

Evaluation License

Evaluation licenses allow you to try the Cisco Intercloud Fabric software before you purchase permanent
licenses. Cisco Intercloud Fabric has a built-in evaluation license that is valid for 60 days with a 20 Hybrid
Cloud Units (HCU) count. The evaluation period starts when you install the software and the evaluation
licenses expire when the license file reaches its expiration date.

Permanent License

You can purchase permanent licenses based on the number of virtual machines required to be provisioned in
the provider cloud. The permanent license has an expiry date and the license file specifies the number of
licenses that you have purchased.

See theCisco Intercloud Fabric for Business Data Sheet for ordering information for Cisco Intercloud Fabric.

Licensing Requirements
Obtain a license to use Cisco Intercloud Fabric as follows:

1 Before you install Cisco Intercloud Fabric, generate the Cisco Intercloud Fabric license key and claim a
certificate (Product Access Key).
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2 Register the Product Access Key (PAK) on the Cisco software license site, as described in Fulfilling the
Product Access Key, on page 15.

3 After you install Intercloud Fabric, update the license in Intercloud Fabric as described in Installing an
Intercloud Fabric License, on page 17.

4 After the license has been validated, you can use Intercloud Fabric.

Fulfilling the Product Access Key

Before You Begin

Obtain the PAK number.

Procedure

Step 1 Navigate to the Cisco Software License website.
Step 2 If you are directed to the Product License Registration page, you can take the training or click Continue to

Product License Registration.
Step 3 On the Product License Registration page, click Get New Licenses from a PAK or Token.
Step 4 In the Enter a Single PAK or TOKEN to Fulfill field, enter the PAK number.
Step 5 Click Fulfill Single PAK/TOKEN.
Step 6 Complete the additional fields in License Information to register your PAK.
Step 7 Click Issue Key.

The features for your license appear, and the Digital License Agreement and a zipped license file are sent to
the email address you provided.

Workflow for VMware Environments
Installing Cisco Intercloud Fabric in VMware environments includes the following steps:

Procedure

Step 1 Install Cisco Intercloud Fabric in VMware environments using OVA.
See Installing Intercloud Fabric in VMware Environments, on page 16.

Step 2 (Optional) Install a Cisco Intercloud Fabric license.
See Installing an Intercloud Fabric License, on page 17.

Step 3 Install Cisco Intercloud Fabric infrastructure components.
See Installing Intercloud Fabric Infrastructure Components, on page 18.

Step 4 Create a Cisco Intercloud Fabric cloud and enable services.
See Creating an Intercloud Fabric Cloud, on page 23.
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Installing Intercloud Fabric in VMware Environments
Use this procedure to install Cisco Intercloud Fabric in VMware environments using an OVA.

Before You Begin

• You need administrator privileges to connect to VMware vSphere or vCenter.

• Confirm that the Cisco Intercloud Fabric OVA image is available from the VMware vSphere Client.

• You have the hostnames and IP addresses for ICF, ICFD, and PNSC.

• Make sure you are connected to vCenter using a VMware vSphere Client; do not deploy the OVA directly
on the ESX host. The following error message is displayed when you attempt to deploy the OVA directly
on the ESX host: This OVF package uses features that are not supported when deploying

directly to an ESX host.

• Make sure that VMware HA is enabled. See VMware vSphere Documentation.

Procedure

Step 1 In the VMware vSphere (or vCenter) Client login dialog box, enter your login credentials.
Step 2 Click Login.
Step 3 In the Navigation pane, choose the Data Center for Intercloud Fabric Director deployment.
Step 4 Choose File > Deploy OVF Template.

The Deploy OVF Template window appears.

Step 5 In the Source pane, browse to the location, choose the file, and click Open to choose your OVF source
location.

Step 6 In the OVF Template Details pane, verify the details and click Next.
Step 7 In the End User License Agreement pane, read the license agreement and click Accept.
Step 8 In the Name and Location pane, do the following:

a) (Optional) In the Name field, edit the VM name.
b) Choose the Location where Intercloud Fabric Director is being deployed and click Next.

Step 9 In the Storage pane, choose the location in which to store virtual machine files.
Step 10 In the Host/Cluster pane, choose the required host, cluster, or resource pool, and click Next.
Step 11 In the Disk Format pane, enter the data store and available space.
Step 12 In the Disk Format pane, click one of the following radio buttons and click Next:

• Thin Provisioned—To allocate storage on demand as data is written to disk.

• Thick Provisioned (Lazy Zeroed)—To allocate storage immediately in thick format. It is recommended
to use the Thick Provisioned (Lazy Zeroed) format.
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• Thick Provisioned (Eager Zeroed)—To allocate storage in thick format. It might take longer to create
disks using this option.

Step 13 In the Network Mapping pane, choose your network and click Next.
Step 14 In the Properties pane, provide the following information and click Next:

• ICF Hostname

• ICFD Hostname

• ICF, ICFD, PNSC admin or root Password

• ICF Host Static IP Address

• ICFD Static IP Address

• PNSC Static IP Address

• ICF, ICFD, PNSC IP Subnet Mask

• ICF, ICFD, PNSC IP Gateway

• ICF, ICFD, PNSC Domain Name

• ICF, ICFD, PNSC DNS Server IP Address

• Syslog Server IP (Optional)

• ICF, ICFD, PNSC NTP Server IP addresses

• Time Zone

The values provided for the NTP server IP and Syslog server IP addresses are used for the default
device profile.

Note

Step 15 In the Ready to Complete pane, verify the options selected and click Finish.
Step 16 Make sure you have sufficient vCPU and memory to power on the VM.
Step 17 Power on the VM.
Step 18 After the appliance has booted up, copy and paste the Intercloud Fabric Director IP address that appears into

a supported web browser to access the Login page.
There might be a delay up to 30 minutes before you can connect to the Intercloud Fabric UI.

Step 19 On the Login page, enter the ICF, ICFD, PNSC admin, root, or shelladmin password you entered in Step 14
to log in.

Installing an Intercloud Fabric License
Cisco Intercloud Fabric has a built-in evaluation license that is valid for 60 days with a 20 Hybrid Cloud Units
(HCU) count. After the evaluation license has expired, you can install the permanent license. To install an
Intercloud Fabric permanent license, you must upload the Intercloud Fabric base license file. The license
count varies based on the cloud provider and is enforced during the provisioning or migrating of a virtual
machine.
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Before You Begin

• If you received a zipped license file by email, extract and save the .lic file to your local machine.

• Register the Product Access Key (PAK) on the Cisco software license site.

Procedure

Step 1 Log in to Cisco Intercloud Fabric.
Step 2 Choose Administration > License.
Step 3 (Optional) To view the details of the Intercloud Fabric evaluation license, click the License Keys tab.

The Intercloud Fabric evaluation license file is displayed.

Step 4 (Optional) Click the Intercloud Fabric evaluation license file to view the details, such as the expiration date
and the number of licenses.

Step 5 To install the Intercloud Fabric permanent license, click Update License.
Step 6 In the Update License dialog box, do one of the following:

• To upload the Intercloud Fabric base license file, clickBrowse. Navigate and select the Intercloud Fabric
base license (CUIC-BASE-XX), then click Upload.

• For a license key, check the Enter License Text check box; then, copy and paste the license key only
into the License Text field. The license key is typically at the top of the file, after Key ->.

You can also copy and paste the full text of a license file into the License Text field.

Step 7 Click Submit.
The license file is processed, and a message appears confirming the successful update.

Step 8 To view the details of the Intercloud Fabric permanent license, click the License Keys tab.
The Intercloud Fabric permanent license file is displayed.

Step 9 Click the Intercloud Fabric permanent license file to view the details, such as the expiration date and the
number of licenses.

Step 10 To view the License Utilization report, click the License Utilization tab.
The report provides details such as license limits, available and used licenses, and license status.

Installing Intercloud Fabric Infrastructure Components
Use the following procedure to install the Intercloud Fabric infrastructure components (such as Intercloud
Fabric VSM) using the Infrastructure Setup wizard.

Before You Begin

• For a security policy for the trunk port group on the VMware virtual switch, set the PromiscuousMode,
MAC Address Changes, and Forged Transmits to Accept in the VMware vSphere GUI. This
requirement applies only if you are using a VMware virtual switch and distributed switch; it does not
apply if you are using a Cisco Nexus 1000V switch.
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• If Intercloud Fabric Extender is hosted on a VMware vSwitch or distributed switch (VDS) and if the
vSwitch or distributed switch is connected to multiple physical NICs, you must enable the setting
Net.ReversePathFwdCheckPromisc=1 in the ESX host where the Intercloud Fabric Extender is hosted.
This setting is found underHost > Configuration > Advanced Settings > Net in the VMware vSphere
GUI. If this setting is not enabled, you might experience traffic loss or duplicate packets between
enterprise and cloud VM traffic or Intercloud Fabric Switch module flap at the Intercloud Fabric VSM.
This requirement applies only if you are using a VMware virtual switch or distributed switch to host the
Intercloud Fabric Extender; it does not apply if you are using a Cisco Nexus 1000V switch.

If the value of the Net.ReversePathFwdCheckPromisc configuration option is changed
while the ESXi host is running, youmust toggle (disable then re-enable) thePromiscuous
Mode check box in the Intercloud Fabric Extender trunk port group security settings
for the change to take effect.

Note

• For VMware virtual switch, you must set the trunk port group to allow All VLAN IDs in the VMware
vSphere GUI.

Procedure

Step 1 Log in to Cisco Intercloud Fabric.
Step 2 Choose Intercloud > Infrastructure.
Step 3 In the Infrastructure tab, click Setup.

The Infrastructure Setup wizard appears.

Step 4 Complete the following fields for Networking and Placement:
DescriptionName

Networking and Placement

Choose an existing VM manager or add a new one.

If you add a new VMmanager, the fieldsVMManager Type through Server
Access URL are displayed.

VMManager

Choose the hypervisor type of the VM manager that you are adding.VMManager Type

The name of the VM manager that you are adding.VMManager Name

The server address of the VM manager that you are adding.Server Address

The server username of the VM manager that you are adding.Server User ID

The server password of the VM manager that you are adding.Server Password

The server access port number of the VM manager that you are adding.

Use the default port 443 for HTTPS. Use port 80 for the VM manager HTTP
port.

Server Access Port
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DescriptionName

The URL of the VM manager for server access.Server Access URL

TheVLAN to be used for the management network for Intercloud Fabric VSM.VLAN

Choose an existing IP pool policy or create a new one.

See Creating a Static IP Pool Policy, on page 53 to create a new IP pool
policy.

IP Pool

By default, the Intercloud Fabric VSM is configured with domain ID 501.
Check this check box to configure the domain ID to the default value. Uncheck
this check box to configure the domain ID from 1 to 1023.

To configure this property, you must check the Advanced check box.

Auto Assign Domain ID

Enter the domain ID for the Intercloud Fabric VSM. The domain ID must be
from 1 to 1023 and must be unique in the network.

To configure this property, you must check the Advanced check box.

IcfVSM Domain ID

ICF VSM Placement Details

Choose the data center for the virtual machine.

Check theHigh Availability check box to deploy the Intercloud Fabric VSM
in an HA pair.

To configure this property, you must check the Advanced check box.

Data-center

Choose the management network for the virtual machine.

The VLAN should be identical to the VLAN you entered in the VLAN field
above.

Management Network

Choose the host for the virtual machine. The primary host will host the PNSC
and Intercloud Fabric VSM.

If you checked the High Availability check box, choose the host for the
primary and secondary Intercloud Fabric VSM.

Host

Choose the data store for the VM. The available data stores are sorted by name.

The storage can be local or shared remote, such as NFS or SAN.

If you checked theHigh Availability check box, choose the data store for the
primary and secondary Intercloud Fabric VSM.

Datastore

Step 5 Click Next.
The Summary window lists the summary of the installed virtual machine.

Step 6 Click Submit.
Step 7 To view the task status:

a) In the Infrastructure tab, locate the service request number of the task.
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b) Choose Organizations > Service Requests.
c) Click the Service Request tab.
d) Locate the service request number or enter the service request number in the search field.
e) Click View Details to view detailed information such as workflow status, logs, and input information for

the service request.

Reserving System Resources
For optimal performance, we recommend reserving extra system resources for Intercloud Fabric beyond the
minimum system requirements listed in System Requirements, on page 10.

For more information about reserving system resources, see the VMware documentation.Note

Procedure

Step 1 Log in to VMware vCenter.
Step 2 Choose the VM for Intercloud Fabric.
Step 3 Shut down the VM.
Step 4 In VMware vCenter, click the Resource Allocation tab to view the current resource allocations, and click

Edit.
Step 5 In the Virtual Machine Properties pane, edit resource allocations by choosing a resource and entering the

following values:

• CPU: 8 vCPUs, 8000 MHz

• Memory: 20 GB RAM

• Disk Space: 350 GB HDD

Step 6 Verify that the new resource allocations have been made.

Cisco Intercloud Fabric Getting Started Guide, Release 2.3.1    
21

Installing Cisco Intercloud Fabric
Reserving System Resources



   Cisco Intercloud Fabric Getting Started Guide, Release 2.3.1
22

Installing Cisco Intercloud Fabric
Reserving System Resources



C H A P T E R  3
Creating an Intercloud Fabric Cloud

This chapter contains the following sections:

• Information About Intercloud Fabric Cloud, page 23

• Guidelines and Limitations, page 23

• Prerequisites, page 24

• Creating an Intercloud Fabric Cloud Workflow, page 25

• Creating Intercloud Fabric Infrastructure Policies and Pools, page 25

• Configuring Port Profiles and Port Groups, page 31

• Adding a Network Element, page 33

• Accessing Security Credentials for Intercloud Fabric in Microsoft Azure, page 34

• Creating an Intercloud Fabric Cloud, page 34

• Managing Services, page 40

• Cloning an Intercloud Fabric Cloud, page 41

Information About Intercloud Fabric Cloud
An Intercloud Fabric cloud is a secure connection between a private cloud and a provider cloud. An Intercloud
Fabric cloud includes two virtual gateways: one on the private cloud and one on the provider cloud. The
gateway on the private cloud is referred to as the Intercloud Fabric Extender, and the gateway on the provider
cloud is referred to as the Intercloud Fabric Switch. A secure Layer 4 tunnel connects the gateways, thereby
extending the Layer 2 private cloud network into the provider cloud.

Guidelines and Limitations
• For the cloud provider Microsoft Azure:

◦You must register the certificate with the Microsoft Azure portal.
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◦Intercloud Fabric will create a storage account with a name starting with pnsc and a container
below that storage account with the name pnsc-sc in the region where the Intercloud Fabric cloud
is created. This storage account will be created during the first upload call and will be used for all
further uploads to the Microsoft Azure cloud.

• All port profiles required for deploying a virtual machine must be created using Intercloud Fabric.

• All port profiles required for creating an Intercloud Fabric cloud must be created using Intercloud Fabric.

• All port profiles required for creating Intercloud network policies must be created using Intercloud
Fabric.

• All port profiles required for the Intercloud Fabric Firewall data interface and management interface
must be created using Intercloud Fabric.

• All port profiles required for virtual machines that need firewall protection in the Intercloud Fabric must
be updated using PNSC to add the vPath configuration.

•While cloning an Intercloud Fabric cloud, you must not migrate the source virtual machine or the
destination virtual machine. Doing so will impact the cloning operation and any operations carried out
on the destination virtual machine after migration.

Prerequisites
• You have created an account in the provider cloud.

• You have the credentials for the cloud provider, such as an access key and access ID for Amazon AWS,
and a username, password, and URI for other supported providers.

◦In the Amazon Web Services GUI, you can access the security credentials for Intercloud Fabric
by navigating to Sign In > Security Credentials > Access Keys (Access Key ID and Secret
Access Key). Click the Access Keys (Access Key ID and Secret Access Key) (+) icon to obtain
the AWS access key ID. To create a new access key, click Create New Access Key. Download
the key file to get the access key ID and secret access key. Optionally, click the Show Access Key
link to see the access key ID and the secret access key.

◦ForMicrosoft Azure, see Accessing Security Credentials for Intercloud Fabric inMicrosoft Azure,
on page 34.

◦For Cisco ICFPP-based providers, you will receive a welcome email from Cisco with information
about the security credentials.

• You have installed the Intercloud Fabric infrastructure components.
See Installing Intercloud Fabric Infrastructure Components, on page 18.

• If you are using Cisco Nexus 1000V in the private cloud, you have added the Cisco Nexus 1000V switch
to Intercloud Fabric.

See Adding a Network Element, on page 33.

• For Cisco ICFPP-based providers, you have configured the cloud instance and tenant in Cisco ICFPP
for use with Intercloud Fabric. See the Cisco Intercloud Fabric Provider Platform Installation Guide.

• To integrate VCD with Cisco ICFPP, see the Configuring VMware vCloud Director for Cisco ICFPP
chapter in the Cisco Intercloud Fabric Provider Platform Installation Guide.
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Creating an Intercloud Fabric Cloud Workflow
Installing the Intercloud Fabric cloud includes the following steps:

Procedure

Step 1 Create Intercloud Fabric infrastructure policies, profiles, and pools. Pools can include a management IP address
pool for the Intercloud Fabric Extender, a tunnel IP address pool for the Intercloud Fabric Extender, a
management IP pool for the Intercloud Fabric Switch, an interface IP address pool for services, and an IP
address pool for VMs in the cloud.
See Creating Intercloud Fabric Infrastructure Policies.

You can also create the Intercloud Fabric infrastructure policies when you create the Intercloud Fabric
cloud using the wizard.

Note

Step 2 Create port profiles for the Distributed Virtual Switch (DVS) in the private cloud.
See Configuring Port Profiles and Port Groups, on page 31.

Step 3 Create management and data port profiles for the Intercloud Fabric Virtual Security Gateway.
See Creating Port Profiles for the Intercloud Fabric Firewall.

Step 4 Create an Intercloud Fabric cloud using the wizard.
See Creating an Intercloud Fabric Cloud, on page 34.

Creating Intercloud Fabric Infrastructure Policies and Pools
Successful implementation of an Intercloud Fabric cloud depends on the correct configuration of the following
items:

Procedure

Step 1 Configure MAC address pools.
See Adding a MAC Address Pool, on page 26.

Step 2 Add private subnets.
See Adding a Private Subnet, on page 26.

Step 3 Create an IP group.
See Adding an IP Group, on page 27.

Step 4 Configure tunnel profiles.
See Configuring a Tunnel Profile, on page 28.

Step 5 Create port profiles.
See Creating Port Profiles, on page 30.
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Adding a MAC Address Pool
Add a MAC address pool to allocate a group of MAC addresses to a virtual private cloud.

Ensure that there is no overlapping MAC address pool for multiple Intercloud Fabric setups.Note

Procedure

Step 1 Log in to Intercloud Fabric.
Step 2 Choose Policies > Intercloud Fabric Infrastructure Policies.
Step 3 In the Intercloud Fabric Infrastructure Policies window, click theMAC Pool tab.
Step 4 Click Add to create a MAC pool.

The Add MAC Pool window appears.

Step 5 Complete the following details:
DescriptionName

The name of the MAC pool.MAC Pool Name

The starting MAC address for the pool in 12-digit hexadecimal format.Start MAC Address

The number of addresses in the pool. The range is from 1000 to 10,000 MAC
addresses.

Count

Step 6 Click Submit to create a MAC address pool.

Adding a Private Subnet
Define a private subnet for a virtual machine in the cloud. A private subnet is used to define the private IP
space in the provider environment.

Private subnets apply only to Microsoft Azure.Note
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Procedure

Step 1 Log in to Intercloud Fabric.
Step 2 Choose Policies > Intercloud Fabric Infrastructure Policies.
Step 3 In the Intercloud Fabric Infrastructure Policies window, click the Private Subnet tab.
Step 4 Click Add.

The Add Subnet window appears.

Step 5 Complete the following details:
DescriptionName

The name of the private subnet.Subnet Name

The IP address of the subnet.Subnet Address

Step 6 Click Submit to create a private subnet.

Adding an IP Group
An IP group protects cloud resources by ensuring that only the ports required for Intercloud Fabric are open
to the public interface of the cloud VMs in an Intercloud Fabric cloud. The allowed IP addresses are typically
the enterprise public IP space.

The following ports are required for Intercloud Fabric:

• SSH port: TCP 22

• HTTPS port: TCP 443

• RDP port: TCP 3389

• Intercloud Fabric tunnel ports: TCP 6644 and 6646

• Intercloud Fabric tunnel ports: UDP 6644 and 6646

• Intercloud Fabric Router (CSR) VPN tunnel ports: UDP and TCP 500, 4500

Failure to configure an IP group could permit unauthorized access to your cloud VMs, Intercloud Fabric
Switch, and enterprise data center.

Note
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Procedure

Step 1 Log in to Intercloud Fabric.
Step 2 Choose Policies > Intercloud Fabric Infrastructure Policies.
Step 3 In the Intercloud Fabric Infrastructure Policies window, click the IP Group tab.
Step 4 Click Add.

The Add IP Group window appears.

Step 5 Complete the following details:
DescriptionName

The name of the IP group.IP Group Name

The IP address and prefix for the range of IP addresses to add to the IP group.IPv4 Range

Step 6 Click Submit to create the IP group.

Configuring a Tunnel Profile
A tunnel profile pairs a connection parameter policy with a key policy to ensure secure communication for
specific tunnel ports. After you configure tunnel profiles, you can apply them to tunnels between the following
elements:

• Intercloud Fabric Extender and Intercloud Fabric Switch

• Intercloud Fabric Switch and a cloud VM

A site-to-site tunnel profile is used for tunnels between Intercloud Fabric Extender and Intercloud Fabric
Switch. An access tunnel profile is used for tunnels between an Intercloud Fabric Switch and cloud VMs.

Procedure

Step 1 Log in to Intercloud Fabric.
Step 2 Choose Policies > Intercloud Fabric Infrastructure Policies.
Step 3 In the Intercloud Fabric Infrastructure Policies window, click the Tunnel Profile tab.
Step 4 Click Add.

The Add Tunnel Profile window appears.

Step 5 Complete the following details:
DescriptionName

The name of the tunnel profile.Tunnel Profile Name

Complete the following details to create a site-to-site tunnel profile.Site to Site Tunnel Profile
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DescriptionName

Choose the protocol to use for the trunk port profile: TCP or UDP. The default
protocol is UDP.

Protocol

Check this check box to allow the TCP tunnel to use port 443.

This option is only available if you choose TCP from theProtocol drop-down
list.

In this mode, the encryption algorithm AES-256-GCM is used and the hash
algorithm SHA-384 is used.

Use HTTPS

The trunk port profile's rekey period, which is the length of time (in days,
hours, minutes, and seconds) that can elapse before a new key must be
generated. The minimum value is five minutes. The default value of
00:00:00:00 indicates that rekeying does not occur.

This option is not available if you choose TCP from the Protocol drop-down
list and check the Use HTTPS check box.

Rekey Period

Choose the encryption method for the trunk port profile:

• AES-128-CBC (default)

• AES-128-GCM (not available if TCP is used)

• AES-256-CBC

• AES-256-GCM (not available if TCP is used)

• None (not available if TCP is used)

This option is not available if you choose TCP from the Protocol drop-down
list and check the Use HTTPS check box.

Encryption Algorithm

Choose the hash algorithm for the trunk port profile:

• SHA-1 (default)

• SHA-256

• SHA-384

This option is available if you choose AES-128-CBC, AES-256-CBC, or
None in the Encrypt Algorithm field.

This option is not available if you choose TCP from the Protocol drop-down
list and check the Use HTTPS check box.

Hash Algorithm

Complete the following details to create an access tunnel profile.Access Tunnel Profile

Check this check box to use the same configuration as the site-to-site tunnel
profile.

Use Same as the Site to Site
Tunnel Profile
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DescriptionName

Choose the protocol to use for the access trunk port profile: TCP or UDP.
The default protocol is UDP.

Protocol

The access trunk port profile's rekey period, which is the length of time (in
days, hours, minutes, and seconds) that can elapse before a new key must be
generated. The minimum value is five minutes. The default value of
00:00:00:00 indicates that rekeying does not occur.

Rekey Period

Choose the encryption method for the access trunk port profile:

• AES-128-CBC (default)

• AES-128-GCM

• AES-256-CBC

• AES-256-GCM

• None

Encryption Algorithm

Choose the hash algorithm for the access trunk port profile:

• SHA-1 (default)

• SHA-256

• SHA-384

This option is available if you choose AES-128-CBC, AES-256-CBC, or
None in the Encrypt Algorithm field.

Hash Algorithm

The length of time, in minutes and seconds, that a connection can exist with
no activity before a keep alive message is sent. The default value is one second.

Keep Alive Duration

The length of time, in minutes and seconds, that a connection can remain idle
before it closes. The default value is five minutes.

Timeout

Step 6 Click Submit to create a tunnel profile.

Creating Port Profiles
Use this procedure to create port profiles in Intercloud Fabric.
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Procedure

Step 1 Log in to Intercloud Fabric.
Step 2 Choose Intercloud > Network.
Step 3 Select the cloud from the All Clouds drop-down list.
Step 4 In the IcfVSM tab, select the VSM.
Step 5 Click the Add Port Profile button.

The Add Port Profile appears.

Step 6 Complete the following fields for the port profile:
DescriptionName

The name of the port profile.Port Profile Name

The VLAN ID of the port profile.VLAN ID

Enables the port profile for services.

Do not select this option if you are creating a management or data port
profile. This option applies only when enabling firewall services on a cloud
VM.

Note

Enable for Services

Choose an existing org or create a new one. An org is a structure used to store IP
binding information. You can enable IP binding learning on the Intercloud Fabric
Switch (VEM) by using the org org_name command. When IP bindings are learned
on a VEM, the information is synchronized with PNSC and the Intercloud Fabric
Firewall.

This field displays only if you check the Enable for Services check box.

(Optional) Org

The name of the org.

This field displays only if you check the Enable for Services check box.

(Optional) New Org
Name

Step 7 Click Next.
Step 8 View the port profiles in the Port Profile tab.

Configuring Port Profiles and Port Groups
This section contains information about the port profiles and port groups that must be associated with the
vNICs of Intercloud Fabric and Intercloud Fabric Extender.

If you are using Cisco Nexus 1000V to deploy the virtual machines, you must create the port profiles in the
Cisco Nexus 1000V VSM. If you are using VMware vSwitch or VDS, you must create the port groups in the
vCenter. See the Cisco Nexus 1000V Port Profile Configuration Guide for information about creating port
profiles. See the VMware vSphere documentation for information about creating port groups.
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Intercloud Fabric Extender has the following three vNICs:

• Tunnel vNIC: The tunnel vNIC is used to provide a secure tunnel between Intercloud Fabric Extender
and Intercloud Fabric Switch. The use of this vNIC is optional. If used, it must be associated with the
access port profile or port group that provides internet access to the service provider. You can also use
a management vNIC to provide a secure tunnel between Intercloud Fabric Extender and Intercloud
Fabric Switch. By default, the management vNIC is used to provide a secure tunnel connection to the
Intercloud Fabric Switch. While creating an Intercloud Fabric cloud, you can use the tunnel vNIC for
creating a secure tunnel by checking the Advanced check box in the Intercloud Fabric cloud set up
wizard.

•Management vNIC: The management vNIC is used to provide management access to the Intercloud
Fabric Extender and connectivity to PNSC, Intercloud Fabric VSM, and enterprise servers such as DNS
and NTP. It must be associated with the access port profile or port group that provides management
access to the Intercloud Fabric Extender and connectivity to PNSC, the Intercloud Fabric VSM, and the
enterprise servers. It can also be used to establish a secure tunnel connection to an Intercloud Fabric
Switch in the service provider network. If you use the management vNIC to provide a secure tunnel for
the Intercloud Fabric Switch, you must associate it with a port profile or port group that also provides
internet access to the service provider and management access.

• Enterprise Data Trunk vNIC: The enterprise data trunk vNIC is used as an uplink to send or receive
traffic over the secure tunnel. It must be associated with the trunk port profile or port group. The trunk
port profile must contain all VLANs that will be extended to the provider cloud. If you use a VMware
vSwitch or VDS in the private cloud, you must enable promiscuous mode for the port group associated
with the data trunk vNIC.

You can create a common access port profile or port group for the Intercloud Fabric and Intercloud Fabric
Extender management vNIC. If you use the tunnel vNIC instead of the management vNIC to provide a secure
tunnel connection to the Intercloud Fabric Switch, you should create a separate access port profile or port
group.

The VLANs specified in the trunk port profile for internal tunnel trunk interfaces for the Intercloud Fabric
Extender and Intercloud Fabric Switch should exist in the trunk port profile for the Intercloud Fabric
Extender trunk interface.

Note

If you use a VMware vSwitch, you must configure a port group for the Intercloud Fabric Extender tunnel
interface. This port group should allow all VLANs in trunk mode.

Procedure

Step 1 If the Cisco Nexus 1000V is used in the private cloud and you want to create a management port profile, use
this configuration example:
port-profile type vethernet VLAN-36
vmware port-group
switchport mode access
switchport access vlan 36
no shutdown
state enabled
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Step 2 If the Cisco Nexus 1000V is used in the private cloud and you want to create a tunnel port profile, use this
configuration example:
port-profile type vethernet VLAN-37
vmware port-group
switchport mode access
switchport access vlan 37
no shutdown
state enabled

Step 3 If the Cisco Nexus 1000V is used in the private cloud and you want to create a trunk port profile, use this
configuration example:
port-profile type vethernet Trunk
vmware port-group
switchport mode trunk
switchport trunk allowed vlan 36-37,208,1300-1315
no shutdown
state enabled

Adding a Network Element
If you use a Cisco Nexus 1000V switch, you must add the Cisco Nexus 1000V switch to Intercloud Fabric
before creating an Intercloud Fabric cloud. After the Cisco Nexus 1000V switch is added as a network element
in Intercloud Fabric, it appears under theManaged Network Element tab.

Procedure

Step 1 Log in to Intercloud Fabric.
Step 2 Choose Administration >Managed elements.
Step 3 In theManaged Network Elements tab, click Add Network Element.
Step 4 In the Add Network Element dialog box, complete the following fields:

DescriptionName

Choose the pod to which the network element belongs.Pod

Choose Cisco Nexus 1000V as the device category.Device Category

The IP address for the Cisco Nexus 1000V switch.Device IP

Choose the protocol to be used. The list may include the following:

• telnet

• ssh

• http

• https

Protocol

Cisco Intercloud Fabric Getting Started Guide, Release 2.3.1    
33

Creating an Intercloud Fabric Cloud
Adding a Network Element



DescriptionName

The port to use.Port

The login name.Login

The password associated with the login name.Password

Step 5 Click Submit.

Accessing Security Credentials for Intercloud Fabric in
Microsoft Azure

Use this procedure to access the security credentials for Intercloud Fabric in Microsoft Azure.

Before You Begin

You have installed the infrastructure components.

Procedure

Step 1 Log in to Intercloud Fabric.
Step 2 Choose Intercloud > Infrastructure.
Step 3 In the Infrastructure tab, click Export Azure Certificate.
Step 4 Log in to the Microsoft Azure management portal.
Step 5 Choose Settings >Management Certificate.
Step 6 Click Upload to upload the certificate.
Step 7 In the Items page, select the subscription ID from the Subscription drop-down list located at the top.

What to Do Next

Use this subscription ID to create the Intercloud Fabric cloud in Intercloud Fabric.

Creating an Intercloud Fabric Cloud
Use this procedure to create an Intercloud Fabric cloud.

Before You Begin

• You have created a provider account.

• You know the credentials for the cloud provider.
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• You have created a tunnel network with the name icfTunnelNet. This applies only to Intercloud Fabric
in OpenStack environments.

• You have installed the infrastructure components.

• You have configured the port profiles for a distributed virtual switch (such as Cisco Nexus 1000V,
VMware vSwitch, VMware VDS, or Microsoft Hyper-V switch) in the private cloud.

• You have created Intercloud Fabric infrastructure policies, such as aMAC pool, tunnel profile, and static
IP pool.

• Optionally, you have configured a native VLAN to use for your VMnetwork in vCenter. A native VLAN
is useful in flat network environments when only one VLAN is present.

• If you are using a Cisco Nexus 1000V switch in the private cloud, you have added the switch to Intercloud
Fabric. See Adding a Network Element, on page 33.

• You have configured the Intercloud Fabric Extender trunk port profile for the VLANs that will be
extended into the cloud.

• You have uploaded the services bundle to manage services. Choose Intercloud > Infrastructure >
Upload Services Bundle to upload the services bundle.

You do not need to upload the services bundle to manage the Intercloud Fabric Router
(Integrated).

Note

• You have the required configurations and hardware to enable a dedicated network connection between
the public cloud and AWS VPC using AWS Direct Connect.

Direct Connect can only be enabled for AWS VPC.Note

When Direct Connect is enabled, the provider's private IP address that is assigned to
the Intercloud Fabric Switch will be used by PNSC and the Intercloud Fabric Extender
to establish a tunnel.

Note

Procedure

Step 1 Log in to Intercloud Fabric.
Step 2 Choose Intercloud > IcfCloud.
Step 3 Click the IcfCloud tab and then click Setup.

The Cloud Setup wizard appears.

Step 4 Complete the following fields for Account Credentials:
Many of the fields in the following table are displayed only if you create a new provider account. In
addition, the fields that are displayed are specific to the provider.

Note
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DescriptionName

The name of the virtual account that you are creating in Intercloud Fabric
Director. This name can contain from 1 to 16 alphanumeric characters,
including hyphens, underscores, periods, and colons. You cannot change
this name after the object has been saved.

Cloud Name

Choose the provider cloud type.Cloud Type

Choose the sub type (Classic or VPC) for Amazon Web Services.Sub Type

Choose an existing provider or create a new provider account.

Based on the selected provider account, the appropriate fields are displayed.

Provider Account

The name of the provider account.Provider Account Name

The alphanumeric text string that identifies the account owner.Access ID

The unique key for the account.Access Key

The unique resource identifier for the account.URI

The username for the provider cloud in the format username@tenant-name.Username

The password.Password

Click to validate credentials. You must validate the credentials to populate
the remaining fields.

Validate Credentials

Check theEnable Direct Connect check box to enable the Intercloud Fabric
administrator to create an Intercloud Fabric cloud by establishing a dedicated
network connection between public clouds and a configured Amazon Web
Services VPC.

Enable Direct Connect

Choose the location of the provider cloud.Location

Choose the VPC for the provider cloud.Provider VPC

Enter the private subnet for the provider cloud.Provider Private Subnet

Step 5 Click Next.
Step 6 Complete the following fields for Configuration Details:

DescriptionName

Check the Advanced check box to create new polices or click Next to
proceed with the default values.

Network Configuration
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DescriptionName

Choose a default or existing MAC pool, or create a new MAC pool.

See Adding a MAC Address Pool, on page 26 to create a new MAC pool.

MAC Pool

Choose a default or existing tunnel profile, or create a new tunnel profile.

See Configuring a Tunnel Profile, on page 28 to create a new tunnel profile.

Tunnel Profile

Choose a default or existing IP group, or create a new IP group.

See Adding an IP Group, on page 27 to create a new IP group.

IP Group

Choose a default or existing private subnet, or create a new private subnet.

See Adding a Private Subnet, on page 26 to create a new private subnet.

Private Subnet

Services

Check the ICF Firewall check box to create an Intercloud Fabric Firewall
(VSG) template.

Selecting this option results in a service template being made available for
this cloud. To configure the service, use PNSC.

See Installing Intercloud Fabric Firewall, on page 81.

ICF Firewall (VSG)

Supported on Azure clouds only.

Check the ICF Router (Integrated) check box to create an ICF Router
(Integrated) instance on the associated Intercloud Fabric cloud instance.

After the ICF Router (Integrated) is instantiated, you can configure it in
PNSC as described in Installing and Configuring Intercloud Fabric Router
(Integrated) Workflow, on page 135.

ICF Router (Integrated)

Check the ICF Router (CSR) check box to create an Intercloud Fabric
Router (CSR) template.

Selecting this option results in a service template being made available for
this cloud. To configure the service, use PNSC.

See Installing and Configuring Intercloud Fabric Router (CSR), on page
97.

ICF Router (CSR)

Enter the management VLAN ID for the Intercloud Fabric Router (CSR).

This VLAN is used to manage the Intercloud Fabric Router (CSR).
To access this property, you must check the ICF Router (CSR) check box.

Cloud Services Router
(CSR) Management VLAN

Step 7 Click Next.
Step 8 Complete the following fields for Secure Cloud Extension:

Not all fields apply when you create Intercloud Fabric clouds inMicrosoft environments.Note
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DescriptionName

Complete the following fields for the Intercloud Fabric Extender.Intercloud Extender
Network

Choose a VM manager for the Intercloud Fabric Extender.VMManager

Choose a data center in which to deploy the Intercloud Fabric Extender.Datacenter

Choose the trunk interface on the Intercloud Fabric Extender for data traffic.Data Trunk Network

Choose the management interface on the Intercloud Fabric Extender for data
traffic.

Management Interface
Network

Choose the VLAN for the management interface. This VLAN must match
the VLAN specified in the management IP pool policy.

Management VLAN

Choose the IP pool policy for the management interface or create a new IP
pool policy.

See Creating a Static IP Pool Policy, on page 53 to create a new IP pool
policy.

Management IP Pool Policy

Check this check box to use different VLANs for the management interface
and tunnel interface. If this check box is not checked, the same VLAN is
used for the tunnel interface and the management interface by default.

To access this property, you must check the Advanced check box.

SeparateMgmt and Tunnel
Interface

Choose the tunnel interface on the Intercloud Fabric Extender for data traffic.

This drop-down list displays only if you check the Separate Mgmt and
Tunnel Interface check box.

Tunnel Interface Network

Choose the VLAN for the tunnel interface.

This field displays only if you check the Separate Mgmt and Tunnel
Interface check box.

Tunnel VLAN

Choose the IP pool policy for the tunnel interface or create a new IP pool
policy.

See Creating a Static IP Pool Policy, on page 53 to create a new IP pool
policy.

This drop-down list displays only if you check the Separate Mgmt and
Tunnel Interface check box.

Tunnel IP Pool Policy

Intercloud Extender Placement/Association
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DescriptionName

(Microsoft environments only) Select the host for the Intercloud Fabric
Extender.

To specify a data store for a Primary Intercloud Extender and Secondary
Intercloud Extender, check the Advanced check box and then check the
High Availability check box.

ICX

Select the host for the Intercloud Fabric Extender.

For high availability, check the Advanced check box and then check the
High-Availability check box to specify the host for the Primary Intercloud
Extender and Secondary Intercloud Extender.

Host

Select the data store for the Intercloud Fabric Extender.

For high availability, check the Advanced check box and then check the
High-Availability check box to specify the data store for the Primary
Intercloud Extender and Secondary Intercloud Extender.

To access this property, you must check the Advanced check box.

Datastore

Complete the following fields for the Intercloud Fabric Switch in the cloud.

To access this property, you must check the Advanced check box.

Intercloud Switch Network

Choose the VLAN for the management interface.Management VLAN

Choose the IP policy for the management interface or create a new IP pool
policy.

See Creating a Static IP Pool Policy, on page 53 to create a new IP pool
policy.

Management IP Pool Policy

(Optional) Specify a native VLAN to use for your VM network in vCenter.
A native VLAN is useful in flat network environments when only one VLAN
is present.

Native VLAN

To access this property, you must check the ICF Firewall (VSG) check box.

This service interface is created on the Intercloud Fabric Switch and is used
to communicate with the Intercloud Fabric Firewall data interface.

VSG Service Interface

Choose the VLAN for the service interface. The VLAN is used to
communicate between the Intercloud Fabric Switch and the Intercloud Fabric
Firewall and can be a private VLAN, completely isolated from other VLANs.

VLAN

Choose the IP pool policy for the service interface or create a new IP pool
policy.

IP Pool Policy

To access this property, you must check the ICF Firewall (VSG) check box.VSG Management
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DescriptionName

Choose the VLAN for the management interface. This VLAN is used to
manage the Intercloud Fabric Firewall.

VSG Management VLAN

Step 9 Click Next.
The Summary window provides a summary of the Intercloud Fabric cloud.

Step 10 Click Submit.
Step 11 To view the task status:

a) In the IcfCloud tab, locate the service request number of the task.
b) Choose Organizations > Service Requests.
c) Click the Service Request tab.
d) Locate the service request number or enter the service request number in the search field.
e) Click View Details to view detailed information, such as workflow status, logs, and input information for

the service request.

Managing Services
Use this procedure to manage services after creating an Intercloud Fabric cloud.

Before You Begin

• You have created an Intercloud Fabric cloud.

• You have uploaded the services bundle to manage services. Choose Intercloud > Infrastructure >
Upload Services Bundle to upload the services bundle.

You do not need to upload the services bundle to manage Intercloud Fabric Router
(Integrated).

Note

Procedure

Step 1 Log in to Intercloud Fabric.
Step 2 Choose Intercloud > IcfCloud.
Step 3 Select the Intercloud Fabric cloud and clickManage Services.

TheManage Services window appears.

Step 4 Complete the following fields forManage Services:
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DescriptionName

Check the ICF Firewall check box to create an Intercloud Fabric Firewall
(VSG) template.

ICF Firewall

Enter the VLAN for the service interface. The VLAN is used to communicate
between the Intercloud Fabric Switch and the Intercloud Fabric Firewall and
can be a private VLAN, completely isolated from other VLANs.

This service interface is created on the Intercloud Fabric Switch and is used
to communicate with the Intercloud Fabric Firewall data interface.

This field displays only if you check the ICF Firewall check box.

Service Interface VLAN

Choose the IP pool policy for the service interface or create a new IP pool
policy.

See Creating a Static IP Pool Policy, on page 53 to create a new IP pool
policy.

This field displays only if you check the ICF Firewall check box.

Service Interface IP Pool
Policy

Enter the VLAN for the management interface. This VLAN is used to manage
the Intercloud Fabric Firewall.

This field displays only if you check the ICF Firewall check box.

The firewall management port profile is automatically created when
you select the Intercloud Fabric Firewall service while creating an
Intercloud Fabric cloud. The Intercloud Fabric cloud name is added
as a prefix to the name of the port profile and the VLAN ID is added
as a suffix to the name of the port profile; for example,
icf-amz1_VSG_Management_72.

Note

VSG Management VLAN

Check the ICFRouter (CSR) check box to create an Intercloud Fabric Router
(CSR) template.

ICF Router (CSR)

Enter the management VLAN ID for the Intercloud Fabric Router (CSR).

This field displays only if you check the ICF Router (CSR) check box.

CSR Management VLAN

Check the ICF Router (Integrated) check box to create an ICF Router
(Integrated).

ICF Router (Integrated)

Step 5 Click Submit.

Cloning an Intercloud Fabric Cloud
Use this procedure to clone an Intercloud Fabric cloud. When you clone an Intercloud Fabric cloud, you can
modify all the fields except the provider account information.
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Click 1-click Clone to create an Intercloud Fabric cloud clone with the same settings as the original Intercloud
Fabric cloud.

1-click Clone is not supported for creating Intercloud Fabric clouds in Microsoft environments.Note

Procedure

Step 1 Log in to Intercloud Fabric.
Step 2 Choose Intercloud > IcfCloud.
Step 3 In the IcfCloud window, click the IcfCloud tab.
Step 4 In the IcfCloud tab, select the Intercloud Fabric cloud and click Clone.

The Cloud Setup wizard appears.

Step 5 Complete the following fields for Account Credentials:
DescriptionName

The name of the virtual account that you are creating in Intercloud Fabric
Director. This name can contain from 1 to 16 alphanumeric characters,
including hyphens, underscores, periods, and colons. You cannot change
this name after the object has been saved.

Cloud Name

Choose the provider cloud type.Cloud Type

Choose the sub type (Classic or VPC) for Amazon Web Services.Sub Type

Choose an existing provider or create a new provider account.

Based on the selected provider account, the appropriate fields are displayed.

Provider Account

The name of the provider account.Provider Account Name

The alphanumeric text string that identifies the account owner.Access ID

The unique key for the account.Access Key

The unique resource identifier for the account.URI

The username for the provider cloud, in the format username@tenant name.Username

The password.Password

Click to validate credentials. You must validate the credentials to populate
the remaining fields.

Validate Credentials

Check theEnable Direct Connect check box to enable the ICF administrator
to create an Intercloud Fabric cloud by establishing a dedicated network
connection between public clouds and the configured AmazonWeb Services
VPC.

Enable Direct Connect
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DescriptionName

Choose the location of the provider cloud.Location

Choose the provider VPC for the provider cloud.Provider VPC

Enter the private subnet for the provider cloud.Provider Private Subnet

Step 6 Click Next.
Step 7 Complete the following fields for Configuration Details:

DescriptionName

Check the Advanced check box to create new polices or click Next to
proceed with the default values.

Network Configuration

Choose a default or existing MAC pool, or create a new MAC pool.

See Adding a MAC Address Pool, on page 26 to create a new MAC pool.

MAC Pool

Choose a default or existing tunnel profile, or create a new tunnel profile.

See Configuring a Tunnel Profile, on page 28 to create a new tunnel profile.

Tunnel Profile

Choose a default or existing IP group, or create a new IP group.

See Adding an IP Group, on page 27 to create a new IP group.

IP Group

Choose a default or existing private subnet, or create a private subnet.

See Adding a Private Subnet, on page 26 to create a new private subnet.

Private Subnet

Services

Check the ICF Firewall check box to create an Intercloud Fabric Firewall
(VSG) template.

Selecting this option results in the service template being made available
for this cloud. To configure the service, use PNSC.

See Installing Intercloud Fabric Firewall, on page 81.

ICF Firewall (VSG)

Check the ICF Router (Integrated) check box to create an ICF Router
(Integrated) template.

ICF Router (Integrated)

Check the ICF Router (CSR) check box to create an Intercloud Fabric
Router (CSR) template.

Selecting this option results in the service template being made available
for this cloud. To configure the service, use PNSC.

See Installing and Configuring Intercloud Fabric Router (CSR), on page
97.

ICF Router (CSR)
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DescriptionName

Enter the management VLAN ID for the Intercloud Fabric Router (CSR).

This VLAN is used to manage Intercloud Fabric Router (CSR).

Cloud Services Router (CSR)
Management VLAN

Step 8 Click Next.
Step 9 Complete the following fields for Secure Cloud Extension:

Not all fields apply when you create Intercloud Fabric clouds inMicrosoft environments.Note

DescriptionName

Complete the following fields for the Intercloud Fabric Extender.IntercloudExtenderNetwork

Choose a VM manager for the Intercloud Fabric Extender.VMManager

Choose a data center to deploy the Intercloud Fabric Extender.Datacenter

Choose the trunk interface on the Intercloud Fabric Extender for data traffic.Data Trunk Network

Choose the management interface on the Intercloud Fabric Extender for
data traffic.

Management Interface
Network

Choose the VLAN for the management interface. This VLAN must match
the VLAN specified in the management IP pool policy.

Management VLAN

Choose the IP pool policy for the management interface or create a new IP
pool policy.

See Creating a Static IP Pool Policy, on page 53 to create a new IP pool
policy.

Management IP Pool Policy

Check this check box to use different VLANs for the management interface
and tunnel interface. If this check box is not checked, the same VLAN is
used for the tunnel interface and the management interface by default.

To choose this option, you must check the Advanced check box.

Separate Mgmt and Tunnel
Interface

Choose the tunnel interface on the Intercloud Fabric Extender for data traffic.

This drop-down list displays only if you check the Separate Mgmt and
Tunnel Interface check box.

Tunnel Interface Network

Choose the VLAN for the tunnel interface.

This field displays only if you check the Separate Mgmt and Tunnel
Interface check box.

Tunnel VLAN
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DescriptionName

Choose the IP pool policy for the tunnel interface or create a new IP pool
policy.

See Creating a Static IP Pool Policy, on page 53 to create a new IP pool
policy.

This drop-down list displays only if you check the Separate Mgmt and
Tunnel Interface check box.

Tunnel IP Pool Policy

Intercloud Extender Placement / Association

(Microsoft environments only) Select the host for the Intercloud Fabric
Extender.

To specify the data store for a Primary Intercloud Extender and
Secondary Intercloud Extender, check theAdvanced check box and then
check the High Availability check box.

ICX

Select the host for the Intercloud Fabric Extender.

For high availability, check the Advanced check box and then check the
High-Availability check box to specify the host for the Primary Intercloud
Extender and Secondary Intercloud Extender.

Host

Select the data store for the Intercloud Fabric Extender.

For high availability, check the Advanced check box and then check the
High-Availability check box to specify the data store for the Primary
Intercloud Extender and Secondary Intercloud Extender.

To choose this option, you must check the Advanced check box.

Datastore

Complete the following fields for the Intercloud Fabric Switch in the cloud.

To choose this option, you must check the Advanced check box.

Intercloud Switch Network

Choose the VLAN for the management interface.Management VLAN

Choose the IP policy for the management interface or create a new IP pool
policy.

See Creating a Static IP Pool Policy, on page 53 to create a new IP pool
policy.

Management IP Pool Policy

You can configure a native VLAN for your VM network in vCenter. A
native VLAN is useful in flat network environments when only one VLAN
is present.

Native VLAN

To choose this option, you must check the ICF Firewall (VSG) check box.

This service interface is created on the Intercloud Fabric Switch and is used
to communicate with the Intercloud Fabric Firewall data interface.

VSG Service Interface
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DescriptionName

Choose the VLAN for the service interface. The VLAN is used to
communicate between the Intercloud Fabric Switch and Intercloud Fabric
Firewall and can be a private VLAN, completely isolated from other VLANs.

VLAN

Choose the IP policy for the service interface or create a new IP pool policy.IP Pool Policy

To choose this option, you must check the ICF Firewall (VSG) check box.VSG Management

Choose the VLAN for the management interface. This VLAN is used to
manage the Intercloud Fabric Firewall.

VSG Management VLAN

Step 10 Click Next.
The Summary window lists a summary of the Intercloud Fabric cloud.

Step 11 Click Submit to clone the Intercloud Fabric cloud.
Step 12 To view the task status:

a) In the IcfCloud tab, locate the service request number of the task.
b) Choose Organizations > Service Requests.
c) Click the Service Request tab.
d) Locate the service request number or enter the service request number in the search field.
e) Click View Details to view detailed information such as workflow status, logs, and input information for

the service request.
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C H A P T E R  4
Deploying a Virtual Machine

This chapter contains the following sections:

• About Deploying Virtual Machines, page 47

• Guidelines and Limitations, page 47

• Prerequisites, page 49

• Deploying a Virtual Machine Workflow, page 49

• Creating a Virtual Machine, page 50

• Migrating a Virtual Machine, page 69

• About Configuring Data Volumes in Windows Virtual Machines, page 70

• About Configuring an Operating System License in a Windows VM, page 71

• About Configuring an Operating System License in a Red Hat Linux VM, page 73

About Deploying Virtual Machines
Intercloud Fabric lets you create a virtual machine (VM) and associate a virtual data center (VDC) with the
VM. You can also migrate a VM to an Intercloud Fabric cloud.

Guidelines and Limitations
• AWindows VM image that has been syspreped to certain Cloud Providers (such as Azure) cannot be
migrated.

• Out-of-band operations are not supported in Intercloud Fabric. If you terminate a virtual machine from
the cloud provider portal, the status is not reflected in the Intercloud Fabric GUI.

• All port profiles required for deploying a virtual machine must be created using Intercloud Fabric.

• All port profiles required for creating network policies must be created using Intercloud Fabric.

• Trunk ports are not supported in the cloud virtual machines.
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• Trunk ports are not supported in virtual machines that will be migrated to the cloud.

• InMicrosoft Azure, when you terminate a virtual machine in the cloud, the virtual machine is terminated;
however, the storage is not deleted from the image and the provider will still charge you for the virtual
machine. To delete the storage and the image, use the Intercloud Fabric GUI to delete the template that
was used to create the virtual machine.

• If network connectivity between Intercloud Fabric and the cloud provider is slow, image upload operations,
such as migrating a virtual machine migration, might fail. If the image is not uploaded within 12 hours,
the operation fails and Intercloud Fabric tries to upload the image again.

• Certain Cisco cloud service providers require execution of sysprep on the virtual machine image after
migrating a virtual machine. Execution of sysprep leads to certain configuration changes within your
virtual machine, including resetting the Windows Administrator password and removing the virtual
machine from the domain to which it belonged. To address these effects of sysprep, be aware of the
following after migrating your virtual machine to a cloud provider:

1 TheWindows password is reset to the name of the virtual machine that you entered in theVMName
field in the Assign VM dialog box. See Assigning a Virtual Machine to a Virtual Data Center. If the
virtual machine name contains fewer than ten characters, the password is reset to the name of the
virtual machine appended with the required number of 3s to reach the ten-character limit.

2 If the virtual machine was part of a domain, you must manually rejoin the virtual machine to the
domain after the migration is complete and connectivity to the private cloud network is restored.

• Before you migrate a virtual machine from Intercloud Fabric to the private cloud:

• Make sure that the private cloud has sufficient storage capacity for the virtual machine.

• You must add the resource pool to the default computing policy. You can then select the resource
pool you added in theMigrate VM Back on Premise window during migration.

• Make sure that the port profile in the virtual machine that is being migrated exactly matches the
port profile in the network policy of the destination private VDC.

• Before you migrate a virtual machine from the private cloud to the Intercloud Fabric cloud, make sure
that the port profile in the virtual machine that is being migrated exactly matches the port profile in the
network policy of the destination Intercloud Fabric cloud VDC.

• Amazon Web Services (AWS) supports enhanced networking for certain EC2 instance types. To move
the Windows virtual machine to AWS, you must load the Intel driver in the Windows virtual machine.

◦See Enhanced Networking for information on enhanced networking on AWS.

◦See Enabling Enhanced Networking on Windows for information on how to enable enhanced
networking on Windows.

• Intercloud Fabric supports migrations of virtual machines and virtual machine templates with a maximum
of 8 disks.

• In a Linux-based virtual machine, disks should be referred to by using persistent names in fstab

(/etc/fstab) and the grub configuration file /boot/grub/menu.lst. UUID or labels can be used for
the persistent naming of disks.

• Only the default DVD kernel for a given version is supported for Linux-based virtual machines.

• About temporary virtual machines:
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◦Intercloud Fabric creates a temporary virtual machine when you create a Linux virtual machine
on AWS to host the uploaded image.

◦Intercloud Fabric uses the PNSC IP Address tmpUUID naming convention for a temporary virtual
machine.

◦Intercloud Fabric creates a temporary virtual machine with the instance type c3.large and 300 GB
disk space.

◦Intercloud Fabric monitors the disk space utilization on the temporary virtual machine and creates
a new temporary virtual machine if required.

◦The temporary virtual machine created is specific to a region, and Intercloud Fabric reuses the
temporary virtual machine within the same region.

◦Intercloud Fabric terminates the temporary virtual machine after 12 hours of inactivity.

• Intercloud Fabric chooses the VM instance on the provider cloud that most closely matches the VM
requirements.

Prerequisites
• You have created an account in the provider cloud.

• You have installed the Intercloud Fabric infrastructure components.

• You have created an Intercloud Fabric cloud.

• You have configured the required policies.

• The guest operating system firewall has been configured to allow traffic on the following ports:

◦Port 22 for TCP traffic (SSH)

◦Port 6644 for TCP

◦Port 6644 for UDP

• For the Cisco Intercloud Services – V and CloudStack, vmware-tools has been installed on the guest
VM.

• You have installed SSH, SCP, sudo, and mkinitrd binaries for Linux VMs.

Deploying a Virtual Machine Workflow
Deploying a virtual machine consists of the following steps:

Procedure

Step 1 Create a virtual machine:
a) Create policies.

See Creating Policies, on page 50.
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b) Create a virtual data center (VDC).
See Creating an Intercloud Fabric Virtual Data Center, on page 58.

c) Upload an image.
See Uploading an Image to Intercloud Fabric, on page 62.

d) Create a template.
See Creating a Template in the Intercloud Fabric Cloud, on page 63.

e) Add a catalog to the template.
See Adding a Catalog to the Template, on page 64.

f) Create a service request.
See Creating a Service Request, on page 66.

g) Assign a virtual machine to a user group.
See Assigning a Virtual Machine to a User Group, on page 67.

Step 2 Migrate a virtual machine to the Intercloud Fabric cloud:
a) Create a private VDC.

See Creating a Private Virtual Data Center, on page 60.

b) Migrate a virtual machine to the Intercloud Fabric cloud.
See Migrating a Virtual Machine to the Intercloud Fabric Cloud, on page 69.

c) Configure an OS license for Windows or Red Hat Linux virtual machines:

• See Configuring an Operating System License in a Windows VM in the Provider Cloud, on page
72.

• See Configuring an Operating System License in a Red Hat Linux VM, on page 74.

Step 3 Migrate a virtual machine to the private cloud:
a) Create an Intercloud Fabric VDC.

See Creating an Intercloud Fabric Virtual Data Center, on page 58.

b) Migrate a virtual machine to the private cloud.
See Migrating a Virtual Machine to the Private Cloud, on page 70.

c) Configure an OS license for Windows or Red Hat Linux virtual machines:
See Configuring an Operating System License in a Windows VM in the Private Cloud, on page 73.

See Configuring an Operating System License in a Red Hat Linux VM, on page 74.

Creating a Virtual Machine

Creating Policies
Successful deployment of a virtual machine depends on the correct configuration of the following items:
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Procedure

Step 1 Create a user group.
See Creating a User Group, on page 54.

Step 2 Add users.
See Adding Users to a User Group, on page 55.

Step 3 Create a static IP pool policy.
See Creating a Static IP Pool Policy, on page 53.

Step 4 Create an Intercloud Fabric network policy.
See Creating Intercloud Fabric Network Policies, on page 51.

Step 5 Create an Intercloud Fabric system policy.
See Creating Intercloud Fabric System Policies, on page 52.

Step 6 Create a VMware network policy.
See Creating VMware Network Policies, on page 56.

Step 7 Create a VMware computing policy.
See Creating a VMware Computing Policy, on page 57.

Creating Intercloud Fabric Network Policies
Use this procedure to create Intercloud Fabric network policies.

Procedure

Step 1 Log in to Intercloud Fabric.
Step 2 Choose Policies > Virtual/Hypervisor Policies > Network.
Step 3 In the Network window, click the Intercloud Network Policy tab.
Step 4 In the Intercloud Network Policy tab, click Add.

The Add Intercloud Network Policy Information window appears.

Step 5 Complete the following fields for Add Intercloud Network Policy Information:
DescriptionName

The name of the network policy.Policy Name

The description of the network policy.Policy Description

The Intercloud Fabric cloud name for the network policy.Cloud Name

Choose an existing NIC or create a new one.NICs

The NIC alias for the virtual machine networks.NIC Name
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DescriptionName

Check this check box to prevent future editing of the NIC.Mandatory

Click to select the port profile or port group.Port Groups

Select the port profile or port group from the list. If the port group that
you select is from a VMware vSwitch or a Cisco Nexus 1000V switch,
the port group will automatically be created on the Intercloud Fabric VSM.

You must add a Cisco Nexus 1000V switch to Intercloud Fabric
for it to be available for selection. See Adding a Network
Element, on page 33.

Note

Port Profile Name

Choose an IP address type for the network policy.Select IP Address Type

Select the static IP pool policy from the list.

This field is displayed when you choose Static from the Select IP Address
Type drop-down list.

Static IP Pool

Click to save.Save NIC

Step 6 Click Submit.

Creating Intercloud Fabric System Policies
Use this procedure to create Intercloud Fabric system policies.

Procedure

Step 1 Log in to Intercloud Fabric.
Step 2 Choose Policies > Virtual/Hypervisor Policies > System Policy.
Step 3 In the System Policy window, click the Intercloud System Policy tab.
Step 4 In the Intercloud System Policy tab, click Add.

The Add Intercloud System Policy Information window appears.

Step 5 Complete the following fields for Add Intercloud System Policy Information:
DescriptionName

The name of the system policy.Policy Name

The description of the system policy.Policy Description

The name of the VM template.VM Name Template
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DescriptionName

Check this check box to enable an end user to define the VM name.End User VM Name or VM
Prefix

The name of the DNS domain.DNS Domain

The IP addresses of the DNS servers.DNS Server List

Step 6 Click Submit.

Creating a Static IP Pool Policy
Use this procedure to create a static IP pool policy.

In Intercloud Fabric, IP pools are used for the following:

• Infrastructure components, such as PNSC or Intercloud Fabric VSM, in the private cloud.

• Infrastructure components, such as Intercloud Fabric Extender or an Intercloud Fabric Switch, in the
provider cloud.

• Virtual machine addresses in the cloud.

Use the following guidelines when creating IP pools:

•We recommend that you create three distinct IP pools:

• IP Pool 1—Use for the infrastructure components (such as PNSC or Intercloud Fabric VSM)
created in the private cloud during infrastructure setup.

• IP Pool 2—Use for the infrastructure components (such as Intercloud Fabric Extender and Intercloud
Fabric Switch) created in the provider cloud during infrastructure setup.

• IP Pool 3—Use for virtual machine addresses in the cloud.

• If you need more than one application tier, you must create more IP pools. If you cannot view or edit
IP pool details when setting up Intercloud Fabric, designate an IP pool for infrastructure components in
the private cloud when setting up Intercloud Fabric.

• If you use a single IP pool across multiple Intercloud Fabric clouds, the IP addresses must be able to
communicate. If that is not possible, use subnet pools that are large enough to support the Intercloud
Fabric Extender, the Intercloud Fabric Switch, and the associated services.

• The third pool set does not need a preexisting name but can be used for cloud virtual machines.
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Procedure

Step 1 Log in to Intercloud Fabric.
Step 2 Choose Policies > Virtual/Hypervisor Policies > Network.
Step 3 In the Network window, click the Static IP Pool Policy tab.
Step 4 In the Static IP Pool Policy tab, click Add.

The Static IP Pool Policy Information window appears.

Step 5 Complete the following fields for Static IP Pool Policy Information:
DescriptionName

The name of the policy.Policy Name

The description of the policy.Policy Description

Click the plus icon to add an entry.Static IP Pools

Step 6 Complete the following fields for Add Entry to Static IP Pools:
DescriptionName

The IP pool range of the policy.Static IP Pool

The subnet mask of the policy.Subnet Mask

The gateway address of the policy. This field is mandatory for Intercloud
Fabric.

Gateway IP Address

The VLAN ID of the policy. This field is mandatory for Intercloud Fabric.VLAN ID

Step 7 Click Submit.

Creating a User Group
Use this procedure to create a user group.
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Procedure

Step 1 Log in to Intercloud Fabric.
Step 2 Choose Administration > Users and Groups.
Step 3 In the Users and Group window, choose the User Group tab.
Step 4 In the User Group tab, click Add Group.
Step 5 Complete the following fields for Add Group:

DescriptionName

The name of the user group.Name

The description of the user group.Description

The code of the user group.Code

The name of the cost center to which the user group belongs.Cost Center

The administrator's email address.Contact Email

The administrator's first name.First Name

The administrator's last name.Last Name

The administrator's phone number.Phone

The administrator's address.Address

Choose the group share policy.

This field does not apply to Intercloud Fabric.

Group Share Policy

Check the check box to enable the resource limits; uncheck the check box
to disable the resource limits. If checked, the user is provided with the option
to set resource limits for a group and all nonzero resource limits are applied.

This field does not apply to Intercloud Fabric.

Allow resource Assignment
to Users

Step 6 Click Add to create the user group.

Adding Users to a User Group

Before You Begin

Ensure you have created a group before you add a user to it.
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Procedure

Step 1 Log in to Intercloud Fabric.
Step 2 Choose Administration > Users and Groups.
Step 3 Click the Login Users tab.
Step 4 In the Login Users tab, click Add Group.
Step 5 In the Add User dialog box, complete the following fields:

DescriptionField Name

Choose the user role.

TheGroup Admin user type is the only administrator user role that
can be assigned to a user group.

Note

User Role

Choose the group or customer organization to which the user belongs.User Group

The login name of the user.Login Name

The password of the user.

If the Lightweight Directory Access Protocol (LDAP) authentication
is configured for the user, the password is validated only by the
LDAP server, not by the local server.

Note

Password

Reenter the user password to confirm it.Confirm Password

The email address of the user.

The email address is used to notify the group owner about service
request status and to request approval.

Note

User Contact Email

The first name of the user.First Name

The last name of the user.Last Name

The phone number of the user.Phone

The postal address of the user.Address

Step 6 Click Add.

Creating VMware Network Policies
Use this procedure to create VMware network policies.
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Procedure

Step 1 Log in to Intercloud Fabric.
Step 2 Choose Policies > Virtual/Hypervisor Policies > Network.
Step 3 In the Network window, click the VMware Network Policy tab.
Step 4 In the VMware Network Policy tab, click Add.
Step 5 In the Network Policy Information window, complete the following fields:

DescriptionName

The name of the network policy.Policy Name

The description of the network policy.Policy Description

Choose the cloud name for the network policy.Cloud Name

Choose an existing NIC or create a new one.NICs

The NIC alias for the virtual machine network.NIC Name

Check this check box to prevent the NIC from being edited.Mandatory

Click to select the port profile or port group.Port Groups

Select the port profile or port group from the list. If the port group that you
select is from a VMware vSwitch or Cisco Nexus 1000V switch, the port
group will automatically be created on the Intercloud Fabric VSM.

You must add a Cisco Nexus 1000V switch to Intercloud Fabric
for it to be available for selection. See Adding a Network Element,
on page 33.

Note

Port Profile Name

Click to save.Save NIC

Step 6 Click Submit.

Creating a VMware Computing Policy
Use this procedure to create a VMware computing policy.
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Procedure

Step 1 Log in to Intercloud Fabric.
Step 2 Choose Policies > Virtual/Hypervisor Policies > Computing.
Step 3 In the Computing window, click the VMware Computing Policy tab.
Step 4 In the VMware Computing Policy tab, click Add.
Step 5 In the Add Computing Policy window, complete the following fields:

DescriptionName

The name of the policy, which is used during catalog definition.Policy Name

The description of the policy.Policy Description

Choose the cloud where resource allocation occurs.Cloud Name

Check the check box to select the nodes and then click Select.Selected Host Nodes

Step 6 Click Submit.

Creating an Intercloud Fabric Virtual Data Center
Use this procedure to create a virtual data center for Intercloud Fabric.

Before You Begin

You have created the policies for Intercloud Fabric.

Procedure

Step 1 Log in to Intercloud Fabric.
Step 2 Choose Intercloud > IcfCloud.
Step 3 In the IcfCloud window, click the IcfCloud tab.
Step 4 In the IcfCloud tab, click Add vDC.

The Add vDC wizard appears.

You can also access the Add vDC wizard by navigating to Policies > Virtual/Hypervisor Policies > Virtual
Data Centers > Add vDC.

Step 5 In the Add vDC window, complete the following field:
DescriptionName

Choose the provider cloud type.Cloud Type
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Step 6 Click Submit.
Step 7 In the Add Intercloud vDC window, complete the following fields:

DescriptionName

General Information

The name of the virtual data center.vDC Name

The description of the virtual data center.vDC Description

Choose an existing user group or click Add Group (+) to create a user
group for the data center.

Group

Choose the provider account for the virtual data center.Provider Account

Choose the Intercloud Fabric cloud for the virtual data center.Cloud Name

Approvers and Contacts

The username of the approver.

This field displays only if you check the Advanced check box.

Approver Username

Policies

Choose an existing system policy or create a system policy for the virtual
data center.

See Creating Intercloud Fabric System Policies, on page 52 to create a
system policy.

System Policy

Choose an existing network policy or create a network policy for the virtual
data center.

See Creating Intercloud Fabric Network Policies, on page 51 to create a
network policy.

Network Policy

Check this check box to display advanced configuration settings.

This field displays only if you choose a cloud type other than
VMware.

Note

Advanced

Check this check box to define the number of active virtual machines allowed
for the virtual data center.

This field displays only if you choose a cloud type other than
VMware and check the Advanced check box.

Note

Allowed Active VMs for the
vDC

The number of active virtual machines allowed for the virtual data center.

This field displays only if you check theAllowed Active VMs for
the vDC check box.

Note

Define the number of active
VMs allowed for this vDC

Check Advanced check box to display advanced configuration settings.Deployment and Resizing
Options
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DescriptionName

Check this check box to override the settings in the template.

This field displays only if you choose a cloud type other than
VMware and check the Advanced check box.

Note

Override Template

The number of CPUs for the template.

This field displays only if you check the Override Template check box.

Define the number of CPUs

The memory size for the template.

This field displays only if you check the Override Template check box.

Define the size of the
Memory

Check this check box to allow resizing of the virtual machine in the virtual
data center.

This field displays only if you choose a cloud type other than
VMware and check the Advanced check box.

Note

Allow Resizing of VM

The number of CPUs for the virtual machine.

This field displays only if you check theAllow Resizing of VM check box.

Define the number of CPUs

The memory size for the virtual machine.

This field displays only if you check theAllow Resizing of VM check box.

Define the size of the
Memory

Step 8 Click Add to add a public Intercloud Fabric virtual data center.
Step 9 To view the task status:

a) Choose Intercloud > Compute.
b) Choose the cloud and click the vDC tab.

The vDC report is displayed. See the Cisco Intercloud Fabric User Guide for information on reports.

Creating a Private Virtual Data Center
Use this procedure to create a private virtual data center for Intercloud Fabric.

Before You Begin

You have created the policies for Intercloud Fabric.
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Procedure

Step 1 Log in to Intercloud Fabric.
Step 2 Choose Intercloud > IcfCloud.
Step 3 In the IcfCloud window, click the IcfCloud tab.
Step 4 In the IcfCloud tab, click Add vDC.

The Add vDC wizard appears.

You can also access the Add vDC wizard by navigating to Policies > Virtual/Hypervisor Policies
> Virtual Data Centers > Add vDC.

Note

Step 5 Complete the following fields for Add vDC:
DescriptionName

Choose the VMware cloud type.Cloud Type

Step 6 Click Submit.
Step 7 Complete the following fields for Add private vDC:

DescriptionName

General Information

The name of the virtual data center.vDC Name

The description of the virtual data center.vDC Description

Choose an existing user group or create a new user group for the data center.
See Creating a User Group, on page 54 to create a new user group.

You cannot change this value after the virtual data center is created.

Group

Choose the cloud name for the virtual data center.

You cannot change this value after the virtual data center is created.

Cloud Name

Policies

Choose an existing computing policy or create a new computing policy for
the virtual data center.

You must choose a host or cluster. The default compute policy does not have
a selected host or cluster.

Computing Policy
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DescriptionName

Choose an existing network policy or create a new network policy for the
virtual data center.

You must choose a host or cluster. The default network policy does not have
a selected host or cluster.

The default network policy does not have any NICs. You can modify the
default policy to add NICs, or you can create a new network policy.

See Creating Intercloud Fabric Network Policies, on page 51 to create a
network policy.

Network Policy

Step 8 Click Add to add the private virtual data center.
Step 9 To view the task status:

a) Choose Intercloud > Compute.
b) Choose the cloud and click the vDC tab.

The vDC report is displayed. See the Cisco Intercloud Fabric User Guide for information on reports.

Uploading an Image to Intercloud Fabric
Use this procedure to upload an image to Intercloud Fabric.

Procedure

Step 1 Log in to Intercloud Fabric.
Step 2 Choose Intercloud > Compute.
Step 3 In the Compute window, click the Enterprise Template tab.
Step 4 In the Enterprise Template tab, click Upload Image.

The Image Upload wizard appears.

Step 5 Complete the following fields for Image Upload:
DescriptionName

The name of the image to upload to Intercloud Fabric. This image will be used to
create a template in the Intercloud Fabric cloud.

Image Name

Choose the image type.Image Type

Choose the image source.Image Source

Choose the upload protocol.

This field displays only if you choose Remote desktop as the image source.

Upload Protocol
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DescriptionName

The remote server IP address.

This field displays only if you choose Remote desktop as the image source.

Remove Server IP

The username.

This field displays only if you choose Remote desktop as the image source.

User Name

The password for the username.

This field displays only if you choose Remote desktop as the image source.

Password

The file path for the image.

This field displays only if you choose Remote desktop as the image source.

Filepath

Click to select the file to upload.Browse

Step 6 Click Upload to upload the image.
Step 7 Click Submit.
Step 8 To view the task status:

a) In the Enterprise Image tab, locate the service request number of the task.
b) Choose Organizations > Service Requests.
c) Click the Service Request tab.
d) Locate the service request number or enter the service request number in the search field.
e) Click View Details to view detailed information such as workflow status, logs, and input information for

the service request.

Creating a Template in the Intercloud Fabric Cloud
Use this procedure to create a template in an Intercloud Fabric cloud.

Before You Begin

You have uploaded an image to an Intercloud Fabric cloud.

Procedure

Step 1 Log in to Intercloud Fabric.
Step 2 Choose Intercloud > Compute.
Step 3 In the Compute window, click the Enterprise Template tab.
Step 4 In the Enterprise Template tab, select the required image and click Create Template in Cloud.

The Create Template in Cloud wizard appears.
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Step 5 Complete the following fields for Create Template in Cloud:
DescriptionName

The name of the template.Template Name

The Intercloud Fabric cloud name for the template.Cloud Name

Template Properties

The value of the CPU core for the template. The value should be from 1 to 64.CPU Cores

The value of the memory for the template. The value should be from 32 to
1048576.

Memory (MB)

The value of the disk for the template. The value should be from 32 to 1048576.Disk (GB)

Step 6 Click Submit to create the template.
Step 7 To view the task status:

a) In the Icf Templates tab, locate the service request number of the task.
b) Choose Organizations > Service Requests.
c) Click the Service Request tab.
d) Locate your service request number or enter the service request number in the search field.
e) Click View to view detailed information such as workflow status, logs, and input information for the

service request.

Adding a Catalog to the Template
Use this procedure to add a catalog to the template.

Before You Begin

• You have uploaded the image to Intercloud Fabric.

• You have created a template based on the uploaded image.

Procedure

Step 1 Log in to Intercloud Fabric.
Step 2 Choose Policies > Catalogs.
Step 3 In the Catalogs for all User Groups window, click the Catalog tab.
Step 4 In the Catalog tab, select the template and click Add.
Step 5 Complete the following fields for Catalog Add:
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DescriptionName

Choose the catalog type, which should be Intercloud Fabric.Catalog Type

Step 6 Click Submit.
The Create Catalog wizard appears.

Step 7 Complete the following fields for Create Catalog:
DescriptionName

Basic Information

The name of the catalog.Catalog Name

The description of the catalog.Catalog Description

Choose the icon for the catalog.Catalog Icon

Check the check box to make this catalog visible to all user groups.Applied to all groups

Click to select the user groups for this catalog.Selected Groups

Choose the Intercloud Fabric cloud.Cloud Name

Choose the template associated with the Intercloud Fabric cloud.Image

Step 8 Click Next.
Step 9 In the Applications Details pane, complete the following fields:

DescriptionName

Choose the category for the virtual machine. If the selected category has policies
defined, these policies override the policies defined in the VDC.

See Managing Application Categories, on page 68.

Category

Choose the operating system for the virtual machine.Specify OS

Step 10 Click Next.
The Summary window lists the summary of the catalog.

Step 11 Click Submit to create the catalog.
Step 12 To view the task status:

a) In the Catalog tab, locate the service request number of the task.
b) Choose Organizations > Service Requests.
c) Click the Service Request tab.
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d) Locate your service request number or enter the service request number in the search field.
e) Click View to view detailed information such as workflow status, logs, and input information for the

service request.

Creating a Service Request
To provision a virtual machine, you must first create a service request. Once an administrator or a relevant
user approves the service request, the virtual machine is provisioned. Virtual machines can be approved
immediately or scheduled for approval within 90 days of the original request.

Before You Begin

• You have uploaded the image to Intercloud Fabric.

• You have created a template based on the uploaded image in the Intercloud Fabric cloud.

• You have added a catalog to the template.

Procedure

Step 1 Log in to Intercloud Fabric.
Step 2 Choose Organizations > Service Requests.
Step 3 Click the Service Request tab.
Step 4 Click Create Request.
Step 5 In the Create Request dialog box, complete the following fields:

DescriptionName

Choose the catalog type, which should be Intercloud Fabric.Catalog Type

Step 6 Click Submit.
The Create Service Request wizard appears.

Step 7 In the Create Service Request wizard, complete the following fields for Catalog Selection:
DescriptionName

Choose the user group for the service request.Select Group

Choose the catalog for the service request.Select Catalog

Step 8 Click Next.
Step 9 Complete the following fields for Deployment Configuration:
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DescriptionName

The VDC on which the virtual machine is provisioned.Select VDC

The description of the VDC.Description

Step 10 Complete the following fields for Custom Specification:
DescriptionName

Select the vNIC or click the pencil icon to edit, if required.VM Networks

Step 11 Complete the following fields for Edit VM Networks Entry:
DescriptionName

The NIC alias for the virtual machine networks.NIC Alias

Check this check box ensure that the NIC is not editable.Mandatory

Click the plus icon to add an entry to port groups.Port Groups

Step 12 Click Next.
The Summary window lists the summary of the service request.

Step 13 Click Submit.
Step 14 To view the task status:

a) In the Catalog tab, locate the service request number of the task.
b) Choose Organizations > Service Requests.
c) Click the Service Request tab.
d) Locate your service request number or enter the service request number in the search field.
e) Click View to view detailed information such as workflow status, logs, and input information for the

service request.

Assigning a Virtual Machine to a User Group
Use this procedure to assign a virtual machine to a user group and tag a virtual machine for migration.
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Procedure

Step 1 Log in to Intercloud Fabric.
Step 2 Choose Intercloud > Compute.
Step 3 Choose the cloud name.
Step 4 Click the VM tab.
Step 5 Select a virtual machine from the list and click Tag VM(s) for Migration.
Step 6 In the Tag VM(s) for Migration dialog box, complete the following fields:

DescriptionName

Choose the user group for the virtual machine.User Group

Choose an application category for the virtual machine.Category

Step 7 Click Assign.

Managing Application Categories
Use this procedure to manage application categories, which allow you to override the network and system
policies associated with a virtual data center.

Procedure

Step 1 Log in to Intercloud Fabric.
Step 2 Choose Policies > Virtual/Hypervisor Policies > Virtual Data Center.
Step 3 In the vDC tab, select the virtual data center, and then clickManage Categories.

The Virtual Data Centers for All User Groups window appears.

Step 4 Select the application category and click Edit.
The Edit App Category window appears.

Step 5 Complete the following fields for Edit App Category.
DescriptionName

Choose the network policy.Network Policy

Choose the system policy.System Policy

Step 6 Click Save.
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Migrating a Virtual Machine

Migrating a Virtual Machine to the Intercloud Fabric Cloud
Use this procedure to migrate a virtual machine to the Intercloud Fabric cloud.

The application category policies override the virtual data center policies. See Managing Application
Categories, on page 68.

Note

Before You Begin

• You have created a virtual data center in Intercloud Fabric.

• You have created a virtual data center in the private cloud. This is optional for an admin user.

Procedure

Step 1 Log in to Intercloud Fabric.
Step 2 Choose Intercloud > Compute.
Step 3 Choose the virtual data center.
Step 4 Click theMigrate VM to Cloud VM tab.
Step 5 Select a virtual machine from the list and clickMigrate VM to Cloud.
Step 6 In the dialog box, complete the following fields:

DescriptionName

The name of the virtual machine.Target VM Name

Choose the virtual data center in the provider cloud as the destination for the
virtual machine migration.

Select VDC

Choose the OS version.Select OS Version

Enter any comments, if required.Comments

Check this check box to remove the source virtual machine on the virtual data
center in the private cloud.

Remove Source VM

Step 7 Click Proceed.
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Migrating a Virtual Machine to the Private Cloud
Use this procedure to migrate a virtual machine to the private cloud.

The application category policies override the virtual data center policies. See Managing Application
Categories, on page 68.

Note

Procedure

Step 1 Log in to Intercloud Fabric.
Step 2 Choose Intercloud > Compute.
Step 3 Choose the virtual data center in the cloud.
Step 4 Click the VMs tab.
Step 5 Select a virtual machine from the list and clickMigrate VM on Premise.
Step 6 In theMigrate VM on Premise dialog box, complete the following fields:

DescriptionName

The name of the virtual machine.Target VM Name

Choose a virtual data center in the private cloud as the migration target for the
virtual machine.

Select VDC

Choose the OS Version.Select OS Version

Enter any comments, if required.Comments

Check this check box to remove the source virtual machine in the cloud.Remove Source VM

Step 7 Click Proceed.

About Configuring Data Volumes in Windows Virtual Machines
Data volumes inWindowsVMswithmultiple disks might not be accessible or have their drive letters reassigned
after migration to a public cloud through Intercloud Fabric. You must review the state of disks and volumes
in the diskmgmt.msc UI or the diskpart CLI by logging in to the cloud VM after migration and ensuring
that all data volumes are accessible and have their original drive letters assigned. If disks are offline or volumes
have their drive letters reassigned, you must perform the following steps to make the data volumes accessible
through their original drive letters.
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Online Data Disks in Windows Virtual Machines
After migration to a public cloud, the data disks in Windows VMs with SAN Policy set toOffline Shared or
Offline All are in an offline state. This is typically the case with VMs running enterprise or data center SKUs
of Windows Server.

To make volumes hosted by the online disks that are offline accessible, perform the following steps:

1 Locate the offline disk in the diskmgmt.msc UI.

2 Right-click the offline disk and choose Online.

You can also use the CLI to make volumes hosted by the online disks that are offline accessible. In the
command prompt or PowerShell, launch diskpart.exe and enter the following commands:

1 select disk N

2 online disk

About Configuring Drive Letters in Windows Virtual Machines
Data volumes in Windows VMs with multiple disks might have their drive letters reassigned after migration
to a public cloud through Intercloud Fabric. This typically occurs if the VM in the private cloud had a virtual
DVD drive configured and mounted as D:, and the DVD drive disappears after migration to the cloud. An
application in the VM that uses file paths comprised of a drive letter to access data in volumes whose drive
letter was reassigned can no longer access that data.

To resolve this, the administrator must log in to the cloud VM after migration and reassign the drive letters
of the affected data volumes. See Configuring drive letters to reassign drive letters to the data volumes.

About Configuring an Operating System License in a Windows
VM

To remain compliant with Microsoft's licensing terms, you must ensure that the Windows VMs in Intercloud
Fabric are licensed as per Microsoft's licensing terms.

This information related to Microsoft Windows virtual machines that are moved from the enterprise to a
cloud or from a cloud to the enterprise is provided as a reference to customers and partners who utilize
the Intercloud Fabric software product line. The information is provided "As Is" and there are no express
or implied warranties related to the information. Responsibility for Microsoft Windows software and
virtual machine license compliance, provisioning, and support is between the customers and partners
referred to above and Microsoft and its authorized representatives.

Note

When you migrate a Windows VM from a private cloud to a provider cloud, you must also configure the
operating system license on the Windows VM with the changes based on licensing agreements between
Microsoft and the private cloud. Similarly, when you migrate a Windows VM from a provider cloud to the
private cloud, you must also configure the operating system license on the Windows VM based on licensing
agreements between Microsoft and the private cloud.
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Microsoft requires that the Windows VM running in a provider cloud must be configured with licenses
distributed by the provider cloud instead of the licenses distributed by the private cloud. As a result, after you
migrate a Windows VM using Intercloud Fabric, the admin must manually configure the appropriate license
on the Windows VM.

Configuring an Operating System License in a Windows VM in the Provider
Cloud

Use the following procedure to configure an operating system license in aWindows VM in the provider cloud.

Before You Begin

• You have administrator privileges for the Windows VM.

• You have obtained the Key Management Server (KMS) ID/FQDN from the cloud service provider.

Procedure

Step 1 Log in to the Intercloud Fabric CLI.
Step 2 Enter the following command to obtain the IP address of the Windows VM assigned by the cloud:

show intercloud vm-names

Step 3 Log in to the command prompt or PowerShell window of the Windows VM in the cloud.
Step 4 Enter the following command to add a route to the provider cloud's KMS IP address:

route add KMS_IP mask 255.255.255.255 VM_Cloud_IP

Step 5 (Optional) Enter the following command to configure the KMS client setup key.
This step is required only if you are using MAK for the Windows VM in the private cloud. You can obtain
the key corresponding to theWindows operating system SKU from https://technet.microsoft.com/en-us/library/
JJ612867.aspx.

slmgr.vbs /ipk KMS_Setup_Key

Step 6 Enter the following command to configure the provider cloud's KMS in Windows:
slmgr.vbs /skms KMS_IP/FQDN:port

Step 7 Enter the following command to activate the Windows operating system:
slmgr.vbs /ato

Step 8 Enter the following command to verify:
slmgr.vbs /dlv

Confirm that the License Status mentions Licensed.
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Configuring an Operating System License in a Windows VM in the Private
Cloud

Use the following procedure to configure an operating system license in a Windows VM in the private cloud.
You must obtain the details about the licensing mechanism for Windows supported in the private cloud and
configure licensing accordingly based on the private cloud policies and practices.

Before You Begin

• You have administrator privileges for the Windows VM.

Procedure

Step 1 Log in to the command prompt or PowerShell window of the Windows VM in the cloud.
Step 2 Configure one of the following:

• If you have deployed KMS in the private cloud, obtain the KMS IP and enter the following command
to configure the private cloud's KMS IP address in Windows:

slmgr.vbs /skms KMS_IP/FQDN:port

• If you are using the MAK licensing for the Windows VM in the private cloud, enter the following
command to configure the MAK licensing:

slmgr.vbs /ipk Multiple_Activation_Key

Step 3 Enter the following command to activate the Windows operating system:
slmgr.vbs /ato

About Configuring an Operating System License in a Red Hat
Linux VM

When you migrate a Red Hat Enterprise Linux (RHEL) VM from a private cloud to a provider cloud, you
must also configure the OS license on the RHELVMwith the changes based on licensing agreements between
RHEL and the private cloud. Similarly, when you migrate a RHEL VM from a provider cloud to the private
cloud, you must also configure the OS license on the RHEL VM based on licensing agreements between
RHEL and the private cloud.
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This information related to Red Hat Enterprise Linux virtual machines that are moved from cloud to cloud
is provided as a reference to customers and partners who utilize the Intercloud Fabric software product
line. The information is provided "As Is" and there are no express or implied warranties related to the
information. Responsibility for Red Hat Enterprise Linux software and virtual machine license compliance,
provisioning, and support is between the customers and partners referred to above and Red Hat and its
authorized representatives.

Note

Red Hat's Cloud Access allows you to bring in free licenses or subscriptions to RHEL-certified clouds. You
must use Red Hat's Cloud Access to move a RHEL VM from a private cloud to a provider cloud. Because
RHEL has restrictions on the license types that can be moved to the private cloud, you might have to remove
the existing RHEL license on the VM in the private cloud before migrating the VM; then, you can apply the
approved license after the migration. See Red Hat Cloud Access for information on RHEL licensing.

Similarly, depending on the license type used in the private cloud, you might have to remove the RHEL license
from the VM on the private cloud before the VM migration; then, you can apply the private cloud license
after migrating the VM to the provider cloud. For onboarded VMs, the license is usually tied to the cloud
provider; you might have to remove the license from the VMs prior to migration.

Configuring an Operating System License in a Red Hat Linux VM
Use this procedure to configure an OS license in the RHEL VM in the cloud.

Before You Begin

• You have administrator privileges for the RHEL VM.

Procedure

Step 1 Log in to the RHEL VM CLI as root.
Step 2 Enter the following command to remove the current RHEL license from the cloud VMs before migrating:

subscription-manager remove --all

Step 3 Migrate the RHEL VM using Intercloud Fabric.
See Deploying a Virtual Machine Workflow, on page 49.

Step 4 Enter the following commands to apply the appropriate RHEL license after migration:
subscription-manager register
subscription-manager attach –auto
See Red Hat Cloud Access documentation.

Step 5 Enter the following command to verify the status of the subscription:
subscription-manager list
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C H A P T E R  5
Onboarding a Cloud Virtual Machine

This chapter contains the following sections:

• About Onboarding Cloud Virtual Machines, page 75

• Guidelines and Limitations, page 75

• Prerequisites, page 76

• Onboarding Cloud Virtual Machines to Intercloud Fabric, page 77

About Onboarding Cloud Virtual Machines
Intercloud Fabric enables you to onboard virtual machines from provider clouds to Intercloud Fabric. The
onboarding process occurs directly in the provider cloud; you do not have to bring virtual machines back to
the private cloud. Onboarding cloud virtual machines enables you to:

• Manage all virtual machines from a single location in Intercloud Fabric.

• Use the enterprise IP address space.

• Use all of the Intercloud Fabric security mechanisms for provider instances.

• Use the enterprise infrastructure and management framework, such as LDAP or DNS, by extending
private subnets to the provider cloud.

Guidelines and Limitations
• Onboarding provider cloud VMs to Intercloud Fabric is only supported on Amazon Web Services EC2
Classic and Amazon Web Services EC2 VPC.

• The onboarding process applies within a region; the virtual machine and destination VDC are in the
same region.

• After the virtual machine is onboarded to Intercloud Fabric, the virtual machine is assigned a private IP
address. You must manually update any applications that explicitly used the provider’s IP address before
onboarding if the applications are expected to communicate with the newly assigned private IP address.

Cisco Intercloud Fabric Getting Started Guide, Release 2.3.1    
75



•Windows virtual machines can be onboarded but cannot be moved to the private cloud.

• Linux virtual machines with nonpartitioned disks that can be onboarded cannot be moved to the private
cloud.

• Linux virtual machines that are expected to move back to the private cloud must be referred to by using
persistent names (that is, by UUID or label) in /etc/fstab instead of nonpersistent names, such as /dev/xvda.
For example:

◦In the grub configuration file, the kernel parameter root must refer to the root partition using a
label or ID.

Example of a label/ID in grub.conf:
kernel /boot/vmlinuz-2.6.32-431.29.2.el6.x86_64 console=ttyS0
ro root=UUID=9996863e-b964-47d3-a33b-3920974fdbd9
rd_NO_LUKS KEYBOARDTYPE=pc KEYTABLE=us
LANG=en_US.UTF-8 xen_blkfront.sda_is_xvda=1
console=ttyS0,115200n8 console=tty0 rd_NO_MD SYSFONT=latarcyrheb-sun16
crashkernel=auto rd_NO_LVM rd_NO_DM

◦In the file system configuration file /etc/fstab, the first column should have a label or ID
instead of a partition name.

Example of a label/ID in fstab:
UUID=9996863e-b964-47d3-a33b-3920974fdbd9 /
ext4
defaults 1 1

• For Amazon VPCs, onboarding is supported only if the onboarded VM is on the same VPC as an
Intercloud Fabric cloud. Also, onboarding is not supported for an AWS instance that is linked to the
VPC using ClassicLink.

• AWS instances on nondefault VPCs cannot be onboarded to AWS EC2 Classic-based Intercloud Fabric
clouds.

Prerequisites
• Ensure that you have the credentials for the virtual machines that you will onboard to Intercloud Fabric.

• Ensure that you have updated the following for the onboarded virtual machine from the provider console
so that Intercloud Fabric can communicate with the virtual machine:

◦Change the security group of the virtual machines in Amazon EC2 VPC to the security group of
the virtual machine created by Intercloud Fabric.

◦Add inbound rules for UDP and TCP ports 6644 and 6646, and TCP port 22 to the security groups
of the virtual machines in Amazon EC2 Classic. The security groups should match the security
group of the virtual machine created by Intercloud Fabric.

• If a Windows VM firewall or IP tables are configured in the provider cloud, ensure that the required
ports are open.

• Ensure that you have the required utilities, such as WinSCP, to copy the onboard package to the
onboarding Windows virtual machine in the provider cloud.

• To prepare for onboarding a Windows VM, complete the following steps:

1 Copy the zipped bundle on to the Windows VM.
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2 Create a folder named Cisco under c:\Program Files (x86)\.

3 Extract the contents of the zipped bundle into the Cisco folder.

4 Double-click the icf_onboard-* application executable.

The VM is now ready for onboarding in Intercloud Fabric.

• Ensure that you have already installed SSH on Linux virtual machines.

• Collect the following information for the virtual machine you are onboarding:

◦Instance ID

◦OS version

◦Architecture (32-bit or 64-bit)

◦CPU

◦Memory

◦Disk size

Onboarding Cloud Virtual Machines to Intercloud Fabric
Use this procedure to onboard cloud virtual machines to Intercloud Fabric. You can onboard only one virtual
machine at a time to Intercloud Fabric.

This software release supports onboarding cloud virtual machines to Intercloud Fabric only on Amazon
Web Services (AWS) EC2-Classic and Amazon Web Services (AWS) EC2-VPC.

Note

Onboarding cloud virtual machines to Intercloud Fabric includes the following steps:

1 Download the package to the location from which it will be copied into the cloud VM.

2 Copy and install the package into the cloud VM.

3 Onboard the VM to Intercloud Fabric.

Procedure

Step 1 Log in to Intercloud Fabric.
Step 2 Download the package as follows:

a) Choose Intercloud > Compute.
b) In the Compute window, select the private cloud and then click the VM tab.
c) In the VM window, select the VM and click Onboard package.
d) To onboard a Linux VM, click the Download button for the Linux package. To onboard a Windows VM,

click the Download button for the Windows package.
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e) Download the onboard package to your local machine.

Step 3 Copy and install the onboard package as follows:
a) Log in to the VM in the provider cloud using WinSCP or SSH and copy the downloaded onboarding

package on to the VM.
See https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AccessingInstances.html.

b) Enter the following commands to verify that the package has been downloaded to the VM:
# cd /root

# ls

c) Enter the following command to extract the package onto a location in the virtual machine:
# unzip filename

d) Enter the following command to install the package:
# icf_onboard.sh

Example:
Output for a Linux VM package installation:
[root@ip-10-0-0-161 ec2-user]# cd /tmp/
[root@ip-10-0-0-161 tmp]# ls
lnx_ob_bundle_2.2.67.tgz
[root@ip-10-0-0-161 tmp]# tar -xzvf lnx_ob_bundle_2.2.67.tgz
authorized_keys
csw
ica-2.2.67.centos6_2.i686.rpm
ica-2.2.67.centos6_2.x86_64.rpm
ica-2.2.67.centos6_3.i686.rpm
ica-2.2.67.centos6_3.x86_64.rpm
ica-2.2.67.centos6_4.i686.rpm
ica-2.2.67.centos6_4.x86_64.rpm
ica-2.2.67.centos6_5.x86_64.rpm
ica-2.2.67.rhel6_0.i686.rpm
ica-2.2.67.rhel6_0.x86_64.rpm
ica-2.2.67.rhel6_1.i686.rpm
ica-2.2.67.rhel6_1.x86_64.rpm
ica-2.2.67.rhel6_2.i686.rpm
ica-2.2.67.rhel6_2.x86_64.rpm
ica-2.2.67.rhel6_3.i686.rpm
ica-2.2.67.rhel6_3.x86_64.rpm
ica-2.2.67.rhel6_4.i686.rpm
ica-2.2.67.rhel6_4.x86_64.rpm
ica-2.2.67.rhel6_5.x86_64.rpm
ica-2.2.67.sles11_2.x86_64.rpm
ica-2.2.67.sles11_3.x86_64.rpm
icf_onboard.sh
ssh_host_rsa_key
version.txt
[root@ip-10-0-0-161 tmp]# ./icf_onboard.sh
Found RHEL 6.5 x86_64
Image is now ICF ready.

Step 4 To onboard the VM to Intercloud Fabric:
a) Log in to Intercloud Fabric.
b) Choose Intercloud > Compute.
c) In the Compute window, select the VMware cloud and click the VM tab.
d) Click Onboard Cloud VM.

The Onboard Cloud VM window appears.

e) Complete the following fields for Onboard Cloud VM:
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DescriptionName

The instance ID of the virtual machine to be onboarded.Instance ID

The name of the virtual machine to be onboarded.VM Name

Choose an existing VDC in Intercloud Fabric where the virtual machine will
be onboarded.

The virtual machine will be assigned network information (such as the VLAN
ID, static IP address, and DHCP IP address) based on the network policy of
the Intercloud Fabric VDC.

Select VDC

Choose the OS version for the virtual machine to be onboarded.Select OS Version

Choose the category for the virtual machine to be onboarded.

Application categories let you override the network and system policies
associated with the VDC.

Category

f) Click Proceed to onboard the virtual machine to Intercloud Fabric.
g) To view the task status:

1 Choose Organizations > Service Requests.

2 Choose the Service Request tab and locate your service request number or enter the service request
number in the Search field.

3 Click View to view detailed information such as workflow status, logs, and input information for the
service request.

h) To view the Onboard VM Cloud report, choose Intercloud > Compute > public-cloud-name >
virtual-data-center and then click the VM tab.
The following information is displayed:

• Instance ID

• Provider IP address

• Enterprise IP address

• Power state of the VM

• Virtual data center name

• Status of the tunnel with the Intercloud Fabric Switch in the cloud
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C H A P T E R  6
Installing Intercloud Fabric Firewall

This chapter contains the following sections:

• Information About the Intercloud Fabric Firewall, page 81

• Prerequisites, page 81

• Guidelines and Limitations, page 82

• Basic Topology, page 82

• Intercloud Fabric Firewall Installation Workflow, page 82

Information About the Intercloud Fabric Firewall
The Intercloud Fabric Firewall (VSG) is a virtual appliance that provides trusted access to secure, virtualized
data centers in provider cloud environments while meeting the requirements of dynamic, policy-based
operations, mobility-transparent enforcement, and scale-out deployment for densemulti-tenancy. The Intercloud
Fabric Firewall helps ensure that access to trust zones is controlled and monitored through established security
policies.

The Intercloud Fabric Firewall offers the benefits of workload virtualization, enhanced compliance with
corporate security policies and industry regulations, and simplified security audits.

In addition, it protects virtual machines in cloud environments from potentially harmful network traffic,
including unauthorized Internet users trying to access virtual machines through the public interface of an
Intercloud Fabric Router (CSR) or a cloud virtual machine, and from unauthorized internal users trying to
access through a site-to-site secure tunnel.

Deploying an Intercloud Fabric Firewall can help customers extend their private cloud security policy to
protect their application workloads running at provider clouds. The Intercloud Fabric Firewall also logically
isolates virtual machine groups through support for three-tiered applications in an Intercloud Fabric environment.
Based on security requirements, virtual machines can be defined as part of logical groups and the Intercloud
Fabric Firewall can be applied on the virtual machine groups.

Prerequisites
• Intercloud Fabric Director is installed.
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• Infrastructure setup and Intercloud Fabric cloud setup are complete.

• Promiscuous mode is enabled on the Intercloud Fabric Extender trunk port if a port group is used for
the Intercloud Fabric Extender trunk interface.

• The complete VLAN range is enabled in the port group that is bound to the trunk interface in the
Intercloud Fabric Extender.

Guidelines and Limitations
You can also add the Intercloud Fabric Firewall service after you create the Intercloud Fabric cloud instance.
See Managing Services, on page 40.

Basic Topology
The following figure displays the basic topology for the Intercloud Fabric Firewall.

Figure 7: Intercloud Fabric Firewall Basic Topology

Intercloud Fabric Firewall Installation Workflow
The installation workflow for the Intercloud Fabric Firewall includes these steps:

Procedure

Step 1 Create the Intercloud Fabric Firewall template and service interface from Intercloud Fabric.
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• See Creating an Intercloud Fabric Cloud, on page 34 to enable the service while creating an Intercloud
Fabric cloud.

• See Managing Services, on page 40 if you have not enabled the service while creating an Intercloud
Fabric cloud.

Step 2 Instantiate the Intercloud Fabric Firewall.
See Instantiating an Intercloud Fabric Firewall, on page 90.

Step 3 Configure compute security profiles.
See Configuring Compute Security Profiles, on page 92.

Step 4 Create a service path.
See Creating a Service Path, on page 93.

Step 5 Bind the service path to the port profile.
See Binding a Service Path to a Port Profile.

Step 6 Edit the port profile for the cloud virtual machine to enable firewall services.
See Editing Port Profiles for the Intercloud Fabric Firewall, on page 95.

Step 7 Verify the installation.
See Verifying the Installation of Intercloud Fabric Firewall, on page 96.

Creating an Intercloud Fabric Cloud
Use this procedure to create an Intercloud Fabric cloud.

Before You Begin

• You have created a provider account.

• You know the credentials for the cloud provider.

• You have created a tunnel network with the name icfTunnelNet. This applies only to Intercloud Fabric
in OpenStack environments.

• You have installed the infrastructure components.

• You have configured the port profiles for a distributed virtual switch (such as Cisco Nexus 1000V,
VMware vSwitch, VMware VDS, or Microsoft Hyper-V switch) in the private cloud.

• You have created Intercloud Fabric infrastructure policies, such as aMAC pool, tunnel profile, and static
IP pool.

• Optionally, you have configured a native VLAN to use for your VMnetwork in vCenter. A native VLAN
is useful in flat network environments when only one VLAN is present.

• If you are using a Cisco Nexus 1000V switch in the private cloud, you have added the switch to Intercloud
Fabric. See Adding a Network Element, on page 33.

• You have configured the Intercloud Fabric Extender trunk port profile for the VLANs that will be
extended into the cloud.
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• You have uploaded the services bundle to manage services. Choose Intercloud > Infrastructure >
Upload Services Bundle to upload the services bundle.

You do not need to upload the services bundle to manage the Intercloud Fabric Router
(Integrated).

Note

• You have the required configurations and hardware to enable a dedicated network connection between
the public cloud and AWS VPC using AWS Direct Connect.

Direct Connect can only be enabled for AWS VPC.Note

When Direct Connect is enabled, the provider's private IP address that is assigned to
the Intercloud Fabric Switch will be used by PNSC and the Intercloud Fabric Extender
to establish a tunnel.

Note

Procedure

Step 1 Log in to Intercloud Fabric.
Step 2 Choose Intercloud > IcfCloud.
Step 3 Click the IcfCloud tab and then click Setup.

The Cloud Setup wizard appears.

Step 4 Complete the following fields for Account Credentials:
Many of the fields in the following table are displayed only if you create a new provider account. In
addition, the fields that are displayed are specific to the provider.

Note

DescriptionName

The name of the virtual account that you are creating in Intercloud Fabric
Director. This name can contain from 1 to 16 alphanumeric characters,
including hyphens, underscores, periods, and colons. You cannot change
this name after the object has been saved.

Cloud Name

Choose the provider cloud type.Cloud Type

Choose the sub type (Classic or VPC) for Amazon Web Services.Sub Type

Choose an existing provider or create a new provider account.

Based on the selected provider account, the appropriate fields are displayed.

Provider Account

The name of the provider account.Provider Account Name

The alphanumeric text string that identifies the account owner.Access ID
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DescriptionName

The unique key for the account.Access Key

The unique resource identifier for the account.URI

The username for the provider cloud in the format username@tenant-name.Username

The password.Password

Click to validate credentials. You must validate the credentials to populate
the remaining fields.

Validate Credentials

Check theEnable Direct Connect check box to enable the Intercloud Fabric
administrator to create an Intercloud Fabric cloud by establishing a dedicated
network connection between public clouds and a configured Amazon Web
Services VPC.

Enable Direct Connect

Choose the location of the provider cloud.Location

Choose the VPC for the provider cloud.Provider VPC

Enter the private subnet for the provider cloud.Provider Private Subnet

Step 5 Click Next.
Step 6 Complete the following fields for Configuration Details:

DescriptionName

Check the Advanced check box to create new polices or click Next to
proceed with the default values.

Network Configuration

Choose a default or existing MAC pool, or create a new MAC pool.

See Adding a MAC Address Pool, on page 26 to create a new MAC pool.

MAC Pool

Choose a default or existing tunnel profile, or create a new tunnel profile.

See Configuring a Tunnel Profile, on page 28 to create a new tunnel profile.

Tunnel Profile

Choose a default or existing IP group, or create a new IP group.

See Adding an IP Group, on page 27 to create a new IP group.

IP Group

Choose a default or existing private subnet, or create a new private subnet.

See Adding a Private Subnet, on page 26 to create a new private subnet.

Private Subnet

Services
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DescriptionName

Check the ICF Firewall check box to create an Intercloud Fabric Firewall
(VSG) template.

Selecting this option results in a service template being made available for
this cloud. To configure the service, use PNSC.

See Installing Intercloud Fabric Firewall, on page 81.

ICF Firewall (VSG)

Supported on Azure clouds only.

Check the ICF Router (Integrated) check box to create an ICF Router
(Integrated) instance on the associated Intercloud Fabric cloud instance.

After the ICF Router (Integrated) is instantiated, you can configure it in
PNSC as described in Installing and Configuring Intercloud Fabric Router
(Integrated) Workflow, on page 135.

ICF Router (Integrated)

Check the ICF Router (CSR) check box to create an Intercloud Fabric
Router (CSR) template.

Selecting this option results in a service template being made available for
this cloud. To configure the service, use PNSC.

See Installing and Configuring Intercloud Fabric Router (CSR), on page
97.

ICF Router (CSR)

Enter the management VLAN ID for the Intercloud Fabric Router (CSR).

This VLAN is used to manage the Intercloud Fabric Router (CSR).
To access this property, you must check the ICF Router (CSR) check box.

Cloud Services Router
(CSR) Management VLAN

Step 7 Click Next.
Step 8 Complete the following fields for Secure Cloud Extension:

Not all fields apply when you create Intercloud Fabric clouds inMicrosoft environments.Note

DescriptionName

Complete the following fields for the Intercloud Fabric Extender.Intercloud Extender
Network

Choose a VM manager for the Intercloud Fabric Extender.VMManager

Choose a data center in which to deploy the Intercloud Fabric Extender.Datacenter

Choose the trunk interface on the Intercloud Fabric Extender for data traffic.Data Trunk Network

Choose the management interface on the Intercloud Fabric Extender for data
traffic.

Management Interface
Network

Choose the VLAN for the management interface. This VLAN must match
the VLAN specified in the management IP pool policy.

Management VLAN
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DescriptionName

Choose the IP pool policy for the management interface or create a new IP
pool policy.

See Creating a Static IP Pool Policy, on page 53 to create a new IP pool
policy.

Management IP Pool Policy

Check this check box to use different VLANs for the management interface
and tunnel interface. If this check box is not checked, the same VLAN is
used for the tunnel interface and the management interface by default.

To access this property, you must check the Advanced check box.

SeparateMgmt and Tunnel
Interface

Choose the tunnel interface on the Intercloud Fabric Extender for data traffic.

This drop-down list displays only if you check the Separate Mgmt and
Tunnel Interface check box.

Tunnel Interface Network

Choose the VLAN for the tunnel interface.

This field displays only if you check the Separate Mgmt and Tunnel
Interface check box.

Tunnel VLAN

Choose the IP pool policy for the tunnel interface or create a new IP pool
policy.

See Creating a Static IP Pool Policy, on page 53 to create a new IP pool
policy.

This drop-down list displays only if you check the Separate Mgmt and
Tunnel Interface check box.

Tunnel IP Pool Policy

Intercloud Extender Placement/Association

(Microsoft environments only) Select the host for the Intercloud Fabric
Extender.

To specify a data store for a Primary Intercloud Extender and Secondary
Intercloud Extender, check the Advanced check box and then check the
High Availability check box.

ICX

Select the host for the Intercloud Fabric Extender.

For high availability, check the Advanced check box and then check the
High-Availability check box to specify the host for the Primary Intercloud
Extender and Secondary Intercloud Extender.

Host

Select the data store for the Intercloud Fabric Extender.

For high availability, check the Advanced check box and then check the
High-Availability check box to specify the data store for the Primary
Intercloud Extender and Secondary Intercloud Extender.

To access this property, you must check the Advanced check box.

Datastore
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DescriptionName

Complete the following fields for the Intercloud Fabric Switch in the cloud.

To access this property, you must check the Advanced check box.

Intercloud Switch Network

Choose the VLAN for the management interface.Management VLAN

Choose the IP policy for the management interface or create a new IP pool
policy.

See Creating a Static IP Pool Policy, on page 53 to create a new IP pool
policy.

Management IP Pool Policy

(Optional) Specify a native VLAN to use for your VM network in vCenter.
A native VLAN is useful in flat network environments when only one VLAN
is present.

Native VLAN

To access this property, you must check the ICF Firewall (VSG) check box.

This service interface is created on the Intercloud Fabric Switch and is used
to communicate with the Intercloud Fabric Firewall data interface.

VSG Service Interface

Choose the VLAN for the service interface. The VLAN is used to
communicate between the Intercloud Fabric Switch and the Intercloud Fabric
Firewall and can be a private VLAN, completely isolated from other VLANs.

VLAN

Choose the IP pool policy for the service interface or create a new IP pool
policy.

IP Pool Policy

To access this property, you must check the ICF Firewall (VSG) check box.VSG Management

Choose the VLAN for the management interface. This VLAN is used to
manage the Intercloud Fabric Firewall.

VSG Management VLAN

Step 9 Click Next.
The Summary window provides a summary of the Intercloud Fabric cloud.

Step 10 Click Submit.
Step 11 To view the task status:

a) In the IcfCloud tab, locate the service request number of the task.
b) Choose Organizations > Service Requests.
c) Click the Service Request tab.
d) Locate the service request number or enter the service request number in the search field.
e) Click View Details to view detailed information, such as workflow status, logs, and input information for

the service request.
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Managing Services
Use this procedure to manage services after creating an Intercloud Fabric cloud.

Before You Begin

• You have created an Intercloud Fabric cloud.

• You have uploaded the services bundle to manage services. Choose Intercloud > Infrastructure >
Upload Services Bundle to upload the services bundle.

You do not need to upload the services bundle to manage Intercloud Fabric Router
(Integrated).

Note

Procedure

Step 1 Log in to Intercloud Fabric.
Step 2 Choose Intercloud > IcfCloud.
Step 3 Select the Intercloud Fabric cloud and clickManage Services.

TheManage Services window appears.

Step 4 Complete the following fields forManage Services:
DescriptionName

Check the ICF Firewall check box to create an Intercloud Fabric Firewall
(VSG) template.

ICF Firewall

Enter the VLAN for the service interface. The VLAN is used to communicate
between the Intercloud Fabric Switch and the Intercloud Fabric Firewall and
can be a private VLAN, completely isolated from other VLANs.

This service interface is created on the Intercloud Fabric Switch and is used
to communicate with the Intercloud Fabric Firewall data interface.

This field displays only if you check the ICF Firewall check box.

Service Interface VLAN

Choose the IP pool policy for the service interface or create a new IP pool
policy.

See Creating a Static IP Pool Policy, on page 53 to create a new IP pool
policy.

This field displays only if you check the ICF Firewall check box.

Service Interface IP Pool
Policy
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DescriptionName

Enter the VLAN for the management interface. This VLAN is used to manage
the Intercloud Fabric Firewall.

This field displays only if you check the ICF Firewall check box.

The firewall management port profile is automatically created when
you select the Intercloud Fabric Firewall service while creating an
Intercloud Fabric cloud. The Intercloud Fabric cloud name is added
as a prefix to the name of the port profile and the VLAN ID is added
as a suffix to the name of the port profile; for example,
icf-amz1_VSG_Management_72.

Note

VSG Management VLAN

Check the ICFRouter (CSR) check box to create an Intercloud Fabric Router
(CSR) template.

ICF Router (CSR)

Enter the management VLAN ID for the Intercloud Fabric Router (CSR).

This field displays only if you check the ICF Router (CSR) check box.

CSR Management VLAN

Check the ICF Router (Integrated) check box to create an ICF Router
(Integrated).

ICF Router (Integrated)

Step 5 Click Submit.

Instantiating an Intercloud Fabric Firewall
After you have configured an Intercloud Fabric cloud and deployed an Intercloud Fabric Firewall template,
you can instantiate an Intercloud Fabric Firewall as described in this procedure.

Before You Begin

Ensure that you have:

• Created and configured an Intercloud Fabric cloud.

• Deployed the Intercloud Fabric Firewall template.

Procedure

Step 1 Log in to Intercloud Fabric.
Step 2 Choose Intercloud > Infrastructure.
Step 3 In the Infrastructure tab, click Launch PNSC.

The PNSC GUI appears.
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Step 4 Click the Resource Management tab.
Step 5 In the navigation pane, navigate to and select the tenant where you plan to instantiate Intercloud Fabric Firewall.
Step 6 In the tenant pane, click the Actions drop-down list and choose Add Compute Firewall.
Step 7 In the Add Compute Firewall dialog box, enter the following information:

DescriptionName

Name of the Intercloud Fabric Firewall.Name

Description for the Intercloud Fabric Firewall.Description

Hostname for the Intercloud Fabric Firewall.Host Name

Step 8 Click Select to select the device profile and then click OK.
Step 9 Click Next.
Step 10 On the Select Service Device page, choose Instantiate in Cloud.
Step 11 Select an Intercloud Fabric Firewall template from the list.
Step 12 Under the VM Access section, enter and confirm the password for administrator access.
Step 13 Click Next.
Step 14 In the Select Intercloud Link section under the VPC page, navigate to and select an appropriate Intercloud

Fabric cloud.
Step 15 Click Next.
Step 16 On the Configure Service VM Interfaces page, click Add Interface.
Step 17 In the Add Interface dialog box, select the interface typeManagement, and enter the following details:

DescriptionName

IP address for the management interface.IP Address

Subnet mask for the management interface.Subnet

Gateway for the management interface.Gateway

Firewall management port profile that you created from Intercloud Fabric.

The firewall management port profile is automatically created from
Intercloud Fabric. The Intercloud Fabric cloud name is added as a prefix
to the name of the port profile and the VLAN ID is added as a suffix. For
example, icf-amz1_VSG_Management_72.

Note

Port Group

Step 18 Click OK.
Step 19 On the Configure Service VM Interfaces page, click Add Interface.
Step 20 In the Add Interface dialog box, select the interface type Data, and enter the following details:

DescriptionName

IP address for the data interface.IP Address
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DescriptionName

Subnet mask for the data interface.Subnet

Firewall data port profile that you created from Intercloud Fabric.

The firewall data port profile is automatically created from Intercloud
Fabric. The Intercloud Fabric cloud name is added as a prefix to the name
of the port profile and the VLAN ID is added as a suffix. For example,
icf-amz1_VSG_Data_710.

Note

Port Group

Step 21 Click OK and then click Next.
Step 22 On the Summary page, verify the details and click Finish to instantiate the Intercloud Fabric Firewall.

Configuring Compute Security Profiles
Cisco Prime Network Services Controller (PNSC) lets you create compute security profiles at the tenant level.

Procedure

Step 1 Log in to Intercloud Fabric.
Step 2 Choose Intercloud > Infrastructure.
Step 3 In the Infrastructure tab, click Launch PNSC.

The PNSC GUI appears.

Step 4 Choose PolicyManagement > Service Profiles > root > tenant >Compute Firewall >Compute Security
Profiles.

Step 5 In the General tab, click Add Compute Security Profile.
Step 6 Complete the following fields for Add Compute Security Profile, and then click OK.

Only the following attributes are supported for Intercloud Fabric:Note

• VM name

• Port profile name

• Operating system name

• User-defined (custom)

DescriptionField

General Tab

Profile name, which can be between 2 and 32 identifier characters. You can
use alphanumeric characters including hyphens, underscores, periods, and
colons. You cannot change this name after it is saved.

Name
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DescriptionField

Brief profile description, which can be between 1 and 256 identifier characters.
You can use alphanumeric characters including hyphens, underscores, periods,
and colons.

Description

Drop-down list of policy sets.Policy Set

Click the link to add an ACL policy set.Add ACL Policy Set

Click the link to edit the resolved policy set.Resolved Policy Set

Resolved Policies Area

Click the link to assign or unassign a policy.(Un)assign Policy

Rule name.Name

Source condition for the rule.Source Condition

Destination condition for the rule.Destination Condition

Service or protocol to which the rule applies.Service/Protocol

Encapsulated protocol to which the rule applies.EtherType

Action to take if the rule conditions are met.Action

Rule description.Description

Attributes Tab

Opens a dialog box for adding an attribute.AddUser DefinedAttribute

Attribute name.Name

Attribute value.Value

Creating a Service Path
Use this procedure to create a service path.

You cannot use a service node more than once in a service path.Note
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Procedure

Step 1 Log in to Intercloud Fabric.
Step 2 Choose Intercloud > Infrastructure.
Step 3 In the Infrastructure tab, click Launch PNSC.

The PNSC GUI appears.

Step 4 Choose Policy Management > Service Policies > root > tenant > Policies > Service Path, and then click
Add Service Path.

Step 5 In the Add Service Path dialog box, enter a name and description for the service path, and then click Add
Service Entry.

Step 6 Complete the following details:
DescriptionName

Choose the service type.Service Type

Choose an existing service node or create a new one.Service Node

Name of the service node.

This field displays only if you create a new service node.

Name

Choose the service type.

This field displays only if you create a new service node.

Service Type

Name of the logical service device.

This field displays only if you create a new service node.

Network Service

Action to take if the service node loses connectivity.

This field displays only if you create a new service node.

Fail Mode

Choose the Layer 3 adjacency type.

This field displays only if you create a new service node.

Adjacency Type

Choose the service profile.

The service profile identifies the policies that apply to the traffic using the service
path.

Service Profile

Step 7 Add additional service entries as needed for the service path and click OK.
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Binding a Service Path to a Port Profile
Binding a service path to a port profile ensures that all traffic using that port profile follows the configured
service path.

Before You Begin

Confirm that a service path exists.

Procedure

Step 1 Log in to Intercloud Fabric.
Step 2 Choose Intercloud > Infrastructure.
Step 3 In the Infrastructure tab, click Launch PNSC.

The PNSC GUI appears.

Step 4 Choose Resource Management > Resources > VSMs > vsm > Edit.
Step 5 In the Port Profiles table, select the port profile to which you want to bind the service path, then click Edit.
Step 6 In the Service Path field, click Select.
Step 7 In the Select Service Path dialog box, select the required service path, and then click OK.
Step 8 In the Edit Port Profile dialog box, click Apply and then OK to apply and save the change.

Editing Port Profiles for the Intercloud Fabric Firewall
Use the following procedure to edit port profiles for an Intercloud Fabric Firewall.

Procedure

Step 1 Log in to Intercloud Fabric.
Step 2 Choose Intercloud > Network.

Step 3 Select the cloud from the All Clouds drop-down list.
Step 4 In the Port Profile tab, select the port profile.
Step 5 Click Edit.

The Edit Port Profile window appears.

Step 6 Complete the following fields for the port profile and then click Submit.
DescriptionName

The VLAN ID of the port profile.VLAN ID

Check the check box to enable the port profile for services.

Do not select this option if you are creating a management or data port profile.
This option applies only to enabling firewall services on a cloud VM.

Note

Enable for
Services
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DescriptionName

Choose an existing org or create a new one. An org is a structure that stores IP binding
information. You can enable IP binding learning on an Intercloud Fabric Switch (VEM)
by using the org org_name command. When the VEM is enabled for learning IP
bindings, the information is synchronizedwith PNSC and the Intercloud Fabric Firewall.

This field displays only if you check the Enable for Services check box.

Org

Name of the org.

This field displays only if you check the Enable for Services check box.

New Org Name

Verifying the Installation of Intercloud Fabric Firewall
Use this procedure to verify the installation of an Intercloud Fabric Firewall.

Procedure

Step 1 Log in to Intercloud Fabric.
Step 2 Choose Intercloud > Infrastructure.
Step 3 In the Infrastructure tab, click Launch PNSC.

The PNSC GUI appears.

Step 4 Choose Resource Management >Managed Resources.
Step 5 Select the Intercloud Fabric cloud and choose Network Services.

You can view the status of the Intercloud Fabric Firewall installation in the table.
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C H A P T E R  7
Installing and Configuring Intercloud Fabric
Router (CSR)

This chapter contains the following sections:

• About the Intercloud Fabric Router (CSR), page 97

• Guidelines and Limitations, page 98

• Prerequisites, page 99

• Installing and Configuring an Intercloud Fabric Router (CSR) Workflow, page 99

About the Intercloud Fabric Router (CSR)
The Intercloud Fabric Router (CSR) provides a cloud-based virtual router that is deployed on a virtual machine
(VM) instance on x86 server hardware. The Intercloud Fabric Router (CSR) is a virtual platform that provides
selected Cisco IOS XE security and switching features on a virtualization platform.

The Intercloud Fabric Router (CSR) acts as an edge device in Intercloud Fabric and provides the following
functionality:

• Provides inter-VLAN routing for the virtual machines in the provider cloud.

• Serves as the NAT gateway for the virtual machines in the provider cloud.

• Provides VPN routing for the virtual machines in the provider cloud.
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• Enables you to extend the default gateway from the private cloud to the provider cloud.

Figure 8: Cisco Intercloud Fabric Router (CSR) Topology

The Intercloud Fabric Router (CSR) can also be deployed on Amazon Web Services (AWS) for private and
provider cloud solutions. See the Cisco CSR 1000V Series Cloud Services Router Deployment Guide for
Amazon Web Services for information on deploying the Intercloud Fabric Router AMI.

Guidelines and Limitations
• The Intercloud Fabric Router (CSR) is not supported on Microsoft Azure.

• The Intercloud Fabric Router (CSR) version 3.16.1 is required for Intercloud Fabric with VCD.

• The Intercloud Fabric Router (CSR) version 3.14.01 is required for Intercloud Fabric with AWS.

• The Intercloud Fabric Router (CSR) version 3.14.1.S is required for Intercloud Fabric with Cisco
Intercloud Services – V.

• Network Address Translation (NAT) functionality for the Intercloud Fabric Router (CSR) is available
only if there is a default VPC in the Amazon Web Services (AWS) account.

• If you configure dynamic NATwhen working with Cisco Intercloud Services –V, return network traffic
does not reach the Intercloud Fabric Router (CSR) cloud VM.

• During deployment of the Intercloud Fabric Router (CSR) in the provider cloud, inter-VLAN traffic
might stop working between the private cloud and provider cloud virtual machines for VLANs that are
not extended to the provider cloud. You must add routing for private cloud VLANs that are not extended
on a data interface that is configured as the default gateway. If a data interface is not configured as a
default gateway, add one with one of the private cloud VLANs that is not extended. Then, add routing
for the remaining VLANs under that interface.
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• If you delete an Intercloud Fabric Router (CSR) instance and immediately try to recreate either the same
instance or another instance of the Intercloud Fabric Router (CSR) in the same Intercloud Fabric cloud,
you might receive the error can’t create; object already exists. We recommend that you wait for
10 minutes before you create a new instance of the Intercloud Fabric Router (CSR) in the Intercloud
Fabric cloud.

• After you perform any lifecycle operations using the PNSC GUI, you must refresh the GUI to view the
status of the operation.

Prerequisites
• You have an account in the provider cloud.

• For Amazon Web Services, accept the terms and conditions as follows before launching the Intercloud
Fabric Router (CSR) AMI from Intercloud Fabric:

• In the Amazon Web Services Marketplace, search for Cisco CSR.

• Accept the terms for Cisco CSR release 3.14.01.S Bring Your Own License (BYOL).

•When you provision the virtual data centers in the Intercloud Fabric Router (CSR), ensure that the
network policies associated with the virtual data centers have the VLANs that are required for creating
the data interfaces for the Intercloud Fabric Router (CSR).

Installing and Configuring an Intercloud Fabric Router (CSR)
Workflow

Installing and configuring an Intercloud Fabric Router (CSR) for Intercloud Fabric includes the following
steps:

Procedure

Step 1 For Amazon Web Services, discover an Intercloud Fabric Router (CSR) on Amazon Web Services using
Intercloud Fabric.
See Creating an Intercloud Fabric Cloud, on page 34.

Step 2 For all other providers, create an Intercloud Fabric Router (CSR) service from Intercloud Fabric or enable an
Intercloud Fabric Router (CSR) service after you create an Intercloud Fabric cloud.

• See Creating an Intercloud Fabric Cloud, on page 34.

• SeeManaging Services, on page 40 if you did not enable the service while creating an Intercloud Fabric
cloud.

Step 3 Instantiate an Intercloud Fabric Router (CSR) from Cisco Prime Network Services Controller using Intercloud
Fabric, which includes the following tasks:
a) Create a management interface using Cisco Prime Network Services Controller.
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When you instantiate an Intercloud Fabric Router (CSR), theAdd Edge Routerwizard in Prime Network
Services Controller lets you create the management interface.

b) Create cloud interfaces using Cisco Prime Network Services Controller.
When you instantiate an Intercloud Fabric Router (CSR), theAdd Edge Routerwizard in Prime Network
Services Controller lets you create the cloud interface.

c) Create a cloud public interface using Prime Network Services Controller. A public cloud interface is
required for Network Address Translation (NAT) and VPN configuration.

See Instantiating an Intercloud Fabric Router (CSR), on page 107.

Step 4 (Optional) Configure NAT and Port Address Translation (PAT) policies.

• See Configuring Network Address Translation and Port Address Translation Policies, on page 112.

• See Configuring Dynamic NAT Policies for ICFPP Providers, on page 115.

Step 5 (Optional) Configure VPN.
See Configuring VPN for Intercloud Fabric Router (CSR) Workflow, on page 116.

Step 6 Verify installation of the Intercloud Fabric Router (CSR) using Cisco Prime Network Services Controller.
See Verifying the Installation of the Intercloud Fabric Router (CSR), on page 129.

Creating an Intercloud Fabric Cloud
Use this procedure to create an Intercloud Fabric cloud.

Before You Begin

• You have created a provider account.

• You know the credentials for the cloud provider.

• You have created a tunnel network with the name icfTunnelNet. This applies only to Intercloud Fabric
in OpenStack environments.

• You have installed the infrastructure components.

• You have configured the port profiles for a distributed virtual switch (such as Cisco Nexus 1000V,
VMware vSwitch, VMware VDS, or Microsoft Hyper-V switch) in the private cloud.

• You have created Intercloud Fabric infrastructure policies, such as aMAC pool, tunnel profile, and static
IP pool.

• Optionally, you have configured a native VLAN to use for your VMnetwork in vCenter. A native VLAN
is useful in flat network environments when only one VLAN is present.

• If you are using a Cisco Nexus 1000V switch in the private cloud, you have added the switch to Intercloud
Fabric. See Adding a Network Element, on page 33.

• You have configured the Intercloud Fabric Extender trunk port profile for the VLANs that will be
extended into the cloud.
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• You have uploaded the services bundle to manage services. Choose Intercloud > Infrastructure >
Upload Services Bundle to upload the services bundle.

You do not need to upload the services bundle to manage the Intercloud Fabric Router
(Integrated).

Note

• You have the required configurations and hardware to enable a dedicated network connection between
the public cloud and AWS VPC using AWS Direct Connect.

Direct Connect can only be enabled for AWS VPC.Note

When Direct Connect is enabled, the provider's private IP address that is assigned to
the Intercloud Fabric Switch will be used by PNSC and the Intercloud Fabric Extender
to establish a tunnel.

Note

Procedure

Step 1 Log in to Intercloud Fabric.
Step 2 Choose Intercloud > IcfCloud.
Step 3 Click the IcfCloud tab and then click Setup.

The Cloud Setup wizard appears.

Step 4 Complete the following fields for Account Credentials:
Many of the fields in the following table are displayed only if you create a new provider account. In
addition, the fields that are displayed are specific to the provider.

Note

DescriptionName

The name of the virtual account that you are creating in Intercloud Fabric
Director. This name can contain from 1 to 16 alphanumeric characters,
including hyphens, underscores, periods, and colons. You cannot change
this name after the object has been saved.

Cloud Name

Choose the provider cloud type.Cloud Type

Choose the sub type (Classic or VPC) for Amazon Web Services.Sub Type

Choose an existing provider or create a new provider account.

Based on the selected provider account, the appropriate fields are displayed.

Provider Account

The name of the provider account.Provider Account Name

The alphanumeric text string that identifies the account owner.Access ID
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DescriptionName

The unique key for the account.Access Key

The unique resource identifier for the account.URI

The username for the provider cloud in the format username@tenant-name.Username

The password.Password

Click to validate credentials. You must validate the credentials to populate
the remaining fields.

Validate Credentials

Check theEnable Direct Connect check box to enable the Intercloud Fabric
administrator to create an Intercloud Fabric cloud by establishing a dedicated
network connection between public clouds and a configured Amazon Web
Services VPC.

Enable Direct Connect

Choose the location of the provider cloud.Location

Choose the VPC for the provider cloud.Provider VPC

Enter the private subnet for the provider cloud.Provider Private Subnet

Step 5 Click Next.
Step 6 Complete the following fields for Configuration Details:

DescriptionName

Check the Advanced check box to create new polices or click Next to
proceed with the default values.

Network Configuration

Choose a default or existing MAC pool, or create a new MAC pool.

See Adding a MAC Address Pool, on page 26 to create a new MAC pool.

MAC Pool

Choose a default or existing tunnel profile, or create a new tunnel profile.

See Configuring a Tunnel Profile, on page 28 to create a new tunnel profile.

Tunnel Profile

Choose a default or existing IP group, or create a new IP group.

See Adding an IP Group, on page 27 to create a new IP group.

IP Group

Choose a default or existing private subnet, or create a new private subnet.

See Adding a Private Subnet, on page 26 to create a new private subnet.

Private Subnet

Services
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DescriptionName

Check the ICF Firewall check box to create an Intercloud Fabric Firewall
(VSG) template.

Selecting this option results in a service template being made available for
this cloud. To configure the service, use PNSC.

See Installing Intercloud Fabric Firewall, on page 81.

ICF Firewall (VSG)

Supported on Azure clouds only.

Check the ICF Router (Integrated) check box to create an ICF Router
(Integrated) instance on the associated Intercloud Fabric cloud instance.

After the ICF Router (Integrated) is instantiated, you can configure it in
PNSC as described in Installing and Configuring Intercloud Fabric Router
(Integrated) Workflow, on page 135.

ICF Router (Integrated)

Check the ICF Router (CSR) check box to create an Intercloud Fabric
Router (CSR) template.

Selecting this option results in a service template being made available for
this cloud. To configure the service, use PNSC.

See Installing and Configuring Intercloud Fabric Router (CSR), on page
97.

ICF Router (CSR)

Enter the management VLAN ID for the Intercloud Fabric Router (CSR).

This VLAN is used to manage the Intercloud Fabric Router (CSR).
To access this property, you must check the ICF Router (CSR) check box.

Cloud Services Router
(CSR) Management VLAN

Step 7 Click Next.
Step 8 Complete the following fields for Secure Cloud Extension:

Not all fields apply when you create Intercloud Fabric clouds inMicrosoft environments.Note

DescriptionName

Complete the following fields for the Intercloud Fabric Extender.Intercloud Extender
Network

Choose a VM manager for the Intercloud Fabric Extender.VMManager

Choose a data center in which to deploy the Intercloud Fabric Extender.Datacenter

Choose the trunk interface on the Intercloud Fabric Extender for data traffic.Data Trunk Network

Choose the management interface on the Intercloud Fabric Extender for data
traffic.

Management Interface
Network

Choose the VLAN for the management interface. This VLAN must match
the VLAN specified in the management IP pool policy.

Management VLAN
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DescriptionName

Choose the IP pool policy for the management interface or create a new IP
pool policy.

See Creating a Static IP Pool Policy, on page 53 to create a new IP pool
policy.

Management IP Pool Policy

Check this check box to use different VLANs for the management interface
and tunnel interface. If this check box is not checked, the same VLAN is
used for the tunnel interface and the management interface by default.

To access this property, you must check the Advanced check box.

SeparateMgmt and Tunnel
Interface

Choose the tunnel interface on the Intercloud Fabric Extender for data traffic.

This drop-down list displays only if you check the Separate Mgmt and
Tunnel Interface check box.

Tunnel Interface Network

Choose the VLAN for the tunnel interface.

This field displays only if you check the Separate Mgmt and Tunnel
Interface check box.

Tunnel VLAN

Choose the IP pool policy for the tunnel interface or create a new IP pool
policy.

See Creating a Static IP Pool Policy, on page 53 to create a new IP pool
policy.

This drop-down list displays only if you check the Separate Mgmt and
Tunnel Interface check box.

Tunnel IP Pool Policy

Intercloud Extender Placement/Association

(Microsoft environments only) Select the host for the Intercloud Fabric
Extender.

To specify a data store for a Primary Intercloud Extender and Secondary
Intercloud Extender, check the Advanced check box and then check the
High Availability check box.

ICX

Select the host for the Intercloud Fabric Extender.

For high availability, check the Advanced check box and then check the
High-Availability check box to specify the host for the Primary Intercloud
Extender and Secondary Intercloud Extender.

Host

Select the data store for the Intercloud Fabric Extender.

For high availability, check the Advanced check box and then check the
High-Availability check box to specify the data store for the Primary
Intercloud Extender and Secondary Intercloud Extender.

To access this property, you must check the Advanced check box.

Datastore
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DescriptionName

Complete the following fields for the Intercloud Fabric Switch in the cloud.

To access this property, you must check the Advanced check box.

Intercloud Switch Network

Choose the VLAN for the management interface.Management VLAN

Choose the IP policy for the management interface or create a new IP pool
policy.

See Creating a Static IP Pool Policy, on page 53 to create a new IP pool
policy.

Management IP Pool Policy

(Optional) Specify a native VLAN to use for your VM network in vCenter.
A native VLAN is useful in flat network environments when only one VLAN
is present.

Native VLAN

To access this property, you must check the ICF Firewall (VSG) check box.

This service interface is created on the Intercloud Fabric Switch and is used
to communicate with the Intercloud Fabric Firewall data interface.

VSG Service Interface

Choose the VLAN for the service interface. The VLAN is used to
communicate between the Intercloud Fabric Switch and the Intercloud Fabric
Firewall and can be a private VLAN, completely isolated from other VLANs.

VLAN

Choose the IP pool policy for the service interface or create a new IP pool
policy.

IP Pool Policy

To access this property, you must check the ICF Firewall (VSG) check box.VSG Management

Choose the VLAN for the management interface. This VLAN is used to
manage the Intercloud Fabric Firewall.

VSG Management VLAN

Step 9 Click Next.
The Summary window provides a summary of the Intercloud Fabric cloud.

Step 10 Click Submit.
Step 11 To view the task status:

a) In the IcfCloud tab, locate the service request number of the task.
b) Choose Organizations > Service Requests.
c) Click the Service Request tab.
d) Locate the service request number or enter the service request number in the search field.
e) Click View Details to view detailed information, such as workflow status, logs, and input information for

the service request.
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Managing Services
Use this procedure to manage services after creating an Intercloud Fabric cloud.

Before You Begin

• You have created an Intercloud Fabric cloud.

• You have uploaded the services bundle to manage services. Choose Intercloud > Infrastructure >
Upload Services Bundle to upload the services bundle.

You do not need to upload the services bundle to manage Intercloud Fabric Router
(Integrated).

Note

Procedure

Step 1 Log in to Intercloud Fabric.
Step 2 Choose Intercloud > IcfCloud.
Step 3 Select the Intercloud Fabric cloud and clickManage Services.

TheManage Services window appears.

Step 4 Complete the following fields forManage Services:
DescriptionName

Check the ICF Firewall check box to create an Intercloud Fabric Firewall
(VSG) template.

ICF Firewall

Enter the VLAN for the service interface. The VLAN is used to communicate
between the Intercloud Fabric Switch and the Intercloud Fabric Firewall and
can be a private VLAN, completely isolated from other VLANs.

This service interface is created on the Intercloud Fabric Switch and is used
to communicate with the Intercloud Fabric Firewall data interface.

This field displays only if you check the ICF Firewall check box.

Service Interface VLAN

Choose the IP pool policy for the service interface or create a new IP pool
policy.

See Creating a Static IP Pool Policy, on page 53 to create a new IP pool
policy.

This field displays only if you check the ICF Firewall check box.

Service Interface IP Pool
Policy

   Cisco Intercloud Fabric Getting Started Guide, Release 2.3.1
106

Installing and Configuring Intercloud Fabric Router (CSR)
Managing Services



DescriptionName

Enter the VLAN for the management interface. This VLAN is used to manage
the Intercloud Fabric Firewall.

This field displays only if you check the ICF Firewall check box.

The firewall management port profile is automatically created when
you select the Intercloud Fabric Firewall service while creating an
Intercloud Fabric cloud. The Intercloud Fabric cloud name is added
as a prefix to the name of the port profile and the VLAN ID is added
as a suffix to the name of the port profile; for example,
icf-amz1_VSG_Management_72.

Note

VSG Management VLAN

Check the ICFRouter (CSR) check box to create an Intercloud Fabric Router
(CSR) template.

ICF Router (CSR)

Enter the management VLAN ID for the Intercloud Fabric Router (CSR).

This field displays only if you check the ICF Router (CSR) check box.

CSR Management VLAN

Check the ICF Router (Integrated) check box to create an ICF Router
(Integrated).

ICF Router (Integrated)

Step 5 Click Submit.

Instantiating an Intercloud Fabric Router (CSR)
Use this procedure to instantiate an Intercloud Fabric Router (CSR) by using the Add Edge Router wizard.
This wizard lets you create the management interface as well as the cloud interface.

You must configure one management interface and at least two cloud interfaces. Because there is only
one trunk between the devices, you need cloud interfaces for multiple VLANs.

Note

Before You Begin

• You have installed the infrastructure components.

• You have created an Intercloud Fabric cloud.

• You have created VDCs that include the VLANs for CSR cloud interfaces.

Cisco Intercloud Fabric Getting Started Guide, Release 2.3.1    
107

Installing and Configuring Intercloud Fabric Router (CSR)
Instantiating an Intercloud Fabric Router (CSR)



Procedure

Step 1 Log in to Intercloud Fabric.
Step 2 Choose Intercloud > Infrastructure.
Step 3 In the Infrastructure tab, click Launch PNSC.

The PNSC GUI appears.

Step 4 Choose Tenant Management Management > Root > Create tenant.
Step 5 Choose Resource Management >Managed Resources > tenant.
Step 6 From the Network Services Actions drop-down list, choose Add Edge Router.

The Add Edge Router wizard appears.

Step 7 Complete the following fields for Properties:
DescriptionName

The name of the edge router.Name

The description of the edge router.Description

Choose an existing or default device profile for the edge router.Device Profile

Choose an existing or default device service profile for the edge router.Device Service Profile

The hostname.Host Name

VM Access

Enter the username.User Name

Enter the password.Password

Confirm the password.Confirm Password

Step 8 Click Next.
Step 9 Complete the following fields for Service Device:

DescriptionName

Select to instantiate the cloud edge router.Instantiate in Cloud

Select the cloud image to use to instantiate the cloud edge router.Select

Compute

Four CPU cores are allocated for each interface.CPU Cores

4000 MB of memory is allocated for each interface.Memory
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Step 10 Click Next.
Step 11 Select the Intercloud Fabric cloud and then click Next.
Step 12 Click Add Interfaces to create a management interface.
Step 13 Complete the following fields for Add Interfaces:

DescriptionName

The name of the management interface.Name

The description of the management interface.Description

ChooseManagement.Type

Choose the mode.Mode

Choose the port profile with the name using the format icf-link-name*, such
as ICS_Trunk_Tunnel.

Port Profile

Choose Tagged Interface.Category

Choose the VLAN for the interface. The VLAN ID must be included in the
port profile you chose.

VLAN

Sub Management Information

The IP address used for communication between PNSC and the Intercloud
Fabric Router (CSR).

Sub Management IP

The submanagement port of the interface.Port

The IP address of the interface.IP Address

The subnet mask for the IP address.IP Subnet Mask

The gateway IP address.Gateway

Step 14 Click Next.
Step 15 Click Add Interfaces to create a cloud interface. Create at least two cloud interfaces.
Step 16 Complete the following fields for Add Interfaces:

DescriptionName

The name of the cloud interface.Name

The description of the cloud interface.Description

Choose Ethernet.Type
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DescriptionName

Choose the administrative state of the subinterface.Admin State

Click Select to choose an interface service profile or add the default interface
service profile.

Interface Service Profile

Trunk is selected by default.Mode

Choose the trunk port profile to which the interface belongs.Port Profile

Choose Tagged Interface.Category

Enter the VLAN for the interface. The VLAN IDmust be included in the port
profile you chose.

VLAN

Check theUse As Default Gateway check box to enable the Default Gateway
Extension feature, also known as Address Resolution Protocol (ARP) filtering.

Use As Default Gateway

Check the Enable check box to use DHCP instead of ARP filtering.DHCP

The primary IP address and, optionally, a secondary IP address if HA is
enabled.

IP Address

The subnet mask for the IP address.Subnet Mask

To configure ARP filtering, check the check box.Extend Default Gateway

The enterprise gateway IP address.Enterprise Gateway

Step 17 Click Add Interfaces to create a public cloud interface.
A public cloud interface is required for NAT and VPN configuration. If the VPN is based on crypto map
policies, you must create a public cloud interface. In this case, the interface service profile with the VPN
configuration is associated with the public cloud interface.

Step 18 Complete the following fields for Add Interfaces:
DescriptionName

The name of the public cloud interface.Name

The description of the public cloud interface.Description

Choose public cloud.Type

Choose the administrative state of the interface.Admin State

Click Select to choose an interface service profile or add the default interface
service profile.

Interface Service Profile
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Step 19 Click Add Interfaces to create a tunnel interface.
A tunnel interface is required only for VPN configuration. If the VPN is supported using Virtual Tunnel
Interface (VTI), you must create a tunnel interface for each VPN. In this case, the interface service profile
with the VPN configuration is associated with the tunnel interface.

Step 20 Complete the following fields for Add Interfaces:
DescriptionName

The name of the tunnel interface.Name

The description of the tunnel interface.Description

Choose tunnel.Type

Choose the source interfaceSource Interface

Choose the administrative state of the interface.Admin State

Click Select to choose an interface service profile or add the default interface
service profile.

Interface Service Profile

Enter the IP address for the interface.Primary IP Address

Enter the subnet mask for the interface.Primary Subnet Mask

Step 21 Click Next to view the summary and then click Finish.

About Network Address Translation and Port Address Translation Policies
Cisco Prime Network Services Controller supports Network Address Translation (NAT) and Port Address
Translation (PAT) policies for controlling address translation in the deployed network. These policies support
both static and dynamic translation of IP addresses and ports.

Cisco Prime Network Services Controller lets you configure the following policy items:

• NAT policy—Can contain multiple rules, which are evaluated sequentially until a match is found.

• NAT policy set—Group of NAT policies that can be associated with an edge security profile. When the
profile is applied, the NAT policies are applied only to ingress traffic.

• PAT policy—Supports source dynamic and destination static interface PAT on edge firewalls.

The following guidelines apply when configuring NAT and PAT policies for cloud providers:
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If you do not configure NAT and PAT policies correctly for cloud providers, incoming traffic does not
reach the provider.

Note

•When working with Amazon clouds, use the AWS console to perform the following tasks:

◦Configure secondary AWS private IP addresses in the Intercloud Fabric Router (CSR).

◦Rent elastic IP addresses to bind to the secondary IP addresses of the Intercloud Fabric Router
(CSR).

•When configuring dynamic NAT and adding a rule:

• Use the Prefix source condition.

• Choose a source IP address pool that contains the cloud private IP addresses. The source IP address
pool should contain the IP address of the cloud VMs that can be reached by incoming traffic.

• If you configure dynamic NAT when working with Cisco Intercloud Services – V, return network
traffic does not reach the Intercloud Fabric Router (CSR) cloud VM.

•When configuring dynamic PAT and adding a rule:

• Use the Prefix source condition.

• Choose a source IP PAT pool that contains the ports to be accessible on the cloud provider.

• To configure dynamic NAT for ICFPP providers, see Configuring Dynamic NAT Policies for ICFPP
Providers, on page 115.

Configuring Network Address Translation and Port Address Translation Policies
Use this procedure to configure NAT and PAT policies.

Procedure

Step 1 Log in to Intercloud Fabric.
Step 2 Choose Intercloud > Infrastructure.
Step 3 In the Infrastructure tab, click the Launch PNSC button.

The PNSC GUI appears.

Step 4 Choose Policy Management > Service Policies > root > Policies > NAT > NAT Policies.
Step 5 In the General tab, click Add NAT Policy.
Step 6 Complete the following fields for Add NAT Policy:

DescriptionName

The name of the policy.Name

The description of the edge router policy.Description
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DescriptionName

The administrative state of the policy.Admin State

Click Add Rule to add a rule to the policy.Add Rule

Step 7 Complete the following fields for Add NAT Policy Rule:
DescriptionField

The name of the rule.Name

The description of the rule.Description

Original Packet Match Conditions

Source attributes that must be matched for the current policy to apply.

To add a new condition, click Add Rule Condition.

Available source attributes are IP Address and Network Port.

Source Match Conditions

Destination attributes that must be matched for the current policy to apply.

To add a new condition, click Add Rule Condition.

Available destination attributes are IP Address and Network Port.

Destination Match
Conditions

Specify the protocols to which the rule applies:

• To apply the rule to any protocol, check the Any check box.

• To apply the rule to specific protocols:

1 Uncheck the Any check box.

2 From the Operator drop-down list, choose a qualifier: Equal, Not
equal, Member, Not Member, In range, or Not in range.

3 In the Value fields, specify the protocol, object group, or range.

Protocol

NAT Action Table

The required translation option: Static or Dynamic.NAT Action
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DescriptionField

Identify a translated address pool for each original packet match condition from
the following options:

• Resolved Source IP Pool

• Resolved Source Port Pool

• Resolved Source IP PAT Pool

• Resolved Destination IP Pool

• Resolved Destination Port Pool

For example, if you specify a source IP address match condition, you must
identify a Source IP Pool object group. Similarly, a destination network port
match requires a Destination Port Pool object group.

The Source IP PAT Pool option is available only if you choose dynamic
translation.

Click Add Object Group to add object groups for the translation actions. See
Step 8.

Translated Address

Check and uncheck the check boxes as required:

• Enable Bidirectional—Check this check box for connections to be initiated
bidirectionally; that is, both to and from the host. Available only for static
address translation.

• Enable DNS—Check this check box to enable DNS for NAT.

• Enable Round Robin IP—Check this check box to allocate IP addresses
on a round-robin basis. Available only for dynamic address translation.

• Disable Proxy ARP—Check this check box to disable proxy ARP.
Available only for static address translation.

NAT Options

Step 8 (Optional) Complete the following fields for Add Object Group:
DescriptionField

Object group name.

The name can be between 2 and 32 identifier characters. You can use
alphanumeric characters including hyphens, underscores, periods, and colons.
You cannot change this name after it is saved.

Name

Brief description of the object group.

The description can be between 1 and 256 identifier characters. You can use
alphanumeric characters including hyphens, underscores, periods, and colons.

Description
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DescriptionField

Available attribute types: Network, VM, User Defined, vZone, and Time Range.

Youmust configure an attribute type and name to add an object group expression.

Attribute Type

Available attribute names for the selected attribute type.Attribute Name

Expression Table

Click to add an object group expression.Add Object Group
Expression

Operator for the selected expression.Operator

Value for the selected expression.Value

Step 9 Click OK.
Step 10 To apply the profile, choose Resource Management >Managed Resources > tenant.
Step 11 Select the Intercloud Fabric Router (CSR) and then choose Edit Edge Router.
Step 12 In the Edit Edge Router wizard, click Select in the Device Service Profile field.
Step 13 In the Select Router Device Profile dialog box, choose the device profile.
Step 14 Click OK and then Apply.

Configuring Dynamic NAT Policies for ICFPP Providers
Use this procedure to configure dynamic NAT policies for ICFPP providers.

Procedure

Step 1 Configure dynamic NAT policy using PNSC.
See Configuring Network Address Translation and Port Address Translation Policies, on page 112.

Step 2 Log in to the Cloud Services Router (CSR) CLI and remove the NAT rule.

Example:
router#no ip nat pool nat-rule1-R1 192.168.3.239 192.168.3.239 netmask 255.255.255.252

router#no ip nat inside source list natacl-nat-rule1-R1 pool nat-rule1-R1

Step 3 Manually configure the configuration for dynamic NAT from the CSR CLI.

Example:
router#ip nat inside source list natacl-nat-rule1-R1 interface gigabitEthernet 8

Step 4 Verify the configuration.
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Example:
router#show running-config | section ip nat
ip nat inside
ip nat outside
ip nat inside source list natacl-nat-rule1-R1 interface GigabitEthernet8 overload

Step 5 Save the configuration.

Example:
router#copy running-config startup-config

About Configuring VPN for Intercloud Fabric Router (CSR)
• To configure VPN for an Intercloud Fabric Router (CSR), you must configure the device service profile
and the interface service profile. You must also create a public cloud interface for the tunnel.

• Only one instance of crypto map-based IPSec site-to-site VPN is supported and it is created using the
public cloud interface.

• If you configure more than one IPSec site-to-site VPN, use the tunnel interfaces that are created on the
public cloud interface.

• If you configure a VPN using a tunnel interface, the crypto map policy cannot include any rules.

• If you configure a VPN using a tunnel interface, you must add static route entries to reach the remote
subnetworks through that tunnel interface.

Configuring VPN for Intercloud Fabric Router (CSR) Workflow
Configuring VPN for an Intercloud Fabric Router (CSR) includes the following steps:

Procedure

Step 1 Create a VPN device policy:
See Configuring a VPN Device Policy, on page 117.

a) Create an IKE policy.
See Creating an Internet Key Exchange (IKE) Policy, on page 119.

b) Create a peer authentication policy.
See Creating a Peer Authentication Policy, on page 120.

Step 2 Create an interface service profile:
See Creating an Interface Service Profile, on page 122.

a) Create a crypto map policy.
See Creating a Crypto Map Policy, on page 123.

b) Create an IPsec policy.
See Creating an IPsec Policy, on page 127.
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Step 3 Apply the device policy and interface service profile to the Intercloud Fabric Router (CSR).
See Applying the Device Profile and Interface Service Profile to the Router, on page 129.

Configuring a VPN Device Policy
A VPN device policy enables you to specify VPN global settings, such as:

• IKE policy

• IKE global settings

• IPsec global settings

• Peer authentication policy

Use this procedure to configure VPN policies.

Before You Begin

Ensure that you have created the following items:

• A public cloud interface

• An IKE policy

• A peer authentication policy

Procedure

Step 1 Log in to Intercloud Fabric.
Step 2 Choose Intercloud > Infrastructure.
Step 3 In the Infrastructure tab, click Launch PNSC.

The PNSC GUI appears.

Step 4 Choose Policy Management > Service Policies > root > Policies > VPN > VPN Device Policies.
Step 5 In the General tab, click Add VPN Device Policy.
Step 6 Complete the following fields for Add VPN Device Policy:

DescriptionName

The name of the policy.Name

The description of the policy.Description

Choose an existing policy from the drop-down list, or click Add IKE Policy
to add a new policy.

IKE Policy

Choose an existing policy from the drop-down list, or click Add Peer
Authentication Policy to add a new policy.

Peer Authentication Policy
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Step 7 In the IKE Settings tab, complete the following fields for Add VPN Device Policy:
DescriptionName

Whether or not IPsec traffic is allowed over TCP. If IPsec over TCP is
enabled, this method takes precedence over all other connection methods.

Enable IPsec over TCP

Whether or not clients are notified that sessions will be disconnected.Send Disconnect
Notification

Whether or not inbound aggressive mode is permitted.Allow Inbound Aggressive
Mode

Whether or not a reboot can occur only when all active sessions have
terminated voluntarily.

Wait for Termination
before Rebooting check box

Percentage of the maximum number of allowed Security Associations (SAs)
that can be in-negotiation (open) before cookie challenges are issued for
future SA negotiations.

Threshold for Cookie
Challenge (0-100 Percent)

Percentage of themaximum number of allowed SAs that can be in-negotiation
before additional connections are denied.

The default value is 100 percent.

Negotiation Threshold for
Maximum SAs (0-100
Percent)

Phase 2 identification method:

• Automatic—Determines ISAKMP negotiation by connection type:

◦IP address for a preshared key.

◦Cert DN for certificate authentication.

• IP Address—IP address of the host exchanging ISAKMP identity
information.

• Hostname—Fully qualified domain name of the host exchanging
ISAKMP identity information.

• Key ID—String used by the remote peer to look up the preshared key.

IKE Identity

The key to use for IKE identity if the IKE identification method is Key ID.Key for IKE Identity

Whether or not IPsec peers can establish a connection through a NAT device.NAT Traversal

Length of time (in hours, minutes, and seconds) that a tunnel can exist with
no activity before the device sends keepalive messages to the peer.

Values range from 10 to 3600 seconds, with a default of 20 seconds.

Keep-Alive Time for NAT
Traversal

Whether or not the total number of IKE V2 SAs on the node can be set.IKEv2 IPsec Maximum
Security Associations

Maximum number of SA connections allowed.Maximum Number of SA
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DescriptionName

1 Click Add IKE V1 Over TCP Port to add a new port.

2 In the Port field, enter the TCP port to use for IKE V1.

IKEv1 over TCP Port

Step 8 In the IPsec Settings tab, complete the following fields for Add VPN Device Policy:
DescriptionName

Whether or not SA anti-replay is enabled.Anti Replay

Window size to use to track and prevent duplication of packets. Using a
larger window size allows the decryptor to track more packets.

Anti Replay Window Size

Length of time (in days, hours, minutes, and seconds) that an SA can live
before expiring.

SA Lifetime

Length of time (in days, hours, minutes, and seconds) that an SA can live
before expiring.

SA Lifetime Volume (KB)

Step 9 Click OK.

Creating an Internet Key Exchange (IKE) Policy

The Internet Key Exchange (IKE) protocol is a hybrid protocol that implements Oakley and SKEME key
exchanges inside the Internet Security Association and Key Management Protocol (ISAKMP) framework.
Although the initial IKE implementation used the IPsec protocol, IKE can now be used with other protocols.
IKE provides authentication of IPsec peers, negotiates IPsec keys, and negotiates the IPsec Security Associations
(SAs).

Use this procedure to configure an IKE policy.

Procedure

Step 1 Log in to Intercloud Fabric.
Step 2 Choose Intercloud > Infrastructure.
Step 3 In the Infrastructure tab, click Launch PNSC.

The PNSC GUI appears.

Step 4 Choose Policy Management > Service Policies > root > Policies > VPN > IKE Policies.
Step 5 In the General tab, click Add IKE Policy.
Step 6 Complete the following fields for Add IKE Policy:
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DescriptionName

The name of the policy.Name

The description of the policy.Description

Step 7 Click Add IKE V1 Policy.
You must configure either an IKE V1 or IKE V2 policy.

Step 8 To configure an IKE V1 policy, provide the following information and click OK:
DescriptionName

Diffie-Hellman group: Group 1, Group 2, or Group 5.DH Group

Encryption method: 3DES, AES, AES-192, AES-256, or DES.Encryption

Hash algorithm: MD5 or SHA.Hash

Authentication method is Preshared key.Authentication

Length of time (in days, hours, minutes, and seconds) that an SA lives before
expiring.

SA Lifetime

Step 9 To configure an IKE V2 policy, provide the following information and click OK:
DescriptionName

Diffie-Hellman group: Group 1, Group 2, Group 5, or Group 14.DH Group

Encryption method: 3DES, AES, AES-192, AES-256, or DES.Encryption

Hash integrity algorithm: MD5, SHA, SHA256, SHA384, or SHA512.Hash

Pseudo-random function (PRF) has algorithm: MD5, SHA, SHA256,
SHA384, or SHA512.

Pseudo Random Function
Hash

Length of time (in days, hours, minutes, and seconds) that an SA lives
before expiring.

SA Lifetime

Creating a Peer Authentication Policy

A peer authentication policy defines the method used to authenticate a peer. Use this procedure to create a
peer authentication policy.
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Procedure

Step 1 Log in to Intercloud Fabric.
Step 2 Choose Intercloud > Infrastructure.
Step 3 In the Infrastructure tab, click Launch PNSC.

The PNSC GUI appears.

Step 4 Choose Policy Management > Service Policies > root > Policies > VPN > Peer Authentication Policies.
Step 5 In the General tab, click Add Peer Authentication Policy.
Step 6 Complete the following fields for Add Peer Authentication Policy:

DescriptionName

The name of the policy.Name

The description of the policy.Description

Step 7 Click Add Policy to Authenticate Peer.
Step 8 Complete the following fields for Add Policy to Authenticate Peer:

DescriptionName

Unique IP address or hostname of the peer.Peer IP Address

IKEv1 Area

Preshared key.Local

Preshared key for confirmation.Confirm

Whether or not the preshared key has been set and is properly configured
(read-only).

Set

IKEv2 Area

Local preshared key.Local

Local preshared key for confirmation.Confirm

Whether or not the local preshared key has been set and is properly
configured (read-only).

Set

Remote preshared key.Remote

Remote preshared key for confirmation.Confirm

Whether or not the remote preshared key has been set and is properly
configured (read-only).

Set
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Step 9 Click OK.

Creating an Interface Service Profile
A profile is a collection of policies. By creating a profile with policies that you select, and then applying that
profile to multiple objects, such as routers, you can ensure that those objects have consistent policies.

Interface policy sets enable you to group multiple policies, such as a crypto map policy and an IPsec policy,
for inclusion in a router service profile. Use this procedure to create an interface service profile.

Procedure

Step 1 Log in to Intercloud Fabric.
Step 2 Choose Intercloud > Infrastructure.
Step 3 In the Infrastructure tab, click Launch PNSC.

The PNSC GUI appears.

Step 4 Choose Policy Management > Service Policies > root > Edge Router > Interface Service Profiles.
Step 5 In the General tab, click Add Router Interface Profile.
Step 6 Complete the following fields for Add Router Interface Profile:

DescriptionName

The name of the profile.Name

The description of the profile.Description

Choose an existing policy from the drop-down list, or click Add
Interface Policy Set to add a new policy set.

VPN Interface Policy Set

Step 7 Complete the following fields for Add Interface Policy Set:
DescriptionName

The name of the policy set.Name

The description of the policy set.Description

Administrative state of the policy set: enabled or disabled.Admin State

Policies Area

Click to add a new policy.

See Creating a Crypto Map Policy, on page 123.

Add Crypto Map Policy
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DescriptionName

Policies that can be assigned to the policy set.

Use the arrows between the columns to move policies between columns.

Available

Policies assigned to the policy set.Assigned

Changes the priority of the selected policies.

Arrange the policies from highest to lowest priority, with the highest
priority policy at the top of the list.

Up and down arrows

Step 8 In the Domain Settings tab, complete the following fields for Add Interface Policy Set:
DescriptionName

Check the appropriate check box to specify IKE V1 or IKE V2.Enable IKE

Check the check box to fragment packets before encryption.
Pre-fragmentation minimizes post-fragmentation (fragmentation after
encryption) and the resulting reassembly before decryption, thereby
improving performance.

Enable IPsec Pre-fragmentation

Available only if the Enable IPsec Pre-fragmentation check box is
checked.

Choose the action to take with the Don't Fragment (DF) bit in the
encapsulated header:

• Clear

• Copy

• Set

Admin StateDo Not Fragment

Step 9 Click OK.

Creating a Crypto Map Policy

A crypto map policy includes the following:

• Rules for source and destination conditions.

• IP Security (IPsec) options, including an IPsec policy.

• Internet Key Exchange (IKE) options, including a peer device.

Crypto map policies are applied to interfaces by being included in interface policy sets. Use this procedure
to create a crypto map policy.
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Procedure

Step 1 Log in to Intercloud Fabric.
Step 2 Choose Intercloud > Infrastructure.
Step 3 In the Infrastructure tab, click Launch PNSC.

The PNSC GUI appears.

Step 4 Choose Policy Management > Service Policies > root > Policies > VPN > Crypto Map Policies.
Step 5 In the General tab, click Add Crypto Map Policy.
Step 6 Complete the following fields for Add Crypto Map Policy:

DescriptionName

The name of the policy.Name

The description of the policy.Description

The administrative state of the policy: enabled or disabled.Admin State

Click Add Rule to add a new rule to the current policy.Add Rule

Step 7 Complete the following fields for Add Rule and click OK:
DescriptionField

Rule name.Name

Brief rule description.Description

Action to take based on this rule: Permit or Deny.VPN Action

Protocols to examine for this rule:

• To examine all protocols, check the Any check box.

• To examine specific protocols:

1 Uncheck the Any check box.

2 From theOperator drop-down list, choose a qualifier: Equal, Not
equal, Member, Not Member, In range, or Not in range.

3 In the Value fields, specify the protocol, object group, or range.

Protocol
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DescriptionField

Encapsulated protocols to examine for this rule:

• To examine all encapsulated protocols, check the Any check box.

• To examine specific encapsulated protocols:

1 Uncheck the Any check box.

2 From the Operator drop-down list, choose a qualifier: Greater
Than, Less Than, Equal, Not equal, Member, Not Member, In
range, or Not in range.

3 In the Value fields, specify the hexadecimal value, object group,
or hexadecimal range.

EtherType

Source attributes that must be matched for the rule to apply.

To add a new condition, click Add Rule Condition.

Available source attributes are IP Address and Network Port.

Source Conditions

Destination attributes that must be matched for the rule to apply.

To add a new condition, click Add Rule Condition.

Available destination attributes are IP Address and Network Port.

Destination Conditions

Step 8 In the IPsec Settings tab, complete the following fields for Add Crypto Map Policy:
DescriptionField

Length of time (in days, hours, minutes, and seconds) that a security
association (SA) lives before expiring.

SA Lifetime

Volume of traffic, in kilobytes, that can pass between IPsec peers using a
given SA before that association expires.

SA Lifetime Traffic (KB)

Whether or not Perfect Forward Secrecy (PFS) is enabled.

PFS is a cryptographic characteristic associated with a derived shared-secret
value. With PFS, if one key is compromised, previous and subsequent keys
are not compromised, because subsequent keys are not derived from previous
keys.

Enable Perfect Forwarding
Secrecy

Available if PFS is enabled.

Choose the Diffie-Hellman (DH) group for this policy:

• Group 1—The 768-bit DH group.

• Group 2—The 1024-bit DH group.

• Group 5—The 1536-bit DH group.

Diffie-Hellman Group
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DescriptionField

The IPsec policy that applies to the current policy.

Choose an existing IPsec policy or click Add IPsec Policy to create a new
policy.

See Creating an IPsec Policy, on page 127.

IPsec Policies

Choose an existing peer or click Add Peer Device to add a new peer.

In the Add Peer Device dialog box, enter the peer device IP address or
hostname.

Peer Device

Step 9 In the Other Settings tab, complete the following fields for Add Crypto Map Policy and click OK:
DescriptionField

Whether or not IPsec peers can establish a connection through a NAT device.Enable NAT Traversal

Whether or not static routes are automatically added to the routing table and
then announced to neighbors on the private network.

Enable Reverse Route
Injection

Connection type for this policy:

• Answer-Only—Responds only to inbound IKE connections during the
initial proprietary exchange to determine the appropriate peer to which
to connect.

• Bidirectional—Accepts and originates connections based on this policy.

• Originate-Only—Initiates the first proprietary exchange to determine
the appropriate peer to which to connect.

Connection Type

Mode to use for exchanging key information and setting up SAs:

• Aggressive Mode—Faster mode, using fewer packets and exchanges,
but does not protect the identity of the communicating parties.

• Main Mode—Slower mode, using more packets and exchanges, but
protects the identities of the communicating parties.

Negotiation Mode

DH group to use when in aggressive mode: Group 1, Group 2, or Group 5.DH Group for Aggressive
Mode
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Creating an IPsec Policy

IPsec policies define the IPsec policy objects used to create a secure IPsec tunnel for a VPN. Use this procedure
to create an IPsec policy.

Procedure

Step 1 Log in to Intercloud Fabric.
Step 2 Choose Intercloud > Infrastructure.
Step 3 In the Infrastructure tab, click Launch PNSC.

The PNSC GUI appears.

Step 4 Choose Policy Management > Service Policies > root > Policies > VPN> Ipsec Policies.
Step 5 In the General tab, click Add IPsec Policy.
Step 6 Complete the following fields for Add IPsec Policy:

DescriptionName

The name of the policy.Name

The description of the policy.Description

Click Add IPsec IKEv1 Proposal to configure an IKE V1 proposal.

Youmust configure either an IKEV1 or IKEV2 proposal for an IPsec policy.

IPsec IKEv1 Proposal

Click Add IPsec IKEv2 Proposal to configure an IKE V2 proposal.IPsec IKEv2 Proposal

Step 7 Complete the following fields for Add IPsec IKEv1 Proposal and click OK:
DescriptionField

Mode in which the IPsec tunnel operates.

In Tunnel mode, the IPsec tunnel encapsulates the entire IP packet.

Mode

Encapsulating Security Protocol (ESP) encryption method:

• 3DES—Encrypts three times according to the Data Encryption Standard
(DES) using 56-bit keys.

• AES—Encrypts according to the Advanced Encryption Standard (AES)
using 128-bit keys.

• AES-192—Encrypts according to the AES using 192-bit keys.

• AES-256—Encrypts according to the AES using 256-bit keys.

• DES—Encrypts according to the DES using 56-bit keys.

• Null—Null encryption algorithm. Transform sets definedwith ESP-Null
provide authentication without encryption; this method is typically used
for testing purposes only.

ESP Encryption
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DescriptionField

Hash authentication algorithm:

• MD5—Produces a 128-bit digest.

• Null—Does not perform authentication.

• SHA—Produces a 160-bit digest.

ESP Authentication

Step 8 Complete the following fields for Add IPsec IKEv2 Proposal and click OK:
DescriptionField

To add an ESP encryption method:

1 Click Add ESP Encryption Algorithm.

2 From theESPEncryption drop-down list, choose the encryption method:

• 3DES—Encrypts three times according to the Data Encryption
Standard (DES) using 56-bit keys.

• AES—Encrypts according to the Advanced Encryption Standard
(AES) using 128-bit keys.

• AES-192—Encrypts according to the AES using 192-bit keys.

• AES-256—Encrypts according to the AES using 256-bit keys.

• DES—Encrypts according to the DES using 56-bit keys.

• Null—Null encryption algorithm. Transform sets defined with
ESP-Null provide authentication without encryption; this method is
typically used for testing purposes only.

ESPEncryptionAlgorithm

To add an integrity algorithm:

1 Click Add Integrity Algorithm.

2 From the Integrity Algorithm drop-down list, choose the authentication
algorithm:

• MD5—Produces a 128-bit digest.

• Null—Does not perform authentication.

• SHA—Produces a 160-bit digest.

Integrity Algorithm
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Applying the Device Profile and Interface Service Profile to the Router
After you have created a device profile and an interface service profile, you can apply them to the Intercloud
Fabric Router (CSR).

Procedure

Step 1 Log in to Intercloud Fabric.
Step 2 Choose Intercloud > Infrastructure.
Step 3 In the Infrastructure tab, click Launch PNSC.

The PNSC GUI appears.

Step 4 To apply the device profile, choose Resource Management >Managed Resources > tenant.
Step 5 Select the Intercloud Fabric Router (CSR) and then choose Edit Edge Router.
Step 6 In the Edit Edge Router wizard, click Select in the Device Service Profile field.
Step 7 Select the device profile in the Select Router Device Profile window.
Step 8 Click OK and then Apply.
Step 9 In the Edit Edge Router wizard, click the Network Interfaces tab.
Step 10 Select the interface and then click Select in the Interface Service Profile field.
Step 11 Select the interface service profile in the Select Router Interface Profile window.
Step 12 Click OK and then Apply.

Verifying the Installation of the Intercloud Fabric Router (CSR)
Use this procedure to verify the installation of the Intercloud Fabric Router (CSR).

Procedure

Step 1 Log in to the Intercloud Fabric Router (CSR) CLI.
Step 2 Enter the following commands:

a) show running configuration

Example:
# show running configuration
Building configuration...

Current configuration : 5052 bytes
!
! Last configuration change at 19:01:11 UTC Tue Mar 10 2015
!
version 15.5
service timestamps debug datetime msec
no service timestamps log uptime
no platform punt-keepalive disable-kernel-core
platform console auto
!
hostname CSR11
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!
boot-start-marker
boot-end-marker
!
!
no logging buffered
no logging console
no logging monitor
!
no aaa new-model
!
ip domain name opsourcecloud.net
!
!
subscriber templating
!
multilink bundle-name authenticated
!
crypto pki trustpoint TP-self-signed-1700464965
enrollment selfsigned
subject-name cn=IOS-Self-Signed-Certificate-1700464965
revocation-check none
rsakeypair TP-self-signed-1700464965
!
!
license udi pid CSR1000V sn 916Z0U0VCZ5
license boot level lite
remote-management
pnsc host 10.3.1.99 local-port 58443 shared-secret AL]\cFcCRZIiYZUaiRcRgbIfOEE\eWAAB

!
username admin privilege 15 secret 5 $1$CX8v$0Io63wbgoLfsjpVQJ7ltn.
!
redundancy
!
!
ip ssh rsa keypair-name ssh-key
ip ssh version 2
!

interface VirtualPortGroup0
ip unnumbered GigabitEthernet1.301
ip mtu 1352
!
interface GigabitEthernet1
description configured by PolicyAgent
no ip address
negotiation auto
!
interface GigabitEthernet1.301
encapsulation dot1Q 301
ip address 10.3.1.39 255.255.0.0
ip mtu 1352
!
interface GigabitEthernet1.311
description configured by PolicyAgent
encapsulation dot1Q 311
ip address 192.168.11.39 255.255.255.0
ip mtu 1352
ip access-group default-ingress in
ip access-group default-egress out
!
interface GigabitEthernet1.312
description configured by PolicyAgent
encapsulation dot1Q 312
ip address 192.168.12.39 255.255.255.0
ip mtu 1352
ip access-group default-ingress in
ip access-group default-egress out
!
!
interface GigabitEthernet8
description configured by PolicyAgent
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ip address 10.229.179.12 255.255.255.0
ip mtu 1352
ip access-group default-ingress in
ip access-group default-egress out
negotiation auto
!
!
virtual-service csr_mgmt
vnic gateway VirtualPortGroup0
guest ip address 10.3.1.49
activate
!
ip forward-protocol nd
!
no ip http server
ip http secure-server
ip route 10.3.1.49 255.255.255.255 VirtualPortGroup0
ip route 173.36.216.0 255.255.255.0 10.3.1.1
!
ip access-list extended default-egress
ip access-list extended default-ingress

no logging trap
!
!
!
control-plane
!
banner exec ^CWARNING: This device is managed by Prime Network Services Controller.
RESTful API is read only. Changing configuration using CLI is not recommended.^C
banner login ^CWARNING: This device is managed by Prime Network Services Controller.
RESTful API is read only. Changing configuration using CLI is not recommended.^C
!
line con 0
stopbits 1
line vty 0 4
login local
transport input ssh
!
!
end

b) show ip interface brief
This command displays the interfaces created for the Intercloud Fabric Router (CSR).

Example:
#show ip int brief
Interface IP-Address OK? Method Status Protocol
GigabitEthernet1 unassigned YES NVRAM up up
GigabitEthernet1.401 10.4.36.209 YES NVRAM up up <---mgmt int
GigabitEthernet1.464 192.168.64.131 YES NVRAM up up <---data interface 1
GigabitEthernet1.465 192.168.65.131 YES NVRAM up up <--- data interface 2
GigabitEthernet2 unassigned YES NVRAM administratively down down
GigabitEthernet3 unassigned YES NVRAM administratively down down
GigabitEthernet4 unassigned YES NVRAM administratively down down
GigabitEthernet5 unassigned YES NVRAM administratively down down
GigabitEthernet6 unassigned YES NVRAM administratively down down
GigabitEthernet7 unassigned YES NVRAM administratively down down
GigabitEthernet8 172.31.31.18 YES DHCP up up <--- public intf
VirtualPortGroup0 10.4.36.209 YES unset up up

c) show remote-management status
This command displays the virtual service and remote management status.

Example:
#show remote-management status
Remote management release version: 1.5.1
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----------------------------------------------------------------------
Process Status Uptime # of restarts
----------------------------------------------------------------------
nginx UP 0Y 0W 1D 0: 5:21 0
climgr UP 0Y 0W 1D 0: 5:21 0
restful_api UP 0Y 0W 1D 0: 5:21 0
fcgicpa UP 0Y 0W 1D 0: 5:12 0
pnscag UP 0Y 0W 1D 0: 5:12 0
pnscdme UP 0Y 0W 1D 0: 5:11 0
----------------------------------------------------------------------
Feature Status Configuration
----------------------------------------------------------------------
Restful API Enabled, UP port: 55443
(GET only) autosave-timer: 30 seconds
socket: unix:/usr/local/nginx/csrapi-fcgi.sock;

PNSC Enabled, UP host: 10.4.36.12
port: 58443
socket: unix:/usr/local/cpa-fcgi.sock;

Network stats:
eth0: RX packets:43346, TX packets:6
eth1: RX packets:22112, TX packets:20330

Coredump file(s): lost+found
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C H A P T E R  8
Installing and Configuring Intercloud Fabric
Router (Integrated)

This chapter contains the following sections:

• About Intercloud Fabric Router (Integrated), page 133

• Guidelines and Limitations, page 134

• Prerequisite, page 135

• Installing and Configuring Intercloud Fabric Router (Integrated) Workflow, page 135

About Intercloud Fabric Router (Integrated)
Intercloud Fabric Router (Integrated) provides router functionality that is integrated with Intercloud Fabric.
It is created on demand as a container in the Intercloud Fabric Switch, and can be created when an Intercloud
Fabric cloud is instantiated or on an existing Intercloud Fabric instance.

An Intercloud Fabric Router (Integrated) acts as an edge device in Intercloud Fabric and provides the following
functionality:

• Inter-VLAN routing for virtual machines in the provider cloud.

• The extension of the default gateway from the private cloud to the provider cloud.

• Static route configuration that enables VMs in the provider cloud to reach enterprise networks that are
not extended to the cloud.
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• NAT for VMs in the provider cloud for direct Internet access.

Figure 9: Intercloud Fabric Router (Integrated) Topology

Guidelines and Limitations
The following limitations apply to Intercloud Fabric Router (Integrated):

• Intercloud Fabric Router (Integrated) is supported only on Microsoft Azure.

• If an Intercloud Fabric cloud instance is in high availability (HA) mode, you cannot create an Intercloud
Fabric Router (Integrated).

• If an Intercloud Fabric cloud instance is created with Intercloud Fabric Router (Integrated), the HA
option is disabled.

• Because routing is implicitly available for the management VLAN subnet, do not configure interfaces
for the management VLAN when you configure interfaces in the Intercloud Fabric Router (Integrated).

The following guidelines apply to Intercloud Fabric Router (Integrated):

• An Intercloud Fabric Router (Integrated) is always created under the tenant organization named icfCloud
in PNSC.

• The name of an Intercloud Fabric Router (Integrated) is automatically selected and is the same as the
name of the associated Intercloud Fabric cloud. For example, if an Intercloud Fabric cloud instance is
named Icf-Azure-Link1, the corresponding Intercloud Fabric Router (Integrated) has the same namewith
the suffix -iclink, such as Icf-Azure-Link1-iclink.
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Prerequisite
Because each Intercloud Fabric cloud requires an IP address for Intercloud Fabric Router (Integrated), ensure
that the management subnetwork has a sufficient number of IP addresses.

Installing and Configuring Intercloud Fabric Router (Integrated)
Workflow

Installing and configuring Intercloud Fabric Router (Integrated) involves the following high-level tasks:

Procedure

Step 1 Create an Intercloud Fabric Router (Integrated) service from Intercloud Fabric or enable an Intercloud Fabric
Router (Integrated) service after creating an Intercloud Fabric cloud:

• See Creating an Intercloud Fabric Cloud, on page 34.

• See Managing Services, on page 40 if you have not enabled the service while creating an Intercloud
Fabric cloud.

Step 2 Configure the Intercloud Fabric Router (Integrated) by using Cisco Prime Network Services Controller as
follows:
a) Configure router interfaces.

See Configuring Router Interfaces for Intercloud Fabric Router (Integrated), on page 141.

b) (Optional) Configure static routing.
See Configuring Static Routing, on page 145.

c) (Optional) Configure Network Address Translation (NAT) policies.
See Configuring NAT Policies for an Intercloud Fabric Router (Integrated), on page 147.

Step 3 Verify installation of the Intercloud Fabric Router (Integrated).
See Verifying the Installation of Intercloud Fabric Router (Integrated), on page 151.

Creating an Intercloud Fabric Cloud
Use this procedure to create an Intercloud Fabric cloud.

Before You Begin

• You have created a provider account.

• You know the credentials for the cloud provider.

• You have created a tunnel network with the name icfTunnelNet. This applies only to Intercloud Fabric
in OpenStack environments.

Cisco Intercloud Fabric Getting Started Guide, Release 2.3.1    
135

Installing and Configuring Intercloud Fabric Router (Integrated)
Prerequisite



• You have installed the infrastructure components.

• You have configured the port profiles for a distributed virtual switch (such as Cisco Nexus 1000V,
VMware vSwitch, VMware VDS, or Microsoft Hyper-V switch) in the private cloud.

• You have created Intercloud Fabric infrastructure policies, such as aMAC pool, tunnel profile, and static
IP pool.

• Optionally, you have configured a native VLAN to use for your VMnetwork in vCenter. A native VLAN
is useful in flat network environments when only one VLAN is present.

• If you are using a Cisco Nexus 1000V switch in the private cloud, you have added the switch to Intercloud
Fabric. See Adding a Network Element, on page 33.

• You have configured the Intercloud Fabric Extender trunk port profile for the VLANs that will be
extended into the cloud.

• You have uploaded the services bundle to manage services. Choose Intercloud > Infrastructure >
Upload Services Bundle to upload the services bundle.

You do not need to upload the services bundle to manage the Intercloud Fabric Router
(Integrated).

Note

• You have the required configurations and hardware to enable a dedicated network connection between
the public cloud and AWS VPC using AWS Direct Connect.

Direct Connect can only be enabled for AWS VPC.Note

When Direct Connect is enabled, the provider's private IP address that is assigned to
the Intercloud Fabric Switch will be used by PNSC and the Intercloud Fabric Extender
to establish a tunnel.

Note

Procedure

Step 1 Log in to Intercloud Fabric.
Step 2 Choose Intercloud > IcfCloud.
Step 3 Click the IcfCloud tab and then click Setup.

The Cloud Setup wizard appears.

Step 4 Complete the following fields for Account Credentials:
Many of the fields in the following table are displayed only if you create a new provider account. In
addition, the fields that are displayed are specific to the provider.

Note

   Cisco Intercloud Fabric Getting Started Guide, Release 2.3.1
136

Installing and Configuring Intercloud Fabric Router (Integrated)
Creating an Intercloud Fabric Cloud



DescriptionName

The name of the virtual account that you are creating in Intercloud Fabric
Director. This name can contain from 1 to 16 alphanumeric characters,
including hyphens, underscores, periods, and colons. You cannot change
this name after the object has been saved.

Cloud Name

Choose the provider cloud type.Cloud Type

Choose the sub type (Classic or VPC) for Amazon Web Services.Sub Type

Choose an existing provider or create a new provider account.

Based on the selected provider account, the appropriate fields are displayed.

Provider Account

The name of the provider account.Provider Account Name

The alphanumeric text string that identifies the account owner.Access ID

The unique key for the account.Access Key

The unique resource identifier for the account.URI

The username for the provider cloud in the format username@tenant-name.Username

The password.Password

Click to validate credentials. You must validate the credentials to populate
the remaining fields.

Validate Credentials

Check theEnable Direct Connect check box to enable the Intercloud Fabric
administrator to create an Intercloud Fabric cloud by establishing a dedicated
network connection between public clouds and a configured Amazon Web
Services VPC.

Enable Direct Connect

Choose the location of the provider cloud.Location

Choose the VPC for the provider cloud.Provider VPC

Enter the private subnet for the provider cloud.Provider Private Subnet

Step 5 Click Next.
Step 6 Complete the following fields for Configuration Details:

DescriptionName

Check the Advanced check box to create new polices or click Next to
proceed with the default values.

Network Configuration
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DescriptionName

Choose a default or existing MAC pool, or create a new MAC pool.

See Adding a MAC Address Pool, on page 26 to create a new MAC pool.

MAC Pool

Choose a default or existing tunnel profile, or create a new tunnel profile.

See Configuring a Tunnel Profile, on page 28 to create a new tunnel profile.

Tunnel Profile

Choose a default or existing IP group, or create a new IP group.

See Adding an IP Group, on page 27 to create a new IP group.

IP Group

Choose a default or existing private subnet, or create a new private subnet.

See Adding a Private Subnet, on page 26 to create a new private subnet.

Private Subnet

Services

Check the ICF Firewall check box to create an Intercloud Fabric Firewall
(VSG) template.

Selecting this option results in a service template being made available for
this cloud. To configure the service, use PNSC.

See Installing Intercloud Fabric Firewall, on page 81.

ICF Firewall (VSG)

Supported on Azure clouds only.

Check the ICF Router (Integrated) check box to create an ICF Router
(Integrated) instance on the associated Intercloud Fabric cloud instance.

After the ICF Router (Integrated) is instantiated, you can configure it in
PNSC as described in Installing and Configuring Intercloud Fabric Router
(Integrated) Workflow, on page 135.

ICF Router (Integrated)

Check the ICF Router (CSR) check box to create an Intercloud Fabric
Router (CSR) template.

Selecting this option results in a service template being made available for
this cloud. To configure the service, use PNSC.

See Installing and Configuring Intercloud Fabric Router (CSR), on page
97.

ICF Router (CSR)

Enter the management VLAN ID for the Intercloud Fabric Router (CSR).

This VLAN is used to manage the Intercloud Fabric Router (CSR).
To access this property, you must check the ICF Router (CSR) check box.

Cloud Services Router
(CSR) Management VLAN

Step 7 Click Next.
Step 8 Complete the following fields for Secure Cloud Extension:

Not all fields apply when you create Intercloud Fabric clouds inMicrosoft environments.Note
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DescriptionName

Complete the following fields for the Intercloud Fabric Extender.Intercloud Extender
Network

Choose a VM manager for the Intercloud Fabric Extender.VMManager

Choose a data center in which to deploy the Intercloud Fabric Extender.Datacenter

Choose the trunk interface on the Intercloud Fabric Extender for data traffic.Data Trunk Network

Choose the management interface on the Intercloud Fabric Extender for data
traffic.

Management Interface
Network

Choose the VLAN for the management interface. This VLAN must match
the VLAN specified in the management IP pool policy.

Management VLAN

Choose the IP pool policy for the management interface or create a new IP
pool policy.

See Creating a Static IP Pool Policy, on page 53 to create a new IP pool
policy.

Management IP Pool Policy

Check this check box to use different VLANs for the management interface
and tunnel interface. If this check box is not checked, the same VLAN is
used for the tunnel interface and the management interface by default.

To access this property, you must check the Advanced check box.

SeparateMgmt and Tunnel
Interface

Choose the tunnel interface on the Intercloud Fabric Extender for data traffic.

This drop-down list displays only if you check the Separate Mgmt and
Tunnel Interface check box.

Tunnel Interface Network

Choose the VLAN for the tunnel interface.

This field displays only if you check the Separate Mgmt and Tunnel
Interface check box.

Tunnel VLAN

Choose the IP pool policy for the tunnel interface or create a new IP pool
policy.

See Creating a Static IP Pool Policy, on page 53 to create a new IP pool
policy.

This drop-down list displays only if you check the Separate Mgmt and
Tunnel Interface check box.

Tunnel IP Pool Policy

Intercloud Extender Placement/Association
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DescriptionName

(Microsoft environments only) Select the host for the Intercloud Fabric
Extender.

To specify a data store for a Primary Intercloud Extender and Secondary
Intercloud Extender, check the Advanced check box and then check the
High Availability check box.

ICX

Select the host for the Intercloud Fabric Extender.

For high availability, check the Advanced check box and then check the
High-Availability check box to specify the host for the Primary Intercloud
Extender and Secondary Intercloud Extender.

Host

Select the data store for the Intercloud Fabric Extender.

For high availability, check the Advanced check box and then check the
High-Availability check box to specify the data store for the Primary
Intercloud Extender and Secondary Intercloud Extender.

To access this property, you must check the Advanced check box.

Datastore

Complete the following fields for the Intercloud Fabric Switch in the cloud.

To access this property, you must check the Advanced check box.

Intercloud Switch Network

Choose the VLAN for the management interface.Management VLAN

Choose the IP policy for the management interface or create a new IP pool
policy.

See Creating a Static IP Pool Policy, on page 53 to create a new IP pool
policy.

Management IP Pool Policy

(Optional) Specify a native VLAN to use for your VM network in vCenter.
A native VLAN is useful in flat network environments when only one VLAN
is present.

Native VLAN

To access this property, you must check the ICF Firewall (VSG) check box.

This service interface is created on the Intercloud Fabric Switch and is used
to communicate with the Intercloud Fabric Firewall data interface.

VSG Service Interface

Choose the VLAN for the service interface. The VLAN is used to
communicate between the Intercloud Fabric Switch and the Intercloud Fabric
Firewall and can be a private VLAN, completely isolated from other VLANs.

VLAN

Choose the IP pool policy for the service interface or create a new IP pool
policy.

IP Pool Policy

To access this property, you must check the ICF Firewall (VSG) check box.VSG Management

   Cisco Intercloud Fabric Getting Started Guide, Release 2.3.1
140

Installing and Configuring Intercloud Fabric Router (Integrated)
Creating an Intercloud Fabric Cloud



DescriptionName

Choose the VLAN for the management interface. This VLAN is used to
manage the Intercloud Fabric Firewall.

VSG Management VLAN

Step 9 Click Next.
The Summary window provides a summary of the Intercloud Fabric cloud.

Step 10 Click Submit.
Step 11 To view the task status:

a) In the IcfCloud tab, locate the service request number of the task.
b) Choose Organizations > Service Requests.
c) Click the Service Request tab.
d) Locate the service request number or enter the service request number in the search field.
e) Click View Details to view detailed information, such as workflow status, logs, and input information for

the service request.

Enabling Services for Intercloud Fabric Router (Integrated)
After you have created an Intercloud Fabric cloud, you can create an Intercloud Fabric Router (Integrated)
instance by using theManage Services option.

Before You Begin

You have created an Intercloud Fabric cloud.

Procedure

Step 1 Log in to Intercloud Fabric and choose Intercloud > IcfCloud.
Step 2 In the IcfCloud window, click the IcfCloud tab.
Step 3 Choose the Intercloud Fabric cloud and clickManage Services.
Step 4 In theManage Services window, check the ICF Router (Integrated) check box to create an Intercloud

Fabric Router (Integrated) instance on the selected Intercloud Fabric cloud.
After the Intercloud Fabric Router (Integrated) is instantiated, you can configure it by using the Prime Network
Services Controller GUI.

Configuring Router Interfaces for Intercloud Fabric Router (Integrated)
When you create or enable an Intercloud Fabric Router (Integrated), Intercloud Fabric creates a management
interface and trunk interface for the Intercloud Fabric Router (Integrated). You must configure interfaces for
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inter-VLAN routing, NAT and PAT policies, and static routing. Use this procedure to configure router interfaces
for the Intercloud Fabric Router (Integrated).

Two interfaces are usually required for inter-VLAN communications. For an Intercloud Fabric Router
(Integrated), however, the management VLAN can be routed so only one additional router interface is required.

Before You Begin

• You have created the Intercloud Fabric cloud and enabled the Intercloud Fabric Router (Integrated)
service.

• In the PNSC GUI, you have confirmed that the Intercloud Fabric Router (Integrated) is in the Running
state.

Procedure

Step 1 Log in to Intercloud Fabric.
Step 2 Choose Intercloud > Infrastructure.
Step 3 In the Infrastructure tab, click Launch PNSC.

The PNSC GUI appears.

Step 4 Choose Resource Management >Managed Resources.
Step 5 Select the tenant org named IcfCloud.
Step 6 Click the Network Services tab.

All the Intercloud Fabric Router (Integrated) instances that are active on different Intercloud Fabric cloud
instances are displayed.

Step 7 Select the required instance and then choose Edit Edge Router.
The Edit Edge Router wizard appears.

Step 8 Confirm the following information for Edit Edge Router:
DescriptionName

The name of the router. It is the same as the name of the parent Intercloud
Fabric cloud instance with the suffix -iclink.

Name

The description of the router.Description

The hostname. It is the same as the name of the parent Intercloud Fabric cloud
instance with the suffix -iclink.

Host Name

The IP address of the management interface.Mangement IP

Integrated gateway.Platform Type
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DescriptionName

The default device profile for the router.

The device profile named defaultIG is selected by default. Do not
modify the reference toDevice Profile or the actual defaultIG profile.
A change in either could change the Config Status of the Intercloud
Fabric Router (Integrated) instance to failed-to-apply. This is because
Intercloud Fabric Router (Integrated) does not support any of the
policies in Device Profile.

Note

Device Profile

The default device service profile for the router.

To support a combination of static routing and NAT policies that are specific
to this router instance, you must select a different device service profile that
you have created.

Device Service Profile

Status

An associating value indicates that the router instance has not yet been created.
This state indicates that PNSC is attempting to connect to the related Intercloud
Fabric cloud instance to create the router instance. The status can remain in
this state until the Intercloud Fabric cloud instance is powered up and the status
of the site-to-site tunnel is UP.
An associated value indicates that the router instance has been created.

Association Status

An ok value indicates that the router is configured correctly.

A failed to apply value indicates that the router is not configured correctly.
Click the Fault tab to determine the reason for the configuration failure.

Config Status

A Yes value indicates that PNSC can communicate with the router.

A No value indicates that PNSC cannot communicate with the router.

Reachable

VM Access

The admin username to access the router.User Name

The password for Intercloud Fabric. The password for the Intercloud Fabric
Router (Integrated) is the same as the password for Intercloud Fabric. We
recommend that you do not modify the password.

Password

The password.Confirm Password

Step 9 Click the Network Interfaces tab.
Step 10 Click Add Interfaces.
Step 11 Complete the following fields for Add Interfaces:

DescriptionName

The name of the interface. The name should not exceed 15 characters.Name
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DescriptionName

The description of the interface.Description

Choose Ethernet.

The type Public Cloud is required to support NAT configuration on
the router instance. Only one instance of the type Public Cloud is
supported.

Note

After you create an interface of type Ethernet, you can only modify
the attributes such as Admin State, Use As Default Gateway, IP
Address, Extend Default Gateway, and Enterprise Gateway.

After you create an interface of type Public Cloud, you can only
modify the attributes such as Admin State. Delete the interface type
Public Cloud only if it is not required to be connected to the Internet.

Note

Type

Choose the administrative state of the interface.

The default value for the type Public Cloud interface is Enabled. Changing
the state to Disabled shuts down the router interface which, in turn, disables
routing and NAT translation on that interface.

Admin State

The default interface service profile is selected.

The interface service profile named defaultIG is selected by default.
Do not modify the reference toDevice Profile or the actual defaultIG
profile. A change in either could change the Config Status of the
Intercloud Fabric Router (Integrated) instance to failed-to-apply. This
is because Intercloud Fabric Router (Integrated) does not support any
of the policies in Interface Service Profile.

Note

Interface Service Profile

By default Trunk is selected and cannot be modified.Mode

The trunk port profile to which the interface belongs is selected. The port
profile is the same as the port profile used on the parent Intercloud Fabric
cloud instance and cannot be modified.

Port Profile

By default Tagged Interface is selected.Category

Choose the VLAN for the interface. The VLAN ID must be included in the
port profile you selected.

You cannot create an interface in the management VLAN.

VLAN

Check the Use As Default Gateway check box to configure the interface as
the default gateway for the cloud virtual machines that come up on the
associated subnetwork.

Use As Default Gateway

The primary IP address. Secondary configuration is not supported on an
Intercloud Fabric Router (Integrated).

This option is available if you check theUse As Default Gateway check box.

IP Address

   Cisco Intercloud Fabric Getting Started Guide, Release 2.3.1
144

Installing and Configuring Intercloud Fabric Router (Integrated)
Configuring Router Interfaces for Intercloud Fabric Router (Integrated)



DescriptionName

The subnet mask for the IP address.

This option is available if you check theUse As Default Gateway check box.

Subnet Mask

To enable the router instance to act the default gateway for the virtual machines
that have been migrated to the provider cloud, check the check box.

This option is available if you check theUse As Default Gateway check box.

Extend Default Gateway

The gateway IP address.

This option is available if you check theUse As Default Gateway check box.

Gateway

Step 12 Click OK.

Configuring Static Routing
Intercloud Fabric lets you configure static routes for an Intercloud Fabric Router (Integrated).

After you configure a static route routing policy, you can apply it to the desired router instance by selecting
the routing policy in the edge router device profile that exists for that router instance.

Before You Begin

Confirm that an edge router device profile exists for the Intercloud Fabric Router (Integrated).

Procedure

Step 1 Log in to Intercloud Fabric.
Step 2 Choose Intercloud > Infrastructure.
Step 3 In the Infrastructure tab, click Launch PNSC.

The PNSC GUI appears.

Step 4 Choose Policy Management > Service Policies > root > icfCloud > Policies > Routing.
Step 5 Click Add Routing Policy.

The Add Routing Policy window appears.

Step 6 Complete the following fields for Add Routing Policy:
Only the Static Route option is supported for an Intercloud Fabric Router (Integrated).Note

DescriptionName

The name of the routing policy.Name

The description of the routing policy.Description
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DescriptionName

Choose an existing static route or create a new one.Static Route

Step 7 To create a static route routing policy:
a) Click Add Static Route.
b) Complete the following fields for Add Static Route:

DescriptionName

The IP route prefix and prefix mask for the destination.

Although you can enter 0.0.0.0 in this field, the policy will fail when it is
associated with an Intercloud Fabric Router (Integrated).

Destination Network

The IP address of the next hop that can be used to reach the destination network.

The Forwarding Interface field is not supported for Intercloud Fabric Router
(Integrated).

Forwarding (Next
Hop)

The distance metric.Distance Metric

Step 8 Click OK.
Step 9 Choose PolicyManagement > Service Policies > root > icfCloud >Edge Router >Device Service Profiles.
Step 10 Click Add Router Device Service Profile.

The Add Router Device Service Profile window appears.

Step 11 Complete the following fields for Add Router Device Service Profile:
DescriptionName

The name of the device service profile.Name

The description of the device service profile.Description

Choose an existing routing policy set or create a new one.Routing Policy

Step 12 To associate the profile with Intercloud Fabric Router (Integrated), chooseResourceManagement >Managed
Resources > tenant.

Step 13 Select the Intercloud Fabric Router (Integrated) and choose Edit Edge Router.
The Edit Edge Router wizard appears.

Step 14 In the Edit Edge Router wizard, click Device Service Profile.
Step 15 In the Select Router Device Profile window, choose the device profile, and then click OK.
Step 16 To verify the configuration:

a) Confirm that the Config Status of the Intercloud Fabric Router (Integrated) is Running.
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b) If the Config Status is failed-to-apply, choose Edit Edge Router > Faults, and look in the Description
field for the reason for the configuration failure.

About Network Address Translation for Intercloud Fabric Router (Integrated)
Intercloud Fabric supports NAT policies for controlling address translation in a deployed network. These
policies support both static and dynamic translation of IP addresses.

Intercloud Fabric Router (Integrated) is supported only on Microsoft Azure clouds.Note

Intercloud Fabric enables you to configure the following policy items:

• NAT policy set—Group of zero or more NAT policies that can be associated with an edge router device
service profile. Using a NAT policy set in the device service profile for a router instance results in the
application of all NAT policies in the policy set to the router instance.

• NAT policy—Zero, one, or more NAT rules, each of which has the Action Type of Static or Dynamic.

Use the following guidelines when configuring NAT for an Intercloud Fabric Router (Integrated):

• For a destination NAT configuration, create a static NAT rule as follows:

1 Configure the destination-onlymatch conditions by using the EQ operator for the IP address, protocol,
and port.

2 For the translated destination IP address, use the provider private IP address that is assigned to the
parent Intercloud Fabric Switch.

• For a source NAT configuration, create a dynamic NAT rule as follows:

1 Configure the source-only match condition corresponding to the subnetwork for the cloud VMs that
need access to the Internet.

2 When configuring address translation, check the Interface Overload check box and choose Public
Cloud Interface.

• If you configure dynamic NAT when working with Microsoft Azure to allow cloud VMs to connect to
resources external to the secure Intercloud Fabric Shell via the Intercloud Fabric Router (Integrated),
the ping command cannot be used to test external resource reachability. Microsoft Azure blocks ICMP
traffic on the Azure network. You must determine another method to test resource reachability, such as
curl or wget for an external web resource from a Linux VM or a web browser from a Windows VM.

Configuring NAT Policies for an Intercloud Fabric Router (Integrated)
Use this procedure to configure NAT policies for an Intercloud Fabric Router (Integrated).
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Before You Begin

• Create the public cloud interface in the Intercloud Fabric Router (Integrated).

• Create an edge router device service profile for the Intercloud Fabric Router (Integrated) instance for
which you are configuring NAT.

Procedure

Step 1 Log in to Intercloud Fabric.
Step 2 Choose Intercloud > Infrastructure.
Step 3 In the Infrastructure tab, click Launch PNSC.

The PNSC GUI appears.

Step 4 Choose PolicyManagement > Service Profiles > root > icfCloud >Edge Router >Device Service Profiles.
Step 5 Choose the device service profile that has been created for the Intercloud Fabric Router (Integrated) and click

Edit.
Step 6 In the Edit Router Device Service Profile window, choose an existing NAT policy set from the NAT Policy

Set drop-down list or click Add NAT Policy Set to create a new NAT policy set.
Step 7 (Optional) Click Add NAT Policy Set to create a NAT policy set.
Step 8 (Optional) Complete the following fields for Add NAT Policy Set:

DescriptionName

The name of the policy.Name

The description of the policy.Description

The administrative state of the policy.Admin State

Select an existing NAT Policy or click Add NAT Policy to add NAT policy.Add NAT Policy

Step 9 (Optional) Complete the following fields for Add NAT Policy:
DescriptionName

The name of the policy.Name

The description of the policy.Description

The administrative state of the policy.Admin State

Select an existing rule or click Add Rule to add a rule to the NAT policy.Add Rule

Step 10 (Optional) Complete the following fields for Add NAT Policy Rule:
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DescriptionField

The name of the rule.Name

The description of the rule.Description

Original Packet Match Conditions

Source attributes that must be matched for the current policy to apply.

To add a new condition, click Add Rule Condition.

The available source attributes are IP Address and Network Port.

Use a Source Match condition only when using the NAT Action
Type of Dynamic for source NAT use.

The supported operators for an IP address are EQ and PREFIX.
Although the supported operators for a network port are EQ, NEQ,
GT, and LT, we do not expect a network port to be used for a source
match condition.

Note

Source Match Conditions

Destination attributes that must be matched for the current policy to apply.

To add a new condition, click Add Rule Condition.

Available destination attributes are IP Address and Network Port.

Use a DestinationMatch condition only when using the NATAction
Type of Static for destination NAT use.

The supported operator for IP address and port is EQ only. Both the
IP address and port match conditions are required for destination
NAT use.

Note

Destination Match
Conditions

Specify the protocols to which the rule applies:

• To apply the rule to any protocol, check the Any check box.

• To apply the rule to specific protocols:

1 Uncheck the Any check box.

2 From the Operator drop-down list, choose Equal.

3 In the Value fields, specify the protocol, object group, or range.

Protocol

NAT Action Table

From the drop-down list, choose the required translation option: Static or
Dynamic.

NAT Action
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DescriptionField

Identify a translated address pool for each original packet match condition
from the following options:

• Resolved Source IP Pool

• Resolved Source Port Pool

• Resolved Destination IP Pool

• Resolved Destination Port Pool

For example, if you specify a source IP address match condition, you must
identify a Source IP Pool object group. Similarly, a destination network port
match requires a Destination Port Pool object group.

Click Add Object Group to add object groups for the translation actions.
See Step 11.

For an Intercloud Fabric Router (Integrated) using dynamic NAT, check the
Overload Interface check box and choose the public cloud interface to use.

Translated Address

Not available for Intercloud Fabric Router (Integrated).NAT Options

Step 11 (Optional) Complete the following fields for Add Object Group:
DescriptionField

Object group name.

The name can be between 2 and 32 identifier characters. You can use
alphanumeric characters including hyphens, underscores, periods, and colons.
You cannot change this name after it is saved.

Name

Brief description of the object group.

The description can be between 1 and 256 identifier characters. You can use
alphanumeric characters including hyphens, underscores, periods, and colons.

Description

Display only. The available attribute type.

You must configure an attribute type and name to add an object group
expression.

Attribute Type

Display only. Available attribute names for the selected attribute type.Attribute Name

Expression Table

Click to add an object group expression.Add Object Group
Expression

Operator for the selected expression.Operator
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DescriptionField

Value for the selected expression.Value

Step 12 Click OK.
Step 13 To associate the profile with Intercloud Fabric Router (Integrated), chooseResourceManagement >Managed

Resources > tenant.
Step 14 Select the Intercloud Fabric Router (Integrated) and then choose Edit Edge Router.

The Edit Edge Router wizard appears.

Step 15 In the Edit Edge Router wizard, click Device Service Profile.
Step 16 In the Select Router Device Profile window, select the device profile and click OK.
Step 17 To verify the configuration, log in to the Intercloud Fabric Router (Integrated) CLI and enter the show

intercloud ig tech-support command.

Verifying the Installation of Intercloud Fabric Router (Integrated)
Use this procedure to verify the installation of the Intercloud Fabric Router (Integrated).

Procedure

Step 1 Log in to the Intercloud Fabric CLI.
Step 2 Enter the command show intercloud ig tech-support to verify the installation.
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C H A P T E R  9
Upgrading Cisco Intercloud Fabric

This chapter contains the following sections:

• About Upgrading Cisco Intercloud Fabric, page 153

• Prerequisites, page 153

• Workflow for Upgrading Intercloud Fabric, page 153

About Upgrading Cisco Intercloud Fabric
The only supported upgrade path for Cisco Intercloud Fabric Release 2.3.1 is from Cisco Intercloud Fabric
2.2.1a.

Prerequisites
• Ensure that no service requests are running during the upgrade. All service requests must be completed
before starting the upgrade.

• Plan in advance for the Intercloud Fabric upgrade and ensure that no service requests—or operations
that might alter the Intercloud Fabric setup—are running. There will be a significant downtime if other
services, such as a cloud VSG, are running during the upgrade. We recommend that you complete all
service requests and operations before starting the upgrade.

• For Intercloud Fabric clouds that are deployed in HAmode, the Intercloud Fabric Switch and Intercloud
Fabric Extender must be in Active or Standby state. Ensure that they are reachable.

• For Intercloud Fabric VSMs that are deployed in HA mode, confirm that the HA pair is healthy, that
the VSMs are in Active or Standby state, and that both are online.

Workflow for Upgrading Intercloud Fabric
Upgrading Intercloud Fabric includes the following tasks.
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Procedure

Step 1 Ensure that you have met the prerequisites for upgrading Intercloud Fabric Director.
See Prerequisites, on page 153.

Step 2 Download the Intercloud Fabric upgrade software bundle.
See Downloading the Intercloud Fabric Upgrade Software, on page 154.

Step 3 Deploy an Upgrade VM on a VMware 5.1 or 5.5 ESXi host.
See Deploying the Upgrade VM, on page 155.

Step 4 Configure the setup_info file.
See Configuring the setup_info File, on page 155.

Step 5 Upgrade Intercloud Fabric.
See Upgrading Intercloud Fabric, on page 156.

Step 6 Upgrade Intercloud Fabric components.
See Upgrading Intercloud Fabric Components, on page 157.

Downloading the Intercloud Fabric Upgrade Software
Use this procedure to download the Intercloud Fabric upgrade software.

Procedure

Step 1 Go to https://software.cisco.com/download/navigator.html and choose Cloud and Systems Management >
Cloud Management > Intercloud Fabric > Intercloud Fabric for Business.

Step 2 Download the upgrade image for Intercloud Fabric (icfb-k9-upgrade-2.3.1-pkg.zip).
Step 3 Unzip the upgrade image file that you downloaded to obtain the icfb-k9-upgrade-2.3.1.zip file.
Step 4 Unzip the icfb-k9-upgrade-2.3.1.zip file to obtain the following files:

• ICF_UPGRADE_VM.ova—Deploys an Upgrade VM on VMware that aids in upgrading Intercloud
Fabric.

• upgrade-icfb-infra-2.3.1.tar—Is used to upgrade Intercloud Fabric components after
Intercloud Fabric has been upgraded.

Step 5 Copy the ICF_UPGRADE_VM.ova file to the host on which the VMware vCenter client resides.
Step 6 Copy the upgrade-icfb-infra-2.3.1.tar file to the same host.
Step 7 Extract and locaten1000v-dk9.5.2.1.SK3.1.3.iso from theupgrade-icfb-infra-2.3.1.tar

file.
Step 8 Copy the ISO image to your Intercloud Fabric VSM bootflash. For example:

switch# copy scp://filepath/iso-filename bootflash:iso-filename

Step 9 Install the ISO image. For example:
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switch# install all iso bootflash:///iso-filename

Step 10 After the upgrade operation is complete, log in to the CLI to verify that the switch is running the required
software version, 5.2(1)SK3(1.3). For example:
switch# show version

Step 11 Save the configuration. For example:
switch# copy running-config startup-config

Deploying the Upgrade VM
This procedure describes how to deploy the Upgrade VM on a VMware ESXi host as part of the procedure
for upgrading Intercloud Fabric.

Before You Begin

Confirm that the ICF_UPGRADE_VM.ova file is accessible from the VMware host.

Procedure

Step 1 In the VMware vSphere client, choose the ESXi host on which you want to deploy the Upgrade VM.
Step 2 Choose File > Deploy OVF Template.
Step 3 Browse to and select the ICF_UPGRADE_VM.ova file, and then click Next.
Step 4 When choosing the network for the Upgrade VM, make sure that the port group that you choose can reach

the network on which Cisco Intercloud Fabric Director and Prime Network Services Controller reside.
Step 5 Enter the remaining information for the VM and, in the Summary screen, check the Power on after

deployment check box.
Step 6 Click Finish.

The Upgrade VM is deployed and powered on.
Step 7 Confirm that the Upgrade VM is accessible by performing the following steps:

a) Using SSH and the configured IP address, connect to the Upgrade VM.
b) Log in to the Upgrade VM with the following credentials:

• Username: root

• Password: paswd123

Configuring the setup_info File
This procedure describes how to configure the setup_info file in preparation for the upgrade.
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Procedure

Step 1 Log in to the Upgrade VM console. The credentials are:

• Username: root

• Password: paswd123

Step 2 Navigate to the /root directory.
Step 3 Edit the setup_info file by using the information in the following table:

ExampleDescriptionParameter

base_vm_ip = 209.165.201.20IP address of the base VM that hosts Cisco
Intercloud Fabric Director and Prime Network
Services Controller.

base_vm_ip

icfd_ip = 209.165.201.30IP address of Cisco Intercloud Fabric Director.icfd_ip

pnsc_ip = 209.165.201.40IP address of Prime Network Services Controller.pnsc_ip

password = "BasePassword"Password for the base VM that hosts Cisco
Intercloud Fabric Director and Prime Network
Services Controller.

password

Step 4 Save and exit the setup_info file.

Upgrading Intercloud Fabric
To upgrade Intercloud Fabric, you run an upgrade script that performs the following activities:

• Verifies that the required services, networks, port profiles, and connections are available.

• Backs up the Intercloud Fabric Director and Prime Network Services Controller databases.

• Downloads new images (which are bundled in the Upgrade VM) to the Intercloud Fabric Base VM.

• Upgrades the Intercloud Fabric Base VM.

• Removes old containers for Intercloud Fabric Director and Prime Network Services Controller and
brings up new containers with the latest images.

• Restores the Intercloud Fabric Director and Prime Network Services Controller databases and restarts
the services.

• Creates an upgrade.log file and places it in the /root directory for reference.

After you start the upgrade, you can monitor progress in the Upgrade VM console.
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Procedure

Step 1 Log in to the Upgrade VM console.
Step 2 Go to the /root directory.
Step 3 Enter the following command to upgrade Intercloud Fabric:

./ICF_Upgrade.py

The upgrade script starts, and you can monitor its progress in the console. When the upgrade is complete, a
success message is displayed. For an example of the output, see Example Output from Upgrading Intercloud
Fabric, on page 157.

Do not run the ./ICF_Upgrade.py script twice. If there is an error during the first upgrade run, stop
the upgrade operation and save the upgrade log file and forward it to Cisco support. The upgrade log
file is in the same directory location as the script file.

Note

What to Do Next

Continue with Upgrading Intercloud Fabric Components, on page 157.

Example Output from Upgrading Intercloud Fabric
The upgrade script output is similar to the following:

[root@localhost ~]# ./ICF_Upgrade.py
2015-10-16 05:12:11,653 - __main__ - INFO - ###############Upgrade procedure from calvus
to calvus.1###############
2015-10-16 05:12:11,653 - __main__ - INFO - Verifying whether all required images are present
to start the upgrade...
2015-10-16 05:12:43,592 - __main__ - INFO - verifying FTP and HTTP services running
2015-10-16 05:12:43,694 - __main__ - INFO - Logging into ICFD and checking services

2015-10-16 05:32:10,402 - __main__ - INFO - Verifying Services are running in PNSC by
starting the services
2015-10-16 05:32:15,955 - __main__ - INFO - All services in PNSC are running now after 5
seconds
2015-10-16 05:32:15,956 - __main__ - INFO - Stopping services in ICFD...
2015-10-16 05:32:16,826 - __main__ - INFO - Starting ICFD services...
2015-10-16 05:34:00,079 - __main__ - INFO - All services are running on icfd after 100
seconds
2015-10-16 05:34:00,079 - __main__ - INFO - Upgrade operation completed successfully...
Please login to ICFD UI to start upgrade of infra components

Upgrading Intercloud Fabric Components
Use the following procedure to upgrade Intercloud Fabric components such as Intercloud Fabric VSM,
Intercloud Fabric Extender, and Intercloud Fabric Switch.

Before You Begin

• You have downloaded the upgrade software as described in Downloading the Intercloud Fabric Upgrade
Software, on page 154.
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• You have copied the upgrade-icfb-infra-2.3.1.tar file to the host as described in
Downloading the Intercloud Fabric Upgrade Software, on page 154.

• You have upgraded Intercloud Fabric as described in Upgrading Intercloud Fabric, on page 156.

Procedure

Step 1 Log in to Intercloud Fabric.
Step 2 Choose Intercloud > Infrastructure.
Step 3 In the Infrastructure tab, click Upgrade ICFD Components.

The Upgrade ICFD Components window appears.

Step 4 Click Browse to choose the upgrade-icfb-infra-2.3.1.tar file that you downloaded to your
desktop and then click Upload to upload the file.
You receive a confirmation message after the file has been uploaded.

Step 5 Click Process Bundle.
The Upgrade ICFD Components window lists the Intercloud Fabric components that will be upgraded.

Step 6 Click Upgrade.
While the upgrade is in progress, do not create any other service request.

Step 7 To view the task status:
a) In the Infrastructure tab, locate the service request number of the task.
b) Choose Organizations > Service Requests.
c) Click the Service Request tab, and locate your service request number or enter the service request number

in the Search field.
d) Click View to view detailed information such as workflow status, logs, and input information for the

service request.
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Additional Information

• Related Documentation for Cisco Intercloud Fabric, page 159

• Obtaining Documentation and Submitting a Service Request, page 160

• Documentation Feedback, page 160

Related Documentation for Cisco Intercloud Fabric
This section lists the documents used with Cisco Intercloud Fabric and available at the following URL:

http://www.cisco.com/c/en/us/support/cloud-systems-management/intercloud-fabric/
tsd-products-support-series-home.html

General Information

Cisco Intercloud Fabric Release Notes

Install and Upgrade

Cisco Intercloud Fabric Getting Started Guide

User Guides

Cisco Intercloud Fabric User Guide

Configuration Guides

Cisco Intercloud Fabric Configuration Guide

Cisco Intercloud Fabric Firewall Configuration Guide

Cisco vPath and vServices Reference Guide for Intercloud Fabric

Programming Guide

Cisco Intercloud Fabric Director REST API Guide
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Troubleshooting and Alerts

Cisco Intercloud Fabric Troubleshooting Guide

Cisco Intercloud Fabric Provider Platform

The documentation listed below is available for use with Cisco Intercloud Fabric Provider Platform at the
following URL:

http://www.cisco.com/c/en/us/support/cloud-systems-management/intercloud-fabric/
tsd-products-support-series-home.html

Cisco Intercloud Fabric Provider Platform Release Notes

Cisco Intercloud Fabric Provider Platform Installation Guide

Cisco Intercloud Fabric Provider Platform Administrator Guide

Cisco Intercloud Fabric Provider Platform Troubleshooting Guide

Cisco Nexus 1000V Documentation

Cisco Nexus 1000V for VMware vSphere

Cisco Nexus 1000V for KVM

Cisco Nexus 1000V for Microsoft Hyper-V

Cisco Virtual Security Gateway Documentation

Cisco Virtual Security Gateway

Cisco Prime Network Services Controller Documentation

Cisco Prime Network Services Controller

Cisco Cloud Services Router Documentation

Cisco Cloud Services Router 1000V

Obtaining Documentation and Submitting a Service Request
For information on obtaining documentation, using the Cisco Bug Search Tool (BST), submitting a service
request, and gathering additional information, seeWhat's New in Cisco Product Documentation, at: http://
www.cisco.com/c/en/us/td/docs/general/whatsnew/whatsnew.html.

To receive new and revised Cisco technical content directly to your desktop, you can subscribe to the What's
New in Cisco Product Documentation RSS feed. RSS feeds are a free service.

Documentation Feedback
To provide technical feedback on this document, or to report an error or omission, please send your comments
to: intercloud-fabric-doc-feedback@cisco.com.

We appreciate your feedback.
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