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Preparing a VMware System for Cisco APIC-EM Deployment

To ensure that the Cisco APIC-EM works well within a virtual environment, configure the virtual machine
with recommended resource pool values. A resource pool is a logical abstraction for the virtual machines that
can be used to manage resources. Resource pools can be grouped into hierarchies and then used to partition
CPU and memory resources.

You can configure and prepare the virtual machine using either the VMware vSphere Client or Web Client.
We recommend that you use the VMware vSphere Web Client, since the Latency Sensitivity setting for
resource pools must be configured as High. The Latency Sensitivity setting can only be configured using
the VMware vSphere Web Client.

Note

When deploying the Cisco APIC-EM in a virtual environment, you must first configure the VMware system
before installing Cisco APIC-EM. To install Cisco APIC-EM, you need to download the ISO image containing
the controller from Cisco.com and then map the ISO image to the VMware system and boot from it.

Virtual Machine Configuration Recommendations

N\

The following table lists the recommended configuration settings for a successful Cisco APIC-EM VMware
vSphere installation, including resource pools. When installing Cisco APIC-EM on a supported virtual machine,
we recommend that the following configuration settings are used.

Note

When preparing the virtual machine for the Cisco APIC-EM, the configuration settings terminology may
differ depending upon the VMware application and GUI that your are using.
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Table 1: Virtual Machine Configuration Recommendations (Including Resource Pools)

Datastores

We recommend that you do not share a datastore with
any defined virtual machines that are not part of the
designated Cisco APIC-EM cluster.

If the datastore is shared, then disk I/O access
contention may occur and cause a significant reduction
of disk bandwidth throughput and a significant
increase of I/O latency to the cluster.

Note When configuring the virtual machine, you
can select any of the VMware virtual
machine provisioning polices for the virtual
disk file (Thick Provision Lazy Zeroed,
Thick Provision Eager Zeroed, or Thin
Provision).

Resource Pool: CPU Resources

» Shares—Normal

* Reservation—14400 MHz is minimum
configuration setting for this value

* Reservation Type—Check box for Expandable

e Limit—Unlimited

Resource Pool: Memory Resources

 Shares—Normal

* Reservation—Refer to the Cisco Application
Policy Infrastructure Controller Enterprise
Module Release Notes for detailed information
about RAM requirements.

* Reservation Type—Check box for Expandable

* Limit—Unlimited

VMware ESXi Version

5.1/5.5/6.0/6.5

Guest OS: Family and Version

* Guest OS Family—Linux
* Guest OS Version—Ubuntu Linux (64-bit)
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Virtual Hardware: CPU

* CPU— 6 cores (minimum)

* Reservation—14400 MHz is minimum
configuration setting for this value

» Limit—Unlimited

* Shares—Normal

Note 6 CPUs is the minimum number required
for your virtual machine configuration. For
better performance, we recommend using
12 CPUs. Additionally, the number of
sockets used when setting up CPUs to a
virtual machine in VMware does not
impact the controller's performance.

Virtual Hardware: Memory

* Memory—Refer to the Cisco Application Policy
Infrastructure Controller Enterprise Module
Release Notes for detailed information about
RAM requirements.

* Reserve all memory—Check box to Enable.

Virtual Hardware: New Hard disk

500 GB (minimum)

Virtual Hardware: New SCSI controller

VMware Paravirtual

Virtual Hardware: New network

* New network value—Enter the network IP
address that the controller will connect to for this
value.

« Status—Check box to enable Connect at Power
On

+ Adapter type—VMXNET3

Virtual Hardware: New CD/DVD Drive

Select Datastore ISO file from the drop down and the
configure the location of the ISO file in the File
window

VM Options: Advanced

Choose High for Latency Sensitivity

Note You can configure and prepare the virtual
machine using either the VMware vSphere
Client or Web Client. We recommend that
you use the VMware vSphere Web Client,
since the Latency Sensitivity setting for
resource pools must be configured as High.
The Latency Sensitivity setting can only
be configured using the VMware vSphere
Web Client.
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Configuring Resource Pools Using vSphere Web Client

To ensure that the Cisco APIC-EM works well within a virtual environment, you should configure resource
pools with the recommended values. A resource pool is a logical abstraction for the virtual machines that can
be used to manage resources. Resource pools can be grouped into hierarchies and then used to partition CPU
and memory resources.

Note  You should first create a new resource pool with the recommended configuration values as described in this
procedure, and then subsequently create a virtual machine (where the Cisco APIC-EM will be installed) on
that resource pool.

Before you begin
You have reviewed your VMware documentation concerning resource pools and their configuration.

You are familiar with the VMware vSphere Web Client and have a basic knowledge of how to create, manage
and troubleshoot virtual machines using it.

You have your host and virtual datastores already set up and accessible in vSphere Web Client for this
procedure.

Step 1 Open the VMware vSphere Web Client to perform the procedure.
Figure 1: VMware vSphere Web Client

vmware® vSphere Web Client # @

Hist ~ R | {;] Home p §
| etting strtea | Home () Recent Tasks af”
() vCenter 3 @ “ || ar | Running Failed
Lﬁ Rules and Profiles > @ Clickthe Home tab to access solutions, inventory views, and other tools:
) vCenter Orchestrator > >
Welcome to the ¥Mware vSphere Web Client
% Administration > The wSphere Weh Clientintroduces a unigue approach to tightly integrating solutions. When you navigate to the details of an object by
using the navigatar, search, or related ohjects, the vSphere 'Web Client consistently displays solution perspectives and actions for that
[] Tasks ohject.

|15 Log Browser

[T Events ,l e
0 Tags Ag?gegatenrwew of all ohjects
Ll ety My Tasks = More Tasks
@, hew Search > 2 Content Area 2
E Saved Searches > Information about currently > | # Work In Progress o
selected objects. K I
Py A Y
3 Search i.ii &“3 - W
Find specific objects. R
4 Global Information
Recent Tasks -
Wiork in Progress g ' f
Alarms
> 3 Marms m]
| | Al | Mew(s) Acknowl.
|
O datastore! (4)
| Datastore usage on disk =

Step 2 Click vCenter in the Navigator.
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Figure 2: vCenter Home

Help = |

(7] vCenter Home

H Getting Started | - |7 Recent Tasks o

\What is vCenter? [ | Ruming  Failes

~ Inventory Trees The vCenter inventory is where you find all the
objects associated with vCenter Server
I3 Hosts and Clusters systems, such as datacenters, hosts,

clusters, netwarking, storage, and virtual
YyMs and Templates ' o ae.

machines.
Hlstiz01 The Inventory Lists allow you ta view an
g Metwarking aggregated list ofthese objects across
vCenter Server systems. These flat lists
~+ Inventory Lists enable easier baich operations.
@ vCenter Servers The inventory tree s still available under
Inwentory Trees. Here ohjects are listed |
Datacenters . hierarchically in four categories: Hosts and My Tasks = Mare Tasks
Clusters, VMs and Temnplates, Storage, and L
[ Hosts Networking

Tj Clusters There are three steps to get stated with your
@ Resource Pools virtual infrastructure.

E Datastores 1. Create a datacenter
= 2. Add hosts to the datacenter
E Datastore Clusters ] 3. Create vitual machines on the hosts

€ standard Metwarks

~ | # Work In Progress

Explore Further ’m—
Distributed Switches Select an Inventory item T s
¥ What is vCenter Server?

Metworking in vSphere [ #ieE) | Wew®)  Acknaw.
Storage in vSphere @ datastore! (4
What are Inventory Views? = Datastore usage on disk

Step 3 Click on Hosts.

Figure 3: Hosts

vmware® vSphere Web Client # @ \PIC-ENM

vCenter | X | [ 209.165200.10 Astions ~

| Getting Started | Summary  Monitor  Manage Related Ohjects - Recent Tasks

J All { Running Failed
209 1 What is 7
.165.200.11 is a Host?

Ahostis a computer that uses wirtualization

208.165.200.12 saftware, such as ESX and ESX, to run virual

209.165.200.14 machines. Hosts pravide the CPU a_nd

memaory resources that virlual machines use

and give virlual machines access to storage

and network connectivity Eusier

Virtual Machines

My Tasks = More Tasks

4

Datacenter

vCenter Server ~ | # Waork In Progress (]

vSphere Client il

Basic Tasks Explore Further

¥ Create a new virtual machine Learn more about hosts - 3 Alarms

Learn how to create virtual
machines

{AH(S) { New (5 Acknowl..

¥ datastored (4)

Datastore usage on disk

Choose a host where you will create the resource pool.

Step 4 Right-click on the selected host and click All vCenter Actions | New Resource Pool.
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Figure 4: New Resource Pool
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are phere eb e B NowvApp Q Search x
wCenter i B =T 3
- #3 MNew Datastore.. = é
[ Hosts [ Getting St Add Diagnostie Partition Related Ohjects + 7] Recent Tasks o
H S8, F el 209.16 (] &l | Runnin Failed
[ Actions - 209.165,200,19 ] ¥ Deploy OVF Template.. ' .
[@ 209165.
D 209.165 E‘ . L [ Connect Virtual Machines
[k, Exit Maintenance hode
f, 209165 B connect (B Disconnect
B Power On E_ Enter Maintenance Mode
Lo Cluster
Ei Reboat [B, Exit Maintenance Mode
[Ta =hut Down [Fn PowerOn
[Z4 Disconnect [# Enter Standby Mode
¥ Mew Virual Machine. [Tg &hut Down s
@ Deploy OVF Template . [B Reboot l MyTasks + T
H NebiDatasion @ Rescan Storage. .. t‘t - Datacenter !
Move To.. Host Profiles » S i o YUOH E
4B Assion tag Edit Default v Compatibilty... waphers Cleat ® 291652001 H
Alarms » Reconfigure for vSphere HA ‘H
AllwCenter Actions /& Assign Licenss Key 3
Custom Attributes 3 =

Rermaove fram Inventary

Explore Further
Learn more about hests
Learn how te create virtual
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Step 5

Figure 5: New Resource Pool

.19 New Resource Pool

Enter a name and specify values for the resource pool in the New Resource Pool dialog box.

Mame: ‘apm?resnumeipnnlm

+ CPU
Shares

Reservation

Reseration type

Limit

~ Mermory
Shares

Resemation

Reservation type

Lirnit

Mormal

| 47849

Max reservation:

[ Expandable

47,948 MHz

| Unlimited

(-] (e

Max limit. 47,349 MHz

| 1685677

] (2

Max reservation

[ Expandable

188,577 MB

| Unlirrited

]

Max limit. 189,607 MB

We recommend entering the following resource pool values in this dialog box:

¢ CPU Resources

* Shares—Choose Normal from the drop-down menu

* Reservation—14400 MHz is minimum configuration setting for this value

* Reservation Type—Check box for Expandable

. Preparing Virtual Machines for Cisco APIC-EM



| Preparing Virtual Machines for Cisco APIC-EM

Configuring a Virtual Machine Using vSphere Web Client .

e Limit—Set to Maximum Limit

* Memory Resources

* Shares—Choose Normal from the drop-down menu

* Reservation—32 GB or 64 GB is the minimum configuration setting for this value, depending upon your
hardware.

* Reservation Type—Check box for Expandable

e Limit—Set to Maximum Limit

Step 6 Click OK to save the configured resource pool values.

What to do next

Proceed to create a new virtual machine on this resource pool. For assistance with this procedure, see the
following procedure, Configuring a VMware Server Using vSphere Web Client.

Configuring a Virtual Machine Using vSphere Web Client

N

To ensure that the Cisco APIC-EM properly functions in a virtual environment, create the virtual machine(s)
following the procedure described below with the recommended settings.

Note

You must create this virtual machine on the resource pool that you earlier configured, as described in the
previous procedure.

Before you begin

You have reviewed the minimum system requirements for a successful Cisco APIC-EM VMware vSphere
installation, as previously described in this guide.

You are familiar with the VMware vSphere Web Client and have a basic knowledge of how to create, manage
and troubleshoot virtual machines using the Web Client.

You have your host and virtual datastores already set up and accessible in vSphere Web Client for this
procedure.

You have already created a resource pool on the host, following the steps described in the previous procedure,
Configuring Resource Pools Using vSphere Web Client.

Step 1 Open the VMware vSphere Web Client to perform the procedure.
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Figure 6: VMware vSphere Web Client

vmware® vSphere Web Client # @ A i PRI Q ceach <)

|. History o> H £} Home

P s s | Hone ~ ] Recent Tasks

() vCenter ‘ Al I Running Failed
@ Rules and Profiles @ Clickthe Home tab to access solutions, inventany views, and other toals.

(J vCenter Orchestrator

to the Viiware vSphere Web Client

| % Administration The vSphere Wehb Client infroduces a unigue approach to tightly integrating solutions. ¥When you navigate to the details of an object by
using the navigator, search, or related objects, the vSphere Weh Client consistently displays solution perspectives and actions for that

[] Tasks ohject
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[H saved Searches Infarmation about currently ~ # Work In Progress
=elected ohjects

Search
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Recent Tasks
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@ datastoret (4)
Datastore usage on disk

Step 2 Click vCenter in the Navigator.

Figure 7: vCenter

/£ #extensionId=vsphere.core.controlcenter.domainYiew - Internet Enplorer provided by Cisco Systems, Inc. —1oi x|
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= Inventory Trees. Here ohjects are listed
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G e
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@ Resource Pools - virtual infrastructure:

3 Datastores | B 1. Create a datacenter
2. Add hosts to the datacenter
5 Datastore Clusters | 3. Create vitual machines on the hosts

€3 Standard Networks
= Explore Further
Distributed Switches [ Select an Inventory item = @ Alarms

What is vCenter Server?
Networking in vSphere
Storage in vSphere Q@ datastore? (&)

What are Inventory Views? = Datastore usage on disk

|' Al (s)'\ Mew () Acknowl

Step 3 Click Resource Pools in the Inventory Lists in vCenter.
Step 4 Choose the resource pool where you will install the virtual machine from the list.
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Figure 8: Resource Pools

vmware: vSphere Web Client # @ Administra c Q Searth
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i
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| @ systems-rp-3 14440 Unlimited Expandahle
My Tasks ~ More Tasks
~ | # Work In Progress (m]

B systems-rp-1

@ grapevine-raultih
B MewVirual Mach...
O checlienthabl -

- €3 Marms (]

J' G \ Mew (5)  Acknowl
- A datastorel (4)
i Sitems (&~ Datastore Usage on disk

Step 5 Right click on the resource pool and select New Virtual Machine from the menu.

Figure 9: New Virtual Machine

vmware® vSphere Web Client # @ U | Administrs \PIC-EM | Hepw |
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Note We strongly recommend that only a single virtual machine be created under the resource pool.

Step 6 Click Create a new virtual machine in the New Virtual Machine dialog box under 1a Select creation type.
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Figure 10: Select Creation Type

¥ New Virtual Machine (2 »

1 Select creation type Haowe wauld you like ta create a vitual machine?

This option guides you through creating a new virtual
machine. You will be able to customize processors, memary,
2 Edit settings Deploy from template network connections, and storage. You will need to install a
Clane an existing virtual machine guest operating systern after creation

2a Select a name and folder

2h Salact a compute resource Clone virtual machine to termplate

Clone template to template
2c Select storage 3 3

o Canvert termplate to vidual machine
2d Select compatibility
2e Select a guest 05
21 Custornize hardware

3 Ready to complete

[ J[ e ] J[ cancel |

Click Next to proceed to the next step.

Step 7 In the New Virtual Machine dialog box under 2 Edit Settings, click 2a Select a name and folder.

Enter a name for the virtual machine and a location for the virtual machine.
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Figure 11: Select Name and Folder

¥ New Virtual Machine (@ »

1 Select creation type Enter a name for the virtual machine.
APIC-EM

v 1a Select a creation type

Yirtual machine names can contain up to 80 characters and must be unique within each vCenter Server WM folder.
2 Edit settings

Select a location for the virtual machine.

d falder

2h Select a compute resource \ Q
2c Select storage w [ APIC-EM
20 Salect compatibility b [l apic-em-platfom

Select a datacenter or Wi folder location for the new virtual
machine.

Ze Selecta guest 05
21 Customize hardware

3 Readyto complete

| ) )|

Click Next to proceed to the next step.

Step 8 Click 2b Select a computer resource.

Select the resource pool that was created in the previous procedure.
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Figure 12: Select Computer Resource

¥ New Virtual Machine »

1 Select creation type (Q
v 1a Selecta creation type vgv—dev
2 Edit settings | I B 209.165.200.10
e e Ll ’ @ #RALEbIAR il Select a cluster, host, wApp or resource pool to run this
» @ 209165200148 wirtual rachirne.
2¢ Select starage
2d Select compatibility
Ze Selecta guest 08
2f Customize hardware
3 Ready to complete
Compatibilite:

0 Campatihility checks succeeded.

) B e | )

Click Next to proceed to the next step.

Step 9 Click 2¢ Select storage.

Select a datastore for your virtual machine.
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Figure 13: Select Storage

¥ New Virtual Machine

1 Select creation type Whi Storage Profile: | Mone

'  1a Selecta creation type The fallowing datastores are accessible from the destination resource thatyou selected. Select the destination datastare far the

2 Edit settings virtual machine canfiguration files and all of the virtual disks.
v Za Selecta name and folder Mame Capacity Frovisioned Fres Type Storage DRS
«  2h Selecta compute resource ] Datastore #1 87.25 GH 74.98 GH 12.27 GB WMFS 8
B datastoret 837.00 GH 954.32 GB 116.97 GB WFS 5
2d Select cormpatibility
Ze Selecta guest 05
2f Customize hardware
3 Ready to complete
4 L]
Compatibilite:
@ Compatibility checks succeeded.
[ Back l ’ et l [ l [ Cancel l

Click Next to proceed to the next step.
Step 10 Click 2d Select compatibility.

Select ESX 5.1 and later from the drop down menu.

Preparing Virtual Machines for Cisco APIC-EM [JJj



Preparing Virtual Machines for Cisco APIC-EM |
. Preparing Virtual Machines for Cisco APIC-EM

Figure 14: Select Compatibility

¥ New Virtual Machine 2) M

1 Select creation type The host ar cluster supports more than one VYhware virtual machine version. Select a compatibility far the vitual machine.

v 1a Select a creation type

2 Edit settings Compatiole with: | ESX 5.1 and later -] @
~  Ia Selacta nare and folder This virtual machine (/M version 9) provides the best performance and latest features in ESXi 5.1,
L 2b Select a compute resource
+  2c Selectstorage
v

Ze Selecta guest 05

2f Customize hardware

3 Readyto complete

(oo ) (Cen ] |

Click Next to proceed to the next step.

Step 11 Click 2e Select a guest OS.
Select the following values from the drop down menus:

* Guest OS Family: Linux

* Guest OS Version: Ubuntu Linux (64-bit)
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Figure 15: Select Guest 0S

¥ New Virtual Machine (2w
1 Select creation type |dentifying the guest operating system here allows the wizard to provide the appropriate defaults far the aperating system
installation
(¥ 1a Selecta creation type
2 Edit settings
Guest 05 Family, | Linux JiEa
2a Selecta name and folder — =
Guest 05 Version: | Ubuantu Linu (64-bif) xi

2b Selecta compute resource

2t Select storage

2d Select compatibility

L T S Y

2f Customize hardware

3 Ready to complete

Compatihility: ESXi 5.1 and later (M version 9

| |

Click Next to proceed to the next step.

Step 12 Click 2f Customize hardware.
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Figure 16: Customize Hardware
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Compatihility, ESXi 5.1 and later (M version 8)
[ Back l ’ et l [ l ’ Cancel l
Step 13 In the Virtual Hardware tab, ensure that the following CPU values are selected.
CPU Enter a value of 6 cores.

Note 6 cores is the minimum number to enter for your
virtual machine configuration. For better
performance, we recommend entering and using
12 cores.

Reservation Enter a minimum value of at least 14400 MHz.
Limit Select Unlimited from the drop down menu
Shares Select Normal from the drop down menu.

Note The above dedicated CPU resources for the host are required for the Cisco APIC-EM.

Step 14 In the Virtual Hardware tab, ensure that the following Memory values are selected.

Memory

Enter a minimum value of 32 GB or 64 GB, depending on
your hardware.

Reserve all guest memory (all locked)

Check this box.

Note The above dedicated memory resources for the host are required for the Cisco APIC-EM.

Step 15 In the Virtual Hardware tab, ensure that the following New Hard disk value is entered.
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Step 16

Step 17

Step 18

Step 19

Step 20

Step 21
Step 22
Step 23

Preparing Virtual Machines for Cisco APIC-EM .

New Hard disk

Increase to at least 500 GB minimum.

In the Virtual Hardware tab, ensure that the following New SCSI controller value is entered.

New SCSI controller

Select VMware Paravirtual from the drop down menu.

In the Virtual Hardware tab, ensure that the following New Network values are entered.

New network value

Enter the network that the controller will connect to for
this value.

Status

Check the box for Connect at Power On.

Adapter type

Select VMXNETS3 from the drop down menu.

In the Virtual Hardware tab, ensure that the following New CD/DVD Drive value is entered.

New CD/DVD Drive Select Datastore ISO file from the drop down and
configure the location of the ISO file in the File window.
Status Check the box for Connect at Power On.

Click the VM Options tab to open it and ensure that the following values are entered.

Advanced

Choose High for Latency sensitivity from the drop down
menu.

Click OK to save your configuration and to proceed to the next step.

Click 3 Ready to complete.

Click Finish to finish the virtual machine configuration.

In the virtual machine, map the Cisco APIC-EM ISO image onto the local drive (CD/DVD).
Boot up the virtual machine and choose the CD-ROM option from the Boot Menu.

Choose Install Grapevine Appliance from the Ubuntu window that appears in the virtual machine.

What to do next

Proceed to configure the controller by following the configuration wizard prompts.

For information about the configuration process, see following sections:

* Configuring Cisco APIC-EM as a Single Host Using the Wizard
* Configuring Cisco APIC-EM as a Multi-Host Cluster Using the Wizard
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