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Introduction

¢ Real-Time Monitoring Configuration Utility, page 3-1

e rtmemd Utility, page 3-2

e Information About The User Configuration File, page 3-3
e User Configuration File Format, page 3-4

e Files and Directories, page 3-5

e How to Install the CFG and CGI Files for Use by MRTG and RRDTool, page 3-5

Real-Time Monitoring Configuration Utility

The Real-Time Monitoring Configuration Utility (rtmcmd) is a Cisco Service Control software tool for
processing the SCA BB report templates into the appropriate CFG and CGI files.

rtmemd is
e A Java command-line utility
e Based on the SCA BB Service Configuration Java API
¢ (Can be used on both Windows and Linux platforms (provided with appropriate shell scripts)

e Compatible with SCA BB release 3.0.5 and above. The resulting CFG files are compatible with the
SCA BB and SCE MIBs of releases 3.0.5 and above.

The utility expects the following arguments:
e The current Service Configuration from either of these sources:
— A specified PQB file

— A specified SCE platform from which to retrieve the Service Configuration. Using this option
requires you to specify a username and password.

e The IP address or host name of the SCE platform from which SNMP data is collected

e The directory location of the report templates
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W rtmcemd Utility

e The target directory where the resulting CFG and CGI files should be saved. This is a temporary
target location.

e The location of the user configuration file containing the information required for processing the
report templates.

The utility compiles the templates and the PQB file into the actual CFG and CGl files required by MRTG
and RRDTool, and stores the results in the specified target directory.

rtmemd Utility

e rtmcmd Utility, page 3-2
e rtmemd Utility Examples, page 3-3

rtmcmd Utility

The command-line syntax of the SCA BB Real-Time Monitoring Configuration Utility is:

rtmcemd --sce <SCE addresses>{--file <PQB filename>\ (--pagb-sce address>--username
<username>--password <password>)} --source-dir <dir>--dest-dir <dir>--config-file <file>

Table 3-1 lists the rtmcmd options.

Table 3-1 rtmemd Options

Abbreviation
Option (if applicable) |Description

--sce <SCE IP address> -S (Required) IP addresses of one or more SCE platforms
from which SNMP data is collected.

Each IP address must be a valid SCE platform IP address
or SCE hostname.

Enclose multiple addresses in quotation marks,
separated by a semicolon.

For example: --sce “10.1.2.3;10.1.2.4;10.1.2.5”

--file <PQB filename> -f (Required if an SCE to retrieve from is not specified)
The PQB file to use.
--pgb-sce <SCE address> |-q (Required if a PQB file is not specified) Hostname or IP

addresses of the SCE platform from which the Service
Configuration should be retrieved.

--username <username> -U (Required if an SCE to retrieve from is specified)
Username for connecting to the SCE platform to retrieve
the Service Configuration.

--password <password> -p (Required if username is specified) Password for
connecting to the SCE platform to retrieve the Service
Configuration.

--source-dir <dir> -S (Required) Template files location.
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Information About The User Configuration File

Table 3-1 rtmemd Options (continued)

Abbreviation
Option (if applicable) |Description

--dest-dir <dir> -d (Required) Target directory where the processed
templates should be stored.

--config-file <file> -C (Required) (see The User Configuration File).

Additional operations can be invoked to display information about the Real-Time Monitoring
Configuration Utility using the following syntax:

rtmcemd <operation>

Table 3-2 lists these additional rtmcmd operations.

Table 3-2 rtmemd Operations

Operation Description

--version Display RTMCMD version
--help Display RTMCMD help

rtmcmd Utility Examples

Create report and configuration files for the specified SCE platforms. Load the Service Configuration
file from a local file:

rtmcmd --sce="63.111.106.7;63.111.106.12" --file=servicecfg.pagb
--source-dir=/rtm-templates --dest-dir=/rtm-output
-c¢ ./rtmcmd.cfg

Create report and configuration files for the specified SCE platforms. Retrieve a Service Configuration
file from the specified SCE.

rtmemd -S %63.111.106.7;63.111.106.12" -U userl23 -P ***x*
--pgb-sce=63.111.106.7 --source-dir=/rtm-templates
--dest-dir=/rtm-output -c ./rtmcmd.cfg

Information About The User Configuration File

e User Configuration File, page 3-3

¢ rtmcemd User Configuration File Example, page 3-4

User Configuration File

The user configuration file contains user-specific information required by the rtmcmd utility. The
SCA BB utilities distribution package contains a sample configuration file, named “rtmcmd.cfg”. You
should edit this file according to the details of your setup.

Table 3-3 the configuration parameters that should be present in the user configuration file.
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I User Configuration File Format

Table 3-3 User Configuration File Parameters
Required/
Parameter Description Default Value |Optional
rrdtool_bin_dir An absolute path to the directory where rrdtool — Required
and rrdcgi binary files are installed.
rtm_dir An absolute path to the directory where RRD — Required
archives and CGI files are stored. This is under the
web server web directory.
mrtg_bin_dir An absolute path to the directory where MRTG — Required
binary files are installed. This location will be
used to create MRTG invocation commands in the
crontab sample file.
snmpCommunityString | The SNMP community string to use when Public Required
accessing the SCE platforms.

rtmcmd User Configuration File Example

The following is an example rtmcmd user configuration file:

#The absolute path to the RRD tool's execution files folder
#Use '\\' or '/' as path separator
rrdtool_bin_dir=C:/rrdtool-1.2.15/rrdtool/Release

#The absolute path where RTM files will be placed.

#This path will be used by MRTG to create and update the RRD files
#Note: path must not contain white spaces!
rtm_dir=C:/PROGRA~1/APACHE~1/Apache2.2/htdocs

#The absolute path to the MRTG bin folder.

#This path will be used to create file crontab.txt
mrtg_bin_dir=C:/mrtg-2.14.5/bin

#The SCE's community string

snmpCommunityString=public

User Configuration File Format

The configuration text file is a listing of key-value pairs, where the key is one of the parameters listed in
the User Configuration File, page 3-3, in the following format:

e Each key-value pair is on a separate line.

¢ A key-value pair may be extended across several adjacent lines by putting a backslash character, “\”,
at the end of each line.

e To use an actual backslash in the value (as in directory names on Windows), the backslash should
be escaped with another backslash, like this: “\\”, or a slash “/”” can be used instead.

e To comment a line, add ‘#” or ‘!’ at the beginning of the line.
For example:

# This is a comment line.
# Directory names should uses escape backslashes:
rtm_dir=D:\\PROGRA~1\\APACHE~1\\Apache2.2\\htdocs

Cisco SCA BB SNMP Real Time Monitoring User Guide
m. 0L-12491-06 |



| Chapter3 Real-Time Monitoring Configuration Utility

Files and Directories W

Files and Directories

The real-time monitoring process requires that you specify a number of files and directories. Following
is a brief summary of all relevant files and directories and where you must specify them:

e User configuration file:
— rrdtool_bin_dir—Directory where MRTG and the web server will find the RRDTool binary files

- rtm_dir—The RTM directory is where MRTG will create and update the RRDTool archive files.
It is recommended that the target directory provided to the rtmcmd will be different to the RTM
directory. After rtmcmd completes the templates processing, you will be required to copy the
CFG and CGI files to the RTM directory (see How to Install the CFG and CGI Files for Use by
MRTG and RRDTool). See also The SCA BB Real-Time Monitoring Environment, page 1-5.

— mrtg_bin_dir—The location where MRTG binary files are installed. This location is used to
create the MRTG invocation commands written to the crontab sample file.

e rtmcmd:
— source directory—The location where rtmcmd will find the report templates

— destination directory—The location where rtmcmd will save the CFG and CGI files that it
creates.

After you run rtmcmd, you must move the generated files from this location to the appropriate
MRTG and RRDTool directories.

e config-file—The location and filename of the user configuration file referred to above.

e Service Configuration—The location and name of the PQB file. The Service Configuration may
alternatively be retrieved from a specified SCE platform. Installing the CFG and CGI Files for Use
by MRTG and RRDTool

How to Install the CFG and CGl Files for Use by MRTG and
RRDTool

After the CFG and CGI files have been created by the rtmcmd utility, you must install them into your
RTM setup.

¢ First Installation, page 3-6
e Files Update, page 3-7
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I How to Install the CFG and CGlI Files for Use by MRTG and RRDTool

First Installation

Step 1

Step 2

Note

If this is a fresh installation of an RTM setup complete the following steps:

SUMMARY STEPS

1. Copy the entire contents of the target directory created by rtmcmd, including all sub-directories, to
the RTM directory. The RTM directory is specified by the rtm_dir property in the rtmcmd user
configuration file. The two crontab.txt sample files should be excluded from the copy operation.

2. Add a Cron task that invokes MRTG periodically (every 5 minutes) on these CFG files, by adding a
task line to the crontab file. On Windows workstations the line should look something like this:

DETAILED STEPS

Copy the entire contents of the target directory created by rtmcmd, including all sub-directories, to the
RTM directory. The RTM directory is specified by the rtm_dir property in the rtmcmd user configuration
file. The two crontab.txt sample files should be excluded from the copy operation.

Add a Cron task that invokes MRTG periodically (every 5 minutes) on these CFG files, by adding a task
line to the crontab file. On Windows workstations the line should look something like this:

*/5 * * * * <Full path to the Perl bin directory>\wperl.exe <Full path to the MRTG bin
directory>\mrtg <RTM directory>\mrtg-cfg\<SCE address>_scabb_mrtg.cfg
(The exact details of working with Cron are outside the scope of this document.)

rtmcemd creates two crontab.txt sample files for Windows and for Linux/Unix setups in the destination
directory. Use these files to configure Cron.

Note that for Unix/Linux systems, the periodic MRTG invocation command must be followed by an
update permission command (chmod) for RRD files providing reading permissions to the web server.
For the command details, see the crontab sample file created by the rtmcmd utility.

When using SELinux (which is a standard feature of Redhat Enterprise 4), several extra steps might be
needed to ensure correct operation of the Apache server. A full discussion of this issue is beyond the
scope of this document, but note the following command which would be useful in case SELinux is
activated and the system log indicates that httpd encounters permission problems: chcon -R -h -t
httpd_sys_content_t <RTM directory>

Note that the polling done by MRTG creates a CPU load on both the workstation where MRTG is
running, and on the SCE platform. Therefore, the following is recommend:

e Polling period of once every 5 minutes

e Maximum number of SCE platforms polled by a single workstation (assuming a Win2K machine,
with Pentium 4, 3.2GHz CPU, and 1GB memory) is 10 SCE platforms
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How to Install the CFG and CGI Files for Use by MRTG and RRDTool

Files Update

The rtmemd utility is used to create an updated set of MRTG configuration files and report CGI files
when:

e Adding a new SCE device to the RTM setup.

¢ A change in the Service Configuration applied to some SCE devices should be reflected in the
reports.

SUMMARY STEPS

1. Copy the newly created MRTG CFQG files from the mrtg-cfg directory in the rtmcmd target directory
to the mrtg-cfg directory within the RTM directory. The RTM directory is the same location as
specified by the rtm_dir property in the user configuration file.

2. Add a Cron task that invokes MRTG periodically (every 5 minutes) on these CFG files, by adding a
task line to the crontab file. This operation is described in detail in Step 2 of the First Installation
section.

3. Update the report CGI files—Copy the updated CGI files from the SCE folder created in the rtmcmd
target directory to the appropriate directory in the RTM directory. You can copy the entire SCE
folder if this SCE device has not been monitored before.

DETAILED STEPS

Step 1 Copy the newly created MRTG CFG files from the mrtg-cfg directory in the rtmcmd target directory to
the mrtg-cfg directory within the RTM directory. The RTM directory is the same location as specified
by the rtm_dir property in the user configuration file.

Step2  Add a Cron task that invokes MRTG periodically (every 5 minutes) on these CFG files, by adding a task
line to the crontab file. This operation is described in detail in Step 2 of the First Installation section.

Step3  Update the report CGI files—Copy the updated CGI files from the SCE folder created in the rtmcmd
target directory to the appropriate directory in the RTM directory. You can copy the entire SCE folder if
this SCE device has not been monitored before.
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I How to Install the CFG and CGlI Files for Use by MRTG and RRDTool

Cisco SCA BB SNMP Real Time Monitoring User Guide
m. 0L-12491-06 |



	Real-Time Monitoring Configuration Utility
	Introduction
	Real-Time Monitoring Configuration Utility
	rtmcmd Utility
	rtmcmd Utility
	rtmcmd Utility Examples

	Information About The User Configuration File
	User Configuration File
	rtmcmd User Configuration File Example

	User Configuration File Format
	Files and Directories
	How to Install the CFG and CGI Files for Use by MRTG and RRDTool
	First Installation
	Files Update




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


