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Introduction

This chapter introduces the concept of mass-mailing based threats and how to protect against them using
the SCE.

Mass-Mailing Based Threats

The Mass-Mailing based threat detection module is based on monitoring SMTP session rates for
individual subscribers. It uses the SCE platform's subscriber-awareness and can work in
subscriber-aware or anonymous subscribers mode.

SMTP is a protocol used for sending email; an excess rate of such sessions from an individual subscriber
is usually indicative of malicious activity involving sending email: either mail-based viruses or
spam-zombie activity.

e Configuration of Mass-Mailing Detection, page 4-1
e Monitoring Mass Mailing Activity, page 4-3

Configuration of Mass-Mailing Detection

Mass mailing detection is based on a subscriber breaching a predefined SMTP session quota.

In order for the functionality to work, the system must be configured to subscriber-aware or anonymous
subscribers mode. This allows the SCE platform to accurately count the number of SMTP sessions
generated by each subscriber (Figure 4-1).
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Configuration is based on the following stages:

Configuring the service for detection—The user should configure the appropriate service, which
should have been built before this stage, for mass-mailing detection. It is common to use a service
that includes only the SMTP protocol. Refinements can be made to narrow down the scope of
detection and to potentially reduce the detection threshold.

“Outbound SMTP”—To account for only SMTP sessions generated by a subscriber. SMTP
should not normally be seen as an inbound protocol because a subscriber is not expected to run
an SMTP server on their own premises. Inbound SMTP connections may represent other kinds
of malicious activity. To build such a service, a user should include the “outbound” attribute in
the service definition.

“OffNet SMTP”—SMTP that is not targeted to a subscriber's “home SMTP server”. Normal
email clients send email through a home SMTP server, which later relays the email to wherever
needed. Limiting the service to offNet can avoid accounting for “legitimate” sessions; and so
forth, sessions that subscribers conduct with the SMTP server of their ISP. One caveat is that
prominent non-ISP email providers such as Google and Yahoo! etc. have started providing an
SMTP based service either for a fee, or free of charge, OffNet is no longer a suitable
differentiator between “legitimate” and “non-legitimate” activity. To build such a service, a user
should include an SMTP server list in the “onNet” service definition, which turns the rest of
SMTP into “offNet”.

A combination of the two.

Define the quota to be used for indicating anomalous email activity. The quota is defined as a
number of sessions for a given period—number of sessions and period length are both configurable.
It is suggested that the user should base the values for these fields on some baseline monitoring of
subscriber activity. See Monitoring Mass Mailing Activity, page 4-3.

Define the action to be taken upon detecting Mass-Mailing activity. The action to be taken can be:

Block—SMTP or the more granular service over which detection is done is blocked once the
quota is breached. The blocking is removed once the quota monitoring period ends. For
example, for a 10 sessions / 60 seconds limit, blocking will be applied after 10 sessions occur
within the quota period (quota period is started at an arbitrary point), and be removed once the
quota period ends.

Notify—Redirect the subscriber browsing sessions to a captive portal presenting a message
from the operator. This is done using “subscriber notification”.

A combination of the two.
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Figure 4-1 Spam Setting Window
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Spam Detection

This Wizard helps you configure detection and mitigation settings for Spam zombies and email based viruses
activity.

Spam is detected based on exceeding a predefined quota of sessions for SMTP.
For best accuracy, detect Spam/email virus activity on a service that indudes "outbound SMTP™ or “outbound off-net SMTE™,
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Subscriber Notification
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Monitoring Mass Mailing Activity

Mass mailing activity can be monitored based on information processed and stored in the CM database.

The most suitable report for detecting mass mailing activity by subscribers is the “top subscribers by
sessions” report. This report is generated for the service and is used for mass-email detection (SMTP or
a more granular service if it was defined). The report would highlight the IDs of subscribers most likely
to be involved in mass mailing activity.
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Figure 4-2 Top Subscribers Report

Top Subscribers
Aggregation Period: Hourly
Service: OutBound_SMTP
Time: 2006-04-06 12:08:47

B e E,6.35@24

B @ §90.42.245@24
|0 [ 21,01.212@216
O v 10,47.49@24

|0 s 10.157.139@24
O f #%0,154.37@24

@ 2000

2 B g, 10,134@24

b | @ = §:0.121.76@24
£ 1500 O [ §%0.145.208@24
% 0 9 .21.91.191@216
§ 1,000 B = 5 4,175@24

B peom3.241@24

| @ = 50,40 3@24

O Fai,38,158@24

B wm,43,175@24

H § 21.90.17@216
B gemi,3.206@24

500

Subscribers

B = 191.91.160@216
B ,.36.254@24
B e ar1.91.196@216

210247

[l Service Security Using the Cisco SCE Platform Application Note

0L-10610-03 |



	Mass-Mailing Based Threats
	Introduction
	Mass-Mailing Based Threats
	Configuration of Mass-Mailing Detection
	Monitoring Mass Mailing Activity




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


