Refining an IP Access List

There are several ways to refine an access list while or after you create it. You can change the order of the
entries in an access list or add entries to an access list. You can restrict access list entries to a certain time of
day or week, or achieve finer granularity when filtering packets by filtering noninitial fragments of packets.

Finding Feature Information

Your software release may not support all the features that are documented in this module. For the latest
feature information and caveats, see the release notes for your platform and software release. The Feature
Information Table at the end of this document provides information about the documented features and lists
the releases in which each feature is supported.

Use Cisco Feature Navigator to find information about the platform support and Cisco software image support.
To access Cisco Feature Navigator, go to the link http://tools.cisco.com/ITDIT/CFN/. You do not require a
cisco.com login account.
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Hardware Compatibility Matrixforthe CiscocBR Series Routers
A\

Note  The hardware components that are introduced in a given Cisco 10S-XE Release are supported in all subsequent
releases unless otherwise specified.
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Table 1: Hardware Compatibility Matrix for the Cisco cBR Series Routers

Cisco CMTS Platform Processor Engine Interface Cards

Cisco cBR-8 Converged Broadband | & LV PR ; (5 HOHDVH QG&LVRER ;(5HOHDVH Q

Router /IDWBHHWOHDVHYV /IDWHHWOHDVHYV
Cisco cBR-8 Supervisor: Cisco cBR-8 CCAP Line Cards:
* PID—CBR-SUP-250G * PID—CBR-LC-8D30-16U30

* PID—CBR-CCAP-SUP-160G * PID—CBR-LC-8D31-16U30
* PID—CBR-CCAP-SUP-60G * PID—CBR-RF-PIC

* PID—CBR-SUP-8X10G-PIC * PID—CBR-RF-PROT-PIC

* PID—CBR-CCAP-LC-40G
* PID—CBR-CCAP-LC-40G-R

Cisco cBR-8 Downstream PHY
Modules:

* PID—CBR-D30-DS-MOD
* PID—CBR-D31-DS-MOD

Cisco cBR-8 Upstream PHY
Modules:
* PID—CBR-D30-US-MOD

* PID—CBR-D31-US-MOD

Information About Refining an IP Access List

Access List Sequence Numbers

The ability to apply sequence numbers to IP access list entries simplifies access list changes. Prior to the IP
Access List Entry Sequence Numbering feature, there was no way to specify the position of an entry within
an access list. If you wanted to insert an entry in the middle of an existing list, all of the entries after the desired
position had to be removed, then the new entry was added, and then all the removed entries had to be reentered.
This method was cumbersome and error prone.

Sequence numbers allow users to add access list entries and resequence them. When you add a new entry,
you specify the sequence number so that it is in a desired position in the access list. If necessary, entries
currently in the access list can be resequenced to create room to insert the new entry.
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Benefits of Access List Sequence Numbers

An access list sequence number is a number at the beginning of a S H U BYLGAH €@lnmand in an access list.
The sequence number determines the order that the entry appears in the access list. The ability to apply
sequence numbers to IP access list entries simplifies access list changes.

Prior to having sequence numbers, users could only add access list entries to the end of an access list; therefore,
needing to add statements anywhere except the end of the list required reconfiguring the entire access list.
There was no way to specify the position of an entry within an access list. If a user wanted to insert an entry
(statement) in the middle of an existing list, all of the entries after the desired position had to be removed,
then the new entry was added, and then all the removed entries had to be reentered. This method was
cumbersome and error prone.

This feature allows users to add sequence numbers to access list entries and resequence them. When a user
adds a new entry, the user chooses the sequence number so that it is in a desired position in the access list. If
necessary, entries currently in the access list can be resequenced to create room to insert the new entry.
Sequence numbers make revising an access list much easier.

Sequence Numbering Behavior

« For backward compatibility with previous releases, if entries with no sequence numbers are applied, the
first entry is assigned a sequence number of 10, and successive entries are incremented by 10. The
maximum sequence number is 2147483647. If the generated sequence number exceeds this maximum
number, the following message is displayed:

([FHHGH® [LPXPHTXHQEKXPEHU

« If the user enters an entry without a sequence number, it is assigned a sequence number that is 10 greater
than the last sequence number in that access list and is placed at the end of the list.

« If the user enters an entry that matches an already existing entry (except for the sequence number), then
no changes are made.

« If the user enters a sequence number that is already present, the following error message is generated:

'XSOLFDWHTXHQ@®XKPEHU

« If a new access list is entered from global configuration mode, then sequence numbers for that access
list are generated automatically.

« Sequence numbers are not nvgened. That is, the sequence numbers themselves are not saved. In the event
that the system is reloaded, the configured sequence numbers revert to the default sequence starting
number and increment. The function is provided for backward compatibility with software releases that
do not support sequence numbering.

* This feature works with named and numbered, standard and extended IP access lists.

Benefits of Time Ranges

Benefits and possible uses of time ranges include the following:
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« The network administrator has more control over permitting or denying a user access to resources. These
resources could be an application (identified by an IP address/mask pair and a port number), policy
routing, or an on-demand link (identified as interesting traffic to the dialer).

 Network administrators can set time-based security policy, including the following:

* Perimeter security using access lists
« Data confidentiality with IP Security Protocol (IPsec)

» When provider access rates vary by time of day, it is possible to automatically reroute traffic cost
effectively.

 Network administrators can control logging messages. Access list entries can log traffic at certain times
of the day, but not constantly. Therefore, administrators can simply deny access without needing to
analyze many logs generated during peak hours.

Benefits Filtering Noninitial Fragments of Packets

Filter noninitial fragments of packets with an extended access list if you want to block more of the traffic you
intended to block, not just the initial fragment of such packets. You should first understand the following
concepts.

If the 1 U D J P kb@vaWdAs used in additional IP access list entries that deny fragments, the fragment control
feature provides the following benefits:

Additional Security

You are able to block more of the traffic you intended to block, not just the initial fragment of such packets.
The unwanted fragments no longer linger at the receiver until the reassembly timeout is reached because they
are blocked before being sent to the receiver. Blocking a greater portion of unwanted traffic improves security
and reduces the risk from potential hackers.

Reduced Cost

By blocking unwanted noninitial fragments of packets, you are not paying for traffic you intended to block.

Reduced Storage

By blocking unwanted noninitial fragments of packets from ever reaching the receiver, that destination does
not have to store the fragments until the reassembly timeout period is reached.

Expected Behavior Is Achieved

The noninitial fragments will be handled in the same way as the initial fragment, which is what you would
expect. There are fewer unexpected policy routing results and fewer fragments of packets being routed when
they should not be.

Access List Processing of Fragments

The behavior of access list entries regarding the use or lack of use of the | U D J P IKe@Wbid/can be summarized
as follows:
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If the Access-List Entry Has... | Then...

..no U D JP He@Wrl (the | For an access list entry that contains only Layer 3 information:
default), and assuming all of the
access-list entry information
matches,

« The entry is applied to nonfragmented packets, initial fragments, and
noninitial fragments.

For an access list entry that contains Layer 3 and Layer 4 information:
« The entry is applied to nonfragmented packets and initial fragments.

« Iftheentryisa S H U Rdtevilent, then the packet or fragment is
permitted.

* If the entry is a G H Qatement, then the packet or fragment is
denied.

« The entry is also applied to noninitial fragments in the following
manner. Because noninitial fragments contain only Layer 3
information, only the Layer 3 portion of an access list entry can be
applied. If the Layer 3 portion of the access list entry matches, and

« If the entry isa S H U Rdtevident, then the noninitial fragment
is permitted.

* If the entry isa G H Qdtement, then the next access list entry is
processed.

Note The G H Qatements are handled differently for noninitial
fragments versus nonfragmented or initial fragments.

..the 1U D J P He@Wbirl¥, and | The access list entry is applied only to noninitial fragments.

assuming all of the access-list The 1U D J P KHe@wbiri¥ cannot be configured for an access list entry that
entry information matches, . . X
contains any Layer 4 information.

How to Ref

Be aware that you should not add the 1 U D J P He@Writo every access list entry because the first fragment
of the IP packet is considered a nonfragment and is treated independently of the subsequent fragments. An
initial fragment will not match an access list S H U 8rLGAH €hiry that contains the 1 U D J P He@W/ri. The
packet is compared to the next access list entry, and so on, until it is either permitted or denied by an access
list entry that does not contain the | U D J P KHe@wbir. Therefore, you may need two access list entries for
every G H éntry. The first G H éniry of the pair will not include the 1 U D J P IKe@wirY and applies to the
initial fragment. The second G H éniry of the pair will include the 1 U D J P e and applies to the
subsequent fragments. In the cases in which there are multiple G H @ntries for the same host but with different
Layer 4 ports, a single G H @ztess list entry with the | U D J P e@wdrlY for that host is all that needs to be
added. Thus all the fragments of a packet are handled in the same manner by the access list.

Packet fragments of IP datagrams are considered individual packets, and each counts individually as a packet
in access list accounting and access list violation counts.

ine an IP Access List

The tasks in this module provide you with various ways to refine an access list if you did not already do so
while you were creating it. You can change the order of the entries in an access list, add entries to an access
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. Revising an Access List Using Sequence Numbers

list, restrict access list entries to a certain time of day or week, or achieve finer granularity when filtering
packets by filtering on noninitial fragments of packets.

Revising an Access List Using Sequence Numbers

\}

Perform this task if you want to add entries to an existing access list, change the order of entries, or simply
number the entries in an access list to accommodate future changes.

Note

\}

Remember that if you want to delete an entry from an access list, you can simply usethe QR HQ@\ QB HUPL W
form of the command, orthe Q */ H T X H Q F Ho@nxaRd&fttheJstatement already has a sequence number.

Note « Access list sequence numbers do not support dynamic, reflexive, or firewall access lists.
SUMMARY STEPS
1. HQDEOH
2. FRQIHWHUPLQDO
3. LPFFHVWH OHVYXYWDFFH VY OY W\ WQMDIPGH] V H TIXHFRH W X PEH U
4. LPFFHVYWWDQYW PWBROBHFRHYVY OLVW QDPH
5. Do one of the following:
* VHTXHQFH XPEMBXN RKM ZLGGFDU
* VHTXHQFH RXPEIBWRFFRPW RKH ZL GGAD W LBDVYWR@DWERQ ZLOC
[SHFHG H@FH GHORWVIRY RWLPH UWORRBH UD QUK RIPRHO WV
6. Do one of the following:
« VHTXHQFH Q@QXOVREKN RKHW ZLGGFDU
* VHTXHQFH QX BRW RFFPW RKH ZL GGHAV W LQBDWALR@DWGERQ ZLOGH
[SHFHG H®FH GHORVIRY RWLPH UWOQBH UD QPIK RIPHOQ WV
7. Repeat Step 5 and Step 6 as necessary, adding statements by sequence number where you planned. Use
the Q ¥ HT X H Q F Heo@rxaRdEdklete an entry.
8. HQG
9. VKRZDFFHVVDFEWHWY OLVW QDPH
DETAILED STEPS
Command or Action Purpose
Step 1 HQDEOH Enables privileged EXEC mode.
Example: « Enter your password if prompted.
5RXWHHQDEOH
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Command or Action

Purpose

Step 2 FRQIHWHBUPLQDO Enters global configuration mode.
Example:
S5RXWHBRQILIXWHUPLQDO
Step 3 L®PFFHVMHOHTVYMDEFH VYV OLVW Q D|Rétequences the specified IP access list using the starting
VWDUWLQJ VHTIXHIRRHM WXPEHU sequence number and the increment of sequence numbers.
Example: « This example resequences an access list named kmd1.
The starting sequence number is 100 and the increment
5RXWHU FRQILSDFFHVV OUMWHTXHRFA& is 15.
Step 4 LOPFFHWVWWDQWI DW BR GHH V'V O LV Bpedifits EnédlP access list by name and enters named access
list configuration mode.
Example:
« If you specify VW D Q @aRel$uBe you specify
5RXWHU FRQILSDFFHVV OMWWDQGDWG subsequent S H U Bnhd \@ H Qatements using the
standard access list syntax.

« If you specify H [ W H Qn@kelgBre you specify
subsequent S H U Bnhd \@ H Qatements using the
extended access list syntax.

Step 5 Do one of the following: Specifies a permit statement in named IP access list mode.
e VHTXHQFH RXPEMRBKXN RKKM ZL @G FDhis access list happensto usea S H Udtatemént first,
* VHTXHQFH XPEIDE W RFERG buta G H &atement could appear first, depending on
VRKHW ZLGGRD W LQBDWNLR@D WE RIQ Z thenaler pf statements you need.
[Vi E;:‘ %fgﬁm %[—J‘/??H_I_QHHIEV\?\FW LPH UD -QS]et!z—%he S H U @R) ¥¥mmand for additional command
syntax to permit upper layer protocols (ICMP, IGMP,
Example: TCP, and UDP).
5RXWHU FRQILJ VWG QDEBUPLW . Ustethe QR HTXHQ F HomnfaRdEdlklete an
entry.

« As the prompt indicates, this access list was a standard
access list. If you had specified H[ W H @1 Gtép @,
the prompt for this step would be
Router(config-ext-nacl)# and you would use the
extended S H U Bolnivand syntax.

Step 6 Do one of the following: (Optional) Specifies a deny statement in named IP access

* VHTXHQFH Q@XOWRKN RKXH ZL GG
« VHTXHQFH @K SRW RFARFGY

VRKW ZLGGRY W LQDWILR@D WGE R
[SHFHG H®FH GHORRGRWLPH |

WLPH UD QPN mIPHOQ WV

Example:

Istngee
 This access list happenstouse a S H Udtatemént first,

Q Z bubad3Hbepatement could appear first, depending on
U D Qtberprder of statements you need.

« See the G H QR) command for additional command
syntax to permit upper layer protocols (ICMP, IGMP,
TCP, and UDP).

Refining an IP Access List .
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Command or Action Purpose
*« Usethe Q R HT X H Q F Ho@nfardEd-tklete an
5RXWHU FRQILJ VWG QDEEQ\ entry.

« As the prompt indicates, this access list was a standard
access list. If you had specified H[ W H @2 Gtép @,
the prompt for this step would be
Router(config-ext-nacl)# and you would use the
extended G H @mmand syntax.

Step 7 Repeat Step 5 and Step 6 as necessary, adding statements | Allows you to revise the access list.
by sequence number where you planned. Use the Q R
VHTXH Q F Ho@nfaRdEd-tiklete an entry.
Step 8 HQG (Optional) Exits the configuration mode and returns to
Example: privileged EXEC mode.
5RXWHU FRQILJ VWG HQG O
Step 9 VKRZDFFHVVDGEEWHWY OLVW QD P H|(Optional) Displays the contents of the IP access list.

Example:

5RXWHUKRZSDFFHVV OLMWV

« Review the output to see that the access list includes
the new entry.

Examples

The following is sample output from the V K R.Z® F F H V ton@nhnd Wheh the [\ ]

is specified.

5RXWHUKRZSDFFHVV OLMWV
6WDQGDY ®FFHVYLV\M]

SHUPLW ZLOGFDMHIGWNV
SHUPLW ZLOGFDMHIGWV
SHUPLW ZLOGFDMHIGWV
SHUPLW ZLOGFDMHIGWNV
SHUPLW ZLOGFDMHIGWNV

access list

Restricting an Access List Entry to a Time of Day or Week

By default, access list statements are always in effect once they are applied. However, you can define the
times of the day or week that S H U BrLG\H Qatements are in effect by defining a time range, and then
referencing the time range by name in an individual access list statement. IP and Internetwork Packet Exchange
(IPX) named or numbered extended access lists can use time ranges.

SUMMARY STEPS

1. HQDEOH
2. FRQIHIWHUPLQDO
3. LDFFHVN[QYHQGBBH

. Refining an IP Access List
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Restricting an Access List Entry to a Time of Day or Week .

4. [VHTXHQFH GHGREWRFEG RKN Z L GEREDHIU B BIRRIU W
GHVW LQBWLIRQD WE[RS H U ORYREIU W

5. [VHTXHQFH GHGR WRFIRSQY RKK Z L GRS 6 RKRIU W
GHVWLG@BWIRQD WERS U ORFREIUW D IJPHQW V

6. [VHTXHQFH SHPEIRW RFAESQY RKH Z L GEEDHIU S BIRRIU W
GHVW LGBWLIRQD WE[RS H U ©RFREIU W

7. Repeat some combination of Steps 4 through 6 until you have specified the values on which you want to

base your access list.
HQG
VKRZDFFHVV OLVW

© ©

DETAILED STEPS

Command or Action

Purpose

Step 1 HQDEOH Enables privileged EXEC mode.

Example: « Enter your password if prompted.
5RXWHHQDEOH

Step 2 FRQIHWHBUPLQDO Enters global configuration mode.

Example:
S5RXWHBERQILIXWHUPLQDO
Step 3 L®PFFHVN[@HQE B BH Defines an extended IP access list using a name and enters
extended named access list configuration mode.
Example:
5RXWHU FRQIL3SDFFHVV OLNWHQGU\GNUF

Step 4 [VHTXHQFH GQXPEW B RKM Z L G@EeEpiddal) Denies any packet that matches all of the
[RSHUSMRRUGH VW LQBDWLRQD WG R |QorditiansZpedifidd in the statement.
[RSHUSRSRE W « This statement will apply to nonfragmented packets
Example: and initial fragments.

S5RXWHU FRQILJ H[W QERQSDQ\

Step 5 [VHTXHQFH QKBBWRFRO (Optional) Denies any packet that matches all of the
VRKW RKH Z L GHRFHW S BRI W conditions specified in the statement
GHVWILQ@BWALRQD WERG ZU ORBIUW . . -
IUDJPHQWV This statement will apply to noninitial fragments.
Example:

S5RXWHU FRQILJ H[W QERQSDQ\
IUDJPHQWYV
Step 6 [VHTXHQFH SHXPERWRFRO Permits any packet that matches all of the conditions

VREW RKH Z L GEEDHIU S BARRIU W
GHVW [Q@BWIRQD WE[RS H U B RHREIU W

specified in the statement.

 Every access list needs at least one S H U Rdtevident.
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Command or Action Purpose
Example: eIfthe VR ZL@GBFDU

G HV W L Q D W@dipted, & \@ilGcErDrihsk of
5RXWHU FRQILJ H[W ©BBERIWF DQ\DQ\ 0.0.0.0 is assumed, meaning match on all bits of the

source or destination address, respectively.

« Optionally use the keyword D Q@8 a substitute for the
VRXKNRKHM ZL@GGEBUYWLQDWLRQ
G HV WL QD W BRperify th&a@ifedd ahd
wildcard of 0.0.0.0 255.255.255.255.

Step 7 Repeat some combination of Steps 4 through 6 until you | Remember that all sources not specifically permitted are
have specified the values on which you want to base your | denied by an implicit G H §atement at the end of the access
access list. list.

Step 8 HQG Ends configuration mode and returns the system to

privileged EXEC mode.
Example:

5RXWHU FRQILJ H[W 8080

Step 9 VKRZDFFHVYVY OLVW (Optional) Displays the contents of all current IP access

Example: lists

5RXWHVUKRZSDFFHVV OLVW

What to Do Next

Apply the access list to an interface or reference it from a command that accepts an access list.
S

Note To effectively eliminate all packets that contain IP Options, we recommend that you configure the global L S
R S W LGRR(Bvmmand.

Configuration Examples for Refining an IP Access List

Example Resequencing Entries in an Access List

The following example shows an access list before and after resequencing. The starting value is 1, and increment

value is 2. The subsequent entries are ordered based on the increment values that users provide, and the range
is from 1 to 2147483647.

When an entry with no sequence number is entered, by default it has a sequence number of 10 more than the
last entry in the access list.

5RXWHVUKRDFFHVV OIFDWOV
(( WHQGHGDFFHW/LVWDUOV
SHUPLWLW KRVW KRVW

. Refining an IP Access List
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SHUPLWEFP DQ\DQ\
SHUPLWMF D Q\KRVW

SHUPLVWB KRVW DQ\
'"\QDPL®WHVSHUPLVE DQ\DQ\
SHUPLVWB KRVW KRVW
SHUPLVWB KRVW DQ\ORJ
SHUP WFXRVW KRVW
SHUPLVWB KRVW DQ\

SHUP LV DQ\DQ\
5RXWHU FRQILSDFFHVV OEHWHQGHIUOV
5RXWHU FRQILSDFFHVV OWMWHTXHBBHOV
5RXWHU FRQIHDG
SERXWHUKRDFFHVV OEDWOV
(IWHQGHGDFFHVWYLVWDUOV

SHUPLLVB KRVW KRVW

SHUPLWEP DQ\DQ\

SHUPLWF D Q\KRVW

SHUPLLVB KRVW DQ\
“\QDPLWHVSHUPLVS DQ\DQ\
SHUPLLVB KRVW KRVW
SHUPLLVB KRVW DQ\ORJ
SHUPLWMF S RVW KRVW
SHUPLLVB KRVW DQ\

SHUP LB DQ\DQ\

Example Adding an Entry with a Sequence Number

In the following example, an new entry (sequence number 15) is added to an access list:

5RXWHVUKRZSDFFHVYV OLVW
6WDQGDYB®FFHVWLVWU\RQ

SHUPLW ZLOGFDBIGWV
SHUPLW ZLOGFDBIGWV
SHUPLW ZLOGFDBIGWV
SHUPLW ZLOGFDBIGWV

5RXWHU FRQIL3IDFFHVYV OMWWWDQGDIMEBRQ
5RXWHU FRQILJ VWG QIBHWPLW
5RXWHVUKRZSDFFHVYV OLVW
6WDQGDY®FFHWLVWU\RQ

SHUPLW ZLOGFDWHIGWVV
SHUPLW ZLOGFDWHIGWNV
SHUPLW ZLOGFDWHIGWNV
SHUPLW ZLOGFDBHIGWNV
SHUPLW ZLOGFDBHIGWVV

Example Adding an Entry with No Sequence Number

The following example shows how an entry with no specified sequence number is added to the end of an
access list. When an entry is added without a sequence number, it is automatically given a sequence number
that puts it at the end of the access list. Because the default increment is 10, the entry will have a sequence
number 10 higher than the last entry in the existing access list.

5RXWHU FRQIL3IDFFHVV OWVWWW QG NWHWERXUFHYV
5RXWHU FRQILJ VWG SHOIUARL W

5RXWHU FRQILJ VWG SHIUFO W

5RXWHU FRQILJ VWG SHIUFRQL W
5RXWHVUKRDFFHVYV OLVW
6WDQGDY®FFHVWWLVWHVRXUFHV

Refining an IP Access List .
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SHUPLW ZLOGFDMHIGWNV
SHUPLW ZLOGFDMHIGWNV
SHUPLW ZLOGFDWHIGNV

5RXWHU FRQILSDFFHVV OMNWD QG NBERXUFHV
5RXWHU FRQILJ VWG S;HOUFRAL W

5RXWHU FRQILJ VWG HXDG O
S5RXWHUKRDFFHVYV OLVW
6WDQGDR®FFHVWLVWHVRXUFHV

SHUPLW ZLOGFDBIGW YV
SHUPLW ZLOGFDBIGWV
SHUPLW ZLOGFDBIGWV
SHUPLW ZLOGFDBIGWV

Example Time Ranges Applied to IP Access List Entries

The following example creates a time range called no-http, which extends from Monday to Friday from 8:00
a.m. to 6:00 p.m. That time range is applied to the G H Qatement, thereby denying HTTP traffic on Monday
through Friday from 8:00 a.m. to 6:00 p.m.

The time range called udp-yes defines weekends from noon to 8:00 p.m. That time range is applied to the
S H U Rdtevident, thereby allowing UDP traffic on Saturday and Sunday from noon to 8:00 p.m. only. The
access list containing both statements is applied to inbound packets on Ten Gigabit Ethernet interface 4/1/0.

WLPH UD@RHKWWS
SHULRGZHHNGD\V WR

WLPH UDQHGS \HV
SHULRGAZHHNHQG WR

LSDFFHVV OHNWHQGW®GBULFW
GHOQWFDQ\DQ\HTKWWWBLPH UD@RIKWWS
SHUPDW DQ\DQ\WLPH UDQETS \HV

LQWHUID/FHQ*LIJDELW(WKHUQHW
LSDFFHVV JURWS L B\@

Example Filtering IP Packet Fragments

In the following access list, the first statement will deny only noninitial fragments destined for host 172.16.1.1.
The second statement will permit only the remaining nonfragmented and initial fragments that are destined
for host 172.16.1.1 TCP port 80. The third statement will deny all other traffic. In order to block noninitial
fragments for any TCP port, we must block noninitial fragments for all TCP ports, including port 80 for host
172.16.1.1. That is, non-initial fragments will not contain Layer 4 port information, so, in order to block such
traffic for a given port, we have to block fragments for all ports.

DFFHVV OLVWGHQLSDQ\KRVW I[UDJPHQWYV
DFFHVV OLVWSHUPLMFDQ\KRVW HT
DFFHVV OLVWGHQLSDQ\DQ\

. Refining an IP Access List
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Additional References

Related Documents

Additional References .

Related Topic Document Title

Cisco 10S commands Cisco 10S Master Commands List, All Releases

Using the WL P H Wddn@ahtito establish | The chapter “Performing Basic System Management” in the
time ranges &LVPHR;( 1IHWZRDUID JHE& R Q W. J X Y)W

Network management command descriptions | & L V2RI HW ZRUJQND JH & R B MDIHGHQ F H

Standards

Standard

Title

been modified by this feature.

No new or modified standards are supported by this feature, and support for existing standards has not

MIBs

MIB MIBs Link

No new or modified MIBs are supported by this | To locate and download MIBs for selected platforms, Cisco
feature, and support for existing MIBs has not | 10S XE software releases, and feature sets, use Cisco MIB
been modified by this feature. Locator found at the following URL:

http://www.cisco.com/go/mibs

RFCs

RFC

Title

modified by this feature.

No new or modified RFCs are supported by this feature, and support for existing RFCs has not been

Technical Assistance

Description

Link

The Cisco Support and Documentation website provides
online resources to download documentation, software,
and tools. Use these resources to install and configure
the software and to troubleshoot and resolve technical
issues with Cisco products and technologies. Access to
most tools on the Cisco Support and Documentation

website requires a Cisco.com user 1D and password.

http://www.cisco.com/cisco/web/support/index.html
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http://www.cisco.com/en/US/docs/ios/mcl/allreleasemcl/all_book.html
http://www.cisco.com/go/mibs
http://www.cisco.com/cisco/web/support/index.html
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Use Cisco Feature Navigator to find information about the platform support and software image support.
Cisco Feature Navigator enables you to determine which software images support a specific software release,
feature set, or platform. To access Cisco Feature Navigator, go to the www.cisco.com/go/cfn link. An account

on the Cisco.com page is not required.

Note The following table lists the software release in which a given feature is introduced. Unless noted otherwise,
subsequent releases of that software release train also support that feature.

Table 2: Feature Information for Refining an IP Access List

Feature Name | Releases

Feature Information

IP access lists | Cisco 10S XE Fuji
16.7.1

This feature was integrated into Cisco 10S XE Fuji 16.7.1 on the
Cisco cBR Series Converged Broadband Routers.
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