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Preface

This preface describes who should readGszo Wide Area Application Services Command Reference
how it is organized, and its document conventions. It contains the following sections:

Audience

Audience, page 21

Document Organization, page 21
Document Conventions, page 22
Related Documentation, page 23

Obtaining Documentation and Submitting a Service Request, page 24

This command reference is intended for administrators who want to use the command-line interface
(CLI) of the Wide Area Application Services (WAAS) software to configure, manage, and monitor
WAAS devices on a per-device basis. This guide assumes that the WAAS device is running the WAAS
software. The guide provides descriptions and syntax of the WAAS CLI command.

Document Organization

This command reference includes the following chapters:

Chapter Description

Chapter 1, “Using the WAAS |Describes how to use the command-line interface.

Command-Line Interface”

Chapter 2, “Cisco WAAS Lists WAAS software commands, providing a brief description of
Software Command Summary” |each.
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CHAPTER 1

Using the WAAS Command-Line Interface

This chapter describes how to use the WAAS CLI, including an explanation of CLI command modes,
navigation and editing features, and help features.

This chapter includes the following sections:
« About the WAAS, page 1-1
« Using Command Modes, page 1-2
« Using Command-Line Processing, page 1-15
+ Checking Command Syntax, page 1-16
« Using the no Form of Commands, page 1-17
« Using System Help, page 1-17
- Saving Configuration Changes, page 1-18
« WAAS Directories on a WAE, page 1-18
« Managing WAAS Files Per Device, page 1-21

About the WAAS

The Cisco WAAS software command-line interface (CLI) is used in combination with the WAAS
Manager GUI to configure, monitor, and maintain a WAAS device. The CLI on a WAAS device can be
accessed directly through the console port of an attached PC or remotely through a Telnet session on
PC running terminal emulation software.

Note The WAAS software runs on a variety of WAE and WAVE appliances, WAE-NME and SM-SRE network
modules, and as a virtual WAAS appliance (VWAAS).

Throughout this book, the term WAAS device refers collectively to a WAAS Central Manager and a
WAE. The term WAE refers collectively to the supported platforms that are running the WAAS software
unless otherwise noted.

Cisco Wide Area Application Services Command Refere
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Chapter 1 Using the WAAS Command-Line Interface

M Using Command Modes

Command Line Interface

The WAAS CLI allows you to configure, manage, and monitor WAAS devices on a per-device basis
through a console connection or a terminal emulation program. The WAAS CLI also allows you to
configure certain features that are only supported through the WAAS CLI (for example, configuring
LDAP signing on a WAE).

The instructions and examples in this guide describe only those features that can be configured on an
individual WAAS device using the WAAS CLI.

Graphical User Interface

In addition to the WAAS CLI, there are two WAAS graphical user interfaces (GUIs) that you access from
your browser:

« The WAAS Central Manager GUI allows you to centrally configure, manage, and monitor a WAE
or group of WAEs that are registered with the WAAS Central Manager. You also use this GUI to
configure, manage, and monitor the WAAS Central Manager, which is the dedicated appliance on
which the WAAS Central Manager GUI is running.

Note  When you use the WAAS Central Manager GUI, you have the added capability of centrally configuring
settings and policies for groups of WAEs (device groups). When you use the WAAS CLI, you can only
configure settings and policies on a per-device basis.

« The WAE Device Manager GUI allows you to remotely configure, manage, and monitor an
individual WAE through your browser. In many cases, the same device settings can be found in both
the WAE Device Manager GUI and the WAAS Central Manager GUI. For this reason, we strongly
recommend that you always configure a WAE from the WAAS Central Manager GUI whenever
possible.

The WAAS GUIs are the primary resources for configuration and monitoring WAEs. We strongly
recommend that you use the WAAS Central Manager GUI instead of the WAAS CLI, whenever possible.
For more information about how to use the WAAS GUIs to configure, manage, and monitor your WAAS
devices, see th€isco Wide Area Application Services Configuration Guide.

We recommend that you be familiar with the basic concepts and terminology used in internetworking,
in your network topology, and in the protocols that the devices in your network can use. We also
recommend that you have a working knowledge of the operating systems on which you are running your
WAAS network, such as Microsoft Windows, Linux, or Solaris. This guide is not a tutorial.

Using Command Modes

The CLI for WAAS software is similar to the CLI for Cisco IOS software. Like Cisco I0S software, the
WAAS CLlI is organized into different command and configuration modes. Each mode provides access
to a specific set of commands. This section describes the command modes provided by the WAAS
software CLI and includes the following topics:

« Organization of the WAAS CLlI, page 1-3
« Using EXEC Mode, page 1-5
« Using Global Configuration Mode, page 1-6
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| Chapter 1

Using the WAAS Command-Line Interface

Using Interface Configuration Mode, page 1-7

Using ACL Configuration Modes, page 1-7

Using Preposition Configuration Mode, page 1-8

Using Virtual Blade Configuration Mode, page 1-8

Using PKI Certificate Authority Configuration Mode, page 1-8
Using PKI Global Settings Configuration Mode, page 1-8

Using SSL Accelerated Service Configuration Mode, page 1-9
Using SSL Cipher List Configuration Mode, page 1-9

Using SSL Global Service Configuration Mode, page 1-9

Using SSL Host Peering Service Configuration Mode, page 1-9
Using SSL Management Service Configuration Mode, page 1-10
Using WCCP Configuration Mode, page 1-10

Using AppNav Controller Group Configuration Mode, page 1-10
Using Service Node Group Configuration Mode, page 1-10
Using Service Node Configuration Mode, page 1-11

Using Service Context Configuration Mode, page 1-11

Using Class Map Configuration Mode, page 1-11

Using Policy Map Configuration Mode, page 1-11

Using Policy Class Map Configuration Mode, page 1-11
Command Modes Summary, page 1-12

Device Mode, page 1-14

Organization of the WAAS CLI

The WAAS software CLI is organized into multiple command modes. Each command mode has its own
set of commands that allow you to configure, maintain, and monitor a WAAS Wide Area Application
Engine (WAE). The commands available to you at any given time depend on the mode you are in. You
can enter a question mark (?) at the system prompt to obtain a list of commands available for each

command mode.

The WAAS command modes include the following:

EXEC mode—Sets, views, and tests system operations. This mode is divided into two access levels
user and privileged. To use the privileged access level, enten#idecommand at the user access
level prompt, and then enter the privileged EXEC password when you see the password prompt.

Global configuration mode—Sets, views, and tests the configuration of WAAS software features for

Using Command Modesll

the entire device. To use this mode, entercitvafigure command from privileged EXEC mode.

Interface configuration mode—Sets, views, and tests the configuration of a specific interface. To use

this mode, enter thimterface command from global configuration mode.

Standard ACL configuration mode—Creates and modifies standard access lists on a WAAS device

for controlling access to interfaces or applications. To use this mode, entpraitress-list

standard command from global configuration mode.
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Using EXEC Mode

Use the EXEC mode to set, view, and test system operations. The user EXEC commands allow you tc
connect to remote devices, change terminal line settings on a temporary basis, perform basic tests, at
list system information.

Most EXEC mode commands are one-time commands, sustoasor more commands, which show
the current configuration status, acldar commands, which clear counters or interfaces. EXEC mode
commands are not saved across reboots of the WAE.

EXEC Mode Levels

The EXEC mode is divided into two access levels: user and privileged. The user EXEC mode is used b
local and general system administrators, while the privileged EXEC mode is used by the root
administrator. Use thenableanddisablecommands to switch between the two levels.

User level—Access to the user-level EXEC command line requires a valid password. The user-level
EXEC commands are a subset of the privileged-level EXEC commands. The user-level EXEC
prompt is the hostname followed by a right angle bracket (>). You can change the hostname using
the hostnameglobal configuration command.

Privileged level—The prompt for the privileged-level EXEC command line is the pound sign (#). To
execute an EXEC command, enter the command at the EXEC system prompt and fRessrthe

key. The following example shows how to access the privileged-level EXEC command line from the
user level:

WAE> enable
WAE#

EXEC Mode Command-Line Processing

Common functions you can use when entering commands in EXEC mode include the following:

Edit—To edit commands, use tBeleteor Backspacekeys when you enter commands at the EXEC
prompt.

Abbreviate—As a shortcut, you can abbreviate commands to the fewest letters that make them
unique. For example, the lettessocan be entered for tthowcommand.

Display multiple pages—Certain EXEC commands display multiple screens with the following
prompt at the bottom of the screen:

--More--
Press th&Spacebarto continue the output, or preReturn to display the next line. Press any other

key to return to the prompt. Also, at the --More-- prompt, you can ert¢o aisplay the help
message.

Exit—To leave EXEC mode, use tlegit command at the system prompt:

WAE# exit
WAE>

Comment—Any command line that begins with an exclaimation point (!) is considered a comment
and is ignored.
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Using Global Configuration Mode

Use global configuration mode to set, view, and test the configuration of WAAS software features for
the entire device. To enter this mode, entercihvefigure command from privileged EXEC mode. The
prompt for global configuration mode consists of the hosthame of the WAE followed by (config) and the
pound sign (#). You must be in global configuration mode to enter global configuration commands.

WAE# configure
WAE((config)#

Commands entered in global configuration mode update the running configuration file as soon as they
are entered. These changes are not saved into the startup configuration file until you exjgy the
running-config startup-config EXEC mode command. See ttgaving Configuration Changes”

section on page 1-1®nce the configuration is saved, it is maintained across WAE reboots.

Configuration changes that you make in global configuration mode on a WAE are propagated to the
Centralized Management System (CMS) database on the WAAS Central Manager. CLI changes are sent
to the Central Manager after you exit out of configuration mode, or if all configuration mode sessions
have been inactive for 10 minutes.

You must be in global configuration mode to enter specific subordinate configuration modes.

Configuration Submodes

Configuration submodes are used for the configuration of specific features within the scope of a given
configuration mode. From global configuration mode, you can enter the following configuration
submodes:

« Interface configuration mode

« Standard ACL configuration mode

- Extended ACL configuration mode

- Preposition configuration mode

 Virtual blade configuration mode

« PKI certificate authority configuration mode

« PKI global settings configuration mode

« SSL accelerated service configuration mode
« SSL cipher list configuration mode

« SSL global service configuration mode

« SSL host peering service configuration mode
+ SSL management service configuration mode
« WCCP configuration mode

« AppNav Controller Group configuration mode
« Service Node Group configuration mode

« Service Node configuration mode

« Service Context configuration mode

« Class Map configuration mode

« Policy Map configuration mode
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« Policy Class Map configuration mode

Exiting Configuration Mode

Common functions used in configuration modes include the following:

- Exit current mode—To exit global configuration mode or any subordinate configuration mode, use
the exit command olCtrl-Z .

« Exit to privileged EXEC mode—To exit to privileged EXEC mode from global configuration mode
or any subordinate configuration mode, usedhd global configuration command:

WAE(config)# end
WAE#

Using Interface Adiguration Mode

Use interface configuration mode to set, view, and test the configuration of WAAS software features on
a specific interface. To enter this mode, enteritiherface command from the global configuration
mode. The following example shows how to enter interface configuration mode:
WAE# configure
WAE(config)# interface ?
GigabitEthernet Select a gigabit ethernet interface to configure
InlineGroup  Select an inline group interface to configure

PortChannel Ethernet Channel of interfaces
Standby Standby groups

WAE(config)# interface gigabitethernet ?
<1-2>/ GigabitEthernet slot/port

WAE(config)# interface gigabitethernet 1/0
WAE((config-if)#
To exit interface configuration mode, use thét command to return to global configuration mode:

WAE((config-if)# exit
WAE (config)#

Using ACL Configuration Modes

Use the ACL configuration modes to create and modify standard and extended access list configuratiol
on a WAAS device. From global configuration mode, you can enter the standard and extended ACL
configuration modes.

« Standard—To work with a standard access list, usgthecess-list standardccommand from the
global configuration mode prompt. The CLI enters a configuration mode in which all subsequent
commands apply to the current access list.

- Extended—To work with an extended access list, usgpthecess-list extendedommand from the
global configuration mode prompt. The CLI enters a configuration mode in which all subsequent
commands apply to the current access list.

To exit an ACL configuration mode, use tbeit command to return to global configuration mode:

WAE((config-std-nacl)# exit
WAE((config)#
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Using Preposition Gdiguration Mode

Use preposition configuration mode to create and modify preposition directives on a WAAS device for
prepositioning files for CIFS (WAFS). To enter this mode, useatteelerator cifs preposition
command in the global configuration mode.

To exit preposition configuration mode, use th& command to return to global configuration mode:

WAE((config-preposition)# exit
WAE((config)#

Using Virtual Blade Configuration Mode

Use virtual blade configuration mode to configure virtual blades within your WAE or WAVE device. A
WAAS virtual blade acts as a computer emulator with its own virtualized CPU, memory, firmware, disk
drive, CD drive, and network interface card. It works with your WAAS system to provide additional
services for the users on your network.

To enter this mode, use thétual blade command from the global configuration mode.
To exit virtual blade configuration mode, use thét command to return to global configuration mode:

WAE(config-vb)# exit
WAE((config)#

Using PKI Certificate Aubhity Configuration Mode

Use PKI certificate authority configuration mode to add and configure a certificate authority.
To enter this mode, use tlegypto pki ca command from the global configuration mode.

To exit PKI certificate authority configuration mode, use dék#& command to return to global
configuration mode:

WAE(config-ca)# exit
WAE((config)#

Using PKI Global Settys Configuration Mode

Use PKI global settings configuration mode to configure OCSP and revocation checking.
To enter this mode, use teeypto pki global-settingscommand from the global configuration mode.

To exit PKI global settings configuration mode, usedki# command to return to global configuration
mode:

WAE(config-pki-global-settings)# exit
WAE((config)#
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Using SSL Accelerated 8ace Configuration Mode

Use SSL accelerated service configuration mode to enable and configure SSL acceleration on your
WAAS system, and define services to be accelerated on the SSL path.

To enter this mode, use tegypto ssl service accelerated-serviceommand from the global
configuration mode.

To exit SSL accelerated service configuration mode, usexithteommand to return to global
configuration mode:

WAE(config-ssl-accelerated)# exit
WAE((config)#

Using SSL Cipher Li@onfiguration Mode

Use SSL cipher list configuration mode to configure secure socket layer (SSL) encryption cipher lists
on a WAAS device.

To enter this mode, use tkeeypto ssl cipher-listcommand from the global configuration mode.
To exit SSL cipher list configuration mode, useeélké& command to return to global configuration mode:

WAE((config-cipher-list)# exit
WAE((config)#

Using SSL Global Service Configuration Mode

Use SSL global service configuration mode to enable and configure basic SSL acceleration settings ol
your WAAS system.

To enter this mode, use theypto ssl services global-settingsommand from the global configuration
mode.
To exit SSL global service configuration mode, useeki¢ command to return to global configuration
mode:

WAE(config-ssl-global)# exit
WAE((config)#

Using SSL Host Peeringr8iee Configuration Mode

Use SSL host peering service configuration mode to configure secure socket layer (SSL) encryption
peering services on a WAAS device. SSL peering service configuration parameters control secure
communications established by the SSL accelerator between WAE devices while optimizing SSL
connections.

To enter this mode, use teeypto ssl services host-service peeringpmmand from the global
configuration mode.

To exit SSL host peering service configuration mode, usexlieeommand to return to global
configuration mode:

WAE(config-ssl-peering)# exit
WAE((config)#
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Using SSL Management Service Configuration Mode

Use SSL management service configuration mode to configure SSL parameters used for secure
communications between the Central Manager and the WAE devices.

To enter this mode, use tegypto ssl management-serviceommand from the global configuration
mode.

To exit SSL management service configuration mode, usexiteommand to return to global
configuration mode:

WAE(config-ssl-mgmt)# exit
WAE((config)#

Using WCCP Configuration Mode

Use WCCP configuration mode to configure the WCCP version 2 TCP promiscuous mode service.
To enter this mode, use thecp tcp-promiscuouscommand from the global configuration mode.
To exit WCCP configuration mode, use vt command to return to global configuration mode:

WAE(config-wccp-service)# exit
WAE((config)#

Using AppNav Controll&roup Configuration Mode

Use AppNav Controller Group configuration mode to configure an AppNav Controller Group that is part
of an AppNav Cluster.

To enter this mode, use tBervice-insertion appnav-controller-groupcommand from the global
configuration mode.

To exit AppNav Controller Group configuration mode, usedkié command to return to global
configuration mode:

WAE(config-scg)# exit
WAE((config)#

Using Service Node Group Configuration Mode

Use Service Node Group configuration mode to configure a WAAS Node Group that is part of an
AppNav Cluster.

To enter this mode, use tBervice-insertion service-node-grougommand from the global
configuration mode.

To exit Service Node Group configuration mode, usesttiecommand to return to global configuration
mode:

WAE(config-sng)# exit
WAE((config)#
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Using Service Node Configuration Mode

Use Service Node configuration mode to configure a WAAS Node that is part of an AppNav Cluster.

To enter this mode, use tlervice-insertion service-nodeommand from the global configuration
mode.

To exit Service Node configuration mode, usedkid command to return to global configuration mode:

WAE(config-sn)# exit
WAE((config)#

Using Service ContéxXConfiguration Mode

Use Service Context configuration mode to configure a service context for an AppNav Cluster.

To enter this mode, use tlervice-insertion service-contextommand from the global configuration
mode.

To exit Service Context configuration mode, usedkit command to return to global configuration
mode:

WAE(config-scxt)# exit
WAE((config)#

Using Class Map Configuration Mode

Use Class Map configuration mode to configure an AppNav or optimization class map.
To enter this mode, use tielass-mapcommand from the global configuration mode.
To exit Class Map configuration mode, use ¢éx& command to return to global configuration mode:

WAE(config-cmap)# exit
WAE((config)#

Using Policy Map Configuration Mode

Use Policy Map configuration mode to configure an AppNav or optimization policy map.
To enter this mode, use tpelicy-map command from the global configuration mode.
To exit Policy Map configuration mode, use @t command to return to global configuration mode:

WAE(config-pmap)#  exit
WAE((config)#

Using Policy Class MaConfiguration Mode

Use Policy Class Map configuration mode to configure a service policy in an AppNav or optimization
policy map.
To enter this mode, use telasscommand from the Policy Map configuration mode.
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To exit Policy Class Map configuration mode, usedk# command to return to global configuration

mode:

WAE(config-pmap-c)# exit

WAE (config)#

Command Modes Summary

Table 1-1shows a summary of the WAAS command modes.

Table 1-1 WAAS Command Modes Summary
Command Mode Access Method Prompt Exit Method
user EXEC Log in to WAE. WAE> To exit, use thend command.
To enter privileged EXEC mode, use the
enablecommand.
privileged EXEC From user EXEC mode, |WAE# To return to user EXEC mode, use the
use theenable EXEC disable command.
command. To enter global configuration mode, use
the configure command.
global configuration From privileged EXEC | WAE(config)# To return to privileged EXEC mode, use

mode, use theonfigure
command.

the exit command or presstrl-Z .

To enter a configuration submode, use the
specific command related to the
submode.

interface configuration

From global configuratio
mode, use thnterface
command.

NVAE(config-if)#

To return to global configuration mode,
use theexit command.

To return to privileged EXEC mode, use
theend command or presstrl-Z .

standard ACL
configuration

From global configuration
mode, use the
access-list standard
command.

WAE(config-std-nacl)#

To return to global configuration mode,
use theexit command.

To return to privileged EXEC mode, use
theend command or presstrl-Z .

extended ACL
configuration

From global configuration
mode, use the
access-list extended
command.

WAE(config-ext-nacl)#

To return to global configuration mode,
use theexit command.

To return to privileged EXEC mode, use
theend command or presstrl-Z .

preposition
configuration

From global configuration
mode, use thaccelerator
cifs prepositioncommand.

WAE(config-preposition)#

To return to global configuration mode,
use theexit command.

To return to privileged EXEC mode, use
theend command or presStrl-Z .

virtual blade
configuration

From global configuration
mode, use the
virtual-blade command.

WAE((config-vb)#

To return to global configuration mode,
use theexit command.

To return to privileged EXEC mode, use
theend command or presstrl-Z .
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Table 1-1

WAAS Command Modes Summary (continued)

Command Mode

Access Method

Prompt

Exit Method

Service Node
configuration

From global configuration
mode, use the
service-insertion
service-nodecommand.

WAE(config-sn)#

To return to global configuration mode,
use theexit command.

To return to privileged EXEC mode, use
theend command or presstrl-Z .

Service Context
configuration

From global configuration
mode, use the
service-insertion
service-contextcommand.

WAE((config-scxt)#

To return to global configuration mode,
use theexit command.

To return to privileged EXEC mode, use
theend command or presstrl-Z .

Class Map
configuration

From global configuration
mode, use thelass-map
command.

WAE(config-cmap)#

To return to global configuration mode,
use theexit command.

To return to privileged EXEC mode, use
theend command or presstrl-Z .

Policy Map
configuration

From global configuration
mode, use theolicy-map
command.

WAE((config-pmap)#

To return to global configuration mode,
use theexit command.

To return to privileged EXEC mode, use
theend command or presstrl-Z .

Policy Class Map
configuration

From Policy Map
configuration mode, use
the classcommand.

WAE(config-pmap-c)#

To return to Policy Map configuration
mode, use thexit command.

Device Mode

The WAAS software allows you to specify the device mode of a WAAS device. In a WAAS network, you

must deploy a WAAS device in one of the following device modes:
WAAS Central Manager mode—Mode that the WAAS Central Manager uses.

The set of WAAS CLI commands that are available vary based on the device mode of the WAAS device.

WAAS application accelerator mode—Mode that a WAAS Accelerator (data center WAEs and
branch WAEs that run the WAAS software) uses to optimize and accelerate traffic. (default)

WAAS AppNav Controller mode—Mode for a WAAS device that is operating as an AppNav

Controller (ANC) that is intercepting and distributing traffic to other WAAS devices operating in

application accelerator mode.

Changing the Device Mode

To change the device mode of a WAAS device, usalévéice modeglobal configuration command as
follows:

waas-cm(config)#

device mode ?

application-accelerator Configure device to function as a WAAS Engine.

central-manager

For example, after you use the WAAS CLI to specify the basic network parameters for the designated
WAAS Central Manager (the WAAS device named waas-cm) and assign it as a primary interface, you

Configure device to function as a WAAS Central Manager.

can use theevice modeconfiguration command to specify its device mode as central-manager.
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waas-cm# configure
waas-cm(config)#

waas-cm(config)# primary-interface gigabitEthernet 1/0
waas-cm(config)# device mode central-manager
waas-cm(config)# exit

waas-cm# copy run start

waas-cm# reload

Proceed with reload?[confirm] y

Shutting down all services, will Reload requested by CLI@ttySO0.
Restarting system.

To display the current mode that the WAAS device is operating in, entehélnedevice-mode current
EXEC command:

WAE# show device-mode current
Current device mode: application-accelerator

Displaying the Configured Device Mode

You can display the configured device mode for a change that has not taken effect by ushogvthe
device-mode configuredeXEC command.

For example, if you changed the device mode to central-manager on a WAAS device (udiegjdbe
mode central-managerglobal configuration command), but did not save the running configuration
(using thecopy run start EXEC command) then, even though the new device mode has not taken effect,
the output for theshow device-mode configuredommand would indicate that the configured device
mode is central-manager:

WAE# show device-mode configured
Configured device mode: central-manager

Using Command-Line Processing

Cisco WAAS software commands are not case sensitive. You can abbreviate commands and paramete
as long as they contain enough letters to be different from any other currently available commands or
parameters.

You can also scroll through the last 20 commands stored in the history buffer and enter or edit the
command at the promptable 1-2lists and describes the function performed by the available WAAS
command-line processing options.

Table 1-2 Command-Line Processing Keystroke Combinations

Keystroke Combinations Function

Ctrl-A Jumps to the first character of the command line.

Ctrl-B or the Left Arrow key Moves the cursor back one character.

Ctrl-C Escapes and terminates prompts and tasks.

Ctrl-D Deletes the character at the cursor.

Ctrl-E Jumps to the end of the current command line.

Ctrl-F or the Right Arrow keYy Moves the cursor forward one character.

Ctrl-K Deletes from the cursor to the end of the command line.
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Table 1-2 Command-Line Processing Keystroke Combinations (continued)

Keystroke Combinations Function

Ctrl-L Repeats the current command line on a new line.

Ctrl-N or the Down Arrow ke¥y Enters the next command line in the history buffer.

Ctrl-P or the Up Arrow keVy Enters the previous command line in the history buffer.

Ctrl-T Transposes the character at the cursor with the character to the left
of the cursor.

Ctrl-U; Ctrl-X Deletes from the cursor to the beginning of the command line.

Ctrl-w Deletes the last word typed.

Esc-B Moves the cursor back one word.

Esc-D Deletes from the cursor to the end of the word.

Esc-F Moves the cursor forward one word.

Delete key or Backspace key Erases a mistake when entering a command; you must re-enter the

command after using this key.

1. The arrow keys function only on ANSI-compatible terminals such as VT100s.

Checking Command Syntax

The caret symbol (*) indicates that you have entered an incorrect command, keyword, or argument at a
specific point in the command string.

To set the clock, for example, you can use context-sensitive help to check the syntax for setting the clock.
WAE# clock 1222

N

%Invalid input detected at ‘' marker.

WAE# clock ?
read-calendar Read the calendar and update system clock
set Set the time and date

update-calendar Update the calendar with system clock

The help output shows that teetkeyword is required. You can then check the syntax for entering the
time.

WAE# clock set ?
<0-23>: Current Time (hh:mm:ss)

Enter the current time in 24-hour format with hours, minutes, and seconds separated by colons.

WAE# clock set 13:32:00
% Incomplete command.

The system indicates that you need to provide additional arguments to complete the command. Press the
Up Arrow to automatically repeat the previous command entry, and then add a space and question mark
(?) to display the additional arguments.

WAE# clock set 13:32:00 ?
<1-31> Day of the month
april
august
december
february
january Month of the Year
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july

june
march
may
november
october
september

Enter the day and month as prompted, and use the question mark for additional instructions.

WAEH# clock set 13:32:00 23 December ?
<1993-2035> Year

Now you can complete the command entry by entering the year.
WAE# clock set 13:32:00 23 December 05

%Invalid input detected at '»' marker.
WAE#

The caret symbol (*) and help response indicate an error with the 05 entry. To display the correct synta»
pressCtrl-P or theUp Arrow. You can also reenter the command string, and then enter a space
character, a question mark, and presser.

WAE# clock set 13:32:00 23 December ?

<1993-2035> Year
WAEH#clock set 13:32:00 23 December

Enter the year using the correct syntax, and pRetarn to execute the command.

WAE#clock set 13:32:00 23 December 2005

WARNING: Setting the clock may cause a temporary service interruption.
Do you want to proceed? [no] yes

Sat Dec 23 13:32:00 EST 2005

WAE#

no Form of Commands

Almost every configuration command has a no form. mddéorm of a command is generally used to
disable a feature or function, but it can also be used to set the feature or function to its default values.
Use the command without tl® keyword to reenable a disabled feature or to enable a feature that is
disabled by default.

Using System Help

You can obtain help when you enter commands by using the following methods:
« For a brief description of the context-sensitive help system, aptpr
« To list all commands for a command mode, enter a question gpdt the system prompt.

- To obtain a list of commands that start with a particular character set, enter an abbreviated comman
immediately followed by a question marR) (

WAE# cl?
clear clock
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« To list the command keywords or arguments, enter a space and a questio)rafiek the

command.

WAE# clock ?
read-calendar Read the calendar and update system clock
set Set the time and date

update-calendar Update the calendar with system clock

Saving Configuration Changes

To avoid losing new configurations, save them to NVRAM usingtpy or write commands, as shown
in the following example:

WAE#copy running-config startup-config

or
WAE#write

See theopy running-config startup-configandwrite commands for more information about running
and saved configuration modes.

WAAS Directories on a WAE

This section describes how to navigate the WAAS directories on a WAE and provides directory
descriptions useful for troubleshooting and monitoring the WAE.

Navigating WAAS Directories

The WAAS CLI provides several commands for navigating among directories and viewing their
contents. These commands are entered from privileged EXEC faale. 1-3lists and describes these

commands.

Table 1-3 WAAS Navigation Commands

Command Description

cd [directory-namé Change Directory—Moves you from the current directory to the specified

directory in the WAAS tree. If no directory is specified,takes you up
one directory.

deltree directory-name |Remove Directory Tree—Deletes the specified directory and all
subdirectories and files without displaying a warning message to you.

dir [directory-namég Show Directory—Lists the size, date of last changes, and the name of the
specified directory (or all directories if one is not specified) within the
current directory path. The output from this command is the same as the
lls command.

Is [directory-namég Show Directory Names—Lists the names of directories in the current
directory path.
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Directory Descriptions

Several top-level directories of the WAAS software contain information used internally by the software
and are not useful to you. These directories include the core_dir, crash, downgrade, errorlog, lost+found,
sa, service_logs, spool, and var directories.

Table 1-4describes the directories that contain information that is useful for troubleshooting or
monitoring.

Table 1-4 WAAS Directory Descriptions

Directory/File Name Contents

actona This directory contains the current software image installed on the WAAS
device and any previous images that were installed.

logs This directory contains application-specific logs used in troubleshooting.
Theactonasubdirectory contains the commonly used Manager.log,
Utilities.log, and Watchdog.log log files. See fhisco Wide Area
Application Services Configuration Guifie@ more details about how these
log files are used.

syslog.txt This file is the central repository for log messages. Important messages
about the operation of WAAS or its components are sometimes logged in this
file. They are often intermingled with routine messages that require no
action. You may be requested to provide this file, the output odhibey
tech-support EXEC command, and perhaps other output to Cisco TAC
personnel if a problem arises.

Note The WAAS software uses the CONTENT file system for both the CIFS file system and the data
redundancy elimination (DRE) cache.
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Managing WAAS Files Per Device

The WAAS CLI provides several commands for managing files and viewing their contents per device.
These commands are entered from privileged EXEC mitatde 1-5describes the WAAS file
management commands.

Table 1-5 WAAS File Management Commands

Command Description

copy {source | image Copy—Copies the selected source file, image, or configuration
information:

« cdrom—Copies the file from the CDROM.

« compactflash—Copies the file from the CompactFlash card.
« disk—Copies the configuration or file from the disk.

« ftp—Copies the file from the FTP server.

« http—Copies the file from the HTTP server.

« running-config—Copies information from the current system
configuration.

 startup-config—Copies information from the startup configuration.
« sysreport—Copies system information.

« system-status—Copies the system status for debugging reference.
« tech-support—Copies system information for technical support.

- tftp—Copies the software image from the TFTP server.

« usb—Copies files from an external USB drive.

cpfile source-filename |Copy File—Makes a copy of a source file, and puts it in the current

destination-filename directory.
delfile filename Remove File—Deletes the specified file from the current directory path.
lessfilename Display File Using LESS—Displays the specified file on the screen using

the LESS program. The filename is case sensitive. grtestop viewing
the file and return to the directory.

mkfile filename Create File—Creates a file of the specified nhame in the current directory
path.

renameold-filename Rename File—Renames the specified file with a new filename.

new-filename

type filename Display File—Displays the content of the specified file on the screen.

type-tail filename[line | |Display End of File—Displays the last few lines of the specified file. Can

follow | | {beginLINE | also be used to view the last lines of a file continuously as new lines are

excludeLINE | include added to the file, to start at a particular line in the file, or to include or

LINE}] exclude specific lines in the file.

find-pattern pattern Find in a File—Searches a file for the specified pattern.

The following example shows how to save the currently running configuration to the startup
configuration using theopy EXEC command:

Cisco Wide Area Application Services Command Refere
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CHAPTER 2

Cisco WAAS Software Command Summary

This chapter summarizes the Cisco WAAS 5.0.1 software commands.

Table 2-1lists the WAAS commands (alphabetically) and indicates the command mode for each
command. The commands used to access configuration modes are marked with an asterisk. Commands t|
do not indicate a particular mode are EXEC mode commands. The same command may have differen
effects when entered in a different command mode, so they are listed and documented separately. (Se
Chapter 1, “Using the WAAS Command-Line Interfadef a discussion about using CLI command
modes.)

In Table 2-1 in the Device Mode column “All” indicates that the particular CLI command is supported

in both central-manager mode and application-accelerator mode.

Table 2-1 Command Summary

Command Description CLI Mode Device Mode

(config) aaa accounting Configures AAA accounting. global All
configuration

(config) aaa authorization Configures AAA authorization. global All

commands

configuration

(config) accelerator cifs

Enables the CIFS application accelerator.

global
configuration

application- accelerator

(config) accelerator cifs
preposition

Configures a CIFS application accelerator
preposition directive.

global
configuration

application- accelerator

(config) accelerator epm

Enables the EPM application accelerator.

global
configuration

application- accelerator

(config) accelerator http

Enables the HTTP application accelerator.

global
configuration

application- accelerator

(config) accelerator ica

Enables the ICA application accelerator.

global
configuration

application- accelerator

(config) accelerator mapi

Enables the MAPI application accelerator.

global
configuration

application- accelerator

(config) accelerator nfs

Enables the NFS application accelerator.

global
configuration

application- accelerator

(config) accelerator smb

Enables the SMB application accelerator.

global
configuration

application- accelerator
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CHAPTER 3

CLI Commands

This chapter provides detailed information for the following types of CLI commands for the WAAS
software:

« EXEC mode commands that you can enter after you log in to the WAAS device. SEXH@
Mode Commands$ection for a complete listing of commands.

« Global configuration mode commands that you can enter after you log in to the WAAS device and
access global configuration mode. See‘tBmbal Configuration Mode Commandskéction for a
complete listing of commands.

« Interface configuration mode commands that you can enter after you access interface configuratior
mode. See th8nterface Configuration Mode Commandséction for a complete listing of
commands.

- Standard or extended ACL configuration mode commands that you can enter after you access the
standard or extended ACL configuration modes. SeéStendard ACL Configuration Mode
Commands’and“Extended ACL Configuration Mode Commands&ctions for a complete listing
of commands.

« Preposition configuration mode commands that you can enter after you access the preposition
configuration mode. See thBreposition Configuration Mode Commandsiction for a complete
listing of commands.

« Virtual blade configuration mode commands that you can enter after you access virtual blade
configuration mode. See th¥irtual Blade Configuration Mode Commandsé&ction for a complete
listing of commands.

« PKI Certificate Authority configuration mode commands that you can enter after you access
certificate authority configuration mode. See tR&I Certificate Authority Configuration Mode
Commands’section for a complete listing of commands.

« PKI Global Settings configuration mode commands that you can enter after you access PKI global
settings configuration mode. See tR&KI Global Settings Configuration Mode Commandgttion
for a complete listing of commands.

« SSL accelerated service configuration mode commands that you can enter after you access SSL
accelerated service configuration mode. See¢&&_ Accelerated Service Configuration Mode
Commands’section for a complete listing of commands.

« SSL cipher list configuration mode commaridat you can enter after you access SSL cipher list
configuration mode. See tH8SL Cipher List Configuration Mode Commandsction for a
complete listing of commands.

« SSL global service configuration mode commatids you can enter after you access SSL global
service configuration mode. See t1&SL Global Service Configuration Mode Commandsttion
for a complete listing of commands.
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CLI Commands

||
Use the EXEC mode for setting, viewing, and testing system operations. In general, the user EXEC
commands allow you to connect to remote devices, change terminal line settings on a temporary basi:
perform basic tests, and list system information.
The EXEC mode is divided into two access levels: user and privileged.
The user EXEC mode is used by local and general system administrators, while the privileged EXEC
mode is used by the root administrator. Useeth@bleanddisablecommands to switch between the two
levels. Access to the user-level EXEC command line requires a valid password.
The user-level EXEC commands are a subset of the privileged-level EXEC commands. The user-level
EXEC prompt is the hostname followed by a right angle bracket (>). The prompt for the privileged-level
EXEC command line is the pound sign (#). To execute an EXEC command, enter the command at the
EXEC system prompt and press fReturn key.
Note  You can change the hostname usingttbstnameglobal configuration command.
The following example shows how to access the privileged-level EXEC command line from the user
level:
WAE>enable
WAE#
To leave EXEC mode, use tlegit command at the system prompt:
WAE# exit
WAE>
Cisco Wide Area Application Services Command Refere
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N cd

cd

To change from one directory to another directory in the WAAS software, usel RéEC command.

cd directoryname

Syntax Description  directoryname Directory name.

Defaults No default behavior or values.

Command Modes EXEC

Device Modes application-accelerator

central-manager

Usage Guidelines  Use this command to navigate between directories and for file management. The directory name
becomes the default prefix for all relative paths. Relative paths do not begin with a slash (/). Absolute
paths begin with a slash (/).

Examples The following example shows how to change to a directory using a relative path:
WAE(config)# cd locall

The following example shows how to change to a directory using an absolute path:
WAE(config)# cd /locall

Related Commands deltree
dir
lIs
Is
mkdir
pwd

Cisco Wide Area Application Services Command Reference
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clear arp-cache W

clear arp-cache

To clear the ARP cache, use ttlear arp-cacheEXEC command.

clear arp-cache[ipaddresd interface { GigabitEthernet slot/port| PortChannel index| Standby
grpNumber| TenGigabitEthernet slot/port| InlinePort slot/grpnumbeflan | wan}}]

Syntax Description ipaddress (Optional) ARP entries for the IP address.
interface (Optional) Clears all ARP entries on the designated interface.
GigabitEthernet slot/port Clears the Gigabit Ethernet interface (slot/port).
PortChannel index Clears the Port channel interface number (1-4).
Standby grpNumber Clears the Standby group number (1-2).

TenGigabitEthernet slot/port Clears the 10-Gigabit Ethernet interface (slot/port).

InlinePort slot/grpnumber Clears the inline port interface (slot/group). Spetafyfor the LAN
{lan |wan} interface omwvan for the WAN interface.

Defaults No default behavior or values.

Command Modes EXEC

Device Modes application-accelerator

Examples The following example shows how to clear the ARP cache on the WAAS device:

WAEH# clear arp-cache

Related Commands license add
show interface
show license

show wccep

Cisco Wide Area Application Services Command Refere
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W clear bmc

clear bmc

To clear the BMC logs and events, used¢hear bmc EXEC command.

clear bmc [event-log

Syntax Description event-log Clears BMC system events and logs.

Defaults No default behavior or values.

Command Modes EXEC

Device Modes application-accelerator

appnav-controller

Examples The following example shows how to clear the entries recorded in the BMC system event log on the
WAAS device:

WAEH# clear bmc event-log

Related Commands show bmc

Cisco Wide Area Application Services Command Reference
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clear cache W

clear cache

To clear cached objects, use thear cacheEXEC command.
clear cache{cifs | dre}

clear cachehttp-metadatacache https{ conditional-response| redirect-response|
unauthorized-responsé

clear cachehttp-metadatacache{all | conditional-response| redirect-response|
unauthorized-responsé [url]

Syntax Description

Defaults

Command Modes

Device Modes

Usage Guidelines

cifs Clears the CIFS cache.

dre Expires the DRE cache.

https Clears cache entries for HTTPS metadata cache response types.
conditional-response Clears cache entries for conditional responses (304).
redirect-response Clears cache entries for redirect responses (301).
unauthorized-response Clears cache entries for authorization required responses (401).
http-metadatacache Clears the HTTP accelerator metadata cache.

all Clears cache entries for all HTTP metadata cache response types.
url Clears cache entries matching only the specified URL. If the URL

string contains a question mark (?), it must be escaped with a preceding
backslash (for example, \?).

No default behavior or values.

EXEC

application-accelerator

After you use thelear cache drecommand, the first 1 MB of data is not optimized. The Cisco WAAS
software does not optimize the first 1 MB of data after a restart of the tcpproxy service. The data that is
transmitted after the first 1 MB of data will be optimized according to the configured policy.

Theclear cache drecommand may cause the system to reboot, but you are asked to confirm before the
command continues and you are given a chance to save any configuration changes that have been ma
to the running configuration.

Theclear cache drecommand does not delete the DRE cache contents but expires it by removing
markers in the content to prevent reuse. If you want to delete the cache contentsdisle the
delete-data-partitions command.
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clearcdp W

clear cdp

To clear Cisco Discovery Protocol statistics, usecdlear cdp EXEC command.

clear cdp {counters|table}

Syntax Description counters Clears the CDP counters.

table Clears the CDP tables.
Defaults No default behavior or values.
Command Modes EXEC
Device Modes application-accelerator

central-manager
Examples The following example shows how to clear the CDP counter statistics on the WAAS device:

WAE# clear cdp counters

Related Commands license add
show interface
show license

show wccep

Cisco Wide Area Application Services Command Refere
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M clear cifs msg-signing-servers

clear cifs msg-signing-servers

To clear the list of message signing servers, useltder cifs msg-signing-server&EXEC command.

clear cifs msg-signing-servergall | list}

Syntax Description

Defaults

Command Modes

Device Modes

Usage Guidelines

Examples

all Clears the full list of message signing servers.

list Clears only those servers specified in the colon separated list. Specify
servers by IP address or fully qualified domain name.

No default behavior or values.

EXEC

application-accelerator

appnav-controller

This command operates only when the CIFS application accelerator is enabled.

The following example shows how to remove two message signing servers from the list:
WAEH# clear cifs msg-signing-servers 10.11.12.13:10.11.20.34

Related Commands show cifs

Cisco Wide Area Application Services Command Reference
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clear connection Il

clear connection

To reset one or more connections, usedlear connectionEXEC command.

clear connection[client-ip {ip_addresq hostnamg | client-port port | flow-id id | server-ip
{ip_addresq hostnamg | server-port port]

Syntax Description client-ip Resets the connections with the specified client IP address or hostname.

ip_address IP address of a client or server.

hostname Hostname of a client or server.

client-port port Resets the connections with the specified client port number. The port
number is from 1 to 65535.

flow-id id Resets the connection with the specified number identifier.

server-ip Resets the connections with the specified server IP address or
hostname.

server-port port Resets the connections with the specified server port number. The port

number is from 1 to 65535.

Defaults No default behavior or values.

Command Modes EXEC

Device Modes application-accelerator

appnav-controller

Examples The following example shows how to reset connection number 45 on the WAAS device:

WAEH# clear connection flow-id 45

The following example shows how to reset connections with server port 80 on the WAAS device:

WAEH# clear connection server-port 80

Related Commands show statistics connection
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W cleardre

clear dre

To clear DRE configurations, use tbkear dre EXEC command.

clear dre auto-bypass {ip_addresq hostnamg port ]

Syntax Description ip_address (Optional) IP address of a server.

hostname (Optional) Hostname of a server.

port (Optional) A port number in the range from 1 to 65535.
Defaults No default behavior or values.

Command Modes EXEC

Device Modes application-accelerator
appnav-controller

central-manager

Examples The following example shows how to clear all DRE auto-bypass entries:
WAE# clear dre auto-bypass
The following example shows how to clear the DRE auto-bypass entry for a specific port on a specific
server:

WAEH# clear dre auto-bypass server 1.2.3.4 17

Related Commands show dre

Cisco Wide Area Application Services Command Reference
m. 0L-28840-011



| Chapter3  CLI Commands

clearip Il
To clear IP access list statistics, usedlear ip EXEC command.
clear ip access-list countergacl-num| acl-namé
Syntax Description access-list Clears the access list statistical information.

counters Clears the IP access list counters.

acl-num (Optional) Counters for the specified access list, identified using a
numeric identifier (standard access list: 1-99; extended access list:
100-199).

acl-name (Optional) Counters for the specified access list, identified using an

Defaults

Command Modes

Device Modes

Examples

Related Commands

alphanumeric identifier of up to 30 characters, beginning with a letter.

No default behavior or values.

EXEC

application-accelerator

central-manager

The following example shows how to clear the IP access list counters on the WAAS device:

WAE# clear ip access-list counters

license add
show interface
show license

show wccep
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W clear license

clear license

To clear licensing configuration, use ttlear licenseEXEC command.

clear license[license-namg

Syntax Description license-name Name of the software license to remove. The following license names
are supported:

« Transport—Enables basic DRE, TFO, and LZ optimization.

« Enterprise—Enables the EPM, HTTP, MAPI, NFS, SSL, CIFS, and
Windows Print application accelerators, the WAAS Central
Manager, and basic DRE, TFO, and LZ optimization. You cannot
remove this license if the video or virtualization licenses are
installed. You must remove both of those licenses first.

» Video—Enables the video application accelerator.

- Virtual-Blade—Enables the virtualization feature.

Defaults No default behavior or values.

Command Modes EXEC

Device Modes application-accelerator

central-manager

Examples The following example shows how to clear the licensing configuration on the WAAS device:

WAEH# clear license

Related Commands license add
show interface
show license

show wccp
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clear logging Il

clear logging

To clear syslog messages saved in a disk file, usel¢lae loggingEXEC command.

clear logging

Syntax Description This command has no arguments or keywords.

Defaults No default behavior or values.

Command Modes EXEC

Device Modes application-accelerator

central-manager

Usage Guidelines  Theclear loggingcommand removes all current entries from dhislog.txffile but does not make an
archive of the file. It puts a “Syslog cleared” message irsyiséog.txffile to indicate that the syslog has
been cleared.

Examples The following example shows how to clear all entries insyslog.txtfile on the WAAS device:
WAEH# clear logging

Feb 14 12:17:18 WAE# exec_clear_logging:Syslog cleared

Related Commands license add
show interface
show license

show wccep
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M clear service-policy

clear service-policy

To clear class map and policy map counters for AppNav and optimization policies, e$eathe
service-policyEXEC command.

clear service-policy[type { appnav | waag] counters

Syntax Description

Defaults

Command Modes

Device Modes

Usage Guidelines

Examples

Related Commands

type Specifies the type of counters to clear.

appnav Clears AppNav class map and policy map counters.

waas Clears WAAS optimization class map and policy map counters.
counters Clears the class map and policy map counters.

No default behavior or values.

EXEC

application-accelerator

appnav-controller

When specified without theype keyword, this command clears counters for both AppNav and WAAS
optimization class maps and policy maps.

The following example shows how to clear both AppNav and WAAS optimization class map and policy
map counters:

WAEH# clear service-policy counters

The following example shows how to clear only AppNav class map and policy map counters:

WAE# clear service-policy type appnav counters

show class-map
show policy-map
show statistics class-map

show statistics policy-sub-class
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clear statistics

To reset statistics data, use tHear statisticsEXEC command.

clear statistics W

clear statistics{all | aoim | appnav-controller all | authentication | auto-discovery{all |
blacklist} | class-magd appnav | waa$ | datamover | directed-mode|dre [global] | filtering |
flow monitor tcpstat-vl | generic-gre|icmp | inline | ip | pass-through| peer dre | punt |
radius | service-insertion{appnav-controller ip_addresg appnav-controller-group |
data-path | service-context| service-nodeip_addresq service-node-groupnamég | snmp |
synq | tacacs| tcp | tfo | udp | weep | windows-domain | windows-print}

Syntax Description

all

Clears all statistics.

aoim

Clears all of the application accelerator information manager statistics.

appnav-controller all

Clears all of the AppNav Controller statistics.

authentication

Clears authentication statistics.

auto-discovery

Clears the auto-discovery statistics.

blacklist Clears the auto-discovery statistics for the blacklist.
class-map Clears all class map statistics.

appnav Clears all statistics for AppNav class maps.

waas Clears all statistics for WAAS class maps.
datamover Clears all of the data mover statistics.

directed-mode

Clears the directed mode statistics.

dre Clears the Data Redundancy Elimination (DRE) statistics.
global (Optional Clears the global DRE statistics.

filtering Clears the filter table statistics.

flow Clears the network traffic flow statistics.

monitor Clears the monitor flow performance statistics.

tcpstat-vl Clears the tcpstat-vl collector statistics.

generic-gre Clears the generic GRE statistics.

icmp Clears the ICMP statistics.

inline Clears the inline interception statistics.

ip Clears the IP statistics.

pass-through

Clears all of the pass-through statistics.

peer dre Clears all peer DRE statistics.
punt Clears all the punt statistics.
radius Clears the RADIUS statistics.

service-insertion

Clears AppNav service-insertion statistics.

appnav-controller

Clears statistics for the AppNav Controller with the specified IP

ip_address address.
appnav-controller-group Clears statistics for the AppNav Controller group.
data-path Clears statistics for the data path.

service-context

Clears statistics for the service context.
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clear statistics accelerator Il

clear statistics accelerator

To clear all global statistics, use tblear statistics acceleratoEXEC command.

clear statistics accelerato{cifs | epm | generic| http | mapi | nfs | smb | ssl| video}

Syntax Description  cifs Clears the statistics for the CIFS application accelerator.
epm Clears the statistics for the EPM application accelerator.
generic Clears the statistics for generic accelerator.
http Clears the statistics for the HTTP application accelerator.
mapi Clears the statistics for the MAPI application accelerator.
nfs Clears the statistics for the NFS application accelerator.
ssl Clears the statistics for the SSL application accelerator.
smb Clears the statistics for the SMB application acceleratareptfor

statistics on signed SMB bytes counters.

To clear statistics for signed SMB bytes (read from/written to LAN,
read from/written to WAN), uselear statistics accelerator generic
which clears all accelerator statistics, including signed SMB bytes

counters.
video Clears the statistics for the video application accelerator.
Defaults No default behavior or values.
Command Modes EXEC
Device Modes application-accelerator
Examples The following example shows how to clear the statistics for the CIFS application accelerator on the
WAAS device:

WAEH# clear statistics accelerator cifs

Related Commands clear statistics

clear statistics connection

Cisco Wide Area Application Services Command Refere
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W clear statistics connection

clear statistics connection

To clear connection statistics, use thear statistics connectiorEXEC command.

clear statistics connection conn-icconnection_id

clear statistics connection optimizedclient-ip {ip_addresq hostnamg | client-port port | {cifs
| epm | http |ica | mapi| nfs | smb | ssl| tfo | video | wansecurg dre | peer-id peer_id|
server-ip {ip_addresq hostnamg | server-port port]

Syntax Description  conn-id connection_id

Clears connection statistics for the connection with the specified
number identifier.

optimized Clears connection statistics for optimized connections.

client-ip (Optional) Clears connection statistics for the client with the specified
IP address or hostname.

ip_address IP address of a client or server.

hostname Hostname of a client or server.

client-port port

(Optional) Clears the connection statistics for the client with the
specified port number. The port number is from 1 to 65535.

cifs (Optional) Clears connection statistics for connections optimized by
the CIFS application accelerator.

epm (Optional) Clears connection statistics for connections optimized by
the EPM application accelerator.

http (Optional) Clears connection statistics for connections optimized by
the HTTP application accelerator.

ica (Optional) Clears connection statistics for connections optimized by
the ICA application accelerator.

mapi (Optional) Clears connection statistics for connections optimized by
the MAPI application accelerator.

nfs (Optional) Clears connection statistics for connections optimized by
the NFS application accelerator.

smb (Optional) Clears connection statistics for connections optimized by
the SMB application accelerator.

ssl (Optional) Clears connection statistics for connections optimized by
the SSL application accelerator.

tfo (Optional) Clears connection statistics for connections optimized by
the TFO application accelerator.

video (Optional) Clears connection statistics for connections optimized by
the video application accelerator.

wansecure (Optional) Clears connection statistics for connections optimized by
the WAN secure application accelerator.

dre (Optional) Clears connection statistics for connections optimized by

the DRE feature.

peer-id peer_id

(Optional) Clears the connection statistics for the peer with the
specified identifier. The peer ID is from 0 to 4294967295.
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M clear statistics monitor appnav-controller traffic

clear statistics monitoappnav-controller traffic

To clear traffic monitoring statistics for an AppNav Controller Interface Module, usagaaestatistics
monitor appnav-controller traffic EXEC command.

clear statistics monitor appnav-controller traffic

Syntax Description This command has no arguments or keywords.

Defaults No default behavior or values.

Command Modes EXEC

Device Modes appnav-controller

Examples The following example shows how to clear the traffic monitoring statistics:

ANCH# clear statistics monitor appnav-controller traffic

Related Commands monitor appnav-controller traffic

show statistics monitor appnav-controller traffic
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clear statistics vn-service vpath

To clear VPATH statistics for your vVWAAS device, use thear statistics vn-service vpatrEXEC
command.

clear statistics vn-service vpath

Syntax Description This command has no arguments or keywords.

Defaults No default behavior or values.

Command Modes EXEC

Device Modes application-accelerator

central-manager

Usage Guidelines  Theclear statistics vn-service vpatlcommand removes all current entries from sislog.txffile but
does not make an archive of the file. It puts a “Syslog cleared” messagesiystbg.txffile to indicate
that the syslog has been cleared.

Examples The following example shows how to clear all VPATH entries irstfstog.txfile on the VWAAS device:

WAEH# clear statistics vn-service vpath

Related Commands show statistics vn-service vpath

(config) vn-service vpath
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M clear transaction-log

clear transaction-log

To archive a working transaction log file, use thear transaction-logEXEC command.

clear transaction-log{accelerator | flow}

Syntax Description accelerator Clears the accelerator transaction log file.
flow Clears the TFO transaction log.
Defaults No default behavior or values.

Command Modes EXEC

Device Modes application-accelerator

Examples The following example shows how to archive the flow transaction log file on the WAAS device:

WAE# clear transaction-log flow

Related Commands license add
show interface
show license

show wccep
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clear users W

clear users

To clear user connections or to unlock users that have been locked out, cdeathsersEXEC
command.

clear users[administrative | locked-out{all | usernameusernamy

Syntax Description

Defaults

Command Modes

Device Modes

Usage Guidelines

Examples

administrative (Optional) Clears the connections (logins) of administrative users
authenticated through a remote login service.

locked-out (Optional) Unlocks specified locked-out user accounts.

all Specifies all user accounts.

usernameusername  Specifies the account username.

No default behavior or values.

EXEC

application-accelerator

central-manager

Theclear users administrativecommand clears the connections for all administrative users who are
authenticated through a remote login service, such as TACACS. This command does not affect an
administrative user who is authenticated through the local database. Only locally authenticated
administrative users can run this command.

Theclear users locked-outtommand unlocks user accounts that have been locked out. If a strong
password policy is enabled (see {oenfig) authentication strict-password-policycommand) a user
account will be locked out if the user fails three consecutive login attempts. (This restriction does not
apply to the admin account.)

The following example shows how to clear the connections of all authenticated users:
WAE(config)# clear users
The following example shows how to clear the connections of all administrative users authenticated

through a remote login service (it does not affect administrative users authenticated through the local
database):

WAE(config)# clear users administrative

The following example shows how to unlock all locked-out user accounts:

WAE(config)# clear users locked-out all
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clear windows-domain

To clear Windows domain server information for a WAAS device, uselélae windows-domainEXEC
command.

clear windows-domain encryption-service blacklis{identity tagName| servicespr}

Syntax Description

identity tagName Clears identity information.

servicespn Clears service information.

Defaults

Command Modes

Device Modes

Usage Guidelines

Examples

No default behavior or values.

EXEC

application-accelerator
appnav-controller

central-manager

Use theclear windows-domainEXEC command to clear Windows domain server information.

The following example shows how to clear the Windows domain server information:

WAE(config)# clear windows-domain encryption-service blacklist identity some-id

Related Commands show windows-domain

[ oL-28840-01
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clear windows-domain-log

To clear the Windows domain server log file, usedlear windows-domain-logeXEC command.

clear windows-domain-log

Syntax Description This command has no arguments or keywords.

Defaults No default behavior or values.

Command Modes EXEC

Device Modes application-accelerator

central-manager

Examples The following example shows how to clear all entries in the Windows domain log file on the WAAS
device:

WAE#clear windows-domain-log

Related Commands license add
show interface
show license

show wccep
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clock

To set clock functions or update the calendar, useltek EXEC command.

clock {read-calendar| settime day monthyear| update-calendag

Syntax Description read-calendar Reads the calendar and updates the system clock.

settime day month yearSets the time and date. Current time in hh:mm:ss format (hh: 00-23; mm:
00-59; ss: 00-59). Day of the month (1-31). Month of the year (January,
February, March, April, May, June, July, August, September, October,
November, December). Year (1993-2035).

update-calendar Updates the calendar with the system clock.

Defaults No default behavior or values.

Command Modes EXEC

Device Modes application-accelerator
central-manager

Usage Guidelines If you have an outside source on your network that provides time services (such as a NTP server), yo
do not need to set the system clock manually. When setting the clock, enter the local time. The WAAS
device calculates the UTC based on the time zone set lmjatietimezoneglobal configuration
command.

Two clocks exist in the system: the software clock and the hardware clock. The software uses the
software clock. The hardware clock is used only at bootup to initialize the software clock.

The setkeyword sets the software clock.

Examples The following example shows how to set the software clock on the WAAS device:
WAE# clock set 13:32:00 01 February 2005

Related Commands show clock

Cisco Wide Area Application Services Command Refere
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cms

To configure the Centralized Management System (CMS) embedded database parameters for a WAAS

device, use thems EXEC command.

cms{config-sync| deregister [force] | lcm {enable| disable} | maintenance{full |regular} |
recover {identity word} | restore filename| validate}

cms databasg backup | create | delete| downgrade [script filenamd}

Syntax Description

Defaults

config-sync Sets the node to synchronize configuration with the WAAS
Central Manager.

deregister Removes the device registration record and its configuration on the WAAS
Central Manager.

force (Optional) Forces the removal of the node registration. This option is
available only on WAEs and the standby Central Manager. If disk
encryption is enabled, it is disabled and encrypted file systems are erased
after a reload.

lcm Configures local/central management on a WAAS device that is registered
with the WAAS Central Manager.

enable Enables synchronization of the WAAS network configuration of the device
with the local CLI configuration.

disable Disables synchronization of the WAAS network configuration of the device

with the local CLI configuration.

maintenance

Cleans and reindexes the embedded database tables.

full Specifies a full maintenance routine for the embedded database tables.
regular Specifies a regular maintenance routine for the embedded database tables.
recover Recovers the identity of a WAAS device.

identity word

Specifies the identity of the recovered device (identification key set on the
Central Manager).

restore filename

Restores the database management tables using the backup local filename.

validate Validates the database files.

database Creates, backs up, deletes, restores, or validates the CMS-embedded
database management tables or files.

backup Backs up the database management tables.

create Creates the embedded database management tables.

delete Deletes the embedded database files.

downgrade Downgrades the CMS database.

script filename

(Optional) Downgrades the CMS database by applying a downgrade script
(filename).

No default behavior or values.
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cms secure-store .

CmSs secure-store

To configure secure store encryption, usedims secure-storeEXEC commands.

cms secure-stord init | open| change| clear | reset| mod€{ user-passphrasd auto-passphraség}

Syntax Description init Initializes secure store encryption on the WAE device and opens the
secure store. This option is valid only on WAE devices.
open Activates secure store encryption (the WAAS device encrypts the stored

data using secure store encryption). On WAES, secure store encryption
must already be initialized using thens secure-store inicommand.

This option is valid on all types of devices. On the Central Manager, this
command is valid only when in user-provided passphrase mode and it
prompts you to enter the secure store encryption pass phrase.

change Changes the secure store encryption pass phrase and encryption key. On
the Central Manager, this command prompts you to enter the current
pass phrase, new pass phrase, and confirm the new pass phrase. The
WAAS device uses the pass phrase to generate the encryption key for
secure disk encryption.
After this option is used, the Central Manager is in user-provided
passphrase mode.
This option is valid only on the primary Central Manager and WAE

devices.

clear Disables secure store encryption. This option is valid only on WAE
devices.

reset Resets secure store to the uninitialized state. You must initialize but not

open secure store encryption and you must be in user-provided
passphrase mode, to use this option. This option is valid only on primary
Central Manager devices.

mode Sets the secure store mode of opening. This option is valid only on
primary Central Manager devices.

user-passphrase Sets secure store to require a user-provided pass phrase to open after a
reboot.

auto-passphrase Sets secure store to automatically open after a reboot by using a unique

system-generated pass phrase.

Defaults A new Central Manager is configured for auto-generated passphrase mode with the secure store oper

Command Modes EXEC

Device Modes application-accelerator

central-manager
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configure

To enter global configuration mode, use tomfigure EXEC command. You must be in global
configuration mode to enter global configuration commands.

configure

To exit global configuration mode, use #ed or exit commands. You can also pré3isl-Z to exit from
global configuration mode.

Syntax Description This command has no arguments or keywords.

Defaults No default behavior or values.

Command Modes EXEC

Device Modes application-accelerator
appnav-controller
central-manager

Examples The following example shows how to enable global configuration mode on a WAAS device:

WAE# configure
WAE (config)#

Related Commands (config) end
(config) exit
show running-config

show startup-config
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copy cdrom

To copy software release files from a CD-ROM, usecthgy cdrom EXEC command.

copy cdrom installfiledir filename

Syntax Description

Defaults

Command Modes

Device Modes

Examples

Related Commands

install filedir filename Installs the software release from the directory location and filename
specified.

No default behavior or values.

EXEC

application-accelerator
appnav-controller

central-manager

The following example shows how to copy a software release file from a CD-ROM:

WAE# copy cdrom install

install
reload
show running-config
show startup-config

write
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copy cdrom wow-recovery

To recover Windows on WAAS on a virtual blade from a CD, usedlpg cdrom wow-recoveryEXEC
command.

copy cdrom wow-recoveryfiledir filename

Syntax Description

Defaults

Command Modes

Device Modes

Usage Guidelines

Examples

Related Commands

wow-recoveryfiledir Recovers Windows on WAAS installation files on the virtual blade from the
filename directory location and Windows filename.

No default behaviors or values.

EXEC

application-accelerator
central-manager

Use thecopy cdrom wow-recoverycommand to recover the Windows on WAAS system files of a virtual
blade. This command allows you to recover Windows on your virtual blade while the WAAS software is
running, without having to restart your WAE device.

This command is available only on platforms that have a CD-ROM drive. For platforms without a
CD-ROM drive, use theopy usb wow-recoveryEXEC command.

The following example shows how to recover Windows on a virtual blade from a CD:
WAE# copy cdrom wow-recovery WoW_RECOVERY

copy ftp
copy cdrom
copy usb
virtual-blade

(config) virtual-blade
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copy compactflash

To copy software release files from a CompactFlash card, useplyecompactflashEXEC command.

copy compactflash installfilename

Syntax Description

Defaults

Command Modes

Device Modes

Examples

Related Commands

install filename Installs a software release from an image filename.

No default behaviors or values.

EXEC

application-accelerator
appnav-controller

central-manager

The following example shows how to copy a software release file from a CompactFlash card:

WAE# copy compactflash install

install
reload
show running-config
show startup-config

write
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copy disk

To copy the configuration or image data from a disk to a remote location using FTP or to the startup
configuration, use theopy disk EXEC command.

copy disk{ftp {hostnamg ip-addres$ remotefiledirremotefilenamdocalfilename|
startup-config filenamé

Syntax Description  ftp Copies to a file on an FTP server.
hostname Hostname of the FTP server.
ip-address IP address of the FTP server.
remotefiledir Directory on the FTP server to which the local file is copied.
remotefilename Name of the local file once it has been copied to the FTP server.
localfilename Name of the local file to be copied.

startup-config filename Copies the existing configuration file from the disk to the startup
configuration (NVRAM).

Defaults No default behaviors or values.

Command Modes EXEC

Device Modes application-accelerator
appnav-controller
central-manager

Usage Guidelines  Use thecopy diskftp EXEC command to copy files from a SYSFS partition to an FTP server. Use the
copy disk startup-config EXEC command to copy a startup-configuration file to NVRAM.

Examples The following example shows how to copy a startup-configuration file to NVRAM:

WAE# copy disk startup-config

Related Commands install
reload
show running-config
show startup-config

write
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copy ftp Il

To copy software configuration or image data from an FTP server, uselgetp EXEC command.

copy ftp disk { hostnamd ip-addres$ remotefiledir remotefilename localfilename

copy ftp install {hostnamg ip-addres$ remotefiledirremotefilename

copy ftp virtual-blade vb_numdisk vb_disk{ hostnamd ip-addres$ remotefiledirremotefilename

copy ftp wow-recovery{hostnamg ip-addres$ remotefiledirremotefilename

Syntax Description

Defaults

Command Modes

Device Modes

Usage Guidelines

disk Copies a file to a local disk.
hostname Hostname of the specific server.
ip-address IP address of the specific server.

remotefiledir

Directory on the FTP server where the image file to be copied is located.

remotefilename

Name of the file to be copied.

localfilename

Name of the copied file as it appears on the local disk.

install

Copies the file from an FTP server and installs the software release or
firmware file to the local device.

virtual-blade vb_num

Specifies the virtual blade number of the virtual blade disk image to copy to.

disk vb_disk

Specifies the virtual blade disk number of the virtual blade disk image to
copy to.

WOow-recovery

Recovers the Windows operating system for use on a virtual blade.

No default behaviors or values.

EXEC

application-accelerator

appnav-controller

central-manager

Use thecopy ftp disk EXEC command to copy a file from an FTP server to a SYSFS partition on the

WAAS device. To show progress, this command prints a number sign (#) for each 1 MB of data that is

copied.

Use thecopy ftp install EXEC command to install an image file from an FTP server on a WAAS device.

Part of the image goes to a disk and part goes to flash memory. This command can also be used to inst.

a BIOS or other firmware update by specifying the appropriate update file.
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copy http

To copy configuration or image files from an HTTP server to the WAAS device, usefhidttp EXEC
command.

copy http install { hostnamd ip-addres$remotefiledirremotefilenaméport portnuni [proxy
proxy_portnurh[usernameusernamepassword

Syntax Description

Defaults

Command Modes

Device Modes

Usage Guidelines

install Copies the file from an HTTP server and installs the software release file to
the local device.

hostname Name of the HTTP server.

ip-address IP address of the HTTP server.

remotefiledir Remote file directory.

remotefilename Remote filename.

port portnum (Optional) Specifies the port number (1-65535) to connect to the HTTP

server (the default is 80).

proxy proxy_portnum (Optional) Allows the request to be redirected to an HTTP proxy server.
HTTP proxy server port number (1-65535).

usernameusername  (Optional) Specifies the username and password to access the HTTP proxy
password server.

HTTP server port: 80

EXEC

application-accelerator
appnav-controller

central-manager

Use thecopy http install EXEC command to install an image file from an HTTP server and install it on

a WAAS device. It transfers the image from an HTTP server to the WAAS device using HTTP as the
transport protocol and installs the software on the device. Part of the image goes to a disk and part goes
to flash memory. Use theopy http central EXEC command to download a software image into the
repository from an HTTP server.

You can also use thmpy http install EXEC commands to redirect your transfer to a different location
or HTTP proxy server by specifying theoxy hosthameéip-addressoption. A username and a password
have to be authenticated with a primary domain controller (PDC) before the transfer of the software
release file to the WAAS device is allowed.
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copy monitoring-log

To copy SMB statistics data to the local disk or an FTP server, useplyanonitoring-log EXEC
command.

copy monitoring-log { disk filename| ftp { hostnamg ip-addres$ remotefiledirremotefilenamp

Syntax Description  disk filename Copies the statistics in CSV format to the specified local disk file in the
/local/locall directory.
ftp Copies the statistics in CSV format to the specified remote file on an FTP
server.
hostname Name of the FTP server.
ip-address IP address of the FTP server.
remotefiledir Remote file directory.
remotefilename Remote filename.
Defaults No default behaviors or values.

Command Modes EXEC

Device Modes application-accelerator
appnav-controller

central-manager

Usage Guidelines  Use this command to write the last 14 days of statistics data that has been collectexddig-ttalector
logging global configuration command. The data is written as a CSV file compressed in tar archive
format.

Examples The following example shows how to copy statistics data to an FTP server:
WAE# copy monitoring-log ftp 10.1.1.1 mydir mystats

Related Commands (config) stats-collector logging
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copy running-config

To copy a configuration or image data from the current configuration, us®flyerunning-config
EXEC command.

copy running-config {disk filename| startup-config | tftp {hostnamd ip-addres$
remotefilenamp

Syntax Description  disk filename Copies the current system configuration to a disk file. Specify the name of
the file to be created on a disk.
startup-config Copies the running configuration to startup configuration (NVRAM).
tftp Copies the running configuration to a file on a TFTP server.
hostname Hostname of the TFTP server.
ip-address IP address of the TFTP server.
remotefilename Remote filename of the configuration file to be created on the TFTP server.

Use the complete pathname.

Defaults No default behaviors or values.

Command Modes EXEC

Device Modes application-accelerator
appnav-controller

central-manager

Usage Guidelines  Use thecopy running-config EXEC command to copy the running system configuration of the WAAS
device to a SYSFS patrtition, flash memory, or TFTP server.copg running-config startup-config
EXEC command is equivalent to theite memory EXEC command.

Examples The following example shows how to copy the current system configuration to startup configuration
(NVRAM):

WAE# copy running-config startup-config

Related Commands install
reload
show running-config

show startup-config
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copyscp M

To securely copy configuration or image files from a source to a destination location, aspyttszp
EXEC command.

copy scpf{{ disk { hostnamd ip-addres$ remote_dir remote_file local_fi}¢ {install { hosthamg
ip-addres$ remote_dir remote_filé

Syntax Description

Defaults

Command Modes

Device Modes

Usage Guidelines

disk Copies the current system configuration to a disk file.

hostname Hostname of the SCP server.

ip-address IP address of the SCP server.

remote_dir Remote directory where the system information file is to be created on the
SCP server.

remote_file Remote filename of the system information file to be created on the SCP
server.

local_file Name of the copied file as it appears on the local disk.

install Copies the file from a source server and installs the software release or
firmware file to the local device.

hostname Hostname of the SCP server.

ip-address IP address of the SCP server.

remote_dir Remote directory where the system information file is to be created on the
SCP server.

remote_file Remote filename of the system information file to be created on the SCP
server.

No default behaviors or values.

EXEC

application-accelerator
appnav-controller
central-manager

Use thecopy scp diskEXEC command to copy a file from an SCP server to a SYSFS partition on the
WAAS device.

Use thecopy scp installEXEC command to install a software release or firmware file from an SCP
server on a WAAS device.
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copy startup-config

To copy configuration or image data from the startup configuration, usspgyestartup-configEXEC
command.

copy startup-config{disk flename| running-config | tftp {hostnamd ip-addres$
remotefilenamp

Syntax Description  disk filename Copies the startup configuration to a disk file. Specify the name of the
startup configuration file to be copied to the local disk.
running-config Copies the startup configuration to running configuration.
tftp Copies the startup configuration to a file on a TFTP server.
hostname Hostname of the TFTP server.
ip-address IP address of the TFTP server.
remotefilename Remote filename of the startup configuration file to be created on the TFTP

server. Use the complete pathname.

Defaults No default behaviors or values.

Command Modes EXEC

Device Modes application-accelerator
appnav-controller

central-manager

Usage Guidelines  Use thecopy startup-config EXEC command to copy the startup configuration file to a TFTP server or
to a SYSFS partition.

Examples The following example shows how to copy the startup configuration file to the running configuration:
WAE# copy startup-config running-config

Related Commands install
reload
show running-config
show startup-config

write
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copy sysreport

To copy system troubleshooting information from the device, usedby sysreportEXEC command.

copy sysreport diskfilename[start-date { day month| monthday} year[end-date{day month|
monthday} yeai]

copy sysreport ftp{hostnamg ip-addres$ remotedirectoryemotefilenaméstart-date {day
month| monthday} year[end-date{day month| monthday} yeaid]

copy sysreport scp{ hostnamg ip-addres$ remotedirectoryemotefilenaméstart-date { day
month| monthday} year[end-date{day month| monthday} year]

copy sysreport tftp{ hostnamegip-addres$ remotefilenamg[ start-date { daymonth| monthday}
year[end-date{ day month| monthday} yead]

copy sysreport usbhfilename[start-date { day month| monthday} year[end-date{daymonth|
monthday} yeai]

Syntax Description  disk filename

Copies system information to a disk file. Specify the name of the file to be
created on a disk. Note that .tar.gz is appended to the filename that you
specify.

ftp

Copies system information to a FTP server.

hostname

Hostname of the server.

ip-address

IP address of the server.

remotedirectory

Remote directory where the system information file is to be created on the
server.

remotefilename

Remote filename of the system information file to be created on the server.

scp

Copies system information to a SCP server.

hostname

Hostname of the server.

ip-address

IP address of the server.

remotedirectory

Remote directory where the system information file is to be created on the
server.

remotefilename

Remote filename of the system information file to be created on the server.

start-date

(Optional) Specifies the start date of the information in the generated
system report.

daymonth

Start date day of the month (1-31) and month of the year (January,
February, March, April, May, June, July, August, September, October,
November, December). You can alternately specify the month first,
followed by the day.

year

Start date year (1993-2035).

end-date

(Optional) Specifies the end date of information in the generated system
report. If omitted, this date defaults to today. The report includes files
through the end of this day.

daymonth

End date day of the month (1-31) and month of the year (January, February,
March, April, May, June, July, August, September, October, November,
December). You can alternately specify the month first, followed by the day.
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copy system-status

To copy status information from the system for debugging, useoiinesystem-statu€£XEC command.

copy system-status diskilename

Syntax Description disk filename Specifies the name of the file to be created on the disk.

Defaults No default behaviors or values.

Command Modes EXEC

Device Modes application-accelerator
appnav-controller

central-manager

Usage Guidelines  Use thecopy system-statuE€ XEC command to create a file on a SYSFS partition that contains hardware
and software status information.

Examples The following example shows how to copy the system status to a disk file:
WAE# copy system-status disk filel

Related Commands install
reload
show running-config
show startup-config

write
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copy tech-support

To copy the configuration or image data from the system to use when working with Cisco TAC, use the

copy tech-support Il

copy tech-supportEXEC command.

copy tech-support{disk filename| ftp {hostnamd ip-addres$ remotedirectory remotefilenanje
scp{hostname ip-addres$ remotedirectory remotefilenanjéftp {hostnamd ip-addres$

remotefilenamp

Syntax Description

Defaults

Command Modes

Device Modes

disk filename

Copies system information for technical support to a disk file. Specify the
name of the file to be created on disk.

ftp Copies system information for technical support to an FTP server.
hostname Hostname of the server.
ip-address IP address of the server.

remotedirectory

Remote directory of the system information file to be created on the server.
Use the complete pathname.

remotefilename

Remote filename of the system information file to be created on the server.

scp

Copies system information for technical support to an SCP server

hostname

Hostname of the server.

ip-address

IP address of the server.

remotedirectory

Remote directory of the system information file to be created on the server.
Use the complete pathname.

remotefilename

Remote filename of the system information file to be created on the server.

tftp

Copies system information for technical support to a TFTP server.

No default behaviors or values.

EXEC

Usage Guidelines

Examples

application-accelerator
appnav-controller

central-manager

Use thecopy tech-support titpEXEC command to copy technical support information to a TFTP server
or to a SYSFS partition.

The following example shows how to copy system information for tech support to a disk file:
WAE# copy tech-support disk filel
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copy titp

To copy configuration or image data from a TFTP server, usedpy tftp EXEC command.
copy tftp disk { hostnamd ip-addres$ remotefilename localfilename
copy tftp running-config { hostnamgq ip-addres$ remotefilename

copy tftp startup-config {hostnam¢g ip-addres$ remotefilename

Syntax Description

Defaults

Command Modes

Device Modes

Examples

Related Commands

disk Copies an image from a TFTP server to a disk file.

hostname Hostname of the TFTP server.

ip-address IP address of the TFTP server.

remotefilename Name of the remote image file to be copied from the TFTP server. Use the
complete pathname.

localfilename Name of the image file to be created on the local disk.

running-config Copies an image from a TFTP server to the running configuration.

startup-config Copies an image from a TFTP server to the startup configuration.

No default behaviors or values.

EXEC

application-accelerator
appnav-controller

central-manager

The following example shows how to copy configuration or image data from a TFTP server to the
running configuration:

WAE# copy tftp running-config

install
reload
show running-config
show startup-config

write
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copy usb

To copy files from an external USB drive, use topy usbEXEC command.

copy usb{ install | wow-recoveryfilenamé

Syntax Description usb Copies the file from an external USB drive

install Installs a software release from an image filename.

wow-recoveryfilename Restores the Windows on WAAS recovery file on the virtual blade from the
specified file on the USB drive. Not available on devices in
appnav-controller mode.

Defaults No default behaviors or values.

Command Modes EXEC

Device Modes application-accelerator
appnav-controller

central-manager

Usage Guidelines  Use thecopy usb wow-recoverycommand to recover the Windows on WAAS system files of a virtual
blade. This command allows you to recover Windows on your virtual blade while the WAAS software is
running, without having to restart your WAE device.

This command is available only on platforms without a CD-ROM drive. For platforms with a CD-ROM
drive, use theopy cdrom wow-recovery instalEXEC command.

Examples The following example shows how to recover Windows on a virtual blade from an external USB:
WAE# copy usb wow-recovery WoW_RECOVERY

Related Commands copy cdrom wow-recovery
copy ftp
install
reload
show running-config
show startup-config

write
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copy virtual-blade

To copy software configuration or image data from a virtual blade disk image to an FTP server, use the
copy virtual-blade EXEC command.

copy virtual-blade vb_numdisk vb_diskftp { hostnamd ip-addres$ remotefiledirremotefilename

Syntax Description vb_num Virtual blade number of the virtual blade disk image to copy to.
disk vb_disk Specifies the virtual blade disk number of the virtual blade disk image to
copy to.
ftp Writes to an FTP server.
hostname Hostname of the specific server.
ip-address IP address of the specific server.
remotefiledir Directory where the image file to be copied is located.
remotefilename Name of the file to be copied.
Defaults No default behaviors or values.

Command Modes EXEC

Device Modes application-accelerator

central-manager

Examples The following example shows how to copy an image file from a virtual blade to an FTP server:
WAE# copy virtual-blade 1 disk 1 ftp 10.75.16.234 / file.img

Related Commands copy ftp
install
reload
show running-config
show startup-config

write
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cpfile

To make a copy of a file, use tepfile EXEC command.

cpfile oldfilename newfilename

Syntax Description

Defaults

Command Modes

Device Modes

Usage Guidelines

Examples

Related Commands

oldfilename Name of the file to copy.

newfilename Name of the copy to be created.

No default behavior or values.

EXEC

application-accelerator

central-manager

Only SYSFS files can be copied.

The following example shows how to create a copy of a file:

WAEH# cpfile f€512-194616.bin fd512-194618.bin

deltree
dir

lls

Is
mkdir
pwd

rename
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crypto delete

To remove SSL certificate and key files, use thgto deleteEXEC command.

crypto delete{ca-certificate filename| pkcs12{filename| admin }}

Syntax Description ca-certificate flename Deletes a certificate authority certificate file.

pkcsl2filename Deletes a PKCS12 format file. (PKCS12 files contain both the private
encryption key and the public key certificate.)
admin Deletes the certificate and key for the Central Manager admin service, if a

custom certificate and key were installed. This option can be used only on
the Central Manager.

Defaults No default behavior or values.

Command Modes EXEC

Device Modes application-accelerator
central-manager

Usage Guidelines  Use the crypto delete EXEC command to remove a certificate from your WAE's secure store. If you only
want to disassociate a certificate from an accelerated servicapssver-cert-keyin crypto ssl
services accelerated-service mode.

If you use thecrypto delete pkes12 admincommand to delete a custom certificate and key that were
installed for the Central Manager admin service, the admin service uses its built-in self-signed
certificate.

Examples The following example shows how to delete the CA certificate file mycert.ca:

WAE# crypto delete ca-certificate mycert.ca

Related Commands crypto export
crypto generate
crypto import
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crypto export

To export SSL certificate and key files, use thgpto export EXEC command.

crypto export {ca-certificate filename| pkcs12{factory-self-signed| admin | filenamé
{pem-cert-key| pem-cert-only | pem-key-only | pkcs12}{ disk pathnamg ftp addresd sftp
addresg| terminal |tftp addres$

Syntax Description

Defaults

ca-certificate filename Exports a certificate authority certificate file.

pkcs12

Exports a PKCS12 format file. (PKCS12 files contain both the private
encryption key and the public key certificate.)

factory-self-signed

Specifies that the SSL PKCS file is to be self-signed.

admin Specifies that the certificate and key are for the Central Manager admin
service. This option can be used only on the Central Manager.
filename Name of the PKCS12 file to be exported.

pem-cert-key

Exports both the certificate and key in PEM format.

pem-cert-only

Exports only the certificate in PEM format.

pem-key-only

Exports only the key in PEM format.

pkcs12

Exports both the certificate and key in PKCS12 format.

disk pathname

Exports to a disk. Type the disk filename including the full path.

ftp address

Exports to FTP. Type the FTP server’s IP address or hostname.

sftp address

Exports to secure FTP. Type the secure FTP server’s IP address or
hostname.

terminal

Exports to a terminal. (Not available forypto export pkcs12)

tftp address

Exports to TFTP. Type the TFTP server’s IP address or hostname.

No default behavior or values.

Command Modes EXEC

Device Modes application-accelerator

central-manager

Examples The following example shows how to export a CA certificate file named mycert.ca to an FTP server:

WAE# crypto export ca-certificate mycert.ca ftp 1.2.3.4 dirl mycert.ca

The following example shows how to export the certificate and private key from a PKCS12 file named
myfile.p12 to a PEM file on the locall directory on the hard drive:

WAE# crypto export pkcs12 myfile.p12 pkcs12 disk /locall/myfile.p12
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crypto generate

To generate a self-signed certificate or a certificate signing request, usgphgenerateEXEC
command.

crypto generate{csr rsa modulus{1024|1536]|2048|512| 768} disk pathnamg ftp address|
sftp addresg terminal | tftp addres$ | self-signed-certfilename[exportable] rsa modulus
{1024|1536|2048|512| 768}

Syntax Description  csr Generates a certificate signing request (CSR).
rsa modulus Specifies the size of the RSA modulus to be used for the CSR.
1024|1536|2048|512 Specifies the size (number of bits) used for the RSA modulus.
| 768
disk pathname Generates the file to a disk. Type the disk filename including the full path.
ftp address Generates the file to FTP. Type the FTP server’s IP address or hostname.
sftp address Generates the file to secure FTP. Type the secure FTP server’s IP address or

hostname.

terminal Generates the file to a terminal.
tftp address Generates the file to TFTP. Type the TFTP server’s IP address or hostname.
self-signed-cert Generates a self-signed SSL encryption certificate. The filename of the
filename self-signed certificate to be generated must have the .p12 file extension.
exportable (Optional) Allows the self-signed certificate to be exported.
rsa modulus Specifies the size of the RSA modulus to be used when generating the

self-signed certificate.

Defaults No default behavior or values.

Command Modes EXEC

Device Modes application-accelerator

Examples The following example shows how to create an exportable self-signed certificate. The certificate file is
named myfile.p12 and is created using a 512-bit RSA modulus.

WAE# crypto generate self-signed-cert myfile.p12 exportable rsa modulus 512
Generating a 512 bit RSA private key
+++++++H+H

You are about to be asked to enter information that will be incorporated

into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter "', the field will be left blank.
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crypto import

To import SSL certificates and key files, use tngpto import EXEC command.

crypto import ca-certificate flename{disk pathnamgq ftp host| http host| scepurl | sftp host|
terminal | tftp hos}

crypto import pkcs12 {filename| admin} [exportable] [ignore-cert-chain-order] pem-cert-key
{disk pathnamg ftp host| http host| scepurl | sftp host| terminal | tftp host

crypto import pcsk12 {filename| admin} [ exportable] [ignore-cert-chain-order] pkcs12{disk
pathnamgq ftp host| http host| sftp host| terminal | tftp host

Syntax Description

Defaults

Command Modes

Device Modes

ca-certificate filename

Imports a certificate authority certificate file. The name of the CA
certificate file to be imported (PEM format) must have .ca extension.

pkcsl2filename

Specifies a certificate intended for the management or an accelerated
service (PKCS12 format). A PKCS12 file contains both the private
encryption key and the public key certificate. The name of the PKCS12 file
to be imported must have a .p12 extension.

DSA-encoded certificates are not supported and will not be imported.

admin Specifies that the certificate and key are for the Central Manager admin
service. This option can be used only on the Central Manager.
exportable (Optional) Configures the imported certificate to be exportable.

ignore-cert-chain-
order

(Optional) Allows to import a certificate chain that does not have a strict
order.

pem-cert-key

Imports both the certificate and key in PEM format.

When you use thpem-cert-key keyword, you must specify thmathname
andfilenameor theaddressandfilenamefor both the certificate file and the
key file fordisk, ftp, sftp, andtftp.

pkcs12

Imports both the certificate and key in PKCS12 format.

disk pathname

Imports from a disk. Type the disk filename including the full path.

ftp address

Imports from FTP. Type the FTP server’s IP address or hostname.

sftp address

Imports from secure FTP. Type the secure FTP server’s IP address or
hostname.

scepurl

Imports from a SCEP server. Type the SCEP server’s IP address.

terminal

Imports from a terminal.

tftp address

Imports from TFTP. Type the TFTP server’s IP address or hostname.

No default behavior or values.

EXEC

application-accelerator
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crypto pki
To initialize the PKI managed store, use tngpto pki EXEC command.

crypto pki managed-store initialize

Syntax Description managed-store Specifies managed store commands.
initialize Initializes the PKI managed store.
Defaults No default behavior or values.

Command Modes EXEC

Device Modes application-accelerator

Examples The following example shows how to initialize the PKI managed store:

WAE# crypto pki managed-store initialize

Related Commands crypto export
crypto generate
crypto import
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debug aaa accounting

Syntax Description

Defaults

Command Modes

Device Modes

Usage Guidelines

To monitor and record AAA accounting debugging, usedigflsug aaa accountindEXEC command. To
disable debuggingise theundebugform of this command.

debug aaa accounting

undebug aaa accounting

This command has no arguments or keywords.

No default behavior or values.

EXEC

application-accelerator
central-manager

Because the performance of the WAAS device degrades when you wsbtigecommand, we
recommend that you use this command only at the direction of Cisco TAC. For more information, see
the“Obtaining Documentation and Submitting a Service Request” section on page 24

If the watchdog utility is not running, the message “WAAS is not running” appears.
Use theshow debuggingcommand to display enable@bug options.

The output associated with tdebug command is written to either the syslog file in /locall/syslog.txt
or the debug log associated with the module in the file /locall/errartiyile _namerrorlog.current.

The debug log file associated with a module will be rotated to a backup file when the current file reaches
its maximum size. The backup files are named as folloameerrorlog#, where# is the backup file
number.

For anydebug command, system logging must be enabled. The command to enable logging is the
logging disk enableglobal configuration command, which is enabled by default.

If a debug command module uses the syslog for debug output, then you must legding disk
priority debug global configuration command (the defaultdgging disk priority notice).

If a debugcommand module uses the debug log for output, then the output can be filtered based on the
priority level configuration for the four different levels of debug log output, as follows:

- For filtering on critical debug messages only, useldaging disk priority critical global
configuration command.

- For filtering on critical and error level debug messages, usediggng disk priority error global
configuration command.

« For filtering on critical, error, and trace debug level debug messages, usgdhegy disk priority
debugglobal configuration command.
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debug aaa authorization

Syntax Description

Defaults

Command Modes

Device Modes

Usage Guidelines

To monitor and record AAA authorization debugging, usedisieug aaa authorizationEXEC
command. To disable debugginge theundebugform of this command.

debug aaa authorization

undebug aaa authorization

This command has no arguments or keywords.

No default behavior or values.

EXEC

application-accelerator
central-manager

Because the performance of the WAAS device degrades when you wsbtigecommand, we
recommend that you use this command only at the direction of Cisco TAC. For more information, see
the“Obtaining Documentation and Submitting a Service Request” section on page 24

If the watchdog utility is not running, the message “WAAS is not running” appears.
Use theshow debuggingcommand to display enable@bug options.

The output associated with tdebug command is written to either the syslog file in /locall/syslog.txt
or the debug log associated with the module in the file /locall/errartiyile _namerrorlog.current.

The debug log file associated with a module will be rotated to a backup file when the current file reaches
its maximum size. The backup files are named as folloameerrorlog#, where# is the backup file
number.

For anydebug command, system logging must be enabled. The command to enable logging is the
logging disk enableglobal configuration command, which is enabled by default.

If a debug command module uses the syslog for debug output, then you must legding disk
priority debug global configuration command (the defaultdgging disk priority notice).

If a debugcommand module uses the debug log for output, then the output can be filtered based on the
priority level configuration for the four different levels of debug log output, as follows:

- For filtering on critical debug messages only, useldaging disk priority critical global
configuration command.

- For filtering on critical and error level debug messages, usediggng disk priority error global
configuration command.

« For filtering on critical, error, and trace debug level debug messages, usgdhegy disk priority
debugglobal configuration command.
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debug accelerator

To monitor and record accelerator debugging, useléelg acceleratorEXEC command. To disable
debugging, use thendebug form of this command.

debug accelerator generigconnection| misc | shell | stats | all]

undebug accelerator generigconnection| misc | shell | stats | all]

debug accelerator http[bypass-list| cli | conditional-response| connection|dre-hints |
metadatacache redirect-response| shell | subnet| supress-server-encodingtransaction |
unauthorized-response all]

undebug accelerator http[bypass-list| cli | conditional-response| connection|dre-hints |
metadatacache] redirect-response| shell | subnet| supress-server-encodingtransaction |
unauthorized-response all]

debug accelerator mapi[all | Common-flow | DCERPC-layer | EMSMDB-layer |10 |
ROP-layer | ROP-parser | RCP-parser | shell | Transport | Utilities]

undebug accelerator mapi[all | Common-flow | DCERPC-layer | EMSMDB-layer |10 |
ROP-layer | ROP-parser | RCP-parser | shell | Transport | Utilities]

debug accelerator icgall | ao-connectionmgr| ao-parser| cgp | connection| crypto |
detectionparser| failure | hash|ica |initialization | io | main | pipe | shel]

undebug accelerator icgall | ao-connectionmgr| ao-parser| cgp | connection| crypto |
detectionparser| failure | hash|ica |initialization | io | main | pipe | shel]

debug accelerator nf{async-write | attributes-cache| nfs-v3|read-ahead|rpc | shell | utils |all]

undebug accelerator nf§async-write | attributes-cache|nfs-v3 | read-ahead|rpc | shell | utils |
all]

debug accelerator smicli | cmd-close| cmd-create| cmd-lock | cmd-others| cmd-query-info |
cmd-read | cmd-set-info | cmd-write | flow | large-data-flush | lock-manager | meta-data |
named-pipe| not-found-cache| packeter | parser | read-ahead| shell | vfn | all]

undebug accelerator smicli | cmd-close| cmd-create|cmd-lock | cmd-others|cmd-query-info
| cmd-read | cmd-set-info | cmd-write | flow | large-data-flush | lock-manager| meta-data|
named-pipe| not-found-cache| packeter | parser | read-ahead| shell | vfn | all]

debug accelerator ss[accelerated-svd alarm | all | am | am-generic-svc| bio | ca| ca-pool |
cipherlist | client-to-server | dataserver | flow-shutdown | generic| ocsp| oom-manager|
openssl-internal| parser | peering-svc| session-caché¢shell | sm-alert | sm-generi¢ sm-io |
sm-pipethrough | synchronization | verify | waas-to-waa$
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debug all

Syntax Description

Defaults

Command Modes

Device Modes

Usage Guidelines

debug all W

To monitor and record all debugging, use dedug allEXEC command. To disable debugginge the
undebugform of this command.

debug all

undebug all

This command has no arguments or keywords.

No default behavior or values.

EXEC

application-accelerator
central-manager

Because the performance of the WAAS device degrades when you wsbtigecommand, we
recommend that you use this command only at the direction of Cisco TAC. For more information, see
the“Obtaining Documentation and Submitting a Service Request” section on page 24

If the watchdog utility is not running, the message “WAAS is not running” appears.
Use theshow debuggingcommand to display enable@bug options.

The output associated with tdebug command is written to either the syslog file in /locall/syslog.txt
or the debug log associated with the module in the file /locall/errartityile _namerrorlog.current.

The debug log file associated with a module will be rotated to a backup file when the current file reaches
its maximum size. The backup files are named as folloameerrorlog#, where# is the backup file
number.

For anydebug command, system logging must be enabled. The command to enable logging is the
logging disk enableglobal configuration command, which is enabled by default.

If a debug command module uses the syslog for debug output, then you must legding disk
priority debug global configuration command (the defaultdgging disk priority notice).

If a debugcommand module uses the debug log for output, then the output can be filtered based on the
priority level configuration for the four different levels of debug log output, as follows:

- For filtering on critical debug messages only, useldaging disk priority critical global
configuration command.

- For filtering on critical and error level debug messages, usediggng disk priority error global
configuration command.

« For filtering on critical, error, and trace debug level debug messages, usgdhegy disk priority
debugglobal configuration command.
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debug appnav-controller connection

To enable connection-specific debugging on an AppNav Controller Interface Module, usbtige
appnav-controller connectionEXEC command. To disable debugging, useuhdebugform of this
command.

debug appnav-controller connection access-ligtcl-name

undebug appnav-controller connection

Syntax Description

Defaults

Command Modes

Device Modes

Usage Guidelines

access-lisacl-name Enables access list connection debugging. Access list name is an
alphanumeric identifier up to 30 characters, beginning with a
letter.

No default behavior or values.

EXEC

application-accelerator

The ACL specified in this command is shared byrttanitor appnav-controller traffic and
packet-capture commands.

Because the performance of the WAAS device degrades when you wsshtigecommand, we
recommend that you use this command only at the direction of Cisco TAC. For more information, see
the“Obtaining Documentation and Submitting a Service Request” section on page 24

If the watchdog utility is not running, the message “WAAS is not running” appears.
Use theshow debuggingcommand to display enable@bug options.

The output associated with tdebug command is written to either the syslog file in /locall/syslog.txt
or the debug log associated with the module in the file /locall/errartiylle _namerrorlog.current.

The debug log file associated with a module will be rotated to a backup file when the current file reaches
its maximum size. The backup files are named as follomameerrorlog#, where# is the backup file
number.

For anydebug command, system logging must be enabled. The command to enable logging is the
logging disk enableglobal configuration command, which is enabled by default.

If a debug command module uses the syslog for debug output, then you must legding disk
priority debug global configuration command (the defaultdagging disk priority notice).

If a debugcommand module uses the debug log for output, then the output can be filtered based on the
priority level configuration for the four different levels of debug log output, as follows:

« For filtering on critical debug messages only, useldlyging disk priority critical global
configuration command.
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debug appnav-controller drop capture

To enable debugging on an AppNav Controller Interface Module to capture dropped packets, use the
debug appnav-controller drop captureEXEC command. To disable debugging, usentiéorm of this
command.

debug appnav-controller drop capture indexindexlimit limit

no debug appnav-controller drop capture

Syntax Description index index The number of the index; the default index value is 255.
limit limit The maximum size of the packet capture file. The default limit is
65535.
Defaults No default behavior or values.

Command Modes EXEC

Device Modes appnav-controller

Usage Guidelines  Because the performance of the WAAS device degrades when you wsbtlppcommand, we
recommend that you use this command only at the direction of Cisco TAC. For more information, see
the“Obtaining Documentation and Submitting a Service Request” section on page 24

If the watchdog utility is not running, the message “WAAS is not running” appears.

To display the index, use tlslow controllers np counters direct-access dropommand.
Use theshow debuggingcommand to display enable@bug options.

The output associated with tdebug command is written to a new log file in PCAP format.

The debug log file associated with a module will be rotated to a backup file when the current file reaches
its maximum size. The backup files are named as folloameerrorlog#, where# is the backup file
number.

For anydebug command, system logging must be enabled. The command to enable logging is the
logging disk enableglobal configuration command, which is enabled by default.

If a debug command module uses the syslog for debug output, then you must Usgding disk
priority debug global configuration command (the defaultdgging disk priority notice).

If a debugcommand module uses the debug log for output, then the output can be filtered based on the
priority level configuration for the four different levels of debug log output, as follows:

- For filtering on critical debug messages only, useldaging disk priority critical global
configuration command.

« For filtering on critical and error level debug messages, usediggng disk priority error global
configuration command.
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debug authentication

debug authentication

To monitor and record authentication debugging, useéelg authenticationEXEC command. To
disable debugging, use thedebugform of this command.

debug authentication{user | windows-domain}

undebug authentication{user | windows-domain}

Syntax Description

Defaults

Command Modes

Device Modes

Usage Guidelines

user Enables debugging of the user login against the system
authentication.
windows-domain Enables Windows domain authentication debugging.

No default behavior or values.

EXEC

application-accelerator
central-manager

Because the performance of the WAAS device degrades when you wsbtigecommand, we
recommend that you use this command only at the direction of Cisco TAC. For more information, see
the“Obtaining Documentation and Submitting a Service Request” section on page 24

If the watchdog utility is not running, the message “WAAS is not running” appears.
Use theshow debuggingcommand to display enable@bug options.

The output associated with tdebug command is written to either the syslog file in /locall/syslog.txt
or the debug log associated with the module in the file /locall/errortmiylle _namerrorlog.current.

The debug log file associated with a module will be rotated to a backup file when the current file reaches
its maximum size. The backup files are named as folloameerrorlog#, where# is the backup file
number.

For anydebug command, system logging must be enabled. The command to enable logging is the
logging disk enableglobal configuration command, which is enabled by default.

If a debug command module uses the syslog for debug output, then you must Usgding disk
priority debug global configuration command (the defaultdgging disk priority notice).

If a debugcommand module uses the debug log for output, then the output can be filtered based on the
priority level configuration for the four different levels of debug log output, as follows:

- For filtering on critical debug messages only, useldaging disk priority critical global
configuration command.

« For filtering on critical and error level debug messages, usediggng disk priority error global
configuration command.
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debug auto-discovery

Syntax Description

Defaults

Command Modes

Device Modes

Usage Guidelines

To trace connections in the auto discovery module, usédgheg auto-discoveryEXEC command. To
disable debuggingise theundebugform of this command.

debug auto-discoveryconnection

undebug auto-discovery connection

This command has no arguments or keywords.

No default behavior or values.

EXEC

application-accelerator

Because the performance of the WAAS device degrades when you wsshtigecommand, we
recommend that you use this command only at the direction of Cisco TAC. For more information, see
the“Obtaining Documentation and Submitting a Service Request” section on page 24

If the watchdog utility is not running, the message “WAAS is not running” appears.
Use theshow debuggingcommand to display enable@bug options.

The output associated with tdebug command is written to either the syslog file in /locall/syslog.txt
or the debug log associated with the module in the file /locall/errartiyile _namerrorlog.current.

The debug log file associated with a module will be rotated to a backup file when the current file reaches
its maximum size. The backup files are named as follomameerrorlog#, where# is the backup file
number.

For anydebug command, system logging must be enabled. The command to enable logging is the
logging disk enableglobal configuration command, which is enabled by default.

If a debug command module uses the syslog for debug output, then you must legding disk
priority debug global configuration command (the defaultdagging disk priority notice).

If a debugcommand module uses the debug log for output, then the output can be filtered based on the
priority level configuration for the four different levels of debug log output, as follows:

- For filtering on critical debug messages only, useldaging disk priority critical global
configuration command.

« For filtering on critical and error level debug messages, usediggng disk priority error global
configuration command.

« For filtering on critical, error, and trace debug level debug messages, usgdhwy disk priority
debugglobal configuration command.

« For seeing all debug log messages, which include critical, error, trace and detail messages, use tf
logging disk priority detail global configuration command.
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debug buf

debug buf W

To monitor and record buffer manager debugging, uséé¢heg buf EXEC command. To disable
debugging, use thendebug form of this command.

debug buf{all | dmbuf | dmsg}

undebug buf{all | dmbuf | dmsg}

Syntax Description

Defaults

Command Modes

Device Modes

Usage Guidelines

all Enables all buffer manager debugging.
dmbuf Enables only dmbuf debugging.
dmsg Enables only dmsg debugging.

No default behavior or values.

EXEC

application-accelerator

central-manager

Because the performance of the WAAS device degrades when you wsshtigecommand, we
recommend that you use this command only at the direction of Cisco TAC. For more information, see
the“Obtaining Documentation and Submitting a Service Request” section on page 24

If the watchdog utility is not running, the message “WAAS is not running” appears.
Use theshow debuggingcommand to display enable@bug options.

The output associated with tdebug command is written to either the syslog file in /locall/syslog.txt
or the debug log associated with the module in the file /locall/errortmtylle _namerrorlog.current.

The debug log file associated with a module will be rotated to a backup file when the current file reaches
its maximum size. The backup files are named as follomameerrorlog#, where# is the backup file
number.

For anydebug command, system logging must be enabled. The command to enable logging is the
logging disk enableglobal configuration command, which is enabled by default.

If a debug command module uses the syslog for debug output, then you must Usgding disk
priority debug global configuration command (the defaultdgging disk priority notice).

If a debugcommand module uses the debug log for output, then the output can be filtered based on the
priority level configuration for the four different levels of debug log output, as follows:

« For filtering on critical debug messages only, useldyging disk priority critical global
configuration command.

« For filtering on critical and error level debug messages, usediggng disk priority error global
configuration command.
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debug cdp

To monitor and record CDP debugging, usedbbug cdpEXEC command. To disable debugging, use
theundebug form of this command.

debug cdp{adjacency| events|ip | packets

undebug cdp{adjacency| events|ip | packets

Syntax Description

Defaults

Command Modes

Device Modes

Usage Guidelines

adjacency Enables CDP neighbor information debugging.
events Enables CDP events debugging.

ip Enables CDP IP debugging.

packets Enables packet-related CDP debugging.

No default behavior or values.

EXEC

application-accelerator
central-manager

Because the performance of the WAAS device degrades when you wsshtigecommand, we
recommend that you use this command only at the direction of Cisco TAC. For more information, see
the“Obtaining Documentation and Submitting a Service Request” section on page 24

If the watchdog utility is not running, the message “WAAS is not running” appears.
Use theshow debuggingcommand to display enable@bug options.

The output associated with tdebug command is written to either the syslog file in /locall/syslog.txt
or the debug log associated with the module in the file /locall/errartiyile _namerrorlog.current.

The debug log file associated with a module will be rotated to a backup file when the current file reaches
its maximum size. The backup files are named as folloameerrorlog#, where# is the backup file
number.

For anydebug command, system logging must be enabled. The command to enable logging is the
logging disk enableglobal configuration command, which is enabled by default.

If a debug command module uses the syslog for debug output, then you must legding disk
priority debug global configuration command (the defaultdagging disk priority notice).

If a debugcommand module uses the debug log for output, then the output can be filtered based on the
priority level configuration for the four different levels of debug log output, as follows:

- For filtering on critical debug messages only, useldaging disk priority critical global
configuration command.
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debug cli

debugcli M

To monitor and record CLI debugging, use tlebug cliEXEC command. To disable debugging, use
theundebug form of this command.

debug cli{all | bin | parser}

undebug cli{all | bin | parser}

Syntax Description

Defaults

Command Modes

Device Modes

Usage Guidelines

all Enables all CLI debugging.
bin Enables CLI command binary program debugging.
parser Enables CLI command parser debugging.

No default behavior or values.

EXEC

application-accelerator

central-manager

Because the performance of the WAAS device degrades when you wsshtigecommand, we
recommend that you use this command only at the direction of Cisco TAC. For more information, see
the“Obtaining Documentation and Submitting a Service Request” section on page 24

If the watchdog utility is not running, the message “WAAS is not running” appears.
Use theshow debuggingcommand to display enable@bug options.

The output associated with tdebug command is written to either the syslog file in /locall/syslog.txt
or the debug log associated with the module in the file /locall/errortmiylle _namerrorlog.current.

The debug log file associated with a module will be rotated to a backup file when the current file reaches
its maximum size. The backup files are named as follomameerrorlog#, where# is the backup file
number.

For anydebug command, system logging must be enabled. The command to enable logging is the
logging disk enableglobal configuration command, which is enabled by default.

If a debug command module uses the syslog for debug output, then you must Usgding disk
priority debug global configuration command (the defaultdgging disk priority notice).

If a debugcommand module uses the debug log for output, then the output can be filtered based on the
priority level configuration for the four different levels of debug log output, as follows:

« For filtering on critical debug messages only, useldyging disk priority critical global
configuration command.

« For filtering on critical and error level debug messages, usediggng disk priority error global
configuration command.
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debug cmm W

debug cmm

To monitor and record cluster membership manager debugging, udelthg cmmEXEC command.
To disable debugging, use thadebug form of this command.

debug cmm{all | cli | events| ipc | misc | packets| shell| timers}

undebug cmm{all | cli | events| ipc | misc | packets| shell| timers}

Syntax Description

Defaults

Command Modes

Device Modes

Usage Guidelines

all Enables all cluster membership manager (CMM) debugging.
cli Enables CMM CLI debugging.

events Enables CMM state machine event debugging.

ipc Enables CMM ipc message debugging.

misc Enables CMM miscellaneous debugging.

packets Enables CMM packet debugging.

shell Enables CMM infra debugging.

timers Enables CMM state machine timer debugging.

No default behavior or values.

EXEC

application-accelerator

central-manager

Because the performance of the WAAS device degrades when you wsshtigecommand, we
recommend that you use this command only at the direction of Cisco TAC. For more information, see
the “Obtaining Documentation and Submitting a Service Request” section on page 24

If the watchdog utility is not running, the message “WAAS is not running” appears.
Use theshow debuggingcommand to display enable@bug options.

The output associated with tdebug command is written to either the syslog file in /locall/syslog.txt
or the debug log associated with the module in the file /locall/errartiyile _namerrorlog.current.

The debug log file associated with a module will be rotated to a backup file when the current file reaches
its maximum size. The backup files are named as follomameerrorlog#, where# is the backup file
number.

For anydebug command, system logging must be enabled. The command to enable logging is the
logging disk enableglobal configuration command, which is enabled by default.

If a debug command module uses the syslog for debug output, then you must legding disk
priority debug global configuration command (the defaultdagging disk priority notice).
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debug cms M

debug cms

Syntax Description

Defaults

Command Modes

Device Modes

Usage Guidelines

To monitor and record CMS debugging, usedbbug cmsEXEC command. To disable debugging, use
theundebug form of this command.

debug cms

undebug cms

This command has no arguments or keywords.

No default behavior or values.

EXEC

application-accelerator
central-manager

Because the performance of the WAAS device degrades when you wsbtigecommand, we
recommend that you use this command only at the direction of Cisco TAC. For more information, see
the“Obtaining Documentation and Submitting a Service Request” section on page 24

If the watchdog utility is not running, the message “WAAS is not running” appears.
Use theshow debuggingcommand to display enable@bug options.

The output associated with tdebug command is written to either the syslog file in /locall/syslog.txt
or the debug log associated with the module in the file /locall/errartiyle _namerrorlog.current.

The debug log file associated with a module will be rotated to a backup file when the current file reaches
its maximum size. The backup files are named as folloameerrorlog#, where# is the backup file
number.

For anydebug command, system logging must be enabled. The command to enable logging is the
logging disk enableglobal configuration command, which is enabled by default.

If a debug command module uses the syslog for debug output, then you must legding disk
priority debug global configuration command (the defaultdgging disk priority notice).

If a debugcommand module uses the debug log for output, then the output can be filtered based on the
priority level configuration for the four different levels of debug log output, as follows:

- For filtering on critical debug messages only, useldaging disk priority critical global
configuration command.

- For filtering on critical and error level debug messages, usediggng disk priority error global
configuration command.

« For filtering on critical, error, and trace debug level debug messages, usgdhegy disk priority
debugglobal configuration command.
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debug connection

debug connection

To enable connection-specific debugging, usedigteug connectionEXEC command. To disable
debugging, use thendebug form of this command.

debug connectior{ all | access-listacl-namé

undebug connectior{ all | access-listacl-namé

Syntax Description

Defaults

Command Modes

Device Modes

Usage Guidelines

all Enables all connection-specific debugging.

access-lisacl-name Enables access list connection debugging. Access list name is an
alphanumeric identifier up to 30 characters, beginning with a
letter.

No default behavior or values.

EXEC

application-accelerator

Because the performance of the WAAS device degrades when you wsshtigecommand, we
recommend that you use this command only at the direction of Cisco TAC. For more information, see
the “Obtaining Documentation and Submitting a Service Request” section on page 24

If the watchdog utility is not running, the message “WAAS is not running” appears.
Use theshow debuggingcommand to display enable@bug options.

The output associated with tdebug command is written to either the syslog file in /locall/syslog.txt
or the debug log associated with the module in the file /locall/errartiyile _namerrorlog.current.

The debug log file associated with a module will be rotated to a backup file when the current file reaches
its maximum size. The backup files are named as folloameerrorlog#, where# is the backup file
number.

For anydebug command, system logging must be enabled. The command to enable logging is the
logging disk enableglobal configuration command, which is enabled by default.

If a debug command module uses the syslog for debug output, then you must legding disk
priority debug global configuration command (the defaultdagging disk priority notice).

If a debugcommand module uses the debug log for output, then the output can be filtered based on the
priority level configuration for the four different levels of debug log output, as follows:

- For filtering on critical debug messages only, useldaging disk priority critical global
configuration command.

« For filtering on critical and error level debug messages, usediggng disk priority error global
configuration command.
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debug controllers

To monitor and record interface controller capture debugging, usiethey controllersEXEC
command. To disable debugging, use uiheebugform of this command.

debug controllers NP{crash-dump | dump-cfg}

undebug controllers NP{crash-dump | dump-cfg}

Syntax Description

Defaults

Command Modes

Device Modes

Usage Guidelines

crash-dump Requests a crash dump that is saved to a file.
dump-cfg Captures the NP configuration into NPSL format.

No default behavior or values.

EXEC

appnav-controller

Because the performance of the WAAS device degrades when you wsshtigecommand, we
recommend that you use this command only at the direction of Cisco TAC. For more information, see
the“Obtaining Documentation and Submitting a Service Request” section on page 24

If the watchdog utility is not running, the message “WAAS is not running” appears.
Use theshow debuggingcommand to display enable@bug options.

The output associated with tdebug command is written to either the syslog file in /locall/syslog.txt
or the debug log associated with the module in the file /locall/errartiylle _namerrorlog.current.

The debug log file associated with a module will be rotated to a backup file when the current file reaches
its maximum size. The backup files are named as folloameerrorlog#, where# is the backup file
number.

For anydebug command, system logging must be enabled. The command to enable logging is the
logging disk enableglobal configuration command, which is enabled by default.

If a debug command module uses the syslog for debug output, then you must legding disk
priority debug global configuration command (the defaultdagging disk priority notice).

If a debugcommand module uses the debug log for output, then the output can be filtered based on the
priority level configuration for the four different levels of debug log output, as follows:

- For filtering on critical debug messages only, useldaging disk priority critical global
configuration command.

- For filtering on critical and error level debug messages, usediggng disk priority error global
configuration command.

« For filtering on critical, error, and trace debug level debug messages, usgdhey disk priority
debugglobal configuration command.
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debug dataserver i

debug dataserver

To monitor and record data server debugging, usel¢heg dataserverEXEC command. To disable
debugging, use thendebug form of this command.

debug dataserver{all | clientlib | server}

undebug dataserver{all | clientlib | server}

Syntax Description

Defaults

Command Modes

Device Modes

Usage Guidelines

all Enables all data server debugging.
clientlib Enables data server client library module debugging.
server Enables data server module debugging.

No default behavior or values.

EXEC

application-accelerator

central-manager

Because the performance of the WAAS device degrades when you wsshtigecommand, we
recommend that you use this command only at the direction of Cisco TAC. For more information, see
the“Obtaining Documentation and Submitting a Service Request” section on page 24

If the watchdog utility is not running, the message “WAAS is not running” appears.
Use theshow debuggingcommand to display enable@bug options.

The output associated with tdebug command is written to either the syslog file in /locall/syslog.txt
or the debug log associated with the module in the file /locall/errortmtylle _namerrorlog.current.

The debug log file associated with a module will be rotated to a backup file when the current file reaches
its maximum size. The backup files are named as follomameerrorlog#, where# is the backup file
number.

For anydebug command, system logging must be enabled. The command to enable logging is the
logging disk enableglobal configuration command, which is enabled by default.

If a debug command module uses the syslog for debug output, then you must Usgding disk
priority debug global configuration command (the defaultdgging disk priority notice).

If a debugcommand module uses the debug log for output, then the output can be filtered based on the
priority level configuration for the four different levels of debug log output, as follows:

« For filtering on critical debug messages only, useldyging disk priority critical global
configuration command.

« For filtering on critical and error level debug messages, usediggng disk priority error global
configuration command.
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debug dhcp Il

debug dhcp

Syntax Description

Defaults

Command Modes

Device Modes

Usage Guidelines

To monitor and record DHCP debugging, usedbbug dhcpEXEC command. To disable debugging,
use theundebugform of this command.

debug dhcp

undebug dhcp

This command has no arguments or keywords.

No default behavior or values.

EXEC

application-accelerator
central-manager

Because the performance of the WAAS device degrades when you wsbtigecommand, we
recommend that you use this command only at the direction of Cisco TAC. For more information, see
the“Obtaining Documentation and Submitting a Service Request” section on page 24

If the watchdog utility is not running, the message “WAAS is not running” appears.
Use theshow debuggingcommand to display enable@bug options.

The output associated with tdebug command is written to either the syslog file in /locall/syslog.txt
or the debug log associated with the module in the file /locall/errartityile _namerrorlog.current.

The debug log file associated with a module will be rotated to a backup file when the current file reaches
its maximum size. The backup files are named as folloameerrorlog#, where# is the backup file
number.

For anydebug command, system logging must be enabled. The command to enable logging is the
logging disk enableglobal configuration command, which is enabled by default.

If a debug command module uses the syslog for debug output, then you must legding disk
priority debug global configuration command (the defaultdgging disk priority notice).

If a debugcommand module uses the debug log for output, then the output can be filtered based on the
priority level configuration for the four different levels of debug log output, as follows:

- For filtering on critical debug messages only, useldaging disk priority critical global
configuration command.

- For filtering on critical and error level debug messages, usediggng disk priority error global
configuration command.

« For filtering on critical, error, and trace debug level debug messages, usgdhegy disk priority
debugglobal configuration command.
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debug directed-mode

debug directed-mode

To trace directed mode connections setup, usdeabag directed-modeEXEC command. To disable
debugginguse theundebug form of this command.

debug directed-mode connection

undebug directed-mode connection

Syntax Description

Defaults

Command Modes

Device Modes

Usage Guidelines

connection (Optional) Enables directed mode connection debugging.

No default behavior or values.

EXEC

application-accelerator

Because the performance of the WAAS device degrades when you wsbtigecommand, we
recommend that you use this command only at the direction of Cisco TAC. For more information, see
the“Obtaining Documentation and Submitting a Service Request” section on page 24

If the watchdog utility is not running, the message “WAAS is not running” appears.
Use theshow debuggingcommand to display enable@bug options.

The output associated with tdebug command is written to either the syslog file in /locall/syslog.txt
or the debug log associated with the module in the file /locall/errartmiylle _namerrorlog.current.

The debug log file associated with a module will be rotated to a backup file when the current file reaches
its maximum size. The backup files are named as follomameerrorlog#, where# is the backup file
number.

For anydebug command, system logging must be enabled. The command to enable logging is the
logging disk enableglobal configuration command, which is enabled by default.

If a debug command module uses the syslog for debug output, then you must Usgding disk
priority debug global configuration command (the defaultdgging disk priority notice).

If a debugcommand module uses the debug log for output, then the output can be filtered based on the
priority level configuration for the four different levels of debug log output, as follows:

« For filtering on critical debug messages only, useldyging disk priority critical global
configuration command.

« For filtering on critical and error level debug messages, usediggng disk priority error global
configuration command.

« For filtering on critical, error, and trace debug level debug messages, usgdhwy disk priority
debugglobal configuration command.
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debug dre

To monitor and record DRE debugging, usedkbug dreEXEC command. To disable debugging, use

debug dre Il

theundebug form of this command.

debug dre{aggregation|all | cache| chunking | connection{aggregation[acl] | cache[acl] |
chunking [acl] | core[acl] | messagdacl] | misc[acl] | acl} | core | Iz | messagg misc | nack

| packet}

undebug dre{aggregation|all | cache| chunking | connection{aggregation[acl] | cache[acl] |
chunking [acl] | core[acl] | messagdacl] | misc[acl] | acl} | core | Iz | messagdg misc | nack

| packet}

Syntax Description

Defaults

Command Modes

Device Modes

Usage Guidelines

aggregation

Enables DRE chunk-aggregation debugging.

all Enables the debugging of all DRE commands.

cache Enables DRE cache debugging.

chunking Enables DRE chunking debugging.

connection Enables DRE connection debugging.

acl ACL to limit connections traced.

core Enables DRE core debugging.

Iz Enables DRE Iz debugging.

message Enables DRE message debugging for a specified connection.
misc Enables DRE other debugging for a specified connection.
nack Enables DRE NACK debugging.

packet Enables DRE packet debugging.

No default behavior or values.

EXEC

application-accelerator

Because the performance of the WAAS device degrades when you wsbtigecommand, we

recommend that you use this command only at the direction of Cisco TAC. For more information, see

the“Obtaining Documentation and Submitting a Service Request” section on page 24

If the watchdog utility is not running, the message “WAAS is not running” appears.

Use theshow debuggingcommand to display enable@bug options.

The output associated with tdebug command is written to either the syslog file in /locall/syslog.txt
or the debug log associated with the module in the file /locall/errortmiylle _namerrorlog.current.
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debug egress-method ll

debug egress-method

To monitor and record egress method debugging, useéetheg egress-methodEXEC command. To
disable debugging, use th@debugform of this command.

debug egress-method connection

undebugegress-methodconnection

Syntax Description

Defaults

Command Modes

Device Modes

Usage Guidelines

connection (Optional) Enables egress method connection debugging.

No default behavior or values.

EXEC

application-accelerator

Because the performance of the WAAS device degrades when you wsbtigecommand, we
recommend that you use this command only at the direction of Cisco TAC. For more information, see
the“Obtaining Documentation and Submitting a Service Request” section on page 24

If the watchdog utility is not running, the message “WAAS is not running” appears.
Use theshow debuggingcommand to display enable@bug options.

The output associated with tdebug command is written to either the syslog file in /locall/syslog.txt
or the debug log associated with the module in the file /locall/errartmiylle _namerrorlog.current.

The debug log file associated with a module will be rotated to a backup file when the current file reaches
its maximum size. The backup files are named as follomameerrorlog#, where# is the backup file
number.

For anydebug command, system logging must be enabled. The command to enable logging is the
logging disk enableglobal configuration command, which is enabled by default.

If a debug command module uses the syslog for debug output, then you must Usgding disk
priority debug global configuration command (the defaultdgging disk priority notice).

If a debugcommand module uses the debug log for output, then the output can be filtered based on the
priority level configuration for the four different levels of debug log output, as follows:

« For filtering on critical debug messages only, useldyging disk priority critical global
configuration command.

« For filtering on critical and error level debug messages, usediggng disk priority error global
configuration command.

« For filtering on critical, error, and trace debug level debug messages, usgdhwy disk priority
debugglobal configuration command.

[ oL-28840-01

Cisco Wide Area Application Services Command Refererﬁ






| Chapter3  CLI Commands

debug encryption-service Il

debug encryption-service

To monitor and record encryption service debugging, usdebag encryption-serviceEXEC
command. To disable debugging, use uiheéebugform of this command.

debug encryption-service{all | application-layer | cfgmgr | dcerpc-layer | gss|io | secure-store
| server | shell | transport-lib | utilities}

undebug encryption-service{all | application-layer | cfgmgr | dcerpc-layer | gss|io |
secure-store| server | shell | transport-lib | utilities}

Syntax Description  all Enables debugging of all encryption services components.
application-layer Enables debugging of the encryption services application layer.
cfgmgr Enables debugging of the encryption services configuration

manager.
dcerpc-layer Enables debugging of the encryption services dcerpc layer.
gss Enables debugging of the encryption services gss.
io Enables debugging of the encryption services io.
secure-store Enables debugging of the encryption services secure store.
server Enables debugging of the encryption services server.
shell Enables debugging of the encryption services shell.
transport-lib Enables debugging of the encryption services transport library.
utilities Enables debugging of the encryption services utilities.

Defaults No default behavior or values.

Command Modes EXEC

Device Modes application-accelerator
appnav-controller

central-manager

Usage Guidelines Because the performance of the WAAS device degrades when you webtlggcommand, we
recommend that you use this command only at the direction of Cisco TAC. For more information, see
the“Obtaining Documentation and Submitting a Service Request” section on page 24

If the watchdog utility is not running, the message “WAAS is not running” appears.
Use theshow debuggingcommand to display enable@bug options.

The output associated with tdebug command is written to either the syslog file in /locall/syslog.txt
or the debug log associated with the module in the file /locall/errortmiylle _namerrorlog.current.
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debug fda

debug fda M

To monitor and record flow distribution agent debugging, usdé¢beig fdaEXEC command. To disable
debugging, use thendebug form of this command.

debug fda{all | events|infra | messages

undebug fda{all | events|infra | messages

Syntax Description

Defaults

Command Modes

Device Modes

Usage Guidelines

all Enables all flow distribution agent debugging.

events Enables only flow distribution agent event debugging.
infra Enables only flow distribution agent infra debugging.
messages Enables only flow distribution agent message debugging.

No default behavior or values.

EXEC

application-accelerator
appnav-controller
central-manager

Because the performance of the WAAS device degrades when you wsbtigecommand, we
recommend that you use this command only at the direction of Cisco TAC. For more information, see
the“Obtaining Documentation and Submitting a Service Request” section on page 24

If the watchdog utility is not running, the message “WAAS is not running” appears.
Use theshow debuggingcommand to display enable@bug options.

The output associated with tdebug command is written to either the syslog file in /locall/syslog.txt
or the debug log associated with the module in the file /locall/errortmiylle _namerrorlog.current.

The debug log file associated with a module will be rotated to a backup file when the current file reaches
its maximum size. The backup files are named as folloameerrorlog#, where# is the backup file
number.

For anydebug command, system logging must be enabled. The command to enable logging is the
logging disk enableglobal configuration command, which is enabled by default.

If a debug command module uses the syslog for debug output, then you must Usgding disk
priority debug global configuration command (the defaultdgging disk priority notice).

If a debugcommand module uses the debug log for output, then the output can be filtered based on the
priority level configuration for the four different levels of debug log output, as follows:

- For filtering on critical debug messages only, useldaging disk priority critical global
configuration command.
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Cisco Wide Area Application Services Command Refererﬁ






| Chapter3  CLI Commands

debug fdm W

debug fdm

To monitor and record flow distribution manager debugging, usdebag fdm EXEC command. To
disable debugging, use thedebugform of this command.

debug fdm{all | events| infra | messageps

undebug fdm{all | events| infra | messageps

Syntax Description

Defaults

Command Modes

Device Modes

Usage Guidelines

all Enables all flow distribution manager debugging.

events Enables only flow distribution manager event debugging.
infra Enables only flow distribution manager infra debugging.
messages Enables only flow distribution manager message debugging.

No default behavior or values.

EXEC

appnav-controller

Because the performance of the WAAS device degrades when you wsshtigecommand, we
recommend that you use this command only at the direction of Cisco TAC. For more information, see
the “Obtaining Documentation and Submitting a Service Request” section on page 24

If the watchdog utility is not running, the message “WAAS is not running” appears.
Use theshow debuggingcommand to display enable@bug options.

The output associated with tdebug command is written to either the syslog file in /locall/syslog.txt
or the debug log associated with the module in the file /locall/errartiyile _namerrorlog.current.

The debug log file associated with a module will be rotated to a backup file when the current file reaches
its maximum size. The backup files are named as follomameerrorlog#, where# is the backup file
number.

For anydebug command, system logging must be enabled. The command to enable logging is the
logging disk enableglobal configuration command, which is enabled by default.

If a debug command module uses the syslog for debug output, then you must legding disk
priority debug global configuration command (the defaultdagging disk priority notice).

If a debugcommand module uses the debug log for output, then the output can be filtered based on the
priority level configuration for the four different levels of debug log output, as follows:

- For filtering on critical debug messages only, useldaging disk priority critical global
configuration command.

« For filtering on critical and error level debug messages, usediggng disk priority error global
configuration command.
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debug filtering M

debug filtering

To trace filtering connections setup, usedlbug filtering EXEC command. To disable debugginge
theundebug form of this command.

debug filtering connection

undebug filtering connection

Syntax Description

Defaults

Command Modes

Device Modes

Usage Guidelines

connection (Optional) Enables filtering module connection debugging.

No default behavior or values.

EXEC

application-accelerator

Because the performance of the WAAS device degrades when you wsbtigecommand, we
recommend that you use this command only at the direction of Cisco TAC. For more information, see
the“Obtaining Documentation and Submitting a Service Request” section on page 24

If the watchdog utility is not running, the message “WAAS is not running” appears.
Use theshow debuggingcommand to display enable@bug options.

The output associated with tdebug command is written to either the syslog file in /locall/syslog.txt
or the debug log associated with the module in the file /locall/errortmiylle _namerrorlog.current.

The debug log file associated with a module will be rotated to a backup file when the current file reaches
its maximum size. The backup files are named as follomameerrorlog#, where# is the backup file
number.

For anydebug command, system logging must be enabled. The command to enable logging is the
logging disk enableglobal configuration command, which is enabled by default.

If a debug command module uses the syslog for debug output, then you must Usgding disk
priority debug global configuration command (the defaultdgging disk priority notice).

If a debugcommand module uses the debug log for output, then the output can be filtered based on the
priority level configuration for the four different levels of debug log output, as follows:

« For filtering on critical debug messages only, useldyging disk priority critical global
configuration command.

« For filtering on critical and error level debug messages, usediggng disk priority error global
configuration command.

« For filtering on critical, error, and trace debug level debug messages, usgdhwy disk priority
debugglobal configuration command.
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debug flow W

debug flow

To monitor and record network traffic flow debugging, used@leug flow EXEC command. To disable
debugging, use thendebug form of this command.

debug flow monitor tcpstat-v1l

undebug flow monitor tcpstat-vl

Syntax Description

Defaults

Command Modes

Device Modes

Usage Guidelines

monitor Enables monitor flow performance debugging commands.
tcpstat-vl Enables tcpstat-vl debugging.

No default behavior or values.

EXEC

application-accelerator

Because the performance of the WAAS device degrades when you wsshtigecommand, we
recommend that you use this command only at the direction of Cisco TAC. For more information, see
the“Obtaining Documentation and Submitting a Service Request” section on page 24

If the watchdog utility is not running, the message “WAAS is not running” appears.
Use theshow debuggingcommand to display enable@bug options.

The output associated with tdebug command is written to either the syslog file in /locall/syslog.txt
or the debug log associated with the module in the file /locall/errartiyile _namerrorlog.current.

The debug log file associated with a module will be rotated to a backup file when the current file reaches
its maximum size. The backup files are named as folloameerrorlog#, where# is the backup file
number.

For anydebug command, system logging must be enabled. The command to enable logging is the
logging disk enableglobal configuration command, which is enabled by default.

If a debug command module uses the syslog for debug output, then you must legding disk
priority debug global configuration command (the defaultdagging disk priority notice).

If a debugcommand module uses the debug log for output, then the output can be filtered based on the
priority level configuration for the four different levels of debug log output, as follows:

- For filtering on critical debug messages only, useldaging disk priority critical global
configuration command.

- For filtering on critical and error level debug messages, usediggng disk priority error global
configuration command.

« For filtering on critical, error, and trace debug level debug messages, usgdhey disk priority
debugglobal configuration command.
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debug generic-gre H

debug generic-gre

Syntax Description

Defaults

Command Modes

Device Modes

Usage Guidelines

To monitor and record generic GRE egress method debugging, udetihg generic-greEXEC
command. To disable debugging, use uiheebugform of this command.

debug generic-gre

undebug generic-gre

This command has no arguments or keywords.

No default behavior or values.

EXEC

application-accelerator

Because the performance of the WAAS device degrades when you wsshtigecommand, we
recommend that you use this command only at the direction of Cisco TAC. For more information, see
the “Obtaining Documentation and Submitting a Service Request” section on page 24

If the watchdog utility is not running, the message “WAAS is not running” appears.
Use theshow debuggingcommand to display enable@bug options.

The output associated with tdebug command is written to either the syslog file in /locall/syslog.txt
or the debug log associated with the module in the file /locall/errartitylle _namerrorlog.current.

The debug log file associated with a module will be rotated to a backup file when the current file reaches
its maximum size. The backup files are named as follomameerrorlog#, where# is the backup file
number.

For anydebug command, system logging must be enabled. The command to enable logging is the
logging disk enableglobal configuration command, which is enabled by default.

If a debug command module uses the syslog for debug output, then you must legding disk
priority debug global configuration command (the defaultdagging disk priority notice).

If a debugcommand module uses the debug log for output, then the output can be filtered based on the
priority level configuration for the four different levels of debug log output, as follows:

- For filtering on critical debug messages only, useldaging disk priority critical global
configuration command.

« For filtering on critical and error level debug messages, usediggng disk priority error global
configuration command.

« For filtering on critical, error, and trace debug level debug messages, usgdhwy disk priority
debugglobal configuration command.

« For seeing all debug log messages, which include critical, error, trace and detail messages, use tf
logging disk priority detail global configuration command.
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debug hw-raid

To monitor and record hardware RAID debugging , uselgirig hw-raid EXEC command. To disable
debugging, use thendebug form of this command.

debug hw-raid {all | cli | daemor}

undebug hw-raid {all | cli | daemor}

Syntax Description

Defaults

Command Modes

Device Modes

Usage Guidelines

all Enables all hardware RAID debug commands.
cli Enables hardware RAID CLI debugging.
daemon Enables hardware RAID daemon debugging.

No default behavior or values.

EXEC

application-accelerator

central-manager

Because the performance of the WAAS device degrades when you wssbtigecommand, we
recommend that you use this command only at the direction of Cisco TAC. For more information, see
the“Obtaining Documentation and Submitting a Service Request” section on page 24

If the watchdog utility is not running, the message “WAAS is not running” appears.
Use theshow debuggingcommand to display enable@bug options.

The output associated with tdebug command is written to either the syslog file in /locall/syslog.txt
or the debug log associated with the module in the file /locall/errortmtylle _namerrorlog.current.

The debug log file associated with a module will be rotated to a backup file when the current file reaches
its maximum size. The backup files are named as follomameerrorlog#, where# is the backup file
number.

For anydebug command, system logging must be enabled. The command to enable logging is the
logging disk enableglobal configuration command, which is enabled by default.

If a debug command module uses the syslog for debug output, then you must Usgding disk
priority debug global configuration command (the defaultdgging disk priority notice).

If a debugcommand module uses the debug log for output, then the output can be filtered based on the
priority level configuration for the four different levels of debug log output, as follows:

« For filtering on critical debug messages only, useldyging disk priority critical global
configuration command.

« For filtering on critical and error level debug messages, usediggng disk priority error global
configuration command.
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debug imd

To monitor and record interface manager debugging, useetiwg imd EXEC command. To disable
debugging, use thendebug form of this command.

debug imd{all | cli |infra | nprm | stats}

undebug fdm{all | cli |infra | nprm | stats}

Syntax Description

Defaults

Command Modes

Device Modes

Usage Guidelines

all Enables all interface manager debugging.

cli Enables only interface manager cli debugging.
infra Enables only interface manager infra debugging.
nprm Enables only interface manager nprm debugging.
stats Enables only interface manager stats debugging.

No default behavior or values.

EXEC

application-accelerator
appnav-controller

central-manager

Because the performance of the WAAS device degrades when you wsshtigecommand, we
recommend that you use this command only at the direction of Cisco TAC. For more information, see
the“Obtaining Documentation and Submitting a Service Request” section on page 24

If the watchdog utility is not running, the message “WAAS is not running” appears.
Use theshow debuggingcommand to display enable@bug options.

The output associated with tdebugcommand is written to either the syslog file in /locall/syslog.txt
or the debug log associated with the module in the file /locall/errartiyle _namerrorlog.current.

The debug log file associated with a module will be rotated to a backup file when the current file reaches
its maximum size. The backup files are named as follomameerrorlog#, where# is the backup file
number.

For anydebug command, system logging must be enabled. The command to enable logging is the
logging disk enableglobal configuration command, which is enabled by default.

If a debug command module uses the syslog for debug output, then you must legding disk
priority debug global configuration command (the defaultdagging disk priority notice).

If a debugcommand module uses the debug log for output, then the output can be filtered based on the
priority level configuration for the four different levels of debug log output, as follows:
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debug inline

debug inline

To enable inline module debugging, use dedug inline EXEC command. To disable debugging, use
theundebug form of this command.

debug inline{debug|info | warn}

undebug inline{debug|info | warn}

Syntax Description

Defaults

Command Modes

Device Modes

Usage Guidelines

debug Sets the debug level to debug.
info Sets the debug level to info.
warn Sets the debug level to warn.

No default behavior or values.

EXEC

application-accelerator

Because the performance of the WAAS device degrades when you wsbtigecommand, we
recommend that you use this command only at the direction of Cisco TAC. For more information, see
the“Obtaining Documentation and Submitting a Service Request” section on page 24

If the watchdog utility is not running, the message “WAAS is not running” appears.
Use theshow debuggingcommand to display enable@bug options.

The output associated with tdebug command is written to either the syslog file in /locall/syslog.txt
or the debug log associated with the module in the file /locall/errortmiylle _namerrorlog.current.

The debug log file associated with a module will be rotated to a backup file when the current file reaches
its maximum size. The backup files are named as folloameerrorlog#, where# is the backup file
number.

For anydebug command, system logging must be enabled. The command to enable logging is the
logging disk enableglobal configuration command, which is enabled by default.

If a debug command module uses the syslog for debug output, then you must Usgding disk
priority debug global configuration command (the defaultdgging disk priority notice).

If a debugcommand module uses the debug log for output, then the output can be filtered based on the
priority level configuration for the four different levels of debug log output, as follows:

« For filtering on critical debug messages only, useldyging disk priority critical global
configuration command.

« For filtering on critical and error level debug messages, usediggng disk priority error global
configuration command.

[ oL-28840-01

Cisco Wide Area Application Services Command Refererﬁ






| Chapter3  CLI Commands

debug key-manager ll

debug key-manager

To monitor and record key manager debugging, useebeg key-manageifeXEC command. To
disable debugging, use th@edebugform of this command.

debug key-manager

undebug key-manager

Syntax Description

Defaults

Command Modes

Device Modes

Usage Guidelines

key-manager (Optional) Enables key manager debugging.

No default behavior or values.

EXEC

central-manager (primary only)

Because the performance of the WAAS device degrades when you wsbtigecommand, we
recommend that you use this command only at the direction of Cisco TAC. For more information, see
the“Obtaining Documentation and Submitting a Service Request” section on page 24

If the watchdog utility is not running, the message “WAAS is not running” appears.
Use theshow debuggingcommand to display enable@bug options.

The output associated with tdebug command is written to either the syslog file in /locall/syslog.txt
or the debug log associated with the module in the file /locall/errortmiylle _namerrorlog.current.

The debug log file associated with a module will be rotated to a backup file when the current file reaches
its maximum size. The backup files are named as folloameerrorlog#, where# is the backup file
number.

For anydebug command, system logging must be enabled. The command to enable logging is the
logging disk enableglobal configuration command, which is enabled by default.

If a debug command module uses the syslog for debug output, then you must Usgding disk
priority debug global configuration command (the defaultdgging disk priority notice).

If a debugcommand module uses the debug log for output, then the output can be filtered based on the
priority level configuration for the four different levels of debug log output, as follows:

« For filtering on critical debug messages only, useldyging disk priority critical global
configuration command.

« For filtering on critical and error level debug messages, usediggng disk priority error global
configuration command.

« For filtering on critical, error, and trace debug level debug messages, usgdhwy disk priority
debugglobal configuration command.
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debug logging

To monitor and record logging debugging, usedbbug loggingEXEC command. To disable
debugging, use thendebug form of this command.

debug loggingall
undebug loggingall

Syntax Description

Defaults

Command Modes

Device Modes

Usage Guidelines

all Enables all logging debugging.

No default behavior or values.

EXEC

application-accelerator

central-manager

Because the performance of the WAAS device degrades when you wsshtigecommand, we
recommend that you use this command only at the direction of Cisco TAC. For more information, see
the “Obtaining Documentation and Submitting a Service Request” section on page 24

If the watchdog utility is not running, the message “WAAS is not running” appears.
Use theshow debuggingcommand to display enable@bug options.

The output associated with tdebug command is written to either the syslog file in /locall/syslog.txt
or the debug log associated with the module in the file /locall/errartiyile _namerrorlog.current.

The debug log file associated with a module will be rotated to a backup file when the current file reaches
its maximum size. The backup files are named as follomameerrorlog#, where# is the backup file
number.

For anydebug command, system logging must be enabled. The command to enable logging is the
logging disk enableglobal configuration command, which is enabled by default.

If a debug command module uses the syslog for debug output, then you must legding disk
priority debug global configuration command (the defaultdagging disk priority notice).

If a debugcommand module uses the debug log for output, then the output can be filtered based on the
priority level configuration for the four different levels of debug log output, as follows:

« For filtering on critical debug messages only, useldyging disk priority critical global
configuration command.

- For filtering on critical and error level debug messages, usediggng disk priority error global
configuration command.

« For filtering on critical, error, and trace debug level debug messages, usgdhwy disk priority
debugglobal configuration command.
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debug monapi

Syntax Description

Defaults

Command Modes

Device Modes

Usage Guidelines

To monitor and record monitor API debugging, usedbbug monapiEXEC command. To disable
debugging, use thendebug form of this command.

debug monapi

undebug monapi

This command has no arguments or keywords.

No default behavior or values.

EXEC

central-manager (primary only)

Because the performance of the WAAS device degrades when you wsshtigecommand, we
recommend that you use this command only at the direction of Cisco TAC. For more information, see
the“Obtaining Documentation and Submitting a Service Request” section on page 24

If the watchdog utility is not running, the message “WAAS is not running” appears.
Use theshow debuggingcommand to display enable@bug options.

The output associated with tdebug command is written to either the syslog file in /locall/syslog.txt
or the debug log associated with the module in the file /locall/errartiyile _namerrorlog.current.

The debug log file associated with a module will be rotated to a backup file when the current file reaches
its maximum size. The backup files are named as follomameerrorlog#, where# is the backup file
number.

For anydebug command, system logging must be enabled. The command to enable logging is the
logging disk enableglobal configuration command, which is enabled by default.

If a debug command module uses the syslog for debug output, then you must legding disk
priority debug global configuration command (the defaultdagging disk priority notice).

If a debugcommand module uses the debug log for output, then the output can be filtered based on the
priority level configuration for the four different levels of debug log output, as follows:

- For filtering on critical debug messages only, useldaging disk priority critical global
configuration command.

« For filtering on critical and error level debug messages, usediggng disk priority error global
configuration command.

« For filtering on critical, error, and trace debug level debug messages, usgdhwy disk priority
debugglobal configuration command.

« For seeing all debug log messages, which include critical, error, trace and detail messages, use tf
logging disk priority detail global configuration command.
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debug nplogd

Syntax Description

Defaults

Command Modes

Device Modes

Usage Guidelines

To monitor and record NP log daemon debugging, uséé¢beag nplogdEXEC command. To disable
debugging, use thendebug form of this command.

debug nplogd all

undebug nplogd all

This command has no arguments or keywords.

No default behavior or values.

EXEC

appnav-controller

Because the performance of the WAAS device degrades when you wsshtigecommand, we
recommend that you use this command only at the direction of Cisco TAC. For more information, see
the “Obtaining Documentation and Submitting a Service Request” section on page 24

If the watchdog utility is not running, the message “WAAS is not running” appears.
Use theshow debuggingcommand to display enable@bug options.

The output associated with tdebug command is written to either the syslog file in /locall/syslog.txt
or the debug log associated with the module in the file /locall/errartiylle _namerrorlog.current.

The debug log file associated with a module will be rotated to a backup file when the current file reaches
its maximum size. The backup files are named as follomameerrorlog#, where# is the backup file
number.

For anydebug command, system logging must be enabled. The command to enable logging is the
logging disk enableglobal configuration command, which is enabled by default.

If a debug command module uses the syslog for debug output, then you must legding disk
priority debug global configuration command (the defaultdagging disk priority notice).

If a debugcommand module uses the debug log for output, then the output can be filtered based on the
priority level configuration for the four different levels of debug log output, as follows:

- For filtering on critical debug messages only, useldaging disk priority critical global
configuration command.

« For filtering on critical and error level debug messages, usediggng disk priority error global
configuration command.

« For filtering on critical, error, and trace debug level debug messages, usgdhwy disk priority
debugglobal configuration command.

« For seeing all debug log messages, which include critical, error, trace and detail messages, use tf
logging disk priority detail global configuration command.
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debug ntp

Syntax Description

Defaults

Command Modes

Device Modes

Usage Guidelines

debug ntp M

To monitor and record NTP debugging, usedebug ntp EXEC command. To disable debugging, use
theundebug form of this command.

debug ntp

undebug ntp

This command has no arguments or keywords.

No default behavior or values.

EXEC

application-accelerator
central-manager

Because the performance of the WAAS device degrades when you wsbtigecommand, we
recommend that you use this command only at the direction of Cisco TAC. For more information, see
the“Obtaining Documentation and Submitting a Service Request” section on page 24

If the watchdog utility is not running, the message “WAAS is not running” appears.
Use theshow debuggingcommand to display enable@bug options.

The output associated with tdebug command is written to either the syslog file in /locall/syslog.txt
or the debug log associated with the module in the file /locall/errartityile _namerrorlog.current.

The debug log file associated with a module will be rotated to a backup file when the current file reaches
its maximum size. The backup files are named as folloameerrorlog#, where# is the backup file
number.

For anydebug command, system logging must be enabled. The command to enable logging is the
logging disk enableglobal configuration command, which is enabled by default.

If a debug command module uses the syslog for debug output, then you must legding disk
priority debug global configuration command (the defaultdgging disk priority notice).

If a debugcommand module uses the debug log for output, then the output can be filtered based on the
priority level configuration for the four different levels of debug log output, as follows:

- For filtering on critical debug messages only, useldaging disk priority critical global
configuration command.

- For filtering on critical and error level debug messages, usediggng disk priority error global
configuration command.

« For filtering on critical, error, and trace debug level debug messages, usgdhegy disk priority
debugglobal configuration command.

[ oL-28840-01

Cisco Wide Area Application Services Command Refererﬁ






| Chapter3  CLI Commands

debug punt Il

debug punt

To monitor and record punt handler debugging, usaléieig puntEXEC command. To disable
debugging, use thendebug form of this command.

debug punt{all | module | packets| socket

undebug punt{all | module | packets| socket

Syntax Description

Defaults

Command Modes

Device Modes

Usage Guidelines

all Enables all punt handler debugging.

module Enables only punt handler module debugging.
packets Enables only punt handler packet debugging.
socket Enables only punt handler socket call debugging.

No default behavior or values.

EXEC

appnav-controller

Because the performance of the WAAS device degrades when you wsshtigecommand, we
recommend that you use this command only at the direction of Cisco TAC. For more information, see
the“Obtaining Documentation and Submitting a Service Request” section on page 24

If the watchdog utility is not running, the message “WAAS is not running” appears.
Use theshow debuggingcommand to display enable@bug options.

The output associated with tdebug command is written to either the syslog file in /locall/syslog.txt
or the debug log associated with the module in the file /locall/errartiyile _namerrorlog.current.

The debug log file associated with a module will be rotated to a backup file when the current file reaches
its maximum size. The backup files are named as follomameerrorlog#, where# is the backup file
number.

For anydebug command, system logging must be enabled. The command to enable logging is the
logging disk enableglobal configuration command, which is enabled by default.

If a debug command module uses the syslog for debug output, then you must legding disk
priority debug global configuration command (the defaultdagging disk priority notice).

If a debugcommand module uses the debug log for output, then the output can be filtered based on the
priority level configuration for the four different levels of debug log output, as follows:

- For filtering on critical debug messages only, useldaging disk priority critical global
configuration command.

« For filtering on critical and error level debug messages, usediggng disk priority error global
configuration command.
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debug rbcp

Syntax Description

Defaults

Command Modes

Device Modes

Usage Guidelines

To monitor and record RBCP debugging, usedbbug rbcp EXEC command. To disable debugging,
use theundebugform of this command.

debug rbcp

undebug rbcp

This command has no arguments or keywords.

No default behavior or values.

EXEC

application-accelerator

Because the performance of the WAAS device degrades when you wsshtigecommand, we
recommend that you use this command only at the direction of Cisco TAC. For more information, see
the “Obtaining Documentation and Submitting a Service Request” section on page 24

If the watchdog utility is not running, the message “WAAS is not running” appears.
Use theshow debuggingcommand to display enable@bug options.

The output associated with tdebug command is written to either the syslog file in /locall/syslog.txt
or the debug log associated with the module in the file /locall/errartiyile _namerrorlog.current.

The debug log file associated with a module will be rotated to a backup file when the current file reaches
its maximum size. The backup files are named as follomameerrorlog#, where# is the backup file
number.

For anydebug command, system logging must be enabled. The command to enable logging is the
logging disk enableglobal configuration command, which is enabled by default.

If a debug command module uses the syslog for debug output, then you must legding disk
priority debug global configuration command (the defaultdagging disk priority notice).

If a debugcommand module uses the debug log for output, then the output can be filtered based on the
priority level configuration for the four different levels of debug log output, as follows:

- For filtering on critical debug messages only, useldaging disk priority critical global
configuration command.

« For filtering on critical and error level debug messages, usediggng disk priority error global
configuration command.

« For filtering on critical, error, and trace debug level debug messages, usgdhwy disk priority
debugglobal configuration command.

« For seeing all debug log messages, which include critical, error, trace and detail messages, use tf
logging disk priority detail global configuration command.
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debug rmd

To monitor and record route manager debugging, usde¢heg rmd EXEC command. To disable
debugging, use thendebug form of this command.

debug rmd {all | cli |infra |nprm}

undebug rmd {all |cli |infra |nprm}

Syntax Description

Defaults

Command Modes

Device Modes

Usage Guidelines

all Enables all route manager debugging.

cli Enables only route manager cli debugging.
infra Enables only route manager infra debugging.
nprm Enables only route manager nprm debugging.

No default behavior or values.

EXEC

application-accelerator
appnav-controller
central-manager

Because the performance of the WAAS device degrades when you wsbtigecommand, we
recommend that you use this command only at the direction of Cisco TAC. For more information, see
the“Obtaining Documentation and Submitting a Service Request” section on page 24

If the watchdog utility is not running, the message “WAAS is not running” appears.
Use theshow debuggingcommand to display enable@bug options.

The output associated with tdebug command is written to either the syslog file in /locall/syslog.txt
or the debug log associated with the module in the file /locall/errortmiylle _namerrorlog.current.

The debug log file associated with a module will be rotated to a backup file when the current file reaches
its maximum size. The backup files are named as folloameerrorlog#, where# is the backup file
number.

For anydebug command, system logging must be enabled. The command to enable logging is the
logging disk enableglobal configuration command, which is enabled by default.

If a debug command module uses the syslog for debug output, then you must Usgding disk
priority debug global configuration command (the defaultdgging disk priority notice).

If a debugcommand module uses the debug log for output, then the output can be filtered based on the
priority level configuration for the four different levels of debug log output, as follows:

- For filtering on critical debug messages only, useldaging disk priority critical global
configuration command.
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debug rpc

To monitor and record remote procedure calls (RPC) debugging, udelibg rpc EXEC command.
To disable debugging, use thadebug form of this command.

debug rpc{detail | trace}

undebugrpc {detail | trace}

Syntax Description

Defaults

Command Modes

Device Modes

Usage Guidelines

detail Displays RPC logs of priority detail or higher.

trace Displays RPC logs of priority trace or higher.

No default behavior or values.

EXEC

application-accelerator
central-manager

Because the performance of the WAAS device degrades when you wsbtigecommand, we
recommend that you use this command only at the direction of Cisco TAC. For more information, see
the“Obtaining Documentation and Submitting a Service Request” section on page 24

If the watchdog utility is not running, the message “WAAS is not running” appears.
Use theshow debuggingcommand to display enable@bug options.

The output associated with tdebug command is written to either the syslog file in /locall/syslog.txt
or the debug log associated with the module in the file /locall/errortmiylle _namerrorlog.current.

The debug log file associated with a module will be rotated to a backup file when the current file reaches
its maximum size. The backup files are named as folloameerrorlog#, where# is the backup file
number.

For anydebug command, system logging must be enabled. The command to enable logging is the
logging disk enableglobal configuration command, which is enabled by default.

If a debug command module uses the syslog for debug output, then you must Usgding disk
priority debug global configuration command (the defaultdgging disk priority notice).

If a debugcommand module uses the debug log for output, then the output can be filtered based on the
priority level configuration for the four different levels of debug log output, as follows:

- For filtering on critical debug messages only, useldaging disk priority critical global
configuration command.

« For filtering on critical and error level debug messages, usediggng disk priority error global
configuration command.
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debug service-insertion

Syntax Description

Defaults

Command Modes

Device Modes

Usage Guidelines

To trace connections in the service-insertion module, usaetieg service-insertiorEXEC command.
To disable debugging, use thadebug form of this command.

debug service-insertion connection

undebug service-insertion connection

This command has no arguments or keywords.

No default behavior or values.

EXEC

application-accelerator
appnav-controller
central-manager

Because the performance of the WAAS device degrades when you wsbtigecommand, we
recommend that you use this command only at the direction of Cisco TAC. For more information, see
the“Obtaining Documentation and Submitting a Service Request” section on page 24

If the watchdog utility is not running, the message “WAAS is not running” appears.
Use theshow debuggingcommand to display enable@bug options.

The output associated with tdebug command is written to either the syslog file in /locall/syslog.txt
or the debug log associated with the module in the file /locall/errortmiylle _namerrorlog.current.

The debug log file associated with a module will be rotated to a backup file when the current file reaches
its maximum size. The backup files are named as folloameerrorlog#, where# is the backup file
number.

For anydebug command, system logging must be enabled. The command to enable logging is the
logging disk enableglobal configuration command, which is enabled by default.

If a debug command module uses the syslog for debug output, then you must Usgding disk
priority debug global configuration command (the defaultdgging disk priority notice).

If a debugcommand module uses the debug log for output, then the output can be filtered based on the
priority level configuration for the four different levels of debug log output, as follows:

- For filtering on critical debug messages only, useldaging disk priority critical global
configuration command.

« For filtering on critical and error level debug messages, usediggng disk priority error global
configuration command.
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debug service-policy

To monitor and record service policy debugging, usedttmig service-policyEXEC command. To
disable debugging, use thedebugform of this command.

debug service-policy typg appnav | waag

undebug service-policy typg appnav | waag

Syntax Description

Defaults

Command Modes

Device Modes

Usage Guidelines

appnav Enables AppNav service policy debugging.
waas Enables WAAS service policy debugging.

No default behavior or values.

EXEC

application-accelerator
appnav-controller
central-manager

Because the performance of the WAAS device degrades when you wsbtigecommand, we
recommend that you use this command only at the direction of Cisco TAC. For more information, see
the“Obtaining Documentation and Submitting a Service Request” section on page 24

If the watchdog utility is not running, the message “WAAS is not running” appears.
Use theshow debuggingcommand to display enable@bug options.

The output associated with tdebug command is written to either the syslog file in /locall/syslog.txt
or the debug log associated with the module in the file /locall/errortmtylle _namerrorlog.current.

The debug log file associated with a module will be rotated to a backup file when the current file reaches
its maximum size. The backup files are named as folloameerrorlog#, where# is the backup file
number.

For anydebug command, system logging must be enabled. The command to enable logging is the
logging disk enableglobal configuration command, which is enabled by default.

If a debug command module uses the syslog for debug output, then you must Usgding disk
priority debug global configuration command (the defaultdgging disk priority notice).

If a debugcommand module uses the debug log for output, then the output can be filtered based on the
priority level configuration for the four different levels of debug log output, as follows:

« For filtering on critical debug messages only, useldyging disk priority critical global
configuration command.

« For filtering on critical and error level debug messages, usediggng disk priority error global
configuration command.
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debug snmp

To monitor and record SNMP debugging , usedblbug snmpEXEC command. To disable debugging,
use theundebugform of this command.

debug snmp{all | cli | main | mib | traps}

undebug snmp{all | cli | main | mib | traps}

Syntax Description

Defaults

Command Modes

Device Modes

Usage Guidelines

all Enables all SNMP debug commands.
cli Enables SNMP CLI debugging.

main Enables SNMP main debugging.

mib Enables SNMP MIB debugging.
traps Enables SNMP trap debugging.

No default behavior or values.

EXEC

application-accelerator

central-manager

Because the performance of the WAAS device degrades when you wsbtigecommand, we
recommend that you use this command only at the direction of Cisco TAC. For more information, see
the“Obtaining Documentation and Submitting a Service Request” section on page 24

If the watchdog utility is not running, the message “WAAS is not running” appears.
Use theshow debuggingcommand to display enable@bug options.

The output associated with tdebug command is written to either the syslog file in /locall/syslog.txt
or the debug log associated with the module in the file /locall/errortmiylle _namerrorlog.current.

The debug log file associated with a module will be rotated to a backup file when the current file reaches
its maximum size. The backup files are named as follomameerrorlog#, where# is the backup file
number.

For anydebug command, system logging must be enabled. The command to enable logging is the
logging disk enableglobal configuration command, which is enabled by default.

If a debug command module uses the syslog for debug output, then you must Usgding disk
priority debug global configuration command (the defaultdgging disk priority notice).

If a debugcommand module uses the debug log for output, then the output can be filtered based on the
priority level configuration for the four different levels of debug log output, as follows:

« For filtering on critical debug messages only, useldyging disk priority critical global
configuration command.
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debug standby

To enable standby debugging, use debug standbyEXEC command. To disable debugging, use the
undebugform of this command.

debug standby [all]

undebug standby [all]

Syntax Description

Defaults

Command Modes

Device Modes

Usage Guidelines

all (Optional) Enables standby debugging using all debug features.

No default behavior or values.

EXEC

application-accelerator

Because the performance of the WAAS device degrades when you wsbtigecommand, we
recommend that you use this command only at the direction of Cisco TAC. For more information, see
the“Obtaining Documentation and Submitting a Service Request” section on page 24

If the watchdog utility is not running, the message “WAAS is not running” appears.
Use theshow debuggingcommand to display enable@bug options.

The output associated with tdebug command is written to either the syslog file in /locall/syslog.txt
or the debug log associated with the module in the file /locall/errortmiylle _namerrorlog.current.

The debug log file associated with a module will be rotated to a backup file when the current file reaches
its maximum size. The backup files are named as follomameerrorlog#, where# is the backup file
number.

For anydebug command, system logging must be enabled. The command to enable logging is the
logging disk enableglobal configuration command, which is enabled by default.

If a debug command module uses the syslog for debug output, then you must Usgding disk
priority debug global configuration command (the defaultdgging disk priority notice).

If a debugcommand module uses the debug log for output, then the output can be filtered based on the
priority level configuration for the four different levels of debug log output, as follows:

« For filtering on critical debug messages only, useldyging disk priority critical global
configuration command.

« For filtering on critical and error level debug messages, usediggng disk priority error global
configuration command.

« For filtering on critical, error, and trace debug level debug messages, usgdhwy disk priority
debugglobal configuration command.
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debug statistics

To monitor and record statistics debugging, usedétmig statisticsEXEC command. To disable
debugging, use thendebug form of this command.

debug statistics{all | ao| client | collector | ipc | message$serializer | sqm}

undebug statistics{all | ao| client | collector | ipc | messages$serializer | sqm}

Syntax Description

Defaults

Command Modes

Device Modes

Usage Guidelines

all Enables all statistics debug commands.

ao Enables statistics acceleration debugging.
client Enables statistics client debugging.

collector Enables statistics collector debugging.

ipc Enables statistics IPC debugging.

messages Enables statistics messages/buffers debugging.
serializer Enables statistics serializer debugging.

sgm Enables statistics computation debugging.

No default behavior or values.

EXEC

application-accelerator
central-manager

services-controller

Because the performance of the WAAS device degrades when you wsshtigecommand, we
recommend that you use this command only at the direction of Cisco TAC. For more information, see
the“Obtaining Documentation and Submitting a Service Request” section on page 24

If the watchdog utility is not running, the message “WAAS is not running” appears.
Use theshow debuggingcommand to display enable@bug options.

The output associated with tdebug command is written to either the syslog file in /locall/syslog.txt
or the debug log associated with the module in the file /locall/errartiyile _namerrorlog.current.

The debug log file associated with a module will be rotated to a backup file when the current file reaches
its maximum size. The backup files are named as folloameerrorlog#, where# is the backup file
number.

For anydebug command, system logging must be enabled. The command to enable logging is the
logging disk enableglobal configuration command, which is enabled by default.

If a debug command module uses the syslog for debug output, then you must legding disk
priority debug global configuration command (the defaultdagging disk priority notice).
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debug synq

To trace synq connections setup, usedéleug syngEXEC command. To disable debugginge the
undebugform of this command.

debug synq connection

undebug syng connection

Syntax Description

Defaults

Command Modes

Device Modes

Usage Guidelines

connection Enables syng module connection debugging.

No default behavior or values.

EXEC

application-accelerator

Because the performance of the WAAS device degrades when you wsbtigecommand, we
recommend that you use this command only at the direction of Cisco TAC. For more information, see
the“Obtaining Documentation and Submitting a Service Request” section on page 24

If the watchdog utility is not running, the message “WAAS is not running” appears.
Use theshow debuggingcommand to display enable@bug options.

The output associated with tdebug command is written to either the syslog file in /locall/syslog.txt
or the debug log associated with the module in the file /locall/errartmiylle _namerrorlog.current.

The debug log file associated with a module will be rotated to a backup file when the current file reaches
its maximum size. The backup files are named as follomameerrorlog#, where# is the backup file
number.

For anydebug command, system logging must be enabled. The command to enable logging is the
logging disk enableglobal configuration command, which is enabled by default.

If a debug command module uses the syslog for debug output, then you must Usgding disk
priority debug global configuration command (the defaultdgging disk priority notice).

If a debugcommand module uses the debug log for output, then the output can be filtered based on the
priority level configuration for the four different levels of debug log output, as follows:

« For filtering on critical debug messages only, useldyging disk priority critical global
configuration command.

« For filtering on critical and error level debug messages, usediggng disk priority error global
configuration command.

« For filtering on critical, error, and trace debug level debug messages, usgdhwy disk priority
debugglobal configuration command.
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debug to M

To monitor and record TFO flow optimization debugging, uselgimig tfoEXEC command. To disable
debugging, use thendebug form of this command.

debug tfo{all | buffer-mgr | dre-flow | netio | schedule#

undebug tfo{all | buffer-mgr | dre-flow | netio | schedulen

Syntax Description

Defaults

Command Modes

Device Modes

Usage Guidelines

all Enables all TFO debugging.

buffer-mgr Enables TFO data-buffer from buffer manager debugging.

dre-flow Enables TFO DRE flow debugging for all connections.

netio Enables TFO connection debugging for the network input/output
module.

scheduler Enables TFO scheduler debugging.

No default behavior or values.

EXEC

application-accelerator

Because the performance of the WAAS device degrades when you wsbtigecommand, we
recommend that you use this command only at the direction of Cisco TAC. For more information, see
the“Obtaining Documentation and Submitting a Service Request” section on page 24

If the watchdog utility is not running, the message “WAAS is not running” appears.
Use theshow debuggingcommand to display enable@bug options.

The output associated with tdebug command is written to either the syslog file in /locall/syslog.txt
or the debug log associated with the module in the file /locall/errortmiylle _namerrorlog.current.

The debug log file associated with a module will be rotated to a backup file when the current file reaches
its maximum size. The backup files are named as folloameerrorlog#, where# is the backup file
number.

For anydebug command, system logging must be enabled. The command to enable logging is the
logging disk enableglobal configuration command, which is enabled by default.

If a debug command module uses the syslog for debug output, then you must Usgding disk
priority debug global configuration command (the defaultdgging disk priority notice).

If a debugcommand module uses the debug log for output, then the output can be filtered based on the
priority level configuration for the four different levels of debug log output, as follows:

« For filtering on critical debug messages only, useldyging disk priority critical global
configuration command.
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debug translog

To monitor and record transaction logging debugging, usdebag translogEXEC command. To
disable debugging, use th@debugform of this command.

debug translog{ detail | export | info}

undebug translog{ detail | export | info}

Syntax Description

Defaults

Command Modes

Device Modes

Usage Guidelines

detail Enables transaction log detailed debugging.
export Enables transaction log FTP export debugging.
info Enables transaction log high level debugging.

No default behavior or values.

EXEC

application-accelerator

Because the performance of the WAAS device degrades when you wsbtigecommand, we
recommend that you use this command only at the direction of Cisco TAC. For more information, see
the“Obtaining Documentation and Submitting a Service Request” section on page 24

If the watchdog utility is not running, the message “WAAS is not running” appears.
Use theshow debuggingcommand to display enable@bug options.

The output associated with tdebug command is written to either the syslog file in /locall/syslog.txt
or the debug log associated with the module in the file /locall/errortmiylle _namerrorlog.current.

The debug log file associated with a module will be rotated to a backup file when the current file reaches
its maximum size. The backup files are named as folloameerrorlog#, where# is the backup file
number.

For anydebug command, system logging must be enabled. The command to enable logging is the
logging disk enableglobal configuration command, which is enabled by default.

If a debug command module uses the syslog for debug output, then you must Usgding disk
priority debug global configuration command (the defaultdgging disk priority notice).

If a debugcommand module uses the debug log for output, then the output can be filtered based on the
priority level configuration for the four different levels of debug log output, as follows:

« For filtering on critical debug messages only, useldyging disk priority critical global
configuration command.

« For filtering on critical and error level debug messages, usediggng disk priority error global
configuration command.
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debug wafs

To set the log level of the WAFS Device Manager component, uskethegy wafsEXEC command. To
disable debugging, use thi@edebugform of this command.

debug wafs managef debug| error |info |warn}

undebug wafs managef debug| error |info |warn}

Syntax Description

Defaults

Command Modes

Device Modes

Usage Guidelines

manager Sets the logging level for the Device Manager.
debug Specifies debug.

error Specifies error.

info Specifies info.

warn Specifies warn.

No default behavior or values.

EXEC

application-accelerator

Because the performance of the WAAS device degrades when you wsbtigecommand, we
recommend that you use this command only at the direction of Cisco TAC. For more information, see
the“Obtaining Documentation and Submitting a Service Request” section on page 24

If the watchdog utility is not running, the message “WAAS is not running” appears.
Use theshow debuggingcommand to display enable@bug options.

The output associated with tdebug command is written to either the syslog file in /locall/syslog.txt
or the debug log associated with the module in the file /locall/errortmiylle _namerrorlog.current.

The debug log file associated with a module will be rotated to a backup file when the current file reaches
its maximum size. The backup files are named as folloameerrorlog#, where# is the backup file
number.

For anydebug command, system logging must be enabled. The command to enable logging is the
logging disk enableglobal configuration command, which is enabled by default.

If a debug command module uses the syslog for debug output, then you must Usgding disk
priority debug global configuration command (the defaultdgging disk priority notice).

If a debugcommand module uses the debug log for output, then the output can be filtered based on the
priority level configuration for the four different levels of debug log output, as follows:

« For filtering on critical debug messages only, useldyging disk priority critical global
configuration command.
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debug wccp

To monitor and record WCCP information debugging, useléieig wccpEXEC command. To disable
debugging, use thendebug form of this command.

debug wccep{all | detail | error | events| keepalive| packetg

undebug wccep{all | detail | error | events| keepalive| packetg

Syntax Description

Defaults

Command Modes

Device Modes

Usage Guidelines

all Enables all WCCP debugging functions.

detail Enables the WCCP detail debugging.

error Enables the WCCP error debugging.

events Enables the WCCP events debugging.

keepalive Enables the debugging for WCCP keepalives that are sent to the
applications.

packets Enables the WCCP packet-related information debugging.

No default behavior or values.

EXEC

application-accelerator

Because the performance of the WAAS device degrades when you wsshtigecommand, we
recommend that you use this command only at the direction of Cisco TAC. For more information, see
the“Obtaining Documentation and Submitting a Service Request” section on page 24

If the watchdog utility is not running, the message “WAAS is not running” appears.
Use theshow debuggingcommand to display enable@bug options.

The output associated with tdebug command is written to either the syslog file in /locall/syslog.txt
or the debug log associated with the module in the file /locall/errartiyile _namerrorlog.current.

The debug log file associated with a module will be rotated to a backup file when the current file reaches
its maximum size. The backup files are named as follomameerrorlog#, where# is the backup file
number.

For anydebug command, system logging must be enabled. The command to enable logging is the
logging disk enableglobal configuration command, which is enabled by default.

If a debug command module uses the syslog for debug output, then you must legding disk
priority debug global configuration command (the defaultdagging disk priority notice).

If a debugcommand module uses the debug log for output, then the output can be filtered based on the
priority level configuration for the four different levels of debug log output, as follows:
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delfile

To delete a file from the current directory, use dietfile EXEC command.

delfile filename

Syntax Description filename Name of the file to delete.

Defaults No default behavior or values.

Command Modes EXEC

Device Modes application-accelerator

central-manager

Usage Guidelines  Use thedelfile EXEC command to remove a file from a SYSFS patrtition on the disk drive of the WAAS
device.

Examples The following example shows how to delete a temporary file fromdieall directory using an absolute
path:

WAE# delfile /locall/tempfile

Related Commands cpfile
dir
lIs
Is
mkdir
pwd
rename

Cisco Wide Area Application Services Command Refere
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deltree

To remove a directory with all of its subdirectories and files, usel¢lteee EXEC command.

deltree directory

Syntax Description  directory Name of the directory tree to delete.

Defaults No default behavior or values.

Command Modes EXEC

Device Modes application-accelerator

central-manager

Usage Guidelines  Use thedeltree EXEC command to remove a directory and all files within the directory from the WAAS
SYSFS file system. No warning is given that you are removing the subdirectories and files.

Note  Make sure that you do not remove files or directories required for the WAAS device to function properly.

Examples The following example shows how to delete tastdir directory from thelbcall directory:
WAE# deltree /locall/testdir

Related Commands cpfile
dir
lIs
Is
mkdir
pwd
rename

Cisco Wide Area Application Services Command Reference
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dir
To view details of one file or all files in a directory, use die EXEC command.

dir [directoryj

Syntax Description  directory (Optional) Name of the directory to list.

Defaults No default behavior or values.

Command Modes EXEC

Device Modes application-accelerator

central-manager

Usage Guidelines  Use thedir EXEC command to view a detailed list of files contained within the working directory,
including information about the file name, size, and time createdl§ BXEC command produces the
same output.

Examples The following example shows how to create a detailed list of all the files for the current directory:
WAE#dir
size time of last change name

4096 Fri Feb 24 14:40:00 2006 <DIR> actona
4096 Tue Mar 28 14:42:44 2006 <DIR> core_dir
4096 Wed Apr 12 20:23:10 2006 <DIR> crash
4506 Tue Apr 11 13:52:45 2006 dbupgrade.log
4096 Tue Apr 4 22:50:11 2006 <DIR> downgrade
4096 Sun Apr 16 09:01:56 2006 <DIR> errorlog
4096 Wed Apr 12 20:23:41 2006 <DIR> logs
16384 Thu Feb 16 12:25:29 2006 <DIR> lost+found
4096 Wed Apr 12 03:26:02 2006 <DIR> sa

24576 Sun Apr 16 23:38:21 2006 <DIR> service_logs
4096 Thu Feb 16 12:26:09 2006 <DIR> spool

9945390 Sun Apr 16 23:38:20 2006 syslog.txt
10026298 Thu Apr 6 12:25:00 2006 syslog.txt.1
10013564 Thu Apr 6 12:25:00 2006 syslog.txt.2
10055850 Thu Apr 6 12:25:00 2006 syslog.txt.3
10049181 Thu Apr 6 12:25:00 2006 syslog.txt.4
4096 Thu Feb 16 12:29:30 2006 <DIR> var
508 Sat Feb 25 13:18:35 2006 wdd.sh.signed

The following example shows how to display the detailed information for onliotsadirectory:

WAE# dir logs
size time of last change name
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disable

Syntax Description

Defaults

Command Modes

Device Modes

Usage Guidelines

Examples

disable

To turn off privileged EXEC commands, use tlisable EXEC command.

disable

This command has no arguments or keywords.

No default behavior or values.

EXEC

application-accelerator

central-manager

Use the WAAS software CLI EXEC mode for setting, viewing, and testing system operations. This
command mode is divided into two access levels, user and privileged. To access privileged-level EXEC
mode, enter thenableEXEC command at the user access level prompt and specify the admin password
when prompted for a password.

WAE>enable

Password:

Thedisable command places you in the user-level EXEC shell (notice the prompt change).

The following example shows how to enter the user-level EXEC mode from the privileged EXEC mode:

WAE# disable
WAE>

Related Commands enable
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disk

To configure disks on a WAAS device, use tligk EXEC command.

disk delete-partitions diskname

disk delete-data-partitions

disk disk-namediskxxenable force

disk disk-name diskxx replace

disk insert diskname

disk recreate-raid

disk scan-errorsdiskname

Syntax Description

Defaults

delete-partitions
diskname

Deletes data on the specified logical disk drive. After using this command,
the WAAS software treats the specified disk drive as blank. All previous
data on the drive is inaccessible.

Specify the name of the disk from which to delete partitions (disk0O,
disk01). For RAID-5 systems, this option is not available because only one
logical drive is available.

delete-data-partitions

Deletes all data partitions on all logical drives. Data partitions include the
CONTENT, PRINTSPOOL, and GUEST partitions. These partitions
include all DRE and CIFS cache files, print spool files, and any virtual
blade images.

disk-namediskxxenable
force

Reenables a defunct drive (with or without removing it) that has been
previously shut down.

Note This option is available only on RAID-5 systems.

disk-name diskxx
replace

Shuts down the physical disk with the name ®isfdisk00, disk01, etc.)
so that it can be replaced in the RAID-5 array.

Note This option is available only on RAID-5 systems.

insert diskname

Instructs the SCSI host to rescan the bus to detect and mount the newly
inserted disk. Specify the name of the disk to be inserted (disk00, disk01).

Note This option is available only on WAE-612 models.

recreate-raid

Recreates the RAID-5 array.
Note This option is available only on RAID-5 systems.

scan-errorsdiskname

Scans SCSI or IDE disks for errors and remaps the bad sectors if they are
unused. Specify the name of the disk to be scanned (disk00, disk01).

For RAID-5 systems, this commasdans the logical RAID device for
errors. On these systems, there igdisknameoption.

No default behavior or values.
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dnslookup

To resolve a host or domain name to an IP address, us@shmkup EXEC command.

dnslookup { hostnamdg domainnamg

Syntax Description hostname Name of DNS server on the network.

domainname Name of domain.
Defaults No default behavior or values.
Command Modes EXEC
Device Modes application-accelerator

central-manager
Examples The following example shows how tld@slookup command is used to resolve the hostnamybostto

IP address 172.31.69.11:

WAE#dnslookup  myhost
official hostname: myhost.abc.com
address: 172.31.69.11

The following example shows how tdaslookup command is used to resolve the hostnabe:.conto
IP address 192.168.219.25:

WAE#dnslookup  abc.com
official hostname: abc.com
address: 192.168.219.25

The following example shows how thi@slookup command is used to resolve an IP address used as a
hostname to 10.0.11.0:
WAE#dnslookup  10.0.11.0

official hostname: 10.0.11.0
address: 10.0.11.0

Cisco Wide Area Application Services Command Refere
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enable

To access privileged EXEC commands, useeta@ble EXEC command.

enable

Syntax Description This command has no arguments or keywords.

Defaults No default behavior or values.

Command Modes EXEC

Device Modes application-accelerator

central-manager

Usage Guidelines  Use the WAAS software CLI EXEC mode for setting, viewing, and testing system operations. This
command mode is divided into two access levels: user and privileged. To access privileged-level EXEC
mode, enter thenableEXEC command at the user access level prompt and specify the admin password
when prompted for a password.

If using TACACS+ authentication, there is an enable password feature in TACACS+ that allows an
administrator to define a different enable password for each user. If a TACACS+ user erngexbthe

EXEC command to access privileged EXEC mode, that user must enter the admin password defined by
the TACACS+ server.

Thedisablecommand takes you from privileged EXEC mode to user EXEC mode.

Examples The following example shows how to access privileged EXEC mode:

WAE> enable
WAE#

Related Commands disable

exit
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exit

To terminate privileged-level EXEC mode and return to the user-level EXEC mode, wsétthe
command.

exit

Syntax Description This command has no arguments or keywords.

Defaults No default behavior or values.

Command Modes  All modes

Device Modes application-accelerator

central-manager

Usage Guidelines Theexit EXEC command is equivalent to pressibgl-Z or entering theend command. Entering the
exit command in the user level EXEC shell terminates the console or Telnet session.

Examples The following example shows how to terminate privileged-level EXEC mode and return to the user-level
EXEC mode:

WAE#exit
WAE>

Related Commands (config) exit

Cisco Wide Area Application Services Command Refere
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Service Node Configuration Mode Commands

To configure a WAAS Node (WN) that is part of an AppNav Cluster, ussehace-insertion
service-nodeglobal configuration command. To unconfigure settings, usadtierm of this command.

service-insertion service-nodd authentication shal keyauthkey| description description|
enable| node-discoveryenable| shutdown max-waitseconds

no service-insertion service-nod¢authentication shal keyauthkey| description description|
enable| node-discoveryenable| shutdown max-waitsecondy

Syntax Description authentication shal key (Optional) Enables authentication between the WN and other devices in
authkey the AppNav Cluster and specifies an authentication key of up to 64
alphanumeric characters. This key must match the key configured in the
service context.

description description  (Optional) Specifies a description of the node with up to 200 alphanumeric
and space characters.

enable (Optional) Enables the participation of the node in the AppNav Cluster.

node-discoveryenable (Optional) Specifies service-node discovery parameters and enables
service-node discovery.

shutdown max-wait (Optional) Specifies the number of seconds that the node should wait for
seconds all connections to terminate when shutting down. Valid values range from
0-3600 seconds. The default is 120 seconds.

Defaults There is no authentication key and no description configured. The shutdown waiting time is 120 seconds
The node is disabled.

Command Modes  global configuration

Device Modes application-accelerator

appnav-controller

Usage Guidelines  Use theservice-insertion service-nodeommand to configure a WN that is part of an AppNav Cluster.
When used without options, this command initiates the service node configuration mode, which is
indicated by a different promgtonfig-sn. To return to global configuration mode, enter éxé
command.

Each WN (and ANC acting as a WN) in the AppNav Cluster must be configured with WN settings by
using theservice-insertion service-nodeommand. To begin using the node in the cluster, you must use
the enable option.

Cisco Wide Area Application Services Command Refere
[ oL-28840-01 ‘m



Chapter 3 CLI Commanjis

Examples The following example shows how to configure and enable a WN:

WAE(config)#  service-insertion service-node
WAE(config-sn)# description London branch node 1
WAE(config-sn)# authentication shal key myauthkey
WAE(config-sn)# shutdown max-wait 120
WAE(config-sn)# enable

Related Commands (config-sn) authentication
(config-sn) description
(config-sn) enable
(config-sn) node-discovery enable
(config-sn) shutdown
(config) service-insertion

show service-insertion

Cisco Wide Area Application Services Command Reference
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(config-sn) authentication Il

(config-sn) authentication

To configure the WN authentication key, use #sli¢hentication service node configuration command.
To unconfigure the authentication key, usetbgorm of this command.

authentication shal keyauthkey

no authentication shal key

Syntax Description

Defaults

Command Modes

Device Modes

Usage Guidelines

Examples

Related Commands

shal keyauthkey Enables authentication between the WN and other devices in the AppNav
Cluster and specifies an authentication key of up to 64 alphanumeric
characters.

No key is defined and authentication is not enabled.

Service node configuration

application-accelerator

appnav-controller

The specified key must match the key configured in the service context.

The following example shows how to configure an authentication key:

WAE(config)#  service-insertion service-node
WAE(config-sn)# authentication shal key myauthkey

(config-sn) description

(config-sn) enable

(config-sn) node-discovery enable
(config-sn) shutdown

(config) service-insertion

show service-insertion

[ oL-28840-01
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M (config-sn) description

(config-sn) description

To configure the WN description, use ttiescription service node configuration command. To
unconfigure the description, use the form of this command.

description description

no description

Syntax Description  description Specifies a description of the node with up to 200 alphanumeric and space
characters.
Defaults No default behavior or values.

Command Modes  Service node configuration

Device Modes application-accelerator

appnav-controller

Examples The following example shows how to configure a description:

WAE(config)#  service-insertion service-node
WAE(config-sn)# description London branch node 1

Related Commands (config-sn) authentication
(config-sn) enable
(config-sn) node-discovery enable
(config-sn) shutdown
(config) service-insertion

show service-insertion

Cisco Wide Area Application Services Command Reference
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(config-sn) enable

(config-sn) enable

To enable the participation of the WN in the AppNav Cluster, userthbleservice node configuration
command. To disable the node, userbdorm of this command.

enable

no enable

Syntax Description This command has no arguments or keywords.

Defaults Disabled.

Command Modes  Service node configuration

Device Modes application-accelerator

appnav-controller

Usage Guidelines A WN must be enabled before it can actively particpate in an AppNav Cluster and receive traffic for
optimization.

Examples The following example shows how to enable a WN for participation in an AppNav Cluster:

WAE(config)#  service-insertion service-node
WAE(config-sn)# enable

Related Commands (config-sn) authentication
(config-sn) description
(config-sn) node-discovery enable
(config-sn) shutdown
(config) service-insertion

show service-insertion

Cisco Wide Area Application Services Command Refere
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M (config-sn) node-discovery enable

(config-sn) node-discovery enable

Syntdescription

Defaults

Command Modes

Device Modes

Usage Guidelines

Examples

To enable the node discovery of the Service Node(SN) in the AppNav Cluster, ussléhdiscovery
enableservice node configuration command. To disable the service node, usefdren of this
command.

node-discovery enablgbvi bridge_group_numbdrGigabitEthernetinterface_slot portchannel
etherchannel_indekstandby standbyindex

no node-discovery enable

bvi bridge_group_numberSelect a bridge virtual interface for node-discovery.

GigabitEthernet Selects a gigabit ethernet interface for node discovery.
interface_slot

portchannel Selects an ethernet channel interface for node discovery.
etherchannel_ index

standby standbyindex  Selects a standby group for node discovery.

When service node is enabled, node discovery is enabled by default on eth0 interface.

Service node configuration

application-accelerator

appnav-controller

Use thenode-discovery enable commantb configure theservice node in the L2 proximity of any
participating AppNav Controller so that it is automatically added to the cluster and can participate in
WAN optimization. The node discovery configuration for a Service Node cannot be changed when the
SN is enabled. To make changes on the node discovery configuration for a SN, the SN should be first
disabled. For e.g. if you want to enable/disable the node discovery or change the node discovery
interface, you can do so only when the SN is disabled.

The following example shows how to enable the node discovery of a SN for participation in an AppNav
Cluster:

WAE(config)#  service-insertion service-node
WAE(config-sn)# node-discovery enable ?
WAE(config-sn)# bvi 1

WAE(config-sn)# GigabitEthernet 1
WAE(config-sn)# portchannel 2
WAE(config-sn)# standby 1

Cisco Wide Area Application Services Command Reference
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(config-sn) node-discovery enablelll

Related Commands (config-sn) authentication
(config-sn) description
(config-sn) shutdown
(config) service-insertion

show service-insertion

Cisco Wide Area Application Services Command Refere
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M (config-sn) shutdown

(config-sn) shutdown

To configure the WN shutdown timeout, use gieitdown service node configuration command. To
unconfigure the shutdown timeout, use tleeform of this command.

shutdown max-waitseconds

no shutdown max-wait

Syntax Description max-wait seconds Specifies the number of seconds that the node should wait for all
connections to terminate when shutting down. Valid values range from
0-3600 seconds. The default is 120 seconds.

Defaults The shutdown waiting time is 120 seconds.

Command Modes  Service node configuration

Device Modes application-accelerator

appnav-controller

Examples The following example shows how to configure the shutdown timeout for two minutes:

WAE(config)#  service-insertion service-node
WAE(config-sn)# shutdown max-wait 120

Related Commands (config-sn) authentication
(config-sn) description
(config-sn) enable
(config-sn) node-discovery enable
(config) service-insertion

show service-insertion

Cisco Wide Area Application Services Command Reference
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Service Context Configuration Mode Commands

To configure a service context for an AppNav Cluster, usse¢hgce-insertion service-contexglobal
configuration command. To unconfigure settings, usenthform of this command.

service-insertion service-contextontextnamég authentication shal keyauthkey] description
description| enable[graceful] | appnav-controller-group ancgroupname
service-node-groupsngroupname service-policypolicynamé

no service-insertion service-contextontextnamg¢authentication shal keyauthkey| description
description| enable| appnav-controller-group ancgroupname service-node-group
sngroupname service-policypolicynamé

Syntax Description contextname Specifies the service context name to configure and enters service context
group configuration mode to configure service context settings. If the
service context does not exist, this command creates it.

authentication shal key (Optional) Enables authentication between devices in the AppNav Cluster
authkey and specifies an authentication key of up to 64 alphanumeric characters.
This key must match the key configured on the WNs in the cluster.

description description  (Optional) Specifies a description of the service context with up to 200
alphanumeric and space characters.

enable (Optional) Enables the service context for operation immediately.

graceful (Optional) Enables the service context for operation in a graceful way that
does not enable interception on this device until all cluster devices have
agreed that this device has joined the cluster.

appnav-controller-group Specifies the name of the ANCG to add to the service context. The ANCG

ancgroupname must have been previously configured by sleevice-insertion
appnav-controller-group command.

service-node-group Specifies the name of a WNG to add to the service context. The WNG

sngroupname must have been previously configured by sleevice-insertion

service-node-groupcommand.

service-policypolicyname Specifies the name of the AppNav policy to add to the service context.
The policy must have been previously configured.

Defaults There is no authentication key and no other settings are configured.

Command Modes  global configuration

Device Modes application-accelerator
appnav-controller
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Usage Guidelines  Use theservice-insertion service-contextommand to configure a service context for an AppNav
Cluster. This command initiates the service context configuration mode, which is indicated by a different
prompt(config-scx). To return to global configuration mode, enter ¢x& command.

Each ANC in the AppNav Cluster must be configured with the settings for the service context by using
the service-insertion service-contextommand.

An AppNav Cluster can have up to 32 member WNGs and a maximum of 32 WNSs.

Examples The following example shows how to configure and enable a service context:
WAE(config)#  service-insertion service-context mycontext
WAE((config-scxt)# description My service context
WAE(config-scxt)# authentication shal key myauthkey
WAE(config-scxt)# appnav-controller-group myControllerGroup
WAE((config-scxt)# service-node-group LondonNodeGroup

WAE(config-scxt)# service-node-group ChicagoNodeGroup
WAE(config-scxt)# service-policy myAppNavPolicy
WAE((config-scxt)# enable

Related Commands (config-scxt) appnav-controller-group
(config-scxt) authentication
(config-scxt) description
(config-scxt) enable
(config-scxt) service-node-group
(config-scxt) service-policy
(config) service-insertion
show service-insertion

Cisco Wide Area Application Services Command Reference
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(config-scxt) appnav-controller-groupll

(config-scxt) appnav-controller-group

To configure the name of the ANCG to be used in a service context, uapphav-controller-group
service context configuration command. To unconfigure the ANCG, ugetfeem of this command.

appnav-controller-group ancgroupname

no appnav-controller-group ancgroupname

Syntax Description

Defaults

Command Modes

Device Modes

Usage Guidelines

Examples

Related Commands

appnav-controller-group Specifies the name of the ANCG to add to the service context. The ANCG
ancgroupname must have been previously configured by sleevice-insertion
appnav-controller-group command.

No default behavior or values.

Service context configuration

appnav-controller

A service context can have only one member ANCG.

The following example shows how to add the ANCG to the service context:

WAE(config)#  service-insertion service-context mycontext
WAE(config-scxt)# appnav-controller-group myControllerGroup

(config-scxt) authentication
(config-scxt) description
(config-scxt) enable
(config-scxt) service-node-group
(config-scxt) service-policy
(config) service-insertion

show service-insertion

[ oL-28840-01
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M (config-scxt) authentication

(config-scxt) autentication

To configure the service context authentication key, usaukigentication service context
configuration command. To unconfigure the authentication key, useotf@rm of this command.

authentication shal keyauthkey

no authentication shal keyauthkey

Syntax Description shal keyauthkey Enables authentication between devices in the AppNav Cluster and
specifies an authentication key of up to 64 alphanumeric characters. This
key must match the key configured on the WNs in the cluster.

Defaults No key is defined and authentication is not enabled.

Command Modes  Service context configuration

Device Modes appnav-controller

Usage Guidelines  The specified key must match the key configured on the other devices in the cluster.

Examples The following example shows how to configure an authentication key:

WAE(config)#  service-insertion service-context mycontext
WAE(config-scxt)# authentication shal key myauthkey

Related Commands (config-scxt) appnav-controller-group
(config-scxt) description
(config-scxt) enable
(config-scxt) service-node-group
(config-scxt) service-policy
(config) service-insertion

show service-insertion
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(config-scxt) description

(config-scxt) description

To configure the service context description, usedihgcription service context configuration
command. To unconfigure the description, userthéorm of this command.

description description

no description description

Syntax Description  description Specifies a description of the service context with up to 200 alphanumeric
and space characters.

Defaults No default behavior or values.

Command Modes  Service context configuration

Device Modes appnav-controller

Examples The following example shows how to configure a description:

WAE(config)#  service-insertion service-context mycontext
WAE((config-scxt)# description My service context

Related Commands (config-scxt) appnav-controller-group
(config-scxt) authentication
(config-scxt) enable
(config-scxt) service-node-group
(config-scxt) service-policy
(config) service-insertion

show service-insertion
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M (config-scxt) enable

(config-scxt) enable

To enable the service context for operation, useettableservice context configuration command. To
disable the service context, use tteeform of this command.

enable[graceful]

no enable
Syntax Description  graceful (Optional) Enables the service context for operation on a new device in a
graceful way that does not enable interception on the device until all cluster
devices have agreed that this device has joined the cluster. Use this option
only when adding a new device to an existing cluster.
Defaults Disabled.

Command Modes  Service context configuration

Device Modes appnav-controller

Usage Guidelines A service context must be enabled before it can operate to distribute and optimize traffic.

If you use thegraceful option when enabling a service context on a new ANC, the new ANC is added
to the cluster only after all devices and the new ANC have agreed that they can all communicate with
each other and the addition of the new ANC has no negative impact on the existing cluster.

If you do not use thgraceful option when enabling a service context on a new ANC, the new ANC is
added immediately. You have the responsibility to ensure that the new ANC has network connectivity
and can communicate with all other devices in the cluster. If some devices cannot communicate with the
new ANC, its addition to the cluster can degrade the cluster and result in pass-through traffic.

Use thegraceful option only when adding a new device to an existing cluster, not when enabling a new
cluster for the first time.

Examples The following example shows how to enable a service context:

WAE(config)#  service-insertion service-context mycontext
WAE(config-scxt)# enable

Related Commands (config-scxt) appnav-controller-group
(config-scxt) authentication
(config-scxt) description

(config-scxt) service-node-group

Cisco Wide Area Application Services Command Reference
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(config-scxt) enable Il

(config-scxt) service-policy
(config) service-insertion

show service-insertion
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M (config-scxt) service-node-group

(config-scxt) service-node-group

To configure the name of a WNG to be used in a service context, userttiee-node-groupservice
context configuration command. To unconfigure the WNG, us@dHerm of this command.

service-node-groupsngroupname

no service-node-groupsngroupname

Syntax Description

Defaults

Command Modes

Device Modes

Usage Guidelines

Examples

Related Commands

service-node-group Specifies the name of a WNG to add to the service context. The WNG
sngroupname must have been previously configured by sleevice-insertion
service-node-groupcommand.

No default behavior or values.

Service context configuration

appnav-controller

An AppNav Cluster can have up to 32 member WNGs and a maximum of 32 WNs.

The following example shows how to add two WNGs to the service context:

WAE(config)#  service-insertion service-context mycontext
WAE(config-scxt)# service-node-group LondonNodeGroup
WAE((config-scxt)# service-node-group ChicagoNodeGroup

(config-scxt) appnav-controller-group
(config-scxt) authentication
(config-scxt) description
(config-scxt) enable

(config-scxt) service-policy

(config) service-insertion

show service-insertion
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(config-scxt) service-policy Il

(config-scxt) service-policy

To configure the name of the AppNav policy to be used in a service context, ssr\tive-policy
service context configuration command. To unconfigure the AppNav policy, us® foem of this
command.

service-policypolicyname

no service-policypolicyname

Syntax Description  service-policypolicyname Specifies the name of the AppNav policy to add to the service context. The
policy must have been previously configured.

Defaults No default behavior or values.

Command Modes  Service context configuration

Device Modes appnav-controller

Usage Guidelines A service context can have only one configured AppNav policy.

Examples The following example shows how to add the AppNav policy to the service context:

WAE(config)#  service-insertion service-context mycontext
WAE(config-scxt)# service-policy myAppNavPolicy

Related Commands (config-scxt) appnav-controller-group
(config-scxt) authentication
(config-scxt) description
(config-scxt) enable
(config-scxt) service-node-group
(config) service-insertion

show service-insertion
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M (config-scxt) service-policy
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Class Map Configuration Mode Commands

To configure an AppNav or optimization class map, usecthgs-mapglobal configuration command.
To unconfigure settings, use the form of this command.

class-map type{appnav | waag [match-all | match-any] classmap-namfrename new-namg

no class-map typg appnav |waag [match-all | match-any] classmap-name

Syntax Description

Defaults

Command Modes

Device Modes

Usage Guidelines

Note

appnav Configures an AppNav class map.

waas Configures a WAAS optimization class map.

match-all (Optional) Specifies that all match conditions must be satisfied to consider
the class map matched (logical AND). Valid only on AppNav class maps.

match-any (Optional) Specifies that any match condition must be satisfied to consider
the class map matched (logical OR).

classmap-name Class map name (up to 40 alpha-numeric characters and hyphen, beginning
with a letter).

renamenew-name (Optional) Renames the class map with the specified new name.

For AppNav class maps, match-all is the default when multiple match criteria exist.

global configuration

application-accelerator

appnav-controller

Use theclass-mapcommand to add or modify class maps and match conditions to identify specific types
of traffic for use in policies. This command invokes the Class Map configuration mode, which is
indicated by a different promgtonfig-cmap. To return to global configuration mode, enter éxé
command.

You can delete a class map by usingrnibdorm of this command. You cannot delete a class map if any
policies are using it.

When creating a new class map, you must add at least one condition. If any of the conditions specifiet
match an already existing condition in the class-map, no action is taken.

You cannot have more than 512 different class maps and 1024 total match conditions.

[ oL-28840-01
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|
The WAAS software comes with many class maps and policy rules that help your WAAS system classify
and optimize some of the most common traffic on your network. Before you create a new class map or
policy rule, we recommend that you review the default class map and policy rules and modify them as
appropriate. It is usually easier to modify an existing class map or policy rule than to create a new one.
For a list of the default applications, class maps, and policy rules, s€ésteeWide Area Application
Services Configuration Guide

Note We strongly recommend that you use the WAAS Central Manager GUI to centrally configure class maps

for your WAAS devices. For more information, see @isco Wide Area Application Services
Configuration Guide

Examples The following example shows how to configure a WAAS optimization class map:
wae(config)# class-map type waas myclassl
wae(config-cmap)# description My class number one
wae(config-cmap)# match protocol mapi tcp source ip 10.10.10.35
wae(config-cmap)# exit

The following example shows how to configure an AppNav class map:

wae(config)# class-map type appnav myclassl
wae(config-cmap)# match peer 50:3d:e5:9c¢:8f:aa description SanJose_branch
wae(config-cmap)# exit

Related Commands (config-cmap) description
(config-cmap) match peer
(config-cmap) match protocol

(config-cmap) match tcp

Cisco Wide Area Application Services Command Reference
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(config-cmap) description H

(config-cmap) description

To configure the class map description, usedéscription class map configuration command. To
unconfigure the description, use the form of this command.

description description

no description description

Syntax Description  description Specifies a description of the class map with up to 200 alphanumeric and
space characters.

Defaults No default behavior or values.

Command Modes  Class map configuration

Device Modes application-accelerator

appnav-controller

Examples The following example shows how to configure a class map description:

wae(config)# class-map type waas myclassl
wae(config-cmap)# description My class number one

Related Commands (config-cmap) match peer
(config-cmap) match protocol

(config-cmap) match tcp
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M (config-cmap) match peer

(config-cmap) match peer

To configure a match condition based on peer ID for the class map, usattte peerclass map
configuration command. To unconfigure a match condition, usadtierm of this command.

match peer peer-ID[description descriptior]

no match peer peer-ID[description descriptior

Syntax Description peerpeer-1D Specifies matching based on the device ID of the peer device that is the
source or destination of the traffic. The device ID is specified as six
hexadecimal bytes separated by colons (aa:bb:cc:dd:ee:ff).

description description Specifies a description of the peer with up to 32 characters.

Defaults No default behavior or values.

Command Modes  Class map configuration

Device Modes appnav-controller

Usage Guidelines  This command is available only for configuring AppNav class maps.

Examples The following example shows how to configure a peer match condition for a class map:

wae(config)# class-map type appnav myclassl
wae(config-cmap)# match peer 50:3d:e5:9c¢:8f:aa description SanJose_branch

Related Commands (config-cmap) description
(config-cmap) match protocol
(config-cmap) match tcp
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(config-cmap) match protocolll

(config-cmap) match protocol

To configure a match condition based on layer 7 protocol for the class map, astthgrotocolclass
map configuration command. To unconfigure a match condition, usetftem of this command. The
options for this command differ depending on what type of class map you are configuring.

For an AppNav class map:

match protocol {mapi | ms-ad-rep | ms-exch-nspi| ms-frs | ms-frs-api | ms-rfr | ms-sql|
msn-messenget netlogon} [tcp source[ip ip_addresgwildcard_masK

no match protocol {mapi | ms-ad-rep | ms-exch-nspi| ms-frs | ms-frs-api | ms-rfr | ms-sql|
msn-messenget netlogon} [tcp source[ip ip_addresgwildcard_masK

For a WAAS optimization class map:

match protocol {epm-uuid uuid | mapi | ms-ad-rep | ms-exch-nspi| ms-frs | ms-frs-api | ms-rfr
| ms-sql| msn-messengefnetlogon} [ tcp source[ip ip_addresgwildcard_maskK [ port begin

[end]

no match protocol {epm-uuid uuid | mapi | ms-ad-rep | ms-exch-nspi| ms-frs | ms-frs-api |
ms-rfr | ms-sql| msn-messenget netlogon} [tcp source[ip ip_addresgwildcard_masK
[port begin[end]

Syntax Description

Defaults

Command Modes

epm-uuid uuid

Specifies a custom EndPoint Mapper (EPM) service by its Universal Unique
ID (UUID). Available only for WAAS optimization class maps.

mapi
ms-ad-rep
ms-exch-nspi
ms-frs

Microsoft RPC application keywords:

Microsoft Exchange MAPI (Exchange Server Store EMSMDB),
Microsoft Active Directory Replication (drsuapi),

Microsoft Active Directory Name Service Provider (NSP),
Microsoft File Replication Services (FRS),

ms-frs-api Microsoft File Replication API,

ms-rfr Microsoft Exchange Directory RFR interface,

ms-sql Microsoft SQL,

msn-messenger Microsoft Messenger Service,

netlogon Netlogon RPC

tcp source Specifies the criteria for matching source TCP packets.

ip ip_address Specifies the IP address of the system that is the source of the traffic.

wildcard_mask

A wildcard subnet mask, which matches a range of source IP addresses. Use
dotted decimal notation (such as 0.0.0.255 for /24).

port begin[end

Specifies the criteria for identifying the port or ports used by the source
host. Specify a single port or a begin and end port for a range. Available
only for WAAS optimization class maps.

No default behavior or values.

Class map configuration

[ oL-28840-01
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M (config-cmap) match protocol

Device Modes application-accelerator
appnav-controller

Examples The following example shows how to configure a protocol match condition for a class map:

wae(config)# class-map type waas myclassl
wae(config-cmap)# match protocol mapi tcp source ip 10.10.10.35

Related Commands (config-cmap) description
(config-cmap) match peer
(config-cmap) match tcp

Cisco Wide Area Application Services Command Reference
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(config-cmap) match tcp Il

(config-cmap) match tcp

To configure a match condition based on source and/or destination IP address and port for the class ma
use thematch tcpclass map configuration command. To unconfigure a match condition, use fibren

of this command. The options for this command differ depending on what type of class map you are
configuring.

For an AppNav class map:

match tcp {any |
destination [ip ip_addresqgwildcard_masK [port begin[end] [ source ipip_address
[wildcard_mask[port begin[end] |
sourceip ip_addresgwildcard_mask[destination ipip_addresgwildcard_mask[port begin
[end] [protocol {mapi | ms-ad-rep | ms-exch-nspi| ms-frs | ms-frs-api | ms-rfr | ms-sql|
msn-messenget netlogon}]}

no match{any |
destination [ip ip_addresqwildcard_mask [port begin[end] [source ipip_address
[wildcard_mask[port begin[end] |
sourceip ip_addresgwildcard _mask[destination ipip_addresgwildcard_mask[port begin
[end] [protocol {mapi | ms-ad-rep | ms-exch-nspi| ms-frs | ms-frs-api | ms-rfr | ms-sql|
msn-messenget netlogont]}

For a WAAS optimization class map:

match tcp {any |
destination [ip ip_addresqwildcard_maskK [port begin[end] [source ipip_address
[wildcard_mask[port begin[end] |
source[ip ip_addresqgwildcard_masK [port begin[end] [ destination ip ip_address
[wildcard_mask][port begin[end] [ protocol {epm-uuid uuid | mapi | ms-ad-rep |
ms-exch-nspi| ms-frs | ms-frs-api | ms-rfr | ms-sqgl| msn-messengef netlogort]}

no matchtcp {any |
destination [ip ip_addresqwildcard_mask [port begin[end] [source ipip_address
[wildcard_mask[port begin[end] |
source[ip ip_addresqgwildcard_masK [port begin[end] [ destination ipip_address
[wildcard_mask][port begin[end] [ protocol {epm-uuid uuid | mapi | ms-ad-rep |
ms-exch-nspi| ms-frs | ms-frs-api | ms-rfr | ms-sqgl| msn-messengef netlogon}]}

Syntax Description any Matches any TCP packets.

destination Specifies the destination criteria for matching TCP packets.

ip ip_address Specifies the IP address of the system that is the source or destination of the
traffic.

wildcard_mask A wildcard subnet mask, which matches a range of IP addresses. Use dotted
decimal notation (such as 0.0.0.255 for /24).

port begin[end Specifies the criteria for identifying the port or ports used by the source or
destination host. Specify a single port or a begin and end port for a range.

source Specifies the source criteria for matching TCP packets.

protocol Specifies the criteria for matching TCP packets based on layer 7 protocol.

Cisco Wide Area Application Services Command Refere
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epm-uuid uuid Specifies a custom EndPoint Mapper (EPM) service by its Universal Unique
ID (UUID). Available only for WAAS optimization class maps.

Microsoft RPC application keywords:

mapi Microsoft Exchange MAPI (Exchange Server Store EMSMDB),
ms-ad-rep Microsoft Active Directory Replication (drsuapi),
ms-exch-nspi Microsoft Active Directory Name Service Provider (NSP),
ms-frs Microsoft File Replication Services (FRS),
ms-frs-api Microsoft File Replication API,
ms-rfr Microsoft Exchange Directory RFR interface,
ms-sql Microsoft SQL,
msn-messenger Microsoft Messenger Service,
netlogon Netlogon RPC
Defaults No default behavior or values.

Command Modes  Class map configuration

Device Modes application-accelerator

appnav-controller

Examples The following example shows how to configure a TCP match condition for a class map:

wae(config)# class-map type appnav myclass2
wae(config-cmap)# match tcp source port 4000 4004 destination ip 10.10.20.50

Related Commands (config-cmap) description
(config-cmap) match peer

(config-cmap) match protocol
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Policy Map Configuration Mode Commands

To configure an AppNav or optimization policy map, usegbbicy-map global configuration
command. To unconfigure settings, use tlodform of this command.

policy-map type{appnav | waag policymap-namg¢renamenew-namg

no policy-map type{appnav | waag policymap-name

Syntax Description

Defaults

Command Modes

Device Modes

Usage Guidelines

Note

appnav Configures an AppNav policy map.
waas Configures a WAAS optimization policy map.
policymap-name Policy map name (up to 40 alpha-numeric characters and hyphen,

beginning with a letter).

renamenew-name (Optional) Renames the policy map with the specified new name.

No default behavior or values.

global configuration

application-accelerator

appnav-controller

Use thepolicy-map command to add or modify policy maps that associate policy actions with class
maps. This command invokes the Policy Map configuration mode, which is indicated by a different
prompt(config-pmay. To return to global configuration mode, enter &x& command.

You can delete a policy map by using tieeform of this command.

The WAAS software comes with many class maps and policy rules that help your WAAS system classify
and optimize some of the most common traffic on your network. Before you create a new class map ol
policy rule, we recommend that you review the default class map and policy rules and modify them as
appropriate. It is usually easier to modify an existing class map or policy rule than to create a new one
For a list of the default applications, class maps, and policy rules, s€éstteWide Area Application
Services Configuration Guide

We strongly recommend that you use the WAAS Central Manager GUI to centrally configure policy
maps for your WAAS devices. For more information, seeGlseo Wide Area Application Services
Configuration Guide

[ oL-28840-01
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Examples

The following example shows how to configure a WAAS optimization policy map:

wae(config)# policy-map type waas myPolicy

wae(config-pmap)# description My optimization policy
wae(config-pmap)# class httpx

wae(config-pmap-c)# optimize full accelerate http application Web

The following example shows how to configure an AppNav policy map:

wae(config)# policy-map type appnav mypolicy
wae(config-pmap)# description My AppNav policy
wae(config-pmap)# class httpx

wae(config-pmap-c)# distribute service-node-group wng3
wae(config-pmap-c)# monitor-load http

Related Commands (config-pmap) class

(config-pmap) description

i Cisco Wide Area Application Services Command Reference
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(config-pmap) class Il

(config-pmap) class

To configure the service policy for a class map, uselhgspolicy map configuration command. To
unconfigure the service policy, use theform of this command.

classclassmap-namginsert-before [existing_clash

no classclassmap-namgnsert-before [existing_clash

Syntax Description

Defaults

Command Modes

Device Modes

Usage Guidelines

Examples

classmap-name Class map name (up to 40 alpha-numeric characters and hyphen, beginning
with a letter).

insert-before Inserts a new class, or moves an existing class, before the specified class. If

existing_class you do not specify an existing class nhame, the class is moved to the last

position in the policy map.

No default behavior or values.

Policy map configuration

application-accelerator
appnav-controller

Use theclasscommand to add or modify a service policy (policy rule) for traffic identified by a class
map. This command invokes the Policy Map Class configuration mode, which is indicated by a different
prompt(config-pmap-¢. For more information on Policy Class Map configuration mode commands, see
the “Policy Map Class Configuration Mode Commahsiection. To return to global configuration mode,
enter theexit command.

You can delete a policy rule by using the form of this command.

The following example shows how to configure a policy rule in an optimization policy map:

wae(config)# policy-map waas WAAS-GLOBAL
wae(config-pmap)# class httpx
wae(config-pmap-c)# optimize full accelerate http application Web

The following example shows how to configure an AppNav policy rule in a policy map:

wae(config)# policy-map type appnav mypolicy
wae(config-pmap)# class httpx

wae(config-pmap-c)# distribute service-node-group wng3
wae(config-pmap-c)# monitor-load http

Related Commands (config-pmap) description

[ oL-28840-01
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(config-pmap) description

To configure the policy map description, use description policy map configuration command. To
unconfigure the description, use the form of this command.

description description

no description description

Syntax Description  description Specifies a description of the policy map with up to 200 alphanumeric and
space characters.

Defaults No default behavior or values.

Command Modes  Policy map configuration

Device Modes application-accelerator

appnav-controller

Examples The following example shows how to configure a policy map description:

wae(config)# policy-map type waas myPolicy
wae(config-pmap)# description My optimization policy

Related Commands (config-pmap) class

Cisco Wide Area Application Services Command Reference
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Policy Map Class Configuration Mode
Commands

To configure a service policy in an AppNav or optimization policy map, useléisspolicy map
configuration command. To unconfigure settings, usenthform of this command.

classclassmap-namginsert-before [existing_clash

no classclassmap-namgnsert-before [existing_clash

Syntax Description

Defaults

Command Modes

Device Modes

Usage Guidelines

Note

classmap-name Class map name (up to 40 alpha-numeric characters and hyphen, beginning
with a letter).

insert-before Inserts a new class, or moves an existing class, before the specified class. If
existing_class you do not specify an existing class name, the class is moved to the last
position in the policy map.

No default behavior or values.

Policy map configuration

application-accelerator

appnav-controller

Use theclasscommand to add or modify a service policy (policy rule) for traffic identified by a class
map. This command invokes the Policy Map Class configuration mode, which is indicated by a different
prompt(config-pmap-¢. To return to global configuration mode, enter éx& command.

You can delete a policy rule by using the form of this command.

The WAAS software comes with many class maps and policy rules that help your WAAS system classify
and optimize some of the most common traffic on your network. Before you create a new class map ol
policy rule, we recommend that you review the default class map and policy rules and modify them as
appropriate. It is usually easier to modify an existing class map or policy rule than to create a new one
For a list of the default applications, class maps, and policy rules, s€éstteWide Area Application
Services Configuration Guide

We strongly recommend that you use the WAAS Central Manager GUI to centrally configure policy
maps for your WAAS devices. For more information, seeGlseo Wide Area Application Services
Configuration Guide

[ oL-28840-01
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Examples The following example shows how to configure an AppNav policy rule in a policy map:

wae(config)# policy-map type appnav mypolicy
wae(config-pmap)# class httpx

wae(config-pmap-c)# distribute service-node-group wng3
wae(config-pmap-c)# monitor-load http

The following example shows how to configure a policy rule in an optimization policy map:

wae(config)# policy-map waas WAAS-GLOBAL
wae(config-pmap)# class httpx
wae(config-pmap-c)# optimize full accelerate http application Web

Related Commands (config-pmap-c) distribute
(config-pmap-c) monitor-load
(config-pmap-c) optimize
(config-pmap-c) pass-through
(config-pmap-c) service-policy
(config-pmap-c) set ip dscp
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(config-pmap-c) distribute Il

(config-pmap-c) distribute

To configure the WAAS node group to which to distribute traffic in an AppNav policy rule, use the
distribute policy class map configuration command. To unconfigure the distribution policy, use the
form of this command.

distribute service-node-groupnode-group-namginsert-before [existing-node-groupp

no distribute service-node-groupnode-group-nameéinsert-before [existing-node-group

Syntax Description  service-node-group Name of a configured service node group (WAAS node group) to which you
node-group-name want to distribute traffic in the class.

insert-before Inserts the new distribute action before an existing distribute action to the
existing-node-group  specified service node group.

Defaults No default behavior or values.

Command Modes  Policy map class configuration

Device Modes appnav-controller

Usage Guidelines  Use this command to add a distribute action to an AppNav policy rule. One or two distribute actions are
allowed in an AppNav policy rule, which specify primary and secondary WAAS node groups to which
traffic in the class is to be distributed.

If one distribute action already exists, you can usértbert-before option to add the new distribute
action before the existing one. If you do not specifyitisert-before option, the new distribute action
is placed after the existing one.

If you specify the distribute action in a policy, any pass-through action is removed.

Examples The following example shows how to configure traffic distribution in a policy rule:

wae(config)# policy-map type appnav mypolicy
wae(config-pmap)# class httpx
wae(config-pmap-c)# distribute service-node-group wng3

Related Commands (config-pmap-c) monitor-load
(config-pmap-c) pass-through
(config-pmap-c) service-policy

Cisco Wide Area Application Services Command Refere
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(config-pmap-c) monitor-load

To configure the application accelerator to monitor in an AppNav policy rule, usedhi¢or-load
policy class map configuration command. To unconfigure monitoring, usetfoeem of this command.

monitor-load {cifs | http |ica | mapi | MS-port-mapper | nfs | ssl|video}

no monitor-load { cifs | http |ica | mapi | MS-port-mapper | nfs | ssl|video}

Syntax Description

Defaults

Command Modes

Device Modes

Usage Guidelines

Examples

monitor-load {cifs | Monitors the load on the specified application accelerator, as follows:
http |ica | mapi |

MS-port-mapper |nfs |
ssl|video} « http—HTTP accelerator

« cifs—CIFS or SMB accelerator

» ica—ICA accelerator

« mapi—MAPI accelerator

« MS-port-mapper—EPM accelerator
- nfs—NFS accelerator

» ssk—SSL accelerator

- video—Video accelerator

No default behavior or values.

Policy map class configuration

appnav-controller

Use this command to monitor the load on an application accelerator in an AppNav policy rule. When
you monitor an application accelerator, the AppNav Controller checks for overload on that application
accelerator and does not send new flows to a WAAS node that is overloaded.

If you specify the monitor-load action in a policy, any pass-through action is removed.

The following example shows how to configure monitoring in a policy rule:

wae(config)# policy-map type appnav mypolicy
wae(config-pmap)# class httpx
wae(config-pmap-c)# monitor-load http

Related Commands (config-pmap-c) distribute

(config-pmap-c) pass-through

Cisco Wide Area Application Services Command Reference
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(config-pmap-c) monitor-load Il

(config-pmap-c) service-policy
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(config-pmape) optimize

To configure optimization actions in a WAAS optimization policy, useahitgmize policy class map
configuration command. To unconfigure optimization actions, usedherm of this command.

optimize {tfo-only | {{ DRE {bidirectional | adaptive| unidirectional}] [LZ] | full} [ accelerate
{cifs | http |ica | mapi | MS-port-mapper | nfs | ssl| video}] [ application app-namé

no optimize{tfo-only | {{ DRE {bidirectional | adaptive | unidirectional}] [LZ] | full}
[accelerate{cifs | http |ica | mapi | MS-port-mapper | nfs | ssl|video}] [ application

app-namg
Syntax Description  tfo-only Optimize with transport flow optimizations (TFO) and not data

redundancy elimination (DRE) or Lempel-Ziv (LZ) compression.

DRE Optimize with DRE of the specified type.

bidirectional Optimize with bidirectional caching DRE.

adaptive Optimize with adaptive caching DRE.

unidirectional Optimize with unidirectional caching DRE.

Lz Apply LZ compression.

full Apply full Layer 4 optimization; this keyword is equivalentD&®RE
bidirectional LZ .

accelerate{cifs | http |  Accelerate the traffic using the specified application accelerator, as

ica | mapi | follows:

MS-port-mapper |nfs| | (its ciFs or SMB accelerator

ssl|video}

e http—HTTP accelerator

« ica—ICA accelerator

« mapi—MAPI accelerator

+ MS-port-mapper—EPM accelerator
« nfs—NFS accelerator

« sskSSL accelerator

« video—Video accelerator

application app-name  Assign the specified application identifier to connections matching the
class for statistics collection.

Defaults No default behavior or values.

Command Modes  Policy map class configuration

Device Modes application-accelerator

appnav-controller

Cisco Wide Area Application Services Command Reference
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Usage Guidelines

Examples

(config-pmap-c) optimize M

This command configures the optimization actions in a WAAS optimization policy.

You may specify only a singleptimize or pass-throughaction for a particular class. If one of these
actions is already present and you specify a new action, the new action replaces the existing action. If
neither of these actions is specified, the defaytiaiss-through

The following DRE caching modes are supported:

- Bidirectional—The peer WAEs maintain identical caches for inbound and outbound traffic. This
caching mode is best suited where a significant portion of the traffic seen in one direction between
the peers is also seen in the reverse direction.

« Unidirectional—The peer WAEs maintain different caches for inbound and outbound traffic. This
caching mode is best suited where a significant portion of the traffic seen in one direction between
the peers is not seen in the reverse direction.

- Adaptive—The peer WAEs negotiate either bidirectional or unidirectional caching based on the
characteristics of the traffic seen between the peers.

The following example shows how to configure the optimization action in a policy:

wae(config)# policy-map waas WAAS-GLOBAL
wae(config-pmap)# class httpx
wae(config-pmap-c)# optimize full accelerate http application Web

Related Commands (config-pmap-c) pass-through

(config-pmap-c) set ip dscp
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(config-pmap-c) pass-through

To configure the pass-through action in an AppNav or optimization policy rule, upaskehrough
policy class map configuration command. To unconfigure the pass-through action, neddima of
this command.

pass-through[application app-namé

no pass-through[application app-namé¢

Syntax Description

Defaults

Command Modes

Device Modes

Usage Guidelines

Examples

application app-name  (Optional) Assign the specified application identifier to connections
matching the class for statistics collection. Available only for WAAS
optimization class maps.

No default behavior or values.

Policy map class configuration

application-accelerator

appnav-controller

In an optimization policy, this command prevents the traffic in the class from being optimized and
instead the traffic is passed through unoptimized. You can optionally specify an application name with
which to associate the traffic in the class for statistics collection purposes.

You may specify only a singleptimize or pass-throughaction for a particular class. If one of these
actions is already present and you specify a new action, the new action replaces the existing action. If
neither of these actions is specified, the defaytiaiss-through

In an AppNav policy rule, this command prevents the traffic in the class from being distributed to WAAS
nodes and instead the traffic is passed through unoptimized.

This command is useful in a nested policy to override a distribute action specified in the parent policy.

If you specify the pass-through action in a policy, any distribute or monitor-load actions are removed.

The following example shows how to configure the pass-through action in an optimization policy:

wae(config)# policy-map waas WAAS-GLOBAL
wae(config-pmap)# class httpx
wae(config-pmap-c)# pass-through

The following example shows how to configure the pass-through action in an AppNav policy rule:

wae(config)# policy-map type appnav mypolicy
wae(config-pmap)# class httpx
wae(config-pmap-c)# pass-through

Cisco Wide Area Application Services Command Reference
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(config-pmap-c) pass-throughlll

Related Commands (config-pmap-c) distribute
(config-pmap-c) monitor-load
(config-pmap-c) optimize
(config-pmap-c) service-policy

(config-pmap-c) set ip dscp
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(config-pmap-c) service-policy

To configure a nested policy map in an AppNav policy rule, ussehgce-policypolicy class map
configuration command. To unconfigure a nested policy map, useotfegm of this command.

service-policypolicymap-name

no service-policypolicymap-name

Syntax Description  policymap-name Name of an existing policy map to nest under this policy rule.

Defaults No default behavior or values.

Command Modes  Policy map class configuration

Device Modes appnav-controller

Usage Guidelines  This command specifies another policy map that is applied as a nested policy to the traffic in the class.
Policy rules in the nested policy map override policy rules in the parent policy map.

Only one nested policy is allowed in a class. If you specify this command when an existing nested policy
exists in the class, the new nested policy replaces the existing one.

You can specify the same nested policy in multiple classes, which allows you to apply the same nested
policy action, such as monitoring application accelerators, to many classes of traffic.

A policy map used as a nested policy may not contain classes that use match peer conditions.

Examples The following example shows how to configure nested policy map for a policy rule:

wae(config)# policy-map type appnav mypolicy
wae(config-pmap)# class httpx

wae(config-pmap-c)# distribute service-node-group wng3
wae(config-pmap-c)# service-policy npolicymonitor

Related Commands (config-pmap-c) distribute
(config-pmap-c) monitor-load

(config-pmap-c) pass-through
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(config-pmap-c) set ip dscp

To configure the DSCP marking in a WAAS optimization policy, usestitdép dscppolicy class map
configuration command. To unconfigure DSCP marking, usetiferm of this command.

set ip dscpdscp-marking

no set ip dscpdscp-marking

Syntax Description

Defaults

Command Modes

Device Modes

Usage Guidelines

Examples

Related Commands

dscp-marking Assign the specified DSCP marking valdelfle 3-3 to the connections
in the class.

The default DSCP marking value is copy.

Policy map class configuration

application-accelerator

appnav-controller

This command overrides the global default DSCP marking value, which is set to copy by default.

If you do not specify theet ip dscpcommand, the class uses the global default DSCP marking, which
is set by theservice-policy type waas set ip dscpommand.

You can specify theet ip dscpcommand only when thaptimize action has been configured for a class.

The following example shows how to configure the DSCP marking value for connections in the class:

wae(config)# policy-map waas WAAS-GLOBAL
wae(config-pmap)# class httpx

wae(config-pmap-c)# optimize full accelerate http application Web
wae(config-pmap-c)# set ip dscp 10

(config-pmap-c) optimize
(config-pmap-c) pass-through
(config) service-policy

[ oL-28840-01
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Acronyms and Abbreviations

Table A-1defines the acronyms and abbreviations that are used in this publication.

Table A-1

List of Acronyms and Abbreviations

Acronym

Expansion

AAA

authentication, authorization, and accounting

ACL

access control list

ACPI

Advanced Configuration and Power Interface

ADS

Active Directory Service

ARP

Address Resolution Protocol

BIOS

Basic Input Output System

BOOTP

Bootstrap Protocol

CBA

cipher block chaining

CDP

Cisco Discovery Protocol

CIFS

Common Internet File System

CLI

command-line interface

CM

Central Manager

CUPS

Common UNIX Printing System

DES

Data Encryption Standard

DHCP

Dynamic Host Configuration Protocol

DNS

Domain Name System

DSCP

differentiated services code point

ECN

Explicit Congestion Notification

FTP

file transfer protocol

GMT

Greenwich Mean Time (now known as UTC)

GRE

generic routing encapsulation

GUI

graphical user interface

HMAC

Hash-Based Message Authentication Code

ICMP

Internet Control Message Protocol

IDE

Integrated Drive Electronics
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Table A-1

List of Acronyms and Abbreviations (continued)

Acronym

Expansion

IP

Internet Protocol

KDC

key distribution center

LDAP

Lightweight Directory Access Protocol

MAC

Media Access Control

Mbps

megabits per second

MD5

Message Digest 5

MIB

Management Information Base

MSRPC

Microsoft Remote Procedure Call

MTU

maximum transmission unit

NAS

network access server/network attached storage

NetBIOS

Network Basic Input/Output System

NMS

Network Management system

NTP

Network Time Protocol

NTLM

NT LAN Manager

NVRAM

nonvolatile RAM

PAP

Password Authentication Protocol

PDC

primary domain controller

PID

product ID

POST

Power-on Self Test

RADIUS

Remote Access Dial-In User Service

RAID

Redundant Array of Independent Disks

RAM

random access memory

rcp

remote copy protcol

RMSS

receiver maximum segment size

ROM

read-only memory

SCSI

Small Computer Systems Interface

SHA

Secure Hash Algorithm

SMART

Self Monitoring, Analysis, and Reporting Technology

SMB

Server Message Block

SMSS

sender maximum segment size

SN

serial number

SNMP

Simple Network Management Protocol

SSH

Secure Shell Protocol

SYSFS

System File System

TAC

Technical Assistance Center

TACACS+

Terminal Access Controller Access Control System Plus
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Table A-1 List of Acronyms and Abbreviations (continued)
Acronym Expansion

TCP/IP Transmission Control Protocol/Internet Protocol
TDB Trivial DataBase

TFTP Trivial File Transfer Protocol

ToS type of service

uDI unique device identifier

UDP User Datagram Protocol

UPS uninterruptible power supply

UsSB Universal Serial Bus

uTC Coordinated Universal Time

UuUCP Unix-to-Unix Copy Program

VID version ID

WAE Wide Area Application Engine

WAAS Wide Area Application Services
WAFS Wide Area File Services

WAFSFS Wide Area File Services File System
WCCP Web Cache Communication Protocol
WINS Windows naming service

Cisco Wide Area Application Services Command Refere
[ oL-28840-01 ‘m



Appendix A Acronyms and Abbreviatiogs

Cisco Wide Area Application Services Command Reference
m. 0L-28840-011



AppNav Controller Group
Configuration Mode Commands

(config-scg) appnav-controller3-919

(config-scg) description 3-920

Class Map Configuration Mode
Commands

(config) class-map 3-598
(config-cmap) description 3-945
(config-cmap) match peer3-946
(config-cmap) match protocol 3-947
(config-cmap) match tcp 3-949

Configuration Mode Commands

(config) aaa accounting 3-540

(config) aaa authorization commands-543
(config) accelerator cifs 3-544

(config) accelerator cifs preposition3-546
(config) accelerator epm 3-548

(config) accelerator http 3-549

(config) accelerator ica 3-552

(config) accelerator mapi 3-554

(config) accelerator nfs 3-556

(config) accelerator smb3-557

(config) accelerator ssl 3-560

(config) accelerator video 3-562

(config) accelerator windows-print3-564
(config) alarm overload-detect3-565
(config) asset 3-567

(config) authentication configuration3-568

CLI COMMAND SUMMARY BY MODE

(config) authentication content-requess-574
(config) authentication enable3-573
(config) authentication fail-over 3-578
(config) authentication login 3-580
(config) auto-discovery 3-587

(config) auto-register 3-588

(config) banner 3-590

(config) bridge 3-592

(config) cdp 3-595

(config) central-manager 3-596
(config) clock 3-600

(config) cms 3-604

(config) crypto pki 3-607

(config) crypto ssl 3-609

(config) device mode 3-611

(config) directed-mode 3-613

(config) disk disk-name 3-614

(config) disk encrypt 3-616

(config) disk error-handling 3-617
(config) disk logical shutdown 3-618
(config) disk object-cache extend3-619
(config) dre 3-620

(config) end 3-621

(config) exec-timeout 3-622

(config) exit 3-623

(config) flow monitor 3-624

(config) help 3-625

(config) hostname 3-627

(config) inetd 3-629

(config) inline 3-630

(config) inline vlan-id-connection-check3-631
(config) interception 3-632
(config) interception-method 3-634
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(config) interface bvi 3-636

(config) interface GigabitEthernet3-638
(config) interface InlineGroup 3-643
(config) interface PortChannel3-646
(config) interface standby 3-648
(config) interface TenGigabitEtherne-650
(config) interface virtual 3-654

(config) ip 3-657

(config) ip access-list 3-660

(config)ip icmp rate-limit unreachable3-663
(config)ip unreachables df3-665
(config) kerberos 3-666

(config) kernel kdb 3-668

(config) kernel kdump 3-670

(config) line 3-671

(config) logging console 3-672

(config) logging disk 3-674

(config) logging facility 3-676

(config) logging host 3-678

(config) ntp 3-680

(config) peer 3-682

(config) policy-map 3-683

(config) port-channel 3-685

(config) primary-interface 3-686
(config) radius-server 3-688

(config) service-insertion 3-690
(config) service-policy 3-693

(config) smb-conf 3-695

(config) snmp-server access-lisB-698
(config) snmp-server community3-699
(config) snmp-server contact3-701
(config) snmp-server enable traps-702
(config) snmp-server group3-705
(config) snmp-server host3-707
(config) snmp-server location3-709
(config) snmp-server mib 3-710
(config) snmp-server notify inform 3-712
(config) snmp-server trap-sources-713
(config) snmp-server user3-715

(config) snmp-server view 3-717

(config) sshd 3-718

(config) ssh-key-generate3-720

(config) stats-collector logging 3-721
(config) system jumbomtu 3-722

(config) tacacs 3-723

(config) tcp 3-726

(config) telnet enable 3-728

(config) tfo exception 3-729

(config) tfo optimize 3-730

(config) tfo tcp adaptive-buffer-sizing3-731
(config) tfo tcp keepalive 3-732

(config) tfo tcp optimized-mss 3-733
(config) tfo tcp optimized-receive-buffer3-734
(config) tfo tcp optimized-send-buffer3-735
(config) tfo tcp original-mss 3-736

(config) tfo tcp original-receive-buffer 3-737
(config) tfo tcp original-send-buffer 3-738
(config) threshold-monitor 3-739

(config) transaction-logs 3-741

(config) username 3-744

(config) virtual-blade 3-746

(config) vn-service vpath 3-748

(config) weep access-list3-749

(config) weep flow-redirect 3-751

(config) wcep router-list 3-753

(config) weep shutdown 3-755

(config) wcep tep-promiscuous service-pai8-757

(config) windows-domain 3-759

EXEC Mode Commands

authentication strict-password-policy3-585
cd 34

clear arp-cache 3-5

clear bmc 3-6

clear cache 3-7

clear cdp 3-9

clear cifs msg-signing-servers3-10
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clear connection 3-11

clear dre 3-12

clearip 3-13

clear license 3-14

clear logging 3-15

clear service-policy 3-16
clear statistics 3-17

clear statistics acceleratoi3-19
clear statistics connection3-20
clear statistics vn-service vpatts-22, 3-23
clear transaction-log 3-24
clear users 3-25

clear windows-domain 3-27
clear windows-domain-log 3-28
clock 3-29

cms 3-30

cms secure-store3-33
configure 3-36

copy cdrom 3-37

copy cdrom wow-recovery 3-38
copy compactflash 3-39

copy disk 3-40

copy ftp 3-41

copy http 3-44

copy monitoring-log 3-46
copy running-config 3-47
copy scp 3-49

copy startup-config 3-51

copy sysreport 3-52

copy system-status3-54

copy tech-support 3-55

copy tftp 3-57

cpfile 3-60

crypto delete 3-61

crypto export 3-62

crypto generate 3-64

crypto import 3-66

crypto pki 3-68

debug aaa accounting3-69

debug accelerator 3-73
debug all 3-79

debug appnav-controller connectios-81
debug authentication 3-85
debug auto-discovery 3-87
debug buf 3-89

debug cdp 3-91

debug cli 3-93

debug cmm 3-95

debug cms 3-97

debug connection 3-99
debug controllers 3-101
debug dataserver3-103
debug dhcp 3-105

debug directed-mode 3-107
debug dre 3-109

debug egress-method3-111
debug encryption-service3-113
debug fda 3-115

debug fdm 3-117

debug filtering 3-119
debug flow 3-121

debug generic-gre 3-123
debug hw-raid 3-125
debug imd 3-127

debug inline 3-129

debug logging 3-133
debug monapi 3-131, 3-135
debug nplogd 3-137
debug ntp 3-139

debug punt 3-141

debug rbcp 3-143

debug rmd 3-145

debug rpc 3-147

debug service-insertion3-149
debug service-policy 3-151
debug snmp 3-153

debug standby 3-155
debug statistics 3-157
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debug synq 3-159
debug tfo 3-161
debug translog 3-163
debug wafs 3-165
debug wcep 3-167
delfile 3-169

deltree 3-170

dir 3-171

disable 3-173

disk 3-174
dnslookup 3-177
enable 3-178

exit 3-179
find-pattern 3-180
help 3-182

install 3-183

less 3-185

license add 3-186

lls 3-187

Is 3-188

Isusb 3-190

mkdir 3-191

mkfile 3-192
monitor appnav-controller traffic 3-193
ntpdate 3-194
packet-capture 3-195
ping 3-197

pwd 3-198

reload 3-199

rename 3-200

restore 3-201

rmdir 3-205

scp 3-206

script  3-208

setup 3-209

show aaa accounting3-210
show aaa authorization3-212
show accelerator 3-213
show alarms 3-217

show appnav-controller flow-distribution3-220
show arp 3-222

show authentication 3-223
show auto-discovery 3-225
show auto-register 3-226
show banner 3-227

show bmc 3-228

show bridge 3-230

show cache http-metadatacach&232
show cdp 3-234

show cifs 3-240

show class-map 3-242

show clock 3-244

show cms 3-246

show cms secure-stores3-249
show crypto 3-251

show debugging 3-253
show device-id 3-254

show device-mode 3-255
show directed-mode 3-257
show disks 3-258

show dre 3-265

show filtering list 3-266
show flash 3-268

show hardware 3-269

show hosts 3-272

show inetd 3-273

show interception-method3-274
show interface 3-275

show inventory 3-279

show ip access-list 3-280
show ip routes 3-282

show kdump 3-283

show kerberos 3-284

show key-manager 3-285
show license 3-286

show logging 3-287

show memory 3-288

show monitor 3-289
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show ntp  3-290

show peer optimization 3-292

show policy-map 3-293

show policy-sub-class 3-294

show processes3-296

show radius-server 3-298

show reload 3-300

show running-config 3-301

show service-insertion 3-303

show service-policy 3-309

show services 3-312

show smb-conf 3-313

show snmp 3-315

show ssh 3-321

show startup-config 3-322

show statistics acceleratoi3-324

show statistics aoim 3-373

show statistics application3-377

show statistics appnav-controlleB-380
show statistics authenticatior3-382

show statistics auto-discovery3-383

show statistics cifs 3-386

show statistics class-defaulB3-388

show statistics class-map3-389

show statistics connection3-391

show statistics connection auto-discovery-395
show statistics connection close@-397
show statistics connection conn-id-400
show statistics connection egress-methodst03
show statistics connection optimize®-407
show statistics connection pass-through410
show statistics crypto ssl ciphers-412
show statistics datamover3-413

show statistics directed-modes-415

show statistics dre 3-416

show statistics filtering 3-419

show statistics flow 3-422

show statistics generic-gre3-425

show statistics icmp 3-426

show statistics ip 3-428

show statistics monitor appnav-controller
traffic  3-431

show statistics netstat3-433

show statistics pass-througts-434
show statistics peer3-436

show statistics policy-sub-class3-439
show statistics punt 3-441

show statistics radius 3-442

show statistics service-insertiors-444
show statistics services3-445

show statistics sessions3-446

show statistics shmp 3-447

show statistics synq 3-449

show statistics tacacs3-450

show statistics tcp 3-452

show statistics tfo 3-456

show statistics udp 3-460

show statistics vn-service vpatts-461
show statistics wecep 3-463

show statistics windows-domain3-468
show statistics windows-print requests-470
show synq list 3-472

show sysfs volumes 3-473

show tacacs 3-474

show tcp 3-476

show tech-support 3-478

show telnet 3-481

show tfo tcp 3-482

show transaction-logging 3-484

show user 3-486

show users administrative3-487
show version 3-489

show virtual-blade 3-490

show wcep 3-493

show windows-domain 3-500
shutdown 3-502

snmp trigger 3-505

ssh 3-509
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tcpdump 3-510
telnet 3-512
terminal 3-513

test 3-514
tethereal 3-517

top 3-520
traceroute 3-522
transaction-log 3-524
type 3-525
type-tail 3-526
virtual-blade 3-528
vm 3-530
waas-tcptrace 3-532
whoami 3-534
windows-domain 3-535
write  3-538

(config-if) full-duplex 3-776
(config-if) half-duplex 3-778
(config-if) inline  3-780
(config-if) ip  3-782

(config-if) ip access-group 3-784
(config-if) load-interval 3-786
(config-if) mtu 3-787

(config-if) shutdown 3-788
(config-if) standby 3-789

PKI Certificate Authority
Configuration Mode Commands

(config-ca) ca-certificate 3-855
(config-ca) description 3-856

(config-ca) revocation-check3-857

Extended ACL Configuration Mode
Commands

(config-ext-nacl) delete 3-805
(config-ext-nacl) deny 3-806
(config-ext-nacl) exit 3-811
(config-ext-nacl) list 3-812
(config-ext-nacl) move 3-813
(config-ext-nacl) permit 3-814

PKI Global Settings Configuration
Mode Commands

(config-pki-global-settings) ocsp3-860
(config-pki-global-settings) revocation-checkd-861

Interface Configuration Mode
Commands

(config-if) autosense 3-764
(config-if) bandwidth 3-765
(config-if) bridge-group 3-767
(config-if) cdp 3-769

(config-if) channel-group 3-770
(config-if) description 3-771
(config-if) encapsulation dot1Q3-772
(config-if) exit 3-773

(config-if) failover timeout 3-774

Policy Map Class Configuration Mode
Commands

(config-pmap-c) distribute 3-957
(config-pmap-c) monitor-load 3-958
(config-pmap-c) optimize 3-960
(config-pmap-c) pass-through3-962
(config-pmap-c) service-policy 3-964

(config-pmap-c) set ip dscp3-965

Policy Map Configuration Mode
Commands

(config-pmap) class 3-953
(config-pmap) description 3-954
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Preposition Configuration Mode Service Node Group Configuration

Commands Mode Commands
(config-preposition) credentials3-821 (config-sng) description 3-923
(config-preposition) dscp 3-822 (config-sng) service-node3-924

(config-preposition) duration 3-823

(config-preposition) enable 3-824 -
SSL Accelerated Service

(config-preposition) ignore-hidden-dir3-825 Configuration Mode Commands

(config-preposition) max-cache3-826

(config-preposition) max-file-size 3-827 (config-ssl-accelerated) cipher-list3-865
(config-preposition) min-file-size 3-828 (config-ssl-accelerated) client-cert-verify3-866
(config-preposition) name 3-829 (config-ssl-accelerated)

. . . client-version-rollback-check 3-867
(config-preposition) recursive 3-831

(config-preposition) root 3-832 (config-ssl-accelerated) descriptiors-868

. o config-ssl-accelerated) inservices-869
(config-preposition) scan-type3-830, 3-833 ( 9 )

(config-preposition) schedule3-834 (config-ssl-accelerated) server-cert-keg-870

(config-preposition) server 3-836 (config-ssl-accelerated) server-cert-verifg-871
(config-ssl-accelerated) server-domaif-872
(config-ssl-accelerated) server-i8-873

Service Context Configuration Mode (config-ssl-accelerated) server-nama-874

Commands (config-ssl-accelerated) versiors-875

(config-scxt) appnav-controller-group3-935

(config-scxt) authentication 3-936 SSL Cipher List Configuration Mode
(config-scxt) description 3-937 Commands

(config-scxt) enable 3-938

(config-scxt) service-node-group3-940 (config-cipher-list) cipher 3-878

(config-scxt) service-policy 3-941

SSL Global Service Configuration
Mode Commands

Service Node Configuration Mode
Commands (config-ssl-global) cipher-list 3-883

(config-sn) authentication 3-927 (conffg—ssl—global) machlne—cert—kew-884
(config-sn) description 3-928 (config-ssl-global) version 3-885

(config-sn) enable 3-929

(config-sn) node-discovery 3-930 SSL Host Peering Service
(config-sn) shutdown 3-932 Configuration Mode Commands

(config-ssl-peering) cipher-list 3-889

(config-ssl-peering) peer-cert-verify3-890
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(config-ssl-peering) version 3-891 (config-wccp-service) redirect-method-910

SSL Management Service
Configuration Mode Commands

(config-ssl-mgmt) cipher-list 3-895
(config-ssl-mgmt) peer-cert-verify 3-896

(config-ssl-mgmt) version 3-897

Standard ACL Configuration Mode
Commands

(config-std-nacl) delete 3-794
(config-std-nacl) deny 3-795
(config-std-nacl) exit 3-797
(config-std-nacl) list 3-798
(config-std-nacl) move 3-799
(config-std-nacl) permit 3-800

Virtual Blade Configuration Mode
Commands

(config-vb) autostart 3-839
(config-vb) boot 3-840

(config-vb) cpu-list 3-842
(config-vb) description 3-844, 3-845
(config-vb) disk 3-848

(config-vb) interface 3-850
(config-vb) memory 3-851
(config-vb) vnc 3-852

WCCP Configuration Mode Commands

(config-wccp-service) assignment-method-901
(config-wccp-service) egress-metho3-903
(config-wccp-service) enable3-905
(config-wccp-service) exit 3-906
(config-wccp-service) failure-detection3-907
(config-wccp-service) password3-909
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