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Cisco Cloud Control

Cisco Cloud Control is the unified operations platform for AgenticOps. It brings every Cisco domain
into one consistent environment, enabling teams to proactively manage, govern, and operate across
the full IT estate from a single experience. The platform simplifies management by offering a single
operational interface that complements existing Cisco product controllers, reducing complexity and
improving efficiency for IT operations. It enables seamless cross-domain workflows and a consistent
user experience without replacing individual product dashboards.

By bringing together inventory, topology, actions, identity, and workflows, Cisco Cloud Control gives
operators the context and tools to understand their environment, investigate issues across domains,
and take action within one operating experience. Al Assistant provides a natural-language entry point
for asking questions, understanding the environment, and starting an investigation. When an issue
requires more context or a coordinated investigation, Al Canvas provides a shared operational
workspace where teams and Al agents work together to investigate and take action to resolve it.

o Cisco Cloud Control is Generally Available in the United States only. Support for
additional regions will be added in future milestones.

What Cisco Cloud Control offers

- One login: Move across connected Cisco products without signing in again or losing context.

- One inventory and topology: View sites, assets, health, and connections across connected Cisco
products in one place.

- One view for alerts: Review alerts that Cisco Cloud Control correlates across IT domains, along
with the recommended next steps. Review the available context, take an authorized action, or
continue the investigation in Al Canvas.

- One agentic workspace: Work with Al agents in a shared workspace to review evidence,
understand cause and impact, and investigate and resolve issues across IT domains.

- One assistant: Use Al Assistant (homepage or sidebar) for quick answers and tasks across
domains.

- Governed Al operations: Al agents operate within the permissions, policies, and boundaries your
organization defines, with centralized governance, auditability, and appropriate human oversight
built in.



Get started with Cisco Cloud Control

To get started with Cisco Cloud Control, complete the following tasks:
1. Complete prerequisites:
Complete the necessary readiness for the products to onboard Cisco Cloud Control.

2. Onboard to Cisco Cloud Control:

a. For each product you want to manage in Cisco Cloud Control, identify an admin who can sign
in to the product and accept the terms and conditions.

b. The admin authenticates with each product by signing in.
c. The admin links the product tenants and creates a tenant group.

After completing the onboarding, refer to Cisco Cloud Control Overview for an overview of the Cisco
Cloud Control Home page, platform services, and capabilities.


./cisco-cloud-control-overview.html

Prerequisites

Product-specific prerequisites are listed under each product. Complete the prerequisites for the
products you plan to onboard into Cisco Cloud Control.

o If a product is not listed in this section, no additional product-specific prerequisites
are required.

ThousandEyes

ThousandEyes provides digital experience monitoring and visibility across applications, networks, and
internet paths.

Ensure that the admin performing the onboarding has Organization Admin access to the required
ThousandEyes orgs or another role that includes the Edit security & authentication settings
permission.

Meraki

Meraki provides cloud-managed networking and centralized management for distributed network
infrastructure.

Additional configuration for IdP-initiated SAML login

If your organization uses IdP-initiated SAML login, where users start from an IdP-hosted dashboard
that includes a Meraki application tile, ensure your organization’s SAML login URL is configured in
Meraki.

1. Have an administrator sign in to Meraki and go to Organization > Settings > Authentication >
SSO Login URL.

2. Confirm that the SSO Login URL field is populated. If it is empty, contact your IdP admin to obtain
the " SSO Login URL" for Meraki. Enter the URL in the SSO Login URL field, then select Save.

For more information, refer to Provide your IdP’s SSO Login URL.

Meraki users with SAML SSO must verify their email

If you sign in to the Meraki dashboard using Security Assertion Markup Language (SAML) single sign-
on (SSO), complete the following email verification steps to enable access to Cisco Cloud Control
using your existing SAML authentication.

This procedure applies only to users who sign in to the Meraki Dashboard using
o SAML SSO. It doesn’t apply to users who sign in with a local Meraki username and

password.

1. Sign in to Meraki using your SAML login.


https://documentation.meraki.com/Platform_Management/Dashboard_Administration/Operate_and_Maintain/Managing_Dashboard_Access/SP-Initiated_SAML_SSO_Configuration_Guide#Provide_your_IdP’s_SSO_Login_URL

[ JoinCisco Cloud Control - Cisco's unified operations platform

Verify your email to access Cisco Cloud Control, the unified operations platform that brings every Cisco domain into one consistent IT
environment.

2. Select Verify email to confirm the email address you will use to access Cisco Cloud Control.

3. Enter the email address for the Cisco account you’ll use to sign in to Cisco Cloud Control.
Make sure you can receive email at this address, as a verification code will be sent to it.
The email address you verify should:

o Be your primary business email address.
o Be associated with your Cisco account and will be used to sign in to Cisco Cloud Control.

o Match the email address you use with other Cisco products you want to manage through
Cisco Cloud Control.

Your SAML login username may not be an email address. For example, some
organizations use an employee ID or username to authenticate with their

o Identity Provider (IdP). During the verification step, always enter your Cisco-
associated email address. For many organizations, this is also the email
address used to sign in to the IdP Portal page.

4. Complete email verification by entering the code sent to your email address.

Troubleshoot SAML email verification

If you encounter the userNameType must be accountName error during email
verification, both of these conditions might apply:

» Your SAML user record has been flagged by Cisco Cloud Control onboarding as
not yet verified or invalid.
» You are a local Meraki admin using an email address that Meraki has verified.
Meraki does not allow the same email address for both a local account and a SAML
account. Additionally, while Meraki does not require SAML users to have a valid

email address, Cisco Cloud Control does. The error occurs when the email address
matches one already associated with a verified local user.

o To resolve the error:

1. Delete your local user if it is no longer used. For more information, refer to Delete
a Meraki-hosted User.

2. If you need to keep the local user—for example, because you use it to generate
APl keys—edit its email address using plus addressing, also called
subaddressing. SAML users cannot create API keys. Plus addressing creates an
alias based on your existing email address.

Email address changes can take up to five minutes to sync.
To use a plus-addressing alias:

a. Log in to the Meraki Dashboard using your local user credentials.


https://documentation.meraki.com/Platform_Management/Dashboard_Administration/Design_and_Configure/Organizations_and_Networks/Organization_Users#Delete_a_Meraki-hosted_User
https://documentation.meraki.com/Platform_Management/Dashboard_Administration/Design_and_Configure/Organizations_and_Networks/Organization_Users#Delete_a_Meraki-hosted_User

b. Select My Profile.

c. Under Your email address, change the email address to use the alias. For
example, change name@company.com to name-+alias@company.com,
where alias is any text you choose.

For more information, refer to:

« Plus addressing in Exchange Online
« Plus addressing in Google Workspace

3. After resolving the email conflict, repeat the email verification process. If you
changed the local user’s email address, use the updated address in Step 3.

Catalyst Center
Catalyst Center provides centralized management and automation for campus and branch networks.

- Supported versions:
o 2.3.7.11
3.1.6 with GSMU 200 (General Availability)
3.2.3 with GSMU 100 (General Availability)
o 3.3.1 (Controlled Availability)
- User permissions: NETWORK-ADMIN-ROLE or SUPER-ADMIN-ROLE
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- User identity matching: The Catalyst Center username must match the user’s Cisco Cloud
Control email identity. For example, if the user signs in to Cisco Cloud Control as
user1@cisco.com, the Catalyst Center username must also be user1@cisco.com, rather than a
short username such as userl. This consistency allows the user to be correctly correlated
between Catalyst Center and Cisco Cloud Control.

o External authentication (TACACS+/RADIUS): Configure the AAA or identity infrastructure so
the user can authenticate to Catalyst Center with the same email address or UPN used in
Cisco Cloud Control.

o Local authentication: Create a Catalyst Center local user with the same Cisco Cloud Control
email address as the username.

« In Catalyst Center, go to Systems > Users & Roles > + Add User.

= In the Add User dialog, enter the full email address (for example, user1@cisco.com) in the
Username field.

- Firewall requirements: The firewall is configured to allow the following FQDNs and ports to
connect to Cisco Catalyst Cloud:

o Port 443

o FQDNSs:
« Ciscoconnectdna.com
« neoffers.cisco.com

= heoffers-de.cisco.com


https://learn.microsoft.com/en-us/exchange/recipients-in-exchange-online/plus-addressing-in-exchange-online
https://support.google.com/a/users/answer/9282734
mailto:user1@cisco.com
mailto:user1@cisco.com

« neoffers-sg.cisco.com
= Dnaservices.cisco.com
=« dashboard.meraki.com

=« Api.meraki.com

Intersight

Cisco Intersight provides centralized visibility, automation, and lifecycle management for Cisco
compute infrastructure across data centers and edge locations.

If you use SAML SSO to log into Intersight, follow these steps so you can access Cisco Cloud Control
through Intersight:

1. From the Intersight dashboard, select Settings > Authentication > Cisco ID.

2. Configure your IdP to enable SAML SSO user access.

For more information, refer to Configure Cisco Cloud Control User Access in Intersight.

Nexus Dashboard

Nexus Dashboard provides centralized management and operations for data center networks and
fabrics.
» Cisco Cloud Control supports Nexus Dashboard version 4.x.

- If you do not have an Intersight tenant and need one only to connect your Nexus Dashboard
assets, visit https://www.intersight.com and create a new account.

Nexus Hyperfabric

Nexus Hyperfabric provides cloud-managed data center networking for deploying and operating
Nexus-based fabrics.

To make Nexus Hyperfabric data available in Cisco Cloud Control, enable data sharing for the Nexus
Hyperfabric organization.

1. Log in to the Nexus Hyperfabric.

2. Choose Administration > Organization settings.

3. Enable data sharing.

Splunk Cloud

The Splunk integration with Cisco Cloud Control provides single sign-on, cross-launch between
platforms, access to Splunk data and skills in Al Canvas, and Splunk Al Assistant capabilities through
the Cisco Unified Al Assistant.

Before onboarding or connecting Splunk Cloud Platform to Cisco Cloud Control, confirm the
following:


https://intersight.com/help/saas/resources/configure_cisco_cloud_control_access_in_intersight
https://www.intersight.com

» Splunk Cloud Platform stack runs version 10.5 or later.

» Splunk Cloud stack is hosted on US Commercial AWS.
Future Support: GCP, Azure, FedRamp, Gov Cloud

- A Splunk user with the “sc_admin” role must:
a. Install the latest versions of the following apps:
i. Splunk MCP Server
i. Splunk Al Assistant
b. Assign the mcp_tool_execute capability to every role that requires Splunk access in Al
Canvas.
Navigate to Splunk Cloud Home > Settings > Roles > Capabilities to assign it.
« Splunk users must verify their email addresses to complete their migration to Cisco Unified
Identity.
a. Version 10.5: Contact your sales team to enable email verification.

b. Version 10.6 or later: Email verification is enabled by default when users log in.

- Identify any PCI, HIPAA, or other compliance requirements that may require
reviewing the applicable Cisco terms.

o » For Splunk customers in the AWS US East region, identify any regional data
requirements before connecting your Splunk environment to Cisco Cloud Control
in the US West region.

Catalyst SD-WAN Manager

Catalyst SD-WAN Manager provides centralized management and monitoring for Cisco SD-WAN
networks.

» Catalyst SD-WAN Manager integrates with Cisco Cloud Control through Security, formerly known
as Security Cloud Control.
- Deployment support:
o Supported: Catalyst SD-WAN Manager Cloud deployments
o Planned: Catalyst SD-WAN Manager Cloud-Pro deployments

- For information about supported Catalyst SD-WAN Manager releases, compatibility requirements,
and onboarding to Security, contact SD-WAN Manager-Cisco Cloud Control compatibility
support. The supported releases may change as compatibility requirements are updated.

- Organizations outside the United States are not available for selection in the tenant switcher. This
is intentional. Security filters non-US organizations to prevent their data from being processed by
US-based Cisco Cloud Control services.


mailto:sdwan-cloud-control-compatibility@cisco.com
mailto:sdwan-cloud-control-compatibility@cisco.com

Supported browsers

Cisco Cloud Control supports these browsers:

- Google Chrome
- Mozilla Firefox
- Apple Safari

- Microsoft Edge

o If you encounter issues when cross-launching Intersight, Meraki, or ThousandEyes
from Firefox, use a private window.



Onboard to Cisco Cloud Control

Onboarding associates the Cisco products you want to manage with Cisco Cloud Control. You sign in
using one of those products, link the tenants you want to include, and create a tenant group. A tenant
is an isolated set of data within an organization. Depending on the product, a tenant may be an
organization, account, network, stack, or another product-specific entity. A tenant group brings
together at least two product tenants so your team can manage them as a single logical environment
in Cisco Cloud Control.

Before you complete these steps, ensure that at least one common admin user with the same email
address is configured across all products. This user can log in to Cisco Cloud Control and complete
initial tenant linking and onboarding.

1. Enter your email address and select Continue.

Cisco Cloud Control

Unified management for your entire Cisco

estate—rolling out now.

Email

Enter an e

On subsequent logins, you can log into Cisco Cloud Control using a different product than the one
you selected initially:
i. In the Welcome back dialog box, select More options.
ii. Select a product, then select Sign in.
2. Associate your products with Cisco Cloud Control.

a. Select your product name.

Signin
Based on your email we were able to identify
multiple products associated with your account.

Sign in to one to get started.

Meraki Security Thousan...



b. Enter your password and then select Next.

Hmm .
cisco  Meraki

Enter your password

to continue to Meraki as

Password

Forgot password?

Need help signing in? [7

3. Review the terms and conditions for using Cisco Cloud Control, then select Accept.

Terms and Conditions

By clicking "Accept’, You agree that Your use of Cisco Cloud Control is
governed by Cisco’s General Terms, as well as any applicable Offer
Descriptions and Supplemental Terms. You also acknowledge that you
have received the Cisco Online Privacy Statement.

Cisco Cloud Control also allows you to integrate with and access other
Cisco Offers. By clicking “Accept”, You agree that Your integration and
use of other Cisco Offers through Cisco Cloud Control is governed by i)
Cisco’s General Terms; ii) any Offer Descriptions or Supplemental
Terms for those Cisco Offers; and iii) any restrictions or conditions that
would apply to your use of those Cisco Offers outside of Cisco Cloud
Control.

As an organization full tenant administrator, You accept these Terms

and Conditions on behalf of Yourself and Your organization, and Your
acceptance covers every user in your organization. No other users in
your organization will be presented with these Terms and Conditions.

4. You are prompted to link tenants. Select Continue.
++

Connect your Cisco products
for the best experience

Group tenants across products so that your team
can manage them as a single logical environment.
Once grouped, data is correlated across products
allowing you to see the full picture.

10



5. Create a tenant group to manage your data, users, and resources across multiple products in a
single logical environment. Cisco Cloud Control displays the tenants associated with the product
you used to sign in.

o A tenant group is not a user-level access setting. Every user with access to a
product tenant in the group can see that tenant.

Group tenants

Add tenants that belong together — by region, customer, site, or however your world
is organized.

Group name *

North America

Tenants

ct at le o tenants 0 uired for tenants no

I Meraki 3

1_North_America © signed-in
2_North_America_Two © signed-in

3_North_America_Three © Signed-in

Review and Consent
Single in wi nabled for all iated tenants. Administrators with full admin
automatically receive the Tenant Full Admin role for

| accept these changes and want to continue.

a. Enter a name for the tenant group you are creating.

b. Select Add tenants to specify the tenants you want to group. Select at least two tenants.

11



Add tenants

Q

Iw Meraki 3/3 selected Unselect all
1_North_America_One
2_North_America_Two

U4 3_North_America_Three

i Security  1/3 selected Unselect all
(® north_america
crs_secure_EU_PROD

clin_research_sec_prod

& ThousandEyes 1/1selected Unselect all

@ Noa_node

(}) Intersight = 0/1selected Unselect all
North_America_One

North_America_Two

Total 6 selected Cancel m

You can select multiple tenants for these products:

« Meraki
« Intersight
=« Nexus Hyperfabric
» Collaboration Control Hub
« Splunk Cloud
c. Click Add.

d. If you are adding a tenant from a product you are not currently logged into, select Sign in to
authenticate to that product.



Tenants

Select at least two tenants to proceed. Sign 1 IS required for tenants not signed In

6 results Collapse Add tenants

Iw Meraki 3

1_North_America © Signed-in

2_North_America_Two © Signed-in

3_North_America_Three © signed-in

Signin

Signin

e. Select the check box to accept the tenant settings.

When you accept the tenant settings, single sign-in is enabled for all
associated tenants. Administrators with full admin access to all associated
tenants automatically receive the Tenant Full Admin role for the group.

f. Select Next.

6. If you want to create another tenant group, select New tenant group. Otherwise, select Continue
to open Cisco Cloud Control’s Home page.

After onboarding, only users with admin privileges for a product (such as Meraki)

o can access the Tenants page in the Admin Console to configure a Cisco Cloud
Control tenant linked to that product.

13



Post-onboarding setup

The procedures in this section are required only for the products listed here.

Connect Catalyst Center

1. In Cisco Cloud Control, select B and click on Admin Console.
Select Integrations, then select Create Integration.
From the drop-down list, select Catalyst Center. Then select Connect.

Confirm that you meet the listed prerequisites, then select Connect again.

a M 0D

If you do not have a Meraki account associated with the email address you use to sign in to Cisco
Cloud Control, a wizard will guide you through creating a new Meraki account. Enter the required
username and password, then verify your account using the verification email from Meraki. After
verification, select Next to proceed with adding your Catalyst Center.

o After a new Meraki account is created, Catalyst Center takes approximately 5-10
minutes to become accessible from Cisco Cloud Control.

6. In the Add Catalyst Center wizard, enter this information about your Catalyst Center deployment:
o Display label
o IP address or FQDN

o Member ID. In Catalyst Center, select the help icon (?), go to About, and copy the Member ID.
Then select Add Catalyst Center.

7. Activate Catalyst Center’s integration with Cisco Cloud Control:

a. Navigate to Catalyst Center and select System > Settings > External Services > Cisco
Catalyst Cloud.

b. Register to Catalyst Cloud if not registered yet.

c. In Applications, select Activate on the Cisco Cloud Control and Meraki tile.

d. Confirm that Catalyst Center has been integrated with Cisco Cloud Control.
8. Return to the Cisco Cloud Control tab and select Refresh Page.

a. The screen will update, indicating that Catalyst Center is now connected to Cisco Cloud
Control.

b. Select Close.

c. In Integrations, confirm that the Catalyst Center integration you completed has a status of
Activated.

9. After approximately 5-10 minutes, in Cisco Cloud Control’s top navigation bar, select g to open
the Main menu and select Admin Console.

Select Tenants and confirm that the new Catalyst Center tenant appears under Meraki and has
been added to the correct tenant group.

14



Connect Splunk Cloud Platform

1. As the Splunk Cloud Platform administrator, or as a user with the sc_admin role, sign in to Splunk
Cloud Platform through the normal customer login path.

splunk>cloud

2. Confirm that all prerequisites, including email verification, have been completed.

3. During the onboarding session, the onboarding team approves your access. After approval, a
banner appears in Splunk Cloud Platform prompting you to set up Cisco Cloud Control. Select Set
up Cloud Control.

splunk> cloud profle . i

Tenant

ige products. Opel
Caontrol to conne:

ith Splunk). You are responsible for

Learn more

Welcome, Amy!

[ Bookmarks 25 Dashboard & Search history ® Recently viewed & Created by you 2 Shared with you

St h & R rti
I EapO > Mybookmarks (6) | Add bookmark

Cloud Monitoring Console
~ Shared with my organization (5) Add bookmark
&) 17 service Intelligence
Shared by me

Splunk Observability Cloud
Shared by other administrators

Enterprise Security

Data Manager ~ Splunk recommended (14)

Splunk Secure Gateway Common tasks Hide for users

@ Universal Forwarder Add data Search your data

AT Audit Trail

E@)| uUpgrade Readiness App

Connect Nexus Dashboard with Intersight

Connect a Nexus Dashboard instance to Cisco Cloud Control through Intersight to enable data
sharing.

If the Nexus Dashboard instance you want to add is already connected to Intersight,

o you do not need to complete this procedure. You only need to connect the
associated Intersight tenant to Cisco Cloud Control.

Before you begin, ensure that:

- At least one Intersight tenant is configured in Cisco Cloud Control.

» You have the necessary permissions to claim a target device.

15



Follow the steps to connect the Nexus Dashboard instance to Cisco Cloud Control through Intersight.
You can repeat these steps to add additional Nexus Dashboard instances to the same Intersight
tenant.

1. Log in to Nexus Dashboard directly, and select Admin > Nexus Dashboard management >

a &~ W N

16

el Nexus Dashboard Q 0@ ® | K amin v
" . X
£ Admin nnector Related content Refresh
ND-4-2
Nexus Dashboard management oller enables secure infrastructure management through Cisco Intersight. Learn about Configuring Device Connector.
~ System Status
" % Settings ) Refresh
ome) System Settings
Q Licensing ALLOW CONTROL
Device ID
Manage Integrations
Intersight v
Q 2 e
Analyze Claim Code
20 System Software ©
Admin Internet Intersight
Backup and Restore
History and Logs
Tech Support
Authentication and more
Users and Security ‘ortal was successful, but the device has not been claimed yet. To claim the device, open Cisco Intersight and either Open
tructions, or go to the Targets page and click ‘Claim a New Device' if you already have an account. Intersight

Certificate Management

Multi-tenancy

Copy the device ID and claim code listed for your instance.

In Cisco Cloud Control, launch Nexus Dashboard.

From the left navigation, select Clusters.

Select Add Cluster.

The wizard opens to guide you through connecting your Nexus Dashboard instance to Cisco
Cloud Control through Intersight.

. Select Continue.

Enter the device ID and claim code for your instance, and then select Continue.
By default, the Nexus Dashboard instance is claimed by the Cisco Cloud Control tenant that you
used to launch Nexus Dashboard.

Your instance now appears on the Nexus Dashboard’s Clusters page.



Preparing for Al Canvas

Complete the required steps for each product whose data you want to make available in Al Canvas.

Configure Nexus Dashboard access for Al Canvas
Follow these steps to configure Nexus Dashboard access for a Cisco Cloud Control user.

1. Select fff§ and choose Admin Console.

2. On the Users page, select Manage users, then select Manage Nexus dashboard access.

asco. Cloud Control 33 (@ Home N Meraki Intersight ~ ¥3) %, Inventory K +3 9 Assistant B Canvas

Admin Console Users

Users

Q' Search by name or email Products v Cloud Control role v 2249 results

Add user

. n User details will become available once a user signs in to Cloud Control.
v Domains Manage Nexus dashboard access

Identity Providers

Tenants

¢ Settings

Integrations

Audit Log

3. To change the settings for a user who already has access to Nexus Dashboard, select n >
Manage assignment. Then proceed to the role assignment step.

4. Select Assign.
5. In Assign user, complete these steps:
a. Select a Cisco Cloud Control user, then select Next.

b. Check the role that you want to assign to the user:

« Fabric Administrator: Has full fabric management privileges.
« Designer: Can modify configurations, but cannot deploy these changes to network fabrics.

« Approver: Can approve or deny submitted configuration changes when change control is
enabled.

« Observer: Has read-only access.
=« Support Engineer: Performs support tasks. Can also deploy or revert approved changes
under change control, but cannot modify configurations.
c. Indicate why you are assigning an access role to the user. Then select Next.

d. Confirm that the settings you entered are correct. Then select Save.
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