imir
CISCO.

Managing Backups in Cisco Vision Director

First Published: 2017-11-21

This module includes the following topics:
B Information About Backups, page 225
B How to Manage Backups, page 226

B How to Restore From Backup, page 231

Information About Backups

This section includes the following topics:
B Backup Environment, page 225
B What System Data is Backed Up, page 225

B When to Run a Backup, page 226

Backup Environment

While you can run a backup for a network environment where there is only a single Cisco Vision Director server, the
recommended environment that is described in this document is a redundant environment for either Platform 2 or Platform
3 servers or a virtualized environment. In a redundant environment, you are running Cisco Vision Director on a primary
server, with a secondary server connected to the same subnet where the backup data from the primary server is saved.

The backup process can be scheduled and also run manually. When a backup is completed, the CMS is automatically
restarted.

What System Data is Backed Up

There are several areas of Cisco Vision Director that need to be backed up. The backup process backs up the following
areas of the Cisco Vision Director server:

B Cisco Vision Director Content Management System (CMS)

m  Cisco Vision Director database

B Cisco Vision Director system configuration files

B Content Integration data

B Dynamic Menu Board data (including GAR files)

CAUTION: The Proof of Play raw data in the var/sv/pofp/rawdirectory is not backed up.

B Proof of play report data in the /var/sv/pofp/data directory

Cisco Systems, Inc.  www.cisco.com
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When to Run a Backup
You should run a manual backup whenever you perform any of the following tasks:
B Add/modifythe Channel Guide
B Content update (menu board , L-Wrapper) JPG, SWF, and so on
B Add/modifyzonesandgroups
®  Add /modify DMP and phone
B Add/modify Luxury Suite
B Update Management Dashboard registry
B Update Control Panel
CAUTION:
1. Stop any running script before starting a manual backup.
2. Do not start a game/event script during a backup.

3. Do not operate the Cisco Vision Control Panel / Management Dashboard until the backup is complete.

How to Manage Backups
This section includes the following topics:
B Prerequisites for Running Backups, page 226
B Best Practices for Managing Backups, page 226
B Scheduling a Regular Backup, page 227
B Starting a Backup Manually for Immediate Execution, page 227
m  \Verifying Backup Completion, page 228

B Modifying the Number of Backup Files to Retain, page 231

Prerequisites for Running Backups

Note: Configure the primary and secondary servers for backup operation as part of the initial server setup.
For more information about configuring the servers for backup, see Backing Up and Restoring Cisco Vision Dynamic
Signage Director Servers, page 63 in the Cisco Vision Director Server Administration Guide.

Before you can run backups, meet the following conditions:
B The backup account has been enabled on the secondary server

B The primary server has been set up for automatic backup and restore

Best Practices for Managing Backups
B Perform a manual system backup prior to starting the game script.
B Back up all components (highly recommended).

B Stop the active game/event script from the Management Dashboard before starting the manual backup.
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B In Cisco StadiumVision Director Release 4.1 and later releases, the backup task can run even while an event script
is running. As part of this change, the database is no longer optimized or repaired during the backup process—a new
TUI option is added to run database maintenance manually if needed.

B Do not operate the Cisco Vision Director Control Panel or Management Dashboard until the backup is complete.

Scheduling a Regular Backup
User Role: Administrator

After you have configured the servers to support the backup process, schedule backups using the Management
Dashboard in the Cisco Vision Director software.

Note: We recommend that you schedule backups while the Cisco Vision Director servers are not actively running scripts
or performing other event processing.

To configure a backup to run on a regular schedule:
1. From the Management Dashboard, go to Tools > Advanced > Scheduled Tasks.

2. Click Add Row and scroll to the new blank line.
3. Click in the Task Type column and type BackupTask (Figure 1 on page 227).
Note: Type the name of the task exactly as shown with upper and lowercase characters.

Figure 1 Scheduling a Regular Backup Task

Cien Yistun Dyt Sgnsge Thteoise Mansgensent Dasbibouand
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4. Click in the Task Time column and specify the time (in 24:00 format) when you want the backup to run.
5. Click in the Servers column and type config.

6. Click Apply.

Starting a Backup Manually for Immediate Execution
User Role: Administrator

If you want to start a backup immediately, run a backup process manually.

To start a backup manually for immediate execution:
1. From the Management Dashboard, go to Tools > Advanced > Run a Task

2. In the Tasks to Run box, select the BackupTask (Figure 2 on page 228).
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Figure 2 Running a Scheduled Backup Task Manually
Cistn Vinkan ynanbs Signige Dircetor Managrment Daalibsand

3. Click Apply.
The backup begins immediately. When completed, the CMS is automatically restarted.

IMPORTANT: The “success” message that appears means the backup task has started. It does NOT mean the backup
task has completed.

Verifying Backup Completion

User Role: Administrator
To verify backup completion, confirm that a backup file exists and that no errors appear in the log file.

Verifying That a Backup File Exists

IMPORTANT: Verifying the existence of a backup file only tells you tha a backup file was attempted but not necessarily
if there were any errors.

To verify that a backup file exists:

1. From the Management Dashboard, goto Tools > Advanced > Restore system data from backup
2. Verify that backup files with dates and times appear.

Finding Backup Errors in the Log File

IMPORTANT: Be aware that the messages “Starting backup” and “Backup completed” will always appear in the log,
regardless of success.

You can access log files in the following ways:
B TextUtility Interface (TUI)
B System State Report from the Cisco Vision Director main menu.

B By running grep -i backup sv_dev_debug.log (requires root access) .Figure 3 on page 230shows an example of log
output for a successful backup without errors.

To find backup errors in the log file:
1. Open the /opt/sv/servers/config/logs/sv_dev_debug.logfile.

2. In the sv_dev_debug.log file, find messages that include the string “com.cisco.sv.backup.”
These are the backup process messages.

3. Find the “Starting backup” message.
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4. After the “Starting backup” message (but before the “Backup completed” message), look for a
“com.cisco.sv.backup” message that also includes “ERROR” in the string.

If you find this error, the backup did not complete successfully.
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Figure 3  Successful Backup Log Output Example From Grep

R - e e e Sy, doy

TECE BT RN 8PP S S e B e e o, Doy Tl

WA AL T i [0 ] e par e et i | s e et B g S Rt e
DAL K i S (Bt b e B IT) i e by bt i b
Frics Tl WWI SR b e o e B B Bk R,

e o B H

H““m

FAES ] b AL [ e s b ST R T T A | e

B b [ Tl as

IS AL LT 8 TR g e el TR i o . i o | w8 g P T bt

LTV IR RIETN ] Prmadad | B i ssis = ks oy Rerisplisnd b & (LI .

T Y N AL = T ol ey ey e e Y A A

a0 ikl ALRE | prrimpierger Moy el [N pre e 1 pepuge Re g ilofmys  Spremy: D g

dmzie ] B Eaol ah ] | e P et S g gagE i - P e i == ¥

AL ELLE U el e bt (e e B e cnes e b bl Sy ki . R VI LR il
DT Y P LE AT s g Trrn el DB P s s 1 e R BB ey e v - ; i
AT L PN AT AR [T ri egTHith Raplrea w rretm TR} AL BN g CITENY

E-BL- B k- Hiyoigiupees: Plyepy il 00N pareny iy oo vy Pimerpiensiery ; eapeesrs-rpety

AR AL bl R | et et F o e Bl L i B

i A L | i b | PR B LN e i B il Wyl W e S Sl | A e
EITALED N [ e el WS (e b s B e ety B Fo e b e P

FAUR L 20 1 L e g [l 1 o gy s
R L R e il Ll -'“M - - e b e —
BEDHAL F kbt e ierager MeeyPesi MR reied 50w A baplatyitey Sas'miraey Aoy

BTV B LR e Rl LR S N o P TR S |—- il
T AL CE LS [l B e P s b1 AL e
—uwmm lﬁdd-ﬂ--l'l-.ﬂ,_ld—ll e
HETE Y FLLE R R wr Tl T [ o e B el B gy s o e s e
FAIN R DT ER P LR | wgiamage Vsl B e s n s Beeg b e apees e esag e s s pmeepd e cpmeer e ol bewar s e i B e’ w1 0] 1Ll |
i bl i o T

ARG RN LT e o g (e Pl O s b et B b ki e Lo i 12PN L
BT RE R e CEe el B e b e B il LT =ty

AT RN TE N [ b M| U Al B e b b - - T R e LT PP
TN - A e e Pl bpeysger Plosyafiig] S yupees iy o+ ey Prorepiosleyy - ey wiysty

A1 AL ik e Mot SR Ul H o e TR - R 1

AT AL 1R | B B i Wl W G ek R B T e e e I

AT RN g b T e ST pd s B e B e Bareon Se we ma ]

o Pl . r s iy Sing einiiigeellh L i

EFUs RL DR DL | i B il Bt W i
e T L T T T N T e e - b e B e

FETERTIRL I ST (B g g Ty Pl TRt o b g Mo ety Brstrrwr ke B
i A1 L RS B | i =i L hmn Gl el mew o e m— e
s A1 F b P R Ty Fuef Ll i

wrcwewh o wee S

EREEAL RN L [ et g [ #d| B crn con e e, 5 - R T T

FAMER LR T D (B bbb ey el TFR ey ey 1l b

Fafh R PR ] | saplasragee eygdieed | SR m m--——mmu L iy Bevpere

e di v 0 A e B e It Wb ] [VRIE iR (e e B B DA e B g SRR | e, |y Ty Bt et O P RS e e s, S e ey

mmww“mmmmm
- g vy P d B L - . e loat wd b gl LI 1 i SR

& < H AENI IR R

i WP P [Pl s e s b b G e o e e o et g
JE AR e [ O (Rl e e ads wades [ WU e e e, Plas e Rugies ap el Be e E e maoe

CETN e E

AN AL TEEE D] 0 R Bl bt b Tt 1 T i s i e B g o 1

s e LR WS AR

AR E] FL R R el i e b Sk @5 e e e Dl Baaap ey w1 e W PR ey d B P STE VAR S gy mstem e P e s e LR

T g ey e 0 g qu|M|u--;m|u—_m-u--- ey b W . b P AR T S g o e Py i ]

g, b ok o gt o, Pl 4 bR A S i s TR e s o L, s B e e P B P i ) AL | i
+ A P

ARG AP EE T D | Reaab kT P b Wbt ] OV ghFaage | s LESTTY wrn [* =¥

i -, 4 1, TN} 1 O 8 S Sy o I TETVESTTA ) WG im0 0 PP L O s i 115 P U T 0 i . i1
R gy o o gy 66 B el 011 S g e gy e 4441 s 0 ] | e gy w6 W i
- Pty bouiahe A | Y e e i

i i 4 5 T mgass W me B e bt g i
Hnumwunm B S e ek L L, A R s o WL T & L e PR LA R
A [T - TR e e B AR g A 4 L] ey [ERE
iy P AN gpms s e g b e L E I T ) - iy
o B b LR R i
At R A (et e R el D s Ry e L R L
F T R R W e e N e e LI E T I el T T ol T R [ ¥ F) )
O I e
P N I A el .
sl g R S BV TS0 Tl R 1k
FaEs B L L ST e i e e |y S0 e i e i e g e
P e . 14 LBl
LT il u ookl oy
e it iy B2 e AT el b
P B g L T R 1 UL iy WL P T L R T S

B A [TER 1Y A [Fersh | g remae @acdes | (B e ome s o g iangiis s Lo -
" ey T kT e B ey i P B i e e - Ti s i P e T e W ey ey T Bl ieas
i i e o L, b i A i L. i & Bl b L L bl . § - AL S o B b 1 R

i \Carve- 100 - KT T g (o Wy o i B g, e w1 e e e
[LERT Tt HE ¥ b 1, " by 0L P STTELITIAINGY ' v na i
i ol e e 5 i il it s ) He s rmE=

FF AP S A plr Skt SPRATY

230



Managing Backups in Cisco Vision Director

Information About Backups

Modifying the Number of Backup Files to Retain
User Role: Installer (Administrator)

To reduce the amount of disk storage required in your system, the default backup retention policy is to keep one backup
file. This retention policy can be modified to retain 2, 5, 7, or 10 backup files.

For more information, see the Backing Up and Restoring Cisco Vision Dynamic Signage Director Servers, page 63module
in the Ci Vision Di S \dmini on Guide.

How to Restore From Backup

Once the primary and secondary servers have been configured for automatic backup and restore, the Cisco Vision Director
software automatically copies backup files between the primary and secondary servers.

When the restore process starts, the MD5 checksum of the file is verified. If for some reason you need to manually copy
files between the servers, be sure that you copy both the.tar and.chksum files because the restore process automatically
uses both files to verify the MD5 signature.

Note: If you need to failover to the secondary server and do a restore, follow the procedures in the Configuring Failover
Between Redundant Cisco Vision Dynamic Signage Director Servers, page 75 in the Cisco Vision Director Server
Administration Guide.

This section includes the following topics:
B Starting a Restore Manually for Immediate Execution, page 231

B Restarting Cisco Vision Director Software After a Restore, page 232 (Required)

Starting a Restore Manually for Immediate Execution
User Role: Administrator

As with backups, you can schedule the restore process or run it manually. When the manual restore screen is displayed,
itlists backups from both the backup and restore directories, concatenated together. This allows you to run a manual
restore on either the primary or the secondary server.

CAUTION: You cannot run a restore while an event script is running. Also, if your venue was running an event script when
the backup took place, then those scripts will be running after the restore.

An automated restore always uses the most recent backup file in the restore directory.

To start a restore manually for immediate execution:
1. From the Management Dashboard, goto Tools > Advanced > Restore system data from backup

2. For Components, select All components except Scheduled tasks (Figure 4 on page 232).
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Figure 4 Running a Restore Task Manually
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3. (Optional) If you do not want to restore the latest backup (the default), then in the " System backup time" box, select
the date and time of the backup file that you want to restore instead.

4. Click Apply. The restore begins immediately.

Note: If you need to also restore the scheduled tasks, you can rerun the Restore system data from backup and for
Components, select Scheduled Tasks.

What to Do Next After Restoring

After the restore completes, be sure to restart the Cisco Vision Director software. For more information, see Restarting
Cisco Vision Director Software After a Restore, page 232,

Restarting Cisco Vision Director Software After a Restore

User Role: Installer (Administrator)

After you perform any restore on a Cisco Vision Director server, you must restart the Cisco Vision Director software to
resume normal operation of the services.

For more information about using the TUI, see the Cisco Vision Dynamic Signage Director Server Text Utility Interface,
page 89 module of the Cisco Vision Director Server Administration Guide.

To restart the Cisco Vision Director software:
1. Log into the TUL.

2. Go to Cisco Vision Server Administration > Restart Dynamic Signage Director software.
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