Configure RADIUS and TACACS+ for GUI and
CLI Authentication on 9800 Wireless LAN
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Introduction

This document describes how to configure a 9800 Wireless LAN Controllers (WLC) for RADIUS or
TACACS+ external authentication when accessing its Graphic User Interface (GUI) or Command
Line Interface (CLI).

Background Information

When an user is trying to access the CLI or the GUI of the WLC, it will be prompted to input a
username and password.

By default these credentials are compared against the local database of users, which is present on
device itself.

Alternatively the WLC can be instructed to compare the input credentials against a remote AAA
server: the WLC can either talk to the server using RADIUS or TACACS+.

Prerequisites

Requirements
Cisco recommends that you have knowledge of these topics:

- Catalyst Wireless 9800 configuration model
- AAA, RADIUS and TACACS+ concepts



Components Used

The information in this document is based on these software and hardware versions:

- C9800-CL v16.10
- ISE 2.2.0

Configurations

In this example we will configure two types of users on the AAA server (ISE), respectively
‘adminuser' and 'helpdeskuser".

The user 'adminuser is expected to be granted full access to the WLC, whereas the 'helpdeskuser’
is meant to only be granted monitor priviliges to the WLC, hence no configuration access.

First we will do the configurations on the WLC and on ISE for a RADIUS authentication, and later
we will do the same for TACACS+.

RADIUS WLC configuration

Step 1. Declare the RADIUS server
First of all we need to create the RADIUS server ISE on the WLC.

This can be done from the GUI WLC page https://<WLC-IP>/webui/#/aaa :

Authentication Authorization and Accounting

+ AAA Wizard
Dashboard

(";) Monitoring

, Configuration +Add

{ Administration

? Troubleshooting TACACS+

Name Address Auth Port - Acct Port
LDAP
paclolSE 10.48.71.90 812 1813

labISE 10.48.71.92 1812 1813

A popup window will open, where you can type the server name (it does not have to match the ISE
system name), its IP address, the shared secret, and the port being used for authentication and
accounting, along with other paramaters.

From CLI:

paolo-9800 (config) #radius server labISE
paolo-9800 (config-radius-server)# address ipv4 10.48.71.92 auth-port 1812 acct-port 1813
paolo-9800 (config-radius-server)# key Ciscol23

Step 2. Map the RADIUS server to a Server Group

In case you have multiple RADIUS servers that can be used for authentication, it is recomanded to
map all these servers to the same Server Group: the WLC will then takes care of load balancing



different authentications among the servers in the server group.

From the same GUI tab:

Q Search Menu [tems Authentication Authorization and Accounting

+ AAA Wizard
Dashboard

e b AAA Method List | Servers / Groups I AAA Advanced
@ Monitoring

Q\\\J Configuration

N

)O¢ Administration

e RADIUS

Troubleshooting TACACS+
Name v Server 1
LDAP
AbAservers paololSE
radGroup lablSE
1 10 w

In the popup, give a name to the group, and move the desired servers to the Assigned list.

From CLI:

paolo-9800 (config) #aaa group server radius radGroup
paolo-9800 (config-sg-radius)# server name labISE

Step 3.Create a AAA authentication login method pointing to the RADIUS server group

Always in the GUI page https://<WLC-IP>/webui/#/aaa , move to the AAA Method list tab, and
create the Authentication method:

rch Menu ltems Authentication Authorization and Accounting

+ AAA Wizard

AAA Method List Servers [ Groups AAA Advanced

Dashboard

72) Monitoring

=

@Qb Configuration aenenl
e
L - entication
Administration sLlalooil
s 2 Authorization Name v  Type ~  Group Type v Group1 v
Troubleshooting
tacAutheMethod login local tacGroup
Accounting
[radAutheMethod login local radGroup |
default dotlx local N/A
1 10 «

In the popup, give a name to the method, choose type as 'login’, and assign the group server
created in the previous step.

Note:

- iIf you select Group Type as 'local' the WLC will first check the if the user exists locally, and will



then fallback to the server group
CLlI:

paolo-9800 (config) #aaa authentication login radAutheMethod local group radGroup
- If you select Group Type as 'group’, and no fallback to local option checked, the WLC will just
check the user against the server group
CLI:

paolo-9800 (config) #aaa authentication login radAutheMethod group radGroup
- If you select Group Type as 'group’, and the fallback to local option is checked, the WLC will
check the user against the server group, and will query the local database only if the server is
not responding: if the server sends a reject, the user won't be authenticated, even though it
may exists on the local database
CLI:

paolo-9800 (config) #aaa authentication login radAutheMethod group radGroup local
In this example setup, wehave some users which are only created locally, and some users only on

the ISE server, hence we use the first option.

Step 4.Create a AAA authorization exec method pointing to the RADIUS server group

The user has to be also authorized in order to be granted access. From the same tab:

Q Search Menu Items Authentication Authorization and Accounting
+ AAA Wizard
Dashboard
- SR AAA Method List Servers [ Groups AAA Advanced
@ Monitoring
V), Configuration Gensral
~ Authenticati iy
P T : uthentication
J_\CJj Administration
o : Name v  Type ~  Group Type ~  Groupl
& Troubleshooting
i tacAuthzMethod exec local tacGroup
Accounting
radAuthzMethod exec local radGroup
default credential-download local N/A
1 10 »

Use the same order of local/group being used for the authentication method in the previous step,
and choose type as 'exec'.

From CLI:

paolo-9800 (config) #aaa authorization exec radAuthzMethod local group radGroup

Step 5. Assign the methods to the HTTP configurations and to the VTY lines used for Telnet/SSH
These steps cannot be done from GUI, hence they need to be done from CLI.

. For the GUI authentication:



paolo-9800 (config) #aaa authorization exec radAuthzMethod local group radGroup

. For Telnet/SSH authentication:

paolo-9800 (config) #aaa authorization exec radAuthzMethod local group radGroup

Note: when doing changes to the the HTTP configurations, it is best to restart the HTTP and
HTTPS services:

paolo-9800 (config) #aaa authorization exec radAuthzMethod local group radGroup

RADIUS ISE configuration

Step 1. Configure the WLC as network device for RADIUS:
Wity \dentity Services ENGIne Home  » Gontext Visibity > Operations » Polcy

» System  r |dentity Management | |~ Network Resources » Device Portal Management  pxGrid Services » Feed Service » Threat Centric NAC

= Network Devices | Network Device Groups ~ Network Device Profiles  External RADIUS Servers  RADIUS Server Sequences  NAC Managers  External MDM  » Localion Services
.1
[<]

Network devices Network Devices

Default Device
J Edit Lfl‘_ Duplicate | @atmport @ Export v @ Generate PAC )€ Delete v

Name a IP/Mask Profile Name Location Type Description
[0 paclo-9800-71 10.48.71.91/32 ik Cisco &8 All Locations All Device Types

Device Security Settings

In the new window, add the IP address, select RADIUS, and type the same shared secret used on
the WLC.

Step 2. Create an authorization result, to return the privilege

In order to do do configurations, ‘adminuser' needs to have a privilege level of 15, which will allow
to access the exec prompt shell.

The other user instead, 'helpdeskuser’ will not need exec prompt shell access, and it can be
assigned a privilege level lower than 15.

To do so, create an authorization profile result for ‘adminuser":

‘il Identity Services Engine Home  » ContextVisibiity — » Operations » Administration  » Work Centers

Authentication  Authorization  Profiling  Posture  Client Provisioning = |~ Policy Elements
Dictionaries  » Conditions
(<]

biAuthentication Standard Authorization Profiles
For Policy Export go to Administration > System > Backup & Restore > Policy Export Page

~ Authorization

/ Edit Gy Duplicate | I Delete

Authorization Profiles

[] Name Profile
Downloadable ACLs
[] 9800_admin_prv ke Cisco 653
» Profiling O 9800_helpdesk_priv ik Cisco 63

Especially, the profile for 'adminuser' has to look like:



Authorization Profiles > New Authorization Profile

Authorization Profile

* Mame | 2800_admin_priv |

Description | P

* Access Type ([ access_accept 1)

Metwork Device Profile il Clsco | v &

Service Template

Track Movement

Passive Identity Tracking ;

» Common Tasks

v Advanced Attributes Settings

(| cisco:cisco-av-pair L] = [shell:priv-Ivi=15 o

w Attributes Details

Access Type = ACCESS ACCEPT
dsco-av-pair = shell:priv-lvl=15

Create then a similar one for the 'helpdeskuser’, changing only the string 'shell:priv-lvi=15'
to 'shell:priv-Ilvi=X', and replace X with the desired privilege level.

In this example, we use 1.

Step 3.Create the users on ISE:

.l.:llli.éloh Identity Services Engine Home » Context Visibility » Operations » Policy Administration » Work Centers

» System |~ Identity Management | » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  } Threat Centric NAC

Groups  External Identity Sources  Identity Source Sequences b Settings

I
(<]

Network Access Users
Latest Manual Network Scan Results - _ .

4 Edit [)change Status =  oImport > Export v | € Delete = {5y Duplicate

Status Name a Description First Name Last Name
[ mEnabled ¢ adminuser
O Enabled 2 helpdeskuser

The credentials given to the users will be the ones that you will type in the WLC later when
authenticating.



Step 4.Authenticate the users:

In this scenario the default authentication policy rule of ISE preconfigured is already allowing
default network access, hence there is no need to change it:

il Identity Services Engine Home » Context Visibility » Operations » Administration » Work Centers

Authentication = Authorization  Profiling  Posture  Client Provisioning  » Policy Elements

Authentication Policy

Define the Authentication Policy by selecting the protocols that ISE should use to communicate with the network devices, and the identity sources that it should use for authentication.
For Policy Export go to Administration > System > Backup & Restore > Policy Export Page

Palicy Type O simple (® Rule-Based

I - | MAB :If  Wired_MAB OR
Wireless_ MABAllow Protoceols : Default Metwork Access  and
Default :use Internal Endpaints
i 2 Dot1X tIf Wired_802.1X OR
Wireless_802.1XAllow Protocols : Default Network Access  and
8 Default :use All_User_ID_Stores
| Default Rule (If no match) : Allow Protocols : Default Network Access and use : All_User_ID_Stores

Step 5.Authorize the users:

After the login attempt passes the authentication policy, it needs to be authorized, and ISE needs
to return the authorization profile created earlier (permit accept, along with the privilege level).

In this example, we filter the login attempt based on the device IP address (which is the WLC IP
address), and distinguish the privilege level to be granted based on the username.

Another valid approach would be to assign all the admin users to a certain group, and to grant
privilege level 15 only to the users belonging to such group.

‘b Identity Services Engine Home » Context Visibility » Operations » Administration » Work Centers

Authentication = |Authorization| Profiling  Posture  Client Provisioning  » Policy Elements

Authorization Policy

Define the Authorization Policy by configuring rules based on identity groups and/or other conditions. Drag and drop rules to change the order.
For Policy Export go to Administration > System > Backup & Restore > Policy Export Page

I First Matched Rule Applies v

» Exceptions (0)

Standard
Status Rule Name Conditions (identity groups and other conditions) Permissions
9800_adminuser Network Access:Device IP Address EQUALS 10.48.71.91 ANI :n - 9800_admin_prv

Radius:Service-Type EQUALS Outbound AND Network
Access:UserName EQUALS adminuser

9800_helpdeskuser I (Network Access:Device |P Address EQUALS 10.48.71.91 AND 9800_helpdesk_priv
Radius:Service-Type EQUALS Outbound A1ND Network
Access:UserName EQUALS helpdeskuser

Tacacs+ WLC configuration

Step 1. Declare the Tacacs+ server

First of all we need to create the Tacacs+ server ISE on the WLC.

This can be done from the GUI WLC page https://<WLC-IP>/webui/#/aaa :




Authentication Authorization and Accounting

+ AAA Wizard
AAA Method List AAA Advanced
+ Add
RADIUS
MName ~  Server Address ~  Port ~
LDAP
lablSE 10.48.71.92 49
1 10«

A popup window will open, where you can type the server name (it does not have to match the ISE system name), its IP address,
the shared key, and the port being used and the timeout.

From CLI:

paolo-9800 (config) #aaa authorization exec radAuthzMethod local group radGroup
Step 2.Map the Tacacs+ server to a Server Group

In case you have multiple Tacacs+ servers that can be used for authentication, it is recommended to map all these servers to the
same Server Group: the WLC will then takes care of load balancing different authentications among the servers in the server group.

From the same GUI tab:

Authentication Authorization and Accounting

+ AAA Wizard
AAA Method List | Servers / Groups AAA Advanced
+ Add

RADIUS
Servers
Name ~  Server 1 Server 2 Server 3
LDAF
tacGroup labISE MNiA NiA
1 10«

In the popup, give a name to the group, and move the desired servers to the Assigned list.
From CLI:

paolo-9800 (config) #aaa authorization exec radAuthzMethod local group radGroup
Step 3.Create a AAA authentication login method pointing to the Tacacs+ server group
Always in the GUI page https://<WLC-IP>/webui/#/aaa , move to the AAA Method list tab, and create the Authentication method:

Authentication Authorization and Accounting

+ AAA Wizard
AAA Method List Servers { Groups AAA Advanced
General
+ Add

Authorization Name ~  Type ~  Group Type ~  Groupl ~ Group2 ~  Growp3 ~  Groupd v
default login local N/A NiA N/A NIA

Accounting
localwebauth login local NfA NIA N/A NfA
tacAutheMethod login local tacGroup NIA N/A NIA
radAutheMethod login local radGroup NJA N/A NfA
default dot1x local radGroup NIA N/A MIA

1 10 » |t

In the popup, give a name to the method, choose type as 'login’', and assign the group server created in the previous step.
Note:
- if you select Group Type as 'local' the WLC will first check the if the user exists locally, and will then fallback to the

server group
CLI:



paolo-9800 (config) #aaa authorization exec radAuthzMethod local group radGroup
« If you select Group Type as 'group’, and no fallback to local option checked, the WLC will just check the user against

the server group
CLI:

paolo-9800 (config) #aaa authorization exec radAuthzMethod local group radGroup
« If you select Group Type as 'group’, and the fallback to local option is checked, the WLC will check the user against the
server group, and will query the local database only if the server is not responding: if the server sends a reject, the
user won't be authenticated, even though it may exists on the local database
CLI:

paolo-9800 (config) #aaa authorization exec radAuthzMethod local group radGroup

In this setup, some users are only created locally and some users only on the ISE server, hence we use the first option.
Step 4.Create a AAA authorization exec method pointing to the Tacacs+ server group

The user has to be also authorized in order to be granted access. From the same tab:

Authentication Authorization and Accounting

+ AAA Wizard

AAMA Method List Servers [ Groups AAA Advanced

General

- + Add
Authentication

Name v Type ~  Group Type ~  Groupl ~ Group? v Group3 v Groups
| tacAuthzMethod exec local tacGroup A iR NiA
Accounting
radAuthzMethod exec local radGroup N/A N/A NIA
default natwork local M/A N/A LY NfA
radAuthzNetworkMethod network group radGroup NiA NiA N/A
default credential-download local NJA N/A NIA NIA
1 10 »

Use the same order of local/group being used for the authentication method in the previous step, and choose type as 'exec'.
From CLI:

paolo-9800 (config) #aaa authorization exec radAuthzMethod local group radGroup
Step 5. Assign the methods to the HTTP configurations and to the VTY lines used for Telnet/SSH
These steps cannot be done from GUI, hence they need to be done from CLI.

» For the GUI authentication:

paolo-9800 (config) #aaa authorization exec radAuthzMethod local group radGroup

» For Telnet/SSH authentication:

paolo-9800 (config) #aaa authorization exec radAuthzMethod local group radGroup
Note: when doing changes to the the HTTP configurations, it is best to restart the HTTP and HTTPS services:

paolo-9800 (config) #aaa authorization exec radAuthzMethod local group radGroup
Tacacs+ ISE configuration

Step 1. Configure the WLC as network device for Tacacs+:
D Identity Services Engine

Home »+ Context Visibility + Operations » Policy ~ Administration » Work Centers
» System b Identity Management | - Network Resources| b Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC
~ Network Devices | Network Device Groups ~ Metwork Device Profiles  External RADIUS Servers  RADIUS Server Sequences  NAC Managers  External MDM  » Location Services

(u]
Network devices Network Devices

Default Device
dbadd  [FyDuplicate  @oimport @Export v @ GeneratePAC 3 Delete v

Name »  IP/Mask Profile Name Location Type Description
paolo-9800-71  10.48.71.91/32 ik Cisco & All Locations All Device Types

Device Security Settings



Note that in this example, the WLC is already added for RADIUS, hence click on edit, and scroll down to TACACS
Authentication Settings, and add the needed secret:

+ TACACS Authentication Settings

Shared Secret (TITTT T | | Show | | Retire | i

Enable Single Connect Mode [_]

= Legacy Cisco Device
TACACS Draft Compliance Single Connect Support

Note: in order to use ISE as TACACS+ server, you must have a Device Administration license package, and either a Base or a

Mobility license.
Also, once the licenses are installed, you must enable the Device Admin feature for the node. To do so, edit the node deployment

node under Administrator > Deployment, and check the box:

¢ [dentity Management  » Network Resources  » Device Portal Management  puGrid Services v Feed Service » Thieat Centric NAC
» Admin ACcess + Setlings

Daployrment]  Licensing » Certificates v Logging  » Maintenance  Upgrade  Backup & Restone

Deployment Nodes List > ccle-ise-p

Deploymant
e = Edit Node
L e General Settings Profiling Configuration
" v:':: Deploymant
== PAN Failover
Hostname ccle-lse-p

FQDN ccie-ise-p.wlaaan.com
IF Address 10.48.71.92
Mode Type Identity Services Engine (ISE)

| Administration Role STANDALONE IMake Primary |

+ Monitoring Role | PRIMARY = Other Manitoring Node
+ Policy Service

| Enable Session Services Inchude Node in Node Group | None

| Enable Profiling Service

[] Enable Threat Centric MAC Service

] Enable SXP Service Use Interface | GigabitEthernet 0 =

I [ Enable Device Admin Service (i I

[C] Enable Passive Identity Service (i

O] puGrid (i

Save Reset

Step 2. Create TACACS Profiles, to return the privilege
In order to do configurations, 'adminuser' needs to have a privilege level of 15, which will allow to access the exec prompt shell.

The other user instead, 'helpdeskuser' will not need exec prompt shell access, and it can be assigned a privilege level lower than

15.
To do so, create TACACS Profiles:



D Identity Services Engine

Home » Context Visibility

+ Operations

» Policy

+ Administration

~ Work Centers

» Network Access  » Guest Access  » TrustSec  » BYOD  » Profiler  » Posture || = Device Administration » PassivelD

» Overview  » ldentities  User Identity Groups  ExtId Sources  » Network Resources Device Admin Policy Sets  Reports  Settings
I
o

TACACS Profiles
» Conditions

0 Selected Rows/Page | & v 1 " Go | 6 Total Rows
» Network Conditions

2 Refresh Duplicate W Trash~ (& Edit Y Filter~ &k~

~ Results _

Name Type Description
Allowed Protocols ) Default Shell Profile Default Shell Profile
TACACS Command Sets == WLC ALL WLC WLC ALL
| TACACS Profiles | _

m WLC MONITOR wLC WLC MONITOR
] Deny All Shell Profile Shell Deny All Shell Profile
M) 10S_Helpdesk Shell
—  10S_Admin Shell
Configure an admin profile with privilege 15 as follows :
TACACS Profiles > 105_Admin
TACACS Profile
Name 105 _Admin
Description
Task Attribute View Raw View
Common Tasks
Common Task Type | Shell 5
Default Privilege ‘15 (v ‘ (Select 0 to 15)
—| Maximum Privilege ‘ () ‘ (Select 0 to 15)
| Access Control List | o |
) Auto Command [ (v }
| Mo Escape ‘ (v ‘ (Select true or false)
~ Timeout \ © J Minutes (0-9999)
Idle Time | o | Minutes (0-9999)

Custom Attributes

+ Add W Trash & Edit

Type Name

No data found.

Value

In the Helpdesk profile instead, the Default Privilege is set as 1.

Step 3. Create the users on ISE:

This is the same as on step 3 of the RADIUS ISE configuration

Step 4. Create a Device Admin Policy Set:



I e Home  » ContetVisibiity  » Operations  » Poicy  » Administration
» Network Access  » GuestAccess  » TrustSec  » BYOD  » Profiler  » Posture » PassivelD
v Overview  » ldentities  User Identity Groups  Extld Sources  » Network Resources  » Policy Elements | Device Admin Policy Sets| Reports  Seltings

Policy Sets Define the Policy Sets by configuring rules based on conditions. Drag and drop sets on the left hand side to change the order.
[ Search policy names & descriptions. 0 ] For Palicy Export go to Adminisiration > System > Backup & Restore > Policy Export Page
By [P | X | & Tals Name Descripiion Condiions
g 105-9800 Network Access:Device IP Address EQUALS 10.48.71.91
Summary of Policies L
A list of all your policies Regular () Proxy Sequence
D Global Exceptions + Proxy Server Sequence
Rules across entire deployment Proxy server sequance :
‘| E ros-9800
' + Authentication Policy
Default

Tacacs_Default
B  Default Rule (if no maich) Allow Protocols @ Default Device Admin and use ! All_User_ID_Stores

Save Order Reset Order

+ Authorization Policy

» Exceptions (0)

Standard
Status  Rule Name Conditions (identity groups and other conditions) Command Sets Shell Profiles
[ Admin-access Internallser:Name EQUALS adminuser Permit_all AN 10S_Admin |
i @ Helpdesk-access InternallUser:Name EQUALS helpdeskuser Permit_all AN 105_Helpdesk |
Tacacs_Default DenyAllCommands

The specific Policy Set "I0S-9800", in this example, filters requests with IP Address equal to the example 9800
IP.

As authentication policy, we leave the Default Rule, and have set up two Authorization rules:

- the first one is triggered when the username is 'adminuser’, it permits all commands (via the default
'Permit_all') rule, and it assigns privilege 15 (via 'lOS_Admin)

- the second one is triggered when the username is 'helpdeskuser’, it permits all commands (via the default
'Permit_all') rule, and it assigns privilege 15 (via 'lOS_Helpdesk)

Troubleshooting

In order to troubleshoot TACACS+ access to the WLC's GUI or CLI, issue the 'debug tacacs'
command, along with ‘term mon' and see the live output when a login attempt is made.

A successful login attempt of the ‘adminuser' user is shown below:
paolo-9800 (config) #aaa authorization exec radAuthzMethod local group radGroup
It can be seen that the Tacacs+ server returns the correct privilege 'AV priv-lvl=15'

When doing RADIUS authentication, instead, we will have a similar debug output, concerning
the RADIUS traffic.

'‘debug aaa authentication' and 'debug aaa authorization' will instead show which method list is
being selected by the WLC when the use tries to login.
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