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CHAPTER 1

Preface

This preface contains the following sections:

* Preface, on page 1

* Objective, on page 1

* Audience, on page 1

+ Conventions, on page 2

* Safety Warnings, on page 2

* Related Documentation, on page 7

* Obtaining Documentation and Submitting a Service Request, on page 7

Preface

This preface describes the objectives, audience, organization, and conventions of this guide and describes
related documents that have additional information.

)

Note The documentation set for this product strives to use bias-free language. For purposes of this documentation
set, bias-free is defined as language that does not imply discrimination based on age, disability, gender, racial
identity, ethnic identity, sexual orientation, socioeconomic status, and intersectionality. Exceptions may be
present in the documentation due to language that is hardcoded in the user interfaces of the product software,
language used based on RFP documentation, or language that is used by a referenced third-party product.

Objective

This guide provides an overview of and explains how to install and connect your Cisco Router.

Audience

This guide is intended for people who have a high level of technical ability, although they may not have
experience with Cisco software.
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Conventions

Preface |

This section describes the conventions used in this guide.

\)

Note

A

Means reader take note. Notes contain helpful suggestions or references to additional information and material.

Caution

Je

Tip

A

This symbol means reader be careful. In this situation, you might do something that could result in equipment
damage or loss of data.

Means the following information will help you solve a problem . The tip information might not be
troubleshooting or even an action, but could be useful information.

Warning

Means danger. You are in a situation that could cause bodily injury. Before you work on any equipment, be
aware of the hazards involved with electrical circuitry and be familiar with standard practices for preventing
accidents. Use the statement number provided at the end of each warning to locate its translation in the
translated safety warnings that accompanied this device.

Safety Warnings

Warning

Warning
Statement 1071—Warning Definition

IMPORTANT SAFETY INSTRUCTIONS

Before you work on any equipment, be aware of the hazards involved with electrical circuitry and be familiar w
for preventing accidents. Read the installation instructions before using, installing, or connecting the system to t
the statement number at the beginning of each warning statement to locate its translation in the translated safety
device.

SAVE THESE INSTRUCTIONS

AT

Waar schuwing

BELANGRIJKE VEILIGHEIDSINSTRUCTIES

Dit waarschuwingssymbool betekent gevaar. U verkeert in een situatie die lichamelijk letsel kan veroorzaken. V
apparatuur gaat werken, dient u zich bewust te zijn van de bij elektrische schakelingen betrokken risico's en dient
van de standaard praktijken om ongelukken te voorkomen. Gebruik het nummer van de verklaring onderaan de
een vertaling van de waarschuwing die bij het apparaat wordt geleverd, wilt raadplegen.

BEWAAR DEZE INSTRUCTIES
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Varoitus

TARKEITA TURVALLISUUSOHJEITA

Tama varoitusmerkki merkitsee vaaraa. Tilanne voi aiheuttaa ruumiillisia vammoja. Ennen kuin késittelet laittei
kisittelemiseen liittyvét riskit ja tutustu onnettomuuksien yleisiin ehkéisytapoihin. Turvallisuusvaroitusten k?
mukana toimitettujen kddnnettyjen turvallisuusvaroitusten joukosta varoitusten lopussa nékyvien lausuntonu

SAILYTA NAMA OHJEET

Attention

IMPORTANTES INFORMATIONS DE SECURITE

Ce symbole d'avertissement indique un danger. Vous vous trouvez dans une situation pouvant entrainer des bl
corporels. Avant de travailler sur un équipement, soyez conscient des dangers liés aux circuits électriques et
procédures couramment utilisées pour éviter les accidents. Pour prendre connaissance des traductions des av
les consignes de sécurité traduites qui accompagnent cet appareil, référez-vous au numéro de l'instruction sif
avertissement.

CONSERVEZ CES INFORMATIONS

Warnung

WICHTIGE SICHERHEITSHINWEISE

Dieses Warnsymbol bedeutet Gefahr. Sie befinden sich in einer Situation, die zu Verletzungen fiihren kann.
Arbeit mit Gerdten mit den Gefahren elektrischer Schaltungen und den iiblichen Verfahren zur Vorbeugung
Suchen Sie mit der am Ende jeder Warnung angegebenen Anweisungsnummer nach der jeweiligen Uberset:
Sicherheitshinweisen, die zusammen mit diesem Gerét ausgeliefert wurden.

BEWAHREN SIE DIESE HINWEISE GUT AUF.

Avvertenza

IMPORTANTI ISTRUZIONI SULLA SICUREZZA

Questo simbolo di avvertenza indica un pericolo. La situazione potrebbe causare infortuni alle persone. Prima
apparecchiatura, occorre essere al corrente dei pericoli relativi ai circuiti elettrici e conoscere le procedure st
di incidenti. Utilizzare il numero di istruzione presente alla fine di ciascuna avvertenza per individuare le tra
riportate in questo documento.

CONSERVARE QUESTE ISTRUZIONI

Advar sdl

VIKTIGE SIKKERHETSINSTRUKSJONER

Dette advarselssymbolet betyr fare. Du er i en situasjon som kan fore til skade pa person. Far du begynner a ar
ma du veere oppmerksom pa farene forbundet med elektriske kretser, og kjenne til standardprosedyrer for & 1
nummeret i slutten av hver advarsel for a finne oversettelsen i de oversatte sikkerhetsadvarslene som fulgte :

TA VARE PA DISSE INSTRUKSJONENE

Aviso

INSTRUCOES IMPORTANTES DE SEGURANCA

Este simbolo de aviso significa perigo. Vocé€ esta em uma situagio que podera ser causadora de lesdes corpo
utilizacdo de qualquer equipamento, tenha conhecimento dos perigos envolvidos no manuseio de circuitos e
com as praticas habituais de prevengdo de acidentes. Utilize o niimero da instru¢ao fornecido ao final de cad
tradug@o nos avisos de seguranga traduzidos que acompanham este dispositivo.

GUARDE ESTAS INSTRUCOES
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jAdvertencial

INSTRUCCIONES IMPORTANTES DE SEGURIDAD

Este simbolo de aviso indica peligro. Existe riesgo para su integridad fisica. Antes de manipular cualquier equipo
de la corriente eléctrica y familiaricese con los procedimientos estandar de prevencion de accidentes. Al final dc
encontrara el nimero que le ayudara a encontrar el texto traducido en el apartado de traducciones que acompaiic

GUARDE ESTAS INSTRUCCIONES

Varning!

VIKTIGA SAKERHETSANVISNINGAR

Denna varningssignal signalerar fara. Du befinner dig i en situation som kan leda till personskada. Innan du utft
utrustning maste du vara medveten om farorna med elkretsar och kénna till vanliga forfaranden for att forebygg
nummer som finns i slutet av varje varning for att hitta dess Overséttning i de 6versatta sikerhetsvarningar som
anordning.

SPARA DESSA ANVISNINGAR

Figyelem

FONTOS BIZTONSAGI ELOIRASOK

Ez a fi jel élyre utal. Sériilé élyt rejto van. Mielott
barmely berendezesen munkal vegezte legyen fi az a ord
okozta és i meg a -1 é

A kiadva szereplo fi é forditdsa a készii

figyelmeztetések kozott taldlhato; a forditds az egyes figyelmeztetések végén lithaté
szam alapjan keresheto meg.

ORIZZE MEG EZEKET AZ UTASITASOKAT!

Mpepynpexaexve

BAXHbIE UHCTPYKLIUM NO COB/MIOAEHMUIO TEXHUKU BE3ONACHOCTU

310t CMBON To ecTis MMeeT MecTo cuTyauus, 8
KoTopoii crepyeT . Mepea
KaKim Moxer npu
P uene#, n c TEXHMKN ans
cnyuaes. B it HOMepoM
B KOHLie Kaxaoro 4TOGbI HaWTH ero NepeBeAeHHbIA BapnaHT
B # no K AaHHOMY "

COXPAHUTE 3TU UHCTPYKLIUU

I}
If

FEMRLMIRA
WEEHSHRER. GELT A RZETEGENGTIERGES. mmm»ﬁamaﬂszm BRFSE

BN, SRR BN TR BRES PR
RENRSHEERNBELA.
RIS IR

i s %L LOEEIREE

=0
TIE] OERTT, ABFREFHT HLOOIEFENBREATVETS, EBORYBERE
75 LaE, BAEBOBRKIEISIRL, —ROGBHBLRIEEL T LS, EEOSEBMIL.
ATESEOBES £HIC, HEITHEO [Translated Safety Warings] 8L T < 201,
CABOTEEEERELTEVTILEEL,

x 0 52 08 N

'I"—l
0l F3 JNS= 9SS UEIHLID XN &M S48 l= HEs 80 UASLIO.
TUI0| R E +YcH| B0l 8| 29 DS ABE SNHD BEF I BAT S50 AD
E 2XNSEAL2, 2 302 XY A= JUB S 4 Ol 0| ZXizt #M KExlE=
HAE otd FUS0HA HE HARE RS,
ol WA MEE BBBANS,

Aviso INSTRUCOES IMPORTANTES DE SEGURANCA

Este simbolo de aviso significa perigo. Vocé se encontra em uma situagdo em que ha risco de lesdes corporais. A
qualquer equipamento, esteja ciente dos riscos que envolvem os circuitos elétricos e familiarize-se com as pratica
de acidentes. Use o nimero da declarag@o fornecido ao final de cada aviso para localizar sua tradugo nos avisos di
que acompanham o dispositivo.

GUARDE ESTAS INSTRUCOES
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Advarsel VIGTIGE SIKKERHEDSANVISNINGER

Dette advarselssymbol betyder fare. Du befinder dig i en situation med risiko for legemesbeskadigelse. For «
udstyr, skal du veere opmarksom pé de involverede risici, der er ved elektriske kredslab, og du skal satte di
til undgéelse af ulykker. Brug erkleringsnummeret efter hver advarsel for at finde oversettelsen i de oversattc
denne enhed.

GEM DISSE ANVISNINGER

J-‘M Falaalt Gl Shald st
- ealt gty (LB Sialeo¥ o5 ol A gl B (1S B e U g Wiy phaie gy 1 il o) ey
il sty o5 4 93 AW phimd) A Sl L Wl oL (55 A0S Slavkaall 3 a2 lali Tl
el 1 30 A0 R U ST Sk 513 A3 150 gk kel 5 51 G 3l Gl

Saly 1 o1 Bams B
i VAZNE SIGURNOSNE NAPOMENE
Upozorenje
Ovaj simbol upozorenja predstavija opasnost. Nalazite se u situaciji koja moZe prouzrogiti
tjelesne ozljede. Prije rada s bilo kojim morate vezane uz
elektriéne sklopove, te biti upoznaﬁ sa siandaldnlm naéinima izbjegavanja nesreca. U
im sigurnosnim uz uredaj, moZete prema broju koji se
nalazi uz pojedino upozorenje pronaéi i njegov prijevod.
SACUVAJTE OVE UPUTE
u pozornenl DULEZITE BEZPECNOSTNI POKYNY
Tento jici symbol Euj pedi. Jste v situaci, kterd by mohla zplsobit
nebezpedi tirazu, Pied praci na vybaveni si ji
s elektrickymi obvody a seznamte se se draziim.
Podle &isla na konci kaZdého upmnrném vyhledejte jeho prekl:ﬁ v prelozenych
ré Jsou k zaf|
USCHOVEJTETYTO POKYNY

IHMANTIKEZ OAHTIEZ AZPANEIAL

MpoeGomoing

P n AUTH T0 TIPOEIBOTIOINTIKG uupBoAD qunws. Klvéuvo BPIOKEQTE OF KATGOTADT TToU HTTopE| va
va éxeTe umdn oag ToUg
KivBOvoug TTou Uxell(owm us m NAEKTPIKG kum\mpum Ka va ExeTe efoikenwBel Pe Tig ouvriBeg
TIPAKTIKES YIa TNV amopuyr atuynudrwy. Xpnmum’vamul: Tov apiBué SfAwaong Trou TTapéxeTal aTo
TEAog kGBe TPoEISOToINaNS, Yia VA EVIOTTIOETE Tr uelﬂqpﬂcﬁ NG OTIg HETAQPATPEVEG
TIPOEIBOTIOINTEIS GUQAAEIRE TIOU GUVOBEUOUY T TUGKEUH,

OYAAZTE AYTEE TIZ OAHTIEE

n-‘n‘rN NRIYN NIN'O2 NI
TY DY TAYNY 197 .AYe? DMAY 776N 2¥na K¥m DNK 100 Ymon AT Mt n'o

D2IPnn 07NN DK 1DNYT1 DYINWN DY2AVNa NN ND20Y YTIn NN YW Inu'
DRINN NN INK? T NINTX 72 7@ NDI0D 79I0NN NXIAN 19001 WANWA NIIKD DY
JINNY NIZIENW NINNINAA NIN'WAN NNATR

NIX NN INY

0 BAXHU EE3BEJHOCHU HANATCTBAJA

pomena CiGoror sa peaypesyaabe 3Hauw onacHoCT. Ce Haofare B0 CHTYALIA ITQ MOKE A3
npeAasHKa Teneck noapeay. Mpea Aa paBaTHTe co onpemara, BURETe CBECHN 3a PUSUKOT WO
NIOCTOM Kaj EneKTpMIHMTE Kana 1 Tpeba Aa i nocTankv 3a crpedy wa
Hecpeisn criysan. Mekopuctere ro Bpojor Ha wajaeara WTo ce Haota Ha KpajoT Ha cexoe
NPeAYNPe/YBaFLe 3a Aa 0 HaJAITE HEroBUOT NEPIHO] BO NPEBEABHATE Be3BeaHOGHH
NPeAYpeNyBatha WTO Ce HCNOPaYaHy CO YPE/IOT.

Y¥BAJTE M OBME HATMATCTBIJA

ostrzezenie WAZNE INSTRUKCJE DOTYCZACE BEZPIECZENSTWA

Ten symbol oznacza Zachodzi sytuacja, ktéra moze
zenia ciata, Przed ieniem do prac przy nalezy
slez oraz ze
Srodkami zapobiegania wypadkom. Na koncu klbdlgn oltru!anla podano numer, na
podstawie kiérego mozna tego w do

NINIEJSZE INSTRUKCJE NALEZY ZACHOWAC

Upozornenie DOLEZITE BEZPECNOSTNE POKYNY

Tento varovny symbol sav
situécii s nebezpetenstvom urazu. Pred précou na akomkolvek vybaveni
si uved P iace s elektrickymi obvodmi a

5a 80 W p na pr tirazom.
Podla ¢&isla na konci upozornenia jeho preklad v
preloZenych bezpe&nostnych upozorneniach, ktoré s priloZené k
zariadeniu,

USCHOVAJTE SITENTO NAVOD

0 Z'I:H'ﬂ Ta naprava mora biti Nikoli ne jitve oz. naprave, ki nl
Pﬂ a primerna azemljena. V primeru, da niste sigurni, ali imate primerno ozemljitev, nemudoma
pokligite servis ali

EELS T

#ISZI: RS HRA AR, RRURESRAREE. EAEEET, SR ORRERAR, ISRl RE
_I;i:g:;kgifﬂﬂﬁﬁliﬂﬁaﬂmﬁﬁ% EF RN R ST D AERE.

e el
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Warning

A

Statement 1094—Read Wall-Mounting Instructions Before Installation

Read the wall-mounting instructions carefully before beginning installation. Failure to use the correct hardware
or to follow the correct procedures could result in a hazardous situation to people and damage to the system.

Warning

A

Statement 1008—Class 1 Laser Product

This product is a Class 1 laser product.

Warning

A

Statement 1024—Ground Conductor

This equipment must be grounded. To reduce the risk of electric shock, never defeat the ground conductor or
operate the equipment in the absence of a suitably installed ground conductor. Contact the appropriate electrical
inspection authority or an electrician if you are uncertain that suitable grounding is available.

Warning

A

Statement 1033—Safety Extra-Low Voltage (SELV)—IEC 60950/ES1-1EC 62368 DC Power Supply

To reduce the risk of electric shock, connect the unit only to a DC power source that complies with the SELV
requirements in the IEC 60950-based safety standards or the ES1 requirements in the IEC 62368-based safety
standards.

Warning

A

Statement 1046—Installing or Replacing the Unit

To reduce risk of electric shock, when installing or replacing the unit, the ground connection must always be
made first and disconnected last.

If your unit has modules, secure them with the provided screws.

Warning

A

Statement 1073—No User-Serviceable Parts

There are no serviceable parts inside. To avoid risk of electric shock, do not open.

Warning

Statement 1074—Comply with Local and National Electrical Codes

To reduce risk of electric shock or fire, installation of the equipment must comply with local and national
electrical codes.
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A

Warning  Statement 9001—Product Disposal

Ultimate disposal of this product should be handled according to all national laws and regulations.

A

Warning Statement 1079—Hot Surface

This icon is a hot surface warning. To avoid personal injury, do not touch without proper protection.

A

Warning Intended for installation in a restricted access location.

Related Documentation

All of the IR1101 documentation can be found online here:

* Product support page: https://www.cisco.com/c/en/us/support/routers/
1101-industrial-integrated-services-router/model.html

* Datasheet: https://www.cisco.com/c/en/us/products/collateral/routers/
1101-industrial-integrated-services-router/datasheet-c78-741709.html

* Regulatory Compliance and Safety Information: https://www.cisco.com/c/dam/en/us/td/docs/IIOT/
compliance/routers/rcsi-0502-book.pdf

» Statement of Volatility: https://trustportal.cisco.com/c/r/ctp/trust-portal.html?search _keyword=1101#/
19339541724455836

Obtaining Documentation and Submitting a Service Request

For information on obtaining documentation, submitting a service request, and gathering additional information,
see the monthly What’s New in Cisco Product Documentation , which also lists all new and revised Cisco
technical documentation, at:

http://www.cisco.com/en/US/docs/general/whatsnew/whatsnew.html

Subscribe to the What’s New in Cisco Product Documentation as a Really Simple Syndication (RSS) feed
and set content to be delivered directly to your desktop using a reader application. The RSS feeds are a free
service and Cisco currently supports RSS Version 2.0.
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CHAPTER 2

Product Overview

This section contains the following:

* Product Overview, on page 9

* General Description, on page 9

» SKU Information, on page 10

* Cisco IR1101 Series Platform Features, on page 11

* Front Panel Icons and LEDs, on page 21

* Supported Cisco Antennas and Antenna Accessories, on page 23
* Modem Support, on page 23

» Power Supply, on page 26

* RJ45 Ports, on page 27

Product Overview

This chapter provides an overview of the features available for the Cisco Catalyst IR1101 Rugged Series
Router and its Expansion Module. It contains the following sections:

\}

Note Prior to installing this device read the Regulatory Compliance and Safety Information .

General Description

The Cisco IR1101 Industrial Integrated Services Router is a next generation modular industrial router which
has a base module with additional Pluggable Modules that can be added. The Pluggable Module provides the
flexibility of adding different interfaces to the IR1101 platform, for example, a cellular module.

Details on the Pluggable Modules can be found in the chapter Pluggable Modules, on page 51.

The IR1101 also has Expansion Modules that adds key capabilities such as dual LTE Pluggables, mSATA
SSD FRU, SFP, additional L2 ethernet interfaces, additional RJ45 serial ports, and Digital GPIO connections.
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Figure 1: The Cisco Catalyst IR1101 Rugged Series Router

IRM-1100-5PM1 .~
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SKU Information

The following table lists the different SKUs available for the Cisco IR 1101.

Table 1: Supported SKUs for Cisco IR1101

SKUID Description

IR1101-K9 IR1101 Base Unit

IRM-1100-4S81 Expansion Module with 4x GE SFP, and 1 Digital I/O Connector.

IRM-1100-SPMI Expansion Module with 1 GE SFP, 1 Pluggable Module, 1 Digital /O Connector, and 1 mSATA SSD
Slot.

IRM-1100-SP Expansion Module with 1 GE SFP and1 Pluggable Module.

IRM-1100-4A2T Expansion Module with an additional four asynchronous serial ports and two Ethernet interfaces.

IR1100-SSD-100G 100 GB mSATA SSD

PWR-IE50W-AC Optional AC power adapter with 110/220V AC and 88-300V DC input (Temperature: -40C to 60C)

IR1101-DINRAIL(=) |Din rail kit and mounting screws for horizontal and vertical mounting
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SKU ID Description

IRM-1100-DINRAIL | Din rail kit for the Expansion Module

IR1101-WALLMNT(=) | Wall mount kit

Cisco IR1101 Series Platform Features

This section describes the different components of the router.

Cisco IR1101 Base Router

The following lists the hardware platform features for the Cisco IR1101.
 External Power Entry

* Nominal: 12 to 48VDC

* Absolute min/max: 9.6 to 60VDC
* Typical current: 0.82A to 0.22A

* Maximum current: 0.91A to 0.28A

* 4-pin 3.8 mm EURO power connector

* External Reset/Recovery Push Button

* Gigabit Ethernet Combo RJ45+SFP connector.

* RJ45 connector will support IEEE802.3 Ethernet over copper wiring standards of 10Base-T,
100Base-TX, and 1000Base-T

* SFP port will support 1000Base-X or 100Base-FX Fiber Ethernet standard SFP

* LAN Ports
* 4x RJ45 10/100 Fast Ethernet

* Serial Port
* 1 x RJ45 RS232 Port (DTE)

» USB Ports
» 1x USB 2.0 Type A Host Port

* 1x USB 2.0 mini USB Type B console port

» Compliance

¢ Class A EMC or better

* [P30 compliant when vertical and ports downward
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. Cisco IR1101 Base Router

* Industrial temperature [-40°C to +60°C, 13.8Kft (operating), 15Kft (non-operating)]
* One alarm input

The following graphic shows the IR1101 base router.
Figure 2: Cisco Catalyst IR1101 Rugged Series Router
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The following graphics show the IR1101 Base Module Front.

Figure 3: Cisco Catalyst IR1101 Rugged Series Router with USB covers in place
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Cisco IR1101 Base Router .

Item Details
1 USB 2.0 Port Cover
2 Mini-USB Console Cover

The following graphic shows the front panel details of the Cisco IR1101.

Figure 4: Cisco IR1101 Front Panel
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Table 2:

1 SFP GE WAN

2 USB 2.0

3 RJ45 GE WAN

4 Serial Port

5 FE LAN Ports 1-4

6 Grounding Point (on side of device)
7 DC Power and Alarm Input

8 Mini-USB Console

9 Reset Button
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. Cisco IRM-1100-4S8I Expansion Module

10 Pluggable Module

Cisco IRM-1100-4S8I Expansion Module

The IRM-1100-4S8I expansion module supports 4x 1G SFP ports and 8x GPIO dry/wet contact ports.

)

Note The Cisco IRM-1100-4S8I module is not a hot swapable module.

\}

Note For more information, see IRM-1100-4S8I Expansion Module Installation, on page 109 section.

The following illustration shows the IR-1100-4S81 Expansion Module.
Figure 5: IRM-1100-4S8I Expansion Module

1 8 GPIO and 2 common Return (Digital I/O)

2 4x SFP Connector

The hardware platform features for the Cisco IR-1100-4S8I:
* 4x 1GE L2/L3 SFP ports

+ 8x Digital I/O connector

IR-1100-4S81 Expansion Module LEDs

There are 12 LEDs in the Expansion Module. Eight LEDs show the status of digital I/O. Four LEDs shows
the SFP port status. The LED behavior is shown in the following table.

Table 3: IR1100-4S8I Expansion Module LEDs

LED Color Definition

SFP Off No Link

Solid Yellow | Port link, no activity

Blinking Link active with
Yellow activity

Digital I/0 as Input | Off Inactive
Yellow Active

Cisco IRM-1100-SPMI Expansion Module

The following graphic shows the IR-1100-SPMI Expansion Module.
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Figure 6: IRM-1100-SPMI Expansion Module
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The following lists the hardware platform features for the Cisco IR-1100-SPMI:
* 1 GE SFP

¢ | Pluggable slot
« 1 Digital I/O connector
* 1 mSATA SSD slot

Cisco Catalyst IR1101 Rugged Series Router Hardware Installation Guide .



Product Overview |

. Digital I/0 Connector

Figure 7: IRM-1100-SPMI Expansion Module Details
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1 4 GPIO + 1 Return (Digital I/O)
2 SFP Connector

3 Pluggable Module

4 mSATA SSD Slot

5 Digital I/O LEDs

Digital /0 Connector

The Digital I/O connector has 4 GPIO connections plus 1 Return connection. The Digital I/O supports Both
Dry and Wet contacts up to 60Volts.

* Dry contact is isolated from a voltage source (or “No Volt”), with an embedded relay function (NPN
transistor), usually used to indicate an event. For example: open/close, alarm.

» Wet contact is a contact with external power (+3.3V to +60V, max 150mA of current allowed at high
voltage) applied, usually used to energize something. For example: solenoid, light.

The following graphic shows the connector.
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Digital /0 Connector .

Note Digital I/O is only supported on IOS-XE version 16.12.1 and above.

)

Note The default state of the Digital I/O is input, the open-collector is open (off).

Figure 8: Digital I/0 connector
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The pinouts for the Digital 1/O are described in the following table.

Table 4: Digital I/0 Pinouts

Pin # Name Direction Description
1 DIO1 /0 Digital 10 1
2 DIO2 /0 Digital 10 2
3 DIO3 /0 Digital 10 3
4 DIO4 /0 Digital 10 4
5 Return Return Digital IO Common Return

Digital Input and Output Specifications are described in the following tables.

Digital Input Specification is considered “dry contact”, and Digital Output Specification is considered “wet
contact”.

Table 5: Digital Input Specification

Specification Minimum | Maximum | Unit

Input Voltage High | 2.2 60 Volts

Input Voltage Low | — 1.2 Volts

Input Current — 0.68mA [uA
Notel
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Note Current is flowing out of the terminal although it is an input, i.e. sourcing. The current is flowing in the terminal

for the output, i.e. sinking.

Table 6: Digital Output Specification

Specification Minimum Maximum Unit Notes

Output Voltage High 2.5 Volts No external voltage applied.

Output Voltage Low — 0.4 Volts No external voltage applied.

Internal Pull-up Resistance 33K-1% 33K-1% Ohms —

Internal Pull-up Voltage — 3 Volts —

External Pull-up Voltage 33 60 Volts External resistance required to limit
current to 200mA.

Sink Current — 200 mA —

Common features of the Digital 1/O are:

* Withstands up to 60V applied at the terminal.

* Reverse voltage protected and causes no damage to the equipment.

+ Digital input and output can coexist on different channel.

* LED Indicator: provision-able, On: Active, Off: Non-active.

* Electrical isolation: 2000 VDC.

* 4kV Surge protected (IEC 61000-4-5).

IR-1100-SPMI Expansion Module LEDs

There are 6 LEDs in the Expansion Module. Four LEDs show the status of digital input and output. One LED
shows the SFP port status and one LED shows the mSATA status. The LED behavior is shown in the following

table.

Table 7: Expansion Module LEDs

LED Definition

Digital I/O as Input | Off - Inactive

Solid Yellow- Active

Digital I/O as Output | Off - Inactive

Solid Yellow- Active
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LED Definition

SFP Off - No Link
Solid Yellow - Port link with no activity
Flashing Yellow - Port link healthy with activity

mSATA Off - Not powered on or no activity
Flashing Green - mSATA being accessed

Cisco IR-1100-SP Expansion Module

The IR-1100-SP Expansion Module is the same as the IR-1100-SPMI module, without the Digital I/O and
mSATA components.

The following lists the hardware platform features for the Cisco IR-1100-SP:
* 1 GE SFP (see the supported list of SFP’s here: SFP Module, page 26 )

* 1 Pluggable slot

Cisco IRM-1100-4A2T Expansion Module

The IRM-1100-4A2T is an expansion module that can be attached to the IR1101. It offers an additional four
asynchronous serial ports and two Ethernet interfaces to the IR1101. The following graphic shows the
IRM-1100-4A2T.

IRM-1100-4A2T

The IRM-1100-4A2T Ethernet interfaces are Layer 2 RJ45 10/100/1000 Mbps ports.
The IRM-1100-4A2T serial ports are RJ45 combo ports (RS232/RS485/RS422).

The IR1101 has two sides that expansion modules mount to. The top is called the Expansion side, and the
bottom is called the Compute side. If the additional module is connected to the top, then it is referenced as
the Expansion Module (EM) side. If the additional module is connected on the bottom, then it is referenced
as the Compute Module (CM) side. Functionality differs depending on which side the expansion module is
attached to, and how many and type of expansion modules are in use.

\}

Note For more information, see the IRM-1100-4A2T Expansion Module Installation, on page 91 section.

The IRM-1100-4A2T can be managed from the following tools:
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* Cisco DNA Center
* WebUI

Router Switch Path

The switch path that is detected on the platform, is based on the type of additional module connected on the
Expansion module (EM) side. Refer to the following table:

Additional Module Switch Path
No Module Connected IR1101-ES-5
IRM-1100-SPMI IR1101-ES-6S
IRM-IR1100-4A2T IR1101-ES-7G

\)

Note When an IRM-IR1100-4A2T is connected on both sides of the IR1101-K9, there is a maximum of nine Async
interfaces which can be enumerated. The switch path for the IR1101-K9 will be IR1101-ES-7G.

Serial Port Pinouts and Characteristics

The serial ports are intended as a DCE port, capable of both RS232 and RS485. RS485 can support full or
half duplex.

The RJ45 pinouts are shown in the following figure and table:

Figure 9: Pinouts

Male Female

RJ45 i

o
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o
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Table 8: Serial Port Characteristics
RS232 RS485 Full Duplex RS485 Half Duplex
Pin# |Signal Description Abbr. SO0 (DTE) $1(DCE) Signal DIR Signal Direction
1 DCE ready. DSR/RI Input Output TX- Output TX/RX+ |<->
Used as DSR in Cisco
10S.
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RS232 RS485 Full Duplex RS485 Half Duplex

Pin# | Signal Description Abbr. S0 (DTE) S$1(DCE) |Signal DIR Signal Direction

2 Received Line Signal | DCD Input Output TX+ Output TX/RX- | <>
Detector

3 DTE Ready DTR Output Input RX- Input — —

4 Signal Ground COM — — COM — COM —

5 Received Data RxD Input Output — — — —

6 Transmitted Data TxD Output Input RX+ Input — —

7 Clear To Send CTS Input Output — — — —

8 Request To Send RTS Output Input — — — —

Front Panel Icons and LEDs

The IR1100 Series uses icons to show the different features of the device. The following two tables provide

details.
Table 9: Icons with LEDs
Icon Description/Activity Icon Description/Activity
System - Power and System Status. Alarm - Alarm Input Status
Off — No power Off — Normal operation
Green Steady on — Normal operation Red - Alarm State on the Alarm Input

Green Flashing — Boot up phase or in ROM Monitor
mode

Amber Steady on — Power is OK but possible internal
failure

VPN
Off — No VPN tunnel

Red, Green, and Blue User Configurable
LED

Steady Green — At least one VPN tunnel is up

igabit Ethernet Port RJ45 Fast Ethernet Ports -Link Status 0:1
1 G !‘,‘ Gigabi ernet Combo Po 100 M 1!' J45 Fas ernet Ports -Link Status 0
W7 |Off — No Link Off — No link
Solid Green — Copper Link up, no activity Steady Green — Link is up
Flashing Green — Copper Link up, with activity Flashing — Transmitting and Receiving
data

Solid Amber — SFP Link up, no activity
Flashing Amber — SFP Link up, with activity
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Icon Description/Activity Icon Description/Activity

Digital 1/0
Off - InactiveSolid Yellow- Active

mSATA Storage

Off - Not powered on or no activityFlashing Green -
mSATA being accessed

Table 10: Icons only

Description Description

USB 2.0 Console Mini-B Connector USB 2.0 Type A Port for Storage and Networking

Grounding point (located on side of device) Reset Button

DC Power Input (12V to 48V) DC Power Return

Alarm Return Alarm IN

Serial Ports Warning

Expansion Module (Top or Left side) Expansion Module (Bottom or Right side)

LT |

= : =) A g

The Cisco IR1101 uses flash memory and main memory. The flash memory contains the Cisco OS software
image and the boot flash contains the ROMMON boot code. The memory includes:

* 4 GB DRAM (soldered down)
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* 4 GB onboard flash memory

Reset Button

The Reset button resets the router configuration to the default configuration set by the factory. To restore the
router configuration to the default configuration set by the factory, use a standard size #1 paper clip with wire
gauge 0.033 inch or smaller and simultaneously press the reset button while applying power to the router.

Supported Cisco Antennas and Antenna Accessories

The IR1101 must have a Pluggable Module with antenna ports installed in order to connect antennas. The
base unit does not have any wireless capabilities on its own.

The Antenna Selection and Installation, on page 125 chapter lists the supported Antennas and Accessories for
the Cisco IR1101 with a wireless Pluggable Module. For detailed information about Cisco Antennas for the
Industrial Routers, please refer to the following guide:

Cisco Industrial Routers and Industrial Wireless Access Points Antenna Guide

Modem Support

The Cisco IR1101 wireless Pluggable Module uses the Sierra Wireless series modems. The software download
page can be found here:

https://software.cisco.com/download/navigator.html?mdfid=286288566 & flowid=76082

The following tables provide the technology details for the modems.

Table 11: Modem Technology Supported

SKUID Modem Used Description Technology Supported

P-LTE-VZ WP7601-G U.S. (Verizon) Single LTE CAT4: B4, B13
Micro SIM

P-LTE-US WP7603-G North America (AT&T) |LTE CAT4:B2,B4,B5,B12

Dual Micro SIM 3G UMTS DC-HSPA+, HSPA+, HSPA,

WCDMA: B2,B4, B5

P-LTE-JN WP7605-G Japan LTE CAT4: B1, B3, B§, B11, B18, B19,
B21

3G UMTS HSPA+

P-LTE-GB WP7607-G Europe Dual Micro SIM | LTE CAT4: B1,B3, B7, B§, B20, B28

3G UMTS DC-HSPA+, HSPA+, HSPA,
WCDMA

GPRS/EDGE: 900/1800
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SKU ID

Modem Used

Description

Technology Supported

P-LTE-IN

WP7608-G

India and China

LTE CAT4: B1, B3, B5, B§, B40, B41*
3G UMTS DC-HSPA+

* B41 supported frequency range:
(2535-2655 MHz)

P-LTE-MNA

WP7610-G

North America

LTE CAT4: B2, B4, BS, B12, B13, B14,
B17, B66

3G UMTS DC-HSPA+, HSPA+, HSPA,
WCDMA

P-LTEA-LA

EM7430

APAC

Multimode LTE 3.0 for carriers that operate
FDD LTE 700-MHz (band 28), 850-MHz
(band 5 CLR), 850-MHz (bands 18 and 19
Low), 900-MHz (band 8), 1500-MHz (band
21), 1800-MHz (band 3), 2100-MHz (band
1), or 2600-MHz (band 7) networks; the
multimode Cisco LTE Advanced 3.0 NIMs
are backward-compatible with UMTS and
DC-HSPA+: 800 MHz (band 19 Japan), 850
MHz (band 5), 850 MHz (band 6 Japan), 900
MHz (band 8), 1800 MHz (band 9), 2100
MHz (band 1), and TD-SCDMA 39.

Multimode LTE Advanced 3.0 for carriers
that operate TDD LTE 1900 MHz (band 39),
2300 MHz (band 40), 2500 MHz (band 41),
or 2600 MHz (band 38).

Multimode LTE Advanced 3.0 for carrier
aggregation band combinations:
1+(8,18,19,21); 3+(5,7,19,28); 7+(5,7,28);
19+21, 38+38, 39+39, 40+40, and 41+41.
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SKU ID

Modem Used

Description

Technology Supported

P-LTEA-EA

EM7455

USA, Canada, Europe,
Latin America

Multimode LTE Advanced 3.0 for carriers
that operate FDD LTE 700-MHz (band 12),
700-MHz (band 29), 800-MHz (band 20),
850-MHz (band 5 CLR), 850-MHz (bands
26 Low), 900-MHz (band 8), 1800-MHz
(band 3), 1900-MHz (band 2), 1900-MHz
(PCS band 25), 1700-MHz and 2100-MHz
(band 4 AWS), 2100-MHz (band 1),
2300-MHz (band 30), or 2600-MHz (band
7) networks. The multimode Cisco LTE
Advanced 3.0 NIMs are backward
compatible with Universal Mobile
Telecommunications Service (UMTS) and
Dual-Carrier High-Speed Packet Access Plus
(DC-HSPA+): 850-MHz (band 5), 900-MHz
(band 8), 1800-MHz (band 3), 1900-MHz
(band 2), 1700-MHz and 2100-MHz (band
4 AWS), and 2100-MHz (band 1).

Multimode LTE Advanced 3.0 for carriers
that operate TDD LTE 2500-MHz (band 41).

Multimode LTE Advanced 3.0 for carrier
aggregation band combinations: 1+8;
2+(2,5,12,13,29); 3+(7,20);
4+(4,5,12,13,29); 7+(7,20); 12+30, 5+30,
and 41+41.

P-LTEAP18-GL, Cisco LTE
Advanced Pro Pluggable 3GPP
Category 18

Note

Supported only in the IR1101 Base
Unit. Not supported in the
IRM-1100 Expansion Module.

Note
GNSS is not supported on the
CAT18 module.

LM960AP18

United States, Europe,
Canada, Japan, Australia
and New Zealand.

LTE bands 1-5, 7, 8, 12-14, 17, 18-20, 25,
26, 28-30, 32, 38-43, 46, 48, 66, and 71.

FDD LTE 600 MHz (band 71), 700 MHz
(bands 12, 13, 14, 17, 28, and 29), 800 MHz
(band 20), 850 MHz (bands 5, 18, 19, and
26), 900 MHz (band 8), 1500 MHz (band
32), 1700 MHz (bands 4 and 66), 1800 MHz
(band 3), 1900 MHz (bands 2 and 25), 2100
MHz (band 1), 2300 MHz (band 30), 2600
MHz (band 7).

TDD LTE 1900 MHz (band 39), 2300 MHz
(band 40), 2500 MHz (band 41), 2600 MHz
(band 38), 3500 MHz (bands 42 and 48),

3700 MHz (band 43), 5200 MHz (band 46).

P-LTEA7-NA

EM7411

North America

LTE CAT 7: B2, B4, B5, B7, B12, B13,
B14, B25, B26, B41, B42, B43, B48, B66,
B71

3G UMTS, WCDMA: B2, B4, B5
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SKUID Modem Used Description Technology Supported
P-LTEA7-EAL EM7421 Canada, Europe, Latin LTE CAT 7: B1, B3, B7, BS, B20, B28,
America, US B32, B38, B40, B41, B42, B43
3G UMTS, WCDMA: B1, B5, B8
P-LTEA7-JP EM7431 Japan LTE CAT 7: B1, B3, B5, B8, B18, B19,
B39, B41, B42, B43
3G UMTS, WCDMA: B1, B5, B6, B19
P-5GS6-R16SA EM9293 United States, Europe, 5G FR1 NR:
ng?\?:’ J;I:;?;Iﬁiustraha nl, n2, n3, n5,n7,n8,nl2, n13, n14, nl8,
W ’ n20, n25, n26,n28, n29, n30, n38, n40, n41,
n48, n66, n70, n71, n75, n76,n77,n78,n79
LTE bands:
FDD LTE: B1,B2,B3,B4,B5,B7,B8,B12,
B13, B14, B17, B18,B19, B20, B25, B26,
B28, B29,B30, B32, B66, and B71
TDD LTE: B34, B38, B39, B40, B41, B42,
B43, B46, B48
3G UMTS, WCDMA: B1, B2, B4, B5, B8
Table 12: GNSS Technology Support
Technology | RF Band | Receive (Rx) Band MHz | Support
GNSS GPS 1575.42 +/- 1.023 Supported
GLONASS | 1597.52 - 1605.92 Not
Supported
Galileo 1575.42 +/- 2.046 Not
Supported
BeiDou 1561.098 +/-2.046 Not
Supported

Power Supply

The Cisco IR1101 comes with an external DC power connector. The 4-pin power entry connector (receptacle)
is mounted to the unit. The 4-pin power entry mating connector (plug) is attached to the receptacle. It is
removed during installation and used to connect to the DC power source, then reattached to provide power

to the unit.
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Note TheIR1101 may be connected to a Non-Cisco external power source provided that source meets the following
requirements:

* 9.6V to 60V DC input range
* 12V/24V/48V (+/-20%) are the nominal voltages

e Minimum 3A current

Connecting to a power supply is covered in Connecting to DC Power, on page 130

RJ45 Ports

The IR1101 supports one | SOLATED RS232 port which conforms to EIA-561 standard.
The RJ45 pinouts are shown in the following graphic.

Figure 10: SO Characteristics

Male Female

8 1 1

RJ45 Eﬂ“} w

The RS232 port is a DTE and its pin out is shown in the following table.

366920

Table 13: SO Details

Pin Number Description Abbreviation DTE
1 DCE Ready, Ring Indicator DSR/RI <—
2 Received Line Signal Detector DCD <—
3 DTE Ready DTR —>
4 Signal Ground COM

5 Received Data RxD <—
6 Transmitted Data TxD —>
7 Clear To Send CTS <—
8 Request To Send RTS —>

Cisco Catalyst IR1101 Rugged Series Router Hardware Installation Guide .



Product Overview |
B rusPors

. Cisco Catalyst IR1101 Rugged Series Router Hardware Installation Guide



CHAPTER 3

Installing the Router

This section contains the following:

* Overview, on page 29

* Equipment, Tools, and Connections, on page 30

* [tems Shipped with your Router, on page 30

+ Additional Items Needed, on page 31

* Ethernet Devices, on page 31

* Installing the Router, on page 31

* Grounding Warning, on page 32

* Mounting on a Wall, Table, or Other Flat Surface, on page 32
* Installing a Pluggable Module, on page 35

* Installing the Router Ground Connection, on page 40
* Installing a DIN Rail, on page 42

Overview

This chapter describes the equipment and the procedures for successfully installing the Cisco IR1101 Base
Router. There is a separate section for installing the IR1101 with an Expansion Module.

A

Caution Do not install the router or power supplies next to a heat source of any kind, including heating vents.

A

Caution  Online Insertion and Removal (OIR) is not supported on the IR1101 or any of its modules. If a module is
inserted or pulled out while the device is powered up, it may damage the device.

A

Warning  Read the installation instructions before connecting the system to the power source. Statement 1004

A

Warning  Only trained and qualified personnel should be allowed to install, replace, or service this equipment. Statement
1030
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. Equipment, Tools, and Connections

A

Warning

A

Ultimate disposal of this product should be handled according to all national laws and regulations. Statement
1040

Warning

A

Do not locate the antenna near overhead power lines or other electric light or power circuits, or where it can
come into contact with such circuits. When installing the antenna, take extreme care not to come into contact
with such circuits, because they may cause serious injury or death. For proper installation and grounding of
the antenna, please refer to national and local codes (for example, U.S.:NFPA 70, National Electrical Code,

Article 810, Canada: Canadian Electrical Code, Section 54). Statement 1052

Warning

A

No user-serviceable parts inside. Do not open. Statement 1073

Warning

A

This product is not intended to be directly connected to the Cable Distribution System. Additional regulatory
compliance and legal requirements may apply for direct connection to the Cable Distribution System. This
product may connect to the Cable Distribution System ONLY through a device that is approved for direct
connection. Statement 1078

Warning

A minimum of 1 inch clearance is required on all sides of the device except for the side mounted against the
wall/floor or DIN rail. Stacking heat-dissipating objects on top of the router is not allowed. I/O side clearance
is needed as it is required to access the cable connections. Clearance is required to attach, mount the DIN rail
bracket, and Wall mount bracket.

Equipment, Tools, and Connections

This section describes the equipment, tools, and connections necessary for installing your Cisco IR1101.

)

Note

There are no antennas shipped with the IR1101. They must be ordered separately.

Items Shipped with your Router

Unpack the box and verify that all items listed on the invoice were shipped with the Cisco IR1101.

The following items are shipped with your router:

* Getting Started/Product Document of Compliance

* Grounding Lug Kit
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* Power Connector

Additional Items Needed

The following items are not shipped with the router but are required for installation:
» ESD-preventive cord and wrist strap.
» Wire crimper for chassis grounding.
» Wire for connecting the chassis to an earth ground.
* Ethernet cables for connecting to the Fast Ethernet (FE) WAN and LAN ports
* A flathead 2mm screwdriver
* A flathead 3.5mm screwdriver
* A number 1 Phillips screwdriver

* A number 2 Phillips screwdriver

)

Note Use the #2 Phillips screwdriver for all screw installations unless specified otherwise.

Ethernet Devices

Identify the Ethernet devices that you will connect to the router. Ensure that each device has a network interface
card (NIC) for connecting to Ethernet ports.

Installing the Router

This section describes how to install the Cisco IR1101. This router can be installed in the following ways:

* Table top
* Flat horizontal surface
* Mounted on a wall

* Using a DIN rail
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Grounding Warning
A

Warning  For NEC-compliant grounding, use size 16awg (1.5mm2) or larger copper wire and a ring terminal with an
inner diameter of 1/4 in. (6 to 7mm).

Mounting on a Wall, Table, or Other Flat Surface

The Cisco IR1101 can be mounted in a vertical or horizontal orientation. It can be mounted to a wall or other
flat surface, and can also be mounted to a DIN rail.

\)

Note See the Overview, on page 29 section for limitations on mounting with an expansion module attached.

Je

Tip  When choosing a location for wall-mounting a router, consider cable limitations and wall structure, and
consider suitable antenna location ahead of time.

A

Warning  Read the wall-mounting instructions carefully before beginning installation. Failure to use the correct hardware
or to follow the correct procedures could result in a hazardous situation to people and damage to the system.
Statement 378

A

Warning A minimum of 1 inch clearance is required on all sides of the device except for the side mounted against the
wall/floor or DIN rail, to allow for proper air flow.

The wall mounting kit contains the following:

* Mounting brackets (x2)

* Mounting screws (x4) M4 x 6mm

To mount the router on a wall or other flat surface, follow these steps:

Procedure

Step 1 Attach the mounting brackets to the bottom of the router. Refer to the following for guidance.
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Figure 11: Cisco IR1101 Mounting Bracket

Step 2 Align the mounting brackets (1) over the mounting holes (3) so that the larger holes on the brackets extend out over the
router.

Step 3 Attach the brackets to the router with the four screws (2) provided using a Phillips head driver. Torque to 13-15 in. lbs.

Step 4 Mount the router with the attached brackets in a proper wall structure to carry the weight of the device. See the following
for the dimensions of the mounting holes with the brackets attached to the router
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Figure 12: Wall/Floor mounting hole dimensions with mounting brackets attached
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Note
Four #10-32 screws are recommended when mounting the unit with these brackets attached to the neighboring surface.
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Figure 13: Wall/Floor mounting clearance and overall dimensions with mounting brackets attached
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Step 5 Route the cables so that they do not put a strain on the connectors or mounting hardware.

Installing a Pluggable Module

The Pluggable Module provides the IR1101 with a number of different configuration options. In this section
the modular cellular modem Pluggable Module remove and replace option is shown.
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The IR1101 may have a blank plate covering the Pluggable Module slot. This will need to be removed prior
to installing the cellular modem module. The following example shows the LTE Pluggable Module.

Procedure

Step 1 Remove the blank plate by unscrewing the latch lock screw(1) that holds the plate secure. Refer to the following figure.

Figure 14: Latch Lock Screw

Step 2 Slide the blank plate out of the device.

Step 3 Prepare the cellular modem module by inserting the micro sims applicable for your modems into the device. Remove
the screw (1) holding the access plate in place that covers the sim slots. Use a #1 Phillips screw driver. The access plate
is located on the side of the module, as shown in the following:
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Figure 15: Sim Access Plate Removal

Step 4 Install your sims as shown in the following. Make note of the proper slot number and sim orientation.

Figure 16: Sim Installation

Item Description
1 Micro SIMs
2 SIM 0 (towards the device)
3 SIM 1 (away from device)
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Step 5 Push in each SIM until it clicks into place. When the SIMs are installed, re-attach the access plate previously removed
with a #1 Phillips screwdriver. Torque to 2.8 to 3.8 inch-1bs (0.9-1.1 newton meter).

Note
Ensure the cover is properly aligned with the screw hole.

Step 6 If your Pluggable Module is the type that has a USB port, make sure that the USB cover is properly installed. Place the
USB cover (1) with the plug indentation against the USB port (2). The half circle of the USB cover fits behind the latch
lock screw. Refer to the following.

Figure 17: USB Port Cover Installation

Step 7 Tighten the latch lock screw to a torque of 2.8 to 3.8 inch-1bs (0.3 to 0.4 newton meter). Refer to the following for a
finished USB cover installation.
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Figure 18: USB Cover Finished Installation

Step 8 Slide the Pluggable Module into the device as shown in the following. The latch lock screw (1) aligns with the screw
hole (2) on the front of the device. Push the Pluggable Module all the way into the device until you feel it seat, and
then torque the latch lock screw 8-10 inch-pound (0.9 to 1.1 newton meter).
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Figure 19: Pluggable Module Insert

Step 9 Attach your antennas to the ports on the pluggable module. There are different instructions for each antenna type, be
sure to consult the antenna documentation for proper orientation and torque to install them.

Step 10 If no antennas are being installed on a port, make sure the caps are installed on the connector.

Installing the Router Ground Connection

The router must be connected to a reliable earth ground. Install the ground wire in accordance with local
electrical safety standards. There are separate grounding points on the Base IR1101 and the Expansion Module.

* For NEC-compliant grounding, use size 16 awg (1.5mm?2) or larger copper wire and a ring terminal with
an inner diameter of 1/4 in. (6 to 7mm).

* For EN/IEC 60950-compliant grounding, use size 18 awg (1 mm?2) or larger copper wire.

A

Warning  This equipment must be grounded. Never defeat the ground conductor or operate the equipment in the absence
of a suitably installed ground conductor. Contact the appropriate electrical inspection authority or an electrician
if you are uncertain that suitable grounding is available. Statement 1024
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A

Caution  Cable distribution system should be grounded (earthed) in accordance with ANSI/NFPA 70, the National
Electrical Code (NEC), in particular Section 820.93, Grounding of Outer Conductive Shield of a Coaxial
Cable.

To install the ground connection, follow these steps:

Procedure

Step 1 Locate the grounding lug (1) attached to the side of the Cisco IR1101. It will be attached underneath two screws. Remove
the screws holding it to the router and set it aside for reuse.

Step 2 Strip one end of the ground wire to the length required for the terminal.
Step 3 Crimp the ground wire to the grounding lug using the wire crimper.

Step 4 Attach the grounding lug (1) to the chassis using the screws set aside in step 1. Tighten the screw to a torque of 8 to 10
inch-pound (0.9 to 1.1 newton meter). Refer to the following figure.

Figure 20: Chassis Ground Connection Points

Step 5 Connect the other end of the ground wire to a known reliable earth ground point at your site.

Step 6 If you are using this router in a vehicle, attach the ring terminal to the chassis using one of the screws provided and the
green or green and yellow striped wire. Connect the other end of the wire to the vehicle ground.
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What to do next

After you install and properly ground the router, you can connect the power wiring, the LAN cables, and the
cables for administrative access as required for your installation.

Installing a DIN Rail

The DIN Rail kit is ordered separately.
S

Note The DIN Rail can be installed on the Base IR1101 in two different orientations, horizontally and vertically.
If the Base IR1101 has an Expansion Module attached, horizontal DIN mounting is not supported.

A

Warning A minimum of 1 inch clearance is required on all sides of the device except for the side mounted against the
wall/floor or DIN rail, to allow for proper air flow.

To attach the DIN rail bracket to the Cisco IR1101, follow these steps.
Mounting the DIN Rail Bracket on the Router

Procedure

Step 1 First, attach the DIN rail bracket to the back of the router. The DIN rail bracket mounts in two different ways, depending
on the orientation you wish to use. See the following two figures for vertical orientation, and for horizontal orientation.
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Figure 21: Attaching the DIN Rail Bracket for vertical mounting

1 DIN mounting bracket
2 Screws from kit

3 Mounting holes
Note

Position the router with the ground lug facing down for vertical mounting.
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Figure 22: Attaching the DIN Rail Bracket for horizontal mounting

1 DIN mounting bracket
2 Screws from kit

3 Mounting holes

Note

Position the router with the front ports facing down for horizontal mounting.

Step 2 Attach the DIN mounting bracket to the router using the two screws provided in the kit. Position the bracket over the two
mounting holes that correspond to your orientation. Use 13-15 in. Ibs. of torque to screw the bracket onto the router.

Step 3 Once the bracket is attached to the router, it can be mounted onto the DIN Rail.

Attaching the Bracket onto the DIN Rail

To attach the Cisco IR1101 with the bracket to a DIN rail, follow these steps. Refer to the following figure
for details of a completed attachment.
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Figure 23: Bracket Attached to the DIN Rail

1 DIN rail bracket

2 DIN rail

Procedure

Step 1 Position the router so that the lower edge and spring of the DIN clip, located within the bottom of the DIN rail bracket,
engages with the bottom section of the DIN rail. Push up to compress the spring.
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Step 2
Rotate onto DIN rail

Step 1
Push up to
compress spring

Step 2 Rotate the router so that the top hook of the DIN clip clamps to the top section of DIN rail. Refer to the following figures.
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What to do next

Note The procedure to attach the unit to the rail is the same with both orientations.

Note In order to prevent excessive side to side movement of the unit it is advised to install DIN rail stop plates such
as Mouser part Numbers 653-PFP-M, 651-1201662 or 845-CA402. These stop plates can be installed on one
or both sides of the unit to limit excessive side to side movement that typically occurs in high vibration
environments.

Removing the Router from the DIN Rail

To remove the Cisco IR1101 with the bracket from the DIN rail, follow these steps.
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Procedure
Step 1 Press up on the router to compress the spring in the DIN rail clip.
Step 2
Rotate away from DIN rail
Step 1
Push up to

compress spring

Step 2 Grasp the upper part of the router and rotate it away from the DIN rail. Refer to the following figure.
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Step 3 Lower the router away from the DIN rail and remove it. Refer to the following figure.

Step 3
Remove from
DIN rail
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Pluggable Modules

The following subsections provide details on the different modules that can be plugged into the IR1100 Series
Routers.

* Cisco Pluggable Modules, on page 51

* Cellular Pluggable Module, on page 51

» LTE Category 18 Pluggable Module, on page 52

* 5G Sub-6 GHz Support on IoT Routing, on page 54

* P-LTE-450 Interface LTE 450 MHz category 4 Pluggable Module, on page 54
* mSATA Module, on page 55

* Ethernet and Optical SFP Modules, on page 56

* DSL SFP Module, on page 57

Cisco Pluggable Modules

The Pluggable Module provides the flexibility of adding different interfaces to the IR1101 platform, for
example, a cellular module.

| A

Important  The Pluggable Module is not hot swappable. The router must be reloaded after a new module is installed.

Cellular Pluggable Module

Highlights of the Cellular Pluggable Module are:
* All Cellular interfaces are supported through a Pluggable Module

* Micro-Sim, 3FF size. Cisco recommends Industrial Temp micro SIMs that are rated from -40C to +105C

* To ensure a reliable contact to the SIM socket, gold plated SIM cards must be used

\}

Note Complete details on the Cellular Pluggable Module are found in the Cellular Pluggable Interface Module
Configuration Guide.
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The following figure shows an example of a Pluggable Module. In this case, the LTE Pluggable Module.
Figure 24: LTE Pluggable Module (front)

Item Description

1 Cellular-Main SMA
2 GPS SMA

3 Cellular-Div SMA
4 Enable LED

5 SIM 0 LED

6 SIM 1 LED

7 GPS LED

8 RSSI LEDs

LTE Category 18 Pluggable Module

This module has a new smaller form factor SMA Diversity Antenna for usability and Micro-USB port access.

\}

Note The P-LTEAP18-G pluggable module must be installed in the IR1101 Base. It cannot be used in the IRM-1100
Expansion Module.
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Figure 25: P-LTEAP18-GL
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Table 14:

Item Description

1 Main 0 Antenna

2 Diversity 1 Antenna

3 Diversity 0 Antenna

4 Main 1 Antenna

5 Enable LED

6 SIM 0 LED

7 SIM 1 LED

8 RSSI LEDs

P-LTEAP18-GL Frequency Bands
The following table provides the global frequency bands available.

\}

Note Antennas must be attached to the RF connectors as listed below for proper bands service.

Item Description

MAIN 0 and DIV 0 B1, B2(B25), B3, B4(B66), B5(B26,B18,B19), BS, B12(B17), B13, B14,
B20, B28, B29, B39, B71, B41

MAIN 1 and DIV 1 B7, B30, B32, B3§, B40, B41, B42, B46, B48, B2(B25)
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5G Sub-6 GHz Support on loT Routing

The 5G Sub-6 GHz Pluggable Interface Modules offer 5G capability to the IoT Industrial Router family. The
product IDs for the pluggable modules are P-5GS6-GL and P-5GS6-R16SA-GL. The P-5GS6-GL uses the
FNO980 Telit modem, and P-5GS6-R16SA-GL uses the EM9293 modem.

\)

Note * [0S XE release 17.7.1 is the first software release to provide support for the P-5GS6-GL.
* [IOS XE release 17.15.1a is the first software release to provide support for the P-5GS6-R16SA-GL.

Features and Limitations
The following features and limitations apply across all IoT routing platforms unless specifically mentioned:

* IoT routing platforms support a maximum of two pluggable modules, with a combination of 5G and 4G
PIMs.

* The pluggable module can be started or stopped through the CLI under exec mode. Also, it can be
configured to power off the module to reduce power consumption as needed.

* The capability to disable FDD Band 30 for vehicular applications is available.

The following are product specific:
* On the IR1101 with P-5GS6-GL module:
* When plugged into the base, the module is accessible via Cellular 0/1/0, 0/1/1.

* The module is not supported on the expansion module.

e On the IR1101 with the P-5GS6-R16SA-GL module:

* The module is software and hardware supported on both, base and expansion module.

* On the IR1800
* The cellular modems are accessible via Cellular 0/4/0, 0/4/1, 0/5/0, 0/5/1.

P-LTE-450 Interface LTE 450 MHz category 4 Pluggable Module

The P-LTE-450 is a 450MHz Category-4 LTE PIM, which addresses LTE use cases primarily targeting utility,
public safety, and critical infrastructure maintained by public organizations in Europe and other world regions.
The module supports only Band 31 and 72 for LTE 450MHz networks.
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Note Throughout the user documentation, you will see the module referred to as P-LTE-450, which is the Cisco
product name. The module is designed and manufactured by Intelliport, which refers to it as the [PS-701.
Both names will be present in documentation.

Unlike regular LTE modules, there are some differences with regards to the P-LTE-450MHz on IOS-XE
platform. Some of the key differences are:

« [P pass through will be on Gigabit Ethernet interfaces rather than cellular interface

* Troubleshooting commands are from web interface of third-party hardware

See the Cellular Pluggable Interface Module Configuration Guide for complete details.
For additional information, see the LTE 450MHz Alliance.

mSATA Module

Mini-SATA, or mSATA, is a low-profile interface connector that enables more effective Serial ATA (SATA)
integration in small form-factor drives roughly the size of a business card, such as solid state disks (SSDs).
The mSATA Pluggable Module plugs into the IR-1100-SPMI Expansion Module. The following figure shows
the mSATA Pluggable Module.

Figure 26: mSATA Pluggable Module

Highlights of the mSATA Pluggable Module are:

* Provides an additional 100GB of additional flash memory storage

* Main purpose is to provide space to store application data for IOx
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* Field Replaceable unit, but is not hot-swappable

Ethernet and Optical SFP Modules

The Ethernet and Optical SFP modules provide connections to other devices. These field-replaceable transceiver
modules provide the uplink interfaces. The Ethernet and Optical modules can be either copper or optical.
Details are in the two tables listed below.

The Local Connectors (LCs) provide the fiber-optic connection. RJ-45 connectors allow copper connections.
You can use any combination of the supported SFP modules listed in the table that follows.

N\

Note The IR1101 is designed to operate in the Industrial temperature range (-40C to +85C internal component
temperature range) and therefore cannot support commercial rated SFPs.

Table 15: Supported Gigabit SFPs

GE SFP Distance Fiber Commercial Extended |Industrial |DOM
0C to +70C -5C to -40C to

+85C +85C
GLC-SX-MM-RGD | 220-550 m MMF YES
GLC-LX-SM-RGD | 550m/10 km MMF/SMF YES
GLC-ZX-SM-RGD | 70 km SMF YES YES
GLC-BX40-DA-I |40 km SMF YES YES
GLC-BX40-U-I 40 km SMF YES YES
GLC-BX80-D-I 80 km SMF YES YES
GLC-BX80-U-I 80 km SMF YES YES
SFP-GE-S 220-550 m MMF YES YES
SFP-GE-L 550 m/10 km MMF/SMF YES YES
SFP-GE-Z 70 km SMF YES YES

Table 16: Supported FE SFPs

FE SFP Distance | Fiber | Commercial | Extended | Industrial | DOM
0C ~ +70C |-5C ~ -40C ~
+85C +85C
GLC-FE-100FX-RGD | 2 km MMF YES
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FE SFP Distance | Fiber | Commercial | Extended | Industrial | DOM
0C ~ +70C |-5C ~ -40C ~
+85C +85C
GLC-FE-100LX-RGD |10 km |SMF YES
Table 17: Supported SFPs added in 10S XE 17.7.1
SFP Distance | Fiber | Commercial | Extended | Industrial | DOM
0C ~+70C |-5C ~ -40C ~
+85C +85C
GLC-T-RGD 100 M | Copper YES
CWDM-SFP-1470 | 100 km | SMF | YES YES
CWDM-SFP-1610 | 100 km | SMF | YES YES
CWDM-SFP-1530 | 100 km | SMF | YES YES
DWDM-SFP-3033 |80 km |SMF |YES YES
DWDM-SFP-3112 |80 km |SMF |YES YES
GLC-BX-D-I 10km |SMF YES YES
GLC-BX-U-I 10km |SMF YES YES
GLC-TE 100 km | Copper YES NO

DSL SFP Module [J|]

For the most up-to-date list of supported SFP models for Cisco Industrial Devices, see the Cisco
Optics-to-Device Compatibility Matrix.

DSL SFP Module

This section provides an example of installing and removing the DSL SFP module.

[ ]

Attention

Prior to installing the DSL SFP Module, please note the following statements:

1. Follow all of warning notices and instructions marked on the product or in the user manual.

2. Do not install telephone wiring during a lightning storm.

3. Thedevice should be installed by a service/skilled person on stationary pluggable equipment and connected

to a socked-outlet with a protective earthing conductor to building earth.

4. External paired conductor cable should be minimum wire diameter of 0.4 mm, shall have the current
limited to 1.3 A.
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5. Please disconnect RJ45/RJ11 line before disconnect the power supply.

The following photo shows the DSL SFP Module:

MAC: 000EAD334455

RoHS 4\ X

Note SFP-VADSL2+-1 was evaluated to country specific regulatory requirements only. The product was not
evaluated to IEC 61850-3 and IEEE1613 substation / utility standards.

Prerequisite for Installing the DSL SFP
The DSL SFP will only function on IOS-XE release 17.4.1 and above.

Due to a change in the IR1101 Faceplate, older routers are not able to use the DSL SFP. There is no viewable
version on the IR1101 Faceplate, but you can determine if your router is new enough to use the DSL SFP
through the show inventory command:

IR1101#show inventory

B O o S o
INFO: Please use "show license UDI" to get serial number for licensing.
e e L o o
NAME: "Chassis", DESCR: "IR1101l Base Chassis"

PID: IR1101-K9 , VID: VO5 , SN: FCW23500H5X

NAME: "Module 0 - Mother Board", DESCR: "Cisco IR1101 motherboard"
PID: IR1101-K9 , VID: VO5 , SN: FOC23473SRK

NAME: "module subslot 0/0", DESCR: "IR1101-ES-5"

PID: IR1101-ES-5 , VID: v0l1 , SN:

NAME: "subslot 0/0 transceiver 0", DESCR: "GE T"

PID: SFP-VADSL2+-I , VID: VOl , SN: MET2023000A

The IR1101 K9 VID version must be equal to, or greater than V05 as shown above.

DSL SFP Overview

The DSL SFP interface is an 8 pin modular jack. The following table shows the pin-out assignments:

Pin Number Pin Assignment
1 Not Used

2 Not Used

3 Not Used

4 Analog Input

5 Analog Input
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Pin Number Pin Assignment
6 Not Used
7 Not Used
8 Not Used

The modular jack pin-outs are shown in the following graphics:

Figure 27: Front View

Front View
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Figure 28: Top View

Top View
1~8

The DSL SFP has two LEDs built in. The LED positions and definitions are shown in the following:

Figure 29: LED 1

LED1 (Orange)
CO/RT Indicator

-

Indicator LED State Description

LED 1 (Orange) On CPE side (expected to be ON when
used on an IR router)

LED 1 (Orange) Off Central office side (not supported)
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Figure 30: LED 2

LED2 (Green)
DSL Link Status Indicator

L)
/

Indicator LED State Description
LED 2 (Green) Off No DSL Connection
xDSL Status LED Possibly a bad cable, link, etc...
LED 2 (Green) Slow Flash Idle
xDSL Status LED
LED 2 (Green) Fast Flash Training
xDSL Status LED
LED 2 (Green) Steady Showtime
xDSL Status LED
LED 2 (Green) Extremely Rapid Flash Packet Transmit
xDSL Status LED

Installing the DSL SFP Module

Perform the following to install the module:

|

Important  This section uses photos of a generic SFP and product as an illustration of proper installation and handling
methods. Your completed installation will appear different.

Procedure

Step 1 Close the SFP-Pull before inserting the SFP module.
Step 2 Line up the SFP module and slide it into the cage.
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Figure 31: Align SFP Module

LED 1 will turn orange as an indicator of RT. Check for physical connection. You should see LED 2 flashing green
slowly as soon as you insert the device.

Step 3 Plug in the xDSL connection cable. This is only available for an RJ-45 connector.

Figure 32: xDSL Connection

Installing-Fiz2

Check for physical connection. You should see LED 2 flashing green slowly as soon as you insert the cable.

Link time takes about 60 seconds. Fast flashing green LED 2 indicates DSL training. LED 2 on both VDSL2 SFP Modules
(CO & RT) turns solid green when the devices link up.

Removing the DSL SFP Module

Perform the following to remove the module:

Procedure

Step 1 Remove the xXDSL connection cable from the ports.
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Step 2 Open the SFP-Pull with your finger and press it to the end.

Figure 33: SFP-Pull

Step 3 Grasp the SFP module between your thumb and index finger, and carefully remove it from the cage. Do NOT pull on
the SFP-Pull.

Figure 34: Grasp SFP Module

520626

Completed Installation

The previous installation instructions illustrated handling techniques using a generic SFP. The following
illustrations show a DSL SFP plugged into an IR1101.
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CHAPTER 5

5G Sub-6 GHz Pluggable Interface Module

This chapter contains the following sections:

* 5G Sub-6 GHz Support on IoT Routing, on page 67

* 5G Pluggable Interface Module Overview, on page 68

* LED Behaviors, on page 69

* RF Band and Port Mapping for the P-5GS6-GL and P-5GS6-R16SA-GL Antenna, on page 70
* Attaching an Antenna, on page 73

5G Sub-6 GHz Support on loT Routing

The 5G Sub-6 GHz Pluggable Interface Modules offer 5G capability to the IoT Industrial Router family. The
product IDs for the pluggable modules are P-5GS6-GL and P-5GS6-R16SA-GL. The P-5GS6-GL uses the
FNO980 Telit modem, and P-5GS6-R16SA-GL uses the EM9293 modem.

\}

Note * [0S XE release 17.7.1 is the first software release to provide support for the P-5GS6-GL.
* [0S XE release 17.15.1a is the first software release to provide support for the P-SGS6-R16SA-GL.

Features and Limitations
The following features and limitations apply across all IoT routing platforms unless specifically mentioned:

* [oT routing platforms support a maximum of two pluggable modules, with a combination of 5G and 4G
PIMs.

* The pluggable module can be started or stopped through the CLI under exec mode. Also, it can be
configured to power off the module to reduce power consumption as needed.

* The capability to disable FDD Band 30 for vehicular applications is available.

The following are product specific:
* On the IR1101 with P-5GS6-GL module:
* When plugged into the base, the module is accessible via Cellular 0/1/0, 0/1/1.

* The module is not supported on the expansion module.

Cisco Catalyst IR1101 Rugged Series Router Hardware Installation Guide .



5G Sub-6 GHz Pluggable Interface Module |
. 5G Pluggable Interface Module Overview

* On the IR1101 with the P-5GS6-R16SA-GL module:

* The module is software and hardware supported on both, base and expansion module.

* On the IR1800
* The cellular modems are accessible via Cellular 0/4/0, 0/4/1, 0/5/0, 0/5/1.

5G Pluggable Interface Module Overview

The following figure shows the face plate of P-5GS6-GL and P-5GS6-R16SA-GL pluggable modules:
Figure 35: 5G Pluggable Interface Module - P-5GS6-GL, P-5GS6-R16SA-GL

@ ® @f
— | U 1f 1f 1f 1 U
I/ o
®—— =\ @eﬁ;gﬁnf,f )

,l :,l e

i

1 The printed PID
Note
Modules P-5GS6-GL, P-5GS6-R16SA-GL share the same face plate.
2 Antenna 1 (SMA)
3 GPS (SMA)
4 Antenna 3 (SMA)
5 Antenna 0 (SMA)
6 Antenna 2 (SMA)
7 Enable LED
8 SIM 0 LED
9 SIM 1 LED

. Cisco Catalyst IR1101 Rugged Series Router Hardware Installation Guide



| 5G Sub-6 GHz Pluggable Interface Module
LED Behaviors .

10 GPS LED
11 M3.5 thumb-screw
12 Service LED

LED Behaviors

The following table lists the LED indicators and their behavior. The LEDs provide a visual indication of the
status and the currently selected services.

LED Indicators:

LED Color Function

EN Green, Yellow Enable LED
* Pluggable enable LED

* Off: System power is off
* Yellow: Module power is not functioning correctly

* Green: Module power is on

SIMO Green, Yellow SIMO LED/Activity

» SIMO LED status and WWAN activity

* Off: SIMO is not installed

* Yellow: SIMO is installed, but not active
* Green: SIMO installed and active

* Green Flash: LTE data activity

SIM1 Green, Yellow SIM1 LED/Activity
» SIM1 LED status and WWAN activity

» Off: SIM1 is not installed
* Yellow: SIMI is installed, but not active
* Green: SIMI installed and active

* Green Flash: LTE data activity

GPS Green, Yellow GPSLED
* Off: GPS not configured

* Yellow: Software defined
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LED

Color

Function

* Green: GPS configured
* Green Flash: GPS acquiring (flashing done by SW)

Service

Green, Yellow, Blue

Service Indication LED
* Yellow: 3G
* Green: 4G LTE
* Blue: 5G

RF Band and Port Mapping for the P-5GS6-GL and
P-5GS6-R16SA-GL Antenna

The following table lists the RF band mapping for antenna ports.

RF Band Mapping for Antenna Ports:

Table 18: RF Band Mapping for P-5GS6-GL Module

Antenna | Technology | TX RX
Port
ANT 0 (3G B1, B2, B3, B4, BS, B6, B§, B9, | B1, B2, B3, B4, B5, B6, B§, B9, B19
WCDMA |B19
4G LTE B1,B2,B3,B4,B5,B7,B8,B12, | B1, B2, B3, B4, B5, B7, B, B12, B13, B14, B17,
B13, B14, B17, B18, B19, B20, |B18, B19, B20, B25, B26, B28, B29, B30, B32,
B25, B26, B28, B30, B34, B38, | B34, B38, B39, B40, B41, B42, B43, B46, B48,
B39, B40, B41, B66, B71 B66, B71
5G NR FR1 |nl, n2, n3, n5, n7,n8, n12, n20, |nl,n2,n3,n5,n7,n8,nl2,n20,n25,n28, n38, n40,
n28, n38, n40, n41, n66, n71 n41, n48, n66,n71, n77, n78, n79
ANT 1|3G — B1, B2, B3, B4, B5, B6, B8, B9, B19
WCDMA
4G LTE B5, B20, B42, B43, B48, B71 B1, B2, B3, B4, B5, B7, B8, B12, B13, B14, B17,
B18, B19, B20, B25, B26, B28, B29, B30, B32,
B34, B38, B39, B40, B41, B42, B43, B46, B4,
B66, B71
5G NR FR1 |n5, n48, n77,n78, n79 nl,n2,n3,n5,n7,n8,nl2,n20,n25, n28, n38, n40,
n41, n48, n66,n71, n77, n78, n79
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Antenna | Technology | TX RX
Port
ANT 2 (3G — —
WCDMA
4G LTE B1, B2, B3, B4, B7, B41, B66 |BI1, B2, B3, B4, B7, B25, B30, B32, B34, B38,
B39, B40, B41, B42, B43, B46, B48, B66
5G NR FR1 [nl, n2, n3, n7, n25, n41, n66, nl, n2, n3, n7, n25, n38, n40, n41, n48, n66, n77,
n77,n78,n79 n78, n79
ANT 3 |3G — —
WCDMA
4G LTE — B1, B2, B3, B4, B7, B25, B30, B32, B34, B38,
B39, B40, B41, B42, B43, B46, B48, B66
5GNR FRI1 |— nl, n2, n3, n7, n25, n38, n40, n41, n48, n66, n77,
n78, n79

Table 19: RF Band Mapping for P-5GS6-R16SA-GL Module

Antenna | Technology | TX RX
Port
ANT 0 |3G WCDMA |Bl1, B2, B4, B5, B8, B19 B1, B2, B4, B5, B8, B19
(Filtered) | 4G LTE Bl, B2, B3, B4, B5, B7, BS, |Bl,B2, B3, B4, B, B7, B8, B12, B13, B14, B17,
B12,B13,B14,B17,B18,B19, | B18, B19, B20, B25, B26, B28, B29, B30, B32,
B20,B25,B26,B28,B32, B34, | B34, B38, B39, B40, B41, B42, B43, B46, B48,
B38, B39, B40, B41, B66,B71 | B66, B71
5G NR nl,n2,n3,n5,n7,n8,n12,n13,|nl, n2, n3, n5, n7, n8, n12, n13, n14, n18, n20,
Sub-6G nl4,nl7,n18, n20, n25, n26, |n25, n26, n28, n29, n30, n38, n40, n41, n48, n66,
n28, n30, (n38), n39, n40, n70,n71,n75,n76,n77, n78, n79
(n41), n66, n70, n71
ANT 1 |3G WCDMA |— —
4G LTE (B42), (B43), (B48) B1, B2, B3, B4, B7, B25, B30, B32, B38, B39,
B40, B41, B42, B43, B48, B66
5G NR (n48), (n77), (n78), (n79) nl, n2, n3, n4, n7, n25, n30, n38, n40, n41, n48,
Sub-6G n66, n70,n75,n76,n77, n78, n79
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Antenna | Technology | TX RX
Port
ANT 2 |3G WCDMA |— B1, B2, B4, B5, B8, B19
(Filtered) | 4G L TE (B41) Bl, B2, B3, B4, B5, B7, B8, B12, B13, B14, B17,
B18, B19, B20, B25, B26, B28, B29, B30, B32,
B34, B38, B39, B40, B41, B42, B43, B48, B66,
B71
5G NR n38, n41, (n77), (n78) nl, n2, n3, n5,n7, n8,nl12, n13, n14, n18, n20,
Sub-6G n25, n26, n28, n29, n30, n38, n40, n41, n48, n66,
n70,n71,n75,n76, n77, n78, n79
ANT 3 |3G WCDMA |— —
4G LTE B42, B43, B48 B1, B2, B3, B4, B7, B25, B30, B32, B38, B39,
B40, B41, B42, B43, B46, B48, B66
5G NR n48, n77,n78, n79 nl, n2, n3, n4, n7, n25, n30, n38, n40, n41, n48,
Sub-6G n66,n70, n75, n76, n77, n78, n79

\)

Note

Bands in parenthesis are used for EN-DC or CA.

Port Mappings for 5G-ANTM-0-4-B on the P-5GS6-GL and P-5GS6-R16SA-GL PIMs

The following table lists the port mappings using the SG-ANTM-0-4-B antenna as an example, mapping to
the ports on the P-5GS6-GL and P-5GS6-R16SA-GL pluggable module.

5G-ANTM-0-4-B P-5GS6-GL, P-5GS6-R16SA-GL
MAIN 0 (LTE1) ANT 0

MAIN 1 (LTE3) ANT 1

DIV 0 (LTE2) ANT 2

DIV 1 (LTE4) ANT 3

GNSS GPS

The following link contains the antenna specifications and installation instructions for 5G NR
(5G-ANTM-0-4-B):

https://www.cisco.com/c/en/us/td/docs/routers/connectedgrid/antennas/installing-combined/
b-cisco-industrial-routers-and-industrial-wireless-access-points-antenna-guide/m-5g-antm-04b.html#Cisco_
Generic_Topic.dita_e780a6fe-fa46-4a00-bd9d-1c6a98b7bcb9
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Attaching an Antenna

To attach the antenna in the Pluggable Interface Module, perform the below steps:

Figure 36: Attaching 5G NR Antenna (5G-ANTM-04-B) to P-5GS6-GL, P-5GS6-R16SA-GL PIM

357603

1. Attach each SMA cable to the ports as indicated in the table mappings.
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2. Ensure that you tighten and secure each SMA cable into the SMA connector on the PIM.
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Installing the IRM-1100 Expansion Module

This section contains the following:

* IRM-1100 Expansion Module Overview, on page 75

* [tems Shipped with your Expansion Module, on page 75

* Installing the Expansion Module, on page 76

* Mounting the IR1101 Router with the IRM-1100 Expansion Module Attached, on page 78
* Installing a DIN Rail, on page 82

* Pluggable Module, on page 86

* Digital I/O Connections, on page 86

* Installing the mSATA SSD, on page 88

IRM-1100 Expansion Module Overview

This chapter describes the equipment, and the procedures for successfully installing the Cisco IRM-1100
Expansion Module onto the IR1101. There are two different Expansion Modules available:

* IRM-1100-SPMI
* IRM-1100-SP

Details on both Expansion Modules can be found in the Product Overview chapter.

Items Shipped with your Expansion Module

Unpack the box and verify that all items listed on the invoice were shipped with the Cisco IRM-1100.
The following items are shipped with your Expansion Module:

* 4 mating screws to connect the IRM-1100 to the IR1101
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Installing the Expansion Module

This section describes how to install the Cisco IRM-1100. The Expansion Module attaches to the IR1101
Base using 4 mating screws, and is connected through a mating connector. The Expansion Module is grounded
and powered through the connection to the IR1101.

To attach the IRM-1100 to the IR1101, perform the following steps:
Procedure

Step 1 Remove the protective cover from the mating connector on the IR1101 by unscrewing the two Phillips head screws. Refer
to the following.

Figure 37: Protective Cover

afer]e
cisco

- JR1101
)
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Step 2 After removing the protective connector cover from the IR1101, carefully align the Expansion Module to the IR1101 so
that both mating connectors engage. Refer to the following figure. Once properly seated, install the four mating screws
to fully secure the Expansion Module to the IR1101.
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Figure 38: Mounting the Expansion Module

Step 3 Tighten the screws to a torque of 13-15 in. Ibs (1.5-1.7 newton meter). When complete, the two devices form a single
assembly as shown in the following figure.
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Figure 39: Completed Assembly

Mounting the IR1101 Router with the IRM-1100 Expansion
Module Attached

After the Cisco IRM-1100 is attached to the IR1101, it can be mounted in the following ways:
* On a DIN Rail

 Using mounting brackets

\}

Note For the remainder of these instructions, we will refer to the combined IR1101/IRM-1100 as the “Device”.

Mounting the Device Using Mounting Brackets
The wall mounting kit contains the following:
* Mounting brackets (x2)

* Mounting screws (x4)

A

Warning  Read the wall-mounting instructions carefully before beginning installation. Failure to use the correct hardware
or to follow the correct procedures could result in a hazardous situation to people and damage to the system.
Statement 378
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A

Warning A minimum of 1 inch clearance is required on all sides of the device except for the side mounted against the
wall/floor or DIN rail, to allow for proper air flow.

Je

Tip  When choosing a location for wall-mounting a router, consider cable limitations and wall structure, and
consider suitable antenna location ahead of time.

The Device can be mounted on the top of a flat surface as shown in the following figure, but cannot be mounted
upside down.

Figure 40: Table Mounting
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The device can also be mounted vertically on a wall in four orientations as shown in the following figure.

Figure 41: Wall Mounting

To mount the Device on a wall or other flat surface, follow these steps:

Cisco Catalyst IR1101 Rugged Series Router Hardware Installation Guide .



Installing the IRM-1100 Expansion Module |
. Mounting the Device Using Mounting Brackets

Procedure

Step 1 Attach the mounting brackets to the bottom of the Device. Refer to the following figure for guidance.

Figure 42: Mounting Brackets

Step 2 Align the mounting brackets (1) over the mounting holes (3) so that the larger holes on the brackets extend out over the
Device.

Step 3 Attach the brackets to the Device with the 4 screws (2) provided using a Phillips head driver. Torque to 13-15 in. lbs
(1.5-1.7 newton meter).

Step 4 Mount the Device with the attached brackets in a proper wall structure to carry the weight of the device, which is a
combined 3.85 Ibs. See the following figures for the dimensions of the mounting holes with the brackets attached to the
Device.

. Cisco Catalyst IR1101 Rugged Series Router Hardware Installation Guide



| Installing the IRM-1100 Expansion Module
Mounting the Device Using Mounting Brackets .

Figure 43: Wall/Floor mounting hole dimensions with mounting brackets attached
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Note
Four #10-32 screws are recommended when mounting the Device with these brackets attached to the neighboring surface.
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Figure 44: Wall/Floor mounting clearance and overall dimensions with mounting brackets attached
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Step 5 Route the cables so that they do not put a strain on the connectors or mounting hardware.

Installing a DIN Rail

The DIN Rail kit is ordered separately. The Device can only be mounted vertically, with the ground lug on
the bottom side as shown in the following figure.
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Figure 45: Device Orientation

Mounting the DIN Rail Bracket on the Device

Procedure

Step 1 First, attach the DIN rail brackets to the back of the Device. There are two separate mounting brackets. One attaches to
the IR1101, and the other attaches to the IRM-1100. The combined DIN rail brackets mount in the vertical orientation
only. See the following figure.
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Figure 46: Attaching the DIN Rail Brackets

IR1101 = IRM-1100

1 DIN mounting bracket

2 IRM-1100 DIN mounting bracket
3 Screws from kit

4 Screws from IRM-1100 kit

Step 2 Attach the IR1101 DIN mounting bracket to the Device using the two screws provided in the kit. Position the bracket
over the two mounting holes, then use 13-15 in. Ibs. (1.5-1.7 newton meter) of torque to screw the bracket onto the Device.

Step 3 Attach the IRM-1100 DIN mounting bracket to the Device using the screw provided in the kit. Position the bracket over
the single mounting hole, then use 13-15 in. Ibs. (1.5-1.7 newton meter) of torque to screw the bracket onto the Device.

Step 4 Once the two brackets are attached to the Device, it can be mounted onto the DIN Rail.

Attaching the Bracket onto the DIN Rail

To attach the Device with the brackets to a DIN rail, follow these steps. Refer to the following figure for
details.
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Step 2

Step 3

Step 4

Attaching the Bracket onto the DIN Rail .

Figure 47: Attaching the Brackets to the DIN Rail

Procedure

Position the Device so that the lower edge and spring of the Din clips (1) engages with the bottom section of the Din rail
2.

Push up on the Device so that the spring of DIN clips (1) compresses against the lower section of DIN rail (2) and then
rotate the Device so that the top hook of the DIN clips (1) clamps to the top section of DIN rail (2).

To remove the Device from the DIN Rail, simply reverse the procedure.

Note

In order to prevent excessive side to side movement of the unit it is advised to install DIN rail stop plates such as Mouser
part Numbers 653-PFP-M, 651-1201662 or 845-CA402. These stop plates can be installed on one or both sides of the
unit to limit excessive side to side movement that typically occurs in high vibration environments.

If you are using this Device in a vehicle, attach the ring terminal to the chassis using one of the screws provided and the
green or green and yellow striped wire. Connect the other end of the wire to the vehicle ground.
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What to do next

After you install and properly ground the Device, you can connect the power wiring, the LAN cables, and the
cables for administrative access as required for your installation.

Pluggable Module

The Pluggable Module provides the IRM-1100 with a number of different configuration options. The installation
of the Pluggable Module into the Expansion Module is the same as installing it into the IR1101. See that
section at Cisco Pluggable Modules, on page 51.

Digital I/0 Connections

The wired Digital I/O connector is show as (1) in the following figure.

Figure 48: Digital I/0 connector
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The Digital I/O connector has 4 GPIO connections plus 1 Return connection. The default state of the Digital
I/0 is input, the open-collector is open (off). Further details on the Digital I/O connector can be found at
Digital I/0 Connector, on page 16.

Wiring the Alarm Connections

To wire the alarm connections on your Cisco IR1101 Expansion Module, follow these steps:

Procedure

Step 1 Locate the alarm connector on the router front panel.
Step 2 Identify the connectors.

Step 3 Using a wire-stripping tool, strip each of the alarm wires to 0.25 inch (6.3 mm) + 0.02 inch (0.5 mm). Do not strip more
than 0.27 inch (6.8 mm) of insulation from the wire. Stripping more than the recommended amount of wire can leave
exposed wire from the connector after installation.

Step 4 Remove the two captive screws that attach the alarm connector to the Expansion Module, and remove the connector

Step 5 On the alarm connector, insert the exposed part of the wire into the connection. Make sure that you cannot see any wire
lead. Only wire with insulation should extend from the connector. See the following figure.

Figure 49: Alarm Connector Captive Screws

Step 6 Use aratcheting torque flathead screwdriver to torque the power connector captive screws (above the installed wire leads)
to 2 in-1b (0.23 N-m).
Step 7 Connect the other end of the wires to the alarm source, and re-attach the alarm connector to the Expansion Module.
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Installing the mSATA SSD

Mini-SATA, or mSATA, is a low-profile interface connector that enables more effective Serial ATA (SATA)
integration in small form-factor drives roughly the size of a business card, such as solid state disks (SSDs).

This section provides an overview of the mSATA SSD available for the Cisco IRM-1100 Expansion Module.

mSATA Installation Instructions

\)

Note Ensure that you are using proper static discharge techniques such as a wrist strap and static mat.

A

Caution  Ensure the device is powered down before performing any removal or installation of a module.

The mSATA SSD module plugs into the slot shown in the following figure.
Figure 50: Cisco IRM-1100-SPMI Front Panel

ltem Description
1 mSATA Module Slot
2 Module Captive Screws

Perform the following steps in order in install the module.

Procedure

Step 1 Remove the two screws (2) holding the cover of the mSATA Slot.
Step 2 Insert the mSATA SSD module into the slot on the IRM-1100-SPMI. Refer to the following figure for guidence.
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Figure 51: Module Placement

Step 3 After the module is properly inserted, tighten the module plate to the IRM-1100-SPMI with the two screws (2). The
screws should be torqued to 2-3 in-Ib (0.2-0.3 newton meter).

Step 4 The installation is now complete.
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IRM-1100-4A2T Expansion Module Installation

This chapter describes the equipment and procedures necessary for successfully installing the Cisco
IRM-1100-4A2T Expansion Module onto the IR1101.

For details on the expansion module, see Cisco IRM-1100-4A2T Expansion Module, on page 19 section.

» Items Shipped with your Expansion Module, on page 91

* Installing the Expansion Module on the EM Side, on page 91

* Installing the Expansion Module on the CM Side, on page 94

* Mounting the IR1101 Router with the IRM-1100-4A2T Expansion Module Attached, on page 97
* Installing a DIN Rail, on page 102

Items Shipped with your Expansion Module

Unpack the box and verify that all items listed on the invoice were shipped with the Cisco IRM-1100-4A2T.
The following items are shipped with your Expansion Module:

* Four mating screws to connect the IRM-1100-4A2T to the IR1101

Installing the Expansion Module on the EM Side

This section describes how to install the Cisco IRM-1100-4A2T on the EM (top) side of the router. The
Expansion Module attaches to the IR1101 Base using 4 mating screws, and is connected through a mating
connector. The Expansion Module is grounded and powered through the connection to the IR1101.

To attach the IRM-1100-4A2T to the IR1101 on the EM side, perform the following steps:
Procedure

Step 1 Remove the protective cover from the mating connector on the IR1101 by unscrewing the two Phillips head screws. Refer
to the following figure.
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Figure 52: Protective Cover

1 Phillips head screws
2 Protective cover
3 Cover mounting holes

Step 2 After removing the protective connector cover from the IR1101, carefully align the Expansion Module to the IR1101 so
that both mating connectors engage. Refer to the following figure. Once properly seated, install the four mating screws
to fully secure the Expansion Module to the IR1101.
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Figure 53: Mounting the Expansion Module

1 Mating screws
2 Expansion mating screw holes
3 Mounting holes
Step 3 Tighten the screws to a torque of 13-15 in. Ibs (1.5-1.7 newton meter). When complete, the two devices form a single

assembly as shown in the following figure.
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Figure 54: Completed Assembly

Installing the Expansion Module on the CM Side

This section describes how to install the Cisco IRM-1100-4A2T on the CM (bottom) side of the router. The
Expansion Module attaches to the IR1101 Base using 4 mating screws, and is connected through a mating
connector. The Expansion Module is grounded and powered through the connection to the IR1101.

To attach the IRM-1100-4A2T to the IR1101 on the CM side, perform the following steps:

Procedure

Step 1 Remove the protective cover from the mating connector on the IR1101 by unscrewing the two Phillips head screws. Refer
to the following figure.
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Figure 55: Protective Cover

1 Phillips head screws
2 Protective cover
Step 2 After removing the protective connector cover from the IR1101, rotate the expansion module upside down so the mating

connector is facing the IR1101 base unit. Carefully align the Expansion Module to the IR1101 so that both mating

connectors engage. Refer to the following figure. Once properly seated, install the four mating screws to fully secure the
Expansion Module to the IR1101.
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Figure 56: Mounting the Expansion Module

1 Mating screws
2 Expansion mating screw holes
Step 3 Tighten the screws to a torque of 13-15 in. Ibs (1.5-1.7 newton meter). When complete, the two devices form a single

assembly as shown in the following figure.
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Figure 57: Completed Assembly

Mounting the IR1101 Router with the IRM-1100-4A2T Expansion
Module Attached

After the Cisco IRM-1100-4A2T is attached to the IR1101, it can be mounted in the following ways:
* On a DIN Rail

* Using mounting brackets

)

Note For the remainder of these instructions, we will refer to the combined IR1101/IRM-1100-4A2T as the “Device”.

Mounting the Device Using Mounting Brackets

The wall mounting kit part number is IR1101-WALLMNT and contains the following:
* Mounting brackets (x2)

* Mounting screws (x4)
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. Mounting the Device Using Mounting Brackets

A

Warning

2

Tip

)

Read the wall-mounting instructions carefully before beginning installation. Failure to use the correct hardware
or to follow the correct procedures could result in a hazardous situation to people and damage to the system.
Statement 378

When choosing a location for wall-mounting the Device, consider cable limitations and wall structure.

Note

A minimum of 1 inch clearance is required on all sides of the device except for the side mounted against the
wall/floor or DIN rail, to allow for proper air flow.

The Device can be mounted on the top of a flat surface as shown in the following figure, but cannot be mounted
upside down.

Figure 58: Table Mounting

The device can also be mounted vertically on a wall in four orientations as shown in the following figure.
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Figure 59: Wall Mounting

To mount the Device on a wall or other flat surface, follow these steps:

Procedure

Step 1 Attach the mounting brackets to the bottom of the Device. Refer to the following figure for guidance.
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Figure 60: Mounting Brackets

1 Provided screws
2 Holes in provided mounting brackets
3 Mounting holes
Step 2 Align the mounting brackets over the mounting holes so that the larger holes on the brackets extend out over the Device.

Step 3 Attach the brackets to the Device with the four screws provided using a Phillips head driver. Torque to 13-15 in. Ibs
(1.5-1.7 newton meter).

Step 4 Mount the Device with the attached brackets in a proper wall structure to carry the weight of the device, which is a
combined 3.85 Ibs. See the following figures for the dimensions of the mounting holes with the brackets attached to the
Device.
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Figure 61: Wall/Floor mounting hole dimensions with mounting brackets attached
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Note
Four #10-32 screws (customer provided), are recommended when mounting the Device with these brackets attached to
the neighboring surface.
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Figure 62: Wall/Floor mounting clearance and overall dimensions with mounting brackets attached
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Step 5 Route the cables so that they do not put a strain on the connectors or mounting hardware.

Installing a DIN Rail

The DIN Rail kit is ordered separately, and the part number is IRM-1100-DINRAIL. The Device can only be
mounted vertically, with the ground lug on the bottom side as shown in the following figures.
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Figure 63: Device Orientation

Cisco Catalyst IR1101 Rugged Series Router Hardware Installation Guide .



IRM-1100-4A2T Expansion Module Installation |
. Mounting the DIN Rail Bracket on the Device

Mounting the DIN Rail Bracket on the Device

Procedure

Step 1 Attach the DIN rail brackets to the back of the Device. There are two separate mounting brackets. One attaches to the
IR1101, and the other attaches to the IRM-1100-4A2T. The combined DIN rail brackets mount in the vertical orientation
only. See the following figure.
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Step 2

Step 3

Step 4

Attaching the Bracket Onto the DIN Rail .

Figure 64: Attaching the DIN Rail Brackets

IRM-1100-
4A2T

1 DIN mounting bracket

2 IRM-1100-DINRAIL mounting bracket
3 Screws from IR1101 kit

4 Screw from IRM-1100-DINRAIL kit

Attach the IR1101 DIN mounting bracket to the Device using the two screws provided in the kit. Position the bracket
over the two mounting holes, then use 13-15 in. Ibs. (1.5-1.7 newton meter) of torque to screw the bracket onto the Device.

Attach the IRM-1100-DINRAIL mounting bracket to the Device using the screw provided in the kit. Position the bracket

over the single mounting hole, then use 13-15 in. Ibs. (1.5-1.7 newton meter) of torque to screw the bracket onto the
Device.

Once the two brackets are attached to the Device, it can be mounted onto the DIN Rail.

Attaching the Bracket Onto the DIN Rail

To attach the Device with the brackets to a DIN rail, follow these steps. Refer to the following figure for
details of a completed attachment.
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. Attaching the Bracket Onto the DIN Rail

Figure 65: Attaching the Brackets to the DIN Rail

1 DIN rail clips
2 DIN rail
Procedure
Step 1 Position the router so that the lower edge and spring of the DIN clip, located within the bottom of the DIN rail bracket,

engages with the bottom section of the DIN rail. Push up to compress the spring.
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Step 2
Rotate onto DIN rail

Step 1
Push up to
compress spring

Step 2 Rotate the router so that the top hook of the DIN clip clamps to the top section of DIN rail. Refer to the following figures.

Step 3 To remove the Device from the DIN Rail, simply reverse the procedure.

Note
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In order to prevent excessive side to side movement of the unit it is advised to install DIN rail stop plates such as Mouser
part Numbers 653-PFP-M, 651-1201662 or 845-CA402. These stop plates can be installed on one or both sides of the
unit to limit excessive side to side movement that typically occurs in high vibration environments.

What to do next

After you install and properly ground the Device, you can connect the power wiring, the LAN cables, and the
cables for administrative access as required for your installation.
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IRM-1100-4S81 Expansion Module Installation

This chapter describes the equipment, and the procedures necessary for successfully installing the Cisco
IRM-1100-4S8I Expansion Module onto the IR1101.

For details on the expansion module, see Cisco IRM-1100-4S8I Expansion Module, on page 14 section.

* [tems shipped with your Expansion Module, on page 109

* Installing the Expansion Module on the EM Side, on page 109

* Mounting the IR1101 Router with the IRM-1100-4S8I Expansion Module Attached, on page 112
* Installing a DIN Rail, on page 117

Items shipped with your Expansion Module

Unpack the box and verify that all items listed on the invoice were shipped with the Cisco IRM-1100-4S8]I.
The following items are shipped in the box:

* Cisco IRM-1100-4S8I expansion module
* Four mating screws to connect the IRM-1100-4S8I to the IR1101

Installing the Expansion Module on the EM Side

This section describes how to install the Cisco IRM-1100-4S8I on the EM (top) side of the router. The
Expansion Module is secured to the IR1101 Base with four Phillips head screws. It connects via a mating
connector, which also provides grounding and power from the IR1101.

To attach the IRM-1100-4S8I to the IR1101 on the EM side, follow these steps.
Procedure

Step 1 Remove the protective cover from the mating connector on the IR1101 by unscrewing the two Phillips head screws.
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Figure 66: Protective Cover

1 Phillips head screws
2 Protective cover
3 Cover mounting holes

Step 2 After removing the protective connector cover from the IR1101, carefully align the Expansion Module with the IR1101
so that the mating connectors engage. Once the Expansion Module is seated, secure it to the IR1101 with four mating
SCrews.
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Figure 67: Mounting the Expansion Module

1 Mating screws
2 Expansion mating screw holes
3 Mounting holes

Step 3 Tighten the screws to a torque of 13-15 in. Ibs (1.5-1.7 Nm). When complete, the two devices form a single assembly.
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Figure 68: Completed Assembly

Mounting the IR1101 Router with the IRM-1100-4S8l Expansion
Module Attached

After the Cisco IRM-1100-4S81 module is attached to the IR1101, it can be mounted in the following ways:
* On a DIN Rail

 Using mounting brackets

\}

Note For the remainder of these instructions, we will refer to the combined IR1101/IRM-1100-4S8]1 as the “Device”.

Mounting the Device Using Mounting Brackets

The wall mounting kit part number is IR1101-WALLMNT and contains the following:
* Mounting brackets (x2)

* Mounting screws (x4)
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A

Mounting the Device Using Mounting Brackets .

Warning

£
Tip

N

Statement 1094—Read Wall-Mounting Instructions Before Installation

Read the wall-mounting instructions carefully before beginning installation. Failure to use the correct hardware
or to follow the correct procedures could result in a hazardous situation to people and damage to the system.

When choosing a location for wall-mounting the Device, consider cable limitations and wall structure.

Note

A minimum of 1 inch clearance is required on all sides of the device except for the side mounted against the
wall/floor or DIN rail, to allow for proper air flow.

The Device can be mounted on the top of a flat surface as shown in the following figure, but cannot be mounted
upside down.

Figure 69: Table Mounting

The device can also be mounted vertically on a wall in four orientations as shown in the following figure.

Cisco Catalyst IR1101 Rugged Series Router Hardware Installation Guide .



IRM-1100-4S81 Expansion Module Installation |

. Mounting the Device Using Mounting Brackets

Figure 70: Wall Mounting

To mount the Device on a wall or other flat surface, follow these steps:

Procedure

Step 1 Attach the mounting brackets to the bottom of the device.
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Step 2
Step 3

Step 4

Mounting the Device Using Mounting Brackets .

Figure 71: Mounting Brackets

1 Provided screws
2 Holes in provided mounting brackets
3 Mounting holes

Align the mounting brackets with the mounting holes, ensuring that the larger holes on the brackets extend beyond the
edge of the device.

Attach the brackets to the device using the four provided screws and a Phillips head driver. Tighten the screws to a torque
of 13—15 in-lbs (1.5-1.7 Nm).

Mount the device with the attached brackets to a suitable wall structure capable of supporting the combined weight of
3.85 lbs. Refer to the following figures for the mounting hole dimensions with the brackets attached.
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Figure 72: Wall/Floor mounting hole dimensions with mounting brackets attached
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Note
When mounting the device with the brackets attached to a surface, it is recommended to use four customer-provided
#10-32 screws.
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Figure 73: Wall/Floor mounting clearance and overall dimensions with mounting brackets attached
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Step 5 Route the cables to avoid placing strain on the connectors or mounting hardware.

Installing a DIN Rail

The DIN rail kit is ordered separately (part number IRM-1100-DINRAIL). The device must be mounted
vertically, with the ground lug positioned on the bottom.
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Figure 74: Device Orientation
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Mounting the DIN Rail Bracket on the Device

Procedure

Step 1 Attach the DIN rail brackets to the back of the device. There are two separate mounting brackets: one attaches to the
IR1101, and the other attaches to the IRM-1100-4S8I. The combined DIN rail brackets mount in a vertical orientation
only.
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Figure 75: Attaching the DIN Rail Brackets

IRM-1100-
4A2T

1 DIN mounting bracket
2 IRM-1100-DINRAIL mounting bracket
3 Screws from IR1101 kit
4 Screw from IRM-1100-DINRAIL kit
Step 2 Attach the DIN rail mounting bracket to the device using the two screws provided in the kit. Position the bracket over

the two mounting holes, then tighten the screws to a torque of 13—15 in-lbs (1.5-1.7 Nm).

Step 3 Attach the IRM-1100-DINRAIL mounting bracket to the device using the screw provided in the kit. Position the bracket
over the mounting hole, then tighten the screw to a torque of 13—15 in-lbs (1.5-1.7 Nm).

Step 4 Once the two brackets are attached to the device, you can mount it onto the DIN rail.

Attaching the Bracket Onto the DIN Rail

To attach the Device with the brackets to a DIN rail, follow these steps.
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Figure 76: Attaching the Brackets to the DIN Rail

1 DIN rail clips
2 DIN rail
Procedure
Step 1 Position the router so that the lower edge and spring of the DIN clip, located within the bottom of the DIN rail bracket,

engages with the bottom section of the DIN rail. Push up to compress the spring.
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Step 2
Rotate onto DIN rail

Step 1
Push up to
compress spring

Step 2 Rotate the router so that the top hook of the DIN clip clamps to the top section of DIN rail.

Step 3 To remove the device from the DIN Rail, simply reverse the procedure.

Note
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To prevent excessive side-to-side movement of the unit, install DIN rail stop plates such as Mouser part numbers
653-PFP-M, 651-1201662, or 845-CA402. These stop plates can be installed on one or both sides of the unit to limit
movement, especially in high-vibration environments.

What to do next

After you install and properly ground the device, you can connect the power wiring, LAN cables, and
administrative access cables as required for your installation.
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Antenna Selection and Installation

This chapter contains the following sections:

* Antenna Selection and Installation, on page 125

* Antenna Installation Best Practices, on page 125

* Supported Antennas for the IR1101, on page 127

* Supported Accessories for the IR1101, on page 127

Antenna Selection and Installation
A

Note Before you install the Cisco IR1101 Integrated Services Router on a table, wall, or DIN rail, install the antennas
on the Pluggable Module. It is difficult to install the antennas after the router is installed.

The following section contains information for installing antennas with the base IR1101 router with or without
the Expansion Modules, using P-LTE-xx or P-LTEA-xx cellular modules. There are three RF SMA(f)
connectors on the Pluggable Module. Two connectors, Main and Div (diversity) are used to connect to the
4G/LTE modem. The third connector is used for GPS. The Diversity port may also be referred to as an Aux
connector.

Antenna Installation Best Practices

The optimal site location for antennas for 4G routers and cellular modules plays a significant role in determining
overall cellular link performance. Routers located at the farthest coverage points might have 10 to 50 percent
of the bandwidth available compared to routers located closer to the cellular base station tower, away from
obstructions, and with an unobstructed view of the cellular tower.

Because antennas transmit and receive radio signals over the air, the signal propagation and antenna performance
may be adversely affected by the surrounding environment, including physical obstructions. Radio frequency
(RF) interference may also occur between wireless systems located close to each other, especially if the
antennas of these systems are located close to each other. Interference may also occur when the antenna is in
close proximity to cable clutter or other sources of radio interference.

Follow these guidelines to ensure the best possible performance:
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* When you use any cellular antennas such as 3G UMTS, 4G/LTE, 4G/LTEA (LTE Advanced) with a
modular router and a pluggable module, try to mount the antenna a certain distance away from the router.
For example, in indoor deployments, an appropriate extension cable and antenna stand can be utilized.
For outdoor installations, choose a suitable outdoor antenna, and mount it away from obstructions that
ideally have a direct view of the cellular tower. The antenna performance, and therefore that of the router,
will not be optimal if mounted directly on a pluggable module. Primary reasons for possible degradation
of performance include:

* Obstruction of the router antenna view of the cellular base station tower by Ethernet cables, power
cables, USB cables, and walls.

* Possible coupling of digital noise from inside the router to the antenna when unshielded Ethernet
cables are used.

» Keep antennas away from electrical and signal cable clutter. Metal conductors inside cables may block
antenna view of the base station. Additionally, unshielded (and even shielded cables in some cases) may
radiate signals that interfere with RF signal reception.

* It is recommended that all cellular antennas for the IR1101 are oriented vertically to ensure polarization
match. While polarization of the signal may change as it is reflected from obstructions, when the view
is unobstructed - vertical polarization is optimal.

* When installing the IR1101 with or without the Expansion Modules, the following note is important:

\)

Note When cellular FDD Band 5 is deployed with 3G WCDMA, 4G/LTE or 4G/LTEA C/A, such as with P-LTE-US
or P-LTEA-EA pluggable modules on certain carriers, ensure that both Main and Aux cellular antennas are
physically separated from the IR1101 chassis by a minimum of 5 feet (1.5 meters). This note only affects
P-LTE-xx receiver operation in Band 5 in a narrow 875 MHz frequency range. No significant effect on the
P-LTE-xx cellular Band 5 receiver has been measured when antennas are separated from the chassis by more
than 5 feet (1.5 meters). This note does not apply when the receive signal does not overlap 875 MHz, such as
when operating on other bands, or other frequencies within FDD Band 5.

* For optimal MIMO performance, space cellular Main and Aux antennas apart by at least 17 inches (43
cm). At the lowest LTE frequency of 700 MHz, 17 inches represents 1 wavelength. Spacing of half (or
0.5) wavelength or 8.5 inch (22.5cm) results in good MIMO performance.

* Spacing Main and Aux LTE antennas less than 8.5 inches may result in significantly reduced MIMO
performance.

* Spacing antennas too close to each other (e.g. 3 inches) results in antennas significantly detuning from
their original designed performance due to antenna coupling.

* Wherever possible, mount the IR1101 router with the pluggable LTE module and antenna where the
cellular base station or tower are within sight and without physical obstructions. Barriers along the line
of sight between the router and the local base station will degrade the wireless radio signals. Install the
IR1101, pluggable modules and antennas above floor level in office environments or near the ceiling for
better performance because most obstructions tend to be near the floor level.

* The density of the materials used in a building's construction determines the number of walls the signal
must pass through while still maintaining adequate coverage. Consider the following before choosing
the location for installing the antenna:
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* Paper and vinyl walls have very little effect on signal penetration.

* Solid and precast concrete walls limit signal penetration to one or two walls without degradation of
coverage.

* Concrete and wood block walls limit signal penetration to three or four walls.
* A signal can penetrate five or six walls constructed of drywall or wood.

* A thick metal wall or wire-mesh stucco wall causes signals to reflect back and causes poor
penetration.

» Avoid mounting the antenna next to a column or vertical support that could create a shadow zone and
reduce the coverage area.

» Keep the antenna away from reflective metal objects such as heating and air-conditioning ducts, large
ceiling trusses, building superstructures, and major power cabling runs. If necessary, use an extension
cable to relocate the antenna away from these obstructions.

Supported Antennas for the IR1101

All of the currently supported antennas are broken down by functional groups in the Cisco Industrial Routers
and Industrial Wireless Access Points Antenna Guide. Details are found in the Antenna Selection Table.

Supported Accessories for the IR1101

All of the currently supported accessories are broken down by functional groups in the Cisco Industrial Routers
and Industrial Wireless Access Points Antenna Guide. Details are found in the Cisco RF Cables, Adapters,
Lightning Arrestors, Extension Bases and other Accessories chapter.
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CHAPTER 1 0

Connecting the Router

This section contains the following:

* Preparing to Connect the Router, on page 129
* Connecting to DC Power, on page 130

* Serial Port Cable, on page 133

* Verifying Connections, on page 139

Preparing to Connect the Router

This chapter describes how to connect the IR1101 to Ethernet devices and a network.

Before you connect the router to the devices, install the router according to the instructions in Installing the
Router, on page 29 .

Preventing Damage to the Router

To prevent damage to your router, turn off power to the devices and to the router until all connections are
completed.

A

Caution Do not turn on the devices until after you have completed all connections to the router.

Connecting a PC, Server, or Workstation
To connect a PC (or other Ethernet devices) to an Ethernet switch port, follow these steps:
1. Connect one end of the Ethernet cable to an Ethernet switch port on the router.

2. Connect the other end of the cable to the RJ-45 port on the network interface card (NIC) that is installed
in the PC, server, or workstation.

3. (Optional) Connect additional servers, PCs, or workstations to the other Ethernet switch ports.
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. Connecting a PC to the Console Port

Connecting a PC to the Console Port

Connect a PC to the Console port either to configure the software by using the CLI or to troubleshoot problems
with the router. To connect a terminal or PC to the console port on the router and access the CLI, follow these
steps:

\}

Note  On carlier models of the device, the console port speed was set at 115200. Later models had the console port
speed switched to 9600.

Procedure

Step 1 Connect the mini-USB console cable to the console port on the router.
Step 2 Connect the opposite end of the mini-USB cable to the USB port on your laptop or PC.
Step 3 To communicate with the router, wait for your laptop or PC to discover the new device.

Step 4 If your laptop or PC warns you that you do not have the proper drivers to communicate with the router, you can obtain
them from your computers manufacturer, or go here: https://www.silabs.com/developers/usb-to-uart-bridge-vcp-drivers

Connecting to DC Power
A

Warning  This product relies on the building’s installation for short-circuit (overcurrent) protection. Ensure that the
protective device is rated not greater than 60 VDC minimum, 5A maximum. Statement 1005

A

Warning  Connect the unit only to DC power source that complies with the safety extra-low voltage (SELV) requirements
in IEC 60950 based safety standards. Statement 1033

A

Warning  This product requires short-circuit (overcurrent) protection, to be provided as part of the building installation.
Install only in accordance with national and local wiring regulations. Statement 1045

Plugs and Pin-Outs

The IR1101 ships with a DC power accessory Kkit.

The power entry receptacle is on the IR1101. The pin-outs are shown in the following figure.
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Wiring the DC Power .

Figure 77: Power Connector Pin-outs
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Table 20: Power connector Descriptions

Pin Name |Description

Number

1 DCIn |DC Power Positive Input
+

2 DC In - | DC Power Return (GND-)

3 AC Alarm Common

4 Al Alarm Input

Wiring the DC Power

To connect the DC power on your Cisco IR1101, follow these steps:

I. Locate the power and alarm connector on the router front panel.

Note
Your connector may not have the labels V RT A A.

In the labeled connector, the pins are:
V—Positive DC power connection
RT— Return DC power connection
A— Alarm Common

A— Alarm Input

A91920
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2. Identify the connector positive and return DC power connections. The
connections left to right are:

1. Positive DC power connection
2. Return DC power connection

3. Alarm Common
4

Alarm Input

3. Measure two strands of twisted-pair copper wire (18-t0-20 AWG) long
enough to connect to the DC power source.

4. Using an 18-gauge wire-stripping tool, strip each of the two twisted pair
wires coming from each DC-input power source to 0.25 inch (6.3 mm) +
0.02 inch (0.5 mm). Do not strip more than 0.27 inch (6.8 mm) of insulation

from the wire. Stripping more than the recommended amount of wire can
leave exposed wire from the power connector after installation.

33304

5. Remove the two captive screws that attach the power and alarm connector
to the router, and remove the connector.

6. On the power and alarm connector, insert the exposed part of the positive
wire into the connection labeled "V" and the exposed part of the return wire
into the connection labeled "RT". Make sure that you cannot see any wire )
lead. Only wire with insulation should extend from the connector. ':_1_-)
Note

Use the same method for wiring the alarm connections.

maL2

1—Power connector captive screws

7. Use a ratcheting torque flathead screwdriver to tighten the power connector
captive screws (above the installed wire leads) to their proper torque. See
the figure and details below.

8. Connect the other end of the positive wire to the positive terminal on the
DC power source, and connect the other end of the return wire to the return
terminal on the DC power source. Connect the other end of the Alarm wires
to your alarm source.

Refer to the following graphic for details on blade size and torque:
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Serial Port Cable ]

2mm

3.5mm

Torque to the following values:

* Flathead 2mm screwdriver for top power supply screws to 2 inch LBF

* Flathead 3.5mm screwdriver for power supply mating screws to 1 - 1.6 inch LBF

Serial Port Cable

One of the more common causes for tech support calls to Cisco is improper pinouts for serial port cables. This
section will describe the different components that make up the serial cabling for the IoT routers.

N

Note The most common type of serial connector found is the DB9. That will be the focus for this section.

One of the popular ways to build a serial cable is through the use of a RJ-45 to DB9 adapter. These adapters
can be ordered from numerous sources Online, or purchased in electronics stores. They typically come as a
fixed RJ-45 female connector with loose wires, which can be inserted into a DB9 connector to match the

pinouts that you need. See the following graphic.
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[l 0B Adapter Side

Figure 78: RJ-45 to DB9 Adapter

Make note of the front side versus the back side of the connector. This is important when pinning the wires
into the connector. In the graphic above, the front of the DB9 connector is present. When it is pinned, it
becomes the male side of the connector.

DB9 Adapter Side

The loose side of the adapter is the DB side.

See the following graphic for an example of a typical DB9 connector with the signal names.

Figure 79: RS-232 DB9 Male connector Male View

Rin3
Transmit
Bin2 Data (TD)
Receive Data Fin 4
Rin 1 (RD) Data Terminal
Data Carrier Ready (OTR)
Detect (DCD)

Data Set

Ready (DSR) Pin g

Ringing Indicater (RI)

Rin7 Ping

Request to l
Clear to S8end

Send (RTS

end (RTS) (CTS)

A common cause of confusion when building a connector is the perspective of how you are viewing the
pinouts. The pinouts are different from the male versus female views when building the connector. See the
following graphic.
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Figure 80: DB9 Pinout Views

DB9: View looking into female connector

RJ-45 Adapter Side

The RJ-45 female side of the connector, as previously mentioned, has fixed wires on the connector. Refer to

the following graphic for the pinouts, as well as the wire colors.

)

Note

White can also be Gray, depending on the adapter manufacturer.
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. RJ-45 Adapter Side

Figure 81: RJ-45 Female Pinouts

Now that both sides of the adapter have been explained, the next step is to place the pins into the proper holes
of'the DB9 side of the connector. This is done with the use of a pinning tool. An example of a common pinning
tool is found in the following graphic.
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Figure 82: Pinning Tool

There is a very good video on the use of a pinning tool that is found here .

The proper pinouts for a serial port are found in the following two tables.

Table 21: RJ45 to DB9 Male Adapter

RJ-45 Wire Color |DB9
Pins Pins
1 Blue 6
2 Orange 1
3 Black 4
4 Red 5
5 Green 2
6 Yellow 3
7 Brown 8
8 White or 7
Gray
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Connecting the Router |

\)

Note The above table describes the pinouts for a RJ45 to DB9 (male) Adapter. This allows connection from a local

RJ45 DTE port to a far-end DCE DB9 port.

Table 22: RJ45 to DB9 Female Null Modem Adapter

RJ-45 Wire Color |DB9
Pins Pins
1 Blue 4
2 Orange 1
3 Black 6
4 Red 5
5 Green 3
6 Yellow 2
7 Brown 7
8 White or 8
Gray

\)

Note the above table describes the pinouts for a RJ45 to DB9 (female) Null Modem Adapter. This allows connection

from a local RJ45 DTE port to a far-end DTE DB9 port.

Place the pins into their proper sockets using the pinning tool, and when that is complete you should have a
connector that looks similar to the following picture.
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Verifying Connections .

Figure 83: Completed Pinning

Snap the DB side of the adapter into place on the plastic connector holding the RJ-45 side of the connector.
When this is complete, your connector is ready to use.

Verifying Connections

To verify that all devices are properly connected to the router, first turn on all the connected devices, then
check the LEDs. To verify router operation, refer to the Front Panel Icons and LEDs, on page 21.
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Technical Specifications

This section contains the following:

* Technical Specifications, on page 141
* Router Specifications, on page 141
* Modem Specifications, on page 143

Technical Specifications

This appendix provides router and modem information for the IR1101 series.

Complete specifications for the IR1101 series can be found in the marketing data sheet.

)

Note Complete Regulatory Compliance and Safety Information is found online.

Router Specifications
A

Caution  Operating the router outside of the limits specified is not supported.

IR1101 Base Unit

The following table lists the Base Unit specifications:

Table 23: Cisco IR1101 Specifications

Description Design Specification

Dimensions Inches: 2.3 (H) x 5.2 (W) x 4.9 (D)
Millimeters: 58.4 (H) x 132.0 (W) x 124.5 (D)

Weight 2.25 lbs.
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Il 1RM-1100 Expansion Unit

Technical Specifications |

Description

Design Specification

Ingress Protection Rating

IP 30

Humidity

Non-condensing Relative Humidity: 5% to 95%

Standard Safety Certifications

UL 60950-1, 2nd edition; CAN/CSA C22.2 No. 60950-1, 2nd edition, EN
60950-1, 2nd edition; CB to IEC 60950-1, 2nd edition with all group
differences and national deviations.

Operating Temperature and Altitude on the Base
IR1101 with P-LTE-xx and P-LTE-xxx Pluggables
using WP7600 Series Modems.

Note
See Modem Specifications, on page 143 for the
EM74XX Series Modems.

Note

Please see Modem Support for Cisco P-LTE Pluggable
Product IDs (PIDs) and corresponding modem series
numbers.

-40° to 140°F (-40° to 60°C) in a sealed NEMA cabinet with no airflow
-40° to 158°F (-40° to 70°C) in a vented cabinet with 40 LFM of air

-40° to 167°F (-40° to 75°C) in a forced air enclosure with 200 LFM of air
(type tested at +85°C for 16 hours).

Note
This product has been safety certified up to 60°C maximum ambient.-500
to 5,000 feet. Derate max operating temperature 1.5°C per 1000 feet.

Input Voltage

Nominal voltage: 12V to 48V DC
Min/Max voltage: 9.6V to 60V DC input

Typical Current

12V - 0.72A
24V - 0.36A
59.8V-0.17A

Typical/Maximum Power Consumption

Without LTE Pluggable: Typical 7.7W, Maximum 10W.
With LTE Pluggable: Typical 10W, Maximum 13W.

IRM-1100 Expansion Unit

The following table lists the Expansion Unit specifications:

Table 24: Cisco IRM-1100 Specifications

Description Design Specification
Dimensions Inches: 1.3 (H) x 5.2 (W) x 4.9 (D)
Millimeters: 33.0 (H) x 132.0 (W) x 124.5 (D)
Weight 1.6 lbs.
Ingress Protection Rating IP 30
Humidity Non-condensing Relative Humidity: 5% to 95%
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IRM-1100-4A2T Expansion Unit [J|]

Description

Design Specification

Standard Safety Certifications

UL 60950-1, 2nd edition; CAN/CSA C22.2 No. 60950-1, 2nd edition, EN
60950-1, 2nd edition; CB to IEC 60950-1, 2nd edition with all group differences
and national deviations.

Operating Temperature and Altitude on the
Expansion IRM-1100 with P-LTE-xx and
P-LTE-xxx Pluggables utilizing WP7600 Series
Modems.

Note
See Modem Specifications, on page 143 for the
EM74XX Series Modems.

-40° to 140°F (-40° to 60°C) in a sealed NEMA cabinet with no airflow
-40° to 158°F (-40° to 70°C) in a vented cabinet with 40 LFM of air

-40° to 167°F (-40° to 75°C) in a forced air enclosure with 200 LFM of air
(type tested at +85°C for 16 hours)

Note
This product has been safety certified up to 60°C maximum ambient.-500 to
5,000 feet. Derate max operating temperature 1.5°C per 1000 feet.

IRM-1100-4A2T Expansion Unit

The following table lists the Expansion Unit specifications:

Table 25: Cisco IRM-1100-4A2T Specifications

Description Design Specification

Dimensions 13.3cm Wx 12.35cm L x 6.0cm H

Weight 1.6 lbs.

Ingress Protection Rating IP30 Chassis. Class A EMC or better.

Humidity Non-condensing Relative Humidity: 5% to 95%

Standard Safety Certifications UL 60950-1, 2nd edition; CAN/CSA C22.2 No. 60950-1, 2nd edition, EN 60950-1, 2nd edition;
CB to IEC 60950-1, 2nd edition with all group differences and national deviations.

Operating Temperature and Altitude | Industrial temperature (-40C to +85C internal component temperature range)
-40C to +60C operating temperature (outside ambient)

S5Kft altitude

Modem Specifications

The EM74XX series modems have different performance numbers than the WP7600 series modems do. The
EM74XX series will experience reduced (throttled) performance in conditions where the ambient temperature
reaches high levels. Refer to the following table for details on temperature/airflow and performance throughput.
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Table 26: Specifications for the IR1101 and IRM-1100 with EM74XX Series Modems and P-LTEA-LA and P-LTEA-EA modules

Maximum Ambient Temperature (C/F) | Air Flow Hardware Throughput
(LFM) Performance

50°/122° 0 IR1101 Normal

60°/140° 0 IR1101 Throttled

60°/140° 40 IR1101 Throttled

65°/149° 200 IR1101 Throttled

50°/122° 0 IR1101 plus Normal
IRM-1100

55°/131° 40 IR1101 plus Normal
IRM-1100

60°/141° 200 IR1101 plus Normal
IRM-1100

Table 27: Specifications for the IR1101 and LM960A18 modem, P-LTEAP18-GL pluggable module

Technical Specifications |

Maximum Ambient Temp Air Flow Chassis LTE Throughput Performance

(°C/°F) (LFM) Hardware

50°/122° 0 IR1101 Normal

55°/131° 0 IR1101 LTE Uplink throttled

60°/140° 0 IR1101 LTE Uplink (UL) throttled, and UL RF transmit power reduced
on 50% of LTE frames. Uplink communication range reduced
on 50% of LTE frames.

65°/149° 0 IR1101 Same as 60C, 0 LFM and downlink (DL) C/A carrier
aggregation is disabled.

70°/158° 40 IR1101 Same as 65C, 0 LFM

Table 28: Specifications for the IR1101 and IRM-1100 with EM74XX Series Modems and P-LTEA7-XX modules

MaximumAmbient Temperature (C/F) | AirFlow Hardware ThroughputPerformance
(LFM)
60°C/140°F 0 IR1101 plus Normal
IRM-1100
65°C/149°F 40 IR1101 plus Throttled
IRM-1100
70°C/158°F 200 IR1101 plus Throttled
IRM-1100
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Modem Specifications .

The EM9293 modems will experience reduced (throttled) performance in conditions where the ambient
temperature reaches high levels. Refer to the following table for details on temperature/airflow and performance

throughput.

Table 29: Specifications for the IR1101 and IRM-1100 with EM9293 Modems and P-5GS6-R16SA-GL modules

MaximumAmbient Temperature (C/F) | AirFlow Hardware ThroughputPerformance
(LFM)
50°C/122°F 0 IR1101 plus Normal
IRM-1100
60°C/140°F 40 IR1101 plus Throttled
IRM-1100
65°C/149°F 200 IR1101 plus Throttled

IRM-1100
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CHAPTER 1 2

Regulatory Compliance

This chapter contains the following sections:

* Related Documentation, on page 147

* Installation Warning and Caution Statements, on page 148

* Hazardous Locations Standards and Marking Strings, on page 150
* EMC Information, on page 150

* Class A Notice for FCC, on page 150

* Industry Canada, on page 151

* European Community, Switzerland, Norway, Iceland, and Liechtenstein, on page 152
* Declaration of Conformity for RF Exposure, on page 152

* EMC Class A Notices and Warnings, on page 155

* National Restrictions, on page 157

* Taiwan, on page 158

 Statement 1008—Class 1 Laser Product, on page 158

* Changing Output Power, on page 158

* Antennas, on page 159

Related Documentation

All of the IR1101 documentation can be found online here:

* Product support page: https://www.cisco.com/c/en/us/support/routers/
1101-industrial-integrated-services-router/model.html

* Datasheet: https://www.cisco.com/c/en/us/products/collateral/routers/
1101-industrial-integrated-services-router/datasheet-c78-741709.html

* Regulatory Compliance and Safety Information: https://www.cisco.com/c/dam/en/us/td/docs/IIOT/
compliance/routers/rcsi-0502-book.pdf

* Statement of Volatility: https://trustportal.cisco.com/c/t/ctp/trust-portal.html?search_keyword=1101#/
19339541724455836
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. Installation Warning and Caution Statements

Installation Warning and Caution Statements

A

Warning

A

IMPORTANT SAFETY INSTRUCTIONS

This warning symbol means danger. You are in a situation that could cause bodily injury. Before you work
on any equipment, be aware of the hazards involved with electrical circuitry and be familiar with standard
practices for preventing accidents. Use the statement number provided at the end of each warning to locate
its translation in the translated safety warnings that accompanied this device.Statement 1071

Warning

A

The product is to be connected to a IEC 60950 compliant limited power source (LPS). Statement 170

Warning

A

In order to comply with FCC radio frequency (RF) exposure limits, antennas for this product should be located
a minimum of 11.8 in. (30 cm) or more from the body of all persons. Statement 332

Warning

A

This product relies on the building’s installation for short-circuit (overcurrent) protection. Ensure that the
protective device is rated not greater than: 60Vdc minimum, SA maximum. Statement 1005

Warning

A

This unit is intended for installation in restricted access areas. A restricted access area can be accessed only
through the use of a special tool, lock and key, or other means of security. Statement 1017

Warning

A

This equipment must be grounded. Never defeat the ground conductor or operate the equipment in the absence
of a suitably installed ground conductor. Contact the appropriate electrical inspection authority or an electrician
if you are uncertain that suitable grounding is available. Statement 1024

Warning

A

Only trained and qualified personnel should be allowed to install, replace, or service this equipment. Statement
1030

Warning

A

Ultimate disposal of this product should be handled according to all national laws and regulations. Statement
1040

Warning

To prevent the system from overheating, do not operate it in an area that exceeds the maximum recommended
ambient temperature of 140°F (60°C). Statement 1047
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A

Installation Warning and Caution Statements .

Warning

A

Use twisted-pair supply wires suitable for 86°F (30°C) above surrounding ambient temperature outside the
enclosure. Statement 1067

Warning

A

Installation of the equipment must comply with local and national electric codes. Statement 1074

Warning

A

Avoid using or servicing any equipment that has outdoor connections during an electrical storm. There may
be a risk of electric shock from lightning. Statement 1088

Caution

A

When installed in a Class 1, Division 2 hazardous locations environment, equipment shall be installed in an
enclosure suitable for the area. The enclosure shall be accessible by a tool only.

Caution

A

Airflow around the router must be unrestricted. The dimensions (height x width x depth) are 7.70 x 11 x 1.73
in. (19.6 x 27.9 x 4.39 cm). Contact your Cisco Technical Assistance Centre (TAC) if tighter spacing is
required.

Caution

The equipment shall only be used in an area of at least pollution degree 2, as defined in EN 60664-1. The
equipment shall be installed in a certified enclosure that provides a degree of protection not less than IP 54
in accordance with EN IEC 60079-0 and accessible only by the use of a tool.

Antennas attached to the equipment must be contained withing the IP54 enclosure.

This equipment is suitable for use in Class I, Division 2, Groups A, B, C, D, or only nonhazardous locations.

This equipment is rated as follows: maximum operating range: 9.6V to 60V, marked 12-48Vdc.

Note

The maximum ambient operating temperature range is —40 to 140°F (—40 to 60°C).
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Hazardous Locations Standards and Marking Strings

The following standards were used for the hazardous locations approvals and certifications:

* CSA C22.2 No. 60079-0:19, 4th Ed., Issued 2019-0

* CAN/CSA-C22.2 No. 60079-7:16, 2nd Ed., Issued 2016-10
* CSA C22.2 No. 213-17, 3rd Ed., Rev. 2019-08-26

* EN IEC 60079-0:2018 EN IEC 60079-7: 2015 +A1:2018

* EN IEC 60079-7: 2015 +A1:2018

» UL 121201, 9th Ed., Rev. 2019-08-26

» UL 60079-0 ,7th Ed., Rev. 2020-04-15

» UL 60079-7 5th Ed. Rev. 2017-04-21

The following hazardous locations strings are provided on the router:

* Class 1, Div 2, Groups AB CD

* Class I, Zone 2, AEx ec IIC T4 Gc¢
* UL 21 ATEX 2512X

* Ex ec IIC T4 Gc

EMC Information

For EMC and safety information, see the Regulatory Compliance and Safety Information for Cisco IoT Series
Routers document.

Class A Notice for FCC

Modifying the equipment without Cisco’s authorization may result in the equipment no longer complying
with FCC requirements for Class A digital devices. In such an event, your right to use the equipment may be
limited by FCC regulations, and you may be required to correct any interference to radio or television
communications at your own expense.

This equipment has been tested and found to comply with the limits for a Class A digital device, pursuant to
Part 15 of the FCC Rules. Operation is subject to the following two conditions:

1. This device may not cause harmful interference, and

2. This device must accept any interference received, including interference that may cause undesired
operation.

This equipment has been tested and found to comply with the limits of a Class A digital device, pursuant to
Part 15 of the FCC Rules. These limits are designed to provide reasonable protection against harmful
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interference when the equipment is operated in a residential environment. This equipment generates, uses,
and radiates radio frequency energy, and if not installed and used in accordance with the instructions, may
cause harmful interference. However, there is no guarantee that interference will not occur. If this equipment
does cause interference to radio or television reception, which can be determined by turning the equipment
off and on, the user is encouraged to correct the interference by one of the following measures:

A

* Reorient or relocate the receiving antenna.
* Increase separation between the equipment and receiver.
» Connect the equipment to an outlet on a circuit different from which the receiver is connected.

* Consult the dealer or an experienced radio/TV technician.

Caution

The Part 15 radio device operates on a noninterference basis with other devices operating at this frequency
when using the integrated antennas. Any changes or modification to the product not expressly approved by
Cisco could void the user's authority to operate this device.

Industry Canada

Canadian Compliance Statement

Cisco® Catalyst IR1101 Rugged Series Router

Cisco® IR1101 Industrial Integrated Services Router PIDS

« IR1101-K9

This Class A Digital apparatus meets all the requirements of the Canadian Interference-Causing Equipment
Regulations.

This device complies with Class A Limits of Industry Canada. Operation is subject to the following two
conditions:

1
2.

This device may not cause harmful interference, and

This device must accept any interference received, including interference that may cause undesired
operation.

Cisco® Catalyst IR1101 Rugged Series Router are certified to the requirements of RSS-210. The use of this
device in a system operating either partially or completely outdoors may require the user to obtain a license
for the system according to the Canadian regulations. For further information, contact your local Industry
Canada office.

To reduce potential radio interference to other users, the antenna type and its gain should be so chosen that
the equivalent isotopically radiated power (EIRP) is not more than that permitted for successful communication.
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European Community, Switzerland, Norway, Iceland, and
Liechtenstein

Cisco® Catalyst IR1101 Rugged Series Router PIDS.
« IR1101-K9

Declaration of Conformity with Regard to R-ED Directive 2014/53/EU

The following standards were applied:

* EN 62311: 2008
* EN 301 489-1 v 2.1.1; EN 301 489-19 v2.1.0; EN 301 489-52 v1.1.0

* EN 301 511 v12.5.1; 301 908-1 v 11.1.1; EN 301 908-2 v 11.1.2; EN 301 908-13 v11.1.1; EN 303 413
vl.l.1

With regard to the Directive 2014/53/EU, the conformity assessment procedure referred to in Article 17.2(a)
and Annex II — module A has been followed.

)

Note This equipment is intended to be used in all EU and EFTA countries. For more details, contact the Cisco
Corporate Compliance team.

The product carries the CE mark:

430

Declaration of Conformity for RF Exposure

This section contains information on compliance, with guidelines related to RF exposure.

RF Exposure

Cisco products are designed to comply with the following national and international standards on human
exposure to RF:

* US 47 Code of Federal Regulations Part 2 Subpart J

» American National Standards Institute (ANSI) / Institute of Electrical and Electronic Engineers / IEEE
C95.1

* International Commission on Non Ionizing Radiation Protection (ICNIRP)

* Ministry of Health (Canada) Safety Code 6. Limits on Human Exposure to Radio Frequency Fields in
the range from 3kHz to 300 GHz
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« Australia Radiation Protection Standard

\)

Note To ensure compliance with various national and international Electromagnetic Field (EMF) standards, the
system should only be operated with Cisco-approved antennas and accessories.

This Device Meets International Guidelines for Exposure to Radio Waves

The IR1101 Series device includes a radio transmitter and receiver. It is designed to not exceed the limits for
exposure to radio waves (radio frequency electromagnetic fields) recommended by international guidelines.
The guidelines were developed by an independent scientific organization (ICNIRP) and include a substantial
safety margin designed to ensure the safety of all persons, regardless of age and health.

As such the systems are designed to be operated as to avoid contact with the antennas by the end user. We
recommended that you set the system in a location where the antennas can remain at least at a minimum
distance, as specified, from a user in accordance with the regulatory guidelines that are designed to reduce
the overall exposure to a user or operator.

The World Health Organization has stated that present scientific information does not indicate the need for
any special precautions for the use of wireless devices. They recommend that if you are interested in further
reducing your exposure, then you can easily do so by reorienting antennas away from users, or by placing he
antennas at a greater distance than recommended.

This Device Meets FCC Guidelines for Exposure to Radio Waves

The IR1101 Series device includes a radio transmitter and receiver. It is designed to not exceed the limits for
exposure to radio waves (radio frequency electromagnetic fields) as referenced in FCC Part 1.1310. The
guidelines are based on IEEE ANSI C 95.1 (92) and include a substantial safety margin designed to ensure
the safety of all persons, regardless of age and health.

As such the systems are designed to be operated so as to avoid contact with the antennas by the end user. We
recommend that you set the system in a location where the antennas can remain at least at a minimum distance,
as specified, from a user in accordance with the regulatory guidelines that are designed to reduce the overall
exposure to a user or operator.

The device has been tested and found compliant with the applicable regulations as part of the radio certification
process.

The U.S. Food and Drug Administration has stated that present scientific information does not indicate the
need for any special precautions for the use of wireless devices. The FCC recommends that if you are interested
in further reducing your exposure, you can easily do so by reorienting antennas away from users, or by placing
the antennas at a greater distance than recommended, or by lowering the transmitter power output.

FCC Radiation Exposure Statement

This equipment complies with FCC radiation exposure limits set forth for an uncontrolled environment. This
equipment should be installed and operated with minimum distance 20cm between the radiator and your body.

This device contains license-exempt transmitter(s)/receiver(s) that comply with Innovation, Science and
Economic Development Canada’s license-exempt RSS(s). Operation is subject to the following two conditions:
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. This Device Meets the Industry Canada Guidelines for Exposure to Radio Waves

1. This device may not cause interference.

2. This device must accept any interference, including interference that may cause undesired operation of
the device.

L’émetteur/récepteur exempt de licence contenu dans le présent appareil est conforme aux CNR d’Innovation,
Sciences et Développement économique Canada applicables aux appareils radio exempts de licence.
L’exploitation est autorisée aux deux conditions suivantes :

1. L’appareil ne doit pas produire de brouillage;

2. Lappareil doit accepter tout brouillage radioélectrique subi, méme si le brouillage est susceptible d’en
compromettre le fonctionnement.

This Device Meets the Industry Canada Guidelines for Exposure to Radio

Waves

The IR1101 Series includes a radio transmitter and receiver. It is designed to not exceed the limits for exposure
to radio waves (radio frequency electromagnetic fields) as referenced in Health Canada Safety Code 6. The
guidelines include a substantial safety margin designed into the limit to ensure the safety of all persons,
regardless of age and health.

As such the systems are designed to be operated so as to avoid contact with the antennas by the end user. We
recommend that you set the system in a location where the antennas can remain at least at a minimum distance,
as specified, from a user in accordance with the regulatory guidelines that are designed to reduce the overall
exposure to a user or operator.

)

Note

Health Canada states that present scientific information does not indicate the need for any special precautions
for the use of wireless devices. They recommend that if you are interested in further reducing your exposure,
you can easily do so by reorienting antennas away from users by placing the antennas at a greater distance
than recommended, or by lowering the transmitter power output.

ISED Radiation Exposure Statement

This equipment complies with ISED RSS-102 radiation exposure limits set forth for an uncontrolled
environment. This equipment should be installed and operated with minimum distance 20cm between the
radiator & your body.

Cet équipement est conforme aux limites d’exposition aux rayonnements ISED établies pour un environnement
non contrdlé. Cet équipement doit étre installé et utilisé avec un minimum de 20cm de distance entre la source
de rayonnement et votre corps

Le module émetteur peut ne pas étre coimplanté avec un autre émetteur ou antenne.

CAN ICES-3 (A)/NMB-3(A)

The Country Code Selection feature is disabled for products marketed in the US/Canada.
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Additional Information on RF Exposure

You can find additional information on RF exposure in the following links:

* FCC Bulletin 56: Questions and Answers about Biological Effects and Potential Hazards of Radio
Frequency Electromagnetic Fields

* FCC Bulletin 65: Evaluating Compliance with the FCC guidelines for Human Exposure to Radio
Frequency Electromagnetic Fields

* FCC Bulletin 65C (01-01): Evaluating Compliance with the FCC guidelines for Human Exposure to
Radio Frequency Electromagnetic Fields: Additional Information for Evaluating Compliance for Mobile
and Portable Devices with FCC limits for Human Exposure to Radio Frequency Emission

You can obtain additional information from the following organizations:

» World Health Organization Internal Commission on Non-Ionizing Radiation Protection at this URL:
https://www.icnirp.org

* United Kingdom, Wi-fi radio waves and health at this URL: https://www.gov.uk/government/publications/
wireless-networks-wi-fi-radio-waves-and-health/wi-fi-radio-waves-and-health

* Cellular Telecommunications Association at this URL: https://www.ctia.org/

» The Mobile Manufacturers Forum at this URL: https://www.mwfai.org/

EMC Class A Notices and Warnings

Statement 340—Class A Warning for CISPR 32

Danger |Danger

Warnung] Dies ist ein Produkt der Klasse A. Bei der Verwendung dieses Produkts im Haus- oder
Wohnungsbereich kann es zu Funkstdrungen kommen. In diesem Fall muss der Benutzer u. U.
angemessene Mafinahmen ergreifen.

Declaration of Conformity with Regard to EU Directive 2014/53/EU

The information in this document is applicable to the Cisco IR1101 Series wireless LAN products.
The equipment operates in the following frequency ranges:

* FDD LTE 700 MHz, 850 MHz, 900 MHz, 1700 MHz, 1800 MHz, 2100 MHz, and 2600 MHz

* GPS 1575.42 4/-1.023, GLONASS 1597.52 - 1605.92, Galileo 1575.42 +/- 2.046, and BeiDou 1561.098
+/-2.046

National regulations may require operations to be limited to portions of the frequency ranges identified above
or at reduced power levels, or both. See the National Restrictions section for complete details.

This declaration is only valid for configurations (combinations of software, firmware and hardware), provided
or supported by Cisco Systems for use within the EU or countries that have implemented the EU directives.
The use of software or firmware not supported or provided by Cisco Systems may result in the equipment not
being compliant with the regulatory requirements.
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Table 30: Country Statements

Country Statement

Bwnrapcku ToBa obopyaBaHe 0TroBapsi Ha CbLLECTBEHUTE UBUCKBAHWSA 1N NPUIOXNMM
[Bulgarian] knay3au Ha Oupektusa 2014/53/EC.

Cesky [Czech]: Toto zatizeni je v souladu se zékladnimi pozadavky a ostatnimi odpovidajicimi

ustanovenimi Smeérnice 2014/53/EU.

Dansk [Danish]:

Dette udstyr er i overensstemmelse med de vesentlige krav og andre relevante
bestemmelser i Direktiv 2014/53/EU.

Deutsch [German]:

Dieses Gerét entspricht den grundlegenden Anforderungen und den weiteren
entsprechenden Vorgaben der Richtlinie 2014/53/EU.

Eesti [Estonian]:

See seade vastab direktiivi 2014/53/EL olulistele nduetele ja teistele asjakohastele
sdtetele.

English:

This equipment is in compliance with the essential requirements and other relevant
provisions of Directive 2014/53/EU.

Espafiol [Spanish]:

Este equipo cumple con los requisitos esenciales asi como con otras disposiciones
de la Directiva 2014/53/UE.

EANvIKA [Greek]:

AUTOG 0 €€0TTAITNOG €ival € oUPPOPPWAON KE TIG OUCIWDAEIG ATTAITHTEIG KAl
AAAeG axeTIKEG dlaTdgelg Tng Odnyiag 2014/53/EE.

Francais [French]:

Cet appareil est conforme aux exigences essentielles et aux autres dispositions
pertinentes de la Directive 2014/53/UE.

Hrvatski:[Croatian]

Ova oprema je u sukladnosti s bitnim zahtjevima i drugim relevantnim odredbama
Direktive 2014/53/EU

Islenska [Icelandic]:

betta taeki er samkvaemt grunnkréfum og 60rum videigandi akvaeedum Tilskipunar
2014/53/EU.

Italiano [Italian]:

Questo apparato ¢ conforme ai requisiti essenziali ed agli altri principi sanciti dalla
Direttiva 2014/53/UE.

Latviski [Latvian]:

St iekarta atbilst Direktivas 2014/53/ES bitiskajam prasibam un citiem ar to
saistitajiem noteikumiem.

Lietuviy [Lithuanian]:

Sis jrenginys tenkina 2014/53/ES Direktyvos esminius reikalavimus ir kitas ios
direktyvos nuostatas.

Nederlands [Dutch]:

Dit apparaat voldoet aan de essentiele eisen en andere van toepassing zijnde
bepalingen van de Richtlijn 2014/53/EU.

Malti [Maltese]:

Dan l-apparat huwa konformi mal-htigiet essenzjali u l-provedimenti l-ohra rilevanti
tad-Direttiva 2014/53/UE.

Magyar [Hungarian]:

Ez a késziilék teljesiti az alapvetd kovetelményeket és mas 2014/53/EU iranyelvben
meghatarozott vonatkozé rendelkezéseket.
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Country

Statement

Norsk [Norwegian]:

Dette utstyret er i samsvar med de grunnleggende krav og andre relevante
bestemmelser i EU-direktiv 2014/53/EU.

Polski [Polish]: Urzadzenie jest zgodne z og6lnymi wymaganiami oraz szczegolnymi warunkami
okreslonymi Dyrektywa UE: 2014/53/UE.

Portugués Este equipamento esta em conformidade com os requisitos essenciais e outras

[Portuguese]: provisdes relevantes da Directiva 2014/53/UE.

Romana [Romanian]

Acest echipament este in conformitate cu cerintele esentiale si cu alte prevederi
relevante ale Directivei 2014/53/EU.

Slovensko [Slovenian]:

Ta naprava je skladna z bistvenimi zahtevami in ostalimi relevantnimi pogoji
Direktive 2014/53/UE.

Slovensky [Slovak]:

Toto zariadenie je v zhode so zakladnymi poziadavkami a inymi prisluSnymi
nariadeniami direktiv: 2014/53/EU.

Suomi [Finnish]:

Téma laite tayttda direktiivin 2014/53/EU olennaiset vaatimukset ja on siind
asetettujen muiden laitetta koskevien méardysten mukainen.

Svenska [Swedish]: Denna utrustning ar i 6verensstimmelse med de vésentliga kraven och andra
relevanta bestimmelser i Direktiv 2014/53/EU.
Tiirk [Turkish] Bu cihaz 2014/53/EU Direktifi'nin temel gereklerine ve ilgili diger hiikiimlerine

uygundur.

National Restrictions

In the EU and other European countries, the 2.4-GHz and 5-GHz bands have been made available for use by

Italy

wireless LANS.

The IR1800 Series is intended for outdoor usage. The equipment operates in the following frequency ranges:

* FDD LTE 700 MHz, 850 MHz, 900 MHz, 1700 MHz, 1800 MHz, 2100 MHz, and 2600 MHz

* GPS 1575.424/-1.023, GLONASS 1597.52 - 1605.92, Galileo 1575.42 +/- 2.046, and BeiDou 1561.098

+/-2.046

The following sections identify the countries having additional requirements or restrictions.

This product meets the National Radio Interface and the requirements specified in the National Frequency
Allocation Table for Italy. Unless this wireless LAN product is operating within the boundaries of the owner's
property, its use requires a "general authorization". For details, see:

http://www.comunicazioni.it/it/
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. Latvia

Questo prodotto ¢ conforme alla specifiche di Interfaccia Radio Nazionali e rispetta il Piano Nazionale di
ripartizione delle frequenze in Italia. Se non viene installato all’interno del proprio fondo, 1’utilizzo di prodotti
Wireless LAN richiede una “Autorizzazione Generale”. Consultare

http://www.mise.gov.it/index.php/it/comunicazioni

Latvia

The outdoor usage of the 2.4-GHz band requires an authorization from the Electronic Communications Office.
For details, see: http://www.esd.lv.

2,4 GHz frekvencu joslas izmantoSanai arpus telpam nepiecieSama atlauja no Elektronisko sakaru direkcijas.
Vairak informacijas: http://www.esd.lv .

Y

Note  Although Norway, Switzerland, Liechtenstein, and Turkey are not EU member states, the EU Directive
2014/53/EU has also been implemented in those countries.

\)

Note The antenna gain mentioned does not include cable loss.

Taiwan

BSMI Class A warning

e 2 T AT, LTS AN, RS TSR, (EULRRNEU R, G i
SRR B 1

Statement 1008—Class 1 Laser Product
A

Warning Statement 1008—Class 1 Laser Product

This product is a Class 1 laser product.

Changing Output Power

Changing the power output is allowed only by a trained service professional.
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Antennas

The Cisco Catalyst 1101 Rugged Router is a next generation modular industrial router which has a base
module with additional pluggable modules that can be added. The plug-in module is referred to as the Pluggable
Interface Module (PIM), or the pluggable. The pluggable provides the flexibility of adding different interfaces
to the IR1101 platform, for example, a cellular module. These modules are equipped with antenna connectors
to allow the use of dedicated (external) antennas available from Cisco.

The following link to the data sheet lists the antennas that can be used by IR1101. All antennas where assessed
together with the equipment against the requirements of the R&TTE directive.

https://www.cisco.com/c/en/us/products/collateral/routers/1101-industrial-integrated-services-router/
datasheet-c78-741709.html

Depending on the country a different regulatory limit might be applicable. It is therefore the responsibility of
the end user to select a power level that, together with the antenna, results in an eirp (radiated power) level
that is below the applicable limit.

\)

Note The antenna gain mentioned does not include the cable loss.
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