Configure Fluidity Parameterson Industrial
Wireless Access Pointsin URWB Mode
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| ntroduction

This document describes the configuration of Fluidity parameters on IW9165 and IW9167 radiosin URWB
mode.

Prerequisites
Requirements

Cisco recommends that you have knowledge of these topics:

» Basic CLI navigation and commands
» Understanding of IW URWB mode radios

Components Used

The information in this document is based on these software and hardware versions:
* |W9165 and IW9167 radios

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

Background I nformation

On the IW9165 and IW9167 radios in URWB mode, there are several parameters associated with a Fluidity
setup. Fluidity networks are ones where there are Infrastructure radios which are stationary alongside
Vehicleradios that are mobile.

The vehicle radios communicate with one Infrastructure radio at atime, which has the best signal strength.

These parameters can be configured over |oT OD with the Industrial Wireless service and over CLI aswell.



CLI configuration of Fluidity parameters

Show commands:
These parameters can be executed from enable mode on the CL1 of the devices.
1. Current configuration:

The current configuration of the Fluidity parameters on the device can be viewed with this command.

Radiol#show fluidity configuration

IME_TRK_IW9167EH#show fluidity config
Fluidity enabled

Fluidity interface: 1

Infrastructure mode

Backhaul-check: disabled

Mesh-end backhaul-check: disabled

Color: enabled, current: ©

Network type: flat (layer 2)

Warmup time: 20000 ms

Wireless timeout: 800 ms

Wireless fastdrop: disabled

Frequency scan: disabled

Large network optimization: enabled
Routes: backhaul

Primary-pseudowire enforcement: disabled
Max number of clients: unlimited

DoP settings: limit @, client 10, bias ©
Quadro telemetry: enabled

2. Current Fluidity network setup:

This command shows the current setup of the Fluidity network this device belongs to, including all the
pseudowires formed and the overall network details.



Radiol#show fluidity network

[IME_TRK_IW9167EH#show fluidity network

unit 5.246.2.8 infrastructure meshend primary
vehicles 2 total_mobiles 3

infrastructure 2 backbone 8 meshend 5.246.2.8

Vehicle ID Path Infrastr.ID via Mobile ID via H/0 Seq H/0 Age #M Primary ID Secondary IDs

83935198 .1.88. R1 5.0.191.222 R1 1816852 B.931 2 5.6.191.222 6.1.88.112
BB261156 @ .1.88. R1 5.66.194.36 R1 44885 B.751 1 5.66.194.36

Typ Infrastr.ID #¢ Vehicle IDs

5.1.88.75 2 88261156 83935198
* M 5.,246.2.8 @
ME_TRK_IWS167EH#]

Configuration commands:
3. Fuidity ID:

This parameter allowsto set the role for the device. The ID for the device can be set to Infrastructure mode
for static devices, Vehicle for mobile devices and Wireless relay for backhaul devices.

Under Vehicle configuration either an automatic ID can be assigned to all devicesthat belong to asingle
vehicle, or this can be manually configured as well.

Radiol#conf fluidity id infrastructure
Radiol# conf fluidity id wireless-relay
Radiol#conf fluidity id vehicle-auto
Radiol#conf fluidity id vehicle-id

ME_TRK_IW9167EH#conf fluidity id
infrastructure set infrastructure mode
vehicle-auto set vehicle mode with automatic ID selection
vehicle-id set vehicle mode with manual ID selection

wireless-relay set wireless-relay mode

ME_TRK_IW9167EH#conf fluidity id vehicle-id
WORD vehicle id, cannot be negative integer or a number starting with 0,
cannot include these characters: ' " ° $ = \ and whitespace

4. Fluidity handoff logic:

This parameter allows to specify the logic to be used when vehicle radio moves between one infrastructure
to another.

The default value is standard logic, based on the best RSS| value.

L oad-balancing allows to share the load between severa infrastructure radios. Manual method disables any



automatic handoffs and v2v method is used when V ehicle to vehicle communication is needed.

Radiol#conf fluidity handoff standard
Radiol#conf fluidity handoff manual
Radiol#conf fluidity handoff load-balancing
Radiol#conf fluidity handoff v2v

[ME_TRK_IW9167EH#conf fluidity handoff
load-balancing enable load balancing handoff logic

manual disable automatic handoff
standard enable standard handoff logic
v2v allow v2v handoff logic

5. Fluidity connect:

This parameter alowsto force a manual connection from the vehicle radio to the infrastructure unit who's
mesh ID is provided. For example this command forces a connection to the Infrastructure unit with Mesh ID
5123.

Radiol#conf fluidity connect 5.1.2.3

[ME_TRK_IW9167EH#conf fluidity connect

WORD mesh-id of infrastructure unit to connect to (A.B.C.D)

6. Large Network Optimization:

This parameter allows to enable or disable LNO on the device.

Radiol#conf fluidity Ino disabled
Radiol#conf fluidity Ino enabled

ME_TRK_IW9167EH#conf fluidity lno
disabled disable fluidity large network optimization

enabled enable fluidity large network optimization

7. Quadro telemetry:

This parameter allows to enable or disable Fluidity Quadro telemetry data.



Radiol#conf fluidity quadro disabled

Radiol#conf fluidity quadro enabled

IME_TRK_IW9167EH#conf fluidity quadro

disabled disable Quadro telemetry
enabled enable Quadro telemetry

8. Fluidity access:

This parameter helps with either allowing or blocking access to a certain device for a specified amount of
time, on the specified radio interface.

Radiol#conf fluidity access allow <mesh ID> <intf>

Radiol#conf fluidity access block <mesh ID> <time in minutes> <intf>

[ME_TRK_IW9167EH#conf fluidity access block 5.1.2.3
<1-65535> expiry timeout (s), default 5 minutes
R1 radio interface number 1
R2 radio interface number 2

ME_TRK_IW9167EH#conf fluidity access allow 5.1.2.3
R1 radio interface number 1
R2 radio interface number 2

9. Deltavalues:

This parameter allows to define the delta-high, delta-low and delta-threshold values of the signal strength
parameter to be used for the handoff logic which determines handoff between infrastructure radios.

Delta-high refers to the optimum upper handoff hysteresis threshold, Delta-low refers to the optimum lower
handoff hysteresis threshold and delta-threshold refers to the Fluidity handoff hysteresis low/high threshold.

Radiol#conf fluidity delta-high <int>

Radiol#conf fluidity delta-low <int>



Radiol#conf fluidity delta-threshold <int>

ME_TRK_IW9167EH#conf fluidity delta-high
<0-65535> handoff hysteresis high threshold
ME_TRK_IW9167EH#conf fluidity delta-low

<0-65535> handoff hysteresis low threshold
[ME_TRK_IW9167EH#conf fluidity delta-threshold
<0-65535> RSSI low/high zones threshold

10. Maximum clients :

This parameter defines the maximum number of vehicle radios each infrastructure radio can connect to. If
set to 0, it allows the infrastructure radio to connect to unlimited number of vehicle radios.

Radiol#conf fluidity max-clients 5

ME_TRK_IW9167EH#conf fluidity max-clients

<@-65535> maximum number of clients (@ = unlimited)

11. Backhaul check:
This parameter allows to define the backhaul check feature on the radios.

If set to disabled, then the backhaul check is not performed.

Radiol#conf fluidity backhaul -check disabled

If set to handoff-inhibition, on an infrastructure device, the device is not considered as an option to handoff,
if al the ethernet portson it are down.

Radiol#conf fluidity backhaul-check handoff-inhibition

If set to relay-switch, the infrastructure device is temporarily switched to wirelessrelay if the ethernet port is
down.

Radiol#conf fluidity backhaul-check relay-switch



[ME_TRK_IW9167EH#conf fluidity backhaul-check
disabled backhaul-check disabled
handoff-inhibition inhibit handoff if all ethernet ports are down

me—check if enabled, this infrastructure unit will not be eligible
for the handoff if the mesh-end is unreachable

relay-switch switch to Infrastructure Wireless Relay mode if all
ethernet ports are down

12. Backhaul check meshend check:

This parameter allows to enable a secondary check on the exisitng backhaul check feature. While backhaul
check feature only checks for the Ethernet port status, ME-check verifiesif the infrastructure unit can
actually reach the Mesh End of the network. If the me-check parameter is selected under backhaul check,
further options can be specified.

If set to disabled, then me-check is not performed.

Radiol#conf fluidity backhaul -check me-check disabled

If set to handoff-inhibition on an infrastructure device, the device is not considered as an option to handoff if
it cannot reach the Mesh End of the network.

Radiol#conf fluidity backhaul-check me-check handoff-inhibition

If set to relay-switch, the infrastructure device temporarily switches to wireless relay if the Mesh End is not
reachable.

Radiol#conf fluidity backhaul-check me-check relay-switch

[ME_TRK_IW9167EH#conf fluidity backhaul-check me-check
disabled disable mesh-end backhaul check
handoff-inhibition inhibit handoff if the mesh-end is unreachable

relay-switch switch to Infrastructure Wireless Relay mode if the
mesh—-end is unreachable

13. Degree of Preference (DoP):

This parameter allowsto define the Degree of Preference value. The Degree of Preference (DoP) isacrucial
adimensional metric in Fluidity network, used to assess the load level of each network units, whether mobile
or infrastructure. DoP enables smart network management by using real-time load information to guide
connection decisions.

For detailed info on the Degree of Preference parameter, please refer to this article:

Configure L oad Balancing on APsin CURWB Mode



https://www.cisco.com/c/en/us/support/docs/wireless/ultra-reliable-wireless-backhaul/222947-configure-load-balancing-on-aps-in.html

To define the dop bias:

Radiol#conf fluidity dop bias <int>
To define the dop limit :

Radiol#conf fluidity dop limit <int>
To define the dop per-cleint overhead :

Radiol#conf fluidity dop client <int>

IME_TRK_IW9167EH#conf fluidity dop
bias set DoP bias

client set per-client DoP overhead
limit set DoP upper limit

14. Fluidity scan :
This parameter allows to define the Frequency autoscan feature options.

To disable frequency autoscan:

Radiol#conf fluidity scan disabled

Toinitiate a frequency scan after the vehicle device is disconnected from infrastructure for a certain time.

Radiol#conf fluidity scan isolation <time in ms>

To define alist of frequencies to scan for other infrastructure units or to clear thelist.

Radiol#conf fluidity scan list <list of channels>

Radiol#conf fluidity scan list clear



Toinitiate alive frequency scan

Radiol#conf fluidity scan live

To initiate a periodic frequency scan when the unit isidle and to disable it

Radiol#conf fluidity scan periodic <time in seconds>

Radiol#conf fluidity scan periodic disabled

To define the RSSI threshold to trigger a frequency autoscan and to disable it

Radiol#conf fluidity scan rssi-threshold <value in db>
Radiol#conf fluidity scan rssi-threshold disabled

To defineif al units on the same vehicle are to use the same frequency or allowed to use different
frequencies.

Radiol#conf fluidity scan vehicle-frequency locked

Radiol#conf fluidity scan vehicle-frequency open

[ME_TRK_IW9167EH#conf fluidity scan
disabled disable frequency autoscan
isolation scan when disconnected from the infrastructure for a
certain time (ms)
list set list of frequencies to scan for other Fluidity units

live do a frequency scan now

periodic configure periodic autoscan when the unit is idle (s)

rssi-threshold configure critical RSSI threshold for autoscan

vehicle-frequency choose whether mobile units on the vehicle can use
different frequencies or not

For further details on the frequency autoscan feature refer to thisarticle :

Configure Multi Freguency with Fluidity on APsin CURWB Mode

15. MPO:
This parameter allows to define values for the Multi Path Operation feature.

To enable or disable MPO :


https://www.cisco.com/c/en/us/support/docs/wireless/ultra-reliable-wireless-backhaul/222949-configure-multi-frequency-with-fluidity.html

Radiol#conf fluidity mpo status enabled

Radiol#conf fluidity mpo status disabled

To enable MPO only on received traffic :

Radiol#conf fluidity mpo status rx-only

ME_TRK_IW9167EH#conf fluidity mpo status
disabled disable mpo

enabled enable mpo
rx-only set mpo status as rx-only

To confugure the CoS of the traffic for MPO :

Radiol#conf fluidity mpo cos <cosvalue 0 to 7>

IME_TRK_IW9167EH#conf fluidity mpo cos

<0-7> configure Class-of-Service to protect via MPO

To configure the maximum number of MPO paths allowed:

Radiol#conf fluidity mpo path max <1-4>

[ME_TRK_IW9167EH#conf fluidity mpo path max

<1-4> maximum number of MPO links allowed, including the primary path
(default 1)

To configure the minimum RSS| value to trigger MPO :

Radiol#conf fluidity mpo rssi min <rssi value>



ME_TRK_IW9167EH#conf fluidity mpo rssi min

<P-96> minimum RSSI to establish MPO redundant links (default 20)

To enable or disable sending MPO Telemetry data:

Radiol#conf fluidity mpo telemetry enabled
Radiol#conf fluidity mpo telemetry disabled

ME_TRK_IW9167EH#conf fluidity mpo telemetry

disabled disable additional mpo telemetry
enabled enable additional mpo telemetr

16. Enforce Psuedowire Principal access:

Thisfeature is used to either enable or disable access to onboard client devices from the Primary vehilce
device.

Radiol#conf fluidity enforce-pws-primary enabled

Radiol#conf fluidity enforce-pws-primary disabled

ME_TRK_IW9167EH#conf fluidity enforce-pws—-primary
disabled allow on-board client devices to be connected to mobile secondary

enabled force on-board client devices to be reached via the mobile primary

17. Wireless Fastdrop:

This parameter allows to configure the maximum number of consecutive packets that can be lost, before
wireless fastdrop is trigerred.

This allows the infrastructure devices to drop V ehicle radios once the configured number of consecutive
packets are lost.

Radiol#conf fluidity fastdrop count <packet count>

[ME_TRK_IW9167EH#conf fluidity fastdrop count

<0-65535> max number of consecutively lost packets (© means fastdrop
disabled

18. Routes::



This parameter allowsto define if only backhaul routes are to be advertised or both backhaul and vehilce
routes are to be advertised.

This parameter needs to be set to al if Vehicle to Vehilce communication is needed.

Radiol#conf fluidity routes backhaul
Radiol#conf fluidity routes all

ME_TRK_IW9167EH#conf fluidity routes

all advertise backhaul and vehicles routes
backhaul advertise backhaul routes

19. Timeout :

This parameter allows to defining the timeout value in ms within which if the Vehicle radio does not receive
asignalling packet from an Infrastructure radio; it clears out the all the information associated with that
Infrastructure unit.

Radiol#conf fluidity timeout <value in ms>

IME_TRK_IW9167EH#conf fluidity timeout

<@-65535> timeout value (ms)

20. VLAN :
This parameter allowsto add, show or clear VLAN dataused in Layer 3 networks.

ToaddaVLAN :

Radiol#conf fluidity vian <subnet> <netmask> <vlan id>

Toclear VLANS:

Radiol#conf fluidity vian clear

To show VLANS:



Radiol#conf fluidity vian show

IME_TRK_IW9167EH#conf fluidity vlan
add add a new VLAN subnet

clear clear VLAN subnet list
show show VLAN subnet list

21. Warmup time::

This parameter allows to define the warmup time in ms on the device. If the device isin Infrastructure mode
it does not accept any connections during thistime. If the deviceisin Vehicle mode it does not initiate any
connections during this time.

The warmup time counter is trigerred during this sequence:
1. Whenever the device is rebooted/activated.

2. If the LAN port on the device is activated/deactivated.

3. When the device does the first RADIUS authentication.

4. When backhaul check istrigerred.

Radiol#conf fluidity warmup <timein ms>

IME_TRK_IW9167EH#conf fluidity warmup

<P—-300000> warmup time (ms)



