Configure and Troubleshoot Layer 2 Fluidity on
APsin CURWB Mode
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This document describes the configuration of a Fluidity layer 2 setup for CURWB devices and provides
guidance on troubleshooting the network.

Components Used

The configuration involves four different hardware components:

» Cisco Catalyst IW9167
 Cisco Catalyst IW9165E
* FM4200F

» FM3500

The information in this document was created from the devices in a specific lab environment. All devices

used in this document started with a cleared (default) configuration. If your network islive, ensure that you
understand the potential impact of any command.

What is Fluidity?

In CURWB Fuidity is a network architecture based on utilizing Multiprotocol Label Switching (MPLS)
technology to deliver | P-encapsulated data.

In a Cisco Ultra-Reliable Wireless Backhaul mobility network scenario, the handoff process resembles a
network topology change where an existing link is broken, and anew link is established.



However, conventional industry mechanisms for detecting changes and reconfiguring nodes are often too
slow and data-intensive to maintain optimal performance in real-time scenarios, such as high-speed
mobility.

To address these challenges, Fluidity implements a fast handoff solution that provides rapid path
reconfiguration with latency aslow as one millisecond.

This active mechanism extends the existing control plane of the network, leveraging a specific manipulation
technique for the node MPLS FIB tables.

In the Fluidity scheme, mobile nodes establish pseudo wires with trackside radios upon mutual detection. As
the vehicle moves along the track, it initiates handoff from one trackside to another based on various fluidity
parameters.

This ensures onboard client devices maintain their | P addresses throughout the mobility process, and all
nodes are integrated into a single layer-2 mesh network.

Configuring Fluidity:
Topology: One IW9167 APs and one FM 3500 radio acting as trackside or wayside radio. These two are
providing coverage for the vehicles. They are connected to the core network via ethernet cables. At the same
time, we have three vehicles. One FM4200F, one FM 3500 and finally one IW9165E acting as vehicle.
Configuring Layer 2 Fluidity via GUI:

1. GENERAL SETTINGS > General Mode: IW9167 is acting as the ingress/egress point for the

CURWB network, which iswhy IW9167 needs to be configured as mesh end. The rest of the radios
including the vehicles must be in mesh point mode.
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General Mode

Sedoct MESH END mode i you are installing this Ciseo Catalyst IWI1ETE Heawy Duly Access Peinl af the head
and and connacting ths unit 1o & wired network (Le. LAN)

() mesh point
Mode: ) mesh end

D gateway

Radio-off; [_]

LAMN Parameters.

Local IP: 10.122.136.20
Local Metmask: 255.255.255.192
Default Gateway: 101221361
Local Dns 1:

Local Dns 2:

Enable IPve: ||

Reset ] Save
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2. GENERAL SETTINGS> Wirdess Radio: All track side and vehicle radios need to share the same
shared passphrase, frequency, and channel width.
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3. Advanced Settings > Fluidity: The trackside radios which provide coverage for the vehicles, need to
be configured as Infrastructure. On the other side, the vehicle radios need to be configured as a
vehicle.
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FLUIDITY

Fluldity Settings

The unit can operate in 3 modes: Infrastruchure. Infrastructure (wirsdess relay), Vehicle.

The unit must be 2ot as Infrastructure when il acls as the antry point of the infrastructure for the mobile vehicles
and it Is connected 1o 8 wired nebwork (backbena) which possibly Includes other Infrastructure nodes. The unit
rrust b sal s Infrastructune (wireless relay) ONLY when itis used as a wireless relay agent o other
Infrastructure units. In this operating mode. the unit MUST NOT be connecled to the wired network backbone as
owill i the wirelass connection o malay the data coming form the mobillie units.

T wnit must bo sot a3 Vehicle whisn i is mobile, Vishichs 10 must b gt ONLY when the unil is configured as
Vehice. Specifically, Vehicle |3 mus! ba a uniqué among all e mebile units installed on the same vehicle. Lt
nstallod on different vehiclos must use differant Viehicle 1Ds,

The Mehwork Type filed must be sel sccording to the genesal nebwvork archibechure. Choose Flal if tha mesh and
tha infrastructure nebworks balong o a single layer-2 broadcas! domain, Use Multiple Subnats if thay are
organized as diferent layer-3 rouling domains.

Unit Robe:  Infrastructure W

Metwork Type:  Flat W

Thee fedbowing advanced setlings allow 1o fine-tuns the performancs of the Sysbam depending on the spacic
erviroamenl. Plsase do nol aller this setlings unkess you hinsg noad the manuil firs! and you know whal you arg

doing.
The Hando!f Logic controls the algorithm used by a mabile radio 10 select this best Infrastructurs point to connect
10, In Mommal moda, the point providing ta strongest signal is selectad. In Load Batancing mode, the mobile
raddio prefers the point which provides the best balance bebween signal strength and ameurl of rafs carmied.

Handoff Logic:  Standard W

=
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Fluidity Settings

Th winit Can oparabé in 3 modes: Infrasirectione, Infrasiructieng (wirsloss relay), Viehicle.

Thi unit must be set as Infrastinectune whon it acts as the ontry peint of the infrastructure for tha mobile vehicles
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Unit Role:  Vehicle i
Automatic Vehicle 1D: % Enabile

Metwork Type:  Flat W

Thea Taliowing advanced satfings allow o fine-tune the performance of the system depending on the specific
envionment, Ploase do nod aller this seltings unless you have read the manual first and you know whal you o

doing.
The Hando# Logic controls tha algosithm used by a mobile radio to selec! the best infrastrsctune point b connect

. In Mormal moede, he poin providing the strongest signal i selected. In Load Balancing mode, the mobile
radio prafers th point which provides the best balancs betwoen signal sirength and amouwnt of trafic canmied

Handoff Logic:  Standard W

| =
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4. Advanced Settings > Advanced Radio Settings: When using 2x2 MIMO, select ab-antenna as the

antenna number.

» For the IW9167, if using 2x2 MIMO with interface 1, connect to antenna ports 3 and 4. If configured
for interface 2, use antenna ports 5 and 6.
» For the IW9165D, interface 1 has a built-in antenna. If connecting an external antenna, use interface

2.
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ADVANCED RADIO SETTINGS

Radiao 1

FluidMAX Management

Force the FluldMAX operating mode of this unit. If the operating mode i PrimanSecondary a FlusdMAK Clusier
1D can be sot. If the FluldMAX Asloscan is enabled, the Secondary units will scan the frequencies 1o associate
with the Primary with the same Cluster 1D, In this case, the frequancy seléction on the Secondanys will ba
digabiled.

Radio Mode: OFF

Max TX Power

Select tha max power bewel that the radio shall use 10 ansmil (power bvel 1 sets the highest transmit power),
The Cisco URWE TRC [Trﬁl‘lﬁl'r'l“ Pevass ‘Dﬁf’l[rl'_'ﬂ:l will aumn'anc.all:.- Sialact the opiffum ransmisdion el iy
according to the channel condition while not excesding the MAX TX Fower parameder. Node: in Europs TPG
automatically enabled

Select TX Max Power: 1 d

Antenna Configuration

Select radés 1 antenna gain and antenna numbae,

Select Antenna Gain: UNSELECTED W

Antenna number: ab-antenna W

Data Packet Encryption

Enabla AES to cypher sl wireless traffic. This setting must be the same on all the Cisco URMWE units.
Enable AES: Disabled W

Maximum link length

Izt the Ienglh ol th l'ﬂl"lﬂﬂﬂ limk in tha ned, or bal the gyatem salect an oplemal value.
Distance: 3
Unit: @ km ) Miles
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5. Finalizing Configuration: After configuring all settings, save the configuration and apply the

changes. Once the Access Points (APs) reboot and the radios are back online, you can check the RSSI

from the Antenna Alignment page and monitor live connectivity from the FM-Quadro page.
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Configuring Layer 2 Fluidity viaCL:

Trackside Configuration:

ME_TRK_IW9167EH#configure modeconfig mode meshend
Note: Tracksides other than mesh end needs to be configured as “meshpoint”



ME_TRK_IW9167EH#configure ap address ipv4 static IP NETMASK GATEWAY DNS1 DNS2
ME_TRK_IW9167EH#configure dotllRadio 1 frequency 5180
ME_TRK_IW9167EH#configure dotllRadio 1 bandwidth 20

ME_TRK_IW9167EH#configure wireless passphrase URWB

ME_TRK_IW9167EH#configure dotllRadio 1 mode fluidity
ME_TRK_IW9167EH#configure fluidity id infrastructure

ME_TRK_IW9167EH#write

ME_TRK_IW9167EH#reload

Vehicle configuration:

MP_V_IW9165E#configure modeconfig mode meshpoint

MP_V _IW9165E#configure ap address ipv4 static IP NETMASK GATEWAY DNS1 DNS2
MP_V _IW9165E#configure dotllRadio 1 frequency 5180

MP_V _IW9165E#configure dotllRadio 1 bandwidth 20

MP_V _IW9165E#configure wireless passphrase URWB

MP_V _IW9165E#configure dotllRadio 1 mode fluidity

MP_V _IW9165E#configure fluidity id vehicle-auto

MP_V _IW9165E#write

MP_V _IW9165E#reload

Troubleshooting Fluidity:

In mobility/fluidity applications, various issues possibly arise, such as lower than expected throughput,
intermittent connectivity, latency challenges, and interference.

Physical Issueswith Signal Strength:

» Ensure the use of CURWB-supported antennas, correctly connected to radios within recommended
guidelines, and oriented in the proper direction.

» Confirm that overlapping coverage is adequate throughout the track.

» Maintain adirect line of sight for radios.

High Channel Utilization:

» Mitigate interference through strategic RF planning.

 Utilize multiple frequency deployments with frequency scanning for seamless handover, requiring
two radios per vehicle.

» Ensure radios are positioned at least 10 feet apart at the same height, and maintain a minimum of 3
feet between radios on the same pole to prevent interference from nearby devices.

Throughput | ssues:

Throughput problems can result from several factors:

» Strong signal strength isvital for optimal throughput; weaker signals reduce modulation rates and
throughput. Aim for asignal strength between -45 dBm and -70 dBm.
» High channel utilization can also lead to throughput degradation.



L atency | ssues:

Latency issues, particularly in sensitive applications, possibly stem from:

 Inadequate signal strength along the track.

* Interference affecting frequency performance.

» The need for Quality of Service (QoS) configurations on radios and switches.

» FHuidity settings requiring verification and fine-tuning according to PL C configurations.

Toolsfor Troubleshooting:

IW-Monitor is avaluable tool for monitoring fluidity network performance. In the event of afailure,
leverage historical data on RSSI, jitter, latency, LER, and PER to diagnose the root cause.



