Configure Point-to-MultiPoint Network on |W
APsUsing loT OD
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This document describes configuration of point-to-multipoint networks on Industrial Wireless (IW) APs
using templates from 10T Operations Dashboard.

Accessing loT OD

The IW Access Points (APs) like IW9165 and IW9167 can be configured in either CAPWAP or URWB
mode.

When these access points are configured in the URWB mode, they can be configured using the 1oT-
Operations Dashboard or locally in offline mode. The loT Operations Dashboard can be accessed with these
links, depending on where the tenants are located.

https://us.ciscoiot.com

https://eu.ciscoiot.com

After logging in and picking the right tenant, select Industrial Wireless under Service to access the feature
set for CURWB radios.


https://us.ciscoiot.com/
https://eu.ciscoiot.com/
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Manual Onboarding

Devices can be manually onboarded to IoT OD from the Inventory page.

Select Add Devices and pick the PID of the devices that are added. A CSV file can be uploaded with the
Serial Number and MAC Address of the devices on it; each line has one entry.

Example: SN001234,00:f1:ca:00:00:01
SN003457,00:f1:ca:00:00:02

Once uploaded, click Add devices at the bottom to manually import devices to the dashboard. They then
show up under the Inventory tab.

|oT OD Point to Multipoint configuration

A Point-to-Multi Point setup with IW916x Access Points can be configured vialoT OD with afew simple
steps. Consider three APs, Radio A acting as aMesh End and Radio B and C acting as Mesh Points.



1. Once the devices are added to 10T OD and the statusis‘Online’, the configuration can be edited by
selecting the required device. Click on the device and navigate to the ‘ Configuration’ tab, select the
‘Edit’ button to update the configuration.
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Edit Device Configuration
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2. For aPTMP config, in the ‘General Mode' section, the AP directly connected to the physical network
(Radio A) is configured as a Mesh End and the two APs connected to the end devices (Radio B and
Radio C) are configured as Mesh Points.



Edit Device Configuration
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Edit Device Configuration
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Edit Device Configuration
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Radio C Configuration

3. Under the ‘Wireless Radio’ section, al three of the radios must be configured with the same
passphrase. We are only enabling one radio per IW device for this setup. Enable the radio you picked
(Radio 1 or Radio 2), and make sure al the radios have the same frequency and channel width on
them. When connecting antennas, the right external ports based on the selected radio must be used.



Edit Device Configuration
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In the ‘Wireless Radio’ section for a PTMP setup, the Radio role for the Mesh End Radio A is configured as
Fluidmax Primary and the Mesh Point radios Radio B and C are configured as Fluidmax Secondary.



Edit Davice Configuration
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Edit Davice Configuration
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4. Fluidmax Primary/Secondary modes are used to identify individual clusters when there are multiple
PTMP sections in a cascading topology. Each cluster of Fluidmax primary and its corresponding
Fluidmax secondary radios are assigned a Cluster ID. This parameter is configured under the
‘Fluidmax’ section. In this setup, the Cluster ID is set as the default " CiscoURWB" on all three

radios.



Edit Device Configuration
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Once the configuration is edited, click ‘ Save' at the bottom.

Fadio 2 Fluidkax™ mode
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5. Now the updated configuration can be pushed from 10T-OD directly to the radios with the ‘ Push [oT
OD Configuration’ button. Hit Confirm once prompted. The device is rebooted and accessible from
the I P from the pushed config.
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Push Configuration
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6. Another option to push config, if the radios are ‘ Offline’ isto download the configuration file. From



the Inventory tab, select one or multiple devices, and from the ‘More Actions' dropdown menu, select
the *Download Selected’ button.
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A file with extension .iwconf is downloaded. The same file can be uploaded to the GUI of the

devicesfrom the loT-OD tab.

oo (G
e b 7 3 m

P L

D ML L BT TTE
[ 'IF'-i remln

- wwirzlaa rmchs

« Eilir il i E el AL
o T, ™ il
= T

T e T BT T

« e ot redls A egu
+ i Lin? ik el e

- mllawilyl T bk lwi

+ PRI ST

B

- rii

- Filg:

+ wlFerrepl Fillee

~ [y exnifiparniion

- wilroddE B

i Pl

e ]
BT Y
Ay i s o] T

Crened far by defan

EITO Fll'l.lJr:lq.lrrurt
WTOD MY Conligursiion Meos

Frovalming imla’ wis aefipreios poer Ta vl U b srbgard wniyg U Drbralowl el
rowriern [ ST s Krniea (9 B0 1T ieviaral Sirake 1 d oreraesar & sarrmaahd e

ity ey e 0

Py Coenligearumin 1 BEDOoes inod e DA B T il e LB G g o
A e B il T I Y P ety ) R PR e | MO O B L
B2 ekl Permiek: b= |

e Shad Mol ErPpuariie B ade e b s e m e e e b mard ek s deTas

§ TR B vt s (0 T relnial "Slrniea LS v oD 00 busirss) dfomimeas, Pl b & reeresesd T
e s e e vy T R G e Bk A e L) e ety

D ke S k) 0 cres

UPLGAD IOTED s CONFRSURATION FILE

Up'rar Corfipraion Fis

el o] e iy il e gl | P
[ R ]



I
CISCO

AL T B LA

WIRILILS BACCHALL

TN W [ Gfins
MEOKITOR ==
FM-QUADAD

e bl HLEL, B BT INELY
= gerietEl rede
- wirnfman radiks

= mnkgrira alkgnresnd and sisi

WET MR COHTREOL
= mdvan e Beale
ARG D SETTHGE

- mdvancad radio ssttings

+ FlH G nodines

= il el 1 dch b

- muitcant

= Enmp

= Failias

- ritp

- witamiad AHer

« |37 configuraiios

- vilan wettings

- Fhuidity

« ML BarHings

- el hoansa
EARAGEEEHT SETTIRSR
- PEIVELG ALCESE

= Hrmreears wpgrads

= Eizhag

= (el el SEt
- rasal ety defaull
- rabook

logeaait

7. FM-Quadro page on the Mesh End radio can be accessed to check the layout of the PTP setup.

The configuration can be checked on the Status page.
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