PRA Based Differential Charging between 4G and
5G NSA Subscriber
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| ntroduction

This document describes Presence Reporting Area (PRA) based Differential National Security Agency
(NSA) online Charging Solution.

Prerequisites
Requirements

Cisco recommends that you have knowledge of these topics:

* PRA

» Mobility Management Entity (MME)

 Cisco Serving Gateway (SGW)/ Cisco Packet Data Network Gateway (PGW)
* Policy and Charging Rules Function (PCRF)

Also,

* MME to support PRA feature enhancement to map “S1-U IP Address’ to “PRA ID”

* PGW supports PRA Trigger towards PCRF

* PCRF installs new pcc rulebase once it receives the presence-reporting-area-status as In area (0) or out
of area (1) from GW

Components Used

The information in this document is based on StarOS ; 21.28.mx.



The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

Background I nformation

Thisfeature is to support the requirement of differentiate the charging between 4G and 5G customersin the
5G NSA setup for Prepaid subscriber (online charging).

PRA is an area defined within 3GPP packet domain for reporting UE presence within that areafor policy
control and/or charging reasons.
For NSA Differential chanrging, PRA feature is used to report subscriber presence in 4G and 5G.

PRA | D Solution Overview

Expectation from/on MME:

*» MME is expected to detect the UE movement from 4G to 5G coverage (gNB) and vice versato build
the logic to map this event with PRA reporting.

* PRA ID should be same as configured in PCRF for differential charging.

» Applicableto DCNR UE only.

PCRF subscribes to PRA Event trigger,
» PGW stores PRA action and forwards to SGW
When 4G to 5G transition happens (S1 tunnel switch):
» Based on gNB Transport Address, MME marks the PRA ID status as OPRA (out of 5G
coverage)/IPRA (in 5G coverage)
* MME communicates PRA Information to SGW and SGW forwards to PGW
PGW receives PRA Information from SGW and forwards to PCRF

» PCRF changes rulebase based on PRA Information
» User-plane is communicated about change of rulebase

*+ MMIE identifies gNB vs. eNB usage.

MME PCRF * MMIE sends Modify Bearer Request with
N Presence Reporting Area to SPGW and
then PCRF

MME Vendor specific solution, needs to be consulted
with the MME vendor.

Identify UE movement to gNB coverage.

Send MBRs to PGW.

PGW Support Presence Reporting Area reports
(standard feature)
Inform PCRF
SGW Support Presence Reporting Area reports
(standard feature)
PCRF Support Presence Reporting Area reports
UE

(standard feature)
Implement policies based on reports




Abbreviations

PRA Presence Reporting Area
OCS Online Charging System
GW Gateway (GGSN/PGW)

Policy and Charging Rules

PCRF Function

MOP Method of Procedure

MME Mobility Management Entity
SGW Serving Gateway

PGW Packet Gateway

Possible Impacts and Considerations

* Solution proposed for Option3x mode of 5G NSA Deployment only.
» Since UE Movement is tracked from 4G to 5G and 5G to 4G, this tracking isinform to SGW/PGW, so
high number CCR-U’s are expected.
* Proposed solution is a customization and has not been implemented globally.
» End-to-end field testing required to be donein VI network
* CUPS UP/legacy SPGW Performance Impact due to extrasignalling :
- Throughput Impact (extra signalling on SPGW + increased Sx modifications in CUPS solution)
- Frequent toggling of UE between 4G/5G will result in more signalling for PRA
- Slowpath/Fastpath flow switches due to Rulebase changes
 Cisco PCRF supports PRA feature
» Enabling differential charging will cause additional signaling on Gx interface, which can impact
PCRF performance.

Flow
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PRA Action is forwared till MME.
MME has configuration or PRA 1D
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Handover Execution
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1] Forward Relocation RQLII.‘N'

MME b5 expected to detect the UE movement 1o 5G coverage(ghe)
and baild a logic ta map this event with FRA reporting

[2] Create Session Requesi{DCNR, PRA Information 1)

3] Modify Bearer Request{PRA Information IEl'
4] CCR-U[ RAT Change, PRA Inlot )

- [5] CCA-U (Changes to 56 Rulebase)
4

[6] Sx Modification Request

[ PDRs/FARS (New Rulebase Inlu[}l
[7] Sx Modification Response

" [9] Create Session Response “ B] Madity Bearer Responss
SGW stores the PRA Action|
UE gNB SGSN MME SGW PGW User-Plane PCRF

GnGp (GGSN to PGW) HO — PRA Differential Charging (UE Moving to 59)

Procedure

MME End Configuration Changes

» Configure pra-profile and associate pra-profile in mme-service.
» Upto 50 IPv4 subnets and 50 IPv6 subnets can be added to pra-profile.
As of now only pra-profile supported.

» At any point of time association or dissocation of pra-profile from mme-service doesn't give restart to
mme-service.

config
Tte-policy
pra-profile dcnr-5g-radio 5G-PRA



gnb-slu ipv6-prefix 2401:4900:4:84a4::/64
gnb-slu ipv6-prefix 2401:4900:2b::/48
gnb-slu ipv6-prefix 2401:4900:4:8601::2:540d
exit
end
config
context slmme
mme-service mme
associate pra-profile dcnr-5g-radio 5G-PRA
end

GW Configuration Changes

» Configure endcode-supported-feature cno-uli under ims-auth-service.
 cno-uli Enables Presence Reporting Area Information Reporting Feature.
» Configure separate RG. RG will be used to report 5G usage.

configure
context context_name
ims-auth-service service_name
policy-control
diameter encode-supported-features cno-uli
{ default | no } diameter encode-supported-features
end

config
active-charging service ECS
group-of-ruledefs NPR1_5G
group-of-ruledefs-application gx-alias
add-ruledef priority 2 ruledef RG_5G_default_IP_ANY_PrePaid
add-ruledef priority 40 ruledef tethering_ip_tt1_RG
exit
ruledef RG_5G_default_IP_ANY_PrePaid
ip any-match = TRUE
exit
rulebase <rulbase Name>
action priority 702 static-and-dynamic ruledef RG_5G_default_IP_ANY_PrePaid charging-action 5G_IP_ANY_
exit
end

Notes:
* diameter encode-supported-features : Enables or disables encoding and sending of Supported-Features AV P.
* cno-uli : Enables Presence Reporting Area Information Reporting feature.
* no: Removes the previously configured supported features.

* default: Appliesthe default setting for this command.

Verification



Wireshark Capture MME

Source Destination protocol EPS Be: F-TEID IPv4 transportlayerAdd Action Inside Presenc AMBR | Info uEaggregateMax
| SGH-S11  MME-511 GTPv2 5 172.25.64.221 Start Reporting cham_ 300080 Create Session Response
MME-S11  SGW-511 GTPv2 5 108.52.59.57 Modify Basrer Request
SGW-511  MME-311 TP 5 19.1.159.103 Hodify Bearer Response
ENE SIMME S14P 24014500 4: 84ad: 182 E-RaBModificationIndication
MME-S11  SGW-511 GTPv2 5 True Modify Bearer Request
SGW-511  MME-511 GTP2 5 16.1.155.183 Hodify Bearer Response
S1MME ENB: S14P E-RABModi ficat ionConfirm
| SGW-S11  MME-511 GTPv2 s 2000008 Update Bearer Request
S1HME ENE: SUAP UEContextModificat ionRequest 200000000005 k5 3
MME-S11  SGW-511 aTPve 5 Update Bearer Response
ENE S1MME SUAP UEContextModif icat ionfesponse
Eng S1IMME (ST UEContextkeleaseRequest [RadioNetwork-causesuser-ina_
MME-511  5GW-511 GTPvE 5 199,.92.59.57 False Modify Bearer Request
| SGM-511  MME-511 GTPv2 5 300088 Update Bearer Request
| MME-S11  S5GW-511 GTPv2 Update Baarer Response
SGH-S11  MME-511 GTP2 5 16.1.155.183 Hodify Bearer Response
SGH-511  MME-511 GTPv2 5 300000 Update Bearer Request
S1MME ENB: S14P UEContextModificat ionfequest AD0DAbits s
ENE S1MME S1AP UECen toxtModificat ionResponte
WHE-S11  SGW-511 GTPw2 5 Update Bearer Response
ENE SIMME S1AP 2400 4500: 4 84041 182 E-RABModificationIndication
MME-S11  SGW-511 GTPv2 5 True Modify Bearer Request
SGW-511  MME-511 GTP2 5 16.1.155.183 Hodify Bearer Response
S1MME ENE: S1AP E-RaModificationConfire
| SGW-S11  MME-511 GTPv2 s 2000000 Update Bearer Request
S1MME ENE: S14P UEContextModificat ionRequest 200000000001 ts/ s

ENB-UE-S14P-1D: 7542141

When UE movesto 5G, Inside Presence Reporting ShOWS @S True .

When UE moves to 4G, Inside Presence Reporting ShOWing as False .

Wireshark Capture GW

Destination protocol EPS |
DIAMETER
DIAMETER
GTPvE
GV
GTPvE
GTPE
GTPVE
DIAMETER
DIAMETER
GTPvE 5
GTPvE

TPV

DIMMETER

DIAMETER

GTPvE

GTPvE 5
TPV

GTPvE 1
GIPvE 5
GTPvE 1
BLAMETER

GTPvE 5
aiPvE 5
GTPvE 5
DIAMETER

GTPvE 1
alevz ]
GTPvE 5
DIAMETER

DIAMETER

GTPvE 5
GTPVE 5

Action

Start Reporting chamge
Start Reporting change
Start Reporting change

W ow o

SGHIN

Inside Pres AMBR | Charging-Rule-Base-Name
BHARTI_VOLUME_PLAK
Elo o

Rh
200000

Pastpaidairtalgpes. con

BHARTI_VOLUME_PLAN, BHARTT_VOLUME_PLAN_SG

e
Postpaldalrielgers, con

False
False
False

BHARTI_VOLUME_PLAN_56, BHARTI_WOLUME_PLAN

Rating-Group

Info

cadeCredit-Control Request{272) flags-AP.- appl-1EPP Gx(
codeCredit-Control Answar(272) Flags=-P-- apple300® m(1
Create Sesslon Response

Create Sesslen Response

Create Sesslon Response

Modify Bearer Requast

Modify Bearer Respanse

cadeCradit-Control Requast{272) flags-RP.- sgpl-Dissster
cadeCredit-Control Answer{272) flags=-P-- sppl-Dlameter
Modify Bearer Raquast

Modify Bearer Request

Hodify Buarer Request

cadeCredit-Control Request(272) flags=AF:- apple36FP Gx(
cadeCredit-Control Answar{272) flagse-P-. appledGes Gx(l
Modify Bearer Response

Update Bearer Request

Modify Besrer Responie

Modify Boearer Rasponse

Update Bearer Request

Update Bearer Request

ced=Credit-Control Request(272) flags-RP-- sppl-Oleseter
Update Bearer Response

update Bearer Response

Update Bearer Response

cadeCredit-Control Answer{272) flagss-F-- spple0lsmeter
Modify Bearer Request

Modify Bearer Request

Modify Bearer Request

cadetredit-Control Aequest(72) Flags=RP-- sppledas? G
oad=Credit-Control Answer(272) flags=-P-- appl-36FP Gx(1
Modify Bearer Response

Update Bearer Reguest
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Y ou can see when UE Moves to 5G Area Usage reported with RG: 623 while for 4G Usage reported with

RG: 403.

DRA will receive presence-reporting-area-status as In area (0) when UE in 5G or out of area (1) when UE in

4G from GW,



. -

“  Supported-Features: 2802010a4000000c000R22af00RRA2TS Pepe28afen 1leeeeay 16...
> AVP: Vendor-Id(266) l=12 fe=-M- val=18415
» AVP: Feature-List-ID(629) l=16 f=V-- vnd=TGPP val=1
~  AVP: Feature-List(638) l=16 fsVW-- wvnd=TGPP val=8388689
AVP Code: 638 Feature-List
> AVP Flags: ©x88, Vendor-Specific: Set
AVP Length: 16
AVP Vendor Id: 3GPP (18415)
W GX Feature-List Flags: exeeseseel

Boir s tiae teee swes wmas wees ... = CondPolicyInfo: Not supported

.8.. I ... = NetLoc-Untrusted-WLAN: Not supported

e tie siee saee swss saas weas wea. = TSC: Not supported

. tew ames wmss wase =.-.. = NBIFOM: Not supported

. ten smss sass wess we.. = ExUsage: Not supported

. . P + .... = ResShare: Not supported

. R P + wws. = Mission Critical QCIs: Not supported

. T - I P . +... = P-CSCF Restoration Enhancement: Not supported

. - I ch eeee aaas + we.. = Presence Reporting Area Information reporting: Supported

A AAL nodfnm MAE anlnarn coccas Mok cioseosdad

CCR-I

When MME reports presence reporting area true, GW sends cCR-I t0 PCRF With Presence Reporting Area
Information : Supported.

'  AVP: Presence-Reporting-Area-Information(2822) 1=44 faV-- wnd=TGPP
AVP Code: 2822 Presence-Reporting-Area-Information
»  AVP Flags: ox88, Vendor-Specific: Set
AVP Length: 44
AVP vendor Id: 3GPP (10415)
¥ Presence-Reporting-Area-Information: egeeebes feesa2saf aoeeeabas f f ea
> AVP: Presence-Reporting-Area-Tdentifier(2821) 1=15 f=V-- vnd=TGPP val-300000
“  AWP: Presence-Reporting-Area-Identifier(2821) l=15 f=V-- vnd=TGPP val=20e08e
AVP Code: 2821 Presence-Reporting-Area-Identifier
»  AVP Flags: 8x8@, Vendor-Specific: Set
AVP Length: 15
AVP Vendor Id: 3GPP (18415)
Presence-Reporting-Area-Identifier: E08808
Padding: 88
~  AVP: Event-Trigger(1886) l=16 f«VM- vnd=TGPP val=CHANGE_OF _UE_PRESENCE_IN_PRESENCE_REPORTING_AREA_REPORT (48)
AVP Code: 1806 Event-Trigger
»  AVP Flags: exc®, Vendor-Specific: Set, Mandatory: Set
AVP Length: 16
AVP Vendor Id: 3GPP (18415)
Event-Trigger: CHANGE_OF_UE_PRESENCE_IN_PRESENCE_REPORTING_AREA_REPORT (48)

CCA-I



AVP:
AVP:
AP
AP
AVP:
AVP:
AP
AP
AVP:
AVP:
AP
AP
AVP:
AVP:
AP
AP
AP
AVP:

(\/\/\/\/\/\/\/\/\/\/\/\/\/\/\/\/\/

AVP Code: 2822 Presence-Reporting-Area-Information

val=1678878206

»  AVP Flags: @x8@, Vendor-Specific: Set
AVP Length: 44
AVP VWendor Id: 3GPP (18415)

>

b

Origin-Realm(296) 1=41 f=-M- val=pgw.mnc®54.mccd@5.3gppnetwork.org
Destination-Realm(283) 1=35 f=-M- val=delsdp&Svip.airtelindia.com
CC-Request-Type(416) 1=12 f=-M- val=UPDATE_REQUEST (2)
CC-Request-Number{415) 1=12 f=-M- val=1
Destination-Host(293) 1=33 f=-M- val=delsdp85a.airtelindia.com
Origin-State-Id(278) 1=12 f=-M-
Subscription-Id(443) 1=48 f=-M-
Subscription-Id(443) 1=44 f=-M-
Framed-IP-Address(g8) 1=12 f=-M-
Framed-IPvE-Prefin(97) 1=18 f=-M- val=2401:490@:5dbl:f7e7::/64
User-Equipment-Info(458) 1=44 f=-M-
Called-Station-Id{3@) 1=22 f=-M- wval=airtelgprs.com
Event-Trigger(10@6) 1=16 f=VM- vnd=TGPP val=CHANGE_OF_UE_PRESENCE_IM_PRESENCE_REPORTING_AREA_REPORT (48)
Access-Network-Charging-Address(5@1) 1=18 f=VyM- vnd=TGPP wal=117.96.117.8 (117.96.117.8)
Presence-Reporting-Area-Information{2822) 1=44 f=V-- vnd=TGPP

Session-Id(263) 1=71 f=-M- val=@@@l-diamproxy.upe.pracups.gx;221084798;329321261;63a0c5ba-2de2
Auth-Application-Id(258) 1=12 f=-M- val=3GPP Gx (16777238)
Origin-Host({264) 1=37 f=-M- val=8081-diamproxy.upe.pracups.gx

val=106.72.187.141 (108.72.187.141)

Presence-Reporting-Area-Information: @00828bA5300GARETE0RR28aFE0R0RAAC0RRERLETE00RA01AREER23aT00RRRRAR

AVMP: Presence-Reporting-Area-Identifier(2821) 1=15 f=V-- vnd=TGPF val=5@0880
AVP: Presence-Reporting-Area-5Status(2823) 1=16 f=V-- vnd=TGPP val=In area (@)
AYP Code: 2823 Presence-Reporting-Area-Status

Destinati APN-Agt

TI4TERS
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GW - DRA - PCRF

AVP Flags: @x88, Vendor-Specific: Set
AVP Length: 16
AVP Vendor Id: 3GPP (18415)

Presence-Reporting-Area-Status: In area (@)

CC-Req Pres¢ RAT QoS- Info

INITIAL_RE< EUTRAN QX1 9 endeCredit-Control Request(=
INITIAL_RE. EUTRAN XI_9 endeCredit-Control Request(=
INETIAL_RE. x®I19 trol Answer(l=
INETIAL_REn w1 1 Angwer(le
UPDATE_RIQ=  In ares 1 Requtstin
UPDATE_REQ- Gan 1 Requtstia
UPDATE_REQL. s pwer (1
USOATE_REQL (16 apwer(2-
UPDATE REQL  Owt of_ 1 Request{—
UPDATE_REQL EUTRAN 1 Request{—
UPDATE_REQL x1e Answer (1o
UPDATE_REQL ®1e 1 Answer (2o
UFDATE REQ=  In ares it-Coatrol Request{=
UPDATE_REQ (] ndeCredit-Coatrol Request{=
UPDATE_REQa K16 endeCredit-Control Answer(l=
UPDATE_REQ. K16 endeCredit-Control Answer(l=

Charging-Rule-Ba

BURTI_WPRL
BUATI_PRL

BRARTI_WFR1, BrARTI_WPR1_%0
BRARTT_WFA1, BrARE]_ PRl 30

EBARTT_ii1_55, BrakTI_Wiil
EBRARTL_IPR1_SG, BRaRTI_WPAL

BRARTI_WPR, BARTI_NPR1_5G
BRARTI_NPRL, BHARTI_NPR1_5G

Event-Trigger

'QO5_CHANGE , RAT_CHANGE , PLMN_CHANGE  DEFAULT_EPS_BEARER _QUS_CHANGE, REVAL IDATION_
QO5_CPANGE , RAT_CHANGE , PLMN_CHANGE , GEFALT_EPS_BEARER_QS_CHARGE, REVAL IDATION_

CHANGE_GF_L_PR1 SENCE_IN_PRISINGE_RIPGRTING_AALA_RIPORT

QOS_CHRANGE, RAT_CHANGH
QO5_CrANGE  RAT_C
CHANGE_OF_LUE_pRESE

N_CHANGE, OEFAULT_EPS_BEARER_Q0S_CHAMGE, REVAL IDATTON
i_CHANGE  OEFAULT _EPS_BEARER_Q0S_CHAMGE , REVAL 10AT
£_IN_PRESENCE_RERORTING_ARES_RERORT

QOS_CIANGE, RAT_CHANGE , PLAN_CHANGE  DEFAULT_EPS_BEARER_(0S_CHANGE  REVALIDATION_
LI_CHAMGE , DEFALILT_EPS_BEARER_(QCrS_CHAMGE , REVAL IDATION_!

QO5_{IAMGE , RAT_CHA
CHANGE_OF_UE_PRESENCE_IN_PRESENCE_REPORTING_AREA_REPORT

'QOS_CHANGE , RAT_CHANGE , PLMN_CHANGE  DEFAULT_EPS_BEARER _QS_CHANGE, REVAL IDATION_
QO5_CPANGE , RAT_CHANGE , PLMN_CHANGE , GEFAULT_EPS_BEARER_QS_CHANGE, REVAL IDATION_

TIMEOLT
TIMEOUT , CHANGE_GOF_UE_PRESINGE_IN_PRESENCE_REPCATING AR

FIMEOUT
T IMEOLT  CHANGE_OF_UE_PRESENCE IN_PRESENCE_REPORTING AR

TIMEGUT
FIMEQUT , CHANGE_OF_UE_PRESENCE_IN_PRESENCE_REPORTING &A=

TIHEGT
TIMET , CHANGE_OF_UE_PRESENCE_IN_PRESENCE_REPORTING AR

Here, you can see that whenever DRA receives presence-reporting-area-status as In area (0) or out of area
(1) from GW, it’s sending rat type as a GAN and EUTRAN respectively towards PCRF. Basis on thisrat
type PCREF is changing rulebase and modifying QOS for 4G and 5G.



