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| ntr oduction

This document describes Cisco Common Execution Environment (CEE) architecture, deployment,
monitoring, Splunk integration, and OpenTelemetry.

Prerequisites

Requirements

Cisco recommends familiarity with these technologies:

Cloud Native Deployment Platform (CNDP), Kubernetes namespaces, and pod placement.

Cisco Subscriber Microservices Infrastructure (SM1) and the SMI Cluster Manager.

CEE Ops Center, Prometheus, Grafana, Alertmanager, and log-forwarding components.

Splunk HTTP Event Collector (HEC), syslog, and packet capture with tcpdump.

OpenTelemetry Protocol (OTLP) and the OpenTelemetry Collector for the newer gateway integration.

Components Used

The examples show a Kubernetes-based Cisco SMI/CNDP environment with CEE and an associated Session
Management Function (SMF) application. The software-definition example refersto CEE package
2026.01.1.08; the Ops Center example uses an SMF repository identifier smf-2026.04.m0.i50. These are
example values, not deployment requirements.

Network endpoints, cluster names, and namespace values must be replaced with values approved for the
target deployment.

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

Background I nformation

Cisco Common Execution Environment (CEE) is part of Cisco Subscriber Microservices Infrastructure
(SM1). In a Kubernetes-based CNDP deployment, Kubernetes namespaces separate platform services, CEE
observability and Kubernetes management services, and SMF application workloads. The separation
provides administrative and operational boundaries while Kubernetes networking and service discovery
allow permitted component communication.

This document covers namespace architecture, CEE workloads, CEE installation and lifecycle management,
CEE Ops Center, aderts and Simple Network Management Protocol (SNMP), Cisco Integrated Management



Controller (CIMC) aerts, log forwarding, bulk statistics, and the OpenTelemetry system gateway.

Splunk HEC on Transmission Control Protocol (TCP) port 8088 and syslog over User Datagram Protocol
(UDP) port 5140 are independent ingestion mechanisms. The two paths have different configuration,
transport, and troubleshooting requirements and can coexist.

Architecture Overview

CEE and the associated application functions occupy separate Kubernetes namespaces. The architecture
differentiates Kubernetes platform services from CEE observability and management functions and from the
SMF application domain.

Kubernetes Namespace Architecture Modulor | Scolable | Secure

Cisco CNDP - Example: Kubernetes (System), CEE and SMF Application outliaihaoges
. Kubernetes Cluster (Cisco CNDP)

Namespaces, key companerits and their roles

Namespace: kube-system Namespace: cee-hqb-cee Namespace: smf-hgbsmf01
Kubemetes System Companents CEE Platform Components SMF CNF Application Components
{Observability, Monitoring and Operations) (5G Core - Session Management)
Companent Category Key Components (Examgiles) Purpose Component Category Key Components (Examples) Purpose Component Category Kty Components (Examples) Purpose
x N caleo-node, calto-kube-controlers,  Pod networking and Merting & alertmanages, alert-logger, Alerting, notification % Cache cache-pod Caching for SMF appiication
g ¥ = =1 ot
Natworking fube-prooy natwerk policy (Calico) MNotifications alert-router and event management s e 00 daes and
prometheus, node-exporter, = ot Ssin management
5 NS coredng Cluster ONS resolution il Monitoing & Metes  blackban-exporter, 1::;:‘:;“:" L s
: kube-state-medrics G Core Application  controlier, sf-sendce sesion Ranclin
etod, kube-apiserver, Cora Kiamates E - fuentd, fluent-worker, Log colksction N =
Q Control Flane  kube-coniroder-manager, e~ e o Logging Flubmi-prosy, logs-retriever and processing < D Fas gipc-ep. gipp-op, li-ep. User plane and interface
lube-scheduler R n e e welp-proy pracessing
D Wisualization grafana, grafana-dashiboard ™ - Distribasted hey-value
Certificate ment Et T E L el shone for SMF
. Contificate Mgmt  Cluster-cert-maintainer enage Persstent storage
and renewal e Database postgres, pgpocd 3 e
; oe CEE platform EEH Event& Messaging  eventmgr, kafka :;‘f"‘“ g
B Node Services mald-sdapter, cpu-syne. ode log and system thanos, pv-manager, Long-tenm metrics storage -e.;sag- L )
] e e ey Revel services 5 Storage P-provisioner, path-provisionsr  and volume management = ! oam-pod, georeplication, Opeeeations, rephcation
ations nodemeg, smart-agent and node managament
Monitoring / User and cluster security Operations & ops-conter. product-documentation,  Flathorm operations Dbl LT e i
ql st -piidurd-moniter Cemt » o neger,restartiabelet and maintenance il Mositoring grafana-dashboa, Warvtoing arvd dahbonts
Hordware finfra ~ bme-log-exportes, cimc-alerts-  Infrastructure and [Rstes e - o
ens Ot Additional system Monitoring exporter, node-problem-detector  heardwan menitaring W) security /Access  adus-ep, rest-ep, dns-proxy ;-:dwn;f;:?m access
CompaneTts Erc-ghats, Cof-retrasver, Additional platform
ses Otwrs STp-MapDeY, e Components SErvices =es  (thers edr-monitor, protocol components  Additional SMF services
. f:f_be' nees c;c" d"' ol Plane (in kube-system namespace) | Provides core Kubernetes cluster management and orchestration services.
[ A  kube le o
Worker Nodes (Application workloads) . - :
{ 1 loads mespaces with ck 5
. Run pods from all namespaces: kube-system, cee-hab-cee, smi-hgbsmf01 | [EEC s ST Bermes e Tt ]
Key Points 6 Legend m Benefits
& Al namespaces run in the same Kubemetes cluster (Cisco CNDP). ) « Logical isolation of workloads by namespace.
- E‘i “a”'esﬂ“h?:m specific “-""IC“W“W with clear separation. 9 pATRcpeceR R Y » Better resource management and operational visibiity.
+ kube-system hosts core Kubemedtes cluster services. ) « Improved security and access control
: cee-halb- Py
» cte-hgb-cee provides observability, mornitofing, logging and platform operations. 3 lamespECe Ces gl ee « Easler monitoring and troubleshooting,
s Sf“f'hqbs"“ml" hﬂﬂs;“:ff;;::i‘i‘f&i’:ﬁ;’:“& e G Namespace:; smi-hgbsmf01 » Suppoarts multi-application deployments (Kubernetes, CEE, SMF).
» Component list based il pods) - names may vary pe ,

* Flexible and reusable architecture across different clusters.

Cisco SMI namespace ar chitecture showing CEE and application platform separation

The CEE namespace is the main focus of the service-level architecture. Other namespaces provide the
Kubernetes platform, networking functions, and SMF workloads.

CEE Namespace Workloads

The CEE namespace hosts microservices for monitoring, aerting, logging, dashboards, statistics, and
operational access.



Stores and maintains historical alerts that are received from the Alert

== ="

Provides support to visualize the logs that are provided by the locally

!‘ alart-lugger manager. These alerts are avaiable to user through the CEE ops-center, l'l lokl installed fluentBit pods.
Provides routing support for the alert to alerts toits " Assists in retrieving Kemel, Kubelet, and Container level logs through
o< dlertrouter s e = outputto the JournalD driver.
Process alerts from Prometheus and route them to its receivers through =) logs-forwarder Support pods logs forwarding to external server through Fluent it
A alertmanager alert-router, It also provides a list of active alerts in CEE ops-center | N Create tunnels to enable Prometheus to scrape KPIs from the node-exporters
and Grafana. < matrics-proxy-group on KVM nodes.
Enables Promethews blackbox probing of endpoints aver HTTP, TCP, Exports the node metrics to Prometheus and to be viewable on the Grafana
Q blackbox-exporter and ICMP, Ili node-exporter dashboard in Host detaids and summary dashboards,
Provides summarny of statistics that are collected by Prometheus service m ops-center-cee-ops-center Supports user management, authemication, conlfigu_umm show
lll bulk-stats and create periodic snapshots of statistics on each node in the form commands for CEE features, which run on pods inside the cluster.
of G5V files. g path-provisioner Provisions the local storage volume along with pv-provisioner.
u cee-product-documentation  CEE Product documentation page provides an overview of CEE functions, Manage the Postg i for connection, replication, load balance,
g ppool and 50 on. Pgpool is a middleware that works between PostgreSOL servers
m cime-alerts-exporter Scrapes and exports CIMC alerts to be viewable in Grafana. and a PostgreSCL database.
- S postpres Supports SCL database with recundancy to store alerts and Grafana dashboards.
= core-retriever Assists in retrieving the core dumps. |
Enables monitaring and alerting for the Kubemetes cluster, both local and remote.
B  documentation Cantains the documentation (metrics and usage). all  prometheus-ni-res g N il e o it el
E fluentbit Collects the logs from joumalD or systemd and forwards to the extemal E]  prometheus-rules Contains the default alerting rules and recording rules for Prometheus.
applications like Splunk or another remnote fluent instance.
e prometheus-scrapeconfige-synch.  Synchronizes the Prometheus scrape configuration,
"
l.l grafana-dashboard-metrics Assists in collating Grafana metrics on the dashbaard. e o age Moritors the state of o A — and associated pods.
serBibish Collects the logs from remote fluent instances and forward these logs 0 Pv-provisioner Enables the application pods to automeatically provision the persistent volumes.
to external collectors ke Splunk, a . Monitors the pod ready status and resets the kubelet if the state is nat-ready
o T ; ; even though pod s ready.
g grafana Provides visualization tool and hast-level dashboards to examing metrics oy T — o et
nd alerts. pports the Tac-Debug feature to collect coredumnp, logs, metrics, statistics,
s . a show-tac-manager and ops-center configuration. It also maintaing and provides HTTPS acoess
to files storage in the intemal Apache server.
EE grafana-dashboard-metrics Supports the internal file server for Grafana dashboards. Py e ST T i ;
-agent-cee-ghobal-ops-center 3 = : - ’
o L The CEE ops-center p fon facly.
. - Assists in generating metrics about the state of Kubermetes objects: _
kube-state-metrics nade status, node capacity (CPU and memary), and sa on, s thanos-query-hi-res mmtmmwwwwmmum.mw.
- and remote cluster monitoring.

CEE namespace microservices and the functions of its operational workloads

These functions include Prometheus metrics collection, Grafana visualization, Alertmanager alert handling,
log-forwarding services, and periodic bulk-statistics creation. Individual workloads vary by release and
deployment configuration.

CEE Installation and Lifecycle Management

The SMI Cluster Manager separates the software artifact definition from the target cluster and its Ops
Center configuration. This enables controlled software versioning and repeatable cluster synchronization.



@' Objective P Prerequisites
: i i = + SMI Cluster Manager deployed and accessible via Ingress URL
Deploy CEE via SMI Cluster Manager for centralized lifecycle management. v VR e Traiant Sl e S aca ot rapaeilor, (e s avilaiia

I\D Access SMI Cluster Manager -.;3:) Link Cluster (Ops Center) @ Set Initial Boot Parameters _5) Synchronize & Verify

Use SMI Cluster Manager CLI
via the provided

‘ Offline Installation

=4 . Provide software package URL

Bind CEE to the desired cluster
by defining application and

4

Configure initial boot

parameters for deplayment.

Deploy CEE and manitor
the progress.

F— S » Configure credentiats iSLANce naMmes. Deploy
-5 » Provide SHAZS6 hash =5 3 — )
s = § clusters <name» actions sync run
o g ployment F KeyF
% cli login <ingress-url> * [Registry sacrets »  uss-volime-claims Check Status
$ cli configure terminal Online Installation * Namespace = auto-deploy $ clusters <names actions syne status
« Configure repository details +  Network (Metconf/S5H) = single-node
« Provide credentials o Ingress - and other required settings sw Loy
* Enable image verification § clusters <name> actions sync logs
Key CLI Configuration Examples Deployment CLI Flow (Example) Key Configuration Parameters
Define CNF package Set initial boot parameters Login to SMI Cluster Manager Parameter Purpose
software cnf <name> initial-boot-paraneters #'cld loginicingress-url> P Defines the Cloud Native software package
package-url <url> use-volume-claims true Canfigure CNF / repository [URL, credentials, SHAZ56).
credential <names auto-deploy true software cnf ... o repository ... repositary Specifies the CNF sounce far image retrieval
sha256 <hash> single-node true (online maode).
e Configure cluster and parameters. initial-boot-parameters  Controls volume claims, deplayment automation
P N Link CEE to cluster cluster <name> .. and node deployment mode.
Configure repositary (onling) e o Trigger deployment application-name Name of the CEE application in Ops Center.
cluster <name>
repository <name» application-name <cee-app> % clusters <namex actions sync mun instance-name Instance name for the CEE deployment.
"Fld“E:i:lﬂ'-“fl’ instance-name <cee-instance> o Mandtor stbas nAMmEspace Kubemetes namespace for CEE.
credential <name>» NAMESPACE <NABESPACE? 0 ing i i
-secret et il fr try.
verify-inage true registry-secret <secret-names 3§ clusters <name> actions sync status registry- Secret for pulling images. from registry.
ingress <ingress-host> o Check logs network (MetconfS5H) Network configuration for chuster access.
$ clusters <name> actions sync logs ingress Ingress configuration for accessing CEE

@ Note: Commands and parameters may vary based on the software release. Use the latest documentation for exact syntax and supported options,

SMII Cluster Manager CEE installation and software synchronization architecture

I nstallation M odes

» Offlineinstallation can refer to alocal software package through afile URL and a Secure Hash
Algorithm 256-bit (SHA-256) hash.

» Cluster configuration associates the CEE/SMF deployment with the intended cluster and Ops Center
instance.

Definethe CEE Softwar e Artifact

In the SMI Cluster Manager configuration, identify the local CEE software package and its SHA-256 hash.

software cnf cee
url file:///data/software/images/cee-2026.01.1.08.tar
sha256 <CEE-SHA256-HASH>

exit

Use the exact SHA-256 value from the approved package. The placeholder in the command is intentional
and does not represent an actual checksum.

Configurethe Cluster and Ops Center



The source configuration associates a cluster with an SMF Ops Center, local repository, management
endpoints, and deployment settings. Site-specific identifiers are replaced with placehol ders.

clusters <cluster-name>
ops-centers smf <smf-ops-center-name>

app-name-override cn
repository-local smf-2026.04.m0.150
sync-default-repository true
netconf-ip <NETCONF-IP>
netconf-port 2029
ssh-ip <SSH-IP>
ssh-port 2028
initial-boot-parameters use-volume-claims true
initial-boot-parameters auto-deploy false
initial-boot-parameters single-node false

exit

exit

Parameter Meaning in the example configuration
Ops-centers smf <smf-ops- Associates the cluster with the SMF Ops Center instance.
center-name>
repository-local Specifies the application repository and version for deployment.
sync-default-repository true Uses the configured default repository during synchronization.
netconf-port 2029 Specifies the NETCONF management connectivity port.
ssh-port 2028 Specifies the Secure Shell (SSH) management connectivity port.
use-volume-claimstrue Enables use of volume claims for persistent storage requirements.
auto-deploy false Disables automatic deployment so synchronization and validation remain

under explicit control.

single-node false Specifies a deployment that is not in single-node mode.

Note: The package and repository identifiers are examples from the source configuration. Confirm
release compatibility and endpoint values before using them in a different cluster.

Synchronize and Verify the Deployment

Run the cluster synchronization action after the software and Ops Center configuration are ready.

clusters <cluster-name> actions sync run

Inspect the synchronization status and logs.

clusters <cluster-name> actions sync status
clusters <cluster-name> actions sync Tlogs



Confirm that the synchronization completes successfully and that the expected CEE pods and services are
deployed.

Caution: Cluster synchronization and software deployment can change the running environment.
Apply changes according to the approved maintenance and deployment procedure.

CEE Ops Center and Operational Management

CEE Ops Center provides the operational interface for CEE services. The workload supports user
management, authentication, configuration, and show commands for CEE functions within the cluster. The
SMI Cluster Manager associates the Ops Center with the target deployment through the management
configuration.

Ops Center belongs to the management plane. Prometheus, Alertmanager, Fluent Bit/fluent-proxy, HEC,
syslog, and OpenTelemetry belong to the monitoring and telemetry paths. Keeping these responsibilities
separate simplifies troubleshooting.

CEE Observability Architecture

CEE observability includes metrics, alerting, logs, CIMC aerts, and bulk statistics. These services are
related, but the data paths and consumers are different.

Function Primary purpose Typical destination or consumer
Metrics Collect and query ti me-series measurements from Prometheus, Grafana, and Thanos.
nodes, Kubernetes, and services.
Alerts Evaluate alert rules and route alert events. Alertmanager, a ert-router, Ops Center,
and external receivers.
Logs Forward log and event records to external collectors Splunk and other log collectors.
or backends.
CIMC Export Cisco I_nte_grated Management Controller CEE metrics/alerting and Grafana,
alerts alerts for monitoring.
Bu'.k . Create periodic statistical snapshots. csv sn.apshots and QOwnstream
statistics processing or analysis.

Splunk Integration: Log-Transfer Architecture

The source describes two CEE-to-Splunk paths. Both can deliver events to Splunk, but they use distinct
protocols and ingestion interfaces.

CEE
|-- Togging splunk --> HEC / TCP 8088 --> Splunk HEC input
I



+-- logging syslog --> RFC 5424 / UDP 5140 --> Splunk syslog input

The event types carried by each path depend on the CEE configuration and implemented forwarding
pipeline. Two configured interfaces do not establish that each carries a mutually exclusive category of
events.

Trace the paths separately. Successful HEC delivery does not confirm syslog delivery, and successful syslog
delivery does not confirm HEC delivery.

Cisco SMI CEE - Log Forwarding to Splunk using HTTP Event Collector (HEC) i ¢ Forwarding to Splunk
(UDP 5140)
Cisco SMI CEE | | Splunk Cisco SMI CEE Splunk
(Cloud Execution Environment) (Cloud Execution Environment]
splunk > splunk >
HTTR/HTTPS {%} Syslog (UDP)
(Splunk HEC) HTTP Event Collector (HEC) RFC 5424 Spunk Sysiog Input
CEE Co | 4 s Roceives J50N rvents from CEE CEE Componants s Ricttens ysiog avents froe CEE
.., flusent-preoy) | TCP 8088 ia HTTR/HTTPS. ... Fuent-proxy) UDP 5140 o0 LIDP poet 5180
Evenits arw collected from CEE | [JSON Events) Sysiog messiges are generated {Syslog Mossages)
= rwardid Splunk Index Splunk Index
E Sehrk i e g Storus and induaxes the events Lw:sc:wwm:: D
Collocior (HEC] in JSON format. | I T i i | standard sysicg format (RFC 5424). urnd onconfigared ik meppinge.
o Purpose & Use Case guration (CEE CLI) o Verification & Troubleshooting
Lo Loy hest CSPLUNK TP
Ferward CEE eviets o Splurik b g s st <SPULME P W&r“hm;“*’m Feewarel CEE sylory s Ioting silag gt 310 rmwmmwﬂm:d .
wsing HTTP Event Collector logging splunk port 8088 + Caphure the HTTRHTTPS talfic on & 1 Splunk over UDF. loggtog wyaleg mode wdp Capture the sysleg e o
[HEE) Inggeng spluric token <EC_TOKEN e tha Pusrit-priay pod i displioyed Ll Syalo syaleg_Format Flebazs node where the fluent-proxy pod is deployed
g gl casbi-thi trod {5, <NODE_MAME=] Loging sysioq sysiogmecrize J080e (2.5, <NODE_NAME>)
Enables reak - + Uses ssandard sysicg fomat Logging wyulog syslog-hontnane-key _HGSTRARL
. 65 near e Ingging spluris disable-tis-verification true sude topdump nl any port SEBE vy -w {REC S424). Ligugioey s bog s og-sesiage-hey MESLAE a0 TP -ni any port S v
ingestion with stnactuned e Itwuumbﬂwuiqw;yﬂ’%mn ene_alog. 5w
i B termemte ng _  Proddss e mechrion | {10 8 S
« Used for CEE generated = <SRN Analyze in Wireshark i Ryt Key Parameters (Example] Analyze in Wireshark
wvents based on configured Il = Opem the PCAP in Wireshurkc P Heat <sHLuNE_1P ll = Open th PLAP in Wiseshark.
logging (g, System, auit, i L » Fiter by http or i + Used for infrastructurn. i 510 » Filler by udp. port: == 5140,
alanm, application/service #asth Teiken <HEC_TOKENS = hUTR. Fequest.Sathod == “POST™. openational and diagnostic logs Mods wlp * Verilfy RFC 5424 syslog massagns and
s, parformance matiics) - = Inspect thee JSOM payloads. generated by CEE components Format etz Hieid Prappings: (hostname, ApHNAT,
depending on configuration. Dleable L5 s ; o Iedepending on configuration). “"""“m mz‘" FIESSBOE, PrOCH, €6c)
AU [’ P Homtey : Mot i LEP o authrtic
* Prenides eontralized DasbleTLS e o b il =] o Erusbles commatnd moritoring Mageay | MESSAGE o * et =
clservability and fastor Varification (er it sgpe) o Fow production, ekl TLS snd cartieans and cperational visiblity. Apprama iy | SYHLOG RENTLFIER = Eamrt rtmik eschibelity b pet 5140
troubleshooti e Frooess 0 Key  _FID From e noce hasting lumt-procy,
s Flah Inferval 60 necondy L) mG;ﬂwmr;qsm&
Secure, scalable and near real-time event ingestion from Cisco SMI CEE to Splunk using HEC. Stanclard syslog (RFC 5424) forwarding from Cisco SMICEE to Splunk for operational visibility and monitoring.

CEE Splunk integration with separate HEC and syslog forwarding paths

Splunk HTTP Event Collector Forwarding

Splunk HEC accepts HTTP event submissions and uses an HEC authentication token. CEE forwards events
directly to the configured HEC service instead of requiring file-based ingestion for this path.

N Tirme Source Destination Length Protocol (L]

-+ 109 25.807708 CEE Splunk 2487 HTTP POST /services/collector/event HTTP/1.1
- 125 25.008062 Splunk CEE 3456 HTTP/JSON HTTP/1.1 200 OK , JS0N (application/json)
162 25.812389 CEE Splunk 6B28 HTTP POST /services/collectors/event HTTP/1.1

173 25.812698 Splunk CEE 346 HTTP/ISON HTTP/1.1 200 OK , JS0N (application/json)

.
32 34 31 35 0d 0a 55 73 65 72 2d 41 67 65 : 2415-- User-Age
3a 20 46 6c 75 65 6e 74 2d 42 69 74 &d Ba  nt: Flue nt-Bit--
74 68 6f 72 69 7a 61 74 69 6f Ge 32 20 53  Authoriz ation: §
75 Be 6b 20 33 34 30 38 34 62 62 38 2d 66 plunk 34 @84bbA-T
38 2d 34 62 34 34 2d 62 62 36 3B 2d 64 31 dbB8-4bd4 -bb68-d1
31 38 63 64 31 39 66 37 0d 0a 43 6f 6& 6&  Bal8cdl9 T7--Conn
74 69 6T 6e 3a 20 6b 65 65 7@ 2d 61 6c 69 ection: keep-ali
9d Ba @d @a 7b 22 74 69 6d 65 22 33 31 37 we-:--{" time":17
33 34 3@ 31 37 37 2e 38 35 36 30 34 31 2¢c BE340177 .856041,
76 65 6e 74 22 3a 7b 22 5f 42 4f 4f 54 5f “event™: {"_BOOT_
22 32 22 32 62 64 39 35 32 38 61 31 64 32 ID":"2bd 952Balde
64 30 61 61 32 61 63 38 64 66 63 36 30 36 B4d@aaZa cBATCHRE

Frame 189: Packet, 2487 bytes on wire (19896 bits), 2487 bytes captured (19896 bits)

Linux cooked capture w2

Internet Protocol Version 4, Src: CEE (18.32.8.22), Dst: Splunk (19.32.66.250)
Transmission Control Protocol, Src Port: 2821, Dst Port: B@B8, Seq: 199, Ack: 1, Len: 2415
[4 Reassembled TCP Segments {2613 bytes): #102(198), #109(2415), #118(2415), #111(2415)]
Hypertext Transfer Protocol

POST Jservices/collector/event HTTP/1.1%rvn

Host: 18.32.66.250: BABE\r\N

Content-Length: 2415%r%n

Us: Agent: Fluent-B

Authorization: SPLNkE o 30 32 64 22 2c 22 Sf 4d 41 43 48 49 de 45 _MACHINE
nnection: keep-alivehr\n 44 22 3a 22 30 65 65 66 64 33 62 33 64 36 efd3bade
Coned¢riont: Necp=aLivevm 34 37 36 33 62 64 37 62 61 39 38 35 63 61 Tbaga5ca

Wrkn

[Response in frame: 125)

[Full request URT: http://10.32.66.250:B088/services/collectar/avent

File Data: 2415 bytes

Data (2415 bytes)
Data [.]: 7b2274696d652232313728382334303137372¢2835262934312¢22657665667422307b225142414154514
[Length: 2415]

37 37 66 36 22 2¢ 22 57 48 4T 53 54 4e 41
22 3a 22 68 71 62 2d 77 6f 72 6b 65 T2 38
65 30 34 75 31 34 22 2c 22 51 52 55 4e 54
45 5f 53 43 4f 50 45 22 3a 2273 7973 74
22 2c 22 51 55 49 44 22 3a 22 30 22 2c 22
49 44 22 32 22 W 22 2c 22 5f 54 52 41 de
4f 52 54 22 32 22 6a 6f 75 72 Ge 6l 6c 22  SPORT':
5@ 52 49 4f 52 49 54 59 22 3a 22 33 22 2c ,"PRIORI TY":"3",

EM €3 42 4# 47 C4  AC 4% 47 AN Ax AR ©4 CA WCUCE AR CAFTETEW

CEE to Solunk HTTP Event Collector forwarding architecture on TCP port 8088



HEC Configuration M odel

The original lab example contains these settings for a CEE Splunk endpoint. The excerpt records the source
behavior and is not arecommended production configuration.

Caution: The source example disables both TLS and certificate verification. This exposes
telemetry and HEC credentials to interception on the network. For production, enable TLS and
certificate verification and secure the HEC authentication token according to the supported CEE

release configuration.

logging splunk
<CEE-specific HEC endpoint and authentication parameters>
disable-tls true
disable-tls-verification true

In the source architecture, CEE log/event producers forward through the relevant Fluent forwarding
component to the HEC destination.

CEE Tog or event source

v
CEE forwarding service / fluent-proxy

I
+-- HTTP(S) HEC over TCP 8088 --> Splunk HEC endpoint

\Y
Splunk 1ingestion tier

\Y
Splunk 1indexing tier

Captureand Troubleshoot HEC Traffic

|dentify the fluent-proxy pod and its Kubernetes worker node in the CEE namespace when fluent-proxy
carries the HEC traffic.

kubect1 get pods -n <cee-namespace> -o wide | grep fluent-proxy

On the Kubernetes node that carries the HEC traffic, capture packets for the HEC port.



tcpdump -ni any port 8088 -vv -w splunk_hec.pcap

For a TL S-enabled connection, a packet capture reveals transport establishment and destination details but
does not normally expose the HTTP payload. If TLSis disabled, event contents and authentication material
can be visiblein the capture.

Caution: Packet captures and logs can contain sensitive telemetry and credentials. Restrict
collection and transfer to authorized support workflows and protect capture files.

Syslog Forwarding over UDP 5140

The second Splunk integration path forwards syslog records using RFC 5424 formatting and UDP port
5140. The source configuration also defines field mappings, maximum message size, and the worker flush
interval.

logging syslog host <SPLUNK-IP>

logging syslog port 5140

Togging syslog mode udp

Tlogging syslog syslog_format rfc5424

logging syslog syslog_maxsize 1000000

logging syslog syslog-hostname-key _HOSTNAME
logging syslog syslog-message-key MESSAGE

logging syslog syslog-appname-key SYSLOG_IDENTIFIER
logging syslog syslog-procid-key _PID

Togging worker flush-interval 60

RFC 5424 Field Mapping

CEE sourcefield Syslog field or purpose
_ HOSTNAME Identifies the originating host in the generated syslog record.
MESSAGE Carries the log-message body.
SYSLOG_IDENTIFIER|Provides the syslog application or program identifier.
' PID Carries the originating process identifier.

UDP Transport and Packet Capture

UDP is connectionless and provides neither transport delivery acknowledgment nor retransmission.
Troubleshooting must account for packet |oss, routing, maximum transmission unit (MTU), fragmentation,
receiver availability, and queue/rate behavior.

On the interface or Kubernetes node that carries the syslog traffic, run:



tcpdump -ni any udp port 5140 -vv -w splunk_syslog.pcap

If fluent-proxy forwards the syslog traffic, the node hosting that component is an appropriate packet-capture
point. Verify the forwarding path before collecting packets.

Note: RFC 5424 defines a syslog message format independently of the selected transport. The
source scenario uses UDP 5140. TL S-based syslog transport is a different option that requires
compatible sender and receiver configuration.
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CEE syslog forwarding to Splunk using UDP port 5140 and RFC 5424 fields

Alerts, SNM P, and CIM C Observability

CEE alerting uses Prometheus and Alertmanager. Prometheus eval uates metrics and alert rules.
Alertmanager routes alert events to receivers, with alert-router providing additional routing support. CEE
alert-logger provides historical alert records for retrieval through CEE Ops Center.



E Key Points

Kubemetes / » Alerts are configured in CEE ops center
Applications A m using PromQL based rules.
SME 9 Prom{L SMMP Traps ‘_I-i » Prometheus collects metrics, Alertmanager
Metrics Alert Rules: - Alerts CEE Ops Center vzc) evaluates the rules and generates alerts.
—_— + 1 +
Pmme&m!s ? Aler ag Disphays axtive alerts, —  External NMS « Active alerts can be viewed and managed
Other CRPSIVIFS Collects metrics Evaluates alert rules provides management (.. Zabbix, HP NMM, in CEE 0ps center.
from cluster and and generates alerts and visualization SolarWinds, etc,)
applications (Grafana integrated) * SNMP trapper pod sends the generated
Cluster & Nodes . ! : J alerts to an external NMS wsing SNMP v2¢.
| Dashboards & Analysis i
Alert Rules Configuration (Example) SNMP Trapper Configuration
Configured in CEE Ops Center (PramQL) Configured in CEE (CLI) Configuration Details
( Rule Group: Disconnect_Reasons ) [hgbs/hgb-cee] cee# show running-config snmp-trapper SNMP Trapper Enabled
Evaluation Interval: 300 seconds (5 minutes) snmp-trapper enable true Version SHMPv2C
snep-trapper vilc-target 10.32.66.25¢ Target IP 10.32 66250
Rule Name PromiQL Expression (Simplified) Duration  Severity  Alarm T) port 162
Li community $8$DvVxZozlMifpMNbgKhttoAwtisuimrUlgrstsatensc= Port 162
surn by (namespace,gr_nstance _id) exit Community (Encrypted)
GTPC_pat [ratefsmi_disconnect_stats[reason=~ et
- ‘disc_gtpc_peer_pathfalldisc_eutra_gtpc 15m major Ber Nanrgn
follurn _peer_pathiaidisc, wian gipc_peer peshtalifSml) SNMP Trapper Pod
> 10 Running in cee-hgb-cee namespace
sum by {namespace,gr_instance id) $ kubectl get pods -n cee-hab-cee -0 wide | grep snmp
UPF_path_  (rae{smi_duconnect_stats{reason=- 18m majer Processing snmp-trapper-68dEdSbdcS-tz94t  1/1  Running @ 28d  192.168.104.133  hob-master®3-ed4uld
fadure ‘disc_upf_init_path_falurejdise_pdurel_upf, Errce Alarm
init_path_failure{[Smil) >= 10 Pod Name Status Pod IP Node Namespace
F— g istance.id) snmp-trapper-68d6dsbdcs-1294t Runining 192.168.104.133 hab-master03-e04u10 cee-hgb-cee
(rate{smf_disconnect_stats{reasons~
m_exchange_ ‘disc_pdusetup_rm_exchg_failune] r Processing E
failure dise_eutra_pensetup_resource mgr_exchy b Ermor Alarm ‘ frdmecgéegls (Example)
falledldisc_wian_pdnsetup_resource_magr_ 1w in Ps Center
euchy faledfSmi) >= 10 [hab/hab-cee] ceed show alerts active summary
AME SUBRY
Prom0L i used to define alert conditions based on metrics collected by Promtheus. S S e T o A o S S S £ 3o e 0o S 3aeE e s oo aa:
@  hen the condition is mes, an alertis generated and cisplayed in CEE aps center, and Bond_irteface.statn. : Pardct18 o Iabmastar€]-e04ufS i1 oon-fuk-cou 15 bren domn..
also sent via SNMP trap [lf’mlﬂigul‘em Bond_Interface_state_ FSl3essdféls major  08-25T11:50:11 nqn -werknrfl-e84ul2 oot of hab-snrionril-ed4ul2 in con-hab-cie has been down for,,
i watchdog barkfadsdMs  minor 08-25T10:42:34 Systes This is an alert meant te ensure that theentine alerting pl...

CEE Prometheus and Alertmanager alert forwarding and SNMP architecture

CIMC dert integration provides arelated infrastructure monitoring path. The cimc-alerts-exporter collects
CIMC dert information and exposes it for monitoring and visualization in Grafana.

[hab/hgb-cee] cee# show running-config cime

® CEE monitors the hardware health and cimc cluster hap
reachability of UCS/CIMC servers in the e
CNDP cluster. server <MASTER-1-IP>
name hgb-masterl-smf # Configure all UCS/CIMC servers
® CIMC alerts help detect hardware faults, ::::E AR et in the cluster.
power/thermal issues, and server name hab-master2-saf ® Use the default CIMC username
unreachability. S E::::;J:\t .:r:]: the configured password
) N e e b
@ These alerts provide early indication of Ao oS LTS aow o B T, CME maageent P
infrastructure issues that may impact smrt:ﬂiﬁj;l{?m - address and a descriptive name
node functionality and application pods exit for each server.
running on the cluster. o car
exit
exit
Alert Workflow Alert Examples and Response
Alert Name
E o 9 B Indicates a UCS server hardware fault (e.g. power, thermal,
m —_— i fan, memory, PSU, etc.).
" CEE ceE NE"‘: / server-not-reachable-alert Indicates that the CIMC of the server is unreachable.
UCS/CIMC Servers  cipc Monitoring Me‘rrie
{Hardware health . it
and reachability) (cime-alerts-exporter) cm:g:ra& Ws:;ng‘?’::niintu Recommended Response

Validate the alert in CEE Ops Center (show alerts [ Grafana).
Check the affected server's CIMC directly for detailed hardware status.

Metric Meaning
o & cimc_server_not_reachable_alert = 1 = CIMC is unreachable
e cimc_server_not_reachable_alert = @ or metric cleared - CIMC is reachablle / recovered

Investigate the impact on the node and running workloads.

Take corrective action (e.g. hardware replacement, RMA) if required.

Reference: Cisco SMI CEE documentation — LICS Server Status Alerts

CEE CIMC alerts exporter integration with monitoring dashboards



SNMP integration is an alert and management interface; it is not interchangeable with either Splunk HEC or
syslog forwarding. The protocol and event-delivery paths remain distinct.

Relevant Management Information Base (MIB) references include CI SCO-CNEE-M1B.my and CI SCO-
SMI.my.

Bulk Statistics

The CEE bulk-stats service creates periodic Comma-Separated Values (CSV) snapshots of statistics
collected through Prometheus. These are statistical snapshots rather than streams of application log records.

Architecture [ Flow Configuration (CEE CLI)

Bulk Stats collects key metrics from o [hobshgb-cee] cee# show running-config bulk-stats
Prometheus at regular intervals using Fraced -V
redefined PromaL. queries. PromL queries = fat configured bulk-stats enable true
B q ialmﬁg-ed = interval) Stored on CNDP bulk-stats user splunic
® The collected metrics are written to CSV files Prometheus _.. Bulk Stats ———  Master Nodes bulk-stats external-ip 10.32.8.19
ar"d siwred on the CNDP master nodes (Metrics) (Collects metrics m:ﬂ“m! o bulk-stats external-port 2222
{local storage). Motrics collected from ang ma prand interval bulk-stats interval-minutes 5
® These files can be pulled by an external system CEE and Kubernetes ; bulk-stats prune-interval-days 2
(e.q. Splun!(] for long-term storage, reporting bulk-stats wnf-name hgbsafal
and analysis. Pulled by Extemal System bulk-stats global-default-value @
® Supports trend analysis, capacity planning (9. Sphunk) using SFTP bulk-stats global-default-namespace [ smf-hgbsmfel ]
and offline prOI'ﬁI’Bg- For long-term storage and analysis
Example Metric Sample Bulk Stats File (CSV) File Retrieval (SFTF)
Bulk Stats Query (from CEE CLI) File: bulk_stats_YYYYMMDD_HHMMSS.csv (excerpt) Bulk stat files can be pulled from any CNDP master node.

bulk-stats query 56_FOU_Est Failures n7_palicy_create response timeout timestamp
expression “sum(saf_service_stats{procedure_type='pdu_sess_create’,
status='fallures ' reason="nT_policy create_response_tisecut’,

rat_types"HE"} by (namespace)” 0260915075000 hobssdOl  si-habusil]  56.POULEsa Success 124

wif_name  namespace  maetric_name walue

sftp -P <PORT> <USER-@<MASTER_IP>:/data/bulk
0260915075000  hgbemidl  smi-hobemil 56 POULEst Fadures n7_poicy_create_response timecut 3

exit 605157500 hgbumid]  smihgbesf)l 5 Session Releass Falures 7 ST sphnk
. HIB--15075000  hobusill  smi-hgbusiYl  GTPC_Path_Failre 1 Fassword SRR

Explanation 0060915075500  habsmi0] | smi-hgbsmA0l  5G_POULEst Fadwes_n7_policy_create_response timecut 0 Port seus

Metric Mame 5G_PDU_Est_Failures_n7_policy_create_response_timeout 0260915075500  habeaill  swi-hgbesfl 50 POULEs Sucsess 13m0 T ——

Source Metric sonl_service_stats WRE0HISOTEE00  hobemidl  smi-hgbemill  5G_Session_Rulease_Failunes 5

Filters. #  procedure_type = pdu_sess_create 0260915075500 hgbemfdl  smi-hgbsmidl  GTPC_Path Failure ] Directory fdatabulk
*  status = failures = —
*  reason = n7_palicy_create_response_timeout o # Use the configured usemanme, password, port
* i MR * [Each row represents the metric value at the configured interval, & :;";?;m'ﬂ e el Bierval

Aggregation Sum of failures per namespace o « The file contains multipbe metrics for the configured namespace(s). (e.g. every 5 minutes),

Collection Interval A5 configured (8.9, every 5§ minutes) = Files are retained as per the prune-interval-days setting (e.g. 2 days).

# Please verify the pull from the Splunk side.

Key Points

# Bulk Stats uses predefined PromQL queries te collect metrics from Promatheus.

» C5V files are generated at configurable intervals and stored on CHDP master nodes.

# Files can be pulled by external systems (8.9, Splunk) using SFTP.

# Supports long-term reporting, trend analysis and capacity planning.

# Retention is controlled by the prune-interval-days.

#» Global default namespace can be configured, with the option to define namespace-specific queries.

CEE bulk statistics service creating periodic CSV snapshots from Prometheus metrics

Bulk-statistics output supports periodic reporting, trend analysis, and downstream data processing. Include it
in a Splunk integration path only when the deployment explicitly forwards or imports CSV/statistics data to
Splunk.

OpenTeemetry System Gateway

Newer Cisco SMI releases support a platform-managed OpenTelemetry Collector gateway. The gateway
receives telemetry from applications through the OpenTelemetry Protocol (OTLP) and forwards supported
metrics and logs to local or remote backends.



Note: Cisco SMI Cluster Manager Operations documentation identifies OpenTelemetry gateway
integration with release 2026.03.1. The gateway was not validated in the specific deployment
described by the source example, so this section describes the published configuration model rather
than verified operation in that environment.

System Gateway M odel

OpenTelemetry-enabled applications
|
| OTLP
\%
CEE OpenTelemetry System Gateway
|
+--> Local metrics backend
+--> Local logging backend
+--> Remote exporters
|
+--> OTLP / OTLPHTTP
+--> Splunk HEC
+--> Other supported destinations

Gateway Configuration Concepts

Enable the OpenTelemetry Collector gateway and select the local metrics and logging backends.

otel-collector gateway enabled
otel-collector gateway system local-backends metrics-enabled true
otel-collector gateway system Tocal-backends logs-enabled true

Where the deployment requires external service exposure, the configuration can include an external 1P.

otel-collector gateway system external-ip <external-ip-address>

Optional proxy settings are configured for the gateway exporters.

otel-collector gateway system proxy http-proxy http://<proxy-host>:<proxy-port>
otel-collector gateway system proxy https-proxy http://<proxy-host>:<proxy-port>
otel-collector gateway system proxy no-proxy 127.0.0.1,.svc,.cluster.local

The local-backend options control how the platform-managed system gateway sends telemetry to built-in



backends. External |P exposure and proxy settings depend on topology and security requirements.

Remote Exporters

Exporter| Signals Technical use

otlp Logs, metricgSend telemetry to a backend that accepts OTLP over grRPC.
otlphttp |Logs, metrics|Send telemetry to a backend that accepts OTLP over HTTP.
splunkhec|Logs Send logs to a Splunk HEC endpoint.

journald [Logs Write logs to the node journal where supported.

debug |Logs, metricgSupport controlled validation and troubleshooting.

The OpenTelemetry pipeline follows the receive, process, and export model. Receivers ingest telemetry;
processors filter or transform data; exporters deliver the selected signals to remote or local backends.

The source also distinguishes proxy behavior: otlp uses collector-instance proxy settings, whereas otlphttp
and splunkhec support exporter-level proxy overrides where the deployed rel ease exposes that
configuration.

Compare with OpenShift OpenTelemetry

Cisco CEE and OpenShift have a shared architectural pattern: an OpenTelemetry Collector can sit between
instrumented applications and observability backends. Their management and installation models are
different.

Concept CEE OpenTelemetry system gateway OpensShift OpenTelemetry pattern
Telemetry OpenTelemetry-enabled CEE and application |OpenTelemetry-enabled OpenShift
source workloads workloads
Protocol OTLP OTLP
Collector role  |Platform-managed system gateway agte;nzg emetry Collector deployment or
Pipeline concept |Receive, process, export Receive, process, export
ﬁ:}frgﬁy Loca backends and supported remote exporters|Exporter-driven backend integration
Splunk ' splunkhec.exporter in the documented CEE Splunk HEC exporter where configured
integration configuration

This comparison is architectural. The two platforms are not claimed to implement OpenTelemetry
identically. OpenShift commonly uses an OpenTelemetry Operator/Collector deployment model, while the
Cisco SMI system gateway is platform-managed.

The OpenShift reference architecture discussed in the source shows collectors forwarding telemetry from
Kubernetes workloads toward Splunk over HEC. It illustrates the collector-based model rather than a
verified integration for the sample CEE installation.

Verify the Configuration



Verify CEE Synchronization

Review the SMI Cluster Manager synchronization status and logs and confirm that the expected CEE
workloads are deployed.

clusters <cluster-name> actions sync status
clusters <cluster-name> actions sync Tlogs

Verify HEC and Syslog Separ ately

Confirm that the HEC path sends events to the configured TCP 8088 endpoint and that Splunk receives
them. Confirm separately that the syslog path sends UDP 5140 records to the configured listener.

Use the packet-capture methods in the corresponding sections and correlate packet timestamps with events
received at the configured collector.

Verify Observability Services

Confirm that metrics, alert routing, CIMC alerts, and bulk-statistics snapshots operate as designed for the
installed release. If OpenTelemetry is enabled, verify receiver, pipeline, and exporter health using the
supported SMI Cluster Manager operations procedure.

Expected Behavior

Component or

path Expected result
E\S.Ahgrl]a%gster Cluster synchronization completes and the required CEE services are deployed.
Obs Center Authorized users can access operational functions and supported
P configuration/monitoring commands.
Splunk HEC Event traffic reaches the configured HEC listener on TCP port 8088.
Syslog RFC 5424-formatted events reach the configured UDP port 5140 listener.

Alertsand CIMC |Alertmanager and related exporters expose the configured alert information.

Bulk statistics Periodic CSV snapshots are generated from collected statistics.

In supported rel eases with the gateway configured, OTLP signals flow through the

OpenTelemetry | e backend/exporter pipeline,

Decision Flow

Observation Next check
CEE services are absent after  |Inspect Cluster Manager synchronization status, logs, software artifact, and
synchronization. Ops Center parameters.
HEC events are missing. Identify the forwarding pod/node, verify TCP 8088 traffic, HEC




Observation

Next check

destination, authentication, and TL S configuration.

Syslog events are missing.

Verify UDP 5140 destination, RFC 5424 formatting, packet flow, and
receiver behavior.

Alertsor CIMC dataare
missing.

Check Prometheus/Alertmanager routing, alert-router, and cimc-aerts-
exporter operation.

Bulk statistics are missing.

Confirm bulk-stats service operation, Prometheus data availability, and
CSV snapshot generation.

OpenTelemetry export is
missing.

V erify feature support for the installed release, gateway configuration,
receiver and exporter state, and pipeline membership.

Conclusion

CEE is alayered Kubernetes-based execution and observability environment around SMF applications.

Kubernetes namespace separation divides platform operations, CEE services, and application workloads into

different domains. Within CEE, monitoring, alerting, logging, and bulk statistics are specialized services
with independent responsibilities.

The key Splunk distinction is between HEC over TCP 8088 and syslog over UDP 5140. These are separate

forwarding paths with different protocols, configurations, and troubleshooting procedures. The newer
OpenTelemetry system gateway adds an OTL P-based collector and exporter model. Its similarity to
OpenShift OpenTelemetry is architectural, and gateway operation must be verified for the specific CEE

release and deployment.
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