AMBR value [QOS] Missed in RAR for the Sy
Trigger to Change the Policy Counter

Contents

Introduction

Prerequisites

Requirements

Components Used

Abbreviations

Problem

Issue Analysis

CRD Table Loaded during CCR-I Properly
Immediate SNR after the CCR

RAR sent to PGW with Proper QOS info
Consecutive SNR Received

RAR Sent without AMBR in QOS info
Solution

Introduction

This document describes how to troubleshoot the issue of AMBR value [QOS] miss in RAR for the
Sy trigger to change the policy counter.

Prerequisites

Requirements

Cisco recommends that you have knowledge of these topics:

. PCRFI/CPS
. Diameter Protocol

Components Used

The information in this document is based on Cisco Policy Suit for PCRF solution.
The information in this document was created from the devices in a specific lab environment. All of

the devices used in this document started with a cleared (default) configuration. If your network is
live, ensure that you understand the potential impact of any command.

Abbreviations

PCRF Policy and Charging Rules Function



OCS Online charging system

PGW Packet Data Network Gateway
PB Policy builder
Problem

When you apply throttle (new Policy-Counter-Status) after a new session is created the AMBR
values are not applied in RAR sent to PGW, only the QCI value was being sent.

QS-Information: Default-EPS-Bearer-QS: QS-Cass-ldentifier: 8 Revalidation-Tinme: -486962116

Issue Analysis

When you look at the PCREF trace, it is seen that the OCS sends an SNR immediately after the
SLR/SLA exchange.

This SNR has the same Policy-Counter-Status (NoThrottle) value as the SLA.

As the SNR is processed, you can see the PCRF loads the Unlimited_ AMBR table properly, until
this everything works fine.

A few minutes later, a new SNR is sent to the PCRF with a Policy-Counter-Status change (apply
Throttlel). When you process this, PCRF does not load the Unlimited_ AMBR table, so the
AMBR values for Throttlel are not attained, so are not passed to the PGW in the RAR.

These are some snips from the debug log to understand the above behavior in detail.

CRD Table Loaded during CCR-I Properly

-------- Debuggi ng Messages -------------------------------- | NFO core Taggi ng nessage with |ID:
GX_TGPP | NFO di aneter Adding extracted AVP to policy: D ameterMessageAvp [ code=QoS-C ass-
Identifier, value=8] INFO core Start session triggered | NFO TGPP [ Rel 9] features supported on
sessi on 0001-di anproxy. nod- ggsae01-

gx. epc. mc099. ncc530. 3gppnet wor k. or g; 405022273; 510802; 5f 4ef c9a- 5202 | NFO gx Creating new

di amet er session 0001-di anpr oxy. nod- ggsaeO1l-

gx. epc. mc099. ncc530. 3gppnet wor k. or g; 405022273; 510802; 5f 4ef c9a- 5202 | NFO custref data Addi ng AVP
[ APN_TABLE/ LOd CAL_APN], val ue: DATA I NFO custrefdata Addi ng AVP [ LOCATI ON_TABLE/ LOCATI ON_REF] ,
val ue: HOME | NFO custrefdata Addi ng AVP [ PROFI LE_TABLE/ PROFI LE_I D], val ue: PROFI LE_DATA | NFO
custrefdata Adding AVP [ QCI REF/ QClI], value: 8 INFO custrefdata Addi ng AVP

[Unlimted_AMBR/ Throttl e3_AVMBR DOMN], val ue: 20000000 I NFO custrefdata Addi ng AVP

[Unlimted_ AMBR/ Throttle2_ AMBR UP], val ue: 5000000 I NFO custrefdata Addi ng AVP

[Unlimted_ AMBR/ Throttl e6_AMBR UP], val ue: 600000000 I NFO custrefdata Addi ng AVP

[Unlimted_ AMBR/ Throttl e3_AMBR UP], val ue: 20000000 | NFO custrefdata Addi ng AVP
[Unlimted_AMBR/ Throttl e4_AMBR DOMAN], val ue: 50000000 I NFO custrefdata Addi ng AVP

[Unlimted_ AMBR/ Throttl el AMBR DOMN], val ue: 1200000 I NFO custrefdata Addi ng AVP

[Unlimted_ AMBR/ Throttl e2_AMBR DOMN], val ue: 5000000 I NFO custrefdata Addi ng AVP

[Unlimted_ AMBR/ Throttle5_AMBR UP], val ue: 100000000 I NFO custrefdata Addi ng AVP

[Unlimted AVMBR/ Throttl e6_AMBR DOM], val ue: 600000000 | NFO custrefdata Addi ng AVP

[Unlimted AMBR/ Throttlel AMBR UP], val ue: 1200000 | NFO custrefdata Addi ng AVP

[Unlimted AMBR/ Throttl e5_AMBR DOM], val ue: 100000000 | NFO custrefdata Addi ng AVP

[Unlimted AMBR/ Throttle4 AMBR UP], val ue: 50000000 | NFO auth Success ALLOWALL authorization



I NFO core Switching credential id to 53099204XXXXXX for session |INFO core domain: nobile I NFO sy
Created new Sy di aneter session |INFO sy Triggering synchronous SLR Message on sessi oni MOD-
PCRFO1- qns01- 1. cl ust er - MODL. - Mbdel ; 1597873954; 1029; 6862816375560209413 | NFO debug- code The Sy
Policy Counter Status is : NoThrottle

Immediate SNR after the CCR

Here also the CRD table loading was proper and selected desired QOS based on the policy
counter received from SNR.

-------- Debuggi ng Messages -------------------------------- | NFO core Taggi ng nessage with ID:
SY_V11 I NFO core Successful |oad by key: dianeterSessionKey:i MOD- PCRFO1- gns01- 1. cl ust er- MODL. -
Model %8B1597873954%8B1029%8B6862816375560209413 | NFO custref data Addi ng AVP

[ APN TABLE/ LOG CAL_APN], val ue: DATA | NFO custrefdata Adding AVP [ LOCATI ON_TABLE/ LOCATI ON_REF],
val ue: HOME | NFO custrefdata Addi ng AVP [ PROFI LE_TABLE/ PROFI LE | D], val ue: PROFILE_DATA | NFO
custrefdata Adding AVP [ QCI REF/ QClI], value: 8 INFO custrefdata Addi ng AVP

[Unlimted AMBR/ Throttl e3_AMBR DOMAN], val ue: 20000000 I NFO custrefdata Addi ng AVP

[Unlimted AVMBR/ Throttle2 AMBR UP], val ue: 5000000 I NFO custrefdata Addi ng AVP

[Unlimted AVMBR/ Throttl e6_AMBR UP], val ue: 600000000 I NFO custrefdata Addi ng AVP

[Unlimted AVBR/ Throttl e3_AMBR UP], val ue: 20000000 | NFO custrefdata Addi ng AVP

[Unlimted AMBR/ Throttl e4 AVMBR DOAN], val ue: 50000000 I NFO custrefdata Addi ng AVP

[Unlimted AVMBR/ Throttl el AVMBR DOMWN], val ue: 1200000 I NFO custrefdata Addi ng AVP

[Unlimted AVMBR/ Throttl e2_ AVMBR DOMWN], val ue: 5000000 I NFO custrefdata Addi ng AVP

[Unlimted AMBR/ Throttle5 AMBR UP], val ue: 100000000 I NFO custrefdata Addi ng AVP

[Unlimted AVMBR/ Throttl e6_AVMBR DOW], val ue: 600000000 | NFO custrefdata Addi ng AVP

[Unlimted AVMBR/ Throttl el AMBR UP], val ue: 1200000 I NFO custrefdata Addi ng AVP

[Unlimted AVMBR/ Throttl e5_AMBR DOM], val ue: 100000000 | NFO custrefdata Addi ng AVP

[Unlimted AVBR/ Throttl e4_ AMBR UP], val ue: 50000000 | NFO core donmain: nmobile INFO Sy client
Sendi ng SNA Message on session i MOD- PCRF0O1- gns01- 1. cl ust er - MODL1. -

Model ; 1597873954; 1029; 6862816375560209413 | NFO debug-code The Sy Policy Counter Status is :
NoThrottl e I NFO debug-code The Sy Policy Counter Status is : NoThrottle

RAR sent to PGW with Proper QOS info

Message: com br oadhop. di anet er 2. nessages. Di anet er Request Message Application Id: & (16777238)
Conmand Code: Gx_RAR (258) Dest host: 0001-di anproxy. nod- ggsae0Ol-

gx. epc. mc099. ncc530. 3gppnet wor k. org Dest realm epc. mc099. ncc530. 3gppnet wor k. org Devi ce
protocol: GX TGPP End to end id: 0 (0x00000000) Hop by hop id: 0O (0x00000000) Origin state: O
Stack name: null Session-1d: 0001-di anproxy. nmod- ggsae01-

gx. epc. mc099. ncc530. 3gppnet wor k. or g; 405022273; 510802; 5f 4ef c9a- 5202 Aut h- Appl i cati on-1d:
16777238 Re- Aut h- Request - Type: 0 QoS-I nformation: APN- Aggregate- Max-Bitrate-UL: 600000000 APN-
Aggr egat e- Max-Bitrate-DL: 600000000 Def aul t - EPS- Bear er- QS: QoS-C ass-ldentifier: 8

Reval i dati on-Ti ne: -486962716

Consecutive SNR Received

Here the CRD table is not loaded for Unlimited_AMBR.

-------- Debuggi ng Messages -------------------------------- |NFO core Taggi ng nmessage with |ID:
SY_V11 I NFO core Successful |oad by key: dianeterSessionKey:i MOD- PCRFO1- gns02- 1. cl ust er- MODL. -
Model %8B159787400098B1089%8B6862816573128705089 | NFO custref data Addi ng AVP

[ APN_TABLE/ LOd CAL_APN], val ue: DATA | NFO custrefdata Addi ng AVP [ LOCATI ON_TABLE/ LOCATI ON_REF],
val ue: HOME | NFO custrefdata Addi ng AVP [ PROFI LE_TABLE/ PROFI LE I D], val ue: PROFILE_DATA | NFO
custrefdata Adding AVP [ QCI REF/ QCl], value: 8 INFO core donmin: nobile INFO Sy client Sending
SNA Message on session i MOD- PCRFO1- qns02- 1. cl ust er - MOD1. Spar k-

Model ; 1597874000; 1089; 6862816573128705089 | NFO debug-code The Sy Policy Counter Status is :



Throttl el | NFO debug-code The Sy Policy Counter Status is : Throttlel | NFO debug-code ECA
530992xxxxxx | NFO debug-code | M5l : 530992041xxxxxxx | NFO debug-code CA : | NFO debug-code Next
Eval Tine: 2020-09-02T10: 03: 05Z I NFO core domain: nobile INFO rt Added revalidation tine Wd Sep
02 03:13: 00 UTC 2020 | NFO gx Sendi ng RAR Message on session 0001-di anpr oxy. nod- ggsae01-

gx. epc. mc099. ncc530. 3gppnet wor k. or g; 405022275; 511314, 5f 4ef d58- 5202

RAR Sent without AMBR in QOS info

Expected to sent with reduced QOS value.

Message: com broadhop. di anet er 2. nessages. Di anet er Request Message Application Id: & (16777238)
Command Code: Gx_RAR (258) Dest host: 0001-di anproxy. nod- ggsaeOl-

gx. epc. mc099. ncc530. 3gppnetwork. org Dest realm epc. mc099. ncc530. 3gppnet wor k. org Devi ce
protocol: GX TGPP End to end id: 0 (0x00000000) Hop by hop id: 0 (0x00000000) Origin state: O
Stack name: null Session-1d: 0001-di anproxy. nod- ggsae01-

gx. epc. mc099. ncc530. 3gppnet wor k. or g; 405022275; 511314; 5f 4ef d58-5202 Aut h- Application-1d:
16777238 Re- Aut h- Request - Type: 0 QoS-I nformation: Default-EPS-Bearer-QS: QS-dass-ldentifier:
8 Reval idation-Tinme: -486962116

Further, the debug gns logs were looked into, and it was seen that the table was skipped due to
condition is false CCR

MOD- PCRFO1- qns02 MOD- PCRFO1- qns02 2020- 09- 02 02: 13: 00, 740 [ pool - 108-t hread- 1] DEBUG
c.b.policy.inmpl.RulesPolicyService - Policy event: Message:

com br oadhop. di anet er 2. nessages. Di anet er Request Message Application Id: Sy (16777302) Command
Code: Sy_SNR (8388636) Dest host: nod-pcrf0l-1b Dest realm epc. mc099. ntc530. 3gppnetwork. org
Devi ce protocol: SY V11 End to end id: 1874920025 (0x6fc10259) Hop by hop id: 30806209
(0x01d610cl) Origin state: 0 Stack name: null Oigin host: sy0l. mod02. bunbl ebee. co.nz Oigin
real m mnmod02. bunbl ebee. co. nz Session-1d: i MOD- PCRFO1- gqns01- 1. cl ust er - MOD1. Spar k-

Model ; 1597873954; 1029; 6862816375560209413 Aut h- Application-1d: 16777238 Pol i cy- Count er - St at us-
Report: Policy-Counter-ldentifier: THROTTLE Policy-Counter-Status: Throttlel Route-Record:
sy01. nod02. bunbl ebee. co. nz @QPS-1 nt er nal - Rout e- Recor d- Host: nod-

dsc02. epc. mc099. ncc530. 3gppnet wor k. org QPS- 1 nt er nal - Rout e- Recor d- Real m

epc. mc099. ncc530. 3gppnetwork. org, no return address <SNIP> . . . . </SN P> MOD PCRFO1-qns01
MOD- PCRFO1- qns01 2020- 09- 02 02: 13: 00, 742 [ pool - 109-t hread- 1] DEBUG
c.b.c.i.CustonerReferenceDat aManager - Skipping table Unlimnmted_AMBR since condition is false
CCR

Further, the PB is investigated to understand the behavior of CRD table load.

Once you walk through the provided SVN dump, It is found for this configuration for this table:
Unlimited_AMBR

Hostname: 181peadomob SV URL: mipiivipD2reposiepark  SWN Heviston: 10 Welcome, gremm

CISCO. POLICY BUILDER

Throttiel AMBR_DOWN Throttiel AMBR_DOWM Toxt

led AMBER UP Thiottied AMER_UP Teut

x|
Sxbtzuns iy Custom Reference Data Table some or all columas in this table have been published and iwifl be read only. Newly sdded columne will be sskable
Mcround Balance Templates
Cuivlom Reference Daly Dabdes *Mame Display Name Activation Conditian
+ Cache Results
v i Unfimited_AMBR Unlimited AMBR =il CER select | clear
Ueimence Dws 5 Svn Crd Data
e - Prek *Columns
k A ¥ "Hame Cisplay Name “Use In Conditic *Type Kby Reguired
LR rut G APN APMN Taxt
1p-CARE Throttlel AMBR_UF Throttiel AMBR _UP Taxt

Throttie2 AMBR DOWN Throttie2 AMBR DOWN Taxt
Throttisd AMBR_LP Throttied AMBR UP Text

Add | | Rermove




The activation condition for this table is based on CCR Trigger.

So, if you see the content of this CCR trigger, the condition is, a Gx diameter session exists with a
Command code 272. le. CCRs.

Hostname: 181-Co8-30mot SVN UAL MIpASvipO2meposspars. SV Aeviion 10, Weicome, gragm  [ADMIN) -',J

i,
CiISCO. POLICY BUILDER PR AT
File Toah
o
Systonms Cuttorn Reference Data Inftistars (OR Together)
Account Balance Templates
X
Caivboen Releen ata 1
Canl e .
- Actions
Whiarmpter Ageids Copyi
Mriamatir Clishits
Diamater Daluiis ¥ | Cusrank Cushom Refersnce Date Trigger
Faruln L
Botifications Initiatar Namma
obicy Edorcement Points CCR Received
S ety Frolies Cenditions (AND Togather)
Bubisrriber Data Soerces
Narme Input Variables [AND Together) Type Dparator Walue
Tarill Times = -
A Diamaeter Gx TGPP Sedslon axists IE\‘J."!'!‘-&HECH# (Lang) L staral = - 272 I

Because of this, the tables do not load without a corresponding to CCR. le. SNR doesn’t have a
right to load CRD without an initial CCR [l or U]

Solution

Add the CRD activation trigger for SY session, and perform a publish of the new configuration.



Mame
|CCR
Custom Reference Data Initiators (OR Together)

Mame
CCR Received

Sy Session Exists

||| (R] |4

- Actions
Copy:

| % | Current Custom Reference Data Trigger

Initiator Name

| Sy Session Exists

Conditions (AND Together)
[Name | Input Variables (AND Together)

A Diameter Sy v11 Session exists Condition Outputs
Diametersyv11Session (DiameterSyV1 1Session)

Post publish of this new change, did multiple attempts of data calls, and all were successful. All
the consecutive SNRs were able to load the CRD table and proper QOS being sent in RAR based
on the incoming policy counter change from Sy.
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