Troubleshoot Multicast on C9800 Wireless LAN
Controller

Contents

Introduction
Prerequisites
Requirements
Components Used
Backaround I nformation
Internet Group Management Protocol Overview
Multicast Modes on WLC
Multicast Traffic Handling by WLC

Multicast Support Per Platform

Configure
Network Diagram

Configurations
Verify
Troubleshoot
Step 1: AP Sendsan IGMP Jointo WLC
Step 2: Client Sends an IGMP Join for Multicast Stream
Step 3: WL C Processes the Join Reguest
Step 4: Multicast Traffic Delivery to WLC
Step 5: CAPWAP Multicast Forwarding to AP(s)
Step 6: AP Forwards the Multicast Traffic to Clients
FlexConnect L ocal Switching Mode

Related Information

| ntroduction

This document describes the multicast workflow, configuration, and troubleshooting on the Cisco C9800
Wireless LAN Controller.

Prerequisites
Requirements

Cisco recommends that you have knowledge of these topics:

* Multicast concepts
» 9800 Wireless LAN Controller (WLC) configuration

Components Used



The information in this document is based on these software and hardware versions:

» Catalyst 9800 Wireless Controller Series (Catalyst 9800-40), Cisco IOS® XE Cupertino 17.12.5
» Catalyst 3560 Series Switch, Cisco IOS® 15.2.4E10
» Access Point C9115AXE, Access Point CW9164l

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

Background I nformation

Multicast is a protocol that sends packets from a single source to a group-based destination address. Only
hosts that have expressed interest in receiving the packets receive them.

Internet Group Management Protocol Overview

Internet Group Management Protocol (IGMP) is used to dynamically register individual hosts as members of a multicast
group on a specific LAN.

IGMP Snooping is a process by which a switch listens to IGMP network traffic between hosts and routersto
build and maintain atable of client MAC addresses that ate interested in receiving specific multicast
streams. By snooping on |GMP packets, the switch can manage multicast traffic efficiently and prevent
unnecessary flooding. Without IGMP Snooping, multicast traffic is treated similarly to broadcast traffic,
reaching all devices on the segment.

IGMP Message Types:

* Membership Query:
Sent by arouter or a switch with IGMP Snooping enabled to determineif there are any interested
receivers for a specific multicast group. Queries can be general, group-specific, or group-and-source-
specific (the latter isused in IGMPv3)

» Membership Report:
Sent by a host to indicate interest in joining a multicast group or in response to a membership query.
This message type is also known as an IGMP Join

* Leave Group Message:
Sent by a host when it no longer wishes to receive multicast traffic for a particular group.

IGMP Versions:

* IGMPv1: Uses abasic query-response model, allowing multicast routers and multilayer switchesto
determine which multicast groups have active members on a subnet. Hosts can join or leave groups as
specified in RFC 1112,

» |GMPv2: Enhances functionality by introducing the leave process (reducing leave latency), group-
specific queries, and explicit maximum query response time. It also allows routers to elect an IGMP
guerier independently of the multicast protocol. For more details, refer to RFC 2236.

* IGMPv3: Adds support for Source-Specific-Multicast (SSM), enabling hosts to specify the sources
from which they want to receive multicast traffic for a group. IGMPv3 uses the multicast address
224.0.0.22 for membership reports and includes detailed " Group Records" to convey source
information. For more details, refer to RFC 3376.



Multicast Modeson WLC

» Unicast mode: The controller unicasts every multicast packet to every access point associated to the
controller. Thismode isinefficient and generates alot of extratraffic in the device and the network
but is required on networks that do not support multicast routing (needed if the APs are on different
subnets than the Wireless Management Interface (WMI) of the device).
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Multicast-over-Unicast

» Multicast mode: The controller sends multicast packets to a CAPWAP multicast group. This method
reduces the overhead on the controller processor and shifts the work of packet replication to the
network, which is much more efficient than the unicast method.
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Multicast-over-Multicast

To receive multicast traffic, Access Points (APs) send an |GMP Join membership report to the configured
Multicast CAPWAP Group address. This allows the APs to join the multicast group and start receiving the
associated multicast traffic.
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Multicast Traffic Handling by WLC

A single CAPWAP multicast group address is used to deliver multicast traffic across WLANS. To manage
this, the controller maintains a Layer 2 table that maps itsinterfaces to WLANS using unique multicast
group IDs (MGIDs), identifying where multicast traffic must be sent. An MGID is a 14-bit value placed in
the 16-bit reserved field of the CAPWAP header, with the remaining 2 bits set to zero.

Not al clientson aWLAN need the same multicast traffic. To identify interested clients, IGMP snooping
enables access points to listen for IGM P membership reports from hosts. Based on this, the controller builds
aLayer 3 multicast group table. Each entry includes the MGID, CAPWAP multicast group address, and
VLAN ID. It aso lists specific clients that joined the group and the APs they are associated with.

When the multicast mode is enabled and the controller receives a multicast packet from the wired LAN, the
controller encapsulates the packet using CAPWAP and forwards the packet to the

CAPWAP multicast group address. The controller always uses the management VLAN for

sending multicast packets. Access pointsin the multicast group receive the packet and forward it to all the
BSSIDs mapped to the VLAN on which clients receive multicast traffic.

Multicast Support Per Platform

Table 1. Multicast Support Per Platform

Platform MulticastSupport - MulticastSupport -
Multicastover Unicast M ulticastover M ulticast
Cisco Catalyst 9800-40 Wireless Controller  [No Yes
Cisco Catalyst 9800-80 Wireless Controller  [No Yes

Cisco Catalyst 9800 Wireless Controller for Yes Yes
Cloud- Small Template




Platform MulticastSupport - MulticastSupport -
Multicastover Unicast Multicastover M ulticast
Cisco Catalyst 9800 Wireless Controller for NoO Yes
Cloud- Medium Template
Cisco Catalyst 9800 Wireless Controller for NoO Yes
Cloud- Large Template
Cisco Catalyst 9800-L Wireless Controller  [Yes Yes

Configure

Network Diagram

WLC :10.107.79.77
Multicast address: 235.1.1.10

AP :10.107.79.130

(.

S 2.
i W

Sarver P - 10.107.78.33 Interested client ; 10.107.75.23
Multicast group P : 239.255.100.4

Network Diagram

Configurations



To configure multicast from the WLC GUI, go to Configuration > Services > Multicast. Enable Global
Wireless Multicast Mode, select AP CAPWAP Multicast as M ulticast, enter the CAPWAP multicast
group address, and click Apply. Select an address in the 239.0.0.0/8 range and assign a unique multicast IP
to each WL C, each controller must use a different address and ensure that this multicast | P does not conflict
with other devicesin the network.

Configuration= » Services~ » Multicast

Global Wireless Multicast Mode enasen ()

AR CAPWAR Multicast hlulticast

AP CAPWARP |Pv4 Multicast group 239.1.1.10
Address

AP CAPWARP IPvE Multicast group

Address

Wireless mDNS Bridging . DISABLED ._
Wireless Non-IP Multicast . DISABLED
Wireless Broadcast . DISABLED
IGMP Snooping Querier . DISABLED
IGMP Snooping enasLen i)
Last Member Querier Interval 1000

(milliseconds)

Multicast GUI Configuration
WLC CLI
W.C#conf t

WLC(config)#w rel ess nmulticast 239.1.1.10



Note: When the AP and WL C arein the same VLAN, enable IGMP snooping on al intermediate
switches. For deployments where the AP and WLC reside in different VLANS, enable I|P multicast
routing globally, enable PIM (Protocol Independent Multicast) on both the WMI and AP VLAN
interfaces, and enable IGMP on the intermediate switches.



Caution: You must be cautious when using |GM Pv3 with switches that are enabled for IGMP
snooping. The IGMPv3 messages are different from the messages used in IGMP Version 1
(IGMPv1) and Version 2 (IGMPv2). If your switch does not recognize |GM Pv3 messages, the
hosts do not receive traffic when IGMPv3 is used. IGMPv3 devices do not receive multicast traffic
in either cases. When IGMP snooping is disabled. When IGMPv2 is configured on the interface. It
is recommended to enable IGMPv3 on all intermediate or other Layer 3 network devices.
Primarily, on each subnet used by multicast devicesincluding controller and AP subnets.

Verify

Use the command to verify multicast configuration on the WLC.
W.CHshow wi rel ess nul ti cast

Mul ti cast . Enabl ed

AP Capwap Mul ticast . Ml ticast

AP Capwap | Pv4 Multicast group Address : 239.1.1.10



AP Capwap | Pv6 Multicast group Address

Wrel ess Broadcast . Disabl ed
Wreless Miulticast non-ip-ntast . Disabl ed
Wreless Miulticast |ink-1ocal . Disabl ed

Check the AP and WL C connection for multicast traffic using this command.

WL.C#show ap mul ticast nmom

AP Nane MOM | P TYPE MOV STATUS
AP2 | Pva Up
AP7 | Pva Up

Note: The MOM-STATUS displays as "UNKNOWN" for certain Cisco |OS Access Point models.



This occurs because these APs do not send the MoM payload to the controller. The affected models
include: Cisco Aironet 1702i Access Point, Cisco Aironet 3702i/3702e Access Point, Cisco
IW3702 Access Point. For more details, refer CSCwd12261.

Use this command to view MGID and associated VLANS (Layer 2 table).
WL.C#sh ip ignp snooping wireless ngid

Total nunber of L2-Md Ds 1

Tot al nunber of MCAST Md Ds

1
N

Wreless nulticast is Enabled in the system

VI an bcast noni p- ncast nctast nDNS- br ngi d ncast-1link-1ocal Stdby Flags
1 Di sabl ed D sabled Enabl ed Enabl ed Di sabl ed Di sabl ed 0:1:1:0
100 Disabled D sabled Enabl ed Enabl ed Di sabl ed Di sabl ed 0:1:1:0
1002 Di sabled Disabled Enabl ed Enabl ed Di sabl ed Di sabl ed 0:1:1:0
1003 Di sabled D sabled Enabl ed Enabl ed Di sabl ed Di sabl ed 0:1:1:0
1004 Disabled D sabled Enabl ed Enabl ed Di sabl ed Di sabl ed 0:1:1:0
1005 Di sabled D sabled Enabl ed Enabl ed Di sabl ed Di sabl ed 0:1:1:0

1415 Di sabled Disabled Enabl ed Enabl ed Enabl ed Di sabl ed 0:1:1:1

Index MJd D (S, GV

386 4160 (0.0.0.0, 239.255.255.250, 1415)

636 4161 (0.0.0.0, 239.255.100.4, 1415)

WL.C#sh ip ignp snooping groups vlan 1415

VI an G oup Type Ver si on Port List
1415 239. 255.100. 4 ignp v2 Ca2
1415 239. 255. 255. 250 i gnp v2 Ca2

Run this command to check client membership information (Layer 3 table).
WL.C#sh wirel ess multicast source 0.0.0.0 group 239.255.100.4 vlan 1415
Goup : 239.255.100.4

VI an . 1415


https://tools.cisco.com/bugsearch/bug/CSCwd12261

M3D : 4161

Cient List
Cient MAC Client IP St at us
242f . dOda. a7da 10. 107. 79. 23 MC_ONLY

WLC#sh ip ignp snooping ignpv2-tracking
Cient to SGVY mappi ngs
Cient: 10.107.79.23 Port: Ca2
Group: 239. 255. 255. 250 VI an: 1415 Source: 0.0.0.0 Blocklist: no
Group: 239.255.100.4 Vlan: 1415 Source: 0.0.0.0 Blocklist: no
Client: 10.107.79.33 Port: Ca2
Group: 239. 255. 255. 250 VI an: 1415 Source: 0.0.0.0 Blocklist: no
SGV to dient mappi ngs
Group: 239.255.100.4 Source: 0.0.0.0 M an: 1415
Cient: 10.107.79.23 Port: Ca2 Blocklist: no
Group: 239. 255. 255. 250 Source: 0.0.0.0 M an: 1415
Client: 10.107.79.33 Port: Ca2 Blocklist: no
Client: 10.107.79.23 Port: Ca2 Blocklist: no
Use the command to verify multicast configuration on the AP.
AP2#sh capwap ntast ngid clients
Client for each Md D
ngi d type client slot vap
4160 nc_only 24: 2F: DO: DA: 97: 51 1 0
4160 nt_only 24: 2F: DO: DA: A7: DA 0 0
4161 nc_only 24: 2F: DO: DA: A7: DA 0 0

9606 nc2uc 24: 2F: DO: DA: 97: 51 1 0



9606 nc2uc 24: 2F: DO: DA: A7: DA 0 0
M3 D for each Client:
client ip port ngid
24: 2F: DO: DA: 97: 51 10. 107.79. 33 apr1v0 4160
24: 2F: DO: DA: A7: DA 10. 107. 79. 23 apr0v0 4160
4161
AP2#sh capwap ntast ngid al

ngid wlan_bit_map_all nt2uc_cli nc_only cl type rx_pak _cnt tx_pak_slotO tx_pak_slotl
tx_pak_slot2 tx_pak_slot3 tx_pak_rlan

1415 0000000000000001 0 0 0 36367 12189
1199758 634 0 0

4097 1111111111111111 0 0 0 0 0
0 0 0 0

4160 0000000000000001 0 1 1 36 36
36 0 0 0

4161 0000000000000001 0 1 1 10091 10091
0 0 0 0

9606 0000000000000000 1 0 3 160 154
2 0 0 0

Troubleshoot

Collect embedded packet capture (EPC) from the WL C to understand the traffic flow. Refer to the link for
the steps to collect EPC. Troubleshoot Catalyst 9800 Wireless LAN Controllers.

Thisisalist of the source, destination, and other relevant | P addresses observed in the annotated Wireshark
captures. These correspond to the key packet flows shown in the figures, helping to identify which hosts
initiated and received each packet.

WLC WMI - 10.107.79.77
APIP-10.107.79.130
CAPWAP Multicast group |P address configured on WLC - 239.1.1.10

Multicast source endpoint IP - 10.107.79.33
Multicast traffic IP - 239.255.100.4

Client IP (Destination) - 10.107.79.23

Step 1. AP Sendsan IGMP JointoWLC


https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html#:~:text=ftp%3A%20%7D%20pactrac.txt-,Embedded%20Packet%20Capture,-Embedded%20Packet%20capture
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WLC : 10.107.79.77
Multicast address : 239.1.1.10
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AP :10,107.79.,130
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Sarver P 10,107.79.33 Interested client : 10.107.79.23
Multicast group IP: 239.255.100.4

AP IGMP Join

The AP joins the CAPWAP multicast group (239.1.1.10) of the controller, using IGMP.

No. Time Delta Source Destination Protocol info
LdEME LUVLITUUT Lo Vs U LU LU oI Te22 LV Us L L LI VL rrcmue 3IIJ.P I\CPUI 15 EIUUP EL T Vs Us L JL —_—
23488 2025-08-1.. @.2.. 10.1@7.79.23 224.0.0.251 IGMPv2 Membership Report group 224.0.0.251 ]
24387 2025-08-1.. @.8.. 10.107.79.130 239.1.1.10 IGMPv2 Membership Report group 239.1.1.18 =
24470 2025-08-1.. 0.0.. 10.107.79.119 224.0.0.252 IGMPv2 Membership Report group 224.0.0.252
24471 2025-08-1.. 0.0.. 10.107.79.119 224.0.0.252 IGMPv2 Membership Report group 224.0.0.252 —__
24422202508 =L BB 00100790110 o 2200000252 LD e MEIDELSDED REPOLL GLOUP 224.0.0.252
Frame 24387: 50 bytes on wire (400 bits), 50 bytes captured (400 bits) Ethernet

Ethernet II, Src: CiscoMeraki_f5:68:e@ (cc:9c:3e:f5:68:e@), Dst: IPvdmcast_01:01:0a (01:00:5e:01:01:0a [0,

802.1Q Virtual LAN, PRI: @, DEI: @, ID: 1415
Internet Protocol Version 4, Src: 10.107.79.130, Dst: 239.1.1.1@

| Internet Group Management Protocol
[IGMP Version: 2]

Type: Membership Report (@x16) :
Max Resp Time: 0.0 sec (0x00) 1
Checksum: @xf9f3 [correct]
[Checksum Status: Good]

Multicast Address: 239.1.1.10

802.1Q \
oyt

0 ¥ Internet Group Management Protocol (igmp), 8 bytes Packets: 189081 - Displayed: 253 (0.1%) Profile: My preferences

AP IGMP Join to the WLC



Step 2: Client Sendsan IGMP Join for Multicast Stream

T

WLC : 10,107.79.77
Multicast address : 239.1.1.10

AP :10.107.79.130

2

& 2.
il B

Sarver IP - 10,107.79.33 Interested client : 10.107.79.23
Multicast group IP : 239.255.100.4

Client IGMP join for multicast stream

The wireless client sends an IGMP join request to indicate interest in a specific multicast group.

The associated Access Point (AP) encapsul ates the client IGMP Join request within a CAPWAP tunnel and
sendsit as unicast traffic to the Wireless LAN Controller (WLC).

Example:
A client sends an IGMP Membership Report for multicast group address 239.255.100.4.



11 2025-08..
17 2025-08..
526 2025-08..
544 2025-08..
625 2025-08..
830 2025-08..
889 2025-08..

[IGMP Version:

No. Time ~ Delta

0.0000...
0.0902...
4.3632..
0.1461..
0.4933..
1.5094..
0.2901..

2]

239.

Source Destination
10.107.79.23 239.255.100.4
10.107.79.23 239.255.100.4
0.0.0.0 224.0.0.1
10.107.79.23 239.255.100.4
10.107.79.23 224.0.0.251
10.187.79.23 239.255.255.2..
10.107.79.77 224.0.0.1

Type: Membership Report (@x16)
Max Resp Time: 0.0 sec (0x00)
Checksum: 8x95fb [correct]
[Checksum Status: Good]
Multicast Address:

255.100.4

Protocol
IGMPv2
IGMPv2
IGMPV2
IGMPv2
IGMPv2Z
IGMPv2
IGMPV2

info

Membership
Membership
Membership
Membership
Membership
Membership
Membership

Report group 239.255.100.4

Report
Query,
Report
Report
Report
Query,

group 239.255.100.4
general

group 239.255.100.4
group 224,0.0.251
group 239.255.255.250
general

SOOI’ PAPR=AR A PA04 TACTAT.T7O.73 730255 TAR.A TEMPY? Memharchin Rennrt arnin ?30.755_ 1004
Frame 11: 46 bytes on wire (368 bits), 46 bytes captured (368 bits) on interface \Device\NPF_{F7DB@8DB Ethernet
Ethernet II, Src: TPLink_da:a7:da (24:2f:d@:da:a7:da), Dst: IPvdmcast_7f:64:04 (01:00:5e:7T7:64:04)
Internet Protocol Version 4, Src: 10.107.79.23, Dst: 239.255.100.4

Internet Group Management Protocol

Client sends IGMP member ship report for the interested Multicast traffic - Captures collected from endpoint

The AP (IP: 10.107.79.130) encapsul ates this request in a CAPWAP tunnel and sendsiit to the WLC (IP:

10.107.79.77).

No. Time De Source Destination Protocol info '
52506 2025-08.. .. 10.107.79.23  239.255.255.250 IGMPv2  Membership Report group 239.255.255.250 —
53999 2025-@8.. .. 10.107.79.23 239.255.100.4 IGMPv2 Membership Report group 239.255.100.4 '
54289 2025-08.. .. 10.107.79.33 224.0.0.251 IGMPv2  Membership Report group 224.0.0.251 —
54291 2025-08.. .. 10.107.79.33 224.0.0.251 IGMPv2Z  Membership Report group 224.0.0.251
54292 2025-08.. .. 10.107.79.33 224.9.0.251 IGMPv2 Membership Report group 224.0.0.251 =

© ®A704 WIS AR Am AAT Ta IT A A A IRT TAMDUT  Mamharchin Danart ararn 394 8 @ IR1

Frame 53999: 128 bytes on wire (1024 bits), 128 bytes captured (1024 bits) | Ethernet
Ethernet II, Src: CiscoMeraki_f5:68:e@ (cc:9c:3e:f5:68:e@), Dst: Cisco_c9:78:6b (90:eb:50:c9:78:6b) 0,
802.10Q Virtual LAN, PRI: @, DEI: @, ID: 1415
User Datagram Protocol, Src Port: 5272, Dst Port: 5247
Control And Provisioning of Wireless Access Points - Data
IEEE 802.11 QoS Data, Flags: ....... T
Logical-Link Control T
Internet Group Management Protocol
[IGMP Version: 2]
Type: Membership Report (©x16)
Max Resp Time: 0.0 sec (0x00)
Checksum: @x95fb [correct]
[Checksum Status: Good] 802.1QV
Multicast Address: 239.255.100.4 plL_L_

Client IGMP member ship report reaches the WLC inside a CAPWAP tunnel - Captures collected fromWLC



No. Time Delta Source Destination Protocol info

LTI T LULETm Uelu LU LUF sl Ield LLTaUsUs & LU Ve LEAVE UIUUN LJTsddds AUUT

- 10.107.79.23 239.255.100.4 IGMPv2 Membership Report group 239.255.100.4 [

25515 2025.. @.2. 10.107.79.23 239.255.100.4 IGMPv2 Membership Report group 239.255.100.4

27030 2025.. 2.3.. 0.90.0.0 224.0.0.1 IGMPv2 Membership Query, general

27324 2025.. 0.6.. 10.107.79.23 239.255.255.250 IGMPv2 Membership Report group 239.255.255.25@

27328 2025.. 0.0.. 10.107.79.23 239.255.100.4 IGMPv2 Membership Report group 239.255.100.4

28799 2025.. 1.9.. 10.107.79.23 224.9.0.252 IGMPv2 Membership Report group 224.0.0.252

30117 2025. 1.7.. 10.187.79.33 224.9.0.252 IGMPv2 Membershio Report aroup 224.0.8.252
Frame 25420: 167 bytes on wire (1336 bits), 167 bytes captured (1336 bits) on interface \Device\NPF_{4 Ethernet
Ethernet II, Src: Cisco_23:a6:27 (88:9c:ad:23:a6:27), Dst: Intel_e2:83:ca (a@:36:9f:e2:83:ca) 0, |

Internet Protocol Version 4, Src: 10.107.79.77, Dst: 10.107.79.99
User Datagram Protocol, Src Port: 5555, Dst Port: 5000
AiroPeek/OmniPeek encapsulated IEEE 802.11

802.11 radio information

IEEE 882.11 QoS Data, Flags: ....... TC

Logical-Link Control —
IInternet Protocol Version 4, Src: 10.107.79.23, Dst: 239.255.100.4 |

Internet Group Management Protocol

Internet |

Client IGMP Join - OTA Captures

Step 3: WL C Processes the Join Request

s

+ wWLC:10.107.78.77

Multicast address : 239.1.1.10
3

AP :10.107.79.130

\ 2.

Sorver IP - 10,107.79.33 Interested client : 10.107.79.23
Multicast group IP - 233.255.100.4

Sep3and 4



The WLC receives the IGMP Join, records the multicast group address, and sends an IGMP Join or relevant
multicast request upstream to its connected switch or router.

Note: In this scenario, the wireless client is also acting as a multicast source.

Step 4: Multicast Traffic Delivery toWLC

The upstream switch or router forwards multicast traffic for the requested group to the WLC.
Example:

The multicast source (10.107.79.33), which is awireless client, sends multicast traffic to group address
239.255.100.4. Because the source is wireless, the multicast traffic is encapsulated in a CAPWARP tunnel
and delivered to the WLC.



No. Time Delta Source Destination Protocol info

1 2025-.. 0.000.. 10.107.79.33 239.255.100.4 MPEG TS PT=MPEG-II transport streams, SSRC=0x( [ ]
2 2025-. 0.007. 10.107.79.33 239.255.100.4 MPEG TS PT=MPEG-II transport streams, SSRC=8xC

3 2025-.. 0.008.. 10.107.79.33 239.255.100.4 MPEG TS PT=MPEG-II transport streams, SSRC=0x(

4 2025-.. 0.009.. 10.107.79.33 239.255.100.4 MPEG TS PT=MPEG-II transport streams, SSRC=0x(

5 2025-. 0.007.. 10.107.79.33 239.255.100.4 MPEG TS PT=MPEG-II transport streams, SSRC=@xC

6 2025-.. ©.008.. 10.1087.79.33 239.255.100.4 MPEG TS [MP2T fragment of a reassembled packet

7 2025-. 90.007. 10.107.79.33 239.255.100.4 MPEG TS PT=MPEG-II transport streams, SSRC=0xC

8 2025-.. ©0.008.. 10.1087.79.33 239.255.100.4 MPEG TS [MP2T fragment of a reassembled packe

9 2025-.. 0.007.. 10.1087.79.33 239.255.100.4 MPEG TS video-stream

o 1002025-. 0.007. 10.107.79.33  238.255.100.4  MPLC IS [MPZD fragment of a reassembled packe

> Frame 9: 1370 bytes on wire (10960 bits), 1370 bytes captured (1096@ bits) on interface \Device\NPF_{7 Ethernet
Ethernet II, Src: TPLink_da:97:51 (24:2f:d0:da:97:51), Dst: IPv4mcast_7f:64:04 (01:00:5e:7f:64:04) 0,
Internet Protocol Version 4, Src: 10.107.79.33, Dst: 239.255.100.4
User Datagram Protocol, Src Port: 55111, Dst Port: 5004
Real-Time Transport Protocol
ISO/IEC 13818-1 PID=@x64 CC=14
[Reassembled in: 9]
ISO/IEC 13818-1 PID=@x64 CC=15
[8 Message fragments (1457 bytes):

#7(184), #7(184), #8(176), #8(184), #8(184), #8(184), #9(184), #9(1

PES extension

MPEG TS Packet (reassembled)
Packetized Elementary Stream

Multicast traffic from the source device

No. Time

LT LOIYU LULITUDw. -
171893 2025-08..
171894 2025-08.. .
171898 2025-08.. .
171907 2025-08..

De Source

AU LU e I T 3D
10.
10.107.79.33
10.107.79.33
10.107.79.33

107.79.33

Destination
L£IT e LI e LUV

239.255.100.4
239.255.100.4
239.255.100.4
239.255.100.4

Protocol
mrea 1a

MPEG TS
MPEG TS
MPEG TS

info
rFi=firco—i.i LIa@iaspur L aLicaiid DINL=UALUL
PT=MPEG-II transport streams, SSRC=0xC0Z
PT=MPEG-II transport streams, SSRC=0xC0zi___
[MP2T fragment of a reassembled packet] ==
PT=HPEG—II transort streams, SSRC=0xC0z

O S IR R, |

Frame 171893: 1452 bytes on wire (11616 bits), 1452 bytes captured (11616 bits) Ethernet
Ethernet II, Src: CiscoMeraki_f5:68:e@ (cc:9c:3e:f5:68:e@), Dst: Cisco_c9:78:6b (90:eb:50:c9:78:6b) 90,
802.1Q Virtual LAN, PRI: 0, DEI: @, ID: 1415

[internet Protocol Version 4, Src: 10.107.79.130, Dst: 10.107.79.77]

User Datagram Protocol, Src Port: 5272, Dst Port: 5247

> Control And Provisioning of Wireless Access Points - Data

IEEE 802.11 QoS Data, Flags: sssesssl

Logical-Link Control —
User Datagram Protocol, Src Port: 55111 Dst Port: 5334

Real-Time Transport Protocol

IS0/IEC 13818-1 PID=0x20 CC=4

MPEG2 Program Map Table

ISO/IEC 13818-1 PID=0x11 CC=4

DVB Service Description Table 802.1Q\

03 1

[5 Message fragments (728 bytes): #17189@(176), #171898(184), #1718908(184), #171890(184), #171893(0)] Prior...

Multicast traffic received from the source inside a CAPWAP Tunnel - Captures collected on WLC



No. Time Delta Source Destination Protocol info

14 2025.. 0.0.. 10.107.79.33 239.255.100.4 MPEG [MP2T fragment of a reassembled packet]

22 2025.. 0.0.. 10.107.79.33 239,255.100.4 MPEG TS [MP2T fragment of a reassembled packet

7 2025.. 0.0.. 10.107.79.33 239.255.100.4 MPEG TS PT=MPEG-II transport streams, SSRC=0xC02517BE, Se (]
9 2025.. 0.0.. 10.107.79.33 239.255.100.4 MPEG TS PT=MPEG-II transport streams, SSRC=@xC@2517BE, Se
12 2025.. ©.0.. 10.107.79.33 239.255.100.4 MPEG TS PT=MPEG-II transport streams, SSRC=0xC@2517BE, S¢

17 2025.. 0.0.. 10.107.79.33 239.255.100.4 MPEG TS PT=MPEG-II transport streams, SSRC=0xC02517BE, Se¢
19 2025.. 0.0.. 10.107.79.33 239.255.100.4 H.264 [MP2T fragment of a reassembled packet] Program £

Ethernet II, Src: Cisco_23:a6:27 (88:9c:ad:23:a26:27), Dst: Intel_e2:83:ca (a@:36:9f:e2:83:ca)
Internet Protocol Version 4, Src: 10.107.79.77, Dst: 10.107.79.99
User Datagram Protocol, Src Port: 5555, Dst Port: 5000
AiroPeek/OmniPeek encapsulated IEEE 862.11

802.11 radio information

IEEE 802.11 QoS Data, Flags: .......TC

Logical-Link Control

Internet Protocol Version 4, Src: 10.107.79.33, Dst: 239.255.100.4
User Datagram Protocol, Src Port: 55111, Dst Port: 5004

Real-Time Transport Protocol

ISO/IEC 13818-1 PID=@xb4 CC=13

ISO/IEC 13818-1 PID=0x64 CC=14

ISO/IEC 13818-1 PID=@x64 CC=15

TCSN/TEC 132871821 DPTN=0v&AA _CC=0R

Frame 12: 1491 bytes on wire (11928 bits), 1491 bytes captured (11928 bits) on interface \Device\NPF_{ Ethernet

0,1

Internet |

Multicast traffic from the source - OTA

Step 5: CAPWAP Multicast Forwarding to AP(S)

W e e

WLC : 10.107.79.77

Q===

L

AP :10.107.79.130

[
b v
S 2.
Sarvar P - 10.107.79.33 Interested client - 10,107,799, 23

Multicast group IP : 239.255.100.4

Sep5and 6

Multicast address : 2359.1.1.10




The WL C encapsul ates the multicast packets and sends them to all relevant APs using the configured
Multicast CAPWAP Group address.

Example:

The WLC forwards multicast traffic to the CAPWAP multicast group address 239.1.1.10. APs that have
joined this group vialGMP (Step 1) receive the multicast stream.

No. Time De Source Destination Protocol info
LI L£ITN LULITUUen s AW LUL o F TaJdo LITe L Ids LUUT rrey 12 Lrir £ " Gulllcllt Uil o a 1cas3aciuvicu pﬂ\.l\ct]
172614 2025-08.. .. 10.107.79.33 239.255.100.4 MPEG video-stream [MP2T fragment of a reasse

172640 2025-08.. .. 18.107.79.33  239.255.100.4 MPEG TS [MP2T fragment of a reassembled packet]
172700 2025-08.. .. 10.107.79.33 239.255.100.4 MPEG TS [MP2T fragment of a reassembled packet 0
172732 2025-08.. 10.107.79.33  239.255.100.4 MPEG video-stream [Malformed Packet: length c

Tad woaliadl

Frame 172614: 1448 bytes on wire (11584 bits), 1448 bytes captured (11584 bits) Ethernet
Ethernet II, Src: Cisco_c9:78:6b (90:eb:50:c9:78:6b), Dst: IPv4mcast_01:01:0a (01:00:5e:01:01:0a) 0,
|Internet Protocol Version 4, Src: 10.107.79.77, Dst: 239.1.1.1@|
> User Datagram Protocol, Src Port: 5247, Dst Port: 5247
Control And Provisioning of Wireless Access Points - Data
IEEE 802.11 QoS Data, Flags: ......F.
Logical-Link Control
|Internet Protocol Version 4, Src: 10.107.79.33, Dst: 239.255.1@3.4| | ——
User Datagram Protocol, Src Port: 55111, Dst Port: 5004
Real-Time Transport Protocol

[Reassembled in: 172614]

[2 Message fragments (226 bytes): #172613(184), #172614(42)]

MPEG TS Packet (reassembled) Internet I}
Packetized Elementary Stream °) 1
PES extension Versid

WLC Forwards the traffic to CAPWAP Multicast Group Address

Step 6: AP Forwardsthe Multicast Traffic to Clients

Each AP decapsulates the multicast packets and forwards them only to the wireless clients that have joined
the multicast group.

APs use IGMP snooping to identify interested clients and ensure multicast traffic is delivered only to those
clients.

Time ~ Delta Source Destination Protocol info

18 2025-08.. 0.0.. 10.107.79.33 239.255.100.4 MPEG .. [MP2T fragment of a reassembled packet] [ |
10.107.79.33 239.255.100.4 . Video-stream [MP2T fragment of a reassembled

20 2025-08.. 0.0.. 10.107.79.33 239.255.100.4 MPEG .. [MP2T fragment of a reassembled packet]

21 2025-08.. ©.0.. 10.107.79.33 239.255.100.4 MPEG .. PT=MPEG-II transport streams, SSRC=0xC02517BE, !
22 2025-08.. ©0.0.. 10.107.79.33 239.255.100.4 MPEG .. [MP2T fragment of a reassembled packet]

23 2025-98.. 0.0.. 10.107.79.33 239.255.100.4 MPEG .. video-stream

24-2025-08w 0B 10+107+79+33 239255+ 1004 MPEG o [MP2T fragment of a reassembled packet) [MP2T f

Frame 19: 1370 bytes on wire (1096@ bits), 1370 bytes captured (18960 bits) on interface \Device\NPF_{ Ethernet
Ethernet II, Src: TPLink_da:97:51 (24:2f:d@:da:97:51), Dst: IPv4mcast_77:64:04 (01:00:5e:77:64:04) 0,
Internet Protocol Version 4, Src: 10.107.79.33, Dst: 239.255.100.4

> User Datagram Protocol, Src Port: 55111, Dst Port: 5004
Real-Time Transport Protocol
I1S0/IEC 13818-1 PID=0x64 CC=2
[[..] 37 Message fragments (6765 bytes): #12(176), #12(184), #12(184), #12(184), #12(184), #13(184), #1
MPEG TS Packet (reassembled)
Packetized Elementary Stream
PES extension
PES header data: 3102f9a99d1102f91cfd
PES data [..]: 0000000109T000000001419a539a8205b5b5b2653000208ffffea%9a028bl6abd@eef@edc34ba73822de0R0af
ISOATEC. 13818nl PID-0x64 CC-3

Client receives the multicast traffic - Captures collected from the interested endpoint 10.107.79.23



| No. Time Delta Source Destination Protocol info

MPEG TS [MP2T fragmént of a reassembled pa;:ket] [MP2T fre

5.. 2025.. 0.0. 10.107.79.33 239.255.100.4
5.. 2025.. 0.0.. 10.107.79.33 239.255.100.4 MPEG TS video-stream [Malformed Packet: length of contair
5.. 2025.. 0.0.. 10.197.79.33 239.255.100.4 MPEG TS [MP2T fragment of a reassembled packet] [MP2T fr:
5.. 2025.. 0.0.. 19.107.79.33 239.255.100.4 MPEG TS [MP2T fragment of a reassembled packet]
5.. 2025.. 0.0.. 19.107.79.33 239.255.100.4 MPEG TS [MP2T fragment of a reassembled packet]
5.. 2025.. ©.0.. 10.187.79.33 239.255.100.4 MPEG TS [MP2T fragment of a reassembled packet]

‘ 5.. 2025.. 0.0.. 10.107.79.33 239.255.100.4 MPEG TS [MP2T fragment of a reassembled packet]

‘ Frame 5835: 1454 bytes on wire (11632 bits), 1454 bytes captured (11632 bits) on interface \Device\NPF Ethern

Ethernet II, Src: Cisco_23:a6:27 (88:9c:ad:23:a6:27), Dst: Intel_e2:83:ca (a@:36:9f:e2:83:ca)
Internet Protocol Version 4, Src: 10.107.79.77, Dst: 10.107.79.99

User Datagram Protocol, 5rc Port: 5555, Dst Port: 5000

AiroPeek/OmniPeek encapsulated IEEE 802.11

802.11 radio information

IEEE 802.11 Data, Flags: ...... F.C

Logical-Link Control

Internet Protocol Version 4, Src: 10.107.79.33, Dst: 239.255.100.4

User Datagram Protocol, Src Port: 55111, Dst Port: 5004

Real-Time Transport Protocol

[Reassembled in: 5835]
ISO/IEC 13818-1 PID=0x64 CC=4

[Dasccambhlad in: CO23C]

Interne

Client receives the multicast traffic - OTA Captures

FlexConnect L ocal Switching Mode

The client sends an IGMP Join request to the associated AP. The AP processes the IGMP Join and locally
switches the multicast traffic without sending it to the WL C. Multicast traffic flows directly from the wired

network to the AP, which then forwards it to interested wireless clients.



Note: Enable |P multicast routing globally, configure PIM on both the client VLAN and AP VLAN
interfaces and enable IGM P on the intermediate switches. The WL C does not handle multicast data
traffic in this mode.

Related | nfor mation

* Wireless Multicast-Configuration Guide



https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-12/config-guide/b_wl_17_12_cg/m-vewlc-multicast-cg.html

