Configure & Troubleshoot Downloadable ACLs
on Catalyst 9800
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| ntroduction

This document describes how to configure and troubleshoot downloadable ACLs (dACLS) on Catalyst 9800
Wireless LAN Controller (WLC).

Background I nfor mation

dACL s have been supported for many yearsin Cisco IOS® and |0S XE® switches. A dACL refersto the
fact that the network device dynamically downloads the ACL entries from the RADIUS server when
authentication occurs, rather than having alocal copy of the ACL and just being assigned the ACL name. A
more complete Cisco | SE configuration example is available. This document focuses on the Cisco Catalyst



https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/212419-configure-per-user-dynamic-access-contro.html#toc-hId-1996302743

9800 which supports dACL s for central switching since the 17.10 release.
Prerequisites

The idea behind this document is to demonstrate dA CL s usage on Catalyst 9800 through a basic SSID
configuration example, showing how these can be fully customizable.

On Catalyst 9800 wireless controller, downloadable ACLs are

» Supported starting from Cisco |OS XE Dublin 17.10.1 release.

» Supported for centralized controller with Local mode Access Points only (or Flexconnect central
switching). FlexConnect Local Switching does not support dACL.

Requirements

Cisco recommends that you have knowledge of these topics:

» Catalyst Wireless 9800 configuration model.
» Cisco IP Access Control Lists (ACLS).

Components Used

The information in this document is based on these software and hardware versions:

« Catalyst 9800-CL (v. Dublin 17.12.03).
« ISE (v. 3.2).

The information in this document was created from the devices in a specific lab environment. All of the

devices used in this document started with a cleared (default) configuration. If your network islive, ensure

that you understand the potential impact of any command.

Configure

Throughout this configuration guide, even if methods are different (for example WLAN authentication,

policy configuration, and so on), the end result is the same. In the scenario exposed here, two user identities
are defined being USER1 and USER2. Both are granted access to the wireless network. To each of them is

assigned, respectively, ACL_USER1 and ACL_USER2 being dACL s downloaded by the Catalyst 9800
from ISE.

Using dACL swith 802.1x SSIDs

Network Diagram


https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-10/config-guide/b_wl_17_10_cg/m_dACL.html
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WL C Configuration

For details about 802.1x SSIDs configuration and troubleshooting on the Catalyst 9800, please refer to
the Configure 802.1X Authentication on Catalyst 9800 Wireless Controller Series configuration guide.

Step 1. Configure the SSID.

Configure a 802.1x authenticated SSID, using | SE as RADIUS server. In this document, the SSID has been
named "DACL_DOT1X_SSID".

From the GUI:

Navigate to Configuration > Tags & Profiles>WLAN and create aWLAN similar to the one showed
here:

n Wl ieen Catahst QRO
cIsco 7133

» Tags & Profiles ™ > WLANS

Fromthe CLI:


https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213919-configure-802-1x-authentication-on-catal.html

WLC#configure terminal

WLC(config)#wlan DACL_DOT1X_SSID 2 DACL_DOT1X_SSID
WLC(config-wlan)#security dotlx authentication-Tist DOT1X
WLC(config-wlan)#no shutdown

Step 2. Configure the policy profile.

Configure the policy profile that is used along with the SSID defined above. On this policy profile, make
sure AAA Overideis configured from the "Advanced” tab, as showed in the screenshot. In this document,
the policy profile used is"DACL-8021X".

As stated in the prerequisites section, dACL s are only supported for central switching/authentication
deployments. Make sure the policy profileis configured that way.

From the GUI:

Navigate to Configuration > Tags & Profiles > Policy, select the policy profile used and configureit as
showed.
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Fromthe CLI:

WLC#configure terminal

WLC(config)#wireless profile policy DACL-8021X
WLC(config-wireless-policy)#aaa-override
WLC(config-wireless-policy)#vlan VLAN_1413
WLC(config-wireless-policy)#no shutdown

Step 3. Assign the policy profile and SSID to the policy tag used.
From the GUI:

Navigate to Configuration > Tags & Profiles> Tags. From the Policy tags tab, create (or select) the tag
used and assign to it the WLAN and policy profile defined during steps 1-2.
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Fromthe CLI:

WLC#configure terminal

WLC(config)#wireless tag policy default-policy-tag
WLC(config-policy-tag)#description "default policy-tag"
WLC(config-policy-tag)#wlan DACL_DOT1X_SSID policy DACL-8021X

Step 4. Allow Vendor Specific Attribute.

Downloadable ACL s are passed via vendor specific attributes (VSA) in the RADIUS exchange between | SE
and the WL C. The support of these attributes can be enabled on the WL C, using these CLI command.

Fromthe CLI:

WLC#configure terminal
WLC(config)#radius-server vsa send authentication

Step 5. Configure Default Authorization List.

When working with dACL, network authorization through RADIUS must be enforced for the WLC to
authorize any user authenticating to the 802.1x SSID configured.

Indeed, not only the authentication but the authorization phase is handled on the RADIUS server side here.
Therefore, the authorization list is required in this case.

In other words: dACL s require the usage of "aaa authorization network™ method.
One can use the default group radius with the command " aaa authorization network default group radius’:

From the GUI:



Navigate to Configuration > Security > AAA and from the AAA Method List > Authorization tab, create
an authorization method similar to the one showed.
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From the CLI:

WLC#configure terminal
WLC(config)#aaa authorization network default group radius

NOTE:

If you do not want to define a default method, then you need to define a named method. In thiscase, itisa
mandatory step to call out the AAA Authorization Method List that | SE needs to use, otherwise the WLC
will be unable to download the ACL.

Onthe WLC:

<#root>

WLC(config)# aaa authorization network

aut hZl i st

group authz-server-group

On the ISE:

Send this attribute along with the dACL.: cisco-av-pair = Method-List=authZlist



v Advanced Attributes Settings

Cisco:cisco-av-pair ~ "I Method-ListsauthZlist e

v Attributes Details

Access Type = ACCESS_ACCEPT
DACL = TestDACLs
cisco-av-pair = Method-List=authZlist

| SE Configuration

When implementing dACLs in wireless environment with 1SE, two common configurations are possible, to
know:

1. Per-user dACL configuration. With this, each particular identity has a dACL assigned thanksto a
custom identity field.

2. Per-result dACL configuration. While opting for this method, a particular dACL is assigned to a user
based on the authorization policy it matched on the policy set used.

Per-user dACLS

Step 1. Define adACL Custom User Attribute

To be able to assign adACL to auser identity, first this field must be configurable on the identity created.
By default, on ISE, the"ACL" field is not defined for any new identity created. To overcome this, one can
use the "Custom User Attribute" and define a new configuration field. To do so, navigate

to Administration > Identity Management > Settings > User Custom Attributes. Use the "+"button to
add a new attribute similar to the one showed. In this example, the name of the custom attributeis ACL .
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Once this configured, use the "Save" button to savethe changes.
Step 2. Configure the dACL

Navigate to Policy > Policy Elements > Results > Authorization > Downloadable ACL sto see and
define dACL on ISE. Use the “Add” button to create a new one.
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This opens the “New Downloadable ACL” configuration form. On this one, configure these fields:

I Downloadabie ACLS I

O Mama Description
Profiling o O AGL_USERY ACL assigned 1o USER1
Posture 5 O DENY_ALL_IPV4_TRAFFIC Deny all ipud traffic

O DENY_ALL_IPVE_TRAFFIC Deny all ipve traffic
Client Provisioning

O PERMIT_ALL_IPVA_TRAFFIC Allow all ipvd Traffic

M PERMIT_ALL_IPVE_TRAFFIC Allow all ipyd Traffic

| test-daci-cwa

O test- o -dot]x




Name: the name of the dACL defined.

Description (optional): a brief description about the usage of the created dACL.

|P version: the IP protocol version used in the defined dACL (version 4, 6 or both).
DACL Content: the content of the dACL, as per Cisco IOS XE ACL syntax.

In this document, the dJACL used is"ACL_USER1" and this dACL allows any traffic except the one
destinated to 10.48.39.186 and 10.48.39.13.

Once the fields configured, use the “ Submit” button to create the dACL.

Repeat the step to define the dACL for the second user, ACL_USER?2, as showed in the figure.
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Profiling ? m ACL_USER ACL assigned to USERT
Postura 5 O ACL_USERZ ACL assigned 1o USER2
O DENY_ALL_IPV4_TRAFFIC Deny all ipvd traffic
Client Provi ing
O DENY_ALL_IPVE_TRAFFIC - ﬁﬁﬂiﬂ Ei 'I---Eifi:
O PERMIT_ALL_IPV4_TRAFFIC Allow all ipvd Traffic
1 PERMIT_ALL_IPVE_TRAFFIC Mllow all ipvs Tralfie

Step 3. Assign the dACL to a Created Identity

Once the dACL created, one can assign it to any | SE identity using the User Custom Attributes created in
Step 1. To do so, navigate to Administration > Identity Management > Identities > Users. Asusual,
use the “Add” button to create a user.
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On the “New Network Access User” configuration form, define the username and password for the created
user. Use the custom attribute “ACL” to assign the dACL created in Step 2 to the identity. In the example,
the identity USER1 using ACL_USERL is defined.
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Once the fields configured properly, use the “ Submit” button to create the identity.

Repeat this step to create USER2 and assign ACL_USER2 to it.



.....

Step 4. Configure authorization policy result.

Once the identity configured and the dACL assigned to it, the authorization policy must still be configured
in order to match the custom user attribute “ACL” defined to an existing authorization common task. To do
S0, navigate to Policy > Policy Elements > Results > Authorization > Authorization Profiles. Use the
“Add” button to define a new authorization policy.

» Name: the name of the authorization policy, here “9800-DOT1X-USERS".

» Access Type: the type of access used when this policy is matched, here ACCESS ACCEPT.

* Common Task: match “DACL Name” to InternalUser:<name of custom attribute created> for internal
user.According to the names used in this document, the profile 9800-DOT1X-USERS is configured
with the dACL configured as InternalUser:ACL.
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Step 5. Use authorization profile in policy set.

Once the authorization profile result correctly defined, it still needs to be part of the policy set used to
authenticate and authorize wireless users. Navigate to Policy > Policy Sets and open the policy set used.

Here, the authentication policy rule "Dot1X" matches any connection made viawired or wireless 802.1x.
The authorization policy rule "802.1x Users dACL" implements a condition on the SSID used (that is
Radius-Called-Station-ID CONTAINS DACL_DOT1X_SSID). If an authorization is performed on the
"DACL_DOT1X_SSID" WLAN, then the profile "9800-DOT1X-USERS" defined in Step 4 is used to
authorize the user.
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Per-result dACLs

To avoid the tremendous task of assigning a particular dACL to each identity created on ISE, one can opt for
applying the dACL to aparticular policy result. Thisresult is then applied based on any condition matched
on the authorization rules from the policy set used.

Step 1. Configure the dACL

Execute the same Step 2 from the Per-user dACL s section in order to define the dA CL s needed. Here, these
are ACL_USER1 and ACL_USER2.

Step 2. Create identities

Navigate to Administration > Identity Management > ldentities > Usersand use the “Add” button to



create a user.
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On the “New Network Access User” configuration form, define the username and password for the created
user.
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Repeat this step to create USER2.
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Step 4. Configure the authorization policy result.

Once the identity and the dACL configured, the authorization policy must still be configured in order to
assign a particular dACL to user matching the condition to use this policy. To do so, navigate to Policy >
Policy Elements > Results > Authorization > Authorization Profiles. Use the “Add” button to define a

new authorization policy and complete these fields.

* Name: the name of the authorization policy, here “9800-DOT1X-USER1".

» Access Type: the type of access used when this policy is matched, here ACCESS ACCEPT.

* Common Task: match “DACL Name” to “ACL_USER1” for internal user. According to the names
used in this document, the profile 9800-DOT1X-USERL1 is configured with the dACL configured as

“ACL_USER1".




Repeat this step to create the policy result “9800-DOT1X-USER2" and assign “ACL_USER2" asDACL to
it.

Standard Authorization Profiles

Step 5. Use authorization profilesin policy set.

Once the authorization profile results correctly defined, it still needs to be part of the policy set used to
authenticate and authorize wireless users. Navigate to Policy > Policy Sets and open the policy set used.

Here, the authentication policy rule "Dot1X" matches any connection made viawired or wireless 802.1X.
The authorization policy rule "802.1X User 1 dACL" implements a condition on the username used (that is
InternalUser-Name CONTAINS USER1). If an authorization is performed using the username USER1, then
the profile "9800-DOT1X-USER1" defined in Step 4 is used to authorize the user and thus, the dACL from
thisresult (ACL_USERL1) is applied as well to the user. The same is configure for username USER2, for
which "9800-DOT1X-USER1" is used.
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Notes About Using dACLswith CWA SSIDs

As described in the Configure Central Web Authentication (CWA) on Catalyst 9800 WL C and ISE
configuration guide, CWA relieson MAB and particular result to authenticate and authorize users.
Downloadables ACL s can be added to the CWA configuration from | SE side identically as what has been

described above.



https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213920-central-web-authentication-cwa-on-cata.html

Warning: Downloadable ACL s can only be used as network access list and are not supported as
pre-authentication ACLs. Therefore, any pre-authentication ACL used in a CWA workflow must
be defined in the WL C configuration.

Verify

To verify the configuration made, these commands can be used.

FHOHOH K K K W W KR KR K

show
show
show
show
show
show
show
show
show
show
show

run wlan

run aaa

aaa servers

ap config general

ap name <ap-name> config general

ap tag summary

ap name <AP-name> tag detail

wlan { summary | id | nme | all }

wireless tag policy detailed <policy-tag-name>
wireless profile policy detailed <policy-profile-name>
access-1lists { acl-name }



Here isreferenced the relevant part of the WL C configuration corresponding to this example.

aaa new-model
!
!
aaa group server radius authz-server-group
server name DACL-RADIUS
!
aaa authentication Togin default Tocal
aaa authentication dotlx default group radius
aaa authentication dotlx DOT1X group radius
aaa authorization exec default local
aaa authorization network default group radius
!
!
aaa server radius dynamic-author
client <ISE IP>
!
aaa session-id common
!
[...]
vlian 1413
name VLAN_1413
!
[...]
radius server DACL-RADIUS
address ipv4 <ISE IP> auth-port 1812 acct-port 1813
key 6 aHaOSX[QbbEHURGW cXiGAUE]JCR]JAPVANTcbROb
!
!
[...]
wireless profile policy DACL-8021X
aaa-override
vlan VLAN_1413
no shutdown
[...]
wireless tag policy default-policy-tag
description "default policy-tag"
wlan DACL_DOT1X_SSID policy DACL-8021X
[...]
wlan DACL_DOT1X_SSID 2 DACL_DOT1X_SSID
security dotlx authentication-Tist DOT1X
no shutdown

The RADIUS server configuration is presented, displayed using the show running-config all command.

WLC#show running-config all | s radius-server

radius-server attribute 77 include-in-acct-req

radius-server attribute 77 include-in-access-req

radius-server attribute 11 default direction out

radius-server attribute nas-port format a

radius-server attribute wireless authentication call-station-id ap-macaddress-ssid
radius-server dead-criteria time 10 tries 10

radius-server cache expiry 24 enforce hours



radius-server transaction max-tries 8
radius-server retransmit 3
radius-server timeout 5

radius-server ipc-1limit in 10
radius-server ipc-1limit done 10
radius-server vsa send accounting
radius-server vsa send authentication

Troubleshoot

Checklist

» Ensure clients can connect properly to the 802.1X SSID configured.
» Ensure the RADIUS access-request/accept contain the proper attribute-value pairs (AVPs).
» Ensure clients use the proper WLAN/policy profile.

WL C One Stop-Shop Reflex

To check if the dACL is properly assigned to a particular wireless client, one can use the show wir eless
client mac-address <H.H.H> detail command as shown. From there, different useful troubleshooting
information can be seen, namely: the client username, state, policy profile, WLAN and, most importantly
here, the ACS-ACL.

<#root>

WL C#show wireless client mac-address 08be.ac14.137d detail

Client MAC Address: 08be.ac14.137d

Client MAC Type : Universally Administered Address
Client DUID: NA

Client IPv4 Address : 10.14.13.240

Client Usernane : USER1

AP MAC Address : f4db.e65e.7bc0
AP Name: AP4800-E

Client State : Associated
Policy Profile : DACL-8021X

Wireless LAN Id: 2

WLAN Profile Name: DACL_DOT1X_SSI D
Wreless LAN Network Name (SSID): DACL_DOT1X SSID

BSSID : f4db.e65e.7bc0
Association Id : 1
Authentication Algorithm : Open System
Client Active State : In-Active
[...]
Client Join Time:
Join Time Of Client : 03/28/2024 10:04:30 UTC

Client ACLs : None
Pol i cy Manager State: Run



Last Policy Manager State : IP Learn Complete
Client Entry Create Time : 35 seconds

Policy Type : WPA2

Encryption Cipher : CCMP (AES)

Authentication Key Management : 802.1x

EAP Type : PEAP

VLAN Override after Webauth : No

VLAN : VLAN 1413

[...]
Session Manager:
Point of Attachment : capwap_90000012

IIF ID : 0x90000012
Authorized : TRUE
Session timeout : 28800

Common Session ID: 8227300A0000000C8484A22F
Acct Session ID : 0x00000000
Last Tried Aaa Server Details:
Server IP : 10.48.39.134
Auth Method Status List
Method : Dotlx

SM St at e : AUTHENTI CATED

SM Bend State : IDLE
Local Policies:

Service Tenplate : w an_svc_DACL-8021X | ocal (priority 254)
VLAN . VLAN 1413
Absol ut e- Ti mer : 28800

Server Policies:

ACS ACL : XACSACLX- | P- ACL_USERL- 65e89aab

Resultant Policies:

ACS ACL . XACSACLx- | P- ACL_USER1- 65e89aab
VLAN Nanme . VLAN 1413

VLAN . 1413

Absol ut e- Ti mer . 28800

WL C Show Commands

To seeal ACLswhich are currently part of the Catalyst 9800 WL C configuration, you can use the show
access-lists command. This command lists all ACLs defined locally or dACL s downloaded by the WLC.
Any dACLs downloaded from ISE by the WL C has the format xACSACLx-1P-<ACL_NAME>-<ACL_HASH>.



Note: Downloadable ACLsremain in the configuration aslong as a client is associated and uses it
in the wireless infrastructure. As soon asthe last client using the dACL leaves the infrastructure,
the dACL isremoved from the configuration.

WLC#show access-Tists

Extended IP access Tist IP-Adm-V4-Int-ACL-global
E%ééided IP access Tist IP-Adm-V4-LOGOUT-ACL

E%ééided IP access Tist implicit_deny

E%ééided IP access Tist implicit_permit

E%ééided IP access 1list meraki-fqdn-dns

E%ééided IP access Tist preauth-ise

E%ééided IP access Tist preauth_v4

E%ééided IP access Tist xACSACLx-IP-ACL_USER1-65e89aab



1 deny 1ip any host 10.48.39.13
2 deny ip any host 10.48.39.15
3 deny 1ip any host 10.48.39.186
4 permit ip any any (56 matches)
IPv6 access Tlist implicit_deny_v6

[...]

IPv6 access list implicit_permit_v6
[...]

IPv6 access 1list preauth_v6

[...]

Conditional Debugging and Radio Active Tracing

While troubleshooting configuration, you can collect radioactive traces for a client supposed to be assigned

with the dACL defined. Here are highlighted the logs showing
during the client association process for client 08be.ac14.137d.

<#root>

24/ 03/ 28 10: 43: 04. 321315612 {wncd_x_RO-0}{1}: [client-or

2024/03/28 10:43:04.321414308 {wncd_x_R0-0}{1}: [client-
2024/ 03/ 28 10: 43: 04. 321464486 {wncd_x_RO-0}{1}: [client-
[...]

2024/ 03/ 28 10: 43: 04. 322185953 {wncd_x_RO-0}{1}: [dot 11]
2024/ 03/ 28 10: 43: 04. 322199665 {wncd_x_RO-0}{1}: [dot 11]
[...]

2024/ 03/ 28 10: 43: 04. 322860054 {wncd_x_RO-0}{1}: [client-
2024/ 03/ 28 10: 43: 04. 322881795 {wncd_x_RO-0}{1}: [client-
[...]

2024/ 03/ 28 10: 43: 04. 323379781 {wncd_x_RO-0}{1}: [client-
[...]

2024/ 03/ 28 10: 43: 04. 330181613 {wncd_x_RO-0}{1}: [client-
2024/03/28 10:43:04.353413199 {wncd_x_RO-0}{1}:
2024/03/28 10:43:04.353414496 {wncd_x_RO-0}{1}:
2024/ 03/ 28 10: 43: 04. 353438621 {wncd_x_RO-0}{1}: [client-
2024/ 03/ 28 10: 43: 04. 353443674 {wncd_x_RO-0}{1}: [client-

[auth-mgr-feat_wireless] [19620]: (info):
[auth-mgr-feat_wireless] [19620]: (info):

the interesting part of the radioactive traces

ch-sni [19620]: (note): MAC: 08be.acl4.137d Assc

orch-sm] [19620]: (debug): MAC: 08be.acl4.137d

orch-state] [19620]: (note): MAC. 08be.acl4. 137¢
[19620]: (note): MAC. 08be.acl4.137d Associ ati or
[19620]: (info): MAC. 08be.acl4.137d DOT11l state

orch-sn] [19620]: (debug): MAC. 08be.acl4.137d ¢

orch-state] [19620]: (note): MAC. 08be.acl4. 137¢

auth] [19620]: (info): MAC. 08be.acl4.137d dier

auth] [19620]: (info): MAC. 08be.acl4.137d dier

[08be.ac14.13
[08be.ac14.13

auth] [19620]: (note): MAC. 08be.acl4.137d L2 AL

auth] [19620]: (info): MAC. 08be.acl4.137d dier


https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html#toc-hId-2010809796

[...]
2024/ 03/ 28

2024/03/28

2024/ 03/ 28

2024/03/28
2024/03/28
2024/03/28
2024/03/28
2024/03/28
2024/03/28
2024/03/28
2024/03/28
2024/03/28
2024/03/28

2024/ 03/ 28

2024/03/28
2024/03/28
2024/03/28

2024/ 03/ 28

2024/ 03/ 28

2024/03/28
2024/03/28
2024/03/28

2024/ 03/ 28

2024/03/28

2024/ 03/ 28

2024/03/28
2024/03/28
2024/03/28
2024/03/28

2024/ 03/ 28

2024/03/28
2024/03/28
2024/03/28
2024/03/28
[...]

2024/ 03/ 28

2024/03/28
2024/03/28

10:

10:

10:

10:
10:
10:
10:
10:
10:
10:
10:
10:
10:

10:

10:
10:
10:

10:

10:

10:
10:
10:

10:

10:

10:

10:
10:
10:
10:

10:

10:
10:
10:
10:

10:

10:
10:

43:

43:

43:

43:
43:
43:
43:
43:
43:
43:
43:
43:
43:

43:

43:
43:
43:

43:

43:

43:
43:
43:

43:

43:

43:

43:
43:
43:
43:

43:

43:
43:
43:
43:

43:

43:
43:

04.

04.

04.

04.
04.
04.
04.
04.
04.
04.
04.
04.
04.

04.

04.
04.
04.

04.

04.

04.
04.
04.

04.

04.

04.

04.
04.
04.
04.

04.

04.
04.
04.
04.

04.

04.
04.

381397739 {wncd_x_RO-0}{1}:

381411901

381425481

381430559
381433583
381437476
381440925
381452676
381466839
381482891
381486879
381489488
381491463

381494016

381495896
381498320
381500186

381502409

381506029

381509052
381511493
381513163

381515481

381517373

381519675

381522158
381524583
381532045
381534716

381537215

381539951
381542233
381544465
381619890

392544173

392557998
392564273

{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:

{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:

[ radi us]

[radius]

[ radi us]

[radius]
[radius]
[radius]
[radius]
[radius]
[radius]
[radius]
[radius]
[radius]
[radius]

[ radi us]

[radius]
[radius]
[radius]

[ radi us]

[ radi us]

[radius]
[radius]
[radius]

[ radi us]

[radius]

[ radi us]

[radius]
[radius]
[radius]
[radius]

[ radi us]
[radius]
[radius]

[radius]
[radius]

[ radi us]

[radius]
[radius]

[ 19620] :

[19620]:

[ 19620] :

[19620]:
[19620]:
[19620]:
[19620]:
[19620]:
[19620]:
[19620]:
[19620]:
[19620]:
[19620]:

[ 19620] :

[19620]:
[19620]:
[19620]:

[ 19620] :

[ 19620] :

[19620]:
[19620]:
[19620]:

[ 19620] :

[19620]:

[ 19620] :

[19620]:
[19620]:
[19620]:
[19620]:

[ 19620] :

[19620]:
[19620]:
[19620]:
[19620]:

[ 19620] :

[19620]:
[19620]:

(info):

(info):

(info):

(info):
(info):
(info):
(info):
(info):
(info):
(info):
(info):
(info):
(info):

(info):

(info):
(info):
(info):

(info):

(info):

(info):
(info):
(info):

(info):

(info):

(info):

(info):
(info):
(info):
(info):

(info):

(info):
(info):
(info):
(info):

(info):

(info):
(info):

RADI US:

RADIUS:

RADI US:

RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:

RADI US:

RADIUS:
RADIUS:
RADIUS:

RADI US:

RADI US:

RADIUS:
RADIUS:
RADIUS:

RADI US:

RADIUS:

RADI US:

RADIUS:
RADIUS:
RADIUS:
RADIUS:

RADI US:

RADIUS:
RADIUS:
RADIUS:
RADIUS:

RADI US:

RADIUS:
RADIUS:

Send Access- Request t

authenticator e9 8b e

User-Name [1] 7 "USER

Service-Type [6] 6 Fr
Vendor, Cisco [26] 27
Cisco AVpair [1] 21 "
Framed-MTU [12] 6 148
EAP-Message [79] 12 .
Message-Authenticator
EAP-Key-Name [102] 2

Vendor, Cisco [26] 49
Cisco AVpair [1] 43 "
Vendor, Cisco [26] 20

Cisco Avpair [1] 14 "r

Vendor, Cisco [26] 32
Cisco AVpair [1] 26 "
Vendor, Cisco [26] 20
Cisco Avpair [1] 14 "\

NAS- | P- Address [4] 6 !

NAS-Port-Type [61] 6
NAS-Port [5] 6 3913
Vendor, Cisco [26] 39

Cisco Avpair [1] 33 "¢

Vendor, Cisco [26] 41

Cisco Avpair [1] 35 "\

Called-Station-Id [30
Calling-Station-Id [3
Vendor, Airespace [26
Airespace-WLAN-ID [1]

Nas-ldentifier [32] 17
wlan-group-cipher [18
wlan-pairwise-cipher[

wlan-akm-suite [188]
Started 5 sec timeout

Received fromid 1812/

authenticator 08 6d f
State [24] 71 ...



2024/03/28
2024/03/28
2024/03/28
2024/03/28

2024/ 03/ 28

2024/03/28

2024/ 03/ 28

[...]
2024/ 03/ 28

2024/ 03/ 28

2024/03/28
2024/03/28

2024/ 03/ 28

2024/03/28
2024/03/28
2024/03/28
2024/03/28
M$®vT9 [Bo«

2024/ 03/ 28

[...]
2024/ 03/ 28

2024/ 03/ 28

2024/03/28
2024/03/28

2024/ 03/ 28

2024/03/28
2024/03/28
2024/03/28

2024/ 03/ 28

2024/03/28
2024/03/28
[...]

2024/ 03/ 28

2024/03/28

10:
10:
10:
10:

10:

10:

10:

10:

10:

10:
10:

10:

10:
10:
10:
10:

43:
43:
43:
43:

43:

43:

43:

43:

43:

43:
43:

43:

43:
43:
43:
43:
%y0a@<™CNbWi6\E&\q-

04.
04.
04.
04.

04.

04.

04.

04.

04.

04.
04.

04.

04.
04.
04.
04.

392615218
392628179
392738554
726798622

726801212

726896276

726905248

727138915

727148212

727164223
727169069

727223736

727233018
727234046
727234996
727236141

10: 43: 04. 727246409

10:

10:

10:
10:

10:

10:
10:
10:

10:

10:
10:

10:

10:

43:

43:

43:
43:

43:

43:
43:
43:

43:

43:
43:

43:

43:

04.

04.

04.
04.

04.

04.
04.
04.

04.

04.
04.

04.

04.

727509267

727513133

727607738
728003638

728144450

728161361
728177773
728184975

728218783

729005675
729019215

729422929

729428175

{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:

1U+QB-2®7# [INv"

{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:

[radius] [19620]: (info): RADIUS: EAP-Message [79] 8 ..
[radius] [19620]: (info): RADIUS: Message-Authenticator
[radius] [19620]: (info): Valid Response Packet, Free t
[dotlx] [19620]: (info): [08be.acl4.137d:capwap_9000001

[dot 1x] [19620]: (info): [08be.acl4.137d: capwap_90000012

[dotlx] [19620]: (info): [08be.acl4.137d:capwap_9000001

[dot 1x] [19620]: (info): [08be.acl4.137d: capwap_90000012

[dot 1x] [19620]: (info): [08be.acl4.137d: capwap_90000012

[auth-ngr] [19620]: (info): [08be.acl4. 137d: capwap_9000C

[auth-mgr] [19620]: (info):
[auth-mgr] [19620]: (info):

[08be.acl4.137d:capwap_9000
[08be.acl4.137d:capwap_9000

[aaa-attr-inf] [19620]: (info): Applying Attribute : use
[aaa-attr-inf] [19620]: (info): Applying Attribute : cl
[aaa-attr-inf] [19620]: (info): Applying Attribute : EA
[aaa-attr-inf] [19620]: (info): Applying Attribute : Me
[aaa-attr-inf] [19620]: (info): Applying Attribute : EA
[aaa-attr-inf] [19620]: (info): Applying Attribute : G s
[auth-ngr] [19620]: (info): [08be.acl4. 137d: capwap_9000C
[auth-ngr] [19620]: (info): [08be.acl4. 137d: capwap_9000C

[svm] [19620]:
[svm] [19620]:

(info): SVM_INFO: SVM Apply user profile
(info): SVM_INFO: Activating EPM feature

[epm misc] [19620]: (info): [08be.acl4. 137d: capwap_9000C

[epm] [19620]: (info): [08be.acl4.137d:capwap_90000012]

[epm] [19620]: (info): [08be.acl4.137d:capwap_90000012]
[epm] [19620]: (info): [08be.acl4.137d:capwap_90000012]
[epmacl] [19620]: (info): [08be.acl4. 137d: capwap_90000C
[epm] [19620]: (info): [08be.acl4.137d:capwap_90000012]

[svm] [19620]: (info): SVM_INFO: Response of epm is ASY

[radius] [19620]: (info): RADI US: Send Access-Request tc¢

[radius] [19620]: (info): RADIUS: authenticator 20 06 3



2024/ 03/ 28

2024/ 03/ 28

2024/03/28

2024/ 03/ 28

2024/03/28

2024/ 03/ 28

2024/03/28
2024/03/28

2024/ 03/ 28

2024/03/28

2024/ 03/ 28

2024/03/28
2024/03/28

2024/ 03/ 28

2024/ 03/ 28

2024/ 03/ 28

2024/ 03/ 28

2024/ 03/ 28

2024/ 03/ 28

2024/ 03/ 28

2024/ 03/ 28

2024/03/28
[...]

2024/ 03/ 28

2024/03/28
2024/03/28

10:

10:

10:

10:

10:

10:

10:

10:

10:

10:

10:

10:
10:

10:

10:

10:

10:

10:

10:

10:

10:

10:

10:

10:
10:

43:

43:

43;

43:

43;

43:

43;

43;

43:

43;

43:

43;
43;

43:

43:

43:

43:

43:

43:

43:

43:

43;

43:

43;
43;

04.

04.

04.

04.

04.

04.

04.

04.

04.

04.

04.

04.
04.

04.

04.

04.

04.

04.

04.

04.

04.

04.

04.

04.
04.

729432771

729435487

729437912

729440782

729442854

729445280

729447530

729529806

731972466

731979444

731983966

731986470
732032438

732048785

732051657

732053782

732056351

732058379

732060673

732062574

732064854

732114294

733046258

733058380
733064555

{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_R0-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_R0-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:

{wncd_x_R0O-0}{1}:

{wncd_x_R0-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_R0O-0}{1}:

{wncd_x_R0-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:

[radius] [19620]: (info):
[radius] [19620]: (info):
[radius] [19620]: (info):
[radius] [19620]: (info):
[radius] [19620]: (info):
[radius] [19620]: (info):
[radius] [19620]: (info):
[radius] [19620]: (info):
[radius] [19620]: (info):
[radius] [19620]: (info):
[radius] [19620]: (info):
[radius] [19620]: (info):
[radius] [19620]: (info):
[radius] [19620]: (info):
[radius] [19620]: (info):
[radius] [19620]: (info):
[radius] [19620]: (info):
[radius] [19620]: (info):
[radius] [19620]: (info):
[radius] [19620]: (info):
[radius] [19620]: (info):
[radius] [19620]: (info):
[svm] [19620]: (info):

[aaa-attr-inf] [19620]:
[aaa-attr-inf] [19620]:

RADI US:

RADI US:

RADIUS:

RADI US:

RADIUS:

RADI US:

RADIUS:
RADIUS:

RADI US:

RADIUS:

RADI US:

RADIUS:
RADIUS:

RADI US:

RADI US:

RADI US:

RADI US:

RADI US:

RADI US:

RADI US:

RADI US:

NAS- | P- Address [4] 6 !

User-Nane [1] 32 "#ACS

Vendor, Cisco [26] 32

Cisco Avpair [1] 26 "

Vendor, Cisco [26] 30

Cisco AVpair [1] 24 "¢

Message-Authenticator
Started 5 sec timeout

Received fromid 1812/

authenticator 2a 24 8

User-Nane [1] 32 "#ACS

Class [25] 75 ...

Message-Authenticator
Vendor, G sco [26] 47

Cisco Avpair [1] 41 "

Vendor, Cisco [26] 47
Cisco Avpair [1] 41 "
Vendor, G sco [26] 48
Cisco Avpair [1] 42 "
Vendor,

Cisco [26] 36

Cisco Avpair [1] 30 "

Valid Response Packet, Free t

[ 08be. ac14.137d] Applied User

Pr ¢

(info): Applied User Profile: M
(info): Applied User Profile: M



2024/03/28
2024/03/28
2024/03/28
2024/03/28

2024/ 03/ 28

2024/03/28
2024/03/28
M$®vTI [Bo«
2024/03/28

2024/ 03/ 28

[...]
2024/ 03/ 28

2024/03/28

2024/ 03/ 28

2024/03/28
2024/03/28

2024/ 03/ 28

2024/ 03/ 28

2024/ 03/ 28

2024/ 03/ 28

[...]
2024/ 03/ 28

2024/03/28

2024/ 03/ 28

2024/ 03/ 28

2024/ 03/ 28

2024/ 03/ 28

2024/ 03/ 28

10:43
10:43
10:43
10:43

:04.733065483 {wncd_x_R0O-0}{1}:
:04.733066816 {wncd_x_RO-0}{1}:
:04.733068704 {wncd_x_RO-0}{1}:
:04.733069947 {wncd_x_RO-0}{1}:

10: 43: 04. 733070971 {wncd_x_RO-0}{1}:

10:43:04.733079208 {wncd_x_R0O-0}{1}:
10:43:04.733080328 {wncd_x_R0O-0}{1}:
%y03@<™CNbWT6\E&\q - 1U+QB-2©”% [Ifv"

10:43:04.733091441 {wncd_x_R0O-0}{1}:

10: 43: 04. 733092470 {wncd_x_RO-0}{1}:

10: 43: 04. 733396045 {wncd_x_RO-0}{1}:

10:43:04.733486604 {wncd_x_R0-03}{1}:

10: 43: 04. 734665244 {wncd_x_RO-0}{1}:

10:43:
10:43:

04.
04.

734894043
734904452

{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:

10: 43: 04. 734915743 {wncd_x_RO-0}{1}:

10: 43: 04. 740499944 {i osrp_RO-0}{1}:

10: 43: 04. 742238941 {iosrp_RO-0}{1}:

10: 43: 04. 744387633 {iosrp_RO-0}{1}:

10: 43: 04. 745245318 {i osrp_RO-0}{1}:

10:43:04.745294050 {iosrp_R0O-0}{1}:

10: 43: 04. 745326416 {iosrp_RO-0}{1}:

10: 43: 04. 751291844 {iosrp_RO-0}{1}:

10: 43: 04. 751943577 {i osrp_RO-0}{1}:

10: 43: 04. 752686055 {wncd_x_RO-0}{1}:

10: 43: 04. 755505991 {i osrp_RO-0}{1}:

[dot 1x] [19620]: (info):
[ parser _cnd] [26311]: (note):
[og] [26311]: (info):

[ parser _cnd]

[ bugi nf]

[buginf] [26311]:

[ parser _cnd]

[aaa-attr-inf] [19620]: (info): Applied
[aaa-attr-inf] [19620]: (info): Applied
[aaa-attr-inf] [19620]: (info): Applied
[aaa-attr-inf] [19620]: (info): Applied
[aaa-attr-inf] [19620]: (info): Applied
[aaa-attr-inf] [19620]: (info): Applied
[aaa-attr-inf] [19620]: (info): Applied
[aaa-attr-inf] [19620]: (info): Applied
[aaa-attr-inf] [19620]: (info): Applied
[auth-ngr] [19620]: (info):

[client-auth] [19620]:

[client-auth] [19620]: (info):

[client-keymgmt] [19620]:
[client-keymgmt] [19620]:

[26311]: (note):

[26311] : (debug):

[client-auth] [19620]: (info):

[26311]: (note):

User
User
User
User

User

User
User

User

User

Profile: e
Profile:
Profile: c
Profile: i

Profile:

Profile: c
Profile: E

Profile: e

Profile:Cic

[ 08be. ac14. 137d: capwap_9000¢

(note): MAC: 08be.acl4.137d L2 A

MAC:. 08be. acl14.137d di er

(info): MAC: 08be.acl4.137d E
(info): MAC: 08be.acl4.137d C

[ 08be. ac14. 137d: capwap_90000017

i d= consol e@onsol e: user = ¢

OG Pl _ACL_I NFO ogacl _configured: /

i d= consol e@onsol e: user = ¢

AUTH- FEAT- | AL- EVENT: epm acl

(debug) : AUTH-FEAT-IAL-EVENT: Allocate

I ndex in

i d= consol e@onsol e: user = ¢

[ bugi nf] [26311]: (debug): AUTH FEAT- | AL- EVENT:
[ parser _cnd] [26311]: (note):
[og] [26311]: (info): OG PI_ACL_INFG ogacl_configured: /

MAC. 08be. acl14.137d di er

i d= consol e@onsol e: user = ¢



2024/03/28 10:43:04.756746153 {wncd_x_RO-0}{1}: [mm-transition] [19620]: (info): MAC: 08be.acl4.137d MM
2024/03/28 10:43:04.757801556 {wncd_x_R0O-0}{1}: [client-auth] [19620]: (note): MAC: 08be.acl4.137d ADD

2024/ 03/ 28 10: 43: 04. 758843625 {wncd_x_RO-0}{1}: [client-orch-state] [19620]: (note): MAC: 08be.acl4. 137c

2024/ 03/ 28 10: 43: 04. 759064834 {wncd_x_RO-0}{1}: [client-iplearn] [19620]: (info): MAC. 08be.acl4.137d II

2024/ 03/ 28 10:43:04.761186727 {iosrp_RO-0}{1}: [buginf] [26311]: (debug): AUTH FEAT-I|AL-EVENT: epm acl

2024/ 03/ 28 10:43:04.761241972 {iosrp_RO-0}{1}: [buginf] [26311]: (debug): AUTH FEAT-I|AL-EVENT: Index in

2024/ 03/ 28 10:43:04. 763131516 {wncd_x_RO-0}{1}: [client-auth] [19620]: (info): MAC. 08be.acl4.137d Ci er

2024/ 03/ 28 10: 43: 04. 764575895 {iosrp_RO-0}{1}: [parser_cnd] [26311]: (note): id= consol e@onsol e: user= ¢

2024/ 03/ 28 10:43: 04. 764755847 {iosrp_RO-0}{1}: [og] [26311]: (info): OG PI_ACL_INFQO ogacl_configured: /

2024/ 03/ 28 10:43: 04. 769965195 {iosrp_R0O-0}{1}: [parser_cnd] [26311]: (note): id= consol e@onsol e: user= ¢

2024/ 03/ 28 10:43:04. 770727027 {iosrp_RO-0}{1}: [parser_cnd] [26311]: (note): id= consol e@onsol e: user= ¢

2024/ 03/ 28 10:43:04. 772314586 {iosrp_RO-0}{1}: [buginf] [26311]: (debug): AUTH FEAT-I|AL-EVENT: epm acl

2024/ 03/ 28 10:43:04. 772362837 {iosrp_RO-0}{1}: [buginf] [26311]: (debug): AUTH FEAT-I|AL-EVENT: Index in

2024/ 03/ 28 10:43:04. 773070456 {iosrp_RO-0}{1}: [parser_cnd] [26311]: (note): id= consol e@onsol e: user= ¢

2024/ 03/ 28 10:43:04. 773661861 {iosrp _RO-0}{1}: [og] [26311]: (info): OG PI_ACL_INFQO ogacl_configured: /

2024/ 03/ 28 10:43:04. 775537766 {iosrp_RO-0}{1}: [parser_cnd] [26311]: (note): id= consol e@onsol e: user= ¢

2024/ 03/ 28 10:43:04. 777154567 {iosrp_RO-0}{1}: [parser_cnd] [26311]: (note): id= consol e@onsol e: user= ¢

2024/ 03/ 28 10:43:04. 778756670 {iosrp_RO-0}{1}: [buginf] [26311]: (debug): AUTH FEAT-I|AL-EVENT: epm acl

2024/ 03/ 28 10: 43: 04. 778807076 {iosrp_RO-0}{1}: [buginf] [26311]: (debug): AUTH FEAT-I|AL-EVENT: Index in



2024/ 03/ 28 10: 43: 04. 778856100 {i osrp_RO-0}{1}:

2024/ 03/ 28 10: 43: 04. 779401863 {i osrp_RO-0}{1}:

2024/ 03/ 28 10: 43: 04. 779879864 {i osrp_RO-0}{1}:

2024/ 03/ 28 10: 43: 04. 780510740 {i osrp_RO-0}{1}:

2024/03/28 10:43:
2024/03/28 10:43:
2024/03/28 10:43:
2024/03/28 10:43:
2024/03/28 10:43:
2024/03/28 10:43:
2024/03/28 10:43:
2024/03/28 10:43:
2024/03/28 10:43:

04.
04.
04.
04.
04.
04.
04.
04.
04.

786433419
786523172
787787313
788160929
788491833
788576063
788741337
788761575
788877999

2024/ 03/ 28 10: 43: 04. 789333126 {wncd_x_RO- 0} {1}

2024/03/28 10:43:04.789410101

2024/ 03/ 28 10: 43: 04. 789622587 {wncd_x_RO- 0} {1}

2024/03/28 10:43:04.789632684

2024/ 03/ 28 10: 43: 04. 789642576 {wncd_x_RO- 0} {1}

2024/ 03/ 28 10: 43: 04. 789651931 {wncd_x_RO- 0} {1}

04.
04.
04.

789653490
789735556
789800998

2024/03/28 10:43:
2024/03/28 10:43:
2024/03/28 10:43:

2024/ 03/ 28 10: 43: 04. 789886011 {wncd_x_RO- 0} {1}

Packet capture

{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:

{wncd_x_R0-0}{1}:

{wncd_x_R0-0}{1}:

{wncd_x_R0-0}{1}:

{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:

[mpls_ldp] [26311]: (info): LDP LLAF: Registry notificat
[ parser _cnd] [26311]: (note): id= consol e@onsol e: user=
[og] [26311]: (info): OG_PI_ACL_I NFG ogacl _configured: /
[ parser _cnd] [26311]: (note): id= consol e@onsol e:user=

interfac
interfac

RX: DHCPv4 from
TX: DHCPv4 from

[sisf-packet] [19620]: (info):
[sisf-packet] [19620]: (info):
[sisf-packet] [19620]: (info): RX: DHCPv4 from interfac
[sisf-packet] [19620]: (info): TX: DHCPv4 from interfac
[cTient-iplearn] [19620]: (note): MAC: 08be.acl4.137d C
[auth-mgr] [19620]: (info): [08be.acl4.137d:capwap_9000
[webauth-sess] [19620]: (info): Change address update,

[auth-mgr-feat_acct] [19620]: (info): [08be.acl4.137d:c
[epm] [19620]: (info): [0000.0000.0000:unknown] HDL = 0

[client-iplearn] [19620]: (info): MAC. 08be.acl4.137d IF

[cTient-orch-sm] [19620]: (debug): MAC: 08be.acl4.137d

[aaa-attr-inf] [19620]: (info): [ Applied attribute : us

[aaa-attr-inf] [19620]: (info): [ Applied attribute : c

[aaa-attr-inf] [19620]: (info): [ Applied attribute :Ci s

[aaa-attr-inf] [19620]: (info): [ Applied attribute :bsr

[aaa-attr-inf] [19620]:
[ewlc-qos-client] [19620]:
[rog-proxy-capwap] [19620]:

(info): [ Applied attribute : t
(info): MAC: 08be.acl4.137d
(debug) : Managed client RUN

[client-orch-state] [19620]: (note): MAC. 08be.acl4. 137¢

Another interesting reflex isto take and analyze packet captures of the RADIUS flow for aclient
association. Downloadable ACLsrely on RADIUS, not only to be assigned to awireless client but also to be
downloaded by the WL C. While taking packet capture for troubleshooting dACL s configuration, you must
therefore capture on the interface used by the controller to communicate with the RADIUS server. This
document shows how to configure easily embedded packet capture on the Catalyst 9800, which have been

used to collect the capture analyzed in this article.

RADIUS client authentication

Y ou can see the client RADIUS access-request sent from the WL C to the RADIUS server in order to
authenticate the user USER1 (AVP User-Name) on the DACL_DOT1X_SSID SSID (AVP NAS-Identifier).


https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html#toc-hId--373065109
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html#toc-hId--373065109

= =
488 617 39 19.48.39.130 19.48.39.134 s-Request id=02, Duplicate Request
iF . ] A 5

Frame 48835: 617 bytes on wire (4936 bits), 617 bytes captured (4936 bits)
Ethernet II, Src: Cisco b2:fe:ff (@0:1le:f6:b2:fe:ff), Dst: VMware_8d:@l:ec (00:50:56:8d:91:ec)
802,10 Virtual LAN, PRI: @, DEI: @, ID: 39
Internet Protocol Version 4, Src: 10.48.39.138, Dst: 10.48.39.134
User Datagram Protocol, Src Port: 63772, Dst Port: 1812
RADIUS Protocol
Code: Access-Request (1)
Packet identifier: @8x5c (92)
Length: 571
Authenticator: 3642d8733b9fb2ac19Bd80s0fafaffTl

AVP: t=liser-Name(1) 1=7 val=USER1
AVP: t=Service-Type(d) 1=b val=Framed(2
AVP: te=Vendor=Specific(26) 1=27 wvnd=ciscoSystems(9)
AVP: t=Framed-MTU(12) 1=6 val=1485
* AVP: t=EAP-Message(79) 1=48 Last Segment[1]
AVP: t=Message-Authenticator(B@) 1=18 val=cdc761262dcd47e98de31bbBE09dal359
AVP: t=EAP-Key-Name(182) 1=2 val=
AVP: t=Vendor-Specific(26) 1=49 wnd=ciscoSystems(9)
AVP: t=Vendor-Specific(26) 1=20 vnd=ciscoSystems(9)
AVP: t=Framad-IP-Address(8) 1=6 val=18.14.13.248
AVP: t=Vendor-Specific(26) 1=4@ wnd=ciscoSystems(9)
AVP: t=Vendor-Specific(26) 1=32 wnd=ciscoSystems(9)
AVP: t=Vendor-Specific(26) 1=28 wnd=ciscoSystems(9)
AVP: t=NAS-IP-Addressi{4) 1=6 val=18.48.39.138
AVP: t=NAS-Port-Type(61) 1=6 val=Wireless-862.11(19
AVP: t=NAS=Port(5) l=6 val=3913
AVP: t=State(24) 1=71 val=333743584d53657373696f6ed94430383232373330304130303030303039463634303335..
AVP: t=Vendor=-Specific(26) 1=39 vnd=ciscoSystems(9)
AVP: t=Vendor-Specific(26) 1=41 wnd=ciscoSystems(9)
AVP: t=Called-5tation-Id(38) 1=35 val=f4-db-e6-5e-Tb-c@:DACL_DOTLX_SSID
AVP: t=Calling-Station-Id(31) 1=19 val=88-be-ac-14-13-7d
AVP: t=Vendar-Specific(26) 1=12 vnd=Airespace, Inc(14179)
AVP: t=NAS-Tdentifier(32) 1=17 val=DACL_DOT1¥_S5ID
AVP: t=Unknown-Attribute(187) 1=6 val=08@8fachd
AVP: t=linknown-Attribute(186) 1=5 val=R8&fach4d
8 B AP s aes]. 48 briss Packwin: SEE - Displayed: 2 (2.0%] - gnsrest 1 [3.6H]

When the authentication succeeds, the RADIUS server replies with an access-accept, still for user USER1
(AVP User-Name) and applying the AAA attributes, in particular the vendor specific AVP
ACS:CiscoSecure-Defined-ACL being here "#ACSACL#-IP-ACL_USER1-65e89aab".

o

3 ,48,39,130 g, 134 A g
488. 394 39 19.48.39.134 10.48.39.138 Access-Accept id=92

Frame 480839: 394 bytes on wire (3152 bits), 394 bytes captured (3152 bits)
Ethernet II, Src: VMware_8d:@l:ec (09:58:56:8d:81:ec), Dst: Cisco b2:fe:ff (80:1e:f6:b2:fe:ff)
802.10 Virtual LAN, PRI: @, DEI: @, ID: 39
Internet Protocol Version 4, Src: 18.48.39.134, Dst: 18.48.39.139
User Datagram Protocol, Src Port: 1812, Dst Port: 63772
RADIUS Protocol
Code: Access-Accept (2)
Packet identifier: 8x5c (92)
Length: 348
Authenticator: 643ableabad94787735f73678ab53b28a

[Time from request: 8.859994888 seconds]
Attribute Value Pairs
AVP: t=lser-Name(1) 1=7 val=USER1
AVP: t=Class(25) 1=48 val=434143533a38323237333030841303030303030304038343033354132443a007305213439..
AVP: tmEAP-Message(79) =6 Last Segment[1]
AVP: t=Message-Authenticator(8@) 1=18 val=de@lc27a418e8289dd5d6b201658c872
AVP: t=EAP-Key-Name(182) 1=67 val=\@31f\@05CHI6\0031VE §6x\0026~06RE\032q007 5000040, 021(80{8%035/s Babdiy\82700cHE0Erid
AVP: t=Vendor-Specific(26) 1=66 wnd=ciscoSystems(9)
Type: 26
Length: 66
Vendar ID: ciscoSvstems (9]
~ W5A: t=Cisco-AVPairil) 1=6@ wval=ACS:CiscoSecure-Defined-ACL=#ACSACL#-IP-ACL_USER1-65eB9aab
Type: 1
Length: 6@
Cisco-AVPair: ACS:CiscoSecure-Defined-ACL=#ACSACL#-IP-ACL_USER1-G5e89aab
AVF: T=Wendor=s5peciticle) (=58 wvnd=Microsoft{311)
AVP: t=Vendor-Specific(26) 1=58 wnd=Micresoft(311)

Puckets: 55212 - Displayed: 2 (9/006] - gnored: 1 [2.6%)

DACL Download

If the dACL isalready part of the WLC configuration, then it is simply assigned to the user and the
RADIUS session ends. Otherwise, the WL C downloads the ACL, still using RADIUS. To do so, the WLC
makes a RADIUS access-request, this time using the dACL name ("#ACSACL#-IP-ACL_USER1-
65e89aab") for the AVP User-Name. Along with this, the WLC informs the RADIUS server that this access-
accept initiates an ACL download using the Cisco AV pair aaa:event=acl-download.




Length Seurca Destinaticn, Infe
8037 184 30 19.48.30.13@ 10.48.30.134 id=81, Duplicate Request
8 T3 5 10 ] 5. 30, 190 1d=8

Frame B837: 184 bytes on wire (1472 bits), 184 bytes captured (1472 bits)
Ethernet II, Src: Cisco b2:fe:ff (B@:le:f6:b2:fe:ff), Dst: VMware Bd:8l:ec (88:58:56:8d:081:ec)
B892.10 Virtual LAN, PRI: @, DEI: @, ID: 39
Internet Protocol Version 4, Src: 10.48.39.138, Dst: 18.48.39.134
User Datagram Protocol, Src Port: 63772, Dst Port: 1812
» RADIUS Protocol
Code: Access-Request (1)
Packet identifier: 8x51 (81)
Length: 138
Authenticator: b216948576cBad46a5189972d8TR9454

Attribute Value Pairs
AVP: t=hAS-IP-Address(4) 1=6 val=18,48.39,138
AVP: t=User-Mame(l) 1=32 val=FACSACL#-IP-ACL_USER1-65e89aab
Type: 1
Length: 32
User-Name: #ACSACL®-IP-ACL_USER1-65eB9aab
AVP: t=Vendor=Specific(26) 1=32 wnd=ciscoSystems(9)
AVP: t=Vendor-Specific(26) 1=30 wnd=ciscoSystems(9)
Type: 26
Lergth: 3@
Vendor ID: ciscoSystems (9)
WSA: t=Cisco-AVPair(l) 1=24 val=ama:event=acl-download
Type: 1
Length: 24
Cisco-AVPair: aaa;:event=acl-download
AVP: t=Message-Authenticator(88) 1=18 val=41da231159246db3fa562860dbfTRafra

The RADIUS access-accept sent back to the controller contains the dACL requested, as shown. Each ACL
ruleis contained inside a different Cisco AVP of type "ip:inacl#<X>=<ACL_RULE>", <X> being therule
number.

39 18.48.39.138 18.48.39.134
39 19.48.39.134 19.48.39.138 Access-Accept id=81

Frame 8038: 365 bytes on wire (2952 bits), 369 bytes captured (2952 bits)

Ethernet II, Src: VMware_B8d:8l:ec (80:50:56:8d:81:ec), Dst: Cisco_b2:fe:ff (88:le:f6:b2:fe:ff)

802.10 Virtual LAN, PRI:; @, DEI: @, ID: 39

Internet Protocol Version 4, Src: 18.48.39.134, Dst: 18.48.39.13@

User Datagram Protocol, Src Port: 1812, Dst Port: 63772

* RADIUS Protocol
Code: Access-Accept (2)
Packet identifier: 8x51 (81)
Length: 323
Authenticator: 61342164ce39bedbeedB2Bb3cesbhefs

[Time from request: .007995080 seconds)
Attribute Value Pairs
AVP: t=User-Name(1) 1=32 val=#ACSACL#-IP-ACL USER1-65e8%aab
tuClass(25) 175 val=434143533a38613330323738366d6242517239445259673447765436554692148737050..
t=Message-Authenticator(88) 1=18 val=a3cdb28cdleb47B5d9e8232511cd8hT2

AVP: t=Vendor=Specific(26) 1=47 vnd=ciscoSystems(9)

Type: 26

Length: 47

Vendor ID: ciscoSystems (9)

¥SA: t=Cisco-AVPair(1) 1=41 val=ip:inacl#l=deny ip any host 18.48.39.13
AVP: t=Vendor=Specific(26) 1=47 wnd=ciscoSystems(9)

Type: 26

Length: 47

Vendor ID: ciscoSystems (9)

V5A: t=Cisco-AVPair(l) 1=41 val=ip:inacl#2=deny ip any host 18.48.39.15
AVP: t=Vendor-Specific(26) 1=48 wnd=ciscoSystems(9)

Type: 26

Length: 48

Vendor ID: ciscoSystems (9)

WSA: t=Cisco-AVPair(1l) 1=42 wval=ip:inacl#3=deny ip any host 18.48.39.186
AVP: t=Vendor-Specific(26) 1=36 wnd=ciscoSystems(9)

Type: 26

Length: 36

Vendor ID: ciscoSystems (9)

VSA: t=Cisco-AVPair(1l) 1=38 val=ip:inacl#4=permit ip any any

® B RADUS Prosocel [l 31 bries Pucketn: 4337 - Displayed: T 10,50




Note: If the content of a download ACL is modified after it has been downloaded on the WLC, the
change for this ACL is not reflected until a user using this one re-authenticates ( and the WLC
perform a RADIUS authentication for such a user again). Indeed, a change in the ACL isreflected
by a change in the hash part of the ACL name. Therefore, the next time this ACL isassigned to a
user, its name must be different and thus, the ACL must not be part of the WL C configuration and
is supposed to be downloaded. However, clients which authenticate before the change on the ACL
continue to use the previous one until they fully re-authenticate.

| SE Operation L ogs

RADIUS client authentication

The operation logs show a successful authentication of the user "USER1", to which the downloadable ACL
"ACL_USERL" isapplied. Parts of interest for troubleshooting are framed in red.



Ciseo ISE

Overview

Everit 5200 Authertication succosded
Usemarme USER1

Endpoin Id 0B:BE-AG:18:13:70 &

Erdpaint Prodile Unknown

Authanteation Paley Dafault 3> Det1X

Authorization Policy Dofault >> 802, 1x User 1 dACL
HAuthorization Result 9B00-DOT1X-USERT

Authentication Details

Source Timestamp 2024-03-28 05:11:11.036
Received Timestamg 2024-03-78 05:11:11.035
Paolicy Server e

Event 5200 Authanlication succeeded
Usamama USERT

User Type User

Endpoint Id 08:BEAC 141370

Calling Station 08-be-ac-14-13-7d

Endpoint Profile Unkritwm

Authantiestion bantity Internal Usars

Stare

entity Group Unkriown

Audit Session Id BZETTIN0A0NIODI0DEABABEIF
Authenticstion Method dotx

Authgntication Protocol PEAP (EAP-MSCHAPYZ)
Sorvice Type Framed

Network Device gdefland- 3800

Devsice Type All Device Types
Lotatian All Lotations

AT IPvd Addross 10.48.39.130

NAS Port Type Wirgloss - IEEE 802.11
Autharization Prafile 9800-DOTIX-USERT
Response Time 3568 millisecands

Steps

1001
1oz
15049
15004
11507

12500

12675
11006
110m
11018

123m

12300
12625
11006
11001
11018

12302

12318
12800
12805
12806
12807
12808
12810
12305
11006
110m
nog

12304

12305
11006
nom
11018

12304

12305
11006
11001
1018
12304

12318

Becaived RADIUS Accoss-Roguast
RADIUS created a new session
Evaluating Palicy Group

Evaluating Service Selection Palicy
Exiracted EAP-Response/ldentity

Bropared EAP-Roquest proposing EAR-TLS with
challenge

Walid EAP-Key-Name atinbute recened
Fretumed RADIUS Access-Challenge
Received RADUS Access-Request
BADIUS is ro-using an aalsting session

Exirazted EAP-Response/MAK requesting to use PEAR
irs1rag

Prepared EAP-Request proposing PEAP with challenge
Walid EAP-Key-Name attribuete recehed

Betmod RADIUS Access- Chalienge

Recaivid RADIUS Access-Request

RADIUS s ro-using bn existing soasion

Extracted EAP-Response containing PEAP chalienge-
FEIpOnge and sccepling PEAR a8 negotisted

Successhully nogesiated PEAP version 0

Extracted first TLS record; TLS handshake started
Extracied TLS ClientHollo message

Prepared TLS ServerHello message

Prapared TLS Cedtilicate message

Propared TLS ServerkeyExchange message
Prepared TLS ServerDone message

Prepared EAP-Request with another PEAP challenge
Retumod RADILS Access- Challenge

Recaiid RADUS Accass-Request

RADIUS i ro=using an axisting sossion

Extracted EAP-Fesponse containing PEAP chalienge-
FEHIGNSE

Propared EAP-Request with anathor PEAP challerge
Retuwmed RADILS Access- Challenge

Recaivid RADIUS Access-Roguast

RADIUS is re-using an existing session

Extracted EAP-Response contsining PEAR chalenge-
response

Prapared EAP-Request with anather PEAP challenge
Retmod RADIUS Access- Chalienge

Recaivid RADIUS Access-Request

RADIUS s ra-w8ing 80 existag s03sion

Extracted EAP-Response containing PEAP chalienge-
FEEONSE

Successhully nogesiated PEAP version 0



Other Attributes
ConfigVarsionid
DestinationPort
Pratacel

NAS-Port

Framed-MTU

State

undefined- 186
undefined- 167
undefined- 168
NetworkDoviceProfileid
15ThirdPartyDenicoFlow

AcsSessionlD

SelectedAuthenicationkden...

SelectedAuthendicationkden..

SolectedAutharticationiden

AuthenticationStatus

1812
Radius
3913
1485

ITCPMSessioniD « 8227 200A0000000DBA8ABEIF; 265 ession]
D=isa/499610885/35;

00:0f:8e:04

00:0:ac:04

00:0fac:01
bOEHIG05-3150-4215-0800-5753d4 50060
false

ise/499610885/35

Iriternal Users

AN_AD_ Jain_Paints

Guast Usars.

AutherticationPassed

IdentityPolicyMatchedRule

AuthorizationPolicyMatched.

DotiX

BO02.1x User 1 daCL

EndPoimMACAddress

ISEPalicySelNams

IdentitySatectonMabchad Ruby

TotalAuthenL stency
ClientLatency
TLECipher
TLEVarsion
DTLSSupgon
HostidentityGroup

Network Devico Profile

0B-BE-AC-14-13-7D

Dafault

DottX

515

147
ECDHE-RSA-AES256-GCM-SHAIRS
TLSV1LZ

Unknown

Endpoint Identity Groups:Uninown

Clsco

Location LocationitAll Locations

Dewice Type Device Typedifll Device Types
IPSEC IPSECHIs IPSEC DaviceNo
Name USERT

ErableFlag Enabied

RADIUS Uisemame USERT

NAS-Identifier

DACL_DOT1X_S3I0

Dwvvice IP Address

CPMSessioniD

10.48.39.130

8227300AMO00000E4BABERF

Called-Station- 1D

10-b3-c6-22-99-c0:0ACL_DOT1X_S5ID

service-type=Framed,
audit-session-k+B227300A0000000DBAFABETF,
methodsdat1x,

client-iif-id=2113931001,

ian- 13,
cisco-wlan-ssid=DACL_DOT1X_SSID,

s wlan- profla-nama=DACL, DOTIX_SSID,
AuthénticationidentityStareslatémal Users,
FOSubjoctName=9273fa30-8c01-1106-9%6c -
525400b4852 1 user],

Uini ji afs 4780
5043
Resilt
Class CALS:EL27300A0000000 04, 3F 35
196 6:06:80:45:8d:20:00:35-b3:24:1 biab 87 b8 7294 160 3ib
EAD-E BB 237: 206000 BRe T b 40 2 3: 00 b3 0661658204 Dae
-Key-Name 18-cl-AB:

N ACS:CiscoSecune-Defined- ACL=HACSACLY-IP-ACL_USER1-

ciscae v pair Soelbasb

M35-MPPE=Send-Key

ME-MPPE-Racv-Kay

LicensoTypes

Session Events

Essential license consumed.

12810 Prepared TLS ServerDone message

12812 Extracted TLS ClieniKeyExchange message
12803 Extracted TLS ChangoCiphorSpos message
12804 Exwracted TLS Finished message

12801 Prapared TLS Changeliphe Spec message
12802 Pvoparsd TLS Finished message

12816 TLS handshake succeeded

12310 PEAP full handshake finshed successhully
12305 Prepared EAP-Request with anather PEAP challenge:
11006 Retwred RADIUS Access- Challenge

11001 Recoived RADIUS Access-Roquast

11018 RADIUS is re-using an existing sossion

12308 Exiracied EAP-Response contsning PEAP chalenge -
response

12313 PEAP inner mothad stated

11581 Proporod EAP-Request/idontity for innor EAP mothed
12305 Prepared EAP-Request with anather PEAP challenge
11006 Retirmed RADILS Actass- Challengn

11001 Received RADILS Access-Reguest

11018 RADIUS i re-using an existing session

12308 Extracied EAP-Respense containing PEAP challenge-
response

11522 Estracted EAP-Respenselidontity for inner EAP mathod

Prepared EAP-Request for inner method proposing EAP-
MSCHAP with challenge

12305 Prepared EAP-Request with another PEAP challenge:
11006 Retwmed RADIUS Access- Challenge
11001 Received RADIUS Accoss-Roguost

11806

11015 RADIUS is re-using an existing session

123048 Exiracted EAP-Response contsining PEAR challenge-
response

Extracied EAP-Fesponse contsning EAP-MSCHAR
11808 challenge-response for inner method and accepting EAR-
MSCHAP a3 negotiated

15041 Evaluating kiensity Palicy

15048 Queried PIP - Normalised Radius RediusFlowTyoe
22072 Selociod idantity source sequonce - Al User_ID_Stores
15013 Selocted Identity Scurce - Intemal Usars

24210 Losking up Lsar in Internal Users IDStore = USERT
34712 Found User in Intemal Users I0S10m

22037 huthentication Passed

11824 EAP-MSCHAP authentcation atempt passed

12305 Prepared EAP-Request with anather PEAP challenge:
11006 Retuined RADIUS Azcess- Challenge

11001 Received RADIUS Accoss-Roguest

11018 RADIUS is re-using an existing session

173pg EXiracied EAP-Response containing PEAR challenge-
response

Estractod EAP-Rosponss for innar mathod containing
MECHAP thallenge-response

TI814 Inner EAR-MSCHAR authentication succeeded
11519 Prepared EAP-Success for inner EAP method

12314 PEAR inner method finished successhuly

12305 Propared EAP-Requost with another PEAP challenge
11006 Returned RADIUS Access-Challenge

110071 Raceived RADIUS Azcess-Regusst

11810

11018 RADIVUS is re-using an existing session

Extracted EAP-Responss containing PEAP challenge-
respanse

ISE has net confirmed locally provious suctesstul machinge
authentication for user in Active Direciory

15036 Evaluating Autherization Palicy

Looking wp Endpoint in Intornal Endpoints I0Sices -
USERY

12304

24715

24209

24211 Found Endpaant in Internal Endpaints IDStor
15048 Queried PP - Neotwork Access UserName
1504E Queried PR - InlenallUses Name

15016 Selected Autharization Profie - $800- DOT1X-USERT
11022 Added 1he dACL specified in the Authorization Prafile

I 2024-03-28 05:11:11.036

Authertication succeeded

DACL Download

FE0ET Max 5053i0n5 policy pEESed

22080 New ing session din S
12306 PEAP suthenlicslich Sutcebded
11503 Propared EAP-Success

11002 Returned RADIUS Access-Accept




The operation logs show a successful download of the ACL "ACL_USER1". Parts of interest for
troubleshooting are framed in red.

Cisco |SE
Overview Haps
Evant 5237 DACL Download Succeeded i Receind RATIUS Accass-Request
nmr RADHUS cronted B new So550n
Wi RACSACLR-IP-ACL_USERT - 65e80aab 11117 Ganerated & nr sassion |0
Endpaoint id 11002 Returned RADIUS Access-Accapt
Endpaint Profily
Authorization Rosult
Authentication Detalls
Source Timestenp 024-03-78 05:43:04. 755
Received Timestamp 024-03-78 05:43:04. 785
Policy Sarver ]
Evant £232 DACL Download Succeeded
[ETTRTT RACSACLA-IP-ACL_USER! - 65a80aab
Network Device gdefland- 38040
Diviti Ty Al Dirvasd Typos
Locasion Al Locations
AT IPed Addrass 10.48.39.130
Response Time 1 misisecands
Other Attributes
ConligVersionld 73 1
DestinationPort 1892
Protoced Radia
HetworkDeviceProfileld bO&U9S06-3160-4215-aB0e-6753d450f56c
IsThirdPartyDovieaFlow tolge
AcsSessionlD ise/450E10855/ 88
TotslythonL atarey 1
ClentLatoncy a
DTLSSupport Unlkneran
Network Device Profie Cisco
Locasion Locationithll Locatices
Device Type Device Typettdil Device Types
IPSEG IPSECHIS IPSEC DindcatiNg
I RADIUS Usemame HACSACLE-IP-ACL_USERT -65e8%ab I
Device IP Addross T0.48.30.130
CPSastioniD 2:‘mﬂuwuumn&k\unwzalnrHltnwkdgu'ce TupAldFbes
— secianiers. it
Rozult
o CACS: 083027 BEaWEsgANMERVEDIW adizHGG VAR gukE Tupil g
Fhcselise/499610885/48
gisoo-an-pair iprinacit 1 =dary i any host 10.48.39.13
iS00~ pain ipcinacliZ=dery ip amy host 10.48.30.15
Cino0=an-pair ipinacinisdeny ip any host 10.48.39. 186
S0 Pir ipinacind=parmit i any Bny




