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Introduction

This document describes the Cisco Support Assistant(CSA) Extension, what the extension is about, how to 
install it, and how Cisco customers can get support closer to their Cisco products and portals instantly. 

What is the Cisco Support Assistant(CSA) Extension?

Cisco Support Assistant(CSA) Extension is the first Cisco Secure Development Lifecycle(CSDL) approved 
extension publically available in the Chrome store. CSA Extension aims to bring Cisco Support closer to the 
Cisco product and portals and extend Cisco Technical Assistance Center (TAC) Intellectual Capital directly 
inside the Cisco product portals to create a frictionless self-support experience for our customers. 

Why do we need a Cisco Support Assistant(CSA) Extension?



Cisco TAC wants to engage our customers where they are, with what they have deployed, and deliver all of 
our artificial and human intelligence to improve the customer experience with all of our products.

At Cisco TAC, we realize that customers experience friction when answers to solutions are spread apart 
(search engines, support case manager, guided workflows, cisco.com articles, field notices, in-product 
Digital Adoption Platforms like WalkMe, Pendo, etc). Surgically inserting the relevant Intellectual capital 
where it matters, when it matters when the user is navigating through specific sections of the product portal, 
is one of the core problems Cisco Support Assistant(CSA) Extension tries to address. 

Most importantly, the Cisco Support Assistant(CSA) Extension brings support closer to Cisco product 
portals. When signed in via cisco.com authentication, CSA Extension dynamically understands the context 
of a supported Cisco Product Portal and brings the ability to upload a file directly to a Service Request(SR) 
or open a case directly from the product by cross-launching with all relevant files and entitlement 
parameters to Cisco Support Case Manager(SCM). Case opening and file upload to SR has never been easier 
and better yet, no upgrades are required in your product to realize this feature. CSA Extension is all about 
instant serviceability in the product. 

How do I download the Cisco Support Assistant(CSA) Extension?

Direct Link:Chrome Web Store Direct Link

Click on the direct link for the extension and tap on ‘Add to Chrome.’ A popup will appear asking for 
confirmation. Tap ‘Add Extension,’ and the extension will be added to Chrome. The Extension can be 
managed via “chrome://extensions/” or the extension tab beside the search bar.

https://chromewebstore.google.com/detail/cisco-support-assistant-e/pbdfkndpibcnljjbdlngfobmakglflak?hl=en&authuser=0


Note:

The Google Chrome browser is officially recommended and supported.1. 
We have also tested this to work fine on the Microsoft Edge browser. 2. 
The extension is unlisted in the Chrome Web Store. This is for security reasons so the 
customers who install the extension always read the Cisco product documentation and cross-
launch from there. 

3. 

Supported Cisco Products:

The Cisco Support Assistant(CSA) Extension supports the following products:

1. Cisco Catalyst 9800 Series Wireless LAN Controllers 

2. Cisco Secure Firewall (formerly Next Gen Firewall NGFW)

3. Cisco.com Field Notices



How do I install the Cisco Support Assistant(CSA) Extension?

There are multiple ways to install the Cisco support assistant extension into your Chrome browser, including 
going to the Chrome Web Store or using a direct link provided in the user guide.

Please use this link if the above-embedded video does not work. 

The installation process is simple, requiring you to click "add to your Chrome browser" and then confirm 
the addition of the extension. Once installed, the extension will be hidden by default, but you can pin it to 
your browser for easier access. The extension only operates on supported pages, recognizing and supporting 
specific products. It will prompt users to activate it when on a supported page. Activating the extension 
allows users to sign in with their Cisco.com credentials and access features like case opening and 
customized product support.

https://app.vidcast.io/share/06524c8f-8e44-40a7-aa2a-c50b01d97ec3


How to use the Cisco   Support Assistant Extension(CSA) 
Extension?

Once the Cisco Support Assistant(CSA) Extension is installed on the Chrome browser, navigating through 
supported product pages or portals will show this pop-up to indicate the applicability of the Cisco Support 
Assistant(CSA) Extension experience.

The Cisco Support Assistant(CSA) Extension extension when product/portal is not supported:



If the product on the current webpage does not align with the Cisco Support Assistant(CSA) Extension 
compatibility criteria, the extension will promptly display a clear and concise message such as “Unsupported 



Product,”. This informs the user that the detected page does not meet the necessary guidelines for assistance 
or configuration through the extension. Doing so eliminates any confusion and lets the user quickly 
understand the extension's capabilities, ensuring a straightforward and efficient user experience. Moreover, 
the extension may offer additional resources or direct users to relevant Cisco support channels for further 
assistance with unsupported products.

Note: On the "Unsupported Product" pages the Cisco Support Assistant(CSA) Extension will not 
extract any information and will leave the web page unmodified.

Cisco Support Assistant(CSA) Extension extension when product/portal is supported and the user is 
not logged in:



Upon the Cisco Support Assistant Extension's (CSA Extension) successful identification of a supported 
product, it will display a prominently placed "Sign In" button, which facilitates a seamless login process. By 
integrating with Duo Single Sign-On (SSO), the extension offers you a secure and efficient way to access 
your account without the need for multiple login credentials.



This feature is especially beneficial for users who frequently switch between different Cisco products and 
services, as it maintains a consistent and hassle-free authentication experience.

Cisco Support Assistant(CSA) Extension extension when the product/portal is supported and the user 
is logged in:



Upon successful sign-in, the popup window will reflect the user's authenticated status, indicating an array of 

The power button within the popup serves as a toggle to quickly enable or disable the extension's functionali

Cisco Support Assistant(CSA) Extension Product Detection and Me

To ensure Cisco Secure Development Lifecycle (CSDL) compliance, CSA Extension is specifically tailored 

Debugger Pop-up:
When the extension is enabled on a supported product, a warning will be displayed that a debugger popup w

This popup indicates that the extension has started debugging the current product portal to extract relevant m

The extension is configured to be enabled by default, providing immediate access to its features upon sign-in

When the extension is disabled, all of its supplemental features are deactivated. This ensures that the user's b

Cisco Support Assistant(CSA) Extension in Action:

Catalyst 9800 Series Wireless LAN Controllers:
A short video demonstration of various features enabled on Catalyst 9800 Series Wireless LAN Controllers 

Please use this direct video link if you have trouble playing the embedded video.

File Upload on C9800 Troubleshooting Section :

At various Troubleshooting sections where users collect RA Trace, debug logs, weblogs, debug bundle, pac

Case Open on C9800 Troubleshooting Section: 

At various Troubleshooting sections where users collect RA Trace, debug logs, weblogs, debug bundle, pac

Case Open General:

Thanks to the metadata extraction during the sign-in process, users can now directly open a service request 

For a tailored support experience, you can create a case with a custom title and description and automaticall

Clicking the "Open Case" button will prompt a popup where you can enter a specific case title and a detailed

Upon submission, SCM (Service Case Manager) will open in a new browser tab. Here, the title and descripti

After the case is created, the system will guide you back to the original product page. You can then upload t

This integrated feature simplifies the process of creating support cases and submitting files, ensuring that all 

Cisco Secure Firewall:

Uploading a troubleshoot to a case:

Throughout the Firewall Management Center (FMC) in troubleshooting sections, the Cisco Support Assistan

Clicking on the "Upload to SR" option will provide you with an input box to indicate the SR to upload the fi

Once you select upload, the file will be prepared and uploaded:

Critical Vulnerability Remediation Workflows:

Periodically, as the Security industry experiences critical vulnerabilities that will have a large widespread im

Smart Tool Tips:

Cisco Support Assistant(CSA) Extension may dynamically attach smart tooltips to elements of the page to p

In Context Warnings:

Using its advanced product and metadata detection framework, the Cisco Support Assistant(CSA) Extension

Cisco.com Field Notices:
 On a Cisco Support Assistant(CSA) Extension enabled Field Notice(FN), look for a friendly highlight on th

Example: Field Notice: FN72424

Screen Record

Starting 1.7.0 release, CSA Extension allows the customer to record their problem right at the product portal

Frequently Asked Questions(FAQ):

How does this extension secure user sessions and browsing data?
The part of the Cisco Secure Development Lifecycle (CSDL) approval for the Cisco Support Assistant(CSA

What does "debugger backend" mean in Chrome browser?
When a user adds the Cisco Support Assistant(CSA) Extension extension to their Chrome browser, the user 

Despite the standard messaging in Chrome for extensions utilizing the "debugger" functionality, Cisco Supp

1. On a supported product URL 

2. Signed in with Cisco.com ID with the Cisco Support Assistant(CSA) Extension extension. 
Cisco Support Assistant(CSA) Extension does not instantiate "debugger" functionality on any other pages or

What is Cisco Technical Assistance Center (TAC) Intellectual Capital?
Cisco TAC creates various documentation, tech tips, videos, tools, and self-service guided workflows. A co

Support/Feedback:

Please reach out to csae_support@cisco.com

https://app.vidcast.io/share/2e6c3b21-d1ab-4251-a154-13f4d9c86083
https://www.cisco.com/c/en/us/support/docs/field-notices/724/fn72424.html
mailto:csae_support@cisco.com

