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| ntroduction

This document describes how to detect and locate a rogue access point or arogue client with the use of the
9800 wireless controller.

Prerequisites
Requirements

Cisco recommends that you have knowledge of these topics:

+ |EEE 802.11 Fundamentals.

Components Used

The information in this document is based on these software and hardware versions:

» Cisco Wireless 9800-L Controller IOS® XE 17.12.1
» Cisco Catalyst 9130AXI Series Access Point.

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

Background I nformation

A Cisco rogue access point refers to an unauthorized wireless access point that has been installed on a
network without the knowledge or approval of the network administrator.

These rogue access points can pose security risksto a network, and attackers can use themto gain
unauthorized access, intercept sensitive information, or launch other malicious activities.



Cisco Wireless Intrusion Prevention System (WIPS) is a solution designed to identify and manage rogue
access points.

A Cisco rogue client, also known as arogue station or rogue device, refers to an unauthorized and
potentially malicious wireless client device connected to a rogue access point.

Similar to rogue access points, rogue clients pose security risks because an attacker can connect to a network
without proper authorization.

Cisco provides tools and solutions to help detect and mitigate the presence of rogue clients to maintain
network security.

Scenarios

Scenario 1. Detect And Locate A Rogue Access Point

The next steps show you how to use the 9800 wireless controllers to help detect a rogue client or an access
point that is not managed by the user network:

1. Use the wireless controller to find which of your access points detected the rogue device:
Y ou can view the rogue access points or the rogue clients via GUI or CLI.

For the GUI, go to Monitoring tab, then Wireless, and choose Rogue, then you can use the filters to find
your rogue device.

For the CLI, you can use the command show wireless wpsrogue ap summary to view al detected rogue
devices,

or you can use the command show wir eless wps rogue ap detailed <mac-addr > to view the details on a
specific rogue device.

Hereisthe result from the CLI to view the list of the rogue devices via the command show wir eless wps
rogue ap summary:

9800L#show wireless wps rogue ap summary

Rogue Location Discovery Protocol : Disabled
Validate rogue APs against AAA : Disabled

Rogue Security Level : Custom

Rogue on wire Auto-Contain : Disabled

Rogue using our SSID Auto-Contain : Disabled
Valid client on rogue AP Auto-Contain : Disabled
Rogue AP timeout : 1200

Rogue init timer : 180

Total Number of Rogue APs : 137
MAC Address Classification State #APs #Clients Last Heard Highest-RSSI-Det-AP RSSI Channel Ch.Width GHz
0014.d1d6.a6b7 Unclassified Alert
002a.10d3.4f0f Unclassified Alert
002a.10d4.b2e0 Unclassified Alert

1 0 01/31/2024 21:28:09 1416.9d7f.a220 -85 1 20 2.4

1

1
0054.afca.4d3b Unclassified Alert 1

1

1

1

0

0 01/31/2024 21:17:39 1416.9d7f.a220 -54 36 80 5

0 01/31/2024 21:17:39 1416.9d7f.a220 -60 36 40 5

0 01/31/2024 21:26:29 1416.9d7f.a220 -86 1 20 2.4
00a6.ca8e.ba80 Unclassified Alert 2
00a6.ca8e.ba8f Unclassified Alert 1 0
00a6.ca8e.bacf Unclassified Alert 1 0

01/31/2024 21:27:20 1416.9d7f.a220 -49 11 20 2.4
01/31/2024 21:27:50 1416.9d7f.a220 -62 140 80 5
01/31/2024 21:27:50 1416.9d7f.a220 -53 140 40 5


https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-12/config-guide/b_wl_17_12_cg/m_awips.html?bookSearch=true

00f6.630d.e5c0 Unclassified Alert 1 0 01/31/2024 21:28:09 1416.9d7f.a220 -48 1 20 2.4
00f6.630d.e5cf Unclassified Alert 1 0 01/31/2024 21:27:40 1416.9d7f.a220 -72 128 20 5
04f0.212d.20a8 Unclassified Alert 1 0 01/31/2024 21:27:19 1416.9d7f.a220 -81 1 20 2.4
04f0.2148.7bda Unclassified Alert 1 0 01/31/2024 21:24:19 1416.9d7f.a220 -82 1 20 2.4
0c85.259¢e.3f30 Unclassified Alert 1 0 01/31/2024 21:21:30 1416.9d7f.a220 -63 11 20 2.4
0c85.259e.3f32 Unclassified Alert 1 0 01/31/2024 21:21:30 1416.9d7f.a220 -63 11 20 2.4
0c85.259%¢e.3f3c Unclassified Alert 1 0 01/31/2024 21:27:30 1416.9d7f.a220 -83 64 20 5
0c85.259%¢e.3f3d Unclassified Alert 1 0 01/31/2024 21:27:30 1416.9d7f.a220 -82 64 20 5
0c85.259%e.3f3f Unclassified Alert 1 0 01/31/2024 21:27:30 1416.9d7f.a220 -82 64 20 5
12b3.d617.aacl Unclassified Alert 1 0 01/31/2024 21:28:09 1416.9d7f.a220 -72 1 20 2.4
204c.9e4b.00ef Unclassified Alert 1 0 01/31/2024 21:27:40 1416.9d7f.a220 -59 116 20 5
22ad.56a5.fa54 Unclassified Alert 1 0 01/31/2024 21:28:09 1416.9d7f.a220 -85 1 20 2.4
4136.5afc.f8d5 Unclassified Alert 1 0 01/31/2024 21:27:30 1416.9d7f.a220 -58 36 20 5
5009.59eb.7b93 Unclassified Alert 1 0 01/31/2024 21:28:09 1416.9d7f.a220 -86 1 20 2.4
683b.78fa.3400 Unclassified Alert 1 0 01/31/2024 21:28:00 1416.9d7f.a220 -69 6 20 2.4
683b.78fa.3401 Unclassified Alert 1 0 01/31/2024 21:28:00 1416.9d7f.a220 -69 6 20 2.4
683b.78fa.3402 Unclassified Alert 1 0 01/31/2024 21:28:00 1416.9d7f.a220 -72 6 20 2.4
683b.78fa.3403 Unclassified Alert 1 0 01/31/2024 21:28:00 1416.9d7f.a220 -72 6 20 2.4

2. You can filter on one of the WLANS configured on your 9800 controller to seeif you have any rogue

devices that broadcasts the sasme WLANS.

The next figure shows the result where the C9130 detected this rogue on both bands:

B "cluls'élé' Cisco Catalyst 9800-L Wireless Cantroller Welcomerosalia |~ # ¥ A B & M @ & Q =i
Monitoring~ > Wireless - > Rogues
Unclassified Friendly Malicious Custom Ignore List Rogue Chents Adhoc Rogues
——
Total APs : 2
x \"
MAC T #Detecting Y humber of Ny Last Heard W HighestRSSI ¥ Channel T PMF
D Addrass Radics Cliants Status Y Last Heard SSID Channe Width Band T Required
T
O 6c80.7793.8340 1 o Abert 91f 31_12024 RogueTest 1 20 24GH:  No
21:10049
O ec8d7793834F 1 o Alert g:’ilfsz" RogueTest 6 20 5GHz  No

GUI Rogue List

3. List the access points that detected the rogue device.

The next figure shows the AP that detected this rogue, channel, RSSI value, and more information:

T
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n
—
Is this radic on wired network? Mo
;ust time Reported 01/31/2024 21:10:49
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1416.9d71.a2; 9130  RogueTest 1 20 Yes Open Enabled  -35 60 NIA
GHz - 24
GHz

-] Update & Apply to Device

GUI Rogue AP Details

From the CL1 you can view thisinformation viathe command show wireless wpsrogue ap detailed <mac-
addr>.

4. Find the closest access point to the rogue device based on the closest RSS| value.

Based on the results of how many access points detected the rogue device, you have to look for the closest
AP based on the RSSI value displayed on the wireless controller.

In the next example only one AP detected the rogue, however with a high RSSI value, which means the
rogue deviceisvery nearby the AP.

The next is the output of command show wireless wps rogue ap detailed <mac-addr> to view the channel
the AP/WLC heard this rogue device on, plus the RSSI value:

9800L#show wireless wps rogue ap detailed 6c8d.7793.834f
Rogue Event history

Timestamp #Times Class/State Event Ctx RC

01/31/2024 22:45:39.814917 1154 Unc/Alert FSM_GOTO Alert 0x0

01/31/2024 22:45:39.814761 1451 Unc/Alert EXPIRE_TIMER_START 1200s 0Ox0
01/31/2024 22:45:39.814745 1451 Unc/Alert RECV_REPORT 1416.9d7f.a220/34 0x0
01/31/2024 22:45:29.810136 876 Unc/Alert NO_OP_UPDATE 0x0

01/31/2024 19:36:10.354621 1 Unc/Pend HONEYPOT_DETECTED 0x0

01/31/2024 19:29:49.700934 1 Unc/Alert INIT_TIMER_DONE 0xab98004342001907 0xO0
01/31/2024 19:26:49.696820 1 Unk/Init INIT_TIMER_START 180s 0x0

01/31/2024 19:26:49.696808 1 Unk/Init CREATE 0x0

Rogue BSSID : 6c8d.7793.834f

Last heard Rogue SSID : RogueTest
802.11w PMF required : No

Is Rogue an impersonator : No

Is Rogue on Wired Network : No
Classification : Unclassified
Manually Contained : No



State : Alert
First Time Rogue was Reported : 01/31/2024 19:26:49
Last Time Rogue was Reported : 01/31/2024 22:45:39

Number of clients : O

Reported By

AP Name : (C9130

MAC Address : 1416.9d7f.a220
Detecting slot ID : 1

Radio Type : dotllax - 5 GHz
SSID : RogueTest

Channel : 36 (From DS)
Channel Width : 20 MHz

RSSI : -43 dBm

SNR : 52 dB

ShortPreamble : Disabled
Security Policy : Open

Last reported by this AP : 01/31/2024 22:45:39

5. Collect over-the-air capture on the same channel to locate the rogue.

Now the channel where this rogue AP broadcasts is found, and based on the RSS| value, the 9130 access
point heard this rogue at -35dBm, which is considered very close.

This gives you an idea on which area this rogue is located. The next step isto collect an over-the-air
capture.

Next figure shows an over-the-air capture on channel 36, from the OTA Y ou can see the rogue AP performs
a containment de-authentication attack to the managed access point:

Mo, Tirme Source Destination Protoeol  Length Infe

7 2024-82-01 18:59:41.859345 Cisco_Tf:a2:2f Broadcast 882.11 BB Deauthentication, SN=@, FN=8, Flags=........C
53 2024-92-01 18:50:42,360289 Cisco_TfraZ:2f Broadcast 282.11 13 Deauthentication, SN=@, FN=@8, Flags= C
125 2024-82-01 18:50:43.204823 Cisco_7f:a2:2f EBroadcast 892.11 BB Deauthentication, SN=8, FN=8, Flags= C
134 2024-92-01 18:50:43.313382 Cisga_Tf:ia2:2f Broadcast 02,11 66 Deauthentication, SN=8, FN=8, C
287 2024-92-81 18:509:44. 071466 Cisco_TfiaZ:2f Broadcast 262,11 66 Deauthentication, SN=@, Fh=@, i -
274 2B24-02-01 18:59:44.581442 Cisco_7f:a2:2f Broadcast 892,11 66 beauthentication, SN=8, FN=8, wel
3 2024-92-01 18:50:45,036001 Cisco_7f:a2:2f Broadcast 802,11 G& Deauthentication, SN=8, FN=@, C
353 2024-02-01 18:59:45. 548049 Cisco_Tfia2:2f Broadcast 802,11 66 beauthentication, SN=8, Fh=@, c
309z 2024-82-01 18:59:46. 804385 Cisco_Tf:a2:2f Broadcast 892,11 66 Deauthentication, SN=8, FN=@, C
438 2024-82-01 18:59:46.485479 Cisco_7f:a2:2f Broadcast 892,11 66 Deauthentication, SN=@, Fh=@, -aC
488 2024-82-01 18:59:46. 9940851 Cisco_T7f:az:2f Broadcast 892,11 66 Deauthentication, SN=8, FN=@, ..
516 2024-82-01 18:59:47.450453 Cisco_7f:aZ:2f Broadcast 892.11 BE Deauthentication, SN=8, FN=@, L
551 2024-92-01 18:50:47.884436 Cisco_7f:a2:2f Broadcast 282,11 66 Deauthentication, SN=@, Fh=@, i
626 2024-82-01 18:50:48. 305520 Cisco_7f:a2:2f Broadcast 282.11 66 Deauthentication, SN=8, FN=@, e =
[ 2024-02-01 18:59:48. 841406 Cisco_Tf:a2:2f Broadcast 892.11 B& Deauthentication, SN=9, FN=@, -.C
7i4 2H24-82-01 18:50:49. 364505 Cisco_Tf:a2:2f Broadcast 882,11 (13 Deauthentication, SH=8, FN=@, P
753 2024-82-81 18:59:49.883287 Cisco_71:a2:2f Broadcast 892,11 (<] Deauthentication, SN=8, FN=8, «sC
797 2024-92-01 18:59:50,331736 Cisco_7f:a2:2f Broadcast 802,11 GE Deauthentication, SN=8, FN=@, Py
841 2024-92-01 18:59:50. 810643 Cisco_TfraZ:2f Broadcast 882,11 66 Deauthentication, SN=@, Fh=@, i =
16 Z024-82-01 18:59:51.647435 Cisco_7f:az:zf Broadcast 892,11 66 Deauthentication, SN=8, FN=@, s
931 2024-82-01 18:59:51.820041 Cisco_7f:a2:2f Broadcast 892.11 66 Deauthentication, SN=@, Fh=@, ..C
1881 2924-92-01 18:59:52. 574685 Cisco_T7f:az:2f Broadcast 82,11 66 Deauthentication, SN=8, FN=@, ..C
1123 2024-82-81 18:59:53. 896421 Cisco_7f:aZ:2f Broadcast 892.11 BE Deauthentication, SN=8, FN=@, s
1172 2824-02-01 18:50:53.527709 Cisco_7f:a2:zf Broadcast 282,11 1 Deauthentication, SN=@, Fh=@, ..C
1113 FAFA-A7-A1 1R:50:54.A754R5 Cisen 7f:a?:af Ernadrast A7 RR Deauthenticatinn. SN=f. FN=A. wal

Frame 7: 66 bytes on wire (528 bits), 66 bytes captured (528 bits)

Radiotap Header w8, Length 36

BP82.11 radio information

PHY type: 882.11a (OFDM) (5)

Turbo type: Non=turbo (@)

Data rate: 6.8 Mb/s

Channel: 36

Frequency: 5188MHz

Signal strength (dBm): -61 dBm
Noise level (dBm): -97 dbm
Signal/noise ratio (dB): 36 dB
T5F timestamp: 2032467034
[Duration: Gaps]

IEEE 882.11 Deauthentication, Flags: ........C

IEEE 862.11 Wireless Management

Rogue AP OTA Capture

Y ou can use the information from the previous figure to understand how close thisrogueis, and at least you
can have an idea where physically this rogue access point islocated. You can filter viathe rogue AP radio
mac address, you would be able to seeif the rogue is currently active or not if you check if you have beacon



packets over the air.

Scenario 2: Detect and L ocate a Rogue Client that sends an De-authentication Flood

The next steps show you how to use the 9800 wireless controller to find a rogue client connected to arogue
access point that is not managed by the user network or arogue client who does an de-authentication attack:

1.Use the wireless controller to find the rogue client.

From the wireless controller GUI, navigate to the Monitoring tab, Wireless, then choose Rogue Clients, or
you can use the command show wir eless wps rogue client summary from the CLI to list down the rogue

clients detected on the controller:

n i
CIsCO

Cisco Catalyst 9800-L Wireless Controlier
eless~ > Rogues

Unclassified Friendly

Number of Clients: 48

MAC Address
0021.6a90.b244
OcbB.1575.8a5¢c
185950 cael
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1

Rogue Client List GUI

Next output shows the CLI result:

Malicious

Custom lgnare L

Y HDatecting Radics

9800L#show wireless wps rogue client summary

Validate rogue clients against AAA :
Validate rogue clients against MSE :

Number of rogue clients detected : 49

MAC Address State # APs Last Heard

02/15/2024 17:
02/15/2024 17:
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02M15/2024 17:20:44
02/15/2024 17:03:54
02/15/2024 17:08:14
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70f3.5a7c.d0Ob0 Alert 1 02/15/2024 17:16:54
70f3.5a7c.d110 Alert 2 02/15/2024 17:18:24
70f3.5a7c.d210 Alert 1 02/15/2024 17:20:24
70f3.5a7c.d2f0 Alert 2 02/15/2024 17:23:04
70f3.5a7c.f850 Alert 1 02/15/2024 17:19:04
70f3.5a7f.8971 Alert 1 02/15/2024 17:16:44

2. The next output example shows the details about rogue client with mac address 0021.6a9b.b944, that was
detected by a managed AP 9130 on channel 132. The next output shows more details:

9800L#show wireless wps rogue client detailed 0021.6a9b.b944
Rogue Client Event history

Timestamp #Times State Event Ctx RC

02/15/2024 17:22:44.551882 5 Alert FSM_GOTO Alert 0x0
02/15/2024 17:22:44.551864 5 Alert EXPIRE_TIMER_START 1200s 0xO
02/15/2024 17:22:44.551836 5 Alert RECV_REPORT 0xO0

02/15/2024 17:15:14.543779 1 Init CREATE 0xO

Rogue BSSID : 6c8d.7793.834f

SSID : Testing-Rogue

Gateway : 6c8d.7793.834f

Rogue Radio Type : dotllax - 5 GHz

State : Alert

First Time Rogue was Reported : 02/15/2024 17:15:14
Last Time Rogue was Reported : 02/15/2024 17:22:44

Reported by

AP : (9130

MAC Address : 1416.9d7f.a220

Detecting slot ID : 1

RSSI : -83 dBm

SNR : 12 dB

Channel : 132

Last reported by this AP : 02/15/2024 17:22:44

3. After you collect an over-the-air capture on the same channel, you can see that you have a de-
authenticated flood, where the rogue client uses one of the managed access point BSSID to disconnect
clients:



Frame 7: 395 bytes on wire (3169 bits), 395 bytes captured (3168 bits) on interface wlan@, id &

Radiotap Header v, Length 18
B02.11 radie information

PHY type: B882.1la (OFDM) (5)
Turbe type: Nen-turbo (@)
Data rate: 24.8 Mb/s
Channel: 132

Signal strength (dBm): -64

Uuration: 5

De-authentication OTA

The RSS! value for the packets is high, which means the rogue client is physically near the managed access
point.

4. The next figure shows a clean network and a healthy environment over-the-air:

[] -J + DATA PROBES ASSOC AUTH  RTS/CTS  ACKS  NOBEACONS  BEACONS =< 4MUfs
Mo, Time Source [Destination Protocal Channel  Length Info

3 B24-8 B:13:50 4BB20% TR ; T E
2024-02-15 i c6:39:31:4b 2 802.11 Acknowledgement, Flags
2024-02-15 18:13:59,488218 Cisco_7f:a2:2f €6:39:31:4b:11:81 802.11 Authentication, SN=@, FN=8, Flags=....
2024-82-15 18:13:59.488229 Cisco_7f:a2:2f (14:16:9d:7. 882.11 Acknowledgement, Flags=.

2824-02-15 18:13:59.488226 ©6:39:31:4b:11:81 (c6:39:3. 882.11 132 48  Acknowledgement, Flags=........
2024-82-15 €6:39:31:4b:11:81 Broadcast

Cisco 7f:a2:2f (14:16:9d:7. 882.11 Acknowledgement, Flags=.....aa.C

€6:39:31:4b:11:81 Ciseco_7f:a2:21 Qo5 Null functien (Ne datal, SN=1114,
c6:39:31:4b £802.11 Acknowledgement, Flag It
2024-02-15 Cisco_7f:a2:21 (14:16:9d:7f:a.. ©6:39:31:4b 802,11 Trigger EHT Basic, Fla
2024-02-15 : €6:30:31:db:11:81 Cisco_7fia2:2f 802.11 Action No Ack, SM=B, FN=8, Flags=.
2024-02-15 ¥ B.8.0.8 224.9.0.1 Mesbership Query, general
882,11 Acknowledgement, Flag

Cisco_Tf:a2:2f (14:16:9d:7f:a. 131:db: Trigger EHT Buffer Status Report Poll (BSRF

] ! Null function (No data), SN=1115, FN=8,
2824-02-15 B82.11 Acknowledgement, Flags=........C
2824-02-15 : cB:39:31:4b:11:81 Action, SN=1116, FN=@, Flags=........(, 350
2824-82-15 1 3. Bez2.11 Acknowledgement, C
2024-82-15 c6:39:31:4b:11:81 Action, SN=1117,
2024-02-15 Acknowledgement,
Cisco_7f:a2:2f 6: 1db:

Healthy OTA
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