Enable SD-WAN Controllers Certificate Renewal
via Manual Method
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This document describes the steps to renew the SD-WAN certificate on the controllers through the Cisco or
Manual method.

Available M ethods

There are four different options available for the Controller Certificate Authorization.

» Cisco (Recommended) - Semi-automated process that uses the Cisco Plug and play (PnP) portal to
sign the CSR generated by the vManage and automatically download and install them.

* Manual - Manua certificate sign through Cisco PnP.

* Symantec - Manual third-party certificate sign through Symantec/Digicert.

» Enterprise Root Certificate - Manual certificate sign through a private Root Certificate Authority
(CA).

This document describes only the steps for the Cisco (Recommended) and M anual methods.

Caution: The certificates cover by this document are not related to the Web Certificate for vManage.

Requirements

A PC/Laptop.

A Netadmin account for the vManage GUI and for for each controller (vManage, vSmart, and
vBond).

Accessto the CA Server.

For Cisco (recommended) or Manual, avalid account/password for the PnP Portal.

For Cisco (recommended), the vManage must have internet access.

All the Controllers need avalid NTP server and/or all of them need to have the correct date and time.



» Communication between the vBond and vSmart to the vM anage.

Note: The certificate install in the vManage would not impact your control plane or data plane. For
the certificate in the vSmart, the control connections can be affected. The control plane continue to
work due to the OMP graceful timer. In order to perform a certificate change, you must schedule a

maintenance window for the activity.

Renewal Process

Thisisahigh-level procedure:

1. Identify the Controller Certificate Authorization option in use in the vManage GUI.

2. Generate anew CSR through the vManage GUI.
3. Create anew Certificate.

4. Download the Certificate.

5. Install the Certificate.

Cisco (Recommended)

1. Navigate to thevManage > Administration > Settings > Certificate Authority Server.

* Verify the correct option is selected.
» Select the duration of the certificate.

Administration Settings

Contraller Cartificate Authorization
ﬂ Cisco (Recommended)] (]

Sync Root Certificate (Flease syne root cort to all conneoted devices before saving Clsco PEI mechanism)

2. Scroll down to Smart Account Credentials and introduce valid User /Passwor d. The credentials must
have access to the Smart Account where the SD-WAN overlay is configured, as shown in the image.



Administration Settings

Smart Account Credentials

Username

agarcial@cisco.com

Password

3. Navigate to vM anage > Configuration > Certificates> Controllers.

Send to vBond

O\ Search

@

Operation Status

CSR Generated

vBond Updated

vBond Updated

Cancel

» Select theellipsis(...) on the controller (vBond, vSmart or vManage).

* Select Generate CSR.

Controller Type

vBond

vSmart

vianage

WAN Edge List TLS Proxy

Hostname

vSmart_206_egarcial

vimanage_206_egar...

4. Five to twenty minutesis required for the process to finish.

System IP

10.10.10.3

10.10.10.1

Site ID

Certificate

MNo certific

150FB2DLC

F0T783CTE



Verify the installation was correct in the GUI vM anage > Configuration > Certificates> Controllers.

Send to vBond

O\ aearch

Controller Type

= vBond
&7 vSmart

®  wvManage

Manual (PnP)

Hostname

vBond_206_egarcial

vSmart_206_egarcial

vmanage_206_egar...

WaAN Edge List TLS Proxy

System IP

10.10.10.2

10.10.10.3

10.10.10.1

Expiration Date

25 Dec 2024 2:00:42 PM CST

20 Dec 2024 3:18:21 PM CST

20 Dec 2024 3:01:02 PM CST

1. Navigate to thevManage > Administration > Settings > Certificate Authority Server

» Verify the correct option is selected.

2. Navigate to vM anage > Configuration > Certificates> Controllers.

» Select the ellipsis(...) on the controller (vBond, vSmart or

vManage).

* Select Generate CSR.

» Copy and save all thetext in atemporaly file.

uuid

96f5h...

f0269...

1f585...

3. Access the PnP portal, select your SD-WAN overlay, and navigate to certificates, as shown in the image.
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; Cisco Software Central

Cisco Software Central = Plug and Play Connect

Plug and Play Connect

Devicas Controller Profiles

+ Add Profile...

|:| Profile Mame

[0 VBOMD-LAB-MX

’

Neabwork

ICertificmes Manage External Virtual Account

Controller Type

Any -

VEOMD

olfeatfne
CISCO

Event Log

i S

Default

Transactions

C

Description

VBOND-LAB-MX

4. Inthe Certificates section, click Generate a new certificate and enter all the information.

» On Certificate Signing Reugest, enter the CSR generated on step 2.

m;E



Cisco Software Central > Plug and Play Connect

Plug and Play Connect

Devices Controller Profiles Metwork

Generate Certificate

STEP 1

ldentify Certificate

Identify Certificate

Cortificates Manage External Virtual Account Event Log Transactions

STEP 2 STEP 3

Review & Submit Results

Enter Cartificate details and click Mext o proceed o the next step

* Certificate Name

* Cartificate Signing Request

* Validity Period
Type

Description

5. Click on Submit and Done.

VBOND-2022-DEC
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w==END CERTIFICATE REQUES Tew=mx

Two Years

SD-WAN

Max characters not lo exceed 255



Plug and Play Connect

Devices Controller Profiles Meatwork Certificates Manage External Virtual Account Event Log Transactions

Generate Certificate

STEP 1 vy STEP 2 STEP 3

Identify Certificate Review & Submit Results

Review & Submit

Cerlificate Mame Type Description
VBOND-2022-DEC SD-WaN -
Cancel Back

Plug and Play Connect

Davicas Controller Profiles Metwork Cortificates Manage External Virtual Account Event Log Transactions

Generate Certificate

STEP 1 v STEP 2 v STEP 3

Identify Certificate Review & Submit Results

Attempted to generate 1 Certificate

Successfully requested for 1 Cartificate !

It may take a few minutles to process your request. Please check the request status on Certiicates tab.

6. After few minutes, the certificate its ready to download.

Download the certificate file

Access the vManage GUI

Select install certificate under vM anage > Certificate > Controllers.
Select the certificate in the pop window.



Note If you are not able see or select the certificate, ensure to choose All files under format option. If
the format box is not visible, use a different web browser.

£ =~ W~ 55 Centificates i) o]
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Hidi Oiptians Cancel

Install Certificate

Cerificate Text [ Select a File
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Install Cancel

7. The certificate is now installed.



Install Certificate Initi;

Total Task: 1 | Success : 1

Status Message Device Type Device ID System IP

@ Success Successfully synced vE... vBond 96f5b65b-4537-4094d...

Common Problems

Time Mismatch

Cisco Cloud hosted controllers have a NTP server configured.

If the NTP is not present due to a configuration change, the controllers can have different times and this can
interfere with the certificate installation or CSR generation.

Ensure that the controllers have the same time.

Not Ableto Establish Connection

The SD-WAN controllers must be reachable via the interface configured under VPNO.
Verify that thereis Layer 3 and Layer 4 communication.

We can check the logs of the controller via console for more details about the problem.



