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This document describes understanding and troubleshooting HAR logs.

Feature Overview



A HAR Log (Short for HTTP Archive Logging) isalog of al the network activity between your browser
and awebsite during a specific session.

When you visit awebsite, your browser sends requests to the server and receives responses. The HAR file
captures all those requests, responses, and the timing information.

They are essential for diagnosing web performance issues, troubleshooting network errors, and analyzing
API transactions.

HAR logs help in identifying slow-loading resources, failed requests, and tracking user interactions with
web applications.

Limitations

» HAR files can be large and difficult to parse manually.
» Sensitive data can be logged; ensure data sanitization before sharing.
» Some security policies can block full HAR capture.

Caution: The HAR file includes the entire content of the requests and responsesin clear text
(including passwords, session ID, cookies, etc). Therefore, you must not share aHAR file takenin



asession to a publicly available service. If the Network tab was opened when a password was
entered, it isin clear text in the HAR file. Y ou want to remove these credential s before sharing the
HAR file. Open the saved HAR file in atext editor, find the password and replace it with arandom
text like "". Do not modify the JSON formatting of the file while making this change asit is then
not parsed properly for review.

HAR Sanitizer Tool

History

In 2023, Okta had a security breach where HAR files were stolen from their support case management
systems. The attackers used the access token and cookies from those files to get access to their customer
accounts. In response Okta implemented a sanitization tool.

Present State

Currently there is an ongoing automation in place that tries to strip out the sensitive materials from the
traces, but leaves the rest intact to preserve the ability to troubleshoot and analyze your issue.

When you upload aHAR file, the tool automatically:

1. Detects that a HAR file has been uploaded

2. Sanitizes the HAR file using https://har-sanitize.cisco.com

3. Uploads the sanitized file to the case

4. Encryptsthe original HAR file using GPG

5. Uploads the encrypted HAR file to the case

6. Deletes the original HAR file from the case

7. Adds a note the case explaining what has been done and alink to this tool



https://har-sanitize.cisco.com

Note: If you cannot solve the issue using the sanitized version of the HAR file you can file an
exception as explained in the next sections and get a copy of the original HAR file back.

How to Extract HAR Log

Generatea HAR Filein Your Browser

Refer to: Generate aHAR Filein Your Browser.

Extract from the document:

» Chrome:
Open Developer Tools (F12) > Network Tab > Preserve Log > Start Recording > Reproduce
Issue > Export HAR File.

» Firefox:
Open Developer Tools (F12) > Network Tab > Engine I con > Check “ Persist Logs’ > Start
Recording > Save HAR.


https://help.webex.com/en-us/article/WBX9000028670/Generate-a-HAR-File-in-Your-Browser#id_90867

Useful Information Before Analyzing HAR L ogs

HTTP Methods

HTTP methods (also known as HTTP verbs) define the type of operation a client wants to perform on a
given resource (such as data or aweb page).

Each method has a specific purpose and semantics.

The most common HTTP methods are: GET, POST, PUT, PATCH, DELETE, HEAD, OPTIONS, and

TRACE.

Method | Safe |ldempotent Typical Use Rggzt;g R%sgggse
GET Yes |Yes Retrieve data No Yes
POST No [No Create resource/submit data Yes Yes
PUT No [Yes Replace resource Yes Yes
PATCH No |Yes* Partially update resource Yes Yes
DELETE |No |Yes Remove resource No Optiond
HEAD Yes |Yes Retrieve headers No No
OPTIONS |Yes [Yes Discover methods/features No Optional
TRACE Yes |Yes Diagnostic testing No Yes

* PATCH is generally idempotent, but it depends on implementation.

Explanation of Columns

Safe: Indicates whether the HTTP method is considered safe, meaning it does not modify resources or
server state Safe methods are intended only for retrieval, not for making changes. They are typically
used for read-only operations.

|dempotent: Specifies whether repeating the same HT TP request multiple times has the same effect as
making it once. An idempotent method means that no matter how many times the request is repeated,
the result remains unchanged (after the first successful request)

Typical Use: Describes the common purpose or scenario for which the HTTP method is use. This
gives context for when and why you would use each method in web development or API design.
Request Body: Indicates whether the HTTP request typically includes a body (data sent to the server).
The request body is often used to send data (such as JSON, XML, form data) to the server, such as
when creating or updating resources.

Response body: Specifies whether the HT TP response usually contains a body (data returned by the
server). The response body is the data sent back from the server to the client, such as the requested
resource, status messages, or confirmation of an action.

Anatomy of aHAR Log



Note: All the example images in this section, were taken when trying to load the locations in
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Headers

Captures metadata exchanged between the client (browser) and the server during HTTP requests and
responses.



Headers provide context about the data being sent or received, such as the type of content, authentication
information, caching policies, and more.

Headers are included in these sections of an HAR log:

1. Request Headers: These are sent from the browser (client) to the server as part of the HTTP request.
2. Response Headers: These are returned by the server to the browser in response to the request.

Headers are stored as arrays of key-value pairs, where:

» Key: The name of the header.
» Value: The value associated with the header.

Common Request Headers

1. Host: Specifies the domain name of the server (such as example.com) and the port number.

» Example: Host: www.example.com

2. User-Agent: Identifies the browser or client making the request, along with its version and operating
system.

» Example: User-Agent: Mozilla/5.0 \(Windows NT 10.0; Win64; x64\)
3. Accept: Indicates the types of content the client can handle (such asHTML, JSON, images).
» Example: Accept: text/html,application/xhtml+xml
4. Accept-Encoding: Specifies the types of encoding (such as gzip, deflate) the client can decode.
» Example: Accept-Encoding: gzip, deflate
5. Authorization: Contains credentials for authentication, such as tokens or basic auth credentials.
» Example: Authorization: Bearer <token>
6. Cookies: Includes cookies sent by the client to the server.
» Example: Cookie: sessionld=12345; userPref=darkM ode
7. Content-Type: Indicates the type of data being sent in the request body (for POST/PUT requests).

» Example: Content-Type: application/json


http://www.example.com

8. Referer: Identifies the URL of the page that referred the client to the current resource.

» Example: Referer: https.//www.example.com/
Common Response Headers

1.Content-Type: Specifiesthe MIME type of the resource (such as text/html, application/json).
» Example: Content-Type: application/json

2. Content-Length: Indicates the size of the response body in bytes.
» Example: Content-Length: 1234

3. Cache-Control: Specifies caching policiesfor the resource (such as whether it is cacheable, and for how
long).

» Example: Cache-Control: no-cache, no-store, must-revalidate
4. Server: |dentifies the server software/version.
» Example: Server: Apache/2.4.29
5. Set-Cookie: Contains cookies that the server wants the client to store.
» Example: Set-Cookie: sessionld=67890; Path=/; Secure
6. Date: The date and time when the server generated the response.
» Example: Date: Tue, 10 Oct 2023 12:00:00 GMT
7. Location: Used in redirections, indicating the URL the client must navigate to.

» Example: Location: https:.//www.example.com/new-page

8. ETag: A unique identifier for the resource, often used for caching and versioning.
» Example: ETag: 12345abcd
9. Content-Encoding: Indicates how the response body is encoded (such as gzip, deflate).
» Example: Content-Encoding: gzip
10. Access-Control-Allow-Origin: Specifies which origins are allowed to access resources (used in CORS).

» Example: Access-Control-Allow-Origin: *


https://www.example.com/
https://www.example.com/new-page

Note: Most relevant for Webex Calling is the Trackingid Header, asthisisthe ID that you can look
upinthe LMA Tooal.



X Headers Payload Preview Response Initiator Timing
¥ General

Request URL https:/fwap-notification-service-a.wbx2.com/wpns/api/v2/notifications/search?orgld=657f4836-3794-49f3-afdb-abc 772062307
Request Method POST

Status Code ¥ 200 OK

Remote Address 170.72.245.169:443

Referrer Policy strict-origin-when-cross-origin
Iv Response Headers

Access-Control-Allow-Credentials true
Access-Control-Allow-Origin https://admin.webex.com
Access-Control-Expose-Headers Trackingld, Link.Retry-After
Content-Encoding gzip

Content-Type application/fjson

Date Fri, 06 Jun 2025 00:27:29 GMT
Server Istio-envoy
Timing-Allow-Origin https:/fadmin.webex.com
Trackingid ATLAS 767c85c4-18ee-49d5-Ocaf-7c49654f1%ac 0
Vary origin.accept-encoding
X-Content-Type-Options nosniff
X-Envoy-Upstream-Service-Time 5

X-Normalized-Path fwpns/fapifv2/fnotifications/search

¥ Request Headers

:authority wap-notification-service-awbx2.com

:method POST

:path fwpns/apifv2/notifications/search?orgld =657f4836-3f94-49f3-afdb-a6cT7206a307
:scheme https

Acecept application/fjson, text/plain, =/*

Accept-Encoding gzip, deflate, br, zstd

Accept-Language en-US.en:ig=0.9,e59=0.8

Access-Control-Expose-Headers TrackinglD

Authorization Bearer MWJjODIzY TEtODeMCO0Yjk2LWETNWMtM2YyNDMAZTEZZ))iN DkzNTgONDUtNjVh_POA1_657f4836-3f94-49f3-af4b-a6cT7206a307
Content-Length 208

Content-Type application/fjson

Origin https://fadmin.webex.com

Priority u=1i

Referer https://admin.webex.com/

Sec-Ch-Ua "Google Chrome®w="137", "Chromium™v="137", "Not/A)Brand"v="24"
Sec-Ch-Ua-Maobile 0

Sec-Ch-Ua-Platform “Windows™

Sec-Fetch-Dest empty

Sec-Fetch-Mode COors

Sec-Fetch-Site cross-site

Trackingid ATLAS_T6T7cB5c4-18ee-49d5-9caf-Tcd49654f19ac_0

User-Agent Mozilla/5.0 (Windows NT 10.0: Win64; x64) AppleWebKit/537.36 (KHTML like Gecko) Chrome/137.0.0.0 Safari/537.36

Payload

Data sent or received in the body of an HTTP request or response.

It is most commonly associated with POST, PUT, or PATCH requests, where the client sends data to the
server, such as form submissions, file uploads, or JSON datafor APIs.

The payload can also exist in HTTP responses, which contain data returned by the server, such asHTML,
JSON, or binary content (such asimages, files).

Where Payload Appearsin HAR Logs

The Payload is typically found in two main sections of the HAR log:

1. Request Payload: Data sent from the client (browser) to the server in the body of an HTTP request.




2. Response Payload: Data returned by the server to the client in the body of an HTTP response.

X Headers [ Payload || Preview Response Initiator  Timing

+ Query String Parameters View source View decoded

orgld 657f4836-3194-4913-af4b-abc77206a307

~ Request Payload View source

- {or 1 "B57f4836-31f094-49f3-af4b-abc77286a307", limit: 5,..}

1: "657f4836-3104-49f3-afabh-af 266a387"
p searchFields: {status: null, severity: null, type: null, date: "2825-85-87T80:27:29.236Z", email: null,..}

Preview

|s part of the response.content object and provides a representation of the data returned by the server in a
structured and human-readable format, if available.

The Preview istypically used to display parsed or structured data from the response body in a user-friendly
way, such as JSON, XML, or other formats.

This section is particularly useful for debugging APIs, inspecting returned data, or understanding the
structure of the server response.

X Headers Payloadll Preview [ Response Initiator Timing

» fitems: [{id: "418a794%9-920e-4a74-bb85-164333185583", name: "Depa”,..},..], totallocationCounts: 3
L L P 1
» items: [{id: "418a7949-929e-4a74-bb85-164333185583", name: "Depa”,..},.]

p 8: {id: "418a7949-929e-4a74-bb85-164333185583", name: "Depa”,..}
p 1: {id: "aB356dce-3e55-4b89-b36e-1753d20%aa263", name: "Test",..}
b 2: {id: : "TESTDelete”,..}

Response

The Response provides detailed information about the HT TP response sent by the server to the client
(browser) for a specific request. This section contains metadata, headers, content details, and other critical
datathat can help you understand the behavior of the server during the request-response cycle. It provides a
detailed snapshot of the server reply to an HTTP request.



Headers Payload Preview | Response § Initiator Timing

Initiator

The Initiator providesinsight into what triggered a specific HT TP request during the loading of a
webpage. It identifies the source or cause of a network request, helping devel opers understand the chain of
events that led to the request. Theinitiator also helps trace the origin of arequest and can point to the exact
line of code or resource responsible for making it.
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Timing provides a detailed breakdown of the various stages involved in processing an HTTP request and
response. It helps developers understand how long each step of the request-response cycle takes, from
initiating the connection to receiving the final response. Timing also tracks the sequence and duration of
events that occur when a browser makes a request to a server and receives aresponse. It includes detailed
metrics for DNS resolution, establishing the connection, sending the request, waiting for the server to
respond, and downloading the response data.

Troubleshooting

Internal tool to View HAR Logs
Navigate to EasyL. maSear ch > Import HAR/Saz file.
General Troubleshooting Steps

1. Openthe HARfileina.
2. ldentify failed requests (such as HTTP 4xx/5xx errors).

3. Check response times and slow-loading elements.
4. Analyze request/response headers for authentication and CORS issues.

5. Look for tracking IDs in network requests and .
6. Cross-check failures against responses if posible.

Example Troubleshooting from Tickets
Slow-loading Elements

Example:
» Control Hub istaking long time to load the Numbers for a Location
Troubleshooting:

* Reguest avideo of the issue (trying to load the numbers page for a Location)
* Request aHAR log while trying to load the numbers for alocation

1. Openthe HAR filein aHAR Viewer or browser Developer Tools.
2. |dentify the request in the Waterfall view



Elements Console Sources Network Performance Memory  Application Privacy and security Lighthouse  Recorder

ache Nothrotting ~ % | L &L

Y Filter Invert More filters All || Fetch/XHR || Dy

1,600 ms 1,600 ms 2,000 ms

3. Click in the Request that istaking long to load.
4. Review the Timing tab of the log:

5. Check response times and slow-loading elements.

6. Gather the Trackingid for that Header .

7. Open EasyLMA and search with the trackingid.

Timing Breakdown Phases Explajned|:|

Here is more information about each of the phases you can see in theTimingtab:

Queue| ng. The browser queues requests before connection start and when:
There are higher priority requests. Request priority is determined by factors such as the type of
aresource, aswell asits location within the document. For more information, read the resource
priority section of the fetchpriority guide.
- There are aready six TCP connections open for this origin, which is the limit. (Appliesto
HTTP/1.0and HTTP/1.1 only.)
- The browser is briefly allocating space in the disk cache.
Stalled The request could be stalled after connection start for any of the reasons described
in Queueing.
DNS Lookup. The browser is resolving the request |P address.
Initial connection. The browser is establishing a connection, including TCP handshakes or retries and
negotiating an SSL.
Proxy negotiation. The browser is negotiating the request with a proxy server.
Reguest sent. The request is being sent.
ServiceWorker Preparation. The browser is starting up the service worker.
Request to ServiceWorker. The request is being sent to the service worker.
Waiting (TTFB). The browser iswaiting for the first byte of aresponse. TTFB standsfor Time To
First Byte. Thistiming includes 1 round trip of latency and the time the server took to prepare the
response.
Content Download. The browser is receiving the response, either directly from the network or from a
service worker. This value is the total amount of time spent reading the response body. Larger than
expected values could indicate a low network, or that the browser is busy performing other work
which delays the response from being read.



https://web.dev/articles/fetch-priority#resource-priority
https://web.dev/articles/fetch-priority#resource-priority
https://en.wikipedia.org/wiki/Proxy_server

Resour ce Not Available

Example:

"I have enabled SNR for my user on admin control hub but | do not see the option to setup SNR number

when | log into the user.webex.com portal.

Could you please check my org and user to see why | am unable to see it on user hub?"

Troubleshooting:

1. Confirm what the user is seeing by asking for a screenshot of aworking user versus a non working user.

2. Request aHAR Log while loading the options for the user.

Next steps.

1. Open the HAR filein aHAR Viewer or browser Developer Tools.

2. ldentify requests:

2025-06-10 11:06:34.850 hittps:/fepapi-awbx2.com/apifvfusers/me

2025-06-10 11:06:34.891 hittps:/icpapi-awbx2 com/apifv1 fusers/me/settings/services

2025-06-10 11:06:34.891 https:/icpapi-awbx2.com/apifvl fusers/mefschedules

https://settings-service-awbx2.com/settings-service/apifv1 ftemplates/configur
2025-06-10 11:06:34.892 efusers/08c81214-1b85-4604-bedd-8d 139d76c543 MemplateKey=calling-end-u
ser-feature-access-template

Service Makes a Request (GET) to Know the Services of the User

GET

GET

GET

GET

200

200

200

200

UserHub_55751583-3080-4a80-b56f-
d35eaabelfla

LMA Search Global Search

UserHub_0042beac-1db5-4390-8807-
14fcdbbact46

LMA Search Global Search

UserHub_27cf2655-4b76-49b0-afa0-b
5627962000

LMA Search Global Search

UserHub_acd22 1ef-ce89-402d-8255-7
Scc5f7e8657_13

LMA Search Global Search

Calling End User Feature Access Template request (GET) the template of the services that are shown to the

user:

1. Analyze request/response headers.


https://user.webex.com/

=  Headers Response

i
“orglmplsten: |
i
“orgldT: TIIGHLAAL - - ATAT- Tl b Vebad sk
"templatelay™: “calling:erd-user: frature: stiess-Template”,
“wattingu”: |
{

“key™: Tcalling-end-user- feature-Scoese”,

“"wvalus™: {
“bargelaT: TFL_MILSRT,
“rateliag®: “FOLL_ALCESS™,
TEaetive”) TFILL _ACLNGRST,
“wvolcemadl®: “FULL_ACLESS"®,
TrallNotifyT: THD MICIRST,
“calliaining™: “PULL_BOEESS=,
"doMotlia T TFIE &IOS,
“blesklfalber1d™: “m0_aOLESS",
"pdnrdtydlert™ ] "RO_AOTESS"T,
“talllferuarding™: “FULL &D0EGL=,
'!-tlI.llI'l'l'til-IlllHI." 'HJ' SMIOESST,

H'-ﬂl-l]le:l'll'l:-li.'lll-l:II.' "FURLL ll.":E‘H-'
“connectedl Lo Bdentity™: “FULL EEEH'
"soloessd] LFanMeicaging™ "J'_i[l.'i.'ri',
“snonymcuvial s jectlon™: “TumL_ALCELS™,
"tk ra el i e il ol " | "ND_ACCESET
“nelectivelylocoptCalln=: “MO_ACCESS™,
'Hlﬂliﬂ]jﬂjﬂl.{l-lh" "W ACCESS",
“vodcemad LMol fdcationn ™ "HLNL H:-:!'.S'

HIH!EN]:I‘FIIII"MHII" '!-l}_lul:{ii-i'
“wadcemad I.llu.ltl!rbnrl-l- 'H:II_HI:I =T,

"volcess]lTrans farfusber™: “FULL_&DCESS®

name™ ! “Lalling +fd user featufe Biieid Uesplate”,
d-l*l-l:r'l-nthl'r Updating calling erad uptr featurs scesr Teaplate wettingn™,
Fank: 1,
prglemplateld™: “1ok] Bddd - 5000 -dd T~ sl - Wb T Iwdw LMD",
“oreated”: PR3 25018: 04 3. TRESEIET,
ToreatorTs T Rdldete-Gles -0 aTRT - cedd W TELLT,
“LadrMadldled™: “DRFS. 05 -FSV1E: 38 3D TRRSALD",
“laatModl i ledly™: " Rildesde-blec - J095 - 2T0F coddW I cTRICT
“afEreget icelave]®: A0,
] Taggragatioald™: TIPEREIA] - AQ5N-& LT - S0 K - S0 Nidepolabd "
|
The "No Access' means the template is hiding those options for the user.
2. You need to review the template for the ORG and turn on the Single number reach for the user to be
ableto seeitinthe User Hub.

1 [ ] ] LA
-
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Can Not Enable a Feature

Example with call recording:

When trying to enable call recording for a user, you receive an error message: "Call recording change
failed".

To troubleshoot:

1. Confirm the error by requesting the complete error message text.

2. Ask for a screenshot of the error.

3. Request aHAR log while trying to enable "Call Recording" in the user affected .

4. Openthe HAR fileinaHAR Viewer or browser Developer Tools.

5. Identify failed requests (such as HTTP 4xx/5xx errors).



post oy

Started Datetime URL Method Code Tracking 1D Error g

ATLAS 81167 162-febb-4a99-a357-d2

https:fiwap- notification-senice-a.whe?. comwpns/apiivE/natifications,search? POST 200 cTE11aT30

2025-06-10 15036927
= orghd =0T &0ckhibd-cibd-d o3 O5da- THbdcata2 9o

LMA Search Glabal Search

ATLAS_B116T162-febb-4299-2357-d2

gs-service-rwud. o ings-senvice/apii, [ onfigur

1
2025-06-10 152037216 efusers220407a-4703-40a3-6257-232d 20ceB0caincludeAliOrgTemplates=ts  GET 200 7118731
e LMA Search ) | Global Search
Ittt fepapi-rwhn2 comiapiv feustormers/DT60ebisd -cobd-4fb3-05ds- Tobdes ATLAS_B1167162-febé-4299-2357-d2
202506-10 152037217 89296efusers/422044Ta-4T93-41a3-9257-232d20ceBa features/callrecording.  GET 200 CT11aTH 2 Bicart
¥ LMA Search Glabal Search
" .
ittps:ffepapi-r.whid. com/apiiv] customeds/OT60blbd -c0b4-4Mb3-05da - Tabdee ATLAS B116T162-feb6-4299-2357-02 o0 jwalid Product: Cre
F025-06-10 152041445 92060 users/422040 7 a- 47034123 -0257-2332d2 0coBlca/foatures calliocoeding  PATCH 507 c7ia11a73 3 ating dubs point failedin  Bicart
] LMA Search ) | Global Seasch Dubber.

ATLAS_81167162-febb-4299. 2357 -d2

hitps:/fadmin-batch-service-ruwbu2.com/spiivi/customers 0769chbd-cObd- 4 00 cifan1ari s Rigart

S TAYERET 3-85da- MbdeelS2%6 fjobs

LMA Search Glabal Search

6. Look for the tracking IDs in EasyLMA.

7. With the cpapi exception, you can open aBEMS:

8. Open a BEM S with the information gathered:

e Screenshots
» Complete error Message
e TrackinglD

cpapi Exception

9. Ask in the Dubber space or to the BU team to review with the Dubber team the error:
"Error Response summary: 400: Invalid Product: Creating dub point failed in Dubber. HTTP Status. 502"

FAX Messaging

Hereisthe diagram illustrating the provisioning flow as it moves through microservices:



PATCH customers/[OrglD)/users/[CHUserID]/voicemail

L

200 OK

When troubleshooting fax messaging provisioning issues within Control Hub, it is essential to collect a
HAR trace to gather detailed insights into the nature of the problem and understand the reasons behind

provisioning failures.

When enabling the fax messaging feature, the HAR trace captures and display the relevant request from CH

POST /ocirouter/ocip

v

POST /ocirouter/ocip

to CPAPI. This captured request follows a specific format.

From the CH — CPAPI:

PATCH

A\ J

Request URL: https://cpapi-r.wbx2.com/api/vl/customers/[ Orgl D] /user /[ CHUser | D] /voicemail

TrackinglD ATLAS 4fdOefd2-fOed-4ca2-a932-16f4b0884a48_12

Post Data {
"enabled": true,
"notifications": {
"enabled": true,

"destination": "lazoclaudiafi+faxmessaging@gmail.com"

h
"sendAllCalls": {

"enabled": false
h
"sendBusyCalls": {
"enabled": true,
"greeting": "DEFAULT"
h
"sendUnansweredCalls": {
"enabled": true,
"greeting": "DEFAULT",
"maxRings’: 3

h
"transfer ToNumber™: {
"enabled": false

h
"email CopyOfMessage”: {

"enabled": true,

"emailld": "lazoclaudiafi+faxmessaging@gmail.com"

12


https://cpapi-r.wbx2.com/api/v1/customers/[OrgID]/users/[CHUserID]/voicemail

"faxMessage": {
"enabled": false,
"phoneNumber": "+ 12099193323",
"extension™: null

%,
" geStorage”: {

"mwiEnabled": true,

"storageType": "INTERNAL",

"externalEmail”: "lazoclaudiafi+faxmessaging@gmail.com”

}
To effectively track thisinformation in EasyLMA, please refer to the detailed guidance provided here:

Category: TrackinglD
Sub Category: Global
Webex Tracking ID: ATLAS 4fdOefd2-fOed-4ca2-a932-16f4b0884a48 12

Category * Sub Category *

Tracking ID Global

Webex Tracking ID *

ATLAS_4fdOefd2-f0ed4-4ca2-a932-16f4b0884a48_12

Y ou can find the logs provided here:

From the CPAPI — OCI router:

SENDING POST https://ocirouter-rialto.broadcloudpbx.com:443/ocirouter/ocip HTTP/1.1
X-BroadWorks-Target: id=10f0e34e-7a42-46e7-9bb6-993bcd638f7d; type=enterprise
X-BroadWorks-Protocol-Version: 1.0

Content-Type: application/xmi

TrackinglD: CPAPI_4fd0efd2-fOed-4ca2-a932-16f4b0884a48 12 0

OCIROUTER _4fdOefd2-f0e4-4ca2-a932-16f4b0884a48 12 0]: Rx[http] 10.71.101.37:80 -> ch3-bwks-v-
ocir01-bc SatusCode=200

From the OCI Router — WXCAS:

10.71.128.200: 37514

<?2xml version="1.0" encoding="UTF-8"?>

<BroadsoftDocument xmins="C" xmlns:xsi="https://imww.w3.0rg/2001/ XML Schema-instance"
protocol="0CI">

<externalUserldentity xmlins="">

<id>159128f9-0758-46ac-85ff-120fae29c9ed< /id>
<organizationld>10f0e34e-7a42-46e7-9bb6-993bcd638f 7d</or gani zationl d>
<role>Administrator</role>

</externalUser|dentity>

<trackingld xmins="">CPAPI _4fd0efd2-f0e4-4ca2-a932-16f4b0884a48 12 1</trackingld>
<command xmins="" xsi:type="UserVoi ceMessagingUser ModifyVoiceManagementRequest">
<userld>5849cbde-8ac7-43d6-8726-b5e0678a7904< /user | d>
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<isActive>true</isActive>

<processing>Unified Voice and Email Messaging</processing>

<voiceMessageDeliveryEmail Address> |azoclaudi afi+ faxmessagi ng@gmail.com< /voi ceMessageDeliveryEmail Add
<usePhoneMessageWaitingl ndicator > true< /usePhoneMessageWaitingl ndi cator >

< sendVoi ceMessageNotifyEmail > true</sendVoi ceMessageNotifyEmail >

<voiceMessageNotifyEmail Address> | azocl audi afi+ faxmessaging@gmail .com< /voi ceMessageNotifyEmai | Addr ess>
< sendCarbonCopyVoiceMessage> true</sendCar bonCopyVoi ceMessage>

<voiceMessageCarbonCopyEmail Address> | azoclaudiafi+ faxmessaging@gmail.com< /voi ceMessageCar bonCopyE
<transfer OnZeroToPhoneNumber > fal se</transfer OnZer oToPhoneNumber >

<alwaysRedirectToVoiceMail>fal se</alwaysRedirectToVoiceMail >
<busyRedirectToVoiceMail>true</busyRedirectToVoiceMail>

<noAnswer RedirectToVoiceMail>true</noAnswer RedirectToVoiceMail>

</command>

<command xmins="" xsi:type="UserVoiceMessagingUser ModifyGr eetingRequest20" >
<user|d>5849chde-8ac7-43d6-8726-b5e0678a7904< /user | d>

<busyAnnouncementSel ection> Defaul t</busyAnnouncement Sel ection>

<noAnswer AnnouncementSel ection> Defaul t</noAnswer AnnouncementSel ection>

<noAnswer Number OfRings> 3</noAnswer Number OfRings>

</command>

<command xmins="" xsi:type="User FaxMessagingModifyRequest">
<user|d>5849chde-8ac7-43d6-8726-b5e0678a7904< /user | d>

<isActive>fal se</isActive>

<phoneNumber>+12099193323</phoneNumber >

<extension xsi:nil="true"/>

</command>

</BroadsoftDocument>

Escalation | nformation

HAR Log File

Screenshots of Errors

Steps to Reproduce the I ssue
Timestamp of Incident

LMA logs

Please answer these questions before opening the BEM S escalation as this helps with the further
troubleshooting:

* What error do you see?

What Tracking IDs do you see?

Did you review the Tracking ID in LMA?
What do you seein LMA?

Isthis BEMSreally necessary?



