Troubleshoot Common Issueswith Certificate
Renewal in CUCM

| ntroduction

This document describes common issues after regenerate certificates in Cisco Unified Communications
Manager (CUCM) and how to resolve them.

Prerequisites

Requirements

Cisco recommends that you have knowledge of these topics:

CUCM certificate renewal process

CUCM GUI interface

Expressway servers

Device registration with CUCM process

Certificate Authority Proxy Function

Security Guide for Cisco Unified Communications Manager

Components Used

The information in this document is based on these software and hardware versions;
e CUCM version 15

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

Business | mpact

This table displays the business impact of each certificate renewal in your operation. Review the information
carefully. Renew required certificates after hours or in quiet periods, based on therisk level of each
certificate.
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Scenario 1. Phones Not Register after Call Manager, TVSand ITL
Certificate Renewal

Note: This scenario apply to deployments under CUCM mixed-mode and non-secure clusters, in
addition, appliesto the self-signed certificates and CA certificates.

When Call Manager , TVSand ITL certificates expired and they were renewed at the same time, It causes to
have all our phonesin an unregistered state thta causes a major Impact on the system, thisis an expected
behaviours as we trigger the phones to not trust in the CUCM.

Verification

1. Ensure the certificates are already expired under Cisco Unified OS Administration >Security >
Certificate Management

alinli,  Cisco Unified Operating System Administration
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2. Search by Callmanager, TVS or ITL under the filter at the top of the page and use the contains or begins
with options:
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3. The certificates must see up to date and vefiry under the Expiration column (samefor TVSand ITL
certificates)

F ks

4. Once verified everything is good after the certificate renewal, the phones are shown as
Unregistered state.

Solution

Thereis 2 options to fix the issue:

1. Perform afactory reset of the phone that allows the phone erase the currently security settings and
allow the phone to grab the new certificates

2. Update the ITL and CTL certificates from CLI on the publisher node an use the command utilsitl
reset localkey.
This step affectsall phonesincluding registered phones, make sureto perform this after hours.

. High Impact.

Scenario 2: Single sign-on does not work after Tomcat certificate
renewal



Note: This scenario can apply to deployments that uses cluster-wide or per-node agreement for
single sign-on configuration

Login within CUCM with Single Sign-on (SSO) it displays an error message “"Error while processing saml
response” or “Error while processing saml response Failed to decrypt the secret key™

Verification

1. Ensure all nodes contains avalid tomcat certificate if self-signed or contains the new multi-san tomcat
certificate associated.

2. Use set samltrace level debugin al CUCM nodesvia CLI in order to activate SSO logs on debug
level

3. Recreate the issue by login again to CUCM and use SSO method.

4. Collect Tomcat SSO logs after the incident, and verify you get this message:

2026-01-10 06:06:31,274 ERROR [http-nio-81l-exec-157] cpi.sso.saml.sp.security.authenticatio
com.sun.identity.saml2.common.SAML2Exception: Failed to decrypt the secret key.
at com.sun.identity.saml2.xmlenc.FMEncProvider.getEncryptionKey(FMEncProvider.
at com.sun.identity.saml2.xmlenc.FMEncProvider.decrypt(FMEncProvider.java:607)
at com.sun.identity.saml2.assertion.impl.EncryptedAssertionImpl.decrypt(Encryp

Solution

Export of CUCM metadata after Tomcat certificate renewa and import to the Idendity Provider Server to
ensure they have the new tomcat certificate for this communication.

Procedure to renew tomcat with SSO deployment enabled:

Caution: Techinical Assistance Center (TAC) recommends the next stepsin order to prevent any
issue after the renew of Tomcat certificate, recommend to perform this procedure after hours.

. Low Impact



1. Disable SSO in all CUCM nodes

Disabie S50
Ranew Export 5P
r::lu [.‘} [ Tomeat r.artJ D metadata

O | emonsso | 5 | g2t

» Accessto CM administration > System > SAML Single Sign-on
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» This process needs to be performed in al the rest of the nodes via GUI if per-node agreement is used.

2. Renew Tomcat certificate in CUCM cluster



NiRH ST I:> Tomcat cert I:>

nodes.
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Overall procedure to renew Tomcat multi-san certificate in CUCM cluster:

» Navigateto OS administration > Security > Certificate management.
» Select Generate CSR
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» Select Tomcat in Certificate Porpuse.
» Select Multi-SAN in Distribution.
» Ensure al nodesin the cluster are listed under Auto-populated Domains.
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» Select Generate. Ensure CSR is created in all the nodesin the cluster.

» Download the generated CSR from CUCM publisher and sign it with a Certificate Authority (CA)
server.

e Goto OSadministration > Security > Certificate management. Select Upload
certificate/Certificate chain.

» Upload CA certificates as Tomcat-trust.

* Repeat step 6 and now upload the Tomcat signed certificate as Tomcat.

» Once completed and verified all nodes have the new tomcat certificate applied, restart Tomcat service
through CL1 in all the nodes in the cluster with this command utils servicerestart Cisco Tomcat.



For more information refer to the this documentation:

* Regenerate Tomcat self-signed certificate
* Regenerate Tomcat CA-signed certificate.

3. Export Service Provider (SP) metadata

Disable 550
inall CUCM
nadas

| | [

=

e GotoCM administration > System > Single Sign-On
» Configure SSO options (In this case cluster wide on SSO mode and Use tomcat certificate on
certificate is configured as an example) then select export all metadata

M
Ll 1o

% Cluster wide (One metadata file per cluster)

Per node (One metadata ke per node)
Certificate

Use system generated seif-signed certificate (ITLRecovery)
EJ Use Tomcat certificate
*Mote: For the tomcat certificate to be used for cluster wide 55'3'.": must b 3 multi-server CA=signed or

QJ//EHIDHSMI-EW lE Exgport Al Metadatall | Updato IdP Motadata Fie Fioe Al Disablod Sorvers

» Import SP metadata to the Identity Provider (IdP) server. For more information, refer to Configure
SAML SSO on Identity Provider

4. Enable SSO in CUCM cluster

Dizable 550
Ranew Export 5P Restarn
SN - CEY

* GotoCM administration > System > Single Sign-On

» With same SSO options selected while the export of CUCM metadata, select Enable SAML SSO and
select continue.


https://www.cisco.com/c/en/us/support/docs/unified-communications/unified-communications-manager-callmanager/214231-certificate-regeneration-process-for-cis.html#toc-hId--24706933
https://www.cisco.com/c/en/us/support/docs/unified-communications/unified-communications-manager-callmanager/217138-regeneration-of-cucm-ca-signed-certifica.html#toc-hId--1462769849
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cucm/SAML_SSO_deployment_guide/15/cucm_b_saml-sso-deployment-guide-release-15/cucm_m_saml-sso-configuration-1251.html#task_6BFEE8DE6F8758477DF7DAD3E43A07D6
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cucm/SAML_SSO_deployment_guide/15/cucm_b_saml-sso-deployment-guide-release-15/cucm_m_saml-sso-configuration-1251.html#task_6BFEE8DE6F8758477DF7DAD3E43A07D6

SAML Single Sign-0On

550 Mode
@) Ciuster wide (Cne metadats file per cluster)
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Certificate
) Use system generated seif-signed certificate (ITLRecovery)
W |se Tormcat cerificate
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g Enatie SAML 550 | ) Export /Al Matadata | Update idP Metodata Fée  Fix All Disabled Server

ih Web semver connections will be restated

Ersalaling S50 and Enporting the metadata will cause wel serdoes. (o nestat upon completion of the
wizard, Al afected web applications will drop thelr connection momentanily and need to be kegged intoe
again.

@ Click "Exgort Al MeLadala®™ buttan

Ef the server metadata has not already been uploaded to the 1dF, it can b= done belore nanning the
wizard. You can obdain the server metadata by cicking the "Export AN Metadata®™ batton on the main
P, Thetr g 1o thir [P amd upload the file.

IF 109 s provisioned with duster-wide 5P meatdats, you need 1o enable cluster-wide SAML S50, IF 1DF s
provisdonsd with per-node SP metsdsts, you need 1o enable per-node SAML S50,

Continse || Cancel

* If cluster-wide, this step is available to check multi-san certificate in all the nodes, select Test for
multi-server tomcat certificate. once completed, select Next.

SAML Single Sign-0On Configuration
) e
- Status

@s:am: Ready

- Test for Multi-Server tomcat certificate
The criteria for enabling clusterwide S50 is that you must have a multiserver tomcat certificate already deployed. If you have not done this already please follow the below steps:

1) Login to Cisco Unified 05 Administration Fage and Bavigate to Certificate Management under Secusity Menu

2) Click on Generate CSE

3) Select Cartificate Purpose as Tomak

4} Salect Distritiathon as “Mili-Senag

5) Click Generate

6) Download the CSR and get it signed from the CA of your chodoe

7)) Once th certificate i ssued By the CA, upload it via the “Upload Certificage’ Certificabe chain®™ opticn on the Cemificabe Management page
B) Restan Tamcal service on all the nodes in the chuster

) Restat TFTP seérvice o all the TFTP fdded in the cluster

For self-gigned Mulli-senser tomcal certificate:

1} Loghn to Ciico Unified OF Administration Page and Navigste te Cenificite Management under Security Menu
2} Click on Generste self signed Muli-sarver tomeat certificate

3) Select Certificate Purpose a5 Tomcat

4 Select Distributhon a5 “Muli-Sereer™

%) Click Generate

&) Restart Tomcat service on all the nodes In the custer

7) Restart TFTP service on all the TFTP nades in the cluster

If the abowe steps have been completed, click Test below which will confiem il the maulti-server tomcat certificate is deployed bedone pro0neding to the next stage
Test for Multi-Server tomcat certificate

Haxt | cancel |




» Upload IdP metadata, select Import |dP M etadata and once compl ete, select Next

SAML Single Sign-0On Configuration
W Next

rStatus

@ Status: Ready

J Import succeeded for all servers

rImport the IdP Metadata Trust File
This step uploads the file acquired from the IdP in the previous manual step to the Collaboration servers,

1)Select the IdP Metadata Trust File
No file chosen

2} Import this file te the Collaboration servers
This action must be successful for at least the Publisher before mowving on to the next task in this wizard.

I Import IdP Metadata I Q’_';? Import succeeded for all servaers

Mext || Cancel |

e On Test SSO Setup select an user with Standard CCM Super User s group assigned, and select Run
SSO Test until get success.

SAML Single Sign-0On Configuration
L L

rStatus

13 The server metadata file must be installed on the [dP before this test s run.

rTest S50 Setup
This test verifies that the metadata files are comectly configured and will allow S50 to SLart up on the Servers. This D51 can be run on any

1)Pick a valid username to use for this test

You must already know the password for the selacted usermame.
Thit user must have sdministrator rights and also exist in the LdP.

':'!' Phease use one af the Ussrnames shown below. Using any other Username to log into the [P may result in administrator lockout.

Z)Launch 550 test page

Run 550 Test...

Back  Cancel




m Test SAML - Google Chrome

2 Mot secure https /1 5pub

SSO Test Succeeded!

Congratulations on a successful SAML SSO configuration test. Please
close this window and click "Finish" on the SAML configuration wizard
to complete the setup.

Close |

4. Restart required services after SSO enabled.

Expit SP Rastart

* Enablement of SSO restart the tomcat service.

Disable 530
Tomcat cert

maﬂl CUCM [:}‘ FLanuw

SAML Single Sign-On Configuration
‘ Back ’ Finish

- Status

\/ SS0 Metadata Test Successful

~Ready to Enable S50

Clicking "Finish™ will complete enabling S50 on all the servers in this cluster. There will be a short delay while the applications are being updated.

!'j The "Cisco SSOSP Tomcat™ and "Cisco UDS Tomcat® services will be restarted on all nodes in the cluster if the S50 mode is "Cluster wide®. Otherwise, those services will be restarted on a particular node.

To verify the SSO status of each server, check the main SSO Configuration page.
Additional testing and manual uploads may be performed from the main page if neccessary.

Back | Finish | Cancel

However, TAC recommend to restart Tomcat (utils servicerestart Cisco Tomcat) and UDS Tomcat (utils
servicerestart CiscoUDSTomcat) service manually in al the nodes after SSO enablement process.

Scenario 3: Mobility and Remote Accessregistration issues after
certificate renewal




Webex app unable to register with CUCM via Mobility and Remote Access (MRA) after Call manager,
Tomcat and Expressway C certificates renew on mixed-mode deployments.

Verification

1. CUCM Call manager and Tomcat certificate are CA signed certificates.

2. CUCM and Expressway deployment runs on mixed-mode (TLS).

3. inspect Expressway-C logs shows "SSL routines:ssl3 read bytes:tlsvl aert unknown ca'.
<#root>

2026-01-29T14:01:16.974-05:00 exp-c traffic_server[2030]: UTCTime="2026-01-29 19:01:16,974" Module
HTTPMSG:

|GET /CSFmarcoalh.cnf.xml HTTP/1.1

Host: expc.cisco.com:6972

Accept: */*

Cookie:<CONCEALED>

User-Agent: WebEx/0.0.0.0

TrackingID: fxxxxxxx-86f6-4030-8259-0b768c07723e

Client-ip: XXX.XXX.XXX.XXX

X-Forwarded-For: xxx.xxx.XXx.xxx, 127.0.0.1

Via: https/1.1 vcs[0fxxxxxx-c853-xxxx-aal6-0a290bf56fc8] (ATS), http/l.1 vcs[5xxxxxxx-7feb-4xxx-¢

2026-01-29T14:01:16.974-05:00 exp-c traffic_server[2030]:[ET_NET 1]ERROR:SSL connection failed for

SSL routines:ssl3 read_bytes:tlsvl alert unknown ca

Solution

Export and import certificates between CUCM and Expressway-C to ensure trust relation.

Caution: TAC recommend to perform this after hours as this procedure requires services restart.
Business Impact is

Medium Impact.

1. Procedure to complete trust relation between CUCM and Expressway with CA signed certificates

Export EXP-C Restart services
[> certificates & |:> in CUCM
Import to CUCM cluster.




Navigate to OS administration > Security > Certificate management and download the root CA
certificate and intermediate (if any) that signs Call Manager and Tomcat certificate.

L"':-L Genersts Self.signed Ga Upbaad Certifeste Certicate char éi Dowriaad CTL Lg__!_. Generate CSR Lgi Downlosd CSR L?_._L_. Reuts Certficats

Status
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Find Certificate List where | Certificate ¥ | beging with ¥ [ealimanager Find || Clear Filter | op || =
Select item or enter search text ¥
Cartificats * Ceenrmen Nama/Comman Narma_SerislNurmber Usage Tipa ,&"': Digtribution Tasused By
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CallManager-
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CallManager- TEecn- Trust self-  RSA 1766-ca-1 [ S
trust & ] ¥l z signed

Then navigate to Expressway-C > Maintenance > Security > Trusted CA certificate and upload the CA
certificate of Call Manager and Tomcat certificate.

Maintenance
Upgrade
| Logging
Smart licensing

Email Notifications
Tools »

——
1
1

[Trusted CAcettfcats|

Backup and restore Server certificate

Diagnostics » CRL management

Maintenance mode Client certificate testing

Language Certificate-based authentication
configuration

Restart oplions

: — Secure traversal test
| Choose File | No file ct

Ciphers

SSH configuration

[ Upload

| Select the file containing trusted CA certificates Choose File | No file chosen i




Trusted CA certificate Vou are hese: Lanisnascs
ol File uploaded. CA coriieats e uphodded File conbesty - Cortifieates 1, CRLS 0

N (epadend |

iif

Tohca Ltchasy Issuer Fab 09 2008

p— [ ] —— 29 2028

Cartdcate

Show all idecoded]|  Smow all (PEM Sej| [ | Select al| Linseiec o]

Note: In scenarios with Call Manager and Tomcat certificate as self-signed, download the actual
Cadll Manager and Tomcat certificate and upload it to Expressway.

i

certificates & certificates & in CUCM
import in EXP-C cluster.

Import to CUCM

Export CUCM : Export EXP-C E> [Restan services

L

Navigate to Expressway-C > Maintenance > Security > Trusted CA certificate > Show all (PEM file)

Trusted CA certificate

() Certificate B oscRveER-CA

Show all (decoded)| Showall{FEMﬂe}ll Delete| Selectall| Unselect ail

Copy the PEM value of the CA certificate that signs Expressway-C and save it in atxt file.



expcert.pem - Notepad

File Edit Format View Help

N BEGIN CERTIFICATE-----
MIIDdzCCAl+gAwIBAgIQFBGTWjxDrplBSNgcCLcOFTANBgkghkiGO9w@BAQsFADBO
MRUWEWYKCZImiZPyLGQBGRYFbGYjYhwxFzAVBgolkialk/IsZAEZFgdicm9gZWRh

jsFtVBS1DORel61KUSgbIHS19Qwb(xZHxd4a
————— END CERTIFICATE-----

Navigate to OS administration > Security > Certificate management and select Upload
Certificate/Certificate Chain and upload the expressway-C CA cert as Tomcat-trust and Call Manager-

trust

Show = Settings + Security + Software Upgrades + Services + Help «=

Download

|

—_— e .

é} Generate Self-signed L I:J Upload Certificate/Certificate chain I QJI'

82




Eéi Upload [ﬂ Close

—Status

®Warning: Uploading a cluster-wide certificate will distribute it to all servers in this cluster

—Upload Certificate/Certificate chain

Certificate Purpose* | CallManager-trust o |I

Description{friendly name)

Upload File | Choose File | expcert.pem

Upload || Close |
| —

certificates & certificates &

Export CUCM |:> Export EXP-C
import in EXP=-C Import to CUCM

Restart required servicesin CUCM cluster:

» Navigate to Cisco Unified Serviceability > Tools > Control Center - Feature Services and
restart Cisco CallManager servicein all the nodes that runsiit.

» Navigate to Cisco Unified Serviceability > Tools > Control Center - Feature Services and
restart Cisco TFTP service in al the nodes that runsiit.

* Restart Tomcat servicein al the nodes in the cluster via CLI with the command utils servicerestart
Cisco Tomcat.

» Restart Cisco HAproxy servicein all the nodesin the cluster via CL1 with the command utils service
restart Cisco HAProxy.

Scenario 4: Renew of Certificate Authority Proxy Function
certificate cause

Scenario 4.1: 802.1x authentication failed

Phone do not authenticate with ASA after regenerate Certificate Authority Proxy Function(CAPF)
certificate on CUCM publisher.

Verification



1. Phone status messages shows "802.1x Authentication: Failed"

12:12:36p S02.1X Authentication: Failed
12:12:57p 802.1X Authentication: Failed
12:13:33p 802.1X Authentication: Failed
12:14:11p S02.1X Authentication: Failed
12:14:48p 802.1X Authentication: Failed
12:15:32 802.1X Authentication: Failed

12:16:08 802.1X Authentication: Failed

2. Inspect phone logs of affected server and find "SSL_ERROR_WANT_READ"
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Solution
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(349-349) PAE: -Secure Connection Handshake in progress - status SSL_ER
(349-349) PAE: -EV_REQUEST_REC, ST_AUTHENTICATING->ST_AUTHENTICATING

(349-349) PAE: -send EAP-Resp/TLS - 1id 9

(349-349) PAE: -authWhile timer set: 30 sec

(349-349) PAE: -[0001-0] 08-cc-a7-1c-bb-ae vid=0xfff=4095 static=0 pri=
(349-349) PAE: -port=0

(349-349) PAE: -cprCdpGetPort address: 8:CC:A7:1C:BB:AE Phyport=0 app
(349-349) PAE: - >>>>>>>>>>>>> port obtained = 0 for mac macAddress 08:
(349-349) PAE: -rcvd EAP-Failure

(349-349) PAE: -EV_FAILURE, ST_AUTHENTICATING->ST_HELD

(349-349) PAE: -802.1X auth FAILED

(349-349) PAE: -paeInfoToIlnetd: PAE info sent to NETSD

(1786-1880)
(1786-1880)
(1786-1880)
(1786-1880)
(1786-1880)
(1786-1880)

JAVA-Calling handleNetSDEvent
JAVA-Thread-11|cip.sec.Security:? - Security: Received a pr
JAVA-openQue(): que->/tmp/pae_msg_que, key->0x101019ab
JAVA-openQue(): que->/tmp/pae_rsp_que, key->0x10101lc4c
JAVA-getpaeinfo: send pae info message paeCmd.mtype=1880, p
JAVA-getpaeinfo: recv pae info resp ret=-1, errno=No messag

(349-349) PAE: -paeInfoToInetd: Netsd event NETSD_EV_PAE sent to NETSD
(349-349) PAE: - PAE RE-AUTH, not sending SEC_DOWN Netsd event for CDP
(349-349) PAE: -paeSetlLastSupStatus: LastSupStatus 0

(349-349) PAE: -heldWhile timer set: 60 sec

(349-349) PAE: -paeNetsdRcvMsg(349): PAE event: status: FAIL : Resource

Download the CAPF certificate from CUCM publisher and upload to the authentication server, bypass
802.1x to allow registration and install LSC certificate on affected phones.

Scenario 4.2: Phones not register with CUCM that uses security profileon TLS mode.

Phones show "Phone isregistering” after regenerate CAPF certificate on CUCM publisher.



Verification

1. Affected Phones contains security profile with TLS mode enabled.
~Phone Security Profile Information

Product Type: Cisco 8845

Device Protocol:  SIP

Name* Cisco BB45 - Secure profile |
Description Cisco 8845 - Secure profile J

Monce Validity Time™* :ﬁuu ]

Device Security Mode | Encrypted w
Transport Type* LTLS . ]
[JEnable Digest Authentication

B TFTP Encrypted Config

[ Enable GAuth Authentication

2. Affected phones have L SC certificated installed.
3. Ensure CAPF certificate is up to date.

| Certificate List (1 - 15 of 15}

Firud Caetificate List whvers | Cortificate | meging wan | carr Fired || Clear Filter | 9 | =
Select il o enber seprch lext
Cartificats * (COTITOn NS COMITION Name_Senalumisr Lage Type .:r"' CRstFRULAON e By Enparation
CAPF CAPF-Obcl 7206 Identity  Seif- RSA  emi5 tiseo.com CAFF-DbC1 7206 10/04/2028
sigreed

4. Login to CUCM publisher and use the command show ctl that shows old CAPF certificate serial

number.
5. Then change the phone security profile to non secure.

Solution
Regenerate CTL file on CUCM and restart required services to ensure phones gets the new CTL file with

CAPFfile.

Caution: TAC recommend to perform this after hours as this procedure requires services restart.
Business Impact is

Medium Impact.

Procedure to ensure renew of CAPF sucessfully.

| Rastart Changa Install naw Change
UHIHGIL )| requiea |[»| phonets |LC>| LSCin | [ |Phone profie
| SEndices Mon- Secung phone 10 Secure




admin:utils ctl update CTLFile
This operation will update the CTLFile. Do you want to continue? (y/n): vy

Updating CTL file
CTL file Updated
Please reset all Encrypted and Authenticated phones for the CTL file updates to take effect.

Update CTL file after CAPF regeneration. Log into the CLI of the Publisher and enter the command utils
ctl update CTLFile.

-

Change Install new Change
um'}:ﬁ Q phone to E:} LSC in E:} Phone profile
( nON=Secure phone 0 secure

1. Navigate to Cisco Unified Serviceability > Tools> Control Center - Feature Servicesin CUCM
publisher and restart CAPF service.

2. Navigate to Cisco Unified Serviceability > Tools > Control Center - Network Services and
restart Cisco Trust Verification Servicein al the nodes that runsiit.

3. Navigate to Cisco Unified Serviceability > Tools > Control Center - Feature Services and
restart Cisco TFTP Servicein al the nodes that runsit

i

] ( Ristart ] 'ﬁ'ﬁﬂi Irstall rees Chanpi
Updtte CTL | T3 | requied | > INECESSIEIM [ [ LsCin | ) | Phone profie
N SEMVICES MON-S8CHE phone 10 SBCUMe

* Navigateto CM administration > System > Security > Phone Security Profile.

Systam » | Cal Rouling =  Moda Roscurces »  Advanced Featores +  Duavice »
Cizco Unified CM
Cimco Unified CM Group configured a direct dial 911
Presance Redundancy Groups
Prezng NTP Rolorgncs

DateTime Growp ons Paging Is not configure
BLF Presance Gooup

p device is configured. This

Resgion Inrmaton ¥
Dervice Pool

Droricn Moty k
DHCP ¥

Il, disk 1t 110Ghytes, 8192 Mbyt

LOAP ¥
SAML Single: Sign-0mn
Cross-Ongn Resourcs Shadrg

{CORE)

Lscation Info p [0 miércoles 4 de marzo de 2026 15H1-
WLPP b i Ine.

Praysical Lecation

SRST bres and is subject to United Siates and

with LS, and lgcal lws, retusn Ehis pre
Enberpriss Paremebers

| erypiographic products may be found a
Enderprise Phone Configuration . ¥

Socvic Pi munications Manager please visit our Uy
Sacury b ceniteste

Applcaton Server I Phisng Security Profia

Licerrsing X 59 Trunk Security Profie
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» Copy the current phone security profile assigned to the required phones.

o s (Tt o gl o S

[
| g e (5230038 o - ]
pE——— e
- Oy
e Bl Swcers arafin Covan #4845 - Sacers profie

» Change Name and Device Security Mode to Non Secur e and select Save and Apply Config to apply
this change to al the required phones.

Phone Sacurity Profile Configuration

B

Phane Security Profile Infor
g Clacn A4S

SIF

Name Cisco 8845 - non Secure profile

Descripbion Cisco BE4S - Seoure profile

Neeice Validity Tiene® [gon

Dewice Security Mode | Mon Seoure "

Transport Type* TCP

|| Enatile Digest Authenticaticn

1 7FTe Encrypted Canfig
Enable DAuth Authentication

r Phane Sacurity Profila CAPF Informats
Authentication Mode® By Null Saring
Ky Order™ | RSA Only
R4 Key Size (Bits)® | 2048

EC Key Sipe [Bits) .
Note: These fields are related to the CAPF Information settings on the Phone Configurat

A RYIK

P ters used in Phone
SIF Prioe Port* (sps0 |

Save | [ Delete | [ Copy | [ Reset | [ Appiy Condig | [ add New

» Apply the created Device Security Profile to required phones configuration, select Save and Apply

Config.

= Praotocol Specific Infermation
Packet Caplure Mode® [ Hene hd
Packet Capture Duration [o
BLF Presence Group® | Standard Presence group b
LSLF Dial Rules [q Mone = |
MTF Preferred Originating Codec® 711yl w
Device Security Profile® Iimm BE45 - non Secure profike w |
Rercuting Caling Search Space | = None = |
SUBSCRIBE Calling Search Space [« Nong » 2
SIP Profile® [ Standard 51F Profite | Wiew Detalts
Digiest User | = Mone > b

[_IMedia Termination Peint Required
[Cunattensed Part
[ Require DTHF Reception




Restart Change Install newr Change
Up-dulu CTL b -
Ol required » |  phone o > LSC in [ | Phone profile
[ ‘ SENViCes ‘ ‘ nGn-Secure phone o Secure

Use CAPF information section in device configuration of affected phonesto install LSC certificate in the
required phones.

* In CAPF information, select I nstall/Upgrade in Certificate Operation.

rCartification Authority Proxy Function (CAPF) Information
Certificate Operation® [Install/Upgrade ]
Authentication Mode* [ By Null String |
Authentication String

Hey Order® [ RSA Oniy ~|
RSA Key Size (Bits)* (2048 ~|
EC Key Size (Bits) o
Operation Compdetes By 2026 |[03 | (14 |12 | (¥vvv:MM:DO:HH)

Certificate Operation Status: None
Mote: Security Profile Contains Additicnal CAPF Settings.

» Select Save and Apply Config.
» Wait until Certificate Operation Status shows Oper ation completed.

| Change Irestall ne Change
Updata CTL
mmllrud Cr| phoneto » L5C in ) Fhone profile
‘ fle J { senvices ‘ N =SECUre { phone ] 1o secura

In Protocol Specific Information section on Phone Configuration, select the Security profilewith TLS
enabled that was created.

~Protocol Specific Informatio

Packet Capture Mode* | Hone ~|
Packet Capture Duration 'n

BLF Presence Group* (Standard Presence group >}
SIP Dial Rules < Mone > i |
TP Preferred Originating Codec™® J g .
Device Security Profile™ Cisco 8345 - Secure profile e
Rercuting Calling Search Spate | < None > =
SUBSCRIBE Calling Search Space [< None > |
SIP Profile® [ Srarard S1F Prodile ~ | Migw Details
Digest User < Mone = ~|




QS;!H xmu [_'L‘:lmp_.- %mm & Aeply Config Ial}:mrlaw

—Phone Security Profile Information

Product Type: Cisco BB4S5
Device Protocel:  SIP
Mame*

| Cisco B845 - Secure profile |

Drescription | Cisco B84S - Secure profile |
MNonce Validity Time® |_5|;u;| J
Device Sacurity Mode | Encrypted ~|
Transport Type ® [T ~]

[ Enable Digest Authentication
& tere Encrypted Config
) Enable OAuth Authentication

Related | nfor mation

* https.//www.cisco.com/c/en/us/support/docs/ unified-communi cations/unified-communi cations-
manager-callmanager/214231-certificate-regeneration-process-for-cis.html

* https.//www.cisco.com/c/en/us/support/docs/ unified-communi cations/unified-communi cations-
manager-callmanager/217138-regenerati on-of -cucm-ca-signed-certifica.html

* https://www.cisco.com/c/en/us/'support/docs/content-networking/certificates/213295-how-to-install -
an-Isc-on-a-cisco-ip-phon.html

 https://www.cisco.com/c/en/us/td/docs/voice ip_comm/expressway/config_quide/X15-
2imralexwy _b_mra-deployment-guide-x152.html
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