Configure CUCM for Secure LDAP (LDAPS)
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| ntroduction

This document describes the procedure to update CUCM connections to AD from a non-secure LDAP
connection to a secure LDAPS connection.

Prerequisites

Requirements

Cisco recommends that you have knowledge of these topics:

* AD LDAP Server
* CUCM LDAP Configuration

* CUCM IM & Presence Service (IM/P)
Components Used

The information in this document is based on CUCM release 9.x and higher.

The information in this document was created from the devices in a specific lab environment. All of the



devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

Background I nformation

It isthe responsibility of the Active Directory (AD) Administrator to configure AD Lightweight Directory
Access Protocol (LDAP) for Lightweight Directory Access Protocol (LDAPS) . Thisincludes the
installation of CA-signed certificates that meet the requirement of an LDAPS certificate.

Note: Seethislink for information in order to update from non-secure LDAP to secure LDAPS
connectionsto AD for other Cisco Collaboration Applications: Software Advisory: Secure LDAP
Mandatory for Active Directory Connections

Verify and Install LDAPS Certificates

Step 1. After the LDAPS certificate has been uploaded to the AD server, verify that LDAPS is enabled on
the AD server with the Idp.exe tool.

1. Start the AD Administration Tool (Ldp.exe) onthe AD server.

2. On the Connection menu, select Connect.

3. Enter the Fully Qualified Domain Name (FQDN) of the LDAPS server as the server.
4. Enter 636 as the port number.

5. Click OK, as shown in theimage


https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cucm/trouble/12_5_1/fieldNotice/cucm_b_fn-secure-ldap-mandatory-ad.html
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cucm/trouble/12_5_1/fieldNotice/cucm_b_fn-secure-ldap-mandatory-ad.html
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For a successful connection on port 636, RootDSE information prints out in the right pane, as shown in the
image:



Connection Browse View Options Utilities Help
LOAP_OPT_PROTOCOL_VERSION, 3);

% Error 0 = idap_connect(hLdap, NULL);
Error 0 = ldap_get_option(hLdap LDAP_OPT_SSL,(void*)&iv});
Host supports SSL, SSL cipher strength = 256 bits
Established connection to WIN-H2Q7451U39P .com.
Retrieving base DSA information...
Getting 1 entries:

configurationNamingContext:

CN=Configuration,DC= ,DC=com;
currentTime: 4/2/2020 10:40:55 AM Central Daylight Time;
defaultNamingContext: DC= NC=com;
dnsHostName: WIN-H2Q74S1U38P com,
domainControllerFunctionality: 6 = ( WIN2012R. );
domainFunctionality: 6 = { WIN2012R2 );
dsServiceName: CN=NTDS Settings, CN=WIN-

H2Q7451U39P,CN=Servers,CN=Default-First-Site-

Name, CN=5Sites, CN=Configuration, DC=

m,
forestFunctionality: 6 = ( WIN2012R2 ;
highestCommittedUSN: S00892;
isGlobalCatalogReady: TRUE;

v imahrani=ad: THHIC-

Repeat the procedure for port 3269, as shown in the image:
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supportedSASLMechanisms (4): GSSAPL GSS-SPNEGO;
EXTERNAL; DIGEST-MDS;

0x0 = Idap_unbind(id);
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For a successful connection on port 3269, RootDSE information prints out in the right pane, as shown in the
image:
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d = idap_sslint("WIN-H2Q7451U38P .com”, 636, 1), A
Error 0 = ldap_set_option(hLdap,
LDAP_OPT_PROTOCOL_WVERSION, 3);

Error 0 = ldap_connect(hLdap, NULL);
Error 0 = ldap_get_option(hLdap,LDAP_OPT_SSL, (void*)&lv);
Host supports SSL, SSL cipher strength = 256 bits
Established connection to WIN-H2Q7451U39P - LCom.
Retrieving base DSA information...
Getting 1 entries:
configurationNamingContext:
CN=Configuration,DC=network218 DC=com;
currentTime: 4/2/2020 10:40:55 AM Central Daylight Time;
defaultNamingContext: DC=network218,DC=com;
dnsHostName: WIN-H2Q7431U39P _ - .com;
domainCaontrollerFunctlionality: 6 = ( WIN2012R2 );
domainFunctionalty: 6 = ( WIN2012R2 );
dsServiceName: CN=NTDS Settings, CN=WIN-
H2Q7451U39P,CN=Servers,CN=Default-First-Site-
Name,CN=Sites, CN=Configuration,DC= ,DC=co
m;
forestFunctionality: 6 = ( WIN2012R2 );
; hichestCommittedlISN° 500892
Ready NUM

Step 2. Obtain the root and any intermediate certificates that are part of the LDAPS server certificate and
install these as tomcat-trust certificates on each of the CUCM and IM/P publisher nodes and as
CallManager-trust on the CUCM publisher.

The root and intermediate certificates that are part of an LDAPS server certificate,
<hostname>.<Domain>.cer, are shown in the image:
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%] Documents — - . -
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Navigate to CUCM publisher Cisco Unified OS Administration > Security > Certificate Management.
Upload root as tomcat-trust (as shown in the image) and as CallM anager -trust (not shown):
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Upload intermediate as tomcat-trust (as shown in the image) and as CallM anager -tr ust (not shown):
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%ﬁ Note: If you have IM/P serversthat are part of the CUCM cluster, you also need to upload these
certificates to these IM/P servers.

% Note: Asan aternative, you can install the LDAPS server certificate as tomcat-trust.

Step 3. Restart Cisco Tomcat from the CLI of each node (CUCM and IM/P) in clusters. Additionaly, for
the CUCM cluster, verify that the Cisco DirSync service on the publisher node is started.




In order to Restart the Tomcat service, you need to open a CLI session for each node and run the command
utilsservicerestart Cisco Tomcat, as shown in the image:

. Command Line

Step 4. Navigate to CUCM publisher Cisco Unified Serviceability > Tools > Control Center - Feature
Services, verify that the Cisco Dir Sync service is activated and started (as shown in the image), and restart
the Cisco CTIManager service on each nodeif thisis used (not shown):
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Status:
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Select Server
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Performance and Monitoring Services

Service Name Status: Activation Status Start Time Up Time
Cisco Serviceability Reporter Started Activated Fri Nov 8 09:30:34 2019 146 days 00:27:49
Cisco CallManager SNMP Service Started Activated Fri Nov & 09:30:36 2019 146 days 00:27:47

Directory Services
Service Name Status: Activation Status Start Time Up Time
= Cisco DirSync Started Activated Wed Mar 25 12:17:13 2020 7 days 22:41:10

Configure Secure LDAP Directory

Step 1. Configure the CUCM LDAP Directory in order to utilize LDAPS TLS connection to AD on port



636.

Navigate to CUCM Administration > System > L DAP Directory. Type the FQDN or the | P addr ess of
the LDAPS server for LDAP Server Information. Specify the LDAPS port of 636 and check the box for Use
TLS, as shown in the image:

LENEELRLY Cisco Unifi Administraticn - m

Logout

wlinln  Cisco Unified CM Administration
CISCQ  for Cisco Unified Communications Solutions

admin Search D mentation Abaut

System ¥ CalRouting » Media Resources »  Advanced Features = Devics » *  User » Buk *  Help >

LDAP Directory LTS EEY Back to LDAP Directory Find/List ~ | Go |
() sove I oete [ conr By peromFursynchiow i Acatew

rGroup Information

User Rank* [1-Default user Rank ~]
Access Control Groups

Add to Access Control Group
Remove from Access Control Group

Feature Group Template [ < None = ]
Warning: If no template is selected, the new line features below will not be active.

Apply mask to synced telephone numbers to create a new line for inserted users
Mask

Assign new line from the pool list if one was not created based on a synced LDAP telephone number
Order DN Pool Start DN Fool End

Add DN Pocl

FLDAP Server Inf
Host Hame or IP Addréss for Server® LDAP Port® UseTLS

[szs__ | E&

Note: By default, after versions 10.5(2)SU2 and 9.1(2)SU3 FQDN configured in LDAP Server
Information are checked against the Common Name of the certificate, in case the IP address is used
instead of the FQDN, the command utils|dap config ipaddr isissued to stop the enforcement of
FQDN to CN verification.

Step 2. In order to complete the configuration change to LDAPS, click Perform Full Sync Now, as shown
in the image:
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Step 3. Navigate to CUCM Administration > User Management > End User and verify that end-users are
present, as shown in the image:
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|| gsiagy 2183 Gwen Stacy gstacy @ ~Com Active Enabled LOAP Synchronized User 1

[ hesborn 2182 Harry Gsbarn hasborn@ “cam Active Enabled LDAP Synchronized User 1
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Step 4. Navigate to ccmuser page (https://<ip address of cucm pub>/ccmuser) in order to verify that the
user log inis successful.

The ccmuser page for CUCM version 12.0.1 looks like this:

Cisco Unified Communications

Self Care Portal

The user can successfully log in after LDAP credentials are entered, as shown in the image:
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Configure Secure LDAP Authentication

Configure CUCM LDAP Authentication in order to utilize LDAPS TL S connection to AD on port 32609.

Navigate to CUCM Administration > System > L DAP Authentication. Type the FQDN of the LDAPS
server for LDAP Server Information. Specify the LDAPS port of 3269 and check the box for Use TL S, as
shown in the image:
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Note: If you have Jabber clients, it is recommended to use port 3269 for LDAPS Authentication,
since Jabber timeout for log in can occur if a secure connection to the global catalog server is not
specified.

Configure Secure Connectionsto AD for UC Services

If you need to secure UC services that utilize LDAP, configure these UC servicesto utilize port 636 or 3269
with TLS.



Navigateto CUCM administration > User Management > User Settings > UC Service. Find Directory

Service that pointsto AD. Type the FQDN of the LDAPS server asthe Host Name/IP Address. Specify the
port as 636 or 3269 and protocol TL S, as shown in theimage:
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Note: The Jabber client machines aso need to have the tomcat-trust LDAPS certificates that were
installed on CUCM ingtalled in the certificate management trust store of the Jabber client machine
in order to allow the Jabber client to establish an LDAPS connection to AD.

Verify

Use this section to confirm that your configuration works properly.

In order to verify the actual LDAPS certificate/certificate chain sent from the LDAP server to CUCM for the
TLS connection, export the LDAPS TL S Certificate from a CUCM packet capture. Thislink provides

information on how to export a TLS certificate from a CUCM packet capture: How to Export TLS
Certificate from CUCM Packet Capture

Troubleshoot
Thereis currently no specific information available to troubleshoot this configuration.
Related Information

» Thislink provides access to a video that walks through the LDAPS configurations. Secure LDAP
Directory and Authentication Walkthrough Video

e Technical Support & Documentation - Cisco Systems



https://www.cisco.com/c/en/us/support/docs/unified-communications/unified-communications-manager-callmanager/215438-how-to-export-tls-certifcate-from-cucm-p.html
https://www.cisco.com/c/en/us/support/docs/unified-communications/unified-communications-manager-callmanager/215438-how-to-export-tls-certifcate-from-cucm-p.html
https://www.youtube.com/watch?v=atQuRZv7g2E&quot;%20target=&quot;_self
https://www.youtube.com/watch?v=atQuRZv7g2E&quot;%20target=&quot;_self
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav

