Navigate Client EKU Sunset with Expressway
x15.5

| ntr oduction

This document describes navigating the client EKU sunset with Cisco Expressway x15.5.

Background I nformation

Digital certificates are electronic credentials issued by trusted Certificate Authorities (CAs) that secure
communication between servers and clients by ensuring authentication, data integrity, and confidentiality.
These certificates contain Extended Key Usage (EKU) fields that define their purpose:

» Server Authentication EKU (id-kp-server Auth is used when a server presents its certificate to
prove identity.

* Client Authentication EKU (id-kp-clientAuth) isused in mutual TLS (mTLS) connections where
both parties authenticate each other.

Traditionally, a single certificate could contain both Server and Client Authentication EKUs, alowing it to
serve dual purposes. Thisis particularly important for products like Cisco Expressway that act as both server
and client in different connection scenarios.

Problem Definition

Chrome Root Program Policy Change

Effective June 2026, the Chrome Root Program Policy restricts Root Certificate Authority (CA) certificates
included in the Chrome Root Store, phasing out multi-purpose roots to align al public-key infrastructure
(PKI) hierarchiesto serve only TL S server authentication use cases.

Key Policy Requirements

» Public Root CAs must assert Extended Key Usage (EKU) ONLY for Server Authentication (id-kp-
serverAuth).

* Including Client Authentication EKU in these certificatesis prohibited.

* No more mixed-use root CAsfor public server TLS certificates.

» Enforcement Timeline: June 2026



Public CA Response Timeline

» October 2025: Many public CAs (DigiCert, Sectigo, SSL) began issuing server-only certificates by
default.

* May 2026: Public CA servers stop issuing Client Authentication EKU certifications

» June 2026: Chrome Root Program Policy becomes fully effective

Note: This policy applies only to certificates issued by public CAs. Private PK1 and self-signed
certificates are not affected by this policy.

If you are interested in reading about impact of sunsetting of client EKU on Expressways, refer to Prepare
Expressway for Client Auth EKU Sunset in Public CA Certificates.

Expressway Release x15.5 with Solution

Expressway x15.5

Expressway x15.5 comes with a proposed fix for a problem which arises due to sunsetting of client EKU by
all public certificate authorities. Thisisaglobal problem and affects all vendors/depl oyments who choose to
use public PK1 certificates.

x15.4, arelease prior, had a CL1 command switch which alowed admin to upload Server EKU only
certificate (no client EKU present) on Expressway E.

xConfiguration XCP TLS Certificate CV S EnableServerEkuUpload: On

Note: This command is deprecated on x15.5.

X15.5 Certificate Store Addition

x15.5 has two certificate stores:
1. Server certificate store
2. Client certificate store

Expressways (single Nic or dual Nic): Both Expressway interfaces are able to use 2 certificate stores on an


https://www.cisco.com/c/en/us/support/docs/unified-communications/expressway-series/225482-prepare-expressway-for-client.html
https://www.cisco.com/c/en/us/support/docs/unified-communications/expressway-series/225482-prepare-expressway-for-client.html

as-needed basis.
Example:

» When expressway acts as a client during TL S handshake, client certificate is presented.
* When expressway acts as server during TLS handshake, server certificate is presented.

Note: Both certificate stores (Client and Server) use same Trusted CA library. Ensure that the CA
who signed server and client certificates are uploaded correctly on the Trust store. Diagnostic logs
now include server certificate and client certificate in PEM file format.

| ) ca_vecs8¢_2026-03-25_03_20_11.pem

| client_vcs8¢c_2026-03-25_03_20_11.pem

‘ ethO_diagnostic_logging_tcpdump00_vcs8c_2026-03-25_03_20_11.pcap

loggingsnapshot_vcs8c_2026-03-25_03_20_11.txt

| ) server_vcs8c_2026-03-25_03_20_11.pem

| xconf_dump_vecs8c_2026-03-25_03_20_11.txt
€ xconf_dump_vcs8c_2026-03-25_03_20_11.xml
| xstat_dump_vcs8c_2026-03-25_03_20_11.txt

é xstat_dump_vcs8c_2026-03-25_03_20_11.xml

Upgrade from X15.4 or Prior Version to X15.5

When an upgrade is performed, the server certificate from x15.4 or prior version, the Expressway server
certificate store is copied to client certificate store on x15.5. Client and server certificate stores on x15.5
have same certificate.



Example with Screenshots

Expressway server on 15.4, current server certificate Serial Number 46:df:76:aa:00:00:00:00:00:29

Certificate:

Version: 3 (0x2)

Serial Number:

46:df:76:aa:00:00:00:00:00:29

Validity

Not Before: Mar 14 02:37:40 2026 GMT

Not After : Mar 14 02:47:40 2028 GMT

Subject: C=1IN, ST =KA, L =KA, O=Cisco, OU = TAc, CN = cluster.s.com

Expressway file system persistent/cert directory on x15.4:



certs ~[¥] - = 0@ & <3 | B FindFiles | = v
- New ~ [+ ¥
. ftandberg/persistent/certs/
Name Size Changed Rights Owner
i . 3/24/2026 3:16:20 PM PWXT-XE-X root
! _ generated_csr 3/14/2026 8:20:12 AM TWXr-XF-X _hobody
multidomaincerts 3/17/2026 6:19:48 PM PWX-===== root
i saml 2/4/2026 3:56:54 PM TWXT-Xr-X root
D ca.pem 16 KB 3/14/2026 7:37.55 AM W=r==r== _nobody
E client-ca.crl 2KB 2/4/2026 3:54.04 PM w-r--r-- _nobody
D client-ca.crl.default 2KB 2/4/2026 3:54:04 PM rwer==r=- root
D crl-update.conf 1KB 3/24/2026 3:16:09 PM TW-T=-r== root
D mitls_ca.pem S KB 1/19/2026 8:34:16 PM rwer--r-- _nobody
i policy-services.crl 2KB  1/19/2026 8:34:16 PM Wer--f=- _nobody
ﬁ policy-services.crl.default 2 KB 1/19/2026 8:34:16 PM TWXr-Xr-x root
D privkey.pem 4 KB 3/14/2026 8:17:09 AM | root
D server.pem 3KB 3/14/2026 8:19:20 AM wW-r—r-- _nobody
U server-ssh.pem 6 KB 3/24/2026 3:16:12 PM TW======- _pfwd

Expressway menu (M aintenance > Security > Server certificate) on x15.4 (only server certificate field
present):

il
CISCO  Cisco Expressway-C

Sty System» Conbguraions  Apphcaions» Usersy
System upgrade Upgrade

., Waming The CSRF ¢ 8 Logging

Srart hcensing
Ernal Nosicabons

A VbR oskoond
You e hene: Mariznance + Upgrads + System upgrade
o Enatied. To Change € please log in'lo B CUL r

Piegst wal whiz e sofware nsals
Tooks»

Bachup and restore
Disgnoshis»
Wesinteane mode
Language

Restart oglions

After Successful Upgradeto x15.5

Here, you see 2 certificate options under M aintenance > Security > client certificate and server
certificates. After upgrading to x15.5, both the Server and Client certificate portals on web admin shows the
same certificate because the server certificate from x15.4 was copied to the client certificate store on x15.5.



alialn
CISCO Cisco Expressway-C

s s Cotprns ooy
Alarms Upgrade
ol Warming The CSAF & Logging
Pesc riptio Semart boansing
Date and teves not vadated e Emai
Took »

Chuiter TLS parmessive Cluster TLS veriicabon made permis imvald
e e (=)

Backup and restore

Fatan options.

Bon Enatied. To change &, piease log in io e CLI

0260024 151336 2006.00-24 161336 P

20280024 181334 2006-00-24 161304 0045

Post-upgrade to x15.5 existing certificate and private key has been copied to the client certificate store.

Expressway file system persistent/cert directory on x15.5:

/tandberg/persistent/certs/

X15.5 EKU Check During TL S Handshake

Name a Size Changed

o - 3/24/2026 4:13:44 PM
__ generated_csr 3/14/2026 8:20:12 AM
___ multidomaincerts 3/17/2026 6:19:48 PM
_ saml 3/24/2026 4:12:43 PM
ca.pem 16 KB 3/14/2026 7:37:55 AM
3KB 3/24/2026 4:12:46 PM

% | dlient-ca.crl 2KB 2/4/2026 3:54:04 PM

3 client-ca.crl.default 2KB 2/4/2026 3:54:04 PM
3 clientprivkey.pem 4 KB 3/24/2026 4:12:46 PM
j client-ssh,pem 6 KB 3/24/2026 4:13:37 PM
j crl-update.conf 1KB 3/24/2026 4:13:34 PM
j mtls_ca.pem 9 KB 1/19/2026 8:34:16 PM
X | policy-services.crl 2KB 1/19/2026 8:34:16 PM
D policy-services.crl.default 2KB 1/19/2026 8:34:16 PM
privkey.pem 4KB 3/14/2026 8:17:09 AM
D server.pem 3 KB 3/14/2026 8:19:20 AM
server-ssh.pem 6 KB 3/24/2026 4:13:37 PM



On x15.5, anew CLI command has been introduced to check Extended key usage (EKU) during TLS
handshake. Default valueis“ON.” The command set is valid on Expressway Core and Edge.

The command set triggers a check for all INBOUND SIP TL S connections into Expressway. (inbound client
hellos/certificate presented). When turned “ON,” this checks whether or not the presented certificate by the
TLSinitiator contains client EKU in certificate. IF turned OFF, the check is bypassed; however, the server

EKU ischecked if it is present on certificate.

xconfiguration SIP TL S Certificate ExtendedK eyUsage Checking Mode: ON/OFF:

S

Note: If you generate a client certificate, signing a CSR which does not contain client EKU (an
example of public CA signed certificate), you are not able to upload this certificate manually on the
client certificate store. So, you need to ensure that certificates generated by signing a CSR aways
contain the client EKU (a private CA can be used to insert the client EKU).

p Tip: This error becomes evident when you attempt to upload a CSR signed certificate, whichis
missing the client EKU, from client certificate store.

CISCO Cisco Expressway-E

Status » System » Configuration » Applications » Users» Maintenance »

Client certificate
1 Invalid certificate: The file provided does not have a client usage attribute. Services requiring mutual TLS may not work.

b Waming: The CSRF Prolection status is automatically enabled after the software upgrade. We recommend keeping CSRF protection Enabled. To change it, please log in to the CLI

Client certificate data

However, if you choose to upload a certificate which has a server EKU only (no client EKU) via server
certificate store and select Upload server certificate file as client certificate, the certificate is copied to the
client certificate store. Admins who do not want to use a private CA signed certificate on Expressway-Edge
can choose to copy the server EKU only from the server certificate store to the client certificate store.



Server certificate !
e status is automatically enabled after the soffvare Uprade. We recommend kseping CSRF protection Enabled. To change i, please kog in 1o the CLI

Server certificate data

Server certticate Show (decoded) | _Show (PEM tile) |
S NS o Dec 24 2027

e e RICKY200-TMS-CA

Reset to defaul server certiicate |

Cenifcate signing request (CSR)

Centificate request There & no certificate signing request N progress
mcsa]

Upload new certificate

Browse. . | No Me selected ] Re-use cument privabe key i

Browse... | No e selecied i

Multiple Certificate Stores, M ultiple Deployment Scenarios

Since now there are two certificate stores on Expressway, there are multiple scenarios of certificate stores.

Condition 1. Upgrade

When Expressway is upgraded from x15.4 or prior to x15.5, this condition is true. Existing certificates from
x15.4 version are copied into two (2) certificate stores. On the x15.5 client and server, te certificates are
the same.

ExpC x155 ExpE x15.5
Client cert = Certificate copied from server certificate store I I Client cert = Certificate copied from server cert store
Server cert = Certificate carried forward from x15.4 post upgrade meemmeeen UG ZONG - veemn o neaee Server cert = Certificate carried forward from x15.4 post upgrade
I Where: Server certificate = Client certificate | Where: Server certificate = Client certificate
- — |

Condition 2: When the Admin Installs New Certificate on x15.5 (Existing Certs Expired)

CA 1=Interna CA

CA 2 =PublicCA



In the Figure shown next, Expressway Core has a client certificate with server EKU only signed by CA 2
(Public CA) and a server certificate with server EKU only signed by CA 2 (Public CA). Similarly,
Expressway E has aclient certificate with the server EKU signed by CA2 (public CA) and a server
certificate with server EKU only signed by CA 2 (Public CA).

ExpC x16.5 ExpE x15.5

' |
Clientcert = Server EKU by CA2 Client cert = Server EKU by CA2

| H]|[-
Server cert = Server EKU by CA2 Server cert = Server EKU by CA2
|

T

If the Expressway core server certificate does not have a client EKU, Unified communications traversal
zone, MRA, the WebRTC proxy does not work. Ensure that the Expressway Core server certificate has a
client EKU. Thisisacommon use case where users choose to sign al certificates from public CA. Since
public CA does not include Client EKU in certificates, the Unified communications traversal zone does
become active.

To make UC zone active, aquick fix isto turn off the EKU check on Expressway E. This brings up the UC
zone. However, SSH tunnels stay inactive. As of today, the SSH tunnel communication on 2222 requires
validation of the client EKU.

MRA client login and WebRTC proxy functions do not function. Y ou could have to resort to private CA.

Test Casel

* When EKU check is“ON” on Expressway E
* When Client and Server certificate on Expressway core has Server EKU only
» UC zone status is FAILED

On Expressway-Edge ExtendedK eyUsage Check ON.

xconfiguration SIP TL S Certificate ExtendedK eyUsage Checking Mode: On:



Unified communication zone failure:

New Select 3l Hige generated fams
= o

B Ré:adamié VoSS 1224187 ODTESS2D X155

Expressway E logs show where 10.106.80.16 = Expressway Core, 10.106.80.31 = Expressway Edge:

57 Lavel="1" UTCTime="2075-03.79 0654 39 55
5 Level="1" UTC

uTc
- Lo 1™ UTC T

Test Case 2

* When EKU check is OFF on Expressway E
» When Client and Server certificate on Expressway Core has server only EKU
* UC zone statusisACTIVE

Turn OFF EKU check on Expressway E.

xconfiguration SIP TL S Certificate ExtendedK eyUsage Checking Mode: Off



Unified communication zone Active:

admin Resd ante vease 1227 18T

However, ssh tunnels still failed:

Status» System» Conbguration? Apphcabons Usersy
Unified Communications SSH tunnels status

\‘i__ Wamning: The CSRF Prolection status s aulomatically enabled afier the software upgrade. We recommend keeping CSRF profection Enabled. To change i, please log info the CLI

e geverated Beem

OOTEAS2D X158

v

&

You are have: St * Unified Communicaions siatus - Uniied Communicatel

dulta com 555, Rederation com Faied

dutta com fomcat com Faied

Expressway event logs:

Permission denied

Permission denied

2026-03-29T12:33:12.384+05:30 ssh: Detail="ssh: connect to host smartslawsrtsartsgi22222hort 2222: Connection timed out" Level="ERROR"

2026-03-29T12:31:56.811+05:30 ssh: Detail="ssh: connect to host smartslavsmartst 22222Coort 2222: Connection timed out” Level="ERROR"
2026-03-29T12:28:56.519+05:30 ssh: Detail="ssh: connect to host smartslavsmartst 2222Zonort 2222: Connection timed out” Level="ERROR"

2026-03-29T12:28:24 476+0530 ssh: Detail="ssh: connect to host smartslavimanrtst 222222: port 2222: Connection timed out” Level="ERROR"

2026-03-29T12:27.52.445+05:30 ssh: Detail="ssh: connect to host smartslavelast smit 2222: port 2222: Connection timed out" Level="ERROR"

Condition 2.1: Success Case

CA 1 =Interna CA

CA 2 =Public CA

EKU both.

Where Expressway core client certificate is signed by CA 1 (internal CA) and includes, Client/Server

Expressway core server certificate is signed by CA 2 public CA and includes Server EKU only.
Expressway Edge Server certificate is signed by CA 2 public CA and includes Server EKU only.
Expressway Edge client certificate is signed by CA 2 public CA and includes Server EKU only.



ExpC x15.5 ExpE x15.5

Client cert = Client/Server EKU by CA1 Client cert = Server EKU by CA2

Server cert = Server EKU by CA2 Server cert = Server EKU by CAZ
L .

This condition isa success case. Irrespective of whether the EKU check mode is ON/OFF, the Unified
Communication zone and SSH tunndl both become active. MRA clients work.

It does not matter whether the Expressway Edge EKU check is OFF or ON. The Expressway core client
certificate contains client EKU:

SSH Tunnels on Expressway core Active:

stusnfns
CISCoO Cisco Expressway-C
Status » Syatem » Confguration » Applicabons » Users » Mamtenance »

Unified Communications SSH tunnels status You
b . Warning: The CSRF Prolection status i automatically enabiled afler the soffware Upgrade. W recomimend keeping CSRF protection Enabied. To change i, pleasas 1og in 10 the CLI

smansisve vilidulla com oAt com Artre 20026 0T 21:2T7
b MO ration Cosm Active

SSH Tunnels on Expressway Edge Active:

i
CISCO Cisco Expressway-E
Status> Systern » Configuration » Applications » Users> Maintenance »

Unified Communications SSH tunnels status

1, Waming The CSRF Protection stafus is sulomatically enabled afier The soflware upgrade. We recommend keeping CSRF protection Enatied. To change £, please log in 1o e CLI

-

Unified Communication MRA Zone status Active:



Mz MBA

Unified Communcations Yaversal 0 0 ity on Act MO SEHCH N Conguied VieAEN
ﬂl Lo | Sefect ab|  Lessent al e Qeenerted e
o T o Read-w e e o wesbe Sy w158 5T e en_US S0 ODTEARID v X155
» Expressway-Core client certificate has Server EKU and Client EKU.
» Expressway Core Server certificate has Server EKU only.
ial Certificate i &M Certificate >
Mame
General Detads (Certification Path General Detals Certificaion Path
~ Yesterday
leggingsnapshot_vesBe_2026-03-29 07_30, Show:  <Al> v Show:  <al> i
| xstat_dump_vesBe_2026-03-29_07_30_00.tx Feld vale Field Value
xconf_dump_vesBe_2026-03-29_07_30_00.t :Mpct duster.s.com, TAc, Cisco, KA,... ;Lﬁ‘-ﬂ' RECKY 200-TMS-CA, RICKY200...
‘_‘mbz, RSA (4096 Bits) | Vaiid from Sunday, March 29, 2026 11:4...
e ustat_dump_vecsBe_2026-03-29_07_30_00.x¢ fﬂ ic key par . 0500 '_'__\-'dd o Tuesday, March 28, 2028 11:...
X ca_vesBe_2026-03-29_07_30_00.pem El'hl'l!ﬂ Key Usage Server Authentication (1.3.6.... || Subject duster.s.com, TAC, Cisco, KA,...
| 5] subject Altemative Name DNS Name =dluster.s.com, DN.... - Public key RSA (3056 Bits)
n client_vesBe_2026-03-29_07_30_00.cer | Subject Key Identfer De7de 11525 4a5fat Jeea 362, .. @Ptﬁc key parameters 0500 I
5 | Authority Key Identifier KeyID=d41ebBe TeecFS96F7FL. .. Enhanced Key Usage Server Authentication (1.3.6....
& server_vcsBc_2026-03-29_07_30_00.cer %r‘m mnh.:uummn fl‘:’ﬂl Miebrio b D= Dby PG dviart Bitarr s Nkdnd PG Mama gyrbictar & rrym P

e xeonf_dump_vesBe_2026-03-29_07_30_00.%

Authentication (1.3.6.1.5.5.7.3.1)
t Authentication (1.3.6.1.5.5.7.3.2)

Expressway core
client certificate

MRA Client logsin and registered:

t Properties... Copy to Fle...

1
l IServer Authentication (1.3.6.1.5.5.7.3.1) I

Expressway cora
Server certificate

Edit Properties...

Copy o Fie...



&) Cisco Jabber

hanu@

&) Connection Status

Cisco Jabber

Wersion 12.6.1 (284403)

Softphone

Satus Connacted

Protocol s1P

Address 1010679162 [CCMCIP - Exprestway] [IFVE)
Device CS5FHanu

L ine Trr7

Deskphone

Satus Mot connected

Protocol CTI

Address [CTT) [(Unkncewen)

Cwtiook address book

Satus Last connection successiul
Protocol MAPT

Address Cwtiook [Unknown)
Directony

Sotus Last connection successiul

Note: Compare and take note of EKUs present in certificates for MRA and WebRTC proxy to
work. It isacomparison of working and non-working deployment.

Condition 3: Signsall Certificateswith Private CA

CA 1=Interna CA



CA 2 =Public CA

ExpC x155 ExpE x15.5
1 [
Client cert = Client /Server EKU by CA1 Client cert = Client /Server EKU by CA1
--ee---o-Traversal Zone-------—-

Server cert = Client/Server EKU by CA1 Server cert = Client /Server EKU by CA1

|
T

In condition 3, all certificates are signed by internal CA (CA1).

* When Expressway-E sends out a TL S connection, CA 1 root/intermediate need to be exchanged with
far-end entity. If far-end does not have capability or does not allow private CA certificate to be
uploaded, TL S connection is unsuccessful.

* MRA clients get certificates to accept pop upsif the private certificate is not in the OS trust store.

Condition 4. Expressway Edge has Public Certificateswith Server EKU Only

ExpC 1155 BpE x155
Client cert = Client /Server EKU by CA1 Client cert = Server EKU by CA2  copied when chosen “Upload server certificate file as client certificate”
Server cert = Client/Server EKU by CA1 seneeenfiavGISALZ0NR--  Server cert = Server EKU by CA2

In Condition 4, the Expressway core client and server certificates are (CA1) internal CA signed and have
both client and server EKU present. The Expressway E server certificate is public CA signed and has server
EKU only. Server certificate is copied to client certificate store choosing Upload server certificatefile as
client certificate.

In Condition 4, when TL S connection is made to far-end, if Expressway -E sendsa TLS client hello, far-end
has to disable client EKU check (as client certificate does not have client auth EKU) else TLS connection is
unsuccessful.

There can be many more conditions or scenariosin the field based on user deployment and use cases and all
cannot be covered due to my limited stream of thought. However, points to remember are:

» #|F Expressway becomes a client during TL S handshake, the client certificate is presented to peers.
» #F Expressway becomes Server during TLS handshake; the server certificate is presented to peer.

This reasoning has been established with these tests cases.

Scenario 1



For this scenario, Expressway presents client certificate during the MTL S handshake with Webex.

A video call to Webex meeting:

Sample call flow Jabber -a CUCM -a Exp Core --a Exp Edge --a Webex

10.106.80.31= Expressway Edge

163.129.37.33 = Webex

2026-03-24T11:54:26.106+00:00 smartslave tvcs: UTCTime="2026-03-24 11:54:26,106"
Module="network.sip" Level="DEBUG": Action="Sent" Local-ip="10.106.80.31" Local-port="25002"
Dst-ip="163.129.37.33" Dst-port="5061"

Expressway Edge has Client certificate with this serial number
(2f0000004¢869c¢77¢8981becde00000000004c).

Expressway Edge sends out client hello to *Webex during TL S negotiation, then sends out client certificate.

Serial number 2f0000004c869¢77c8981becde00000000004c:

1. Expressway Edge sends out client hello (pkt= 13699) to ‘Webex during mTLS negotiation.

2. Webex sends a server hello to Expressway Edge (pkt=13701).

3. Webex sendsits certificate to Expressway Edge (pkt=13711).

4. Webex requests Expressway edge certificate “ CertificateRequest ” (pkt=13715).

5. Expressway Edge sendsits certificate to Webex (pkt=13718).

(screenshot)
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Expressway becomes a server entity during the mTL S handshake and presents its server certificate:
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Where Expressway presents Server certificate, Expressway has a secure Neighbor zone over 5061 with
verify name ON.

Secure neighbor zone between Expressway node x15.5 and Expressway node x8.11.4:

10.106.80.15 (x8.11.4) sends a client hello to 10.106.80.16 (x15.5) (pkt=736)
10.106.80.16 sends a server hello to 10.106.80.15 (pkt=738)
10.106.80.16 (x15.5) presents its server cert during TLS handshake (pkt=742) and requests client’s cert

10.106.80.15 (x8.11.4) sends client certificate (pkt=744)
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This screenshot shows server certificate as serial number matches:
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Copy o File...

Test case 3: MRA Client is provisioned for login and the workflow includes traffic server certificate
verification between Expressway Core and CUCM.

10.106.80.16 = Expressway Core x15.5
10.106.80.38 = CUCM

* Exp C 16 sendsaclient hello on 6972 TFTP.
» Exp C 16 sends aclient certificate during the TL S handshake.
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