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Introduction
Password Recovery Procedure

Introduction

This document describes how to reset the Cisco UCDM platform password if you forget the
password and you are not able to access the CLI via platform user.

Password Recovery Procedure

This section describes the Cisco UDCM Password Recovery Procedure.

Note: This procedure is applicable only to CUCDM 10.1.x and 10.6 GRUB version 1.99-
21ubuntu3.17 and 3.18.

1. Disable connections, if possible, by way of disabling network. This ensures that transactions
are not lost.

2. Log in to VMWare and choose the Cisco UCDM Virtual Machine (VM).

3. Right-click the VM and choose Edit Settings.

4. Click the Options tab, choose Boot Options and check the check box in the Force BIOS
Setup section. The next time the virtual machine boots, force entry into the BIOS.

Hardwiare OPOOrE: | Rescurnces | Profles. | wSarvites | ST Mache Yemon: T
| g Sy
Gereral Opiore T
D Dpiors Dbl
L e e g ]
TZrpped VUL PR ety
L
ke PMoread Pt () B Dol
LU M
Ldis oo A |BScird 1 s Cpe - :;'-.!.-- rl: "':: .'!"_I.l-" :._I'r'\.-ll:.:q“-'r-;\.'.-_-l. or Fiss. colire B .
ficeot Opions ] | RO IR B
T TIT, T
TR Wi eor BTN, Foros BKE Sehup

S (L ABon s ey if gt
AL P e [ FiF r"'"'"E' i toadl Pocihires Boanls, RorCs iy It the B3OS
plal g )

[Fraessc] Bl IR Doy

W, T rtLeE mscinares Bl i el Bt desice

SISy ey Baod At I LS

5. Open the Cisco UCDM display (Launch Virtual Machine Console).

6. Click the reboot button (Restart Guest).

7. The VM enters in BIOS and exits from the BIOS without making any changes. (The next step
needs to be performed quickly before the system boot).

8. Press e on the Grub boot console.



with Lintxk 3.2.0-TO-virtual
Uhuntu, with Linws 3.2.0=-T0=-virtual (recovery made)

Toreltase aaser, phess CTHL # ALT

9. Navigate to the second to the last line, which starts with linux.

GHWU GRUEB wersion 1.99-21ubuntu3. 18

setparams 'Ubuntu, with Linux 3.2.0-88-virtual'

recordfall

gfxmode £linux_gf=_mode

insmod gzio

insmod part_msdos

insmod ext?

zet root='{hd0,msdos1) '

zearch —--no-floppy --fs-uuid --setzroot b15d3989-c37a-4de8-88de-8905
alda0dcs

linux shootsvmlinuz-3.2.0-88-virtual root=UUI0=h15d3989-c37a-4de8-88%
de-8%e0al4a0dch ro

EC I Y B YT A O L X - I N .- N e N o IR .. 8 O

Minimum Emacs-1like screen editing 1is supported. TAB lists
completions. Press Ctrl-= or F10 to hoot, Ctrl-c or F2 for

a command-1ine or ESC fto discard edits and return to the GRUB
menu .

10. Navigate to the end of the line to 'init=/bin/bash’ as shown in this image.




GHNU GRUB wersion 1.99-21ubuntu3. 18

setparams 'Ubuntu, with Linux 3.2.0-88-virtual'

recordfalil

gfwxmode Flinux_gf=_mode

insmod gzio

insmod part_msdos

insmod extz

set root='(hd0,msdos1)

search --no-floppy --fs-uuid --set=root hb15d3989-c37a-4de8-88de-539e0n
aldandcs

linux Aboot A vm e Sestefeiemt Seiwdiabngd ro0t=UUID=h15d3989-c37a-4deB-88"
de-8%e0alda0dct ro init=shinsbash_

initrd sbootsifTror oS . uoa—vLtual

Minimum Emacs-1like screen editing is supported. TAB lists
completions. Press Ctrl-x or F10 to boot, Ctrl-c or F2 for

a command-line or ESC to discard edits and return to the GRUB
MEnL .

11. Press Ctrl-X in order to boot the system.

12. Enter mount -o remount,rw / once the system has booted.
File View W

done.

Running sscripts/sinit-hottom ... done.
cannot set terminal process group (-1): Inappropriate iloctl for device
no job chitrol 10 thnls shell
root@inone) :A# mount -o remount,rw S
[ 124.073326)] hikemttieieiihiniieiiiiieg® . p1S: errors=remount-ro
root@inone) /% passwd platform
New password:
Retype new password:
nasswd: password updated successfully
root@(nonel s % sync
(none):/# exit

.108018] Kernel panic - not syncing: Attempted to kill init!

1081811 FPid: 1, comm: bash Mot tainted 3.2.0-88-virtual #1Z6-Ubuntu
.1083368] Call Trace:

.108458] [<ffffffffoledebeds] panic+0x91/0x1a4

LAogen?] [<Tfffffff8106c085:] forget_original_parent+0x245/0x250
.108788]  [«<ffffffffa10Bc0a7>] exit_notify+0xl7/0<110

L.108930] [<ffffffffE106Cc932>] do_exit+0x1f2/ 0450

L.109075]  [<ffffffff8106cd3d:>] do_group_exit+0xdd/0xa0

Jlo9zzz2]  [<ffffffff8l0ecday:] sus_exit_group+0x17/0x20

LA09373] [<ffffffff81667962] suystem_call_fastpath+0x16/0x1h0

13. Enter passwd platform and enter a new password for the system.
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done.

Running ~iptssinit-b ... done.
cannot t terminal p ; group (-13): Inappropriate ioctl for device
ioh ntrol in

re-mounted, Opts: errorssremount-ro

Fernel panic o0t s d: Attemp to kill init!
id: 1 m: bas  tainted 3 yirtual #126-Ubuntu

N1
0

14. Type sync in order to force a file system sync.
File View WM

BN 8B G REB &2
done.
daone.
t terminal p : ‘roup t-17: Inappropriate ioctl for device
ntrol in th

re-mounted. Opts: errors=remount-ro

word gndated sucrcessfully

Kernel panic

1 m:

15. Type exit and then power off and on the VM.
16. When the system boots, choose Ubuntu, with Linux 3.2.0-70- virtual.




You can now log in as platform user with the password set in step number 13.
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