Configure Endpoint Registration Failover to
Expressway Cluster
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| ntroduction

This document describes the basic configuration steps for SIP Endpoints to work with an Expressway
Cluster to achieve Registration Failover.

Prerequisites

Requirements

Cisco recommends that you have knowledge of these topics:

» Expressway series.

» Telepresence endpoints.
» SIP protocol.

* DNS.

Components Used

The information in this document is based on these software and hardware versions:

» Telepresence endpoints running software version RoomOS 11.27.3.
» Expressway cluster of 2 nodes running software version X15.2 (EXP C).
* Windows Server 2016.

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

Background I nformation



Expressway can act as the registrar and call control server for Telepresence Endpoints over the SIP
and H.323 protocols. This document focuses on SIP Registration.

Specifying Expressway peersas SIP proxy 1, 2, 3, and 4 using either DNS names or | P addresses-on
Cisco SIP endpoints does not provide redundancy. This configuration only works when the SIP
outbound option is enabled, which has been deprecated as of Cisco Endpoint version CES.0.

Relying on DNS is the most reliable method to ensure redundancy and enable successful failover to
other Expressway peers within the cluster.

Failover test can be done by several ways for ex: Put Expressway in Maintenance mode, Disconnect
network or shutdown the expressway.

Configure

Option 1: Using DNS SRV Records

There must be aDNS SRV record available for the domain name of the Expressway that defines an
equal weighting and priority for each cluster peer.

The format of DNS SRV queriesfor sip (RFC 3263) and H.323 typically used by an endpoint are:

* _dgips._tcp.

e _Sip._tcp.<domain>.

* _sip._udp.<domain> - not recommended for video calls, only use for audio-only calls.

* h323ls._udp.<domain> - for UDP location (RAS) signaling, such as LRQ.

» h323cs._tcp.<domain> - for H.323 call signaling.

e h323rs._udp.<domain> - for H.323 registrations.

UDP is not arecommended transport medium for video signaling; SIP messaging for video systemis
too large to be reliably carried on datagram-based (rather than stream-based) transports.

_sips._tcp isfor secure SIP signaling over TCP with TLS, while _sip._tcp isfor standard, non-
encrypted SIP signaling over TCP.

Oninternal DNS, we need to create SRV recordsfor _sip._tcp.domain, _sips._tcp.domain that point
to all Expressway peers.

1. Configure DNS

Open DNS, under the domain Right Click then choose Other New Records and click Service
L ocations (SRV).
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Description:

Service (SRV) record. Allows administrators to use several servers
for a single DNS domain, to easily move a TCP/IP service from one
host to another host with administration, and to designate some
service provider hosts as primary servers for a service and other
hosts as backups. DNS dients that use a SRV-type query ask for a
spedific TCP/IP service and protocol mapped to a spedific DNS
domain and receive the names of any available servers. (RFC 2052)

* Fill the data for the service, protocol, Priority, Weight and the host.



_sip Properties ? X

Service Location (SRV)  Security

Domain: uctest local
Service: _sip
Protocol: _tcp
Priority: 10

Weight: 10

Port number: 5060

Host offering this service:

habibexpc1.uctest local

[ ok ] cancel | Ak | Heb

» By the end, you can have both TCP and TLS SRV records configured for the two peers (as shown in

this example).
i_i_sip Service Location (SRV) [10)[10][5060] habibexpel.uctest.local, static
n,:ip-s- Service Location (SRV) [0 10)[S061] habibexpe.uctest.local static
n_sip Service Location (SEV) [100[10][5060] habibexpel.uctest.local
n_sips Service Location (SEV) [10)[10][5061] habibexpc2.uctest.local

2. Configurethe Telepresence Endpoint
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Log in to the web GUI of your telepresence endpoint.

Navigate to Settings > Configurations > SIP.

Set ANAT to Off. Thisfeature is not supported by Expressway.

In the Proxy 1 Address, Enter the Domain Name.

Set TIsVerify to Off and DefaultTransport to TCP (this document uses TCP).

Set Typeto Standard.

In the URI field, enter the URI that your device uses to identify itself. Thisisthe URI that must be
dialed in order to call the device. This must be in the host@domain format, where the host part is an
alphanumeric string, and the domain part is the domain previously configured on Expressway.

8. Click Save.
SIP -
ANAT Ot A
DefaultTransport i) @ TCP w
DisplayMame
Lire Private »
ListenPort o | OoR kS
Mailbox
Minimum TLSVersion (£ TLSw1.0 h
PreferredIiPSignaling (i) IPw4 L
Froxy 1 Address () uctest_local
Prooy 2 Addrass
Proxy 3 Address [0} to 255 characters
Prooy 4 Address
TisVerify n | oRr b
TransporSecurity CemifcateverifcationMode ) Auto w
Type Stamdard ki
LRI 100V @uctest, Iocal

Option 2: Using DNS Round-Robin

To use this option, there must be a DNS A-record available for the DNS name of the Expressway
cluster that supplies around-robin list of Expressway Peers | P addresses.

If the endpoint does not support DNS SRV, on startup the endpoint performs a DNS A-record lookup.
Configure the DNS server to support round-robin DNS, ensuring that each cluster peer member is
included in the round-robin list.

The endpoint takes the address returned by the DNS lookup and attempts to register with the relevant
cluster peer. If that peer is unavailable, the endpoint performs another DNS lookup and tries to
connect to the next Expressway peer provided. (The DNS server provides the | P address of the next
cluster peer) This process repeats until the endpoint successfully registers with an Expressway.

The endpoint continues to use the first Expressway it registered with for re-registrations and calls. If
the connection to its Expressway is lost, the endpoint performs another DNS lookup to find a new
Expressway for registration, with the DNS server providing another Expressway in the round-robin
sequence.

DNS cache timeout can be set to afairly short time (for example, 1 minute or less) so that if a
Expressway is not accessible the endpoint is quickly pointed at a different Expressway.

1. Configure DNS



* Inyour DNS management console, right-click the desired domain and select " New Host (A)
Record" .

» Enter the Expressway cluster name and the corresponding Expressway peer | P address. (In the
example below, two records are created for the two cluster peers.)

P T P

T T T ]

? X

habibexpc-cluster Properties

Host (A)  Security

Host (uses parent domain if left blank):
habibexpc-cluster

Fully qualfied domain name (FQDN):
habibexpc-cluster uctest locall

IP address:
10.48.53.127

[ ] Update associated pointer (FTR) record

| OK I Cancel Apply

» Apply the same SI P settings asin the previous example, but set the proxy address to the cluster
name.

2. Configurethe Telepresence Endpoint



SIP

AMNAT
DefaultTransport
DisplayMame
Line

ListenPart

Mailbox

MinimumTLSVersion

PreferrediPSignaling

Proxy 1 Address
Proxy 2 Address
Proxy 3 Address
Proxy 4 Address

TisVerify

TransportSecurity CertificateVerificationMode

Type

LRI

Verify

Option 1. Using DNS SRV Records

off L
TCP A
(Oto 5 characters)
Private w
Ooff L
[ » 255 character
TLSw1.0 w
IPwd w
habibexpc-cluster.uctest.local (0 to 255 characters)
( 255 cha lers
(0 to 255 characters)
(0 to 255 characters)
Off r
Auto b
Standard b

1007 @uctest.local (0 to 255 characters)

» The endpoint is configured with the proxy address set to the domain name, as described above.

Snippet from the endpoint logs demonstrates DNS SRV resolution and registration; the endpoint
skipsthefirst two DNSresults because TLSisnot configured.

2025-07-13T10:
2025-07-13T10:
2025-07-13T10:
2025-07-13T10:
2025-07-13T10:
2025-07-13T10:
2025-07-13T10:

19:
19:
19:
19:
19:
19:
19:

27.
27.
27.
28.
28.
28.
28.

683+00:
683+00:
740+00:
349+00:
439+00:
439+00:
440+00:

00
00
00
00
00
00
00

main[2467]:
main[2467]:
main[2467]:
main[2467]:
main[2467]:
main[2467]:
main[2467]:

DnsLocator I: TocatedAt() Uri
DnsLocator I: TocatedAt() Uri
DnsLocator I: TocatedAt() Uri 'uctest.local', profile
SipSubscriber I: [p=0] Registration Status: 'Register
SipReg I: Registered as '100l@uctest.local' to '10.48
SipStack I: Setting 'uctest.local'/10.48.53.127:5060

SipSubscriber I: [p=0] Registration Status: 'Register

'uctest.local', profile
'uctest.local', profile

» Endpoint isregistered with Peer 1 (Settings > Statuses > SIP).



SIP [ Proxy 1

Address

Status

SIP / Registration 1

Reason
Status
URI

10.48.53.127:5060

Active

Registered
1001 @uctest. local

» Setting Expressway Peer 1 to Maintenance mode results in the registration status showing as "failed.”

SIP / Registration 1

Reason

Status
URI

503 Service Unavailable / System in
Maintenance Mode

Failed
1001 @uctest.local

- After the existing registration expired, the endpoint re-registered to the second Expressway peer.

SIP { Proxy 1

Address

Status

SIP / Registration 1

Reason
Status
LR

10.48.53.128:5060

Actve

Registered

10071 guctest. local

» The snippet from the endpoint logs demonstrates DNS resolution to the second peer, followed by
afailover event.

2025-07-13T10:
2025-07-13T10:
2025-07-13T10:
2025-07-13T10:
2025-07-13T10:
2025-07-13T10:
2025-07-13T10:
2025-07-13T10:
2025-07-13T10:
2025-07-13T10:

25
25
25
25
25
25
25
25
25
25

:30.
:30.
:30.
:30.
:30.
:31.
:31.
:31.
:31.
:31.

840+00:
843+00:
844+00:
855+00:
861+00:
096+00:
180+00:
181+00:
181+00:
182+00:

00
00
00
00
00
00
00
00
00
00

main[2467]:
main[2467]:
main[2467]:
main[2467]:
main[2467]:
main[2467]:
main[2467]:
main[2467]:
main[2467]:
main[2467]:

Option 2: Using DNS Round-Robin

SipPacket W: SIP Msg: Warning: 382 10.48.53.127 "Syst
SipSubscriber I: [p=0] Registration Status: 'Failed',
DnsLocator I: TocatedAt() Uri 'uctest.local', profile
SipStack I: SIP config is new and O active sessions;

SipStack I: SIP stack successfully configured; now re.
SipSubscriber I: [p=0] Registration Status: 'Register
SipReg I: Registered as '100l@uctest.local' to '10.48
SipStack I: Setting 'uctest.local'/10.48.53.128:5060

SipSubscriber I: [p=0] Registration Status: 'Register
SipSubscriber I: Resetting locator since reg_ind.stat



» The endpoint is configured with the proxy address set to the Expressway cluster name, as described

above.

* Snippet from Endpoint logs showing successful DNS resolution to Expressway Cluster Name
and Registration to Peer 1.

2025-07-13T11:
2025-07-13T11:
2025-07-13T11:
2025-07-13T11:
2025-07-13T11:
2025-07-13T11:
2025-07-13T11:
2025-07-13T11:

16:
16:
16:
16:
16:
16:
16:
16:

34.
34.
35.
35.
35.
35.
35.
35.

00
00
00
00
00
00
00
00

789+00:
990+00:
056+00:
070+00:
372+00:
461+00:
461+00:
462+00:

main[2467]:
main[2467]:
main[2467]:
main[2467]:
main[2467]:
main[2467]:
main[2467]:
main[2467]:

CuiTApp[1]: Successfully changed configuration 'Confi
SipSubscriber I: [p=0] Need to resolve 'habibexpc-clu
DnsLocator I: locatedAt() Uri 'habibexpc-cluster.ucte
SipStack I: SIP stack successfully configured; now re
SipSubscriber I: [p=0] Registration Status: 'Register
SipReg I: Registered as '100lG@uctest.local' to '10.48
SipStack I: Setting 'habibexpc-cluster.uctest.local'/
SipSubscriber I: [p=0] Registration Status: 'Register

» Endpoint isregistered with Peer 1 (Settings > Statuses > SIP).

SIP / Proxy 1

Address

Status

SIP [ Registration 1

Reason
Status

Rl

10.48.53.127
Active

-
Registered

1001 @uctest. local

» Upon shutting down Expressway Peer 1, the endpoint registered with the second Expressway peer.

SIP / Proxy 1

Address

Status

SIP / Registration 1

Reason
Status

URI

10.48,53.128

Active

Registensd

1001 @uctest. local

* Snippet from the endpoint logs shows a successful failover

2025-07-13T11:
2025-07-13T11:
2025-07-13T11:
2025-07-13T11:
2025-07-13T11:
2025-07-13T11:

20:
20:
20:
20:
20:
20:

48.
48.
48.
48.
48.
48.

897+00:00
898+00:00
901+00:00
907+00:00
990+00:00
993+00:00

main[2467]:
main[2467]:
main[2467]:
main[2467]:
main[2467]:
main[2467]:

SipReg W: SipTransport indicates that connection to 1
SipStack I: Failed to find new default outbound proxy
SipSubscriber I: [p=0] Registration Status: 'Failed',
SipSubscriber I: [p=0] Need to resolve 'habibexpc-clu
DnsLocator I: TocatedAt() Uri 'habibexpc-cluster.ucte
SipStack I: SIP config is new and 0 active sessions;



2025-07-13T11:
2025-07-13T11:
2025-07-13T11:
2025-07-13T11:
2025-07-13T11:
2025-07-13T11:

Related | nfor mation

20:
20:
20:

20
20

49,
49,
49,
149,
:49.
20:

49

006+00:
210+00:
332+00:
337+00:
338+00:
.339+00:

00
00
00
00
00
00

main[2467]:
main[2467]:
main[2467]:
main[2467]:
main[2467]:
main[2467]:

SipStack I: SIP stack successfully configured; now re.
SipSubscriber I: [p=0] Registration Status: 'Register
SipReg I: Registered as '100l@uctest.local' to '10.48
SipStack I: Setting 'habibexpc-cluster.uctest.local'/
SipSubscriber I: [p=0] Registration Status: 'Register
SipSubscriber I: Resetting locator since reg_ind.stat

https://www.cisco.com/c/en/us/support/docs/coll aborati on-endpoi nts/tel epresence-system-ex-series/221630-

configure-tel epresence-endpoint-sip-reqi.html
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