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| ntroduction

This document describes the steps to automate Firepower Management Center(FMC) to
configure Firepower Threat Defense(FTD) interface P with Ansible.

Prerequisites

Requirements

Cisco recommends that you have knowledge of these topics:

Ansible

Ubuntu Server

Cisco Firepower Management Center (FMC) Virtual
Cisco Firepower Threat Defense (FTD) Virtual

In the context of thislaboratory situation, Ansible is deployed on Ubuntu.

It is essential to ensure that Ansible is successfully installed on any platform supported by Ansible for
running the Ansible commands referenced in this article.

Components Used

The information in this document is based on these software and hardware versions:

» Ubuntu Server 22.04

Ansible2.10.8

Python 3.10

Cisco Firepower Threat Defense Virtual 7.4.1
Cisco Firepower Management Center Virtual 7.4.1



The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

Background I nformation

Ansibleis ahighly versatile tool, demonstrating significant efficacy in managing network devices.
Numerous methodol ogies can be employed to run automated tasks with Ansible. The method employed in
this article serves as areference for test purposes.

In this example, the interface ip address, mask and interface name are updated to FTD after running the
playbook example successfully.

Configure
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Because Cisco does not support example scripts or customer-written scripts, we have some examples you
can test depending on your needs.

It is essential to ensure that preliminary verificationhas been duly completed.

» Ansible server possesses internet connectivity.



» Ansible server is capable of successfully communicating with the FMC GUI Port (the default port for
FMC GUI is443).
» TheFTD isregistered successfully to FMC.

Step 1. Connect to the CLI of the Ansible server via SSH or console.

Step 2. Run command  ansible-galaxy collection install cisco.fmcansible in order to install Ansible collection of FMC
on your Ansible server.

<#root>
cisco@inserthostname-here:~$

ansi bl e-gal axy collection install cisco.fntansible

Step 3. Run command mkdir /home/cisco/fme_ansible in order to create a new folder to store the related files. In
this example, the home directory is/home/cisco/, the new folder nameisfmc_ansible.

<#root>
cisco@inserthostname-here:~$

nkdi r /hone/ ci sco/fnt_ansible

Step 4. Navigate to the folder /Tnome/cisco/fmc_ansible, create inventory file. In this example, the inventory
file nameisinventory.ini.

<#root>
cisco@inserthostname-here:~$

cd /hone/ci sco/ f nt_ansi bl e/

ccisco@inserthostname-here:~/fmc_ansible$

I's

inventory.ini

Y ou can duplicate this content and paste it for utilization, altering the highlighted sections with the accurate
parameters.

<#root>
[fmc]

10.0.5. 11



[fmc:vars]
ansible_user=

ci sco

ansible_password=

ci sco

ansible_httpapi_port=443
ansible_httpapi_use_ss1=True
ansible_httpapi_validate_certs=False
network_type=HOST
ansible_network_os=cisco.fmcansible.fmc

Step 5. Navigate to the folder /home/cisco/fmc_ansible, create variable file. In this example, the variable
file name is fmc-configure-interface-vars.yml.

<#root>

cisco@inserthostname-here:~$

cd /home/ ci sco/ f nt_ansi bl e/

ccisco@inserthostname-here:~/fmc_ansible$

I's

fnc-configure-interface-vars.ym

inventory.ini

Y ou can duplicate this content and paste it for utilization, altering the highlighted sections with the accurate
parameters.

<#root>

user:
domain: 'Global’
onboard:
acp_name: 'TEMPACP
device_name:
ftdl: 'FTDA’
ftd_data:
outside_name: '

Cut si de

A}

inside_name:

| nsi de



dmz_name:

DvZ

outside_ip:

10.1.1.1

inside_ip:
10.1.2. 1

dmz_ip:

10.1.3.1

mask24: '

255. 255.255. 0

Step 6.Navigate to the folder /home/cisco/fmc_ansible, create playbook file. In this example, the playbook
file name is fmc-configure-interface-playbook.yaml.

<#root>

cisco@inserthostname-here:~$

cd /home/ ci sco/ f nt_ansi bl e/

ccisco@inserthostname-here:~/fmc_ansible$

I's

fc- configure-interface-pl aybook. yam

fmc-configure-interface-vars.yml inventory.ini

Y ou can duplicate this content and paste it for utilization, altering the highlighted sections with the accurate
parameters.

<#root>

- name: Update FTD Interface |P Address
hosts: fmc
connection: httpap

tasks:



- name: Task01 - Get User Domain
cisco.fmcansible.fmc_configuration:
operation: getAllDomain
filters:
name: "{{

user. domai n

I

register_as: domain

- name: Task02 - Get Devices
cisco.fmcansible.fmc_configuration:
operation: getAllDevice
path_params:
domainUUID: '{{ domain[0].uuid }}'
query_params:
expanded: true
filters:
name: "{{

devi ce_nane. ftdl

I

register_as: device_l1ist

- name: Task03 - Get Physical Interfaces
cisco.fmcansible.fmc_configuration:
operation: getATTFTDPhysicalInterface
path_params:
containerUUID: '{{ device_list[0].id }}'
domainUUID: '{{ domain[0].uuid }}'
register_as: physical_interfaces

- name: Task04 - Setup Outside Interface with static IP
cisco.fmcansible.fmc_configuration:
operation: updateFTDPhysicalInterface
data:
ifname: "{{

ftd data. outside _nanme

I
ipv4:
static:
address: "{{ Outside_ip | default(

ftd_data.outside_ip

)
netmask: "{{ Outside_netmask | default(

ftd data. mask24

) 3"
MTU: 1500
enabled: True
mode: NONE
type: physicalinterface
name:

G gabi t Et hernet 0/ 0

path_params:
domainUUID: '{{ domain[0].uuid }}'



containerUUID: '{{ device_T1ist[0].id }}'
objectId: '{{ physical_interfaces[0].id }}'

- name: Task05 - Setup Inside Interface with static IP
cisco.fmcansible.fmc_configuration:
operation: updateFTDPhysicalInterface
data:
ifname: "{{

ftd_data.inside_nane

I
ipvé:
static:
address: "{{ Inside_ip | default(

ftd_data.inside_ip)

}}ll
netmask: "{{ Inside_netmask | default(

ftd_data. mask24

)
MTU: 1500
enabled: True
mode: NONE
type: physicalinterface
name:

G gabi t Et hernet 0/ 1

path_params:
domainUUID: '{{ domain[0].uuid }}'
containerUUID: '{{ device_T1ist[0].id }}'
objectId: '{{ physical_interfaces[1].id }}'

- name: Task06 - Setup DMZ Interface with static
cisco.fmcansible.fmc_configuration:
operation: updateFTDPhysicalInterface
data:
ifname: "{{

ftd_data.dnz_nane

I
ipvé:
static:
address: "{{ DMZ_ip | default(

ftd data.dnz_ip

) 1
netmask: "{{ DMZ_netmask | default(

ftd_data. mask24

)
MTU: 1500
enabled: True
mode: NONE
type: physicalinterface
name:

G gabi t Et hernet 0/ 2



path_params:
domainUUID: '{{ domain[0].uuid }}'
containerUUID: '{{ device_T1ist[0].id }}'
objectId: '{{ physical_interfaces[2].id }}'

- name: Task07 - Get Deployable Devices
cisco.fmcansible.fmc_configuration:

operation: getDeployableDevice
path_params:

domainUUID: '{{ domain[0].uuid }}'
query_params:

expanded: true
register_as: deploy_devices

- name: Task08 - Start Deployment
cisco.fmcansible.fmc_configuration:
operation: createDeploymentRequest
data:
version: '{{ deploy_devices[0].version }}'
devicelist:
- '"{{ deploy_devices[0].device.id }}'
forceDeploy: True
path_params:
domainUUID: '{{ domain[0].uuid }}'
register_as: deployment_job

- name: Wait for Deployment Complete
ansible.builtin.wait_for:
timeout: 120
delegate_to: localhost

- name: Task09 - Poll Deployment Status Until Deployment Successful
cisco.fmcansible.fmc_configuration:
operation: getDeploymentDetail
path_params:
containerUUID: '{{ deploy_devices[0].device.id }}"'
domainUUID: '{{ domain[0].uuid }}'
register_as: deployment_status
until: deployment_status[0].status is match("SUCCEEDED")
retries: 200
delay: 3

- name: Taskl0 - Stop The Playbook If The Deployment Failed
fail:
msg: 'Deployment failed. Status: {{ deployment_status[0].status }}'
when: deployment_status[0].status is not match("SUCCEEDED")



Note: The names highlighted in this example playbook serve as variables. The corresponding
values for these variables are preserved within the variablefile.

Step 7. Navigate to the folder /home/cisco/fmc_ansible, run command ansible-playbook -i <inventory_names.ini
<playbook_name>.yam| -e@"<playbook_vars>.ymi*in order to play the ansible task.

Inthis exampl e, thecommand is ans ble-playbook -i inventory.ini fmc-configure-interface-playbook.yaml -e@"fmc-configure-
interface-vars.yml” .

<#root>

cisco@inserthostname-here:~$

cd /hone/ ci sco/ fntc_ansi bl e/

cisco@inserthostname-here:~/fmc_ansible$

I's



fmc-configure-interface-playbook.yaml fmc-configure-interface-vars.yml dnventory.ini

cisco@inserthostname-here:~/fmc_ansible$

ansi bl e- pl aybook -i inventory.ini fnc-configure-interface-pl aybook.

PLAY [Update FTD Interface IP Address]

TASK [Gathering Facts] *%¥%%*
ok: [10.0.5.11]

yam -e@fntc-configure-i

nterface-vars

JORORORONON e e e e JORORONONON RO OO R OROROROROORORONOS OGRS JORORONONON o
B S R R R R R R R i A o R R R o Ak R o T S R Rk ok Sk kS o S S S R R A o ok R T o SR T o L

TASK [Task()l - Get User- Doma-in] Fedede keSS dede NS de v S v Nk dede Nk h NS N hdde RSN dede Nk dede kS v fhdeffhdf e dfhddfhhd

ok: [10.0.5.11]

TASK [Taskoz - Get Dev-ices] FTedededehede NS NN v NN v fhdefe kN feh SN hdede kS v fhded vk S f SN hdedef kS v fhdedfhdf v dfhddfidd

ok: [10.0.5.11]

TASK [Task03 - Get Phys-ica'l Inter‘faces] R R R R o R R A O R e R kR R T o T Rk Rk Sk S o S S S AR Sk ok ke S o R o

ok: [10.0.5.11]

TASK [Task04

changed: [10.

TASK [Task05

changed: [10.

TASK [Task06

changed: [10.

TASK [Task07

ok: [10.0.5.11]

TASK [Task08 - Start Deployment]

0.

0.

0.

Setup Outside Interface with

5.11]

Setup Inside Interface with static IP]

5.11]

Stat-ic IP] FeddehddhddRdddh SNVl Ndh Nl Fdhddhfdhddhddhdhn
oo dede e devede et e ke OO R OROROROROORORONOS OIS JORORONONON -

Setup DMZ Inter-face W-lth Stat-ic] Yedede ke de eSS NN v Nk dede kNN SN hddef kN v Nk dede v kS f v dfhddfih

5.11]

changed: [10.0.5.11]

TASK [Wait for Deployment Complete]
ok: [10.0.5.11]

. e oo e o oo ol e oo ale ot e oo ale st e ol ale st ot ole ot sl o oo ok st ot ale ol sl ot ale ot e ot ale st o ale ot sl st ote ok e oo ale ol e ot ale ot e oo ale st o oo ok st ot ot ok ot
Get Dep'loyab'le Devi CeS] Tededede eSS def NS v R o v %

R R R R R S S R R R e R kR T ok L T o S e R R S S R kS Rk R e o S T o S T R

dedededededededede e dd ke d ke h kRl hde kR kR kbbb h bkl h bR bkl kR kbbb Rk hn

TASK [Task09 - Pol1l Deployment Status Until

ok: [10.0.5.11]

Dep'loyment Successfu'lj Yededekede eSS de NN v N hded N kS f SN hddfhhd

TASK [Tasklo - Stop The P]aybook If The Dep'|0yment Fa-l'led] deddhfhhhhfdhhhfdhhhfdhhhhdhhhhdhhh b hkdhhhkd
skipping: [10.0.5.11]

PLAY RECAP **
10.0.5.11 :

Verify

TSN deh NNl fdh NS fdhddhddNfdhddhddNddddRddNde ANl fdk

Use this section to confirm that your configuration works properly.

ededededededee NN h N hhhhdhfddddddd

ok=11 changed=4 unreachable=0 failed=0 skipped=1 rescued=0 1gnored =0

Connect to the CL1 of the FTD via SSH or console and run the commands show interfaceip brief and show running-
config interface GigabitEthernet 0/X .

The interface name, ip address and mask are configured successfully.



<#root>

> show interface ip brief
Interface IP-Address 0OK? Method Status

G gabi t Et hernet 0/ 0 10.1.1.1
YES manual

up up

G gabit Et hernet 0/ 1 10.1.2.1
YES manual

up up

G gabi t Et hernet 0/ 2 10.1.3.1
YES manual

up up

>

show runni ng-config interface G gabitEthernet 0/0

interface GigabitEthernet0/0
nameif

Qut si de

cts manual

propagate sgt preserve-untag
policy static sgt disabled trusted
security-level 0

ip address 10.1.1.1 255.255.255.0

>

show runni ng-config interface G gabitEthernet 0/1

interface GigabitEthernet0/1
nameif

| nsi de

cts manual

propagate sgt preserve-untag
policy static sgt disabled trusted
security-level 0

ip address 10.1.2.1 255.255.255.0

Protocol



>

show runni ng-config interface G gabitEthernet 0/2

interface GigabitEthernet0/2
nameif

DvZ

cts manual

propagate sgt preserve-untag
policy static sgt disabled trusted
security-level 0

ip address 10.1.3.1 255.255.255.0

Troubleshoot

This section provides information you can use to troubleshoot your configuration.

In order to see more logs of ansible playbook, you can run ansible playbook with —vvv

cisco@inserthostname-here:~/fmc_ansible$ ansible-playbook -i inventory.ini fmc-configure-interface-play

Related | nfor mation

Cisco Devnet FMC Ansible



https://github.com/CiscoDevNet/FMCAnsible/tree/main

